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Abstract

This dissertation concerns ethical and epistemic assessment of the use of state power to
defend against information threats and hostile activities, especially in digital information
environments, an activity which has been described as the pursuit of cognitive security. |
have three main aims. Firstly, to motivate scholarly interest in what I call the ethics of
cognitive security - an interdisciplinary effort to provide coordinated empirical,
theoretical, and ethical input into this exercise of power, specifically by democratic
states. To the extent that these are decide to develop offensive and defensive strategies
for the conduct of information warfare, we can ask if there are empirical and ethical
considerations that should inform this. I consider at length the literature on epistemic
paternalism and the extent to which such efforts might be paternalist and thus
objectionable or in need of special justification. Secondly, to articulate an ecological
conception of our epistemic interdependence on the information environment that can
help to describe the public interest in its responsible stewardship. This helps to generate
less-securitized formulations of the aims and constraints of defensive operations that
interface better with our ethical interests in the practice of cognitive security. I draw on
the social epistemology literature, especially where it concerns testimony and epistemic
dependence, and develop a conception of epistemic environmental dependence and trust.
I connect this to environmental policy and philosophy scholarship that concerns the
ethical relations that arise as a result of interdependencies, and the sorts of policy
instruments that can be appropriate for protecting this kind of shared interest. Finally, I
apply this conceptual framework to the specific cognitive security problem of hostile
disinformation. Drawing on a conceptual analysis of epistemic pollution I argue that we
should favour root cause analysis and remediation, even where it might seem to involve
more substantial interference, rather than reactive efforts to filter and remove these, for
reasons that include both empirical adequacy and respect for relevant ethical interests.
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Introduction

Countries around the world are enacting policies and developing strategies that,
whether they use the term or not, pursue cognitive security. This is the extension of
national security interest to the information environment, especially to digital media
systems. It follows the articulation of cybersecurity interest in previous decades, which
likewise expanded the national security frame to new, previously private, areas of
concern. In both cases, new technologies which digitized and networked our public and
private activities expanded the scope and scale of access, analysis, and action, both

friendly and hostile.

The immediate aim of cognitive security policy is to defend against information
warfare, especially where it targets political and institutional capacities that are essential
for governance. Information operations have already affected elections, public health
responses to crises, and sparked and amplified serious conflicts around the world. Tactics
such as targeted disinformation are supplanted with techniques designed to generate
mistrust, to demoralize, to polarize, and to frustrate and impede consensus building and
information-seeking. Even where outright manipulation is unfeasible, effective
information warfare can paralyze, or at least frustrate, the means by which states react to
information and events, a stated goal of several nation's offensive cognitive warfare

doctrine.



As I write this, in mid-October 2023, reports of an Israeli attack on a hospital in Gaza
reverberated around the world, generating anger, sparking protests and violence, and
leading to the cancellation of a summit meeting between several involved states. In mere
hours the story spread across social media platforms to mainstream media around the
world. At this time it is still unclear what happened, but there is strong evidence that
disinformation played a critical role in spreading and distorting the dominant narratives,
at least one of which is plainly false. Even days later as evidence began to accumulate, in
some respects it didn't matter, because many people disbelieved the substance and
sources of that evidence. From a cognitive security perspective, what is particularly

important are the preconditions that make this kind of event possible.

The tempo at which it unfolded outpaced reactive strategies such as filtering, fact-
checking, labelling, de-ranking, or otherwise modulating misinforming content in digital
media systems. It exploited properties of the information environment that are both
intentional and accidental and was scaffolded on the already threadbare and contested
terrain of the ordinary mechanisms that generate shared consensus on matters of public
interest. Broader-spectrum information operations prepare the ground for this sort of
inflection point by encouraging distrust, fragmenting audiences, and developing influence
capabilities, which often is difficult to distinguish from legitimate skepticism and
ordinary disagreement. For democratic countries attempting to formulate

countermeasures, a significant problem is protecting one while inhibiting the other.



We might agree in principle that it's dangerous for our information systems to be so
easily used to subvert and undermine our considered articulations of public and national
interest. But it's difficult to develop a defensive strategy that can prevent significant
adverse events, and respond effectively, that can also sit comfortably alongside
democratic values, such as we and our institutions understand and endorse these. For
some, any form of domestic cognitive security intervention is prima facie illiberal and
illegitimate. From an epistemological point of view, thinking about media systems as the
infrastructure of knowledge production and social coordination, many find the idea of
imposition of top-down state or corporate management of content within these as
fundamentally misaligned with what we know about how these processes function best.
Some philosophers have argued that many kinds of management efforts are objectionably

paternalist.

We do not expect that our information systems are relentlessly factual. These systems
are increasingly built and managed as centralized monoliths, but this fits poorly with the
ways we use them. We don't imagine they yield only expert opinions and acceptable
views. We don't suppose that some qualification be required to engage with them, or that
they should be designed with only serious matters in mind. One animating value of
liberal democratic thought is that we don't know in advance what information is valuable,
what views are correct, which framings are most useful, what best resonates with the

public interest and mood. Instead, it embraces uncertainty and epistemological anarchy,



supposing that free inquiry will sort things out most efficiently. This is where cognitive

warfare aims to exploit openness and uncertainty to tip the scales for some political gain.

My project aims firstly to motivate scholarly interest in what I call the ethics of
cognitive security - an interdisciplinary effort to provide coordinated empirical,
theoretical, and ethical input into the exercise of institutional power to defend against
hostile information operations. To the extent that states are forced to develop offensive
and defensive strategies for the conduct of information warfare, we can ask if there are

empirical and ethical constraints that demand consideration.

Secondly, I will argue that we should articulate the public interest we have in the
information environment to inform an account of information ecosystem health. This
offers a less reactive and less-securitized theoretical approach to the problem, by
formulating a conception of cognitive security based on our shared epistemic
dependencies. Just as with the ecological environment, we have complex epistemic
interdependencies, and this offers an alternate perspective on cognitive security - instead
of deciding post-hoc what is a pollutant, what is a dangerous process, we might identify
the conditions of ecosystem health against which such judgments are made. These might
be better goals for democratic cognitive security policy to pursue. We might hope that
even when adverse events occur, we can trust the resilience of a healthy information
environment. Sunstein, writing about this problem over 30 years ago, notes that " we do

not know what a well- functioning marketplace of ideas would look like"(Sunstein,



1992), and in a more recent response to Sunstein's observation, Hwang (Hwang, 2020)
advocates a more modest goal, just to identify what "unfair competition in the
marketplace of ideas" might look like. I don't think we can do the latter without the
former, and in either case, we should expect our findings to be tentative and uncertain
and to require continuous public and political discussion. It should not be surprising if
some of the findings are quite radical, that we have centralization in the wrong places, or
that some public systems that should be private, or some private ones should be public.
Many of the sociotechnical systems that intermediate so much of our social and political
activity aren't themselves reflective of the purposes for which we rely on them and the

dependencies we engage with them.

Here's how my argument develops in the coming chapters. In the first, [ provide a
historical sketch of information warfare and the current state of play and articulate a
conception of cognitive security. In the second, I consider, and largely dismiss, concerns
that most of what we might do in the pursuit of defensive cognitive security goals will be
objectionably paternalist. The third chapter draws on social epistemology, especially the
epistemology of testimony, to paint a picture of our collective dependence on the
adequacy of information environments to furnish the contextual information we need to
acquire knowledge within them. I describe this as an epistemic environmental
dependence, and one that makes us vulnerable to misplaced trust. In the fourth chapter I
connect this to the role that interdependence plays in environmental ethics and policy,

and I argue that ecology and environmental philosophy offers a rich and productive



metaphor for thinking about information environment health and our public interest in
maintaining it. The final chapter critiques and re-imagines cognitive security from this
ecological perspective. [ apply the ecological view to the problem of disinformation, with
the first-order goal of conducting a productive analysis, but also a second-order goal, to
demonstrate the type of engagement that I envision the ethics of cognitive security as a

research project would undertake.



Chapter 1 - Cognitive Security

1.1 Cognitive security and the epistemic environment

This dissertation has three overarching goals. The first is programmatic - to argue for
the establishment of the ethics of cognitive security as field of inquiry. The second is
methodological - that philosophical work on social epistemology is a rich and productive
resource for such a project to draw on. The third is conceptual - that the pursuit of
cognitive security demands an epistemically, empirically, and ethically grounded
conception of a healthy information environment that can support the normative claims
entailed by much of the current cognitive security discourse. For example, can we make
use of concepts like fake news and disinformation in ways that diagnose real problems in
the infosphere, and not just to express dissatisfaction with content we find there? Are
cognitive security concerns necessarily partisan and securitized, or can they be articulated
in ways that express genuine stewardship of a public good? This first chapter will focus
on context and concepts central to the first goal and lay some groundwork for the other

two.

Cognitive security is an emerging concern in national security discourses, with
historical and conceptual connections to discussions of information warfare,
psychological operations, and propaganda. It describes the vulnerability of political
entities to interference in the epistemic substrate of political and social systems they

depend on, and which risks a range of harms, including existential ones. Characteristic



threats include disinformation, propaganda, distrust, election interference, and various
kinds of sabotage to information and media systems. I argue that the concept of cognitive
security, the empirical picture we can paint today of the range of action in this domain,
and that which we can forecast in the near future, warrants coordinated interdisciplinary
study. When I speak of the ethics of cognitive security, I mean to ask not just how its
aims can be pursued ethically, as though those aims are given, and can be found
independently of ethical reflection, but more broadly, how we should determine what

those aims should be.

We are currently in the reactive early phases of the transition to a pervasive,
borderless, always-on conception of the challenges of cognitive security, responding ad
hoc to whatever emergencies reach our attention, guided by whatever institutions happen
to be involved or mobilizable. There is an urgent need to gain a unified perspective on
this field of endeavour so that we can respond deliberately, within frameworks of
democratic governance, and in ways that can be genuinely responsive to the public good.
Or, if it should turn out that there really is no such conception of cognitive security, then
theory and practice should reflect the practical aims that animate policy and should
eschew the insinuation that a higher purpose is pursued. Interventions in the service of
cognitive security are all around us, but we lack a coordinated civilian effort to
understand the conditions of justification and the risks for harm. My hope is that this
project can contribute to the development of an organized interdisciplinary effort to

produce and advocate sound policy in this arena.



The domain of cognitive security, and the actions taken in the service of it, are
distinctively epistemic, in that it targets epistemic states, what a community knows, what
it does not know, by way of epistemic modalities - how some community comes to regard
information as knowledge. There is an implied rupture between the normal and the
hostile within the messy practices we use to collectively make sense of our experiences
and acquire knowledge - that malicious actors deliberately intervene in ways to put a
finger on the scale, in ways that will undermine collective interests. These do not only
involve what we might think of as straightforwardly false claims. For example, Boichak
(Boichak, 2023) observes that Russian social media influence operations are increasingly
indirect, generating a broad spectrums of content that helps to crystalize narratives that
construct a context in which some particular narrative, such as Russia's role in the genesis
of WWII appears credible. Chomsky describes the deliberate "bounding of the thinkable"

(Chomsky, 2003) as both a goal and a mechanism of modern propaganda.

I will argue at length in Chapter 5 that mere falsehood does not capture the diagnostics
of undesirable content entailed by most conceptions of cognitive security. Therefore, |
consider an approach to this problem by asking more broadly what kinds of normative
and epistemic claims are implicit in conceptions of cognitive security, and what kinds of
epistemic engineering might be effectively and justifiably undertaken to promote them. I
argue that social epistemology and allied social sciences provide a rich resource to help

understand some of the pragmatic and ethical problems that arise. I will argue that



philosophical work on epistemic dependence is particularly relevant to understanding the
challenges this raises, but also, that what we know about epistemic values and practices
creates valuable countervailing pressure on approaches to cognitive security that expand
the securitization frame too far, or that narrowly focus on veritistic properties of the
information environment. It is because of our essential epistemic interdependence, and
the specific ways our epistemic infrastructure reflects and structures this, that cognitive
security vulnerabilities arise, and where the epistemic, moral, and practical risks of

actions undertaken in the service of cognitive security emerge.

Much of this chapter will veer away from traditional philosophical topics, as it
provides a historical and technical sketch of information operations and capabilities.
Before I begin with that, I want to orient the reader to the underlying philosophical

interest I bring to this.

Writing about Confederate soldiers killed in Gettysburg during the American Civil
War, Lear (Lear, 2022) responds to criticism that he's unduly sympathetic. He argues this
his sympathy is just for those who tried to live good and honorable lives, but, "... for
historical and cultural reasons, along with character flaws of their own, get caught in a
vision that is wildly wrong and profoundly unjust due to misunderstandings and
misperceptions and social pressures - and then waste their lives, sometimes doing terrible
harm, in a cloud of misapprehension and falsity". (Lear 2022 p. 91). We might extend

this same concern for those who are manipulated by information operations, those caught

10



in webs of propaganda, and we might consider that there are cases where they themselves
are epistemically blameless - that they have followed reasonable and virtuous procedures,
have arrived at beliefs that are locally true and justified by evidence, but by some external
measure strike outsiders as quite mistaken, even terribly so. Several defendants charged
with involvement in the January 6 2021 attack on the US capital made just this claim in
court, that they behaved reasonably on the basis of information from credible sources
(including the President!) that the election had been stolen (Kosseff, 2023). Whatever we
might say about the proper apportioning of individual responsibility, I think we find it
natural in these sorts of cases to direct some of the blame at the epistemic environment

itself, and I'm interested here in what we can say more precisely about this

Part of what is stake when we ask this question is the extent to which what justifies
our beliefs lies within us, and epistemologists have disputed the extent to these are
entirely internal to our cognition, or whether some of it lies beyond, out of our control.
Much of this turns on technical issues, but it's common to think that one problem with the
external account is that it fails to deliver substantive norms of epistemic conduct, that
blame and accountability fade almost entirely from the picture. The worry is that if what
we believe is substantially impacted by conditions outside us, and we conduct ourselves
in epistemically responsible ways with the evidence we have, then we can have false-yet-
justified beliefs, and true-yet-unjustified beliefs. However, in "Radical Externalism",
Srinivasan (Srinivasan, 2020) argues that externalism about justification can in fact

deliver this normative content, by diagnosing cases where structural conditions external
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to the knower prevent the formation of true beliefs when we might otherwise think they
ought to. Here the account of how we are justified detaches from that of how we should
behave as epistemic agents. As Levy (Levy, 2022) playfully describes this kind of case,
bad beliefs can happen to good people, and a causal explanation of what has gone wrong
must include conditions of the external epistemic environment, which Srinivasan calls
'bad ideology', and Levy describes as 'epistemic pollution'. The normative problem for
externalism is supposed to be that it can't tell us how we should conduct ourselves as
epistemic agents, but it might yet make normative claims about how conditions external

to the agent should be.

For instance, we should not carelessly form beliefs about the safety of childhood
vaccinations that will influence choices we might make on behalf of children in our care.
But our ability to make good on this expectation has substantial environmental
dependencies, and somewhere along the line we will run into questions about whether
this is an "ought" that often lacks an accompanying "can". In my view, this points to a
new kind of normative content that an externalist epistemology might generate, that we
can evaluate the adequacy of one's epistemic environment to the demands we make of it.
These questions multiply in an age of networked propaganda and ubiquitous information
operations, and lead us directly to a substantive philosophical question, whether we can
say something about this putative environmental dysfunction over and above criticism we

might make of the specific content that is encountered within it.
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Hinting at an Aristotelian conception of epistemic agency, Srinivasan argues that
"[v]irtue requires being embedded in a cooperative world.", and that "... the epistemic
goods really worth having are those that cannot be had by mere individual
effort."(Srinivasan, 2020, p. 37). In my account of this, we have environmental epistemic
dependencies - our capacity to have mostly true and useful beliefs, and ones that by and
large won't lead us to harm ourselves or others, depends on properties of the epistemic
environment we inhabit. As a result, we have duties and responsibilities to ensure that
these external conditions are as conducive to the pursuit of those epistemic goods as they

can be.

This suggests a guiding principle for cognitive security - the health of the information
environment. This in turn suggest a central question for the ethics of cognitive security -
what is ecological health in the information environment, and in what ways can we
effectively and ethically foster this, so that we are best positioned to pursue those
epistemic goods worth having? This is a question about acceptable forms of epistemic
engineering. It's discomforting to entertain a view that there is information that should be
withheld from us because it might be bad for us, or for our epistemic community, or that
our encounter with this information should be mediated to foster specific doxastic
outcomes. Likewise, it's distasteful to consider subjecting others to persuasive efforts that
are not just liminal and discrete, a pamphlet in the marketplace of ideas, but that are
baked into the information environment in ways we can't discern. Yet not only are these

types of interventions taking place, they are also increasingly common, and undertaken
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by a range of individual, institutional, commercial, and state actors. We are in the early
stages of a huge and significant change to our epistemic environment, where
sophisticated technologies afford powerful methods of epistemic engineering to a wide
variety of actors, some hostile, some commercially motivated, but also some that pursue

defensive and altruistic ends.

1.2 Information operations

In 1942 the United States Government established the Office of War Information
(OWI), centralizing under federal authority efforts to inform the public about the war
America had just entered. Before the OWI, a variety of institutions were tasked with
providing facts and figures, monitoring public sentiment, disseminating government
communications, and conducting public diplomacy. Concerned that such efforts,
especially the latter, amounted to objectionable domestic propaganda, Roosevelt at first
resisted the creation of the OWI, and hoped that once the "facts of war"(Weinberg, 1968,
p. 74) were made plain, public support would follow. As this optimism proved
unfounded and public morale flagged, he supported a dedicated information operations
effort, under the banner of civil defense, similar to the Ministry of Information (MOI)
already established in the United Kingdom in 1935 (itself a vestige of similar efforts in

the latter years of WW1).
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Offensive information warfare is as old as war itself, and propaganda has long been
used to bolster public support for state actions. But there was something new about this
approach, taking the epistemic functioning of the public as an information system as a
matter for proactive state interest. In the UK the MOI deputized the public in a variety of
efforts that required understanding and alignment with strategic goals, and in the US the
OWI produced media designed to avoid the loss of public support for a war which many
did not believe benefitted America directly, firstly by aiming to educate the public with
truthful accounts of the conflict and the reasons for engaging in it, later, and more
controversially, censoring and manipulating media to alter public perception of the
conflict. This later activity included direct interference with domestic journalism, such as
the reporting of the Soviet massacre of Polish officers in Katyn (Szymczak, 2010), where
the OWI pressured US media to suppress evidence that America's erstwhile ally had

committed this crime, to avoid domestic political pressure to dissolve the alliance.

I take the kinds of campaigns undertaken by the MOE and the OWI to be clear
examples of national security initiatives in the domestic information environment. The
very idea of projecting state power into the domestic information environment in ways
that might target specific content or ideas, and actively intervene to shape the prevailing
epistemic climate, is uncomfortable for western democracies and not easily
accommodated by the principles that underlay them. Even the public discussion of such
activities by hostile states can become uncomfortable and reveal contradictions. The

Institute for Propaganda Analysis (IPA) was formed in the United States in 1937, whose
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founders included influential public relations pioneers, and which engaged in a highly
visible campaign to teach propaganda analysis to the public and introduce curricula to the
public school system. In the run-up to WWII, the IPA came under pressure to soften its
views. Critics complained that it "... was analyzing any propaganda, regardless of its
intent, and that this approach was counterproductive, hindering the US war effort against
Nazi Germany" (Fondren, 2021, p. 280) When America joined the war, recognizing the
likelihood that institutions such as the MOI and OWI would be needed, the IPA
dissolved, worrying that teaching propaganda analyses "...could be misused for
undesirable purposes by persons opposing the government’s effort" (Sproule, 2005, p.

176)

The OWI was shut down after the Second World War, but soon after the U.S.
Information and Educational Exchange Act of 1948 was enacted, which authorized the
federal government to undertake information operations, but specifically prohibited their
use domestically, in large part due to concerns that they might become an organ of state
propaganda. The United States Information Agency (USIA) was established in 1953 with
the mission of engaging in public diplomacy - overt efforts ".. to understand, inform and
influence foreign publics in promotion of the national interest" (Chodkowski, 2012, p. 2)
and was restricted from targeting domestic audiences. This limitation was also placed on
the U.S. Agency for Global Media (USAGM) a Cold War instrument of information

operations policy which was prohibited from operating in democracies with free presses,
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and instead was to target foreign nations which "... lack adequate sources of free

information". (22 U.S.C. § 1431).

An increasingly transnational infosphere created challenges for this approach even in
the early days of widespread internet access. A partially declassified US Defense
Department report admitted the "...likelihood that PSYOP messages will be replayed to a
much broader audience, including the American public" (Wall, 2010, p. 292). A former
commander of the Combined Joint Information Campaign Task Force commented that
the State department adopted a policy not "...to devote resources by policy to ‘psyoping’
the American citizens" (ibid p. 291), while tacitly acknowledging that they would

nonetheless be exposed due the porousness of digital information systems.

Roosevelt and the IPA both recognized that protecting domestic epistemic
infrastructure and information environments is critical to the security of a nation at war,
and both found themselves adopting uncomfortable approaches, with Roosevelt
reluctantly acquiescing to domestic 1O, and the IPA conceding that at times the state
requires epistemic and psychological leverage over the public. Attempts to limit direct
interference in domestic affairs, and with those of democracies with free presses, can be
seen as rudimentary way to create principled constraints that reflects this hesitation to
articulate a full-throated defense of domestic information operations, but ones that we
will see are increasingly difficult to operationalize and justify in a fragmented and

digitized world where the structure of the information environment threatens distinctions
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between domestic and foreign actors, media systems, and threats. Even distinctions
between human actors and automated bots are muddied by systems that enable
coordination and semi-automation of human activity (Chu et al., 2012; Schreckinger,

2016)

Information operations have played an increasingly central role in national security
since the start of the Cold War, from pre-digital efforts such as the Soviet Union's
planting of false accounts of US involvement in the AIDS epidemic in 1983 (Boghardt,
2009), which eventually circulated widely and has generated misperceptions that persist
to this day. Cold war disinformation campaigns conducted by the Soviets included forged
evidence that the KKK was going to target white athletes at the LA Olympics, that the
Korean Airlines passenger plane it shot down in 1983 was in fact a spy plane, and that
United States was importing Latin American children for organ harvesting (Brantly,
2020; Palca, 1988) which received wide airplay at the time and is a recurring theme in

disinformation campaigns even today.

The United States was initially dismissive of Soviet disinformation campaigns, but
eventually conceded their real impact on national interests. In US Senate debate in 1987,
the Deputy CIA Director Robert Gates, who was largely skeptical of the seriousness of
information operations (so-called "active measures" by the Soviets), under questioning
from then senator Joe Biden, conceded that in at least two instances, one of which was

Spain's NATO referendum in 1986, Soviet information operations had a significant
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impact on events. This exchange was a bellwether that eventually lead to the creation of
the Active Measures Working Group (AMWG), a US agency with a mandate to combat
disinformation harmful to American security and national interests. A USIA report in
1992 noted that "...Soviet active measures apparatus dwarfed, by a factor of perhaps 20 or
30 to one, the US governmental apparatus set up to analyze and counter its activities"
(Abrams, 2016, p. 7). The AMWG produced targeted and effective counterpropaganda
throughout the decade in which it was active but was shut down without equivalent

replacement in 1992.

In many ways, this corresponds not just with the end of the Soviet Union, but with a
shift in the information space. Targeted provocations and propaganda from state actors,
which could be countered with effective counterpropaganda, were supplanted by a
broader spectrum of epistemic threats, often from smaller actors, with more indirect and
non-specific aims. In an internal US State department document released in 2015, then
undersecretary of public diplomacy Richard Stengel assessed that US and allied efforts to
combat Islamic State in the information environment had failed and urged the creation of
a coordinated multichannel counter-messaging effort (Mazzetti & Gordon, 2015) a call
for engagement in was called "memetic warfare" (Giesea, 2015). The reason why one
would reach for such a term as 'memetic' is because the methods are deliberately
designed to elide overt rational consideration and slip past cognition to influence

deliberation and belief.
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After the closure of the AMWG most of the United States anti-disinformation efforts
were conducted by the Pentagon, with a much smaller effort in the hands of the State
department. Some critics worried this resulted in an excessively militarized approach, and
when the Pentagon's office was shut down by the Obama administration in 2009 this was
greeted with approval by a range of critics across the political spectrum (Brown, 2009).
This left a much smaller office that was itself shifting away from public diplomacy as a
tool of influence in favour of an approach that preferred a more nebulous goal of
"engagement", this was explicitly aimed at foreign audiences. When the State Department
attempted to modernize its approach, it began to target social media platforms, an effort
where "... the government may be trying to do the impossible, ie to plant carefully
worded and controlled messages on platforms that sprang up precisely to avoid the kind
of influence that the State Department seeks to exert via them." (Morozov, 2009). These
digital media platforms were disruptive and subversive to efforts to control political
narratives, and many observers interpreted the Arab Spring as a paradigmatic example of
the anti-authoritarian effect of this new media environment. However, it soon became
clear that, if anything, the new tools and technology were equally, if not more effective,
in the hands of authoritarians, and as instruments to erode democracies and stifle thought,

rather than nourish them. (Glasius & Michaelsen, 2018; Tufekci, 2017; Walker, 2018)

A 2020 NATO report warns of "... hybrid or memetic warfare employing social media

deception, diplomatic warfare and influence operations... ", which can "... undermine,

delay or frustrate [friendly] forces, nations and populations" (Reding & Eaton, 2020, p.
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47). Elections have been a particularly salient site of concern, as the increasingly porous
nature of the digital infosphere provided vectors for foreign interferences, decisive at
times, in elections such as Kenya in 2008 (Mékinen & Wangu Kuira, 2008), Trinidad and
Tobago in 2010, (Pham et al., 2022), the United States (Benkler et al., 2018), and the
Brexit referendum (Moore & Tambini, 2018). Militants involved in conflicts in Pakistan
engaged in highly effective campaigns against Polio vaccination initiatives (Ahmad,
2007), and similar campaigns occurred in Nigeria (Jegede, 2007), and even before the
COVID-19 pandemic, states engaged in hostile anti-vaccination disinformation

campaigns (Broniatowski et al., 2018).

Information operations committed to specific narratives or ideas are being displaced
by ones with more diffuse goals such as the creation and exacerbation of discord,
polarization, and distrust (Martin et al., 2019; Weissmann et al., 2021). This in turn calls
for a shift in defensive posture. Estonia is often considered exemplary in this regard. In
response to Russian hybrid aggression that reached a crisis point in 2007 Estonia's
domestic defense organization expanded the role of its cyber-defense activities to include
anti-disinformation efforts that included active shaping of the information environment in
addition to reactive responses to disinformation campaigns (Robbins, 2020). This whole-
of-society effort to inoculate Estonia from information attacks includes policies such as
the integration of media and propaganda literacy in education, not just as topics in their
own right, but as lenses through which other subjects such as statistics and history are

studied. Particular attention was placed on the active inclusion of Russian-speaking

21



Estonian audiences in the generation of programming to counteract information
operations that would target this demographic and cut it off from Estonian information
sources and the erode trust in these. Similar efforts have been undertaken in other Baltic
and Scandinavia countries which have faced cyber and information aggression, and
included the seeding of favourable narratives, the cultivation of media ecologies resistant
to radicalization, deliberate debunking and pre-bunking of disinformation, and the
activation of voluntary citizen efforts to combat disinformation and propaganda. I take

these as canonical examples of initiatives in the service of cognitive security.

This sketch of a history of IW/IO provides some historical context as I turn to the
current state of information operations. The current legal and operational norms emerged
in this historical context where discourses of national defense and national security were
the natural home for planning and analysis. But as we'll see in the next section, it is
outgrowing these conceptions, not only operationally, but also theoretically and as a
matter of public interest, and is no longer the domain of a few state actors, anchored to
specific inflection points in international affairs such as declared wars. Where the OWI
and the MOI were narrowly focused on specific conflict, actors, and content, and the
AMWG and USIA tended to respond to specific narrative events, we'll see in the next
section that modern information operations are deployed in a vast range of domains,

across many channels, and often without clearly defined objectives.

22



1.3 From information operations to cognitive security

In the 1980's the United States developed a computational "Early Warning and
Monitoring System (EWAMS)" (Hopple, 1980), to monitor communications and measure
sentiment, with the hope of forecasting political conditions by mining a dataset of largely
public information. The idea was that significant developments in international affairs
could be predicted by analyzing content from official sources of information. At the time,
there wasn't much in the way of non-official sources, certainly not that were easily
tractable to mass analysis, and, at any rate, the number of people whose opinion could
have immediate impact on international affairs was relatively small and largely
knowable. The output of the system was considered by officials in policymaking

processes, though the extent to which it was used remains classified.

As information and communications technology (ICT) has evolved, so has its reach
into institutional and individual behaviour, providing even more fine-grained data and
increased opportunity to test the retroactive ability for prediction methods to forecast
known events - generating models that might then be applied looking forward to the
future. Where EWAMS relied on a few official sources of data, later iterations of this
concept, such as the Integrated Crisis Early Warning System (ICEWS) could ingest vast
troves of unstructured data ranging from social media posts, economic, media, and
instrumented physical systems to predict conflict and instability (O’brien, 2010). Private

companies such as Google began to mine their data for predictive opportunities, an early
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example of which is the "Google Flu" project, which was able to outperform the CDS's
prediction of influenza by analyzing search data (Househ et al., 2017). Public data sets
such as the GDELT Project ("Global Database of Events, Language, and Tone") allow
researchers to experiment with their algorithms and models to generate predictions, and
private industry, especially finance, collects and analyzes enormous datasets to predict
market conditions (Leetaru & Schrodt, 2013). The rapid pace of digitization and
ubiquitous computing continues to increase the scale and scope of the data available to
build predictive systems, and capacities that were once only in reach of state actors are

increasingly available to private institutions, even individuals.

There is a rapid escalation of the ability to gather data that can forecast sentiment and
behaviour. But what if the goal is not just to monitor and predict but to influence?
Consider the seeding and propagation of the narrative that AIDS was caused by US
bioweapons programs, an example of offensive information warfare designed to
influence public opinion and generate local resistance in countries hosting US military
bases that reverberates today. The story originated in a Russian-controlled news outlet,
the New Delhi Patriot, set up almost 20 years beforehand as a propaganda organ. (US
Department of State 1987 p. 44) It developed a physical circulation of over 30,000 by the
time the AIDS story was placed, and the testimony of one alleged expert, Jacob Segal,

was subsequently manipulated and disseminated to bolster the claims (ibid. p. 35).
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The resources required to orchestrate this campaign were enormous, and in the
infosphere at the time it was difficult to reverse-engineer the story fast enough to counter
it. Exploiting asymmetries in the capacity to respond appropriately and at an effective
tempo is still central to disinformation efforts. Research on defensive strategy has aimed
to identify the optimal inflection points for countering disinformation (Wardle &
Derakhshan, 2017b) - strike too early and you amplify the story, causing some people to
form false beliefs on the strength of unintentionally misleading higher order evidence.
Strike too late and it can't be dislodged (Brashier et al., 2021). The contemporary
information environment offers far more sophisticated avenues for the dissemination of
disinformation and requires far less resources to do so. Chapter 5 will discuss in detail

some specific epistemic effects of anti-disinformation efforts.

Early examples of active measures frequently involved the careful construction of
forgeries, often with painstakingly assembled contextual materials. As the volume of
information operations increased, so did the range technical affordances for the gathering
of data and the production and dissemination of narratives and evidence. Forgeries, and
other kinds of disinformation, don't need to fool experts if they can be distributed directly
to the public, and elaborate covert networks of promulgation are unnecessary if the public
can be enlisted to amplify and reproduce them. As opportunities for spreading
disinformation have expanded and increasingly disintermediated gatekeepers that could
be focal points for countermeasures, the field of concern for defensive efforts widens to

include a great deal of behaviour that would not ordinarily be considered part of the
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security frame, especially in states with strong protections of rights to free speech,

association, and publication.

The extent to which many information operations techniques rely on the unwitting or
at least partially unwitting cooperative epistemic activities of the public (Rini, 2017;
Starbird et al., 2019) brings into scope the structure and governance of the
communications platforms and networks that enable this. Social media platforms have a
mix of public and self-interested incentives to prevent manipulation, and platform design
can generate both resilience and vulnerability to hostile efforts. Subtle changes to
communications platforms can have far-reaching effects, and where once it was possible
for the MOI to arrange a quiet word with the editor of a major newspaper, meaningful
interventions with communications networks are difficult to orchestrate and have effects
that are hard to forecast and monitor. A major motivation for cognitive security
interventions is the worry that past some point of degradation, it might become

impossible for authoritative voices to cut through the noise in an emergency.

Alongside the advances in digital ICT have made it easier to deploy information
operations, there are improvements in technologies that make it easier to predict the
likelihood of decisive impact. The development of behavioural economics, and the
subsequent theoretical and political efforts to apply these theories to business and public
policy objectives, is based in part on the claim that we can take into account the impact of

familiar sorts of cognitive bias (Thaler & Sunstein, 2009; Tversky & Kahneman, 1973)

26



when developing public policy and instruments for its implementation. If we want people
to do something, there are subtle interventions that can be crafted, so-called "nudges",
that will cause aggregate behaviour to conform, even without strong coercion, incentives,
or disincentives. For example, if you want to reduce the amount of fake news being
shared on a social media platform, you can modify the interface in ways that
demonstrably reduce the likelihood users will share a dubious story (Pennycook,
McPhetres, et al., 2020; Roozenbeek et al., 2021) without actually rationally engaging
with the user. Rather than give reasons why the story is or is not accurate, you alter the

interface to prompt the user to consider accuracy before they are able to re-publish it.

Sunstein and Thaler argue at length that the insights of behavioural economics have
substantial implications for both the articulation of policy objectives and the ethical
justifications and constraints on various policy tools. They argue that policymakers can
and should exploit cognitive bias by way of the manipulation of choice architecture to
improve public decision-making. Dedicated government offices such as Australia's
Behavioural Economics Team, the UK's Behavioural Insights Team, Singapore's Human
Experience Lab, and the US Social and Behavioral Sciences Team, bring expertise from
behavioural economics directly to bear on government policymaking. Businesses now
use increasingly fine-grained and comprehensive data to analyze users and expose them
to persuasive efforts to influence their behaviour, and increasingly offer this service to
actors in the political sphere. I'll discuss nudges (and their broader theoretical grounding

in libertarian paternalism) in the much greater detail in the next chapter, for now, I just
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want to highlight the extent to which the prospect of changing people's minds, and
behaviour, without them necessarily knowing and understanding that they have been
influenced, has been widely viewed as practical, effective, and justifiable, even where

there is disagreement about the extent of the influence and the conditions of justification.

Behavioural economics offers a collection of methods, based the study of individual
and collective cognition and its failure modes (in Chapter 2 I call these 'cognitive
strategies'), and a related body of literature that studies how to use leverage these to
specific ends, to assess the results, and which attempts to delineate the kinds of purposes
it can justifiably be used for. As this field has developed, so has the scale and breadth of
datafication and the sophistication of analytics technologies. Many digital platforms
afford the aggregation of data from multiple sources, which can include payment
processors, credit reporting agencies, location data from telecommunications providers,
and data collected ambiently from Internet of Things (IOT) devices and smartphones as
well as that collected actively in the use of digital services. When combined and linked
this can enable highly granular analysis and predictions of behaviour and can help to
guide and assesses influence efforts. We might permit an app to track our music listening
habits to recommend playlists but be surprised to learn this data has been used by a third
party to make inferences about our mental health(Allen Anderson, 2015; Anderson et al.,
2021), which can be labelled and enriched with other data, and made available for sale.
Data from a wide range of sources can be re-taxonomized as health data (Martinez-

Martin et al., 2018) and used to make psychographic inferences that can in turn inform
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persuasive messaging - illustrating the interconnections between technologies of
surveillance and influence. Biometric data such as facial images and voice samples are
not only used to track individuals across systems, they are also used to infer physical,
psychological, and political traits, capacities which are not just used for marketing, but
also used in campaigns designed to influence public sentiment (Bakir, 2020; Gonzalez,
2017). Distinctions between the commercial and political use of these technologies, and
domestic versus foreign actors and employments, are increasingly murky and analytically
unhelpful as so much of this data is generated and processed trans-nationally, and

political activity conducted by sub-state and non-state actors.

We can see then that three connected disruptive factors - opportunity, capability, and
technique, increase the apparent vulnerability of public beliefs to hostile influence.
Digital ICT creates opportunities to intervene, generates data to inform and measure
interventions, and both factors produce empirical feedback that helps to improve the
cognitive techniques that inform influence strategies. Whether these techniques are
effective, and to what extent and in what conditions, perhaps surprisingly, is somewhat
orthogonal to questions about their relevance to cognitive security concerns. Despite huge
investments in active measures over decades, the Soviet's viewed them as "... instruments
in a larger game, as mere chess pawns, but capable of damaging opponents at the margins
and perhaps opening the way for larger gains later" (Kinahan, 1990, p. 305). Even when
marginal, the ability to unsettle public views on some topic, or to shift perceptions of

authority and expertise, can have effects that are desirable to adversaries. Hostile
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disinformation campaigns that do not decisively shift majority sentiment often have the
result of increased partisan polarization (Corstange & Marinov, 2012; Tomz & Weeks,

2020), which can itself be a motivation for interference.

Similarly, whether or not microtargeting is effective for its immediate aim, the mere
use of it has strong effects. The microtargeting of advertisements, especially during
election campaigns, is widely touted by practitioners and critics alike as powerfully
effective. One of the few currently available meta-analyses suggests that
"...microtargeting exceeds the persuasive impact of alternative messaging strategies by an
average of 70% or more."(Tappin et al., 2022, p. 6). Although other empirical results are
mixed, it serves the interests those who provide and wield these techniques to exaggerate
their strength (Baldwin-Philippi, 2019), but, even if they are not as effective as
advertised, merely knowing that these technologies are being used, and believing that
they are influencing some, is itself a vector for manipulation and the deliberate creation
of epistemic effects. As Rini (Rini, 2021) argues, Russia's use of the Internet Research
Agency to interfere in the 2016 US presidential election undermines US interests and
furthers Russia's interests, even more by being discoverable. More powerful than subtly
changing one's mind is letting it be known that one might do so, that one might actively
be doing so, and as a result one should not believe one's eyes. The use of sophisticated
microtargeting, even when it is not effective, can be shown to undermine trust in
democratic institutions (Matthes et al., 2022) in exactly the way Rini predicts, by

undermining democratic testimonial networks. That there is any fake news at all gives a
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much sharper edge to cries of "fake news" when an unflattering story about one's co-
partisans should surface - as though Descartes’s evil demon was not just a bare possibility
but tucks a calling card into our morning newspaper now and then. Even if one is a
diligently critical reader, the scale and complexity of digital information environments
makes it impractical to wield one's skepticism effectively, to bring into scope all of the
features of the system that are potentially relevant to the evaluation of a piece of

evidence.

Contested attribution further complicates predicted epistemic effect - foreign
disinformation campaigns that would ordinarily be expected to cause discord can in fact
have a unifying effect when the attribution is widely perceived to be hostile to shared
values (Bauer & Wilson, 2022) Even where we might doubt that some particular effort is
likely to have a significant effect, there are good reasons to worry about distal harms.
Low-circulation attempts at memetic warfare, such as the "Posing as Patriots" network
which attempted to influence the 2022 US midterm elections (Ronzaud et al., 2022) can
not only seed narratives that can in turn jump between platforms (Krafft & Donovan,
2020), but their discovery itself provides an evidential basis for allegations of inauthentic
behaviour, including more serious ones that are more commonly the domain of hostile
interference, such as the manipulation of evidence involving public figures such as
politicians and journalists. Evidence for some attempted manipulation justifies more
general suspicion of evidence. The increased prevalence and visibility of this activity, and

defensive responses, fosters an 'everyone is doing it' atmosphere that can rationally
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ground distrust in evidence and media systems. This "normalization of deviance" (M.
Innes et al., 2021), as instigated by malefactors, percolates into domestic politics as the
tactics of digital influence engineering become both materially available and seemingly

less extraordinary.

Influence over the operators, moderators, and regulators of information system is an
even higher value target for hostile actors. In April of 2022 the US government
announced the formation of the Disinformation Governance Board, with the stated aim of
providing education and consultation to assist government agencies with information
security concerns, and immediately attracted furious criticism accompanied by the online
propaganda and influence efforts that now typically coalesce around polarized, and
polarizable, issues, including violent and misogynist attacks on the board's Executive
Director Nina Jankowicz (Lorenz, 2022). Critical attention focussed on the concept of
disinformation itself, framing it as inherently subjective and partisan, and, consequently,
government efforts to control it as illegitimate meddling in protected speech. The
Disinformation Governance Board was paused within weeks and then shuttered, leaving
the prospects for an accepted operational definition of disinformation, let alone defensive
counter-strategy, looking bleak. In response, (Murphy, 2023) argues that we should
redouble efforts to develop a more acceptable conception of disinformation but the
problem appears to run deeper. It is difficult to see how conceptual engineering of the
concept of disinformation can mitigate disinformation attacks on the social coordination

of this very act of engineering when the information environment in which such efforts
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must succeed is fractured, polarized, and where the functionally operational norms are
non-epistemic and even adversarial to epistemic norms. This is one motivation for my
interest in reframing the question, from "what is disinformation" to "what is a healthy
information environment" - the hope that this offers a deeper and more ecumenical

conceptualization of the legitimate aims of cognitive security.

The use of cognitive strategies developed and deployed using big data and digital
intermediations offer expansive opportunities to influence beliefs. A variety of terms
have been used to describe such capabilities, "persuasive design" (Fogg, 2002),
"organized persuasive communication" (Bakir, 2020), "digital influence engineering" (M.
Innes et al., 2021). Explicitly hostile applications of these techniques can be described
with a connected family of terminology and concepts that include psychological warfare,
information warfare, memetic warfare, information operations, strategic communication,
psychological operations, civilian public diplomacy, propaganda, counterpropaganda,
hybrid warfare, and cognitive warfare. Some of these are more properly considered as
more narrow concerns in security domains, or have constrained meanings, and others are
hard to distinguish at all. In some cases, distinctions that might apply to their offensive
use are immaterial to activities that aim to defend against them. None of these terms has
gained a dominant foothold in the policy literature, and in a review of exactly this
problem of terminological proliferation and overlap, the authors argue that "...the
growing number of overlapping terms is symptomatic of a weak understanding" (Wanless

& Pamment, 2019, p. 8), an assessment I'm quite sympathetic to.
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As early as 2013 the Canadian Department of National Defence observed that "...
sociotechnical networks will continue to offer opportunities for foreign states to perform
influence activities against the interests of Canada and its allies" (Department of National
Defence, 2014) The Potomac Institute for Policy Studies, the successor to the US Office
of Technology Assessment, charged with studying science, technology and national
security issues, warns in a recent report that "... in today’s world, it is necessary to
combat adversarial use of perception management, disinformation, and strategic
deception." (Pearson & Moxham, 2022, p. 5). In the UK, writing about the application of
big data and artificial intelligence to amplify hostile influence campaigns, an advisor to
several UK security thinktanks and the prime minister’s office, argues that "... the West
must respond — and it will likely mean turning the tools used to manipulate into the
weapons of defence." (Dear, 2021). Similar calls and warnings are increasingly present in
memos, articles, and conference proceedings from defense and security professionals,

especially in NATO countries.

A name and some conceptual scaffolding for this kind of defensive response can be
found in a 2017 Rand Corporation Report to the US Senate Armed Forces Committee,
where a distinct field of national security study is proposed - that of "Cognitive Security"
(Waltzman, 2017). Cognitive security is focussed on distinct security vulnerabilities that,
while they often accidentally coincide with economic, biological and cyber security

concerns, are of their own unique kind. Goals include protecting individuals,
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communities, and states in a future where "researchers, governments, social platforms,
and private actors will be engaged in a continual arms race to influence" (Waltzman,
2017, p. 7). The report defines the field of cognitive security as one that will ".... bring
together expertise in cognitive science, computer science, engineering, social science,
security, marketing, political campaigning, public policy, and psychology to develop a
theoretical as well as an applied engineering methodology for managing the full spectrum
of information environment security issues" (ibid.). Since 2017, the term has slowly been
adopted and can be found in academic and professional literature on warfare (Claverie &
Du Cluzel, 2022; Le Guyader, 2022; Nesic, 2022), philosophy and information systems
(Hassan et al., 2018), cybersecurity (Smith, 2023), and disinformation (Hung & Hung,

2022; Terp & Breuer, 2022).

I want to linger briefly on a terminological distinction that helps illustrate the unique
challenges and epistemological dimensions of cognitive security. This is the distinction
between cognitive warfare and information warfare as developed by (Rogers, 2021). On
this view, information warfare is a contest for information anchored to specific interests
and events - for some definable bundle of knowledge, perhaps about a political figure, an
economic initiative, the cause of a pandemic, or the military ambitions of a rival. One
view of the strategic position of the United States and its allies at the beginning of the
digital media era was that it held a "... comparative advantage in its ability to collect,
process, act upon, and disseminate information, an edge that will almost certainly grow

over the next decade." (Rogers, 2021, p. 83). Of course, the production of knowledge
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from information is not a mere technical undertaking, it is also a collective
epistemological project in which sense is made of information, trust in expertise relied
upon, contexts and frames of reference established, and supporting media ecosystems
created and maintained. The shift Rogers observes is one of emphasis from the former to
the latter aspects of the production and accumulation of knowledge, especially by
adversaries who sought to undermine this sociotechnical information advantage by

attacking the softer targets of its epistemic dependencies.

For instance, analysis of so-called "political micro-influencers" deployed by Russian
state-affiliated actors early in the 2022 invasion of Ukraine (Boichak, 2023) shows that
much of the activity involved the production of relatable identities and the positive
framing of ideas that indirectly support the contextual setting of more overt Russian
messaging efforts to justify and explain the war. This fits well with the way Rogers
describes cognitive warfare as a conflict of sensemaking. "...IW involve actors
contending over information within specified and assigned contexts in which the
orientation of the context to the contending is settled. CW, conversely, involves actors
contending within unspecified and unassigned contexts, in which the orientation of the
context literally is the contest. (Z. Rogers, 2021, p. 87) This is one reason why fact-
checking as an anti-disinformation strategy founders in conditions of cognitive warfare.
Facts do not wear their content and their veracity on their sleeves, but require
interpretation, and are only verifiable through social processes that require agreement

about context, and are only factual in relation to some frame of reference and shared
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activity. A study of Birdwatch, the crowd-sourced fact-checking system used on Twitter,
notes that "...context features, and specifically partisanship are highly predictive of both
misleadingness and helpfulness ratings..." (Allen et al., 2022) substantially more so than

content features of the tweets such as sentiments and sourcing.

Scholars of digital information systems have observed the phenomena Rogers has
identified in the form of context collapse (Frost-Arnold, 2021; Marwick & boyd, 2011).
Rogers argues that, quite apart from the operations of hostile states, the manipulative
behaviour of commercial actors is substantially responsible for a crisis of trust in the
digital information environment. "The net effect of the fragmentation and disutility of the
information environment is not merely one of many more contested narratives. It is of no
narratives." (Rogers, 2020). Whole-of-society defensive strategies such as democratic
deterrence (Wigell et al., 2021), or Finland's "Security Strategy for Society", are

subverted if the informational and cultural threads that bring people together are broken.

In this project I'll use the broader term "epistemic engineering" to capture both
friendly nudges and hostile influence as well as the defensive and remedial efforts that
arise in response and employ more specific terminology to distinguish particular acts of
epistemic engineering along dimensions such as the intentions and reasons that govern
their exercise. In the next chapter I'll use the concept of paternalism to focus on epistemic

engineering that's done without our consent, for our own benefit, and explore a

37



conception of stewardship that might be appropriate for acts of epistemic engineering that

aim to secure collective goods such as the health of the information environment.

This section has been concerned with describing the conditions that lead to the
development of cognitive warfare and cognitive security as concepts and describing
these. I've argued that while IO was once anchored in the specific concerns of nations in
overt conflict, it now describes an atmosphere of contestation and vulnerability in the
information environment. Even when the threats emerge by accident, from the operations
of commercial actors pursuing their own ends in digital information spaces, social and
political risks emerge. The scope of activity that IO threat models must consider has
expanded considerably and continues to do so. The tactics, tools, and procedures used by
explicitly hostile, state-backed entities increasingly overlaps with those used by friendly
entities, domestic actors, and corporations and other commercial bodies. The extent to
which any of these actors can be clearly designated along the foreign/domestic axis is
increasingly unclear, particularly for the purposes that regulations and norms around 10
are concerned with (Marangione, 2021). Collectively, we are forced to contend with
capacities and opportunities for epistemic engineering that have a reasonable likelihood
of creating significant effects on the beliefs and sentiments of individuals at varying
levels of demographic aggregation - and even when efficacy is unclear, the underlying
goals can be distal and indirect in ways that allow them to be advanced by campaigns that
considered in isolation appear to be unsuccessful. Worse - it is difficult to devise

defensive strategies that don't exacerbate the problem.
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1.4 Ethics and cognitive security

A sketch of the territory of philosophical interest here can begin with the observation
that we are faced with challenges of both identification and implementation. Firstly,
consider the problems of implementation. Roosevelt's OWI was expected to address three
complaints, "...first, that there was too much information; second, that there wasn't
enough of it; and third, that in any event it was confusing and inconsistent" (Weinberg,
1968, p. 77). These problems will be familiar to those who study the epistemology of
digital information systems, and the challenges they pose to practices of mass
communications, often which involve the problem of ensuring signals of trust and
reliability can be made salient in noisy communication channels. This framing falls on
the IW side of Roger's distinction - there is some factual message that we broadly agree is
factual and the problem is aiding its communication and recovery. Within this paradigm,
epistemologists might cash out the notion of signal and noise along the veritistic lines
suggested by Goldman (Goldman, 1999) - true propositions are the signal, false
propositions are the noise, and the processes of individual and group belief formation that
reliably fix on the most true propositions and the fewest false ones are best. Good
epistemic engineering might seek to facilitate maximal production and uptake of these

true propositions.

However, at some threshold of scale and kind, the noise, and the strategies we must

use to function in spite of it (for example, hastily delegating epistemic authority to
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gatekeepers - a strategy that can be undermined by what I call trust-herding in Chapter 5),
we find that we face the more difficult problems of cognitive warfare and security. There
is a fragmentation of contexts, narratives, and epistemic dependencies that diminishes the
auxiliary consensus that we would mobilize to solve signal problems. The challenge of
cognitive warfare is that how we give meaning to information, the trust we have when
encountering the product of interpretative labour from specialists, and how we assess
significance, becomes destabilized, can be manipulated at a tempo that outpaces remedial
efforts, and can thus subsequently interfere with the coordination of collective action.
There is not just a diminishment of political and collective autonomy, as national security
discussions have tended to understand the problem, but also our individual autonomy. I
argue in Chapter 3 that our epistemic autonomy is relational and can be limited and
undermined by conditions in the epistemic environment, such as bad ideology
(Srinivasan, 2020), oppressive socialization (Benson, 1991), and epistemic pollution

(Levy, 2018).

The interventions that we might reach for to improve the situation will all have
complex epistemic effects that require specialized expertise to forecast. Some of these
effects may have obvious ethical dimensions, perhaps depriving some people of
information they have a right to encounter or providing information that can be expected
to mislead and create harms for others. Others will have knock-on effects that undermine
the epistemic interests they were designed to serve. The 2022 Russian invasion of

Ukraine spurred information operations targeted at allied nations to influence public
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approval for support of Ukraine, but some critics observed mission creep from the
prevention of the circulation of falsehoods to the deliberate suppression of unhelpful
truths, even among mainstream information source (Rimbert & Halimi, 2022). This risks
erosion of trust to the very communication channels whose efficacy such policies depend
on and creates opportunities to destabilize and undermine the operational value of
concepts such as disinformation. Similarly, clumsy handling of the management of
narratives about the origin of COVID-19 on social media platforms, where for a time
there was direct filtration and censure of all content probing this on at least two major
platforms (Shir-Raz et al., 2023), provided evidence that support conspiratorial claims
about censorship and government control of speech. This undermined not only the
immediate goal of protecting the information space for public health interventions but
revealed the invisible hand of what Douek (Douek, 2020) calls "content cartels" that
control discourse on social platforms, often with formal and informal liaison with
political entities, with policies that are largely secret or unarticulated, and enforced with

procedures that lack transparency.

A pointed way to put the implementation question is to ask - what is the epistemic
equivalent of the concept of collateral damage in kinetic and diplomatic contexts?
Suppose on some theory of just war and the acceptable exercise of information operations
capabilities that a state targets the cognitive domain of an adversary for a putatively
justifiable purpose. Distrust and disinformation is not a precision weapon, and we

currently lack organized efforts to forecast the likely consequence of interventions. For
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example, clumsy efforts to promote vaccines and combat disinformation have resulted in
falling rates of all vaccinations (Eisenstein, 2022). Identifying and managing collateral
effects is critical to any defensive strategy against IW and CW. In Chapter 2 I'll consider
questions about what kind of interventions we might make to advance collective
epistemic goals in light of the literature on epistemic paternalism. When can we interfere
with the epistemic efforts of others for their own good, and what justificatory conditions

obtain?

Secondly, consider the problem of identifying which kinds of content and channels are
legitimate targets for defensive action. How can we identify some subset of epistemic
infrastructure and behaviour as appropriate objects of security interests? The COVID-19
pandemic revealed a willingness across many nations to engage in coordinated
constructive, defensive and hostile, information operations to bolster domestic public
health or destabilize that of adversaries. This suggests that many states adopt an
expansive view of the kinds of information and channels that might be of sufficient
concern to the public interest to justify coordinated intervention. In Chapter 4 I'll consider
collective interdependence as a condition on justification for such efforts, and I will argue
that the kinds of epistemic interdependence identified by recent work in social
epistemology is supportive of collective public interest in the information environment.
In Chapter 5 I adopt Wittgenstein's conception of hinge commitments as a way of

describing the structure of this interdependence and locating critical aspects of it.
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It is difficult to give cognitive security the sort of airtight definition philosophers often
devise and expect. One substantial problem is the extent to which the concept of security
itself demands interrogation - whose security, and from what? Discourse on cognitive
security that exists today is heavily influenced by its origins in security think-tanks and
adjacent literatures, and often framed as an attack on "open societies", which, even if we
agree are worth fostering, often distribute openness and its benefits unevenly and
unfairly. Cognitive security is often viewed through the lens of societal conflict and great
power competition, which can give the appearance that a baseline partisanship and value-
ladenness is unavoidable. Former CIA Director General Michael Hayden voiced concerns
that cognitive warfare vulnerabilities threaten "...many of the premises on which we have
based our governance, policy, and security” (Hayden, 2019). One might worry that a full-
throated defence of these will founder on the problem that, as one Reagan speechwriter
put it, "... American democracy is less a form of government than a romantic preference
for a particular value structure" (Wirthlin 1985). Critics of the securitization of public
health (DeLaet, 2014) and securitization more broadly observe that the expansion of the
security frame tends to reproduce and project power and economic relations in ways that

can be harmful and which import domain-inappropriate values.

The problem of securitization is important but sustained engagement with it falls
outside the scope of this project. Firstly, because I am interested in the ethics of cognitive
security as it exists today - and the securitized framing is operational in most of the

domains in which cognitive security ends are pursued as such and is therefore a condition
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of current information environment. A security orientation also helps distinguish it from
the individual-harm based justification for intervention and regulation of information
environments, a much more developed area of theoretical and applied scholarship, but
one with very different interests. Content including representations of abuse, threats of
violence, violations of privacy, the reproduction of patented or copywritten material, have
all been regulated or deemed regulable by governments, companies, and institutions, but
not for the kind of directly epistemic reasons that motivate worries about cognitive

security.

I think that security is actually a perspicuous way to demarcate cognitive warfare
concerns from the larger domain of the ethics of epistemic engineering. It should be clear
from the previous sections, especially the way Rogers distinguishes information warfare
from cognitive warfare, that what is distinctive about cognitive vulnerabilities is the
extent to which they aren't part of traditional security discourse and concerns. At some
inflection point they nonetheless become relevant to security. Not only does this property
define cognitive warfare, but it is also the major challenge cognitive security confronts -
what kinds of epistemic vulnerabilities demand institutional response, and by which
institutions? A narrow view, wary of creeping securitization and militarization, faces the
challenge of the ubiquity, novelty, speed and scale of threats, emerging from outside

traditional security domains.
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A broad view, on the other hand, risks authoritarianism and an oddly limited way of
looking at information spaces that doesn't square with conceptions of normal scientific
and cultural practices and individual liberties. Information systems aren't just there for
official business, authorized users, and serious inquiry, and their proper functioning can't
always be described in terms of the maximal production of true propositions. Cognitive
security is concerned with properties of, and phenomena within, information
environments that are dangerous not just because of the particular content that is
associated with them. Writing about the difficulty in crafting ethical and legal principles
that could govern social media platform content moderation, Grimmelmann notes that the
very same meme, occurring in different contexts and at different scales, can be treated as
"... a practice, a parody of the practice, and a commentary on the practice"
(Grimmelmann, 2017, p. 222), each of which demands different handling. Throughout
this project I develop an argument that we need a different way of describing the nature
of these risks that isn't anchored to known incidents, or poorly defined pollutants such as

"fake news", and which don't presuppose a specific ideology.

In the coming chapters I explore some conceptual engineering that can yield less
politically valanced content for cognitive security. This offers a less securitized
perspective, and one less prone to nationalism. Rogers warns that in response to cognitive
warfare we "... need to develop an understanding of a heterogenous type of cognitive
violence which can be at once public and deeply private, non-lethal and highly

destructive to human intellectual, emotional, and psychological states [...] the type of
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cognitive violence in mind can easily cause major disruption in the normal functioning of
societies as well as significant changes in behavior without being assigned a specified
meaning." (Rogers, 2021, p. 87). This concern suggests philosophical questions we can
ask about the kinds of epistemic conduct, institutions, and infrastructure that are
responsive to human needs and conducive to a good life that are substantially less loaded
with overtly political content. We have an epistemic environmental dependency on the
mediums through which we encounter each other, and this affords a perspective from
which we can ask "What is a healthy information environment?". The answers we can
give to this question provide an orientation for cognitive security that is grounded in our
collective epistemic needs and interests, rather than the desire to eliminate some

particular class of content.

In the next chapter I'll consider a challenge that can be raised against efforts to
deliberately engineer our epistemic environment to pursue cognitive security goals. On
some conceptions of epistemic paternalism, these efforts are paternalistic in that they
interfere with the free exercise of inquiry, speech, and epistemic agency more broadly,
for the purposes of improving our own wellbeing, where in fact we should be left to make

these determinations for ourselves.
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Chapter 2 - Epistemic Paternalism

This dissertation is concerned with cases where, in the pursuit of cognitive security
and resilience to information warfare, state power is used to promote and conduct
deliberate engineering of the epistemic environment to improve it, to make it safer, to
decrease tendencies to disinform on significant matters. But the very idea of this sort of
engineering has struck many philosophers as potentially paternalist, and possibly
objectionable and unjustifiable as a result. The goal of this chapter is to consider, and
largely dismiss, concerns that many forms of epistemic engineering will be objectionably

paternalist.

I situate worries about epistemic paternalism within the broader context of
philosophical thinking about paternalism generally, with the aim of finding precise
conditions for the application of the concept, and clarity about what is at stake when it
should be applied. The literature on epistemic paternalism often employs the notion of
paternalism in ways that come into tension with the conceptual structure of the term.
Many forms of epistemic management have some, but not all, of the attributes of
paternalism, and objections motivated by anti-paternalism should not be applied to them.
Anti-paternalism aims to protect a distinctively individual form of autonomy that does
not map well to our interests in the shared information space, and I will argue that
worries about epistemic paternalism are often expressed in ways that cast an implausibly

broad net.
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Some kinds of epistemic engineering may be justified in spite of the appearance of
paternalism, for one of two reasons. In many cases, they should not be considered
paternalist at all, and are instead forms of self-binding or stewardship. A goal of later
chapters will be to develop a conception of stewardship of the information environment
that describes these cases where deliberate efforts are made to alter epistemic systems in
pursuit of some public good. This category would encompass many of the kinds of
interventions often thought to be potentially paternalist, but which this chapter argues

should not be considered such.

Most interventions we might undertake in the service of cognitive security goals are
better described as forms of self-binding, management and stewardship, which lack much
of the ethical and justificatory baggage of paternalism. This is important if the category
of epistemic paternalism should mark out some class of activity as objectionable, or as
requiring special oversight or justification. I find that there is a smaller class of cases that
can exhibit the hallmarks of paternalism. Institutions with substantial epistemic power
can implement policies that affect the exercise of epistemic agency by individuals not
only to avoid harms to others, but also to improve their epistemic wellbeing. In later

chapters I'll show why I think these tend to become unjustifiable on other grounds.
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2.1 Definitions of paternalism

Scholarly interest in paternalism has largely been grounded in the work of Mill, and
subsequent political and legal theory that invokes the harm principle as a limit on state
power, where prevention of harm is taken to be a potentially legitimate justification for
state interference with liberty. Prohibition on paternalism places a condition on this — that
the harm must be to someone other than the person whose liberty is violated. A first cut at
a definition of paternalism is that an act or policy is paternalist when it interferes with a
person’s autonomy for their own benefit. At the extremes, interference with the
commission of murder is thus easily justified, and interference with suicide is not.
There’s a prominent tradition in political philosophy that views paternalist interference as
inherently objectionable. In this view, the boundaries of the paternalistic are the

boundaries of the acceptable exercise of coercive power.

This simple definition is elaborated and expanded in the literature on paternalism in
response to two pressures. One to broaden the scope and handle cases where it seems
there is paternalism, but some more narrow definition would not capture it. The other to
constrain the scope, blocking attributions of paternalism in cases where it is arguably
unwarranted. These reflect two motivations for using the term, one to describe the limits
of law, and the other to express a moral concern for autonomy, and in following sections
I try to disentangle these in order to get a clear view of what might be objectionable, or

regulable, about the kinds of epistemic engineering this dissertation is concerned with.
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Gerald Dworkin has developed a definition of paternalism over the course of several
articles and books that has been widely influential. His first formulation emphasized
interference and self-benefit, "... the interference with another's liberty of action justified
by reasons referring exclusively to the welfare, good, happiness, needs, interests or values
of the person being coerced..." (Dworkin, 1972, p. 67). However, this definition has
trouble handling cases where the subject has not expressed a specific preference at the
time of interference. Gert and Culver (Gert & Culver, 1976) provide a counterexample,
where the subject objects to blood transfusions on religious grounds, becomes
unconscious, and as their condition deteriorates a physician decides that a transfusion
should be administered. This does not interfere with liberty of action, as there is "... no
attempt to control behaviour, indeed there was no behaviour to control" (ibid. p 46). The
problem here is that there are cases where our moral intuitions are such that the charge of
paternalism seems apt, but where the interference cannot be said to violate autonomy in a
straightforward way. The subject may not have preferences about the exact case, or not
be in a position to express them, may not have had the opportunity to reflect on them, or
the preferences may be faulty in ways the subject would or should appreciate with
prompting. Hershey (Hershey, 1985) argues that a definition of paternalism must
therefore include non-consent as a condition, which helps capture interventions that the
subject is not aware of (and therefore, where the intervention can't be said to be against

their will). Instead, Hershey offers this account:
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An action, x, initiated by A (an individual or group) with regard to B (another
individual or group) is paternalistic if and only if:
(D) x is primarily intended by A to benefit B,

(IT) B's consent or dissent is not a relevant consideration for A. (ibid. p. 179)

Clarke (Clarke, 2002) likewise attempts to capture cases where preferences aren't
directly and coercively ignored, where the paternalist act "... aims to close an option that
would otherwise be open to Y, or X chooses for Y in the event that Y is unable to choose
for himself; and 2) to the extent that X does so in order to promote Y's good". (ibid p.
82). Dworkin published several subsequent articles refining and defending this
conception, which resulted in the addition of a non-consultation condition. To the extent
that there is a canonical definition of paternalism today, it is probably Dworkin’s recent

version:

X acts paternalistically towards Y by doing (omitting) Z if and only if:

1) Z (or its omission) interferes with the liberty or autonomy of Y.

2) X does so without the consent of Y

3) X does so just because doing Z will improve the welfare of Y (where this includes
preventing his welfare from diminishing), or in some way promote the interests, values,

or good of Y. (Dworkin, 2015, p. 21)
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There are three core components - interference, non-consent, and self-benefit. Debate
about whether some proposed intervention should count as paternalist tends to focus on
the extent to which it truly violates autonomy, and whether consent is really given.
Concerns about autonomy, agency, and consent become tangled when we are called to
discern one's rational preferences or ideal preferences from instances of non-ideal
expression, especially when their expression would result in actions that appear to be
clearly detrimental to the agent. For example, some argue for a distinction between
means-paternalism, which interferes with the way people pursue their goals and ends-
paternalism, which attempts to change those goals or prohibit their pursuit. This
distinction is also invoked by (Kleinig, 1983) as that between positive and negative
paternalism, and by (Dworkin, 1981) as that between weak and strong. We can also find
it in (Raz, 1986), who argues that means-paternalism is acceptable since this only
prohibits actions that conflict with more important ends the agent values. Confronted
with a subject planning some risky activity, where means-paternalism might require that
they sign a waiver, use a safety device, acquire a license, or demonstrate training, the

ends-paternalist seeks to prevent the activity.

Le Grand and New observe that this distinction can be wielded in ways that obfuscate
significant disagreement about what counts as means versus ends, as they put it "...
people are almost always striving to achieve an appropriate balance between largely
uncontroversial ends" (Le Grand & New, 2015, p. 36). One might agree with one's ski

companion about the value of reaching the bottom of a slope safely but disagree at the
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extent to which speed or style also matter. Dworkin argues that there is a risk that ends-
paternalism is self-undermining - that if the subject of interference cannot agree with the
value of the end that has been substituted by the paternalist for their own, then the
intervention cannot be said to target their self-benefit. I'll return to this issue in Section 4
where I will consider the extent to which endorsement of ends is required for epistemic
interference to count as paternalist. This is important because if the subject cannot agree
that some epistemic improvement, they receive is beneficial, a claim that the intervention

that created the improvement is paternalist is undermined.

This third condition, that of self-benefit, primarily signals the special protection from
the application of the harm-principle that anti-paternalism aims to offer. Laws preventing
driving while under the influence of alcohol are justified by the prevention of harm to
others. Laws mandating the wearing of seatbelts are widely thought to exemplify
paternalism, because the harm they prevent falls exclusively to the subject of the
mandate. It has been frequently noted in the literature on paternalism, especially in legal
contexts, that even in the seemingly most clear-cut examples of paternalism, the subject
of interference is rarely the sole beneficiary, and the extent to which a benefit should
count as a benefit to self can become contested. Laws against smoking don't benefit the
individual if it happens to the be case that they were not destined to be harmed, and these
laws do benefit others, by lowering health care costs and preventing harms to others via
second-hand smoke. Seatbelt laws arguably help lower insurance premiums for all and

reduce burdens on the healthcare system. Charges of paternalism almost universally
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exhibit this tension between concern for a kind of autonomy taken to be fundamentally
individual, and conceptions of harms and benefits which don't neatly fit into this

individualist framing.

Concerns like these both motivate and challenge a common distinction between pure
and mixed paternalism. Pure paternalism occurs when the subject of interference and the
intended beneficiary of the interference are significantly aligned (if not identical). Mixed
paternalism aims to provide benefits to both the subject of interference and to others. The
rarity of instances of pure paternalism, and the near ubiquity of mixed examples in the
literature on epistemic paternalism, raises conceptual problems for anti-paternalism.
When benefits are mixed, in many cases the harm principle will suffice to justify the
intervention in ways that aren't challenged by anti-paternalist arguments. This can be
particularly common in policy contexts, where regulations do not always wear their
intentions on their sleeves, and the extent to which the aim of the intervention can
correctly be described as paternalist becomes contested. Childress (Childress, 2020)
observes that such disputes can be well-grounded, because policymakers wary of charges
of paternalism are incentivised to produce regulation in ways that emphasize the
protection of harm to others. As public health values have gained increasing acceptance
as grounds for justification in recent years, Childress observes that there is a temptation
to "... highjack the language and norms of public health to cover private harms and thus
to invoke public health rather than paternalism to justify proposed interventions."

(Childress, 2020, p. 46)
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To what extent does intention matter? We might act with the intent to circumvent a
person's agency for their own good, but we might also act in a way that did not intend to
do so but has that effect. Disputes about facts can manifest as disputes about paternalist
outcomes. A mandate to wear a face covering to prevent disease transmission can be
argued to have a paternalist outcome if the facts are such that masks only protect the
wearers, and do not protect others from transmission. If this was found to be the case, the
appreciation of this fact by policymakers would be the litmus test for paternalist
intention. But no matter the intention, these facts change the kinds of reasons that can be

said to legitimately justify the policy.

A policy might be paternalist even if not intended to be so. De Marneffe (de Marneffe,
2006) argues that a policy is paternalist when "... it cannot be justified by non-paternalist
reasons alone, and, because the government adopts it only because someone in the
relevant political process takes some paternalistic reason as sufficient to justify it" (ibid.
p. 70). But it is not clear why claimed justification should matter. If the legitimate reason
for some policy is paternalist, then it doesn't matter what other non-legitimate
justifications, motives, reasons, and such might explain why the policy was adopted. A
policy can thus be paternalist even if we didn't intend to be, and even if at the time the
facts were such that it could be justified on non-paternalist grounds. De Marneff thinks
this consequence is unwelcome, because it would not capture policies that aim to be
paternalist, but that are ineffective, but I think this conflates concerns about the history of

some policy with concerns about its substance and justification. If the policy is
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ineffective, it not justifiable as a policy, quite apart from the extent to which it might have
been paternalist had it been effective. The extent to which motive, justification, and
outcome matter in determining if some act is paternalist is particularly important in

Section 5, where I consider systemic interventions where results are hard to predict.

A paternalist intervention can be instrumental in the sense that the provision of self-
benefit might be accidental to the goal of the policy to prevent harm to others. This is
converse to the mixed/pure distinction, where the mixed act aims to benefit the subject of
interference, but where the intervention can't be feasibly implemented in a way that only
affects the beneficiary. In the instrumental form, a paternalist policy might be the best
way to prevent some harm to others. Shiffrin (Shiffrin, 2000) gives this example,
"Suppose a park ranger has the power to refuse permission to climb a steep, dangerous
mountain path. ...Suppose the ranger says, "Of course, you make take whatever risks you
want to with your life, but I refuse permission because you might die and leave your

spouse grief-stricken" (ibid. p. 217)

Here, the paternalist quality of this intervention is instrumental to the real goal of
preventing harm to others. As I'll discuss in Section 5, in some cases self-benefit is a non-
separable constituent of a collective good and therefore instrumental paternalism is
necessary for its pursuit. Dworkin disagrees with Shiffrin that this exemplifies
paternalism at all, because the motive and justifying reason is to prevent harm to another

person. However, Shiffrin argues for a definition of paternalism that deliberately relaxes
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both the self-benefit condition and the autonomy condition, in part because it helps to
capture cases where omissions to act, and non-coercive actions, can be paternalist. For
Shiffrin, what is crucial for identifying paternalism is the substitution of judgement
within the sphere of the subject's sphere of legitimate agency on grounds the subject
would not agree with, whether or not this specifically targets some conception of their

wellbeing.

Here I've described the considerations that figure into the diagnosis of policies and
interventions as paternalist. Dworkin's view is most responsive to the legal motivations,
where Shiffrin provides a broader scope that addresses the moral concern. As I will argue
in Section 4, worries about substitution of judgement loom large in the literature on
epistemic paternalism, often with the consequence of casting a wide net as to what should
count as paternalism at all. The information environment is rich with content and
affordances that aim to change our minds and manipulate the ways we access and assess
information in ways that seem to disintermediate our own judgement, but we should be
cautious of conceptions of epistemic paternalism that would bring all these into scope. I
take Shiffrin’s argument to show that some account of a boundary between influence and
substitution of judgement is required to make sense of epistemic paternalism. However,
there are many cases where we might meet all the elements of Shiffrin’s definition of
paternalism on route to producing regulation that straightforwardly responds to harm to
others. The self-benefit condition is still important to help identify why concerns about

paternalism arise, and when they are analytically useful.
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2.2 Libertarian paternalism - influence and persuasion as paternalism

Libertarian paternalism has shaped discussion of epistemic paternalism in three
important ways. Firstly, it identifies cognitive and epistemic factors that can both enable
and justify paternalist intervention. Secondly, it broadens the scope of the kinds of
actions that can implement paternalist goals, adding subtle cognitive and psychological
interventions to the more direct restrictions and prohibitions of traditional paternalism.
Thirdly, it broadens the scope of what kinds of policies should count as paternalist,

including both pro-self and pro-social goals in its conception of paternalism.

If we are worried about the potential for paternalist policies to violate our autonomy,
those that change how we act by changing what we believe without consulting us about it
might seem to be the most insidious. Even worse if the goal is also epistemic - to change
what we think in some way we don't assent to or even perceive. Mill’s argument against
paternalism hedges on both the conditions under which we can be said to be exercising
rational autonomy, and the definition of self-regarding actions and harms. Some harms to
self are also harms to others, and sometimes we act with incomplete information that,
were we to possess it, would change our minds. For non-absolutists, the determination of
the bounds of acceptable paternalism involves an epistemic judgment, that the agent
understands what they are doing, and what the consequences are likely to be, as we see in

Mill’s BRIDGE passage in Chapter 5 of On Liberty:

58



"If either a public officer or anyone else saw a person attempting to cross a bridge
which had been ascertained to be unsafe, and there were no time to warn him of his
danger, they might seize him and turn him back, without any real infringement of his
liberty; for liberty consists in doing what one desires, and he does not desire to fall into
the river. Nevertheless, when there is not a certainty, but only a danger of mischief, no
one but the person himself can judge of the sufficiency of the motive which may prompt
him to incur the risk: in this case, therefore, (unless he is a child, or delirious, or in some
state of excitement or absorption incompatible with the full use of the reflecting faculty)
he ought, I conceive, to be only warned of the danger; not forcibly prevented from

exposing himself to it." (Mill, 1998, p. 96)

If we have reason to think that the person was unaware of the danger, then, on Mill's
account, interference is justified. Perhaps we know they were looking in the wrong
direction, or don't understand the language. These sorts of considerations complicate
determinations of autonomy violation. Maybe if one possessed all the relevant
information different choices would be made, whatever one’s preferences and reasons for
wanting to cross the river. Or perhaps one has a strong preference to cross the river, even
in a dangerous manner - an example of a preference that is stable in the face of new

information.
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But what about interference that changes one's preferences? Of particular interest to
this project is the "nudge", where paternalist goals are pursued by crafting subtle
interventions that don’t firmly foreclose options, but instead alter the way we perceive
them. Over the course of several influential books and papers, Sunstein and Thaler have
developed and defended the idea that these kinds of interventions can be effective and
autonomy-preserving (Thaler & Sunstein, 2009). Paradigmatic examples of nudges make
it easier to make particular choices, often by exploiting cognitive biases or manipulating
defaults. We are still free to choose otherwise, but it becomes markedly less likely that
we will bother to. These cases are interesting because they often rely on epistemic means,
and sometimes target epistemic ends, and can thus often be considered forms of epistemic

paternalism.

It is important to observe the way in which both the functional efficacy of the nudge
and the justification for its deployment depend on the same underlying basis. I will refer
to this as the 'cognitive argument'. Arguments for libertarian paternalism claim that we
must consider cognitive bias (Thaler & Sunstein, 2009; Tversky & Kahneman, 1973)
when crafting public policy. Thaler and Sunstein argue that policymakers can and should
exploit these biases by manipulating choice architecture to improve public decision-
making. Nudges can take the form of changes to the interfaces through which we make
choices, like opt-in to savings plans, modifications to the layout of forms, or structured
procedures required to decline a vaccination, that have strong and systematic effects on

outcomes. Sometimes these are manipulated wittingly, sometimes they have evolved over
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time to optimize for whatever selective pressures exist in context. The cognitive
argument is based on empirical accounts of the psychological properties that explains the
efficacy of such nudges, as they rely on predictable cognitive habits, heuristics, and

failure modes for their reproducible effects.

A common theme in the critical response to this proposal (Mills, 2018; Mitchell, 2004;
Sunstein, 2018; Thaler & Sunstein, 2003) is the 'oxymoron argument', that to whatever
extent choice architecture manipulation can be shown to be an effective intervention, by
the same token it must be regarded as a threat to autonomy. Sunstein and Thaler respond
to this and related concerns by arguing that both choice architecture and cognitive bias is
ubiquitous, and that consequently, paternalist design decisions are inevitable (Sunstein,
2005). Whether by deliberate design or selection pressures in situ, many of our choices
will be made in contexts that are strongly biased and coercive. Arguments against
libertarian paternalism based on strong objections to epistemic interference are therefore
allegedly undermined, as there is no non-paternalist position available. Of course, there
remains significant scope to debate the limits to acceptable interference, and to try to
articulate a notion of autonomy that is responsive to the cognitive argument, and indeed a
substantial literature has developed exploring this problem. To my ears, this conflates

influence with paternalist coercion.

Some nudges involve preference elicitation, where choice architecture is deliberately

engineered to force one to engage reflective cognitive processes in specific decision
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contexts. Where one might mindlessly scroll through a social media news feed, tapping a
button to share an article based on the headline alone without much thought, such an
intervention would insert a step that asks if we read the article. Such prompts have
empirically demonstrated effectiveness at reducing the rate at which content is shared —
in many cases people will close the prompt and abandon the preference to share the
article (Epstein et al., 2023). Other forms of preference elicitation involve the

manipulation of defaults and the structuring of opt-in and opt-out decisions.

Consider an example I'll label BRIDGE-NUDGE. In Mill's bridge case, suppose one is
interfered with - the police prevent the person from using the damaged bridge (that they
didn’t know was damaged), but the person argues that they still need to cross, and accept
the dangers of swimming. Mill’s response is clear — they should be permitted. The
libertarian paternalist might want to be certain that the person really is expressing a
rational preference — maybe they are angry or distracted, maybe they haven’t fully
considered the consequences. They are required to view a short public safety advisory
video describing the dangers of the river, and it concludes with reminders about one’s

friends and family.

After this, they are permitted to swim — except they've changed their mind. Recalling
the discussion of Shiffrin's argument in Section 1, to what extent did mandatory exposure
to persuasion amount to a paternalist substitution of judgement? At stake in the examples

I'll consider in Section 3 and 4 is whether manipulation of the kinds of information we
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encounter, and the ways we encounter it, can amount to objectionable paternalism. In
BRIDGE-NUDGE, one remains free to exercise one’s autonomously chosen goal, but
one is compelled to interact with a process that has been expertly designed to change
one's mind. There is an asymmetry in this relation that is particularly vivid in many
computer-mediated choice architectures where teams of experts armed with huge datasets
and Al-driven predictive tools are on one side of the lever, and the epistemic agent on the

other. The odds are stacked that preferences will change.

Empirical results suggest that all methods of elicitation will have significant effects on
the preferences expressed, such as (Bettman et al., 1998), and that all choice architectures
have biasing properties, often reflecting the interests of those that construct them. The
libertarian-paternalist argues — if this counts as paternalism, an objectionable
impingement on our agential autonomy — then this condition is universal and inevitable.
This inevitability should therefore cause us to question our evaluation that it is
objectionable — it is not feasible to navigate the world without interfacing with choice
architectures that will change our preferences and behaviour. Our ethical evaluation
should shift from the futile concern to preserve an illusory conception of autonomy, and
instead focus on evaluating the architectures themselves — sure they change our minds,
but do they do these in ways that are harmful, or that could be helpful, and should we
collectively take an interest in consciously representing beneficial goals in the

engineering of them?
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The distinctive character of the nudge in this literature is the generation of hidden
influence that can appear to involve substitution of judgement. Sunstein offers a brief but
unsatisfying rebuttal to the idea that nudges work covertly by observing that their
mechanisms are by-definition visible, for instance in a GPS mapping app. But a system
that raises the salience of some information in turn lowers that of others, and hides even
more, a kind of technological mediation of perception (Verbeek, 2015) that is
unavoidable. Even when we can see the "what" we cannot see the "why". The extent to
which nudges are present, their mechanisms of action, and the interests they serve, are

not plainly visible.

Suppose the oxymoron objection is correct - there's a serious tension between the
libertarian aim to respect autonomy and the paternalist aim to modify behaviour. Unless
there is a problem with the inevitability argument, the challenge would seem to fall to the
libertarian, not the paternalist. If the cognitive argument is correct, including the claim
that all choice takes place within architectures that are manipulative in some way, then
the libertarian owes us an explanation of how we should understand the kind of autonomy
that must be safeguarded. There may well be serious challenges to meet in justifying
nudging as a policy tool in the face of objections that its use is inconsistent with other
values. But if we are always making decisions in contexts where our cognitive biases
play a decisive role then there is a challenge for the libertarian no matter what position

we take on the use of paternalist nudging.
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However, ubiquity cuts both ways, and the effectiveness of a nudge, as opposed to
more overt forms of coercion, depends on unstable properties of the information
environment in which the intervention is enacted. Mills (Mills, 2018) distinguishes dual-
system nudges, which leverage known patterns of behaviour and cognition, from acute
nudges, which actively attempt to manipulate our reflective reasoning, or prevent us from
engaging that system. But it is quite accidental that a particular decision may be
manipulated via a dual-system nudge, instead of requiring an acute nudge, and it reflects
a contingent relation between policy objectives and the extant type, strength, and valence

of friction costs.

This generalizes to an instability problem that all nudges face. Any policy goal that
can be accomplished with paradigmatic examples of nudges can have the viability of
those nudges destabilized using techniques that take advantage of the same cognitive
properties that the nudges rely on. Some persuasive technologies can increase vaccination
rates, others can generate opposition, causing dual-system nudges to lose their
effectiveness, and thus demanding more coercive interventions if there is still political
will to pursue the objective. Where once there were no preferences, strong preferences
can take root, and these may have been formed in ways that take advantage of biases and
cognitive limitations that we might assess to be irrational, even involuntary. It is
accidental that nudging can serve some particular policy goal, and this very contingency

is borne out by the nudge's vulnerability to countermeasures that raise awareness of the
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nudge itself, that try to inculcate opposing preferences, and that draw attention to the

hidden elements of choice architecture.

As a category, what is most distinctive about nudges is that they work by influence,
not force, and this invites us to consider the category of epistemic paternalism - whether
in terms of the use of epistemic instruments, or the pursuit of epistemic outcomes. The
combined effect of the cognitive and inevitability arguments erode a presumptive
restriction on epistemic paternalism. The cognitive argument claims we often are not able
to rationally assess our interests and make voluntary and rational decisions. The
inevitability argument suggests we always face some degree of choice architecture
manipulation. The instability problem is that these only work because of enabling
epistemic conditions that can themselves become the target of intentional or accidental

manipulation which the paternalist might need to pre-emptively guard against.

These then are the first two reasons why libertarian paternalism has had significant
impact on discussion of epistemic paternalism. It highlights the importance of cognitive
and epistemic factors in both enacting and justifying paternalist interventions, and as a
result broadens the scope of potentially paternalist action to include influence and

persuasion, in addition to outright restrictions and prohibitions.

2.3 From libertarian paternalism to epistemic paternalism
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The third significant impact of libertarian paternalism on discussion of epistemic
paternalism is the way it broadens the scope of what should count as paternalist by
tending to ignore the self-benefit condition. Nudges usually exemplify mixed
paternalism, and often focus more on benefits to others than benefits to self. Congiu &
Moscati (Congiu & Moscati, 2021) observe in a systematic review that nudges often
involve "pro-social" rather than "pro-self" aims. They concede that nudges can have
either aim and that the category is defined by distinctly cognitive forms of manipulation.
Indeed, the literature on libertarian and epistemic paternalism tends to treat all

interventions that influence behaviour via cognitive interventions as kinds of paternalism.

A common example of nudging involves menus - they can be designed and changed in
ways that will affect our choices. Schools might want to encourage healthier choices, a
restaurant to maximize profits. The inevitability argument treats these cases as equal, but
only one aims to benefit the subject of the interference, which is the third condition for
paternalism, as Dworkin puts it, where the justifying reason refers “...exclusively to the
welfare, good, happiness, needs, interests or values of the person being coerced”
(Dworkin, 1972, p. 65). The line between influence and paternalism blurs, which we also
find in the discussions of epistemic paternalism which uses the concept in ways that
brings into scope a large swath of activity. But this is a problem, because by substantially
inflating the category of interventions that can be paternalist to include all manner of
subtle forms of influence, in addition to more direct ones such as the police on the bridge,

we risk losing our grip on the category totally, and with it the moral and legal motivation
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to mark out some zone of sovereignty where intrusions for our own good require elevated

justification.

A lot of epistemic engineering affords some degree of substitution of judgement,
which will benefit or harm the individual in a mix of direct and indirect ways. However,
if the category of paternalism is to remain responsive to the moral and legal motivations
for limiting paternalism, it must be in part with reference to the aim of this substitution -
that it be our own good, not the prevention of harm to others. We accept that some kinds
of information will be controlled because it's publication would cause harm to others, but
much less readily do we concede this if the harm is to ourselves. In Chapters 3 and 4 I'll

give reasons we cannot so easily separate these.

We can see an early acknowledgement of the possibility of the kinds of cognitive and
epistemic interventions favoured by libertarian paternalism in Buchanan (1978), who
argues that, "Granted the complexity of the relations between information and action, it
seems plausible to expand the usual characterization of paternalism as follows:
Paternalism is interference with a person's freedom of action or freedom of information,
where the alleged justification of interfering or misinforming is that it is for the good of

the person who is interfered with or misinformed." (Buchanan, 1978)

Buchanan has in mind situations such as when a physician withholds information from

a patient with the belief that the patient would otherwise make poor decisions. Similarly,
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libertarian paternalist nudges often work by changing the salience of information causing
us to be more or less likely to consciously consider it. In this sense, Mill's BRIDGE

passage, and my BRIDGE-NUDGE example, where the libertarian paternalist establishes
a choice architecture that results in the subject preferring not to attempt to cross the river,

are examples of what we can think of as instrumental epistemic paternalism.

However, just because the means of intervention are epistemic does not necessarily
mean that we have reason to think that epistemic paternalism forms a special category.
This would result in a large range of paternalist interventions counting as epistemic.
Consider the definition of epistemic paternalism proposed by (Ahlstrom-Vij, 2013) that

an act is epistemically paternalist when it meets all three of these conditions:

1. Interference: practice interferes with a subject's ability to access, collect, and

evaluate information in whatever way they see fit.

2. Non-consultation: the interference is undertaken without consulting the subject

3. Improvement: one of the motivations for the interference is that it will improve the

subject's epistemic standing.

Here the epistemic character must be found in the nature of the benefit, not only the

mode of intervention. Ahlstrom-Vij argues that the benefit must not be merely incidental,
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but that it be necessary for the instrument to function successfully. In BRIDGE-NUDGE
the subject's appreciation of their risky endeavour is essential to achieving the paternalist
aim. If instead the intervention was crafted in some way as to merely take advantage of
some quirk of the subject's psychology, then any epistemic improvement would
incidental. Ahlstrom-Vij (p. 58) uses an example I'll label SPOOK that also involves
what we should think of as incidental epistemic improvement. If a government controls
the distribution of secret information pertaining to national security, but where it happens
to be the case that the information is complex, difficult to assess, and highly likely to
cause false beliefs, then the maintenance of this security delivers an epistemic benefit. It
also prevents the formation of false beliefs and production of misleading evidence.
However, this benefit is incidental to the aims of the policy and ought not be considered

an example of epistemic paternalism.

Consider this example from (Meehan, 2020) I'll label FLATMATE which is epistemic
both in mechanism and aim. One has a flatmate who has started to consume a highly
polarized and limited information diet. In response:" ... you decide to nudge him away
from forming anymore irresponsible beliefs from untrustworthy news sources. Some of
the measures you take include offering him a discount for the subscription service for a
well-trusted newspaper, warning him about the reliability and trustworthiness of the

sources he reads his news from, and leaving neutral, unbiased news programs on the TV"

(Meehan 2020, p. 252).
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In this example one takes control of the subject's information environment without
their consent, and without necessarily targeting any specific doxastic outcome, but rather
hoping to generally improve the veritistic quality of their beliefs. A question I will return
to in the final section of this chapter is that of whom we should say benefits from this
improvement, but for now let's suppose the aim is just to benefit the subject. Grundman
(2021) calls this kind of effort "doxastic nudging” and argues that it is in effective and
feasible intervention that "... can make people believe certain propositions by rendering
those propositions particularly salient or framing them in especially persuasive ways.”
(Grundmann, 2023) Grundman argues that this is an example of epistemic libertarian
paternalism. We can see the connection to libertarian paternalism in the way that the
cognitive argument identifies both the methods and justifications for a class of
intervention that aims to change how we behave, and what we want, in ways we don't

directly perceive and endorse.

Another kind of epistemic nudge that has been considered an instance of epistemic
paternalism is the ACCURACY NUDGE, which is of special interest because of the
indirect way it provides a self-benefit. Accuracy nudges (Pennycook, McPhetres, et al.,
2020; Roozenbeek et al., 2021) attempt to cause users of digital information systems to
think about accuracy as a value while engaging with user interfaces that afford the
viewing and sharing of content. Where one might use such systems without thinking
about accuracy, tapping a button to share an article, these prompts appear and require

interaction before the action is completed, exposing the user to a message that causes
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them to consider the accuracy of the article, inducing reflective cognition in the user.
They are typically deployed as a part of efforts to combat misinformation in digital
information environments, but the mechanism of action is aimed at the reduction the
distribution of misinformation, not to interfere in the doxastic context in which the
subject views the content. The goal is to prevent harm to others, both epistemically, by
protecting them from misleading content, but also non-epistemically, given that such
policies are typically enacted to mitigate specific threats to our wellbeing, such as

misinformation about public health measures.

Dworkin makes an important distinction that has been neglected in much of the
literature on epistemic paternalism, one that applies to policies such as prohibitions on
misleading advertising, or rules that prevent people from entering into harmful contracts.
I'll call this the self-binding argument. “There are restrictions which are in the interests of
a class of persons taken collectively but are such that the immediate interest of each
individual is furthered by his violating the rule when others adhere to it. In such cases the
individuals involved may need the use of compulsion to give effect to their collective
judgment of their own interest by guaranteeing each individual compliance by the

others.” (Dworkin, 1972, p. 69)

When we agree that false advertising should be prohibited, or that there should be

safety standards for consumer goods, it is not paternalist to prevent us from violating

these rules when we want to. The self-benefit condition would appear to be satisfied, but
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examples with this self-binding structure are distinct from paternalism because the good
that is pursued is accepted and agreed upon by those bound. These preferences are
projected and protected by this kind of autonomy-limiting self-regulation, and thus the

non-consent condition of paternalism is not met.

We consent to self-binding when we participate in the regulated social practice of
advertising. ACCURACY-NUDGE can take on this structure, but we can imagine
disagreement about what counts as accuracy, when it matters, and its relation to other
adjacent aims. The use of white propaganda during times of war, where state media
efforts attempt to improve morale and shape public opinion in strategically favourable
ways, can be a kind of self-binding where we agree to be manipulated to improve our
capacity to defend ourselves. These are cases that might otherwise look like a kind of
epistemic paternalism - where we are manipulated into changing our beliefs without our

consent and even knowledge at the time.

Paternalist benefit-to-subject doesn't count if the subject does not agree they have
benefitted, for example, by receiving an epistemic improvement they don't care about.
Ahlstrom-Vij argues that in some cases it's sufficient that we might have an "informed"
interest, rather than an active one, in the epistemic improvement we receive. We have an
informed interest when, were we to possess the relevant knowledge, we would come to
possess an interest in the epistemic improvement, and thus endorse it, satisfying the self-

benefit condition. I might not believe I benefit from learning about where my coffee is
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made, but if I come to learn that it funds a political party I am opposed to, I now have an

interest in this knowledge, and can agree that I benefit from acquiring it.

In many cases, when we accept management and stewardship, we engage just this kind
of self-binding, where we accept that our will might be frustrated by the future decisions
of the stewards, but, so long as those decisions are in line with the goals that motivated
vesting power in them, we should say no violation of our autonomy took place.
Newspapers might decline my op-eds, political advertising I might wish to undertake is
regulated, new anchors might lag behind what I believe to be the state of the facts,
regulators might try to persuade me to eat better, forum moderators might delete posts
that are crass or unproductive, and so forth. That discussion of epistemic paternalism
often carves out exceptions for education and interactions with children admits in small
measure what I think we should admit more broadly - that there is a great deal of
gatekeeping and shaping of information in our everyday life that we assent to in
principle, even if we dislike it at times when we face its implementation. It would be
incorrect, and analytically unhelpful, for these to fall into the category of paternalism,
which is supposed to come with special obligations and justificatory requirements.
Instead, we should see these as forms of stewardship, re-focusing critical scrutiny on its

efficacy, fairness, and alignment with the interests that motivate it.

This section argued that libertarian paternalism operates with a broad conception of

paternalism that elides the self-benefit condition. It introduced epistemic paternalism,
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situated it within the context of the cognitive argument of libertarian paternalism, and
noted the extent to it is vulnerable to the same tendency to overlook the self-benefit
condition. Given that there's nothing distinctive in the method of intervention alone that
can pick out paternalist from non-paternalist policies, conditions on the kind of policy
goal, as identified in Section 1, are required if paternalism is to be the basis of a

substantial objection or basis for justification.

2.4. Defining epistemic paternalism

The previous section argues that we should reject definitions of epistemic paternalism
that are overly broad along the paternalist dimension, and that the self-benefit condition
should be retained. In this section, I advocate constraints along the epistemic dimension,
specifically, that the benefit pursued should not just be instrumental to some non-
epistemic one. Examples in the epistemic paternalism literature can be divided into two
types, the agential and the social. The agential ones tend not to be interestingly epistemic
because they are usually targeted at non-epistemic improvements. I'll argue that the social
ones aren’t obviously paternalist since they tend to involve motivations that focus on
harms to others. The underlying concern is to cut the space of genuine epistemic
paternalism down to size - that it should be properly epistemic and properly paternalist to
offer a distinctive objection to some policy. What remains is important for this project,

and the topic of Section 5.
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Agential examples are common in bioethics contexts, where there are frequent
asymmetries of power and knowledge. Bullock considers cases where a physician
disregards a patient's request to be shielded from information (Bullock, 2018a) Ahlstrom-
Vij argues that an Al system that guides clinicians can be epistemically paternalist,
circumventing judgement in pursuit of better outcomes. Bandini (Bandini et al., 2020)
imagines a cancer patient who resists potentially lifesaving surgery, and a physician who
resorts to manipulation and persuasion to change their view and obtain consent for the
procedure (ibid. p. 125). That they resort to epistemic means is only to further a non-
epistemic end, and only because consent is required by professional and legal norms that
foreground autonomy in direct response to concerns about paternalism. Misak (Misak,
2004) observes a disjuncture, that patient wishes must routinely be ignored in the
provision of care, and yet this is in serious tension with the avowed anti-paternalist norms
of clinical practice, and wonders if there is something implausible about strong anti-
paternalism in medical contexts. Physicians must keep a "double set of books" (ibid. p.
421), one tracking the needs of the person, the other that of the medical problem they
must solve. The need to resort to epistemic means is some cases is almost salutatory, and

concern is focused on shaping the patient's decisions, not their reasons or beliefs.

Many examples of epistemic paternalism of the social type offer justification aimed at
the protection of our ability to participate in coordinated epistemic endeavors (Ahlstrom-
Vij, 2013; Croce, 2018; Hausman, 2018; McKenna, 2020; Pritchard, 2013). Our

individual interests depend on things like juries and clinical trials functioning correctly,
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but it’s somewhat tenuous to construe these interests as distinctively self-regarding, or
epistemic. Ameliorative efforts aimed at directly improving the social function do not
necessarily directly improve the epistemic standing of the subject of interference. In
Ahlstrom-Vij’s examples we find the instrumental adoption of epistemic means, but to
protect an epistemic function that is public, and which we benefit from only indirectly. In
JURY he argues that the control of evidence to jurors is epistemically paternalist on
substitution-of-judgment grounds. Likewise, in CLINICAL TRIAL, he argues that
scientific norms such as removing decisions about patient allocation from clinical
researchers in order to ensure random clinical trials are truly random, are epistemically
paternalist. They protect the scientists from errors they might make, probably
unwittingly, that would endanger their work, in which they have an interest, against their
will. Many of this kind of example will also turn out to be instrumentally epistemic as

well.

Where can we look for examples that are properly epistemic, and properly paternalist?
Goldman (Goldman, 1991) argues that "... communication controllers are exercising
epistemic paternalism whenever they interpose their own judgment rather than allow the
audience to exercise theirs" (ibid. p. 119). Goldman takes on board a standard definition
of paternalism like that in Section 1 and extends it to realm of what he calls social
epistemics, "... social practices, or institutional rules that directly or indirectly govern
communication and doxastic decision." (ibid p. 120). Examples of epistemic paternalist

practices such as restrictions on evidence presented to juries, control of curriculum, and
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policies banning deceptive advertising have in common what Goldman calls a veritistic
justification, rooted in the value of promoting practices that increase the likelihood of

producing knowledge. Where is the pro-self motive here?

Alluding to Hardwig's (Hardwig, 1985) work on epistemic dependence, Goldman
notes that it is generally unfeasible to make decisions using only the fruits of our own
epistemic labour, and thus our epistemic autonomy is more permeable than our decision-
making autonomy. Controlling and shaping the flow of information can even enhance
autonomy, by correcting for predictable cognitive biases (a motive also endorsed by
Ahlstrom-Vij). Skillful control of the ways in which we form beliefs can improve our

ability to act on our own preferences and improve our epistemic standing.

However, just because our epistemic standing is improved does not mean we can be
said to have received a benefit. Bullock (Bullock, 2018a) argues that epistemic
improvements are not valuable in themselves, and that they only benefit the subject
alongside non-epistemic benefits. Knowing more about nutrition helps us maintain our
health, knowing about traffic conditions help us get to work on time, and so forth. A
dilemma arises as a result: either epistemic paternalism is parasitic on non-epistemic
paternalism, or epistemic paternalism is unjustified. This is because if epistemic ends are
valuable in their own right, then their diminishment, as many forms of epistemic
paternalism require, cannot be justifiable. In cases such as evidence control in jury trials,

filtering categories of misinformation online, persuasive structuring of the presentation of
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treatment options in medical settings or teaching false theories as part of progressive
teaching lesson, there is deliberate diminishment of the subject's epistemic status. In a
later article, Goldman also argues that epistemic improvements are not valuable in
themselves. "If practices generate true beliefs in which no relevant agent has an interest,
they do not get veritistic credit." (Goldman, 2000, p. 321) Consider this example,
hereafter PHYSICS, from Bullock. "Suppose, for example, that I play a series of physics
lectures to you whilst you are sleeping, with the intention that you subconsciously learn
quantum mechanics. I have good reason to think this will be effective. You happen to
have no interest in quantum mechanics and the facts that you learn have no bearing on

your wellbeing" (Bullock, 2018a, p. 442).

Bullock raises a challenge to the epistemic paternalist that I'll return to in the final
section, that if epistemic paternalism forms a coherent and distinct moral project, there
must be some cases where "... epistemic value can counterbalance considerations of
wellbeing when the two come into conflict" (ibid. p. 444). For the moment I'm concerned
just with the interest condition. Perhaps we have purely epistemic interests that we are
not aware of, or do not recognize. As I describe at length in Chapter 3, our epistemic
dependence on others, especially via testimony, makes us vulnerable, as Fricker argues,
"... it extends one’s knowledge base so enormously, [but] lessens one’s ability rationally
to police one’s belief system for falsity" (Fricker, 2006b, p. 242). Some philosophers

have entertained the idea the mitigation of this kind of risk licenses epistemic

paternalism.
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Consider what McKenna (McKenna, 2020) calls "consequential false beliefs", those
with important bearing on collective wellbeing. He gives the example of CLIMATE
CHANGE, where widespread public misperception about climate science in a democratic
state undermines cooperative efforts to respond to the threat. This is just the sort of case

that has motivated cognitive security interest in protecting information environments.

McKenna argues that the correction of these is a justifiable policy objective and
considers remediation strategies that might be more effective when rational persuasion
fails. First "prebunking" or what has been called "inoculation theory"(Lewandowsky &
Van Der Linden, 2021) - the deliberate interjection of carefully crafted content that will
cause people to be less receptive to misinformation. Secondly, public relations strategies
such as persuasive framing, and thirdly, choosing persuasive spokespersons, especially to
signal in-group membership to recalcitrant demographics. He argues that these stand or
fall together as epistemically paternalist, because the latter three are not substantively
different from rational persuasion, and do not detract from our rationality and autonomy.
They even enhance it in a "...complicated socio-epistemic environment..." (McKenna,
2020, p. 101) where it is hard for us to succeed epistemically unaided. I'm not concerned
here with whether they are justifiable, and Mckenna dismisses out of hand the idea that
they are not paternalist, a matter I'll return to in Section 5. For now, I'm interested in the
extent to which they could be distinctively epistemically paternalist at all. Following

Bullock's strategy, not only might we agree that our interest in climate change belief is
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non-epistemic (maybe because we care about climate change itself, or feedback into
democratic and scientific institutions), but we might also agree that amelioration that
diminishes epistemic standing is consistent with the pursuit of these ends, in the same
way we might agree that some forms of non-epistemic paternalism that trades epistemic
goods for wellbeing can be justifiable. CLIMATE CHANGE fails the non-epistemic-
diminishment test of pure epistemic paternalism - all the aims of the policy can be

achieved without improving the epistemic standing of those interfered with.

Worries about consequential false beliefs also motivate Ahlstrom-Vij's effort to define
and defend epistemic paternalism. He argues that the "...available psychological
evidence regarding our dual tendency for bias and overconfidence not only gives us
reason to worry about the former, but also suggests that we cannot rely on ourselves for
epistemic improvement" (Ahlstrom-Vij, 2013, p. 36). This is an internal threat to our
epistemic autonomy, whereas Fricker argues there is an external threat, that "... [t]he
human would-be epistemic autonome on closer investigation is not an ideal, but either
paranoid or severely cognitively lacking, or deeply rationally incoherent" (Fricker,
2006b, p. 244) . Ahlstrom-Vij is worried about the limitations of our individual epistemic
efforts and looks to epistemic paternalism to help correct them. Fricker, on the other
hand, cautions us that even at our best, epistemic self-reliance is an implausible and
incoherent ideal. Epistemic dependence might justify autonomy violations in the same
way that our dependence on the sobriety and attentiveness of fellow motorists justifies

interference with their autonomy, and the question I'll turn to in the final section of this
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chapter is whether we should think that there's something distinctively paternalist about

attempts to avoid harms that epistemic dependences makes us vulnerable to.

For the individual juror, the non-epistemic-diminishment test is failed, for the criminal
procedure as a whole, it is passed. Many epistemic domains exhibit similar structures - it
is as though in BRIDGE, all involved are connected by a rope to the subject - if they
attempt to cross, everyone ends up in the river. This kind of consideration can reveal
cases where self-benefit and social-benefit are so interdependent that we must
acknowledge a pro-social aim still risks paternalism. But then we face the other horn of
the dilemma - if the goal is avoidance of non-epistemic harms, epistemic paternalism
collapses into general paternalism. Maybe pure cases will always have the structure of
PHYSICS, and that when we integrate interest considerations as both Bullock and
Goldman recommend, we end up with cases like CLIMATE-CHANGE, where the
interests that matter appear to be significantly non-epistemic, and potentially not even
paternalist. We will have failed to identify a distinctive category of justifiable epistemic

paternalism.

However, if we consider the discussion of the cognitive argument and instability
problem from Section 3 in the context of the justification for epistemic interference based
on our roles in social epistemic practices, we find that there is a form of epistemic
paternalism that might be justified on purely epistemic grounds. Our epistemic

interdependence generates interests in collective epistemic endeavors. One way to think
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about the protection of a purely epistemic good is that in many cases it will be content-
neutral. We don't just care that subject acquires a true belief; we are concerned that they
have acquired it in an appropriate way with reliable justification (I discuss the social
epistemology of justification in the next chapter). An intervention that inculcates a
vulnerability to certain classes, or even just higher volumes, of malformed beliefs is an
epistemic diminishment because it undermines the subject's standing as an epistemic

agent, for themselves and for others.

The intervener in FLATMATE is concerned with the possibility that the subject
becomes disconnected from their community's construction of shared reality in a general
way, that cannot be said to only create risks for the epistemic subject. It also creates risks
for those that depend on the subject, which relate to a multiple of roles the subject might
occupy. They are undermined as part of an information system, quite apart from risks
posed to their individual social and economic interests. In a reading of FLATMATE
where the intervention is justified by this kind of concern, the subject's information
environment is interfered with for the sake of making it more diverse and more reliable.
Unlike CLIMATE CHANGE, the interference is not aimed at the generation of some
specific outcome where it may be that epistemically detrimental means work just as well.
This sort of case can potentially meet Bullock's challenge, but it would still have to be
shown that the intervention is strong enough that it generates a substitution of judgement

if we should think that it is paternalist.
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In section 1 I discussed Shiffrin's argument that the diagnostic criterion for
paternalism should be loosened from autonomy-violation to the substitution of
judgement. In Section 3 I observe that this accords with the broad way the term
paternalism is used in the libertarian paternalist literature, and the way it has come to be
used in bioethics, where the principle of autonomy has been interpreted to include the
autonomy of judgement. Le Grand and New argue that interference is paternalistic when
it corrects a person's false beliefs or failures of reasoning, for their own good, and that
this kind of paternalism can be justifiable. But Hausman observes this is an implausible
constraint on the identification of paternalism— there are many cases where we might
think interference would be paternalist even where the subject of interferences was not
acting from flawed reasoning. Hausman argues that a policy is paternalist "...if and only
if it aims to take over or control what is properly within the agent’s own legitimate
domain of judgment or action for the benefit of the agent” (Hausman, 2018, p. 65), which
is a nice formulation of Shiffrin's substitution of judgement condition that retains the

focus on the agent's benefit.

This project is concerned with a set of problems that face an increasingly complex
assemblage of state, state-like, and non-state actors, who are able to act in the information
environment in ways that can have strong effects on the epistemic standings of others.
FLATMATE is an example of epistemic interference that meets the interest condition,
passes the non-epistemic-diminishment test, and could be enacted in a way that meets the

substitution of judgement condition, and is not instrumental. I think it's a good candidate
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example of epistemic paternalism within the parameters that have arisen in this literature.
However, it defangs somewhat the force of paternalism as a reason to demand stronger
justification on the grounds of autonomy violation. If the self-benefit condition is met
only because self and social benefit are constitutively interdependent in the domain in
question, we should expect to find relevant conceptions of autonomy are similar mixed. If
the subject in FLATMATE has beliefs and behaviours strongly constructed by the
information environment, their actions in this domain are similar constrained and shaped.
Rather than engaging in a complex form of mixed pro-social and pro-self-paternalism,

the intervener, so long as they aren't actively censoring, is trying to improve a shared

state of affairs, a kind of stewardship.

FLATMATE exemplifies a kind of intervention that is increasingly feasible and
accessible, given the powerful tools we possess in digital information environments to
control information flows and harness cognitive biases to modify behavior without
engaging reflective cognition, and which libertarian paternalist interventions can wield
for the benefit of individuals and their communities. However, these risk various forms of
collateral epistemic diminishment in the pursuit of specific ends. In FLATMATE and
ACCURACY-NUDGE, the goal is to improve the epistemic properties of the

environment in which the individual plays multiple epistemic roles.

It seems that a hybrid epistemic paternalism is possible - where we benefit both in the

performance of social epistemic roles, and also from the performance of those roles in
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which we have an individual interest. In some of these cases we have a purely epistemic
interest in protecting the conditions necessary for the performance of these roles. If there
is a category of interference with our epistemic agency that should properly be
considered epistemically paternalist, it is this these cases, but I've noted that stewardship
may well be a more perspicuous description, especially because most of this stewardship
is exercised in ways that do not impose a strong substitution of judgement, and tend to

cohere with goals we endorse.

2.5 Epistemic paternalism and epistemic engineering

In the preceding section I defend a narrow conception of epistemic paternalism. I
argue that many putative examples should not be considered such - either epistemic
improvement is instrumental and fails Bullock's challenge, or it is not paternalist, either
because the pro-self element is missing, and the aim is to avoid harm to others, or
because they exhibit Dworkin's self-binding structure. The goal of this section is to
explore what remains of this space. I describe a type of epistemic engineering that could
meet the self-benefit test, aims for a purely epistemic good, and answer Bullock's

challenge.

The manipulation of choice architectures to cause us to become better consumers of
information illustrated in ACCURACY NUDGE, might appear to be an example of

strictly epistemic paternalism. These kinds of epistemic nudges do not aim to avoid any
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specific or immediate non-epistemic harm, and improvement can be expected to reduce
the likelihood of harms to both the subject of interference and the broader community.
Disentangling pro-self from pro-social improvement poses special challenges when
collective benefits cannot be enjoyed without individual benefits, and vice-versa.
ACCURACY NUDGE interferes with the subject's behaviour, in a way that generates an
indirect epistemic benefit, but also which indirectly protects the subject from
manipulation, and even helps protect the subject's reputation. Some putative examples of
paternalism, and especially of epistemic paternalism, involve goals that indirectly benefit
the subject of interference. These are particularly relevant problems in epistemology
because if our epistemic wellbeing is ineluctably bound up with that of others, then
accounts of both epistemic autonomy and self-benefit are complicated by this constitutive

interdependence.

Likewise, FLATMATE aims to protect a shared interest in the health and functioning
of our epistemic environment. At times the roommates will depend on each other as
sources of information, as will others. Improving the epistemic agency of the roommate
doesn't just lower the chances of non-epistemic harm befalling them, it makes them more
reliable participants in our collective information systems. We might even accept that for
a while this epistemic improvement will have negative impact on the subject's non-
epistemic wellbeing - it might cause them to be unhappy or incur costs. A case like this
could meet Bullock's challenge, though one would want to show that the non-epistemic

costs can be justified. This appears to be a candidate example of epistemic paternalism.
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However, we should add one further condition, in response to what Ahlstrom-Vij calls
the "epistemic outlier problem". In these cases well-intentioned epistemic paternalism
subverts the epistemic agency of an individual who is actually-positioned to do better in
the absence of constraints. No one is epistemically better off as a result of this
interference, however infrequent the cases, and this threatens a conception of epistemic
paternalism that demands epistemic benefit. In genuine instances of justifiable epistemic
paternalism there should be good reason to believe the outlier problem is avoided, for
example, because a general, content-neutral improvement is sought. FLATMATE thus
avoids the outlier problem because it aims for generalized improvement in the subject's
information environment, not to cause some specific epistemic outcome that in some
cases the subject might be better positioned to enact. However, it does raise the bar for
the intervener - if one reshapes the information environment to de-emphasize unreliable
sources, one really ought to be sure they are unreliable! An important epistemic motive
for protecting informational diversity and intellectual autonomy is to reflect our genuine
uncertainty about the best routes to knowledge. On a stewardship conception of epistemic
management, which I explore in detail in Chapter 4, uncertainty on this point is built-in
and contestable, and the strength of interventions sensitive to the outcome and confidence
of these deliberations. On the paternalist conception, it's more difficult to see how to
build in justification for the extra strength and lack of accommodation for disagreement

that an inescapable intervention would generate.
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BRIDGE-NUDGE, JURY, CLINICAL TRIAL, and CLIMATE CHANGE are not
examples of epistemic paternalism because they face the outlier problem, and because the
harm they seek to avoid is non-epistemic. There is good reason to think that we value and
have an interest in some baseline threshold of health and reliability in our information
environment on the whole. We need search engines that don't systematically deceive us,
sources of evidence that are not tampered with, methods to identify expert testimony, and
access to peers who have not been incentivised or manipulated into misleading us. These
have non-instrumental epistemic value when we consider them in aggregate, which
would be appropriate if their functioning was threatened generally by some mediating
process - which is a common condition in the digital information space. Chapter 5
describes how a search engine, or a social network, can generate these kinds of general,

content-neutral epistemic environmental threats.

Consider an example I'll call SCIENCE COMMUNICATOR. Kahan (Kahan, 2017)
argues that discourse about public health can become dysfunctional when the narrow and
highly specific interests of domain experts are reflected into the public sphere, generating
misleading evidence. Professionals examining a tiny subset of the information space
fixate on dangerous and interesting phenomena, perhaps some pocket of misinformation
or a novel conspiracy theory. They worry this might be a bellwether for a threat to the
epistemic underpinnings of public health measures and discuss this threat in their
professional circles. But this discussion itself is then reflected as a kind of evidence - that

professionals are concerned about this information. This can snowball and have the effect
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of amplifying misleading information - creating what Kahan calls a polluted science
communication environment. Kahan argues we need norms for science communication
that reflect the "...need for self-conscious management of the quality of the science
communication environment" (ibid p. 421), and "evidence-informed, centrally managed
communication by professional risk communicators" (ibid. p. 422). Like SPOOK, this
information management would plausibly generate an epistemic good - the prevention of
false beliefs about public health measures. And while in the domain of public health this
has obvious non-epistemic instrumental value, the example generalizes to other domains
where we have an interest but lack domain expertise. Another example of epistemic
paternalism with this structure is the deliberate control and censure of information about
environmental toxins with potential public health risks, to prevent panic, irrational risk

aversion, and political misjudgment.

Recalling Sunstein's inevitability argument, we might think that given that there is no
raw, default state of the science communication environment, there is no prima facie
objection to giving more thoughtful shape to its contingent structure. This kind of
deliberate control of communication satisfies Hausman's definitional conditions on
paternalism in an interesting way, because evaluating information I have no training and
competence to assess does not fall with in what Hausman calls my "legitimate domain of
judgment or action", in any context where my judgement will have consequences that
undermine my interests in the veritistic quality of the relevant information environment,

or where my predictable mishandling of the evidence will cause harm. This is particularly
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true in the many contexts in which our epistemic agency is not merely as passive
receivers, but where we also transmit - generating evidence and providing testimony. It is
necessary to intermediate institutions and experts between agents and complex sources of
information, but this involves substitution of judgement we would normally welcome,
and assent to, and which is rarely so totalizing as to outright prevent access to the raw
information. However, we do not usually implement this sort of control in ways that are
strong enough to prevent determined inquirers from accessing raw data and considering

the matter directly.

Requiring a total absence of epistemic outliers, who would be better off without the
intervention, helps Ahlstrom-Vij distinguish genuine epistemic paternalism from
"epistemic utilitarianism"(Ahlstrom-Vij, 2013, p. 109), whose aims are directed at the
common good, and is not bound to deliver individual benefit in all cases. This matters to
a project like Ahlstrom-Vij's that aims to describe the conditions in which epistemic
paternalism is justifiable - one wants to deal with examples of genuine paternalism. But
my project has an orthogonal interest - the extent to which epistemic interventions and
engineering aimed at public and individual benefits might count as paternalist and thus
demand some special justification. I'm worried that classes of epistemic engineering that
we can undertake in the service of cognitive security goals might be found objectionable
on the grounds that they are paternalist. If some of these interventions count as epistemic
utilitarianism, rather than epistemic paternalism, in part because they don't aim to benefit

everyone, and in fact do generate outliers, this is yet another reason to think that
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objections based on worries about paternalism won't stick. Being good enough is often
going to be sufficient to justify attempts at epistemic utilitarianism (perhaps implemented
in the form of stewardship and self-binding), whereas justifiable epistemic paternalism

has to deliver benefit in every instance.

However, one might think that efforts that target the protection or improvement of
group epistemic endeavours will benefit the subject who is interfered with in all cases,
such as ACCURACY NUDGE and SCIENCE COMMUNICATOR, that given the
practical impossibility of operating in an unfiltered and unmanaged information space we
always benefit from the effort, even if imperfect. Meeting the no-outlier condition in this
way might appear to leaves open space for charges of paternalism, and yet, this leads
back to the strength of substitution. If implemented in a way that is strong enough to
reach that threshold, we might then become dubious that an actual epistemic
improvement has been delivered. As I see things, there's very little space left for
interventions that are properly epistemically paternalist. Professionals in many fields
have their actions, including communication, constrained by standards and regulations
that we take to be justifiable in ways that are based on the harm principle or stewardship
interests, and not as forms of justifiable paternalism. Could it be paternalist to deny the
public direct access to the raw deliberations of scientists, or to enforce a communications
strategy to prevent individual consumers being harmed by predictable
misunderstandings? One way to argue that these cases are not paternalist is just on the

grounds that the substitution of judgement is too weak to count as a violation of
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autonomy. Where there is no monopoly on our access to epistemic resources (unlike

SPOOK), the intervention is avoidable, and therefore not autonomy threatening.

To target purely epistemic values in a non-instrumental way one needs access to
considerable epistemic leverage. In bioethics contexts physicians, caregivers, and
surrogates have significant power that raises the risks that their actions might be
objectionably paternalist. But in SCIENCE COMMUNICATOR, insufficient epistemic
power is applied to generate autonomy-threatening substitution of judgement. In
BRIDGE Mill is concerned that the bystander might not be able to understand the
“sufficiency of motive” and argues that only the individual agent can make the final
judgements about this, even where he seems to permit the bystander to argue a little and
inform. Paternalism is supposed to generate justificatory burdens when there is no space
for this exercise of individual judgement, which is why the strength threshold is

important.

SPOOK involves state power, and we can imagine versions of FLATMATE involving
overwhelming control of the subject's information diet. If we find that the centralization
of Al models leads to monopoly, for example, where we can't practically avoid relying on
a particular language model, the embedded human judgements made in training it for
safety, accuracy, toxicity, and the like, might well meet the strength test, and we might
easily imagine instances where the presumptive benefit is aimed at the user, and might

think that consequently there is a high bar to justify the constrains this places on users
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(and it might be expected to generate outliers and thus not be justifiable). The
justificatory requirement might be met by introducing modes of transparency and civic
engagement, and other management practices to ensure that we are not in disagreement
with the constraints it places, or it might just be met by intervening to remove the

conditions of ubiquity.

One might worry that the substitution-of-judgment condition rules out epistemic
paternalism totally. If our judgement is disintermediated, we might cease to act as
epistemic agents in any meaningful sense. But in Chapter 3 on epistemic dependence, I
argue that the evolving field of social epistemology complicates individualist pictures of
epistemic agency by identifying our dependence on testimony, expertise, interpretation,
as well as instrumentation and technologies. To varying degrees regular deferral and
substitution of judgement are the norm, not the exception, and often we have little choice
in engaging dependencies. Echoing the inevitability argument, we might ask - if
substitutions of judgement are everywhere, how can this mark the boundaries of the

paternalistic? Where does augmentation end and substitution begin?

As I suggested in the Al model example, one way we can distinguish these is the
extent to which the substitution itself cannot be substituted - when alternate delegations
are not possible. The use of computer algorithms to control the publication and
distribution of content in digital information systems has the appearance of epistemic

paternalism in large part to due to strong non-consensual substitution of judgement.
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Discussions of the epistemology of these systems typically emphasize they ways in which
they risk epistemic (and non-epistemic) harms to users, for the benefit of platform. An
algorithm might select what we see, but it does so from a volume of material we couldn't
possibly sift through ourselves. There is no un-delegated alternative, and thus it's hard to
specify a sense in which a choice we might want to make has been taken from us, and
thus there is no epistemic-outlier who might have done better with the unfiltered data.
But we might have done better with other ways of filtering the data, and we might make
better decisions about evidence when we understand how the data is filtered, and the
provision of such affordances, by weakening the substitution, can shift the standards of
justification from paternalism to epistemic utilitarianism, stewardship and self-binding.
This blocks intuitions that effective shaping of the information environment itself always
at risk of epistemic paternalism, and instead points to other facts about the mediating

sociotechnical systems.

The goal of this chapter was to survey the literature on epistemic paternalism and
determine the extent to which it generates objections that could apply to the kinds of
epistemic engineering and management that next chapters of this dissertation are
concerned with. I've considered definitions of paternalism, the development of libertarian
paternalism and the cognitive and epistemic conditions on agency, choice, and behaviour
that this literature has brought to the fore. Then I examined the literature on epistemic
paternalism and the challenge of identifying genuine cases of this. I have not been

concerned with assessments of the extent to which particular instances of paternalism are
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justified, just to identify the extent to which acts of epistemic management and

engineering might be properly categorized as such.

If most of them were, this would have the implausible consequence that many of the
actions we take that affect the epistemic efforts of others might require special
justification. It would classify broad categories of stewardship, self-binding, and
communicative action as paternalist. We would need to believe that our persuasive efforts
are so powerful that we require certainty about their goals, for example, in CLIMATE-
CHANGE, that we are correct that this is an especially consequential belief, and that we
have identified the elements of it that are most assuredly true. This strikes me as

implausible on both counts.

If none of them were, anti-paternalism would have little traction in the face of the
subset of interventions that really do risk violation of our epistemic autonomy for our
own benefit - which would disregard a large body of literature that expresses a consensus
that there is something objectionable about this, even where there is disagreement about
the exact boundaries of the category and the requirements for justification. The increasing
centralization of the private sociotechnical systems that mediate many of our epistemic

activities can risk genuine unjustifiable paternalism.

For the kinds of epistemic engineering this project is most interested in, we can expect

that pro-self and pro-social aims and impacts will be entangled, because individual
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epistemic improvements are often non-separable constituents of a collective good. Even
when not the direct aim, self-benefit will be a necessary and foreseeable side-effect. This
is why libertarian paternalism embraces mixed motivations, but why I think the concept
of paternalism is generally a poor fit when assessing efforts to promote epistemic public
goods and to prevent epistemic social harms. It imports an individualist frame into
domains of constitutively social concern. Where it is supposed to act as a brake on state
(and state-like) power over the individual for one's own good, it fails when one's own

good is inexorably connected to harms to others.

While it is possible to imagine forms of epistemic engineering in the service of
cognitive security interests that meet the narrow conditions of epistemic paternalism I
have identified, I will give reasons in the coming chapters to the effect that these will
almost all be objectionable for other reasons. For example, cognitive security defense
might be enacted by way of strong censorship of disinformation at network levels that are
hard, even impossible, to avoid. However, these sorts of "filtration" models involve faulty
conceptions of effective cognitive security defense. On the account I develop, almost all
effective countermeasures fall squarely into the category of stewardship and self-binding.
This is because I'm concerned specifically with the efforts of democracies to enact
cognitive security, and in ways that protect our epistemic dependencies. To do so in a
way that imagines overwhelming substitution of judgement on matters of content and

viewpoint will tend to turn out to fail to protect these animating interests.
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Of what might remain, as examples of genuine epistemic paternalism that can
potentially meet Bullock's challenge (where we would prioritize epistemic well-being
over other types of well-being), there may be a legitimate need for stronger justification.
It might need to be shown there is no less restrictive way to protect the targeted public
good that is acceptably effective. Such a defense in turn demands the intervener be able
to provide evidence that the chosen intervention really will be effective, not just at
removing the targeted content, but at protecting the underlying interests that motivated
the identification of this content. The empirical and theoretical considerations that might
inform both requirements are central questions in the coming chapters - what are our
public interests in the health of the information environment, and what kinds of policies
can we protect these in the fact of cognitive security threats? I begin to build a conception
of this public interest in the next chapter, where I develop a conception of epistemic
environmental dependence to describe the extent to which the various forms of epistemic
dependence we engage in themselves depend on shared reliance on properties of the

epistemic commons.
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Chapter 3 - Environmental Epistemic Dependence

The aim of this chapter is to describe epistemic dependence generally and introduce a
new conception of epistemic dependence on the health of the information environment in
which we seek and encounter evidence and testimony and interact with other agents. This
generates public interests in the information environment that should inform stewardship
and cognitive security strategies, suggest constraints on such actions, and provide
additional grounds to inform assessment of their efficacy and side-effects. The existence
of this environmental dependence also provides a source of normativity when we assess
actions and technologies that change the information environment. The nature and extent
of our dependence will furnish reasons to assess whether some current or forecasted

environmental condition undermines some common epistemic good.

This bulk of this chapter is concerned with situating a conception of environmental
epistemic dependence within existing social epistemology literature, especially where it
concerns epistemic dependence and reliance on the testimony of others, to help draw out
the distinct characteristics of dependence on the epistemic environment from that we
have on specific individuals, instruments, and communities. I'll argue that accounts of the
role of identity in the epistemology of testimony must include an instrumentalist qualifier
- we rely on others as part of heuristics that furnish contextual information we need to
meet the standards of justification. On this view, disputes about how much we need to

know about the speaker to justify belief in their evidence are better understood as
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problems of context, not problems of identity. One important function of the information

environment is then to furnish this context reliably.

Adequate context evaluation is often impossible for an individual, which underlies a
major concern within the epistemology of testimony, that of reductionism, which I will
discuss at length in section 4. One way we solve this problem is the division of epistemic
labour, relying on others who are better positioned to assess contextual information.
Thus, a second important function of the information environment is to allow us to locate
epistemic peers and engage with them. I argue that this feature is mundane in ordinary
epistemic environments and easily escapes our notice, but online environments generate

an enormous scope for mediation of testimony that complicates this reliance.

This chapter concludes with a definition of environmental epistemic dependence that
in turn entails a conception of a kind of environmental epistemic trust. These form the
basis of argument in Chapter 4 - that our shared epistemic environmental
interdependency generates ethical considerations analogously to the way it does in the
context of ecology and environmental ethics. There I will argue that if cognitive security
policies should directly promote, or at least not diminish, our epistemic environmental

dependencies, it should be informed by a conception of epistemic environmental health.
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3.1 Justification, trust, and epistemic dependence

What is special about epistemic dependence, and why do I think that this category
should include properties of the information environment? In this section [ want to
introduce a few of the problems in contemporary epistemology that have given rise to
attributions of various forms of epistemic dependence, and conceptualizations of what

exactly an epistemic dependence consists of.

Epistemologists have long distinguished between knowledge and mere true belief, and
what makes knowledge more valuable is whatever entitles us to treat the belief as true. In
the language of traditional analytic epistemology, this is the justification component of
justified true belief accounts of knowledge, and there is an expansive literature working
out the precise conditions that must obtain to secure justification in the face of an array of
problem cases. The adequacy of any account of justification involves a two-way relation,
with two directions of fit. It must aim for and secure the truth of beliefs - it must fit the
world as it is independently of our agency and interests. But it also must be appropriate to
our interests and agency. My beliefs about barns aren't usually about barn-parts, or barn-
reflections, or the proximal stimulations on my retina, they are about what it is about
barns that matter to us. Here the direction of fit is between the belief's justification and
social and human constructs. Justifications based on sensory stimulation won't
necessarily align with our interests in tying some class of perceptions to barn-concepts,

because somewhere along the line we care about the causes of the barn-perceptions, and
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the barn-seeming things that give rise to them. We might care that some content we find
in a digital information platform is viewed positively by our peers, perhaps indicated by
an aggregate rating. But we don't care about rating simpliciter - we care that the rating is
motivated by and subject to the same epistemic attitudes and interests with which we
assess the information. We care about the norms involved in generating and representing

those ratings.

On internalist accounts of justification, having the right internal states secures the
claim that we are not just in the possession of some true belief, perhaps by way of some
minimal representation of some external state of affairs, but also providing some
additional cognitive achievement that can guarantee the representation's correctness
Bonjour makes the case for this internalist component in several examples involving
clairvoyance (BonJour, 1985), where a person's true beliefs are justified by factors the
person does not have evidence for. In one example, Norman has a reliable clairvoyant
faculty but no evidence for its effectiveness. From the point of view of Norman, the
belief is unjustified. Even if there exists evidence that the faculty is reliable, Norman has
not encountered it, it is not part of his cognitions, and without this internal component
there is no justification. It matters that the agent is not, in Bonjour's term "subjectively
irrational", where "...the acceptance of a belief is seriously unreasonable or unwarranted
from the believer's own standpoint" (ibid. p 61). This sort of consideration supports

internalist accounts of justification that supervene, at least in part, on internal states of the
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agent - it is not enough to have a true belief, and to be justified, but one must possess

within one's own cognitions states that provide the justification with sensitivity to defeat.

And yet, we frequently have evidence that we should not trust these states. Our senses
sometimes mislead us, our memory sometimes fails, our reliance on others for knowledge
is often misplaced, and cognitive biases often erode the rationality of our inquiries - and
yet we depend on these as a matter of course. If these conditions can obtain while
escaping our detection, and we know that this is possible, we likewise risk subjective
irrationality. We need additional reasons to trust, or we need sensitivity to internal
defeaters, to justify beliefs based on the exercise of our own cognitive and perceptual
agency. From this point of view, we can hold facts about the agent constant, and modify
external facts, and find that the justifications for belief vary - we can have the internal
states that would justify a belief, but these aren't caused in the right way. Goldman
(Goldman, 1976) imagines a case I'll refer to as BARN, where the subject, without
realizing it, enters an area with only one real barn, but countless fake paper-mache barns.
They see the fake barn, behind which is a real one, and correctly believes there is a barn,
justified by the perceptions of the red barn and their knowledge of red-barn concepts and
so forth. But had they known of the many fake barns, they would not have believed
themselves to be justified, and an observer, knowing of the fakes, would assess the belief
as unjustified - its truth was blind luck. In such an environment mere registration of

genuine barn-perceptions is insufficient to warrant knowledge of the existence of a barn.
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Zidtkowski (Ziolkowski, 2016) offers a similar case, where one selects a thermometer
from a box of 100 and uses it to measure the temperature. The thermometer is accurate,
the resulting belief is true, and justified based on the instrument and the customs and
practices involved in its use and manufacture, but unbeknownst to the agent, the other 99
thermometers in the box were faulty - the correct reading emerges from an improbably
lucky event. Norman's beliefs are formed by a reliable process but lack internal properties
that would justify them - Norman possesses no evidence for their reliability, only
inductive evidence of their production of true hunches. In BARN and THERMOMETER,
one has adequate internal properties to justify belief, but external facts threaten
justification - there is a reason to not trust the belief, and it undermines justification

whether one knows it or not.

Both cases illustrate classes of practical epistemic problems that we face generally,
and which epistemic dependencies often help to mitigate. [f BARN cases are a risk,
communication with others can help us realize this, and to produce evidence to
distinguish fake barns from real ones. Where we depend on instruments, we depend on
understandings of their accuracy and failure modes communicated by others, and the
behaviour of others involved in the production and maintenance of the instruments to
hold these facts stable so that we can generate rational credences for the evidence we
produce with them. We simply can't check for all these possibilities on our own, all the
time, nor can we be attuned to all the possible signals that we need to perform more

rigorous checking than is customary.

104



There is a double reliance on trust - we extend trust to sources of indirect evidence for
beliefs, that they indicate what we take them to indicate, but also trust on others to alert
us to the existence of abnormal conditions, where for reasons we don't appreciate
ourselves, we ought to modulate this trust. This in turn implicates two distinct notions of
trust. As Baier (Baier, 1986) argues, when we trust another agent, we make ourselves
vulnerable, and we have a reactive attitude of betrayal if that trust turns out to be ill-
founded. This is because trust fills in a gap between what we have independent reason to
believe about what the agent might feel pressured to do and what they actually decide for
themselves to do. We also trust non-agents in the very same sense that we make ourselves
vulnerable to breakdowns in their predicted functioning. With the agent, we can't force
them to uphold trust, but we believe they will elect to, with the object, we can't verify that
our theory of its trustworthy properties is correct, but we act as though it is. Nguyen calls
this an "unquestioning attitude" (Nguyen, 2020b), and it marks a boundary between the
evidence we firmly have in hand, and that which also has to be the case if the belief really
is true. In an example Nguyen paints in compelling detail, a climber trusts a rope against
a background of knowledge about such ropes generally, and particular knowledge about a
specific rope, and its context of use. Trust enters the picture in the gap between all the
things the climber knows about the rope and the things they do not, where the climber
suspends the search for further evidence and uses the rope as though the case has been
made that it is sound. In fact, that case is never made, and this a permanent condition of

our knowledge.
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In a vivid thought experiment designed to show that the mind might extend beyond the
individual brain, (Clark & Chalmers, 1998) ask us to imagine Otto, an Alzheimer’s
patient who relies on a notebook to augment his short-term memory. The fact that a
cognitive process has been re-implemented in an external medium, is not, according to
Clark and Chalmers, a reason why we should not think of the notebook as part of Otto’s
cognitive states. Whether or not we should think of processes outside the agent as
properly cognitive, the illustration is particularly apt to describe external epistemic
dependencies. Otto depends on the cognitive process that includes the notebook in order
to achieve certain kinds of epistemic standing. An evaluation of his epistemic states or

justification for some belief is incomplete if it excludes the contents of the notebook.

Clark and Chalmers take from this a moral about the metaphysics of cognition,
whereas [ am interested here in that of belief, in particular, when justification for our
beliefs is transmitted from others. Dependency is epistemically significant because it is
not merely belief content that is externalized, in the sense that the correctness of my
belief that it is snowing trivially depends on whether or not it is snowing, but the grounds
for justification. In the case of testimony, justification is directly transmitted from the
speaker to the hearer if my belief that it is snowing is caused by hearing this reported on
the radio, where I possess no evidence whatsoever myself. I treat the radio as a source of
information - that it is snowing, and justification - I believe that it is snowing because

hearing such on the radio is good evidence that it is the case. Thus, a network of upstream
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facts about radio are implicated, and a critical issue is the extent to which I must

appreciate these to receive justification.

If, in some refinement of the thought experiment, Otto relies on some other agent to
maintain the notebook, we then must bring that agent into scope when assessing beliefs
Otto has. Perhaps the agent is colourblind, and Otto knows to make appropriate
allowances, Otto believes that the sweater in the closet is green because the assistant
recorded in the notebook that it is red - we would still allow that Otto is appropriately
connected to truth-making conditions, and that Otto knows that the sweater is green. We
need to know about the notebook, and the agent, and the constitutive role they play in the
formation and justification of Otto's beliefs. Both are part of the subvenience base for

Otto's justification, in addition to the content of Otto's beliefs.

Some dependencies are optional and adopted instrumentally for convenience or
economy, but many others are basic in their particulars or functional roles. Social
epistemology draws attention to our reliance on the epistemic efforts of others and has
expanded the scope of recognized external dependencies as it has evolved. Much of what
we believe and know depends in part on reliance on testimony (Fricker, 2006a; Lackey,
2008) , identification of peer disagreement (Christensen, 2007) and experts (Goldman,
2001), the reliability of our information resources (Goldberg, 2020), the diversity of our
epistemic environment (Fricker 2013), instruments and their design (Goldberg, 2012),

and freedom from distorting external conditions such as a bad ideology and epistemic
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pollution (Levy, 2022; Srinivasan, 2020). I'll focus on testimony in this section, as it
illustrates the extent to which we do not just depend on externalities for content,
representations of what is the case, but for justification. Ireally can't say anything about
the current temperature in Celsius without depending on a good deal of ineliminable
externalities, including agreement about sources of evidence, calibration of instruments,
and temperature concepts. In the use of instruments, my belief that the temperature is 78
is justified just because the display on the thermostat tells me such - I have outsourced
justification in part to the design and maintenance of the instrument forming what

Goldberg (Goldberg, 2020, p. 2783) calls "design dependence".

There is a significant literature on the distinction between trust and reliance, but in the
epistemic context, especially where non-agential trust is involved, it's useful to think the
line is just that of credence. I might treat the fact that the door is open as evidence that the
cat got out, for the purposes of beginning my search urgently, while being quite aware
that I don't actually believe that the cat is out. Here I rely on the signal of the open door
for a pragmatic but non-doxastic reason. But in the background of this is a network of
beliefs that I really do trust and depend on, about cats, and doors, and the dangers of my
neighbourhood. Here I adopt Nguyen's unquestioning attitude to cut down the amount of
uncertainty I need to entertain. Likewise, if I conclude that some proposition is false
because I can't find a reference to it using a search engine, to the extent that I believe this
conclusion I have extended trust to the comprehensiveness and reliability of the search

engine, and the broader causal situation (for instance, that some network layer isn't
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filtering out results on this topic). The literature on epistemic dependence is not always
attuned to the distinctions we might make between dependence, reliance, and trust, but
throughout this chapter I will use the term trust because it best captures our vulnerability

to hidden factors that we don't know about.

Epistemic dependence is usually associated with externalist accounts of justification -
we ourselves might lack all of the properties that would justify our belief, but form an
epistemic relationship to some externality to acquire it. If there is evidence that Norman's
clairvoyance is reliable, perhaps possessed by some community of experts who have
studied Norman, justification would depend on their methods and practices, but we
should still require internal justificatory conditions, and require that Norman possess
knowledge of these experts and their reliability. In Clark and Chalmer's original example,
Otto has Alzeheimer's, and becomes dependant on the notebook knowingly and
gradually, over time, and thus possesses evidence for its reliability. The situation would
have to be parsed more carefully in some future state where Otto cannot recall or access
these states (a "forgetful Norman" variation). It might seem unpalatable to downgrade our
estimation of Otto's total knowledge just because of the loss of appreciation of the
justificatory process, but at some threshold we are forced to confront the problem of
subjective irrationality. We can replicate the same problem for an agent who has become
dependent on access to digital sources of information. We might believe that P and
believe that we can reconstruct the reasons for P by searching the internet, and believe

that our belief is thus justified, all without re-executing the search procedure. What is at
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stake with dependence is that properties outside of one's own agency play decisive roles
in securing possession of knowledge, as a basis for justification, not just that one knows
P, but that I know P because Q, where Q is external. This brings into scope questions
about how we locate and safely interact with dependencies. What if some opaque

property of the search engine defeats the justification?

3.2 Dependence, testimony, and context

The seminal work on epistemic dependence is (Hardwig, 1985) who argues that "...
appeals to epistemic authority are an essential ingredient to much of our knowledge" (p.
336). We should construe "authority" broadly here - there is a literature within social
epistemology on the significance of expert-disagreement, but in a more mundane way we
rely on authority that stems just from proximity to evidence. I might not have seen where
the cat is, but you may have, and possess epistemic authority as a result. If it is rational to
depend on the testimony of others that we have reason to believe are epistemically better
positioned, is it rational even when we can't access or assess their evidence? We can have
evidence for the belief in some proposition that is not evidence about that proposition, but
evidence about the relationship some other knower bears to it - that they have expertise
and access to evidence that lends authority to their testimony that P. This raises the
problem of reductionism about testimony - do we have an entitlement to believe based on
testimony in the absence of defeaters, or do we require information from some other

channel that provides positive reason to trust the testimony?
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Reductionists take the latter view - testimony can only justify belief when we possess
independent reasons to believe it. But this gives rise to difficulties because not only do
we lack the expertise and the evidence of the expert we rely on, we also tend to lack
adequate higher-order evidence about the evidence testimony provides us, such as the
bona fides of the authority. Coady (Coady, 1992) argues that our reliance on testimony is
so systematic that we almost always lack this higher-order evidence. Millgram
(Millgram, 2015) argues that we can't even check on the evidence from experts if we did
devote the time to acquire it, because the expertise is so rarefied and interdependent that
it's not possible to reverse-engineer it for individual comprehension even if we had the
time and capacity - many spheres of knowledge are irreducibly distributed. Anti-
reductionists argue we need no such reason, and that we have a presumptive entitlement
to accept testimony. We receive justification by direct transmission, if the speaker

possesses it, then the hearer does.

Some examples of testimonial exchange:

BYSTANDER: A stranger in a city I've never been to before tells me how to get to the
airport.

PLUTO: An astronomy teacher tells us that Pluto is not a planet

JOHNSON ROD: My mechanic tells me that the sound I complain of indicates costly

replacement of both of my vehicle's Johnson Rods.
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Croce (Croce, 2022) observes that the current state of this literature oscillates around
differing accounts of the appropriate permissiveness with which we can take testimony as
a warrant for belief, and results in a dilemma. If we are reductionists, and testimony
requires non-testimonial evidence, then we have to know too much to accept testimony,
and most of it doesn't count as knowledge. If we are anti-reductionists, the bar for
testimonial knowledge is set too low, stamping beliefs with the seal of justification with
insufficient connection to truth-making properties; risking gullibility. In either case,
testimony itself is an inadequate route to knowledge because it's either too had to get, or
too easy. And yet, to Coady's point, the underlying pragmatics of inquiry are such that we
rely on it as a matter of course. It might seem we could defend the epistemic value of
testimony by way of a particularist/generalist account, where the general presumption is
grounded in spot-checking verification effort, but because the function of testimony is to
obviate the need for the epistemic labour that in practice we cannot perform, a
particularist theory would amount to either reductionism or a regress - we'd need to know

when we needed to perform such labour, and to know when it was performed adequately.

Another move one might make is to question the standard of justification required for
knowledge, by examining intuitions about when we really know something and the role
these play in evaluating accounts of justification, and cases where we must judge the
probability of possible defeaters obtaining. Maybe the problem comes from seeking
ironclad accounts of justificatory adequacy. Some of the judgments about such intuitions

that philosophers have relied on appear to be contingent on culture, language, socio-
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economic conditions (Weinberg et al., 2001) - there is substantive disagreement across
demographics as to when we can say we know something. Ganeri (Ganeri, 2018) calls
this the universality thesis, that "... properties of the English word know [...] that have
been studied by epistemologists are shared by the translations of these expressions in
most or all languages" (ibid. p. 21), and provides evidence that we should reject it. For
example, Ganeri argues that within the Indian philosophical tradition, there are prominent
approaches to epistemology that do not give rise to the problems of justification found in
the anglophone analytic tradition because they conceptualize the possession of
knowledge just in terms of epistemic success. If we can act on the belief that P
successfully, we know P. However, such an approach still faces the class of problem that
I have in mind. How should we behave as epistemic agents in order to maximize
epistemic success and minimize failure - especially where we depend on the behaviours
of others? We don't know that the mechanic is honest, that the teacher possesses
appropriate expertise, that the bystander knows we didn't mean the private airport on the
other side of the city. On any account of the dependency involved in testimony, we have
a vulnerability problem, even if we modulate our account of justification. The reasons
that might secure justification in PLUTO are of the same sort that might make us wary in
BYSTANDER and JOHNSON ROD - they relate to contextual knowledge about the
roles and responsibilities of agents we depend on. BYSTANDER may be ignorant but
bashful, and guess, or perhaps is playing a prank on us, but we suppose we could tell, or
that this is unlikely. The mechanic in JOHNSON ROD has an incentive to mislead me

about this fictitious part, but also is exposed to mechanisms of accountability that I may
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understand and appreciate. Like Goldman's BARN example, I need to know something
about the way the world is in the domain of my inquiry to reliably connect my belief with

justifying reasons.

Two competencies are required to assess testimony - one is the determination of
relevant context, another is the assessment of the relevant context. These are problems for
the reductionist and anti-reductionist alike, because even the lower bar of anti-
reductionist requires sensitivity and monitoring for defeaters. One such defeater is deceit,
as we might find in the cases of BYSTANDER and JOHNSON ROD. Not only must we
have the ability to identify epistemic authorities, we must be aware of their incentives,

interests, and possible idiosyncrasies of the testimonial exchange.

Lackey offers this account of the acquisition of knowledge from testimony: "For every
speaker A and hearer B, B knows that P on the basis of A's testimony that p if and only if:
(1) B believes that p on the basis of the content of A's testimony that p, (2) A's testimony
that p is appropriately connected with the fact that p, (3) B has no defeaters for A's
testimony that p, and (4) B is a reliable functioning recipient of testimony. 5) the
environment in which B receives A's testimony that p is suitable for the reception of

reliable testimony" (Lackey, 2003, p. 716)

These conditions arise in the face of a variety of scenarios Lackey describes where B

appears to acquire knowledge on the basis of A, but in fact the claim to knowledge is

114



undermined because the knowledge is acquired only by way of luck, or where there are
defeaters A and/or B are unaware of. The fifth condition, that of the environment, is the
one that I am most interested in here. Lackey imagines a case similar to BARN that I'll
call VILLAGER, where one happens to ask the one honest person in a village where the
norm is to not speak the truth to outsiders. One has a true belief, based on accurate
testimony, but there are elements of luck and risk that disqualify it as knowledge. Either
it is accidental that it is true, or it is accidental that it is justified. Luck precludes
knowledge, as in Gettier cases where it is only by happenstance that inferences lead to
truths when the causal story does not map to the inferential one - for instance glancing at
a broken clock at the moment where it indicates the actual time. Lackey argues that one
must thus be in an "epistemically suitable environment" if testimony can transmit
knowledge, one that does not contain such things as paper-mache barns and locals who

mislead others.

One might wonder if there's something unnecessarily austere about a concept of
knowledge that would deny knowledge-attribution in VILLAGER, especially if one
focusses narrowly on the particulars of the interaction. It involves a standardly
justification-conferring procedure where the subject acquires a true belief. It's not lucky
in a stopped-clock sense, because the testifier is perfectly normal and accurate. It is an
underlying presumption that is false - that other agents are generally reliable sources of
evidence and can transmit justification. But this agent is, and one might even possess

some positive reason to trust (satisfying some variants of reductionism). One lacks
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appreciation of the elevated risk of undercutting defeaters, including those to positive
reasons to trust, and thus one cannot be said to have a method of justification that is
connected adequately to truth-making properties. If it was, there would have to be added

rigour to account for the fact of probably misleading testimony.

It is these facts about the environment that disqualify the process as reliable. One's
appreciation of the environment in which one encounters evidence is impoverished in
ways that generate a defeater that must be monitored. This diagnoses the problem in
BARN - ordinary barn perceptions generate weaker justification in an environment with
many fakes, and thus requires increased corroborative labour. Deep fake videos generate
identical difficulties - their presence in an information system reduces the amount of
knowledge available with the same about of epistemic work (Fallis, 2021), because
presumptive trust is weakened, and elevated proof is required. Because we have to do
more work to acquire this proof, the environment is quantitatively poorer in terms of
belief-apt information. Knowing that some additional proof is required erodes what Rini
calls the "epistemic backstop” and will "...gradually eliminate the epistemic credentials of
all recordings" (Rini, 2020, p. 8). An entire type of justification-conferring dependency is

undermined, thus depriving tokens of their previous warrant-generating properties.

Croce, after introducing the dilemma about testimony described above, argues that it

can be resolved by both the reductionist and the anti-reductionist. The anti-reductionist

argues we have a presumed entitlement to belief based on testimony that does not require

116



epistemic work to acquire, and the worry is that this would lead us to accept all manner of
misleading and untrue propositions. Croce argues that because anti-reductionism is
consistent with monitoring for defeaters, the worry can be mitigated. Undercutting
defeaters bring into question a reason for belief, for instance, the discovery that all the
other villagers would have lied (vs rebutting ones, which contain reasons to the contrary
of the proposition expressed). Consider the example of interviewing a job applicant,
where one has reason to be wary of accepting claims at face value. Croce argues that it is
enough just to know this, that recognition of the context of testimony presents a relevant
undercutting defeater that would appropriately modulate credence. Because one monitors
for them, and because this is consistent with anti-reductionism, the anti-reductionist can
thereby reject the charge that the account is implausibly permissive and prone to
gullibility. Note that the risk reduction strategy is outsourced here to appreciation of the

context.

The reductionist can also escape the dilemma, because while it does require epistemic
work to acquire a warrant to accept testimony, the burden does not fall to the individual.
The problem for the reductionist was that it makes knowledge acquisition too hard
because one must do too much epistemic labour to acquire knowledge, such as
identifying and verifying epistemic authority in order to generate positive reasons to
believe the source. Consider JOHNSON ROD - while the mechanic has incentive to
deceive me, and while I lack the requisite knowledge of auto mechanics to validate their

claim, I can rely on my knowledge of the social practice of getting cars fixed, which
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entails understanding that the shop is subject to formal and informal mechanisms of
accountability. We rely on what Croce calls a "division of epistemic labour" (doubtless
inspired by Goldberg's (Goldberg, 2011) use of this term), where we do a little work to
connect our appreciation of the situation with what is known by others, such that we
know how a putative warrant to accept testimony is subject to existing and ongoing social
scrutiny. I can generate various counterfactual justifications - 'if it was not acceptable to
believe this mechanic, then I would have learned from reading about them online, or they
would have been shut down, or the positive article I found would not have been
published', and so forth. Note that here the risk reduction strategy is outsourced to the
"epistemic community", which "... takes on the burden of gatekeeping"(Croce, 2022, p.

17).

I think both moves are incomplete as they stand, because they relocate the epistemic
challenges that the agent must meet rather than resolve them. It is where they are
relocated to that I am interested in - both strategies depend on contextual knowledge,
which I will argue is ultimately furnished by the information environment in a general
way, not provided in known set of epistemic interactions. And thus we are back to
Lackey's environmental condition, but with more nuanced appreciation of what is needed
to meet it. Consider the reductionist strategy - we don't depend on community in the
sense of some class of individuals doing directly relevant epistemic labour, but instead
the various systems, interfaces, and signs that make representations about such labour,

which may or may not be reliably connected to the exercise of such. Our dependency

118



largely falls to these epistemic systems, not individual testimony conveyed by them, and
we face the same dilemmas as with testimony in terms of assessing our warrant for trust
and sensitivity to defeaters. I think Croce is right that we resolve these by working with

others, but this is complicated when this coordination itself takes place within digital

information platforms.

I want to flag this dependency as a kind of trust in Nguyen's sense of an unquestioning
attitude discussed in section 1. We engage in some minimal verification or monitoring of
the signals we have about the dependencies involved in our justification, but ultimately
adopt an unquestioning attitude of trust that we have an adequate appreciation of the
context to inform our selection of appropriate verification and credence. We have to
suppose that we know what kinds of things go wrong, and how to monitor for them, even
just to engage productive skepticism. On the anti-reductionist picture, the agent must be
capable of identifying and responding to contexts and must additionally be cognizant of
their own shortcomings and likely failure modes in this regard. I must know that I'm in a
situation where some class of defeater is probable (perhaps including defeaters within my
own agency such as cognitive biases) and have effective monitoring and countermeasures
against forms of defeat and deceit. I have a dependence on context-savviness, which is in
part an external dependency on the mechanisms that furnish information about context to
me, what I call the context-signalling adequacy of the environment in the next section.
The reductionist move wears the problem I have in mind on its sleeve - we rely on the

division of epistemic labour, that it is performed, and adequately, and that we appreciate
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the extent and limitations of this. Relatedly, it requires we understand something about
epistemic communities, how to find them, how to read them, and what their boundaries
are. In both cases, the problem of "how do we obtain warrant for testimony" is answered
by dependency on ambient externalities that help us locate the specific externalities we

require. This is a description of an epistemic environmental dependence.

There is a Getterization risk with this dependence. In standard Gettier examples,
peculiarities in the connections between justification and truth undermine the justification
for a belief. In such cases the truth-making and justificatory conditions come apart
causally, but not inferentially. These have been so significant in epistemology because
almost all of our knowledge and beliefs are based on partial knowledge that falls short of
certainty, and Gettier cases highlight similar riskiness in otherwise sound justificatory
procedures. The testimonial Gettier cases I have in mind are those where testimony
corroborates a true proposition, the contextual signals that accompany the testimony
further justify belief in the testimony, but where we would not be justified in increasing
our credence in the usual transitory nature of the justification-conferring properties of this

encounter to future encounters.

An example of this is the persona-building (Mirsky et al., 2023) activity of
disinformation accounts in social media systems. These will post accurate content and
engage in normal interactions in order to obtain various signals of trust and acquire

influence, then mixing in messages intended to mislead - a hybrid of the VILLAGER and
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THERMOMETER example. It would be normal for this successful exercise of epistemic
dependence to contribute to forming second-order evidence about the source and the
media platform and our understanding of it, that justifies adoption of an unquestioning
attitude, but this would be unfounded. These cases can also occur indirectly, for instance,
when economic motivations for producing content are only accidentally correlated with
epistemic norms. A normal search leads to a normal looking publication with accurate
information, but where many other pages in the publication are not accurate, but instead
random attempts to produce content that the user seeks. The increasing mediation of large
language models in online search and information retrieval systems further escalates this
risk. In such cases, we have accurate testimony, and it is of the right kind and type, and is
apparently normal. But it was produced in ways that are not responsive to the interests
and norms that govern our inquiry, and we don't know enough to even know what we

should have verified in order to learn this.

We can be more precise about what it would take to meet Lackey's environment
condition by examining Sosa's concept of epistemic safety (Sosa, 1999) and Pritchard's
related conception of epistemic luck (Pritchard, 2006). Sosa's condition is expressed as a
counterfactual, that "S would not believe that p without it being the case that p."(Sosa,
1999, p. 146). Although Sosa is ultimately concerned with skeptical problems out of
scope here, the principle nicely captures problems with knowledge acquisition and
justification processes which are inadequate to their environments. These must not only

be sensitive to truth, but robust to patterns of failure. The implementation of some
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robustness-enhancing process must be done in relation to local properties of context or
environment. Barn-beliefs in Goldman's polluted landscape are not safe by Sosa's
principle because I would easily believe I saw a barn when I did not. Pritchard's anti-luck
principle requires that "...there is no wide class of near-by possible worlds in which S
continues to believe the target proposition, and the relevant initial conditions for the
formation of that belief are the same as in the actual world, and yet the belief is false."
(Pritchard, 2006, p. 281). This comports well with Lackey's VILLAGE example, and
Goldman's BARN - the problem is that there are very nearby worlds in which S believes
P, using the same process, but where P is false. Rather than take up the task of
formulating safety or anti-luck in a way that engages with the counterexamples that have
arisen in subsequent scholarship, I will operate with just a minimal conception - that a
safety principle is required to articulate the environmental condition, however

epistemologists might agree one should be formulated.

We are in an epistemically suitable environment when we are able to engage in
epistemic behaviours that are safe for the kind of inquiry we are undertaking. We tend to
implement these as heuristics - as we learn to use some information space, we build up a
safety strategy, we trust some source, seek some particular mark of credibility, or learn
the safety practices of some other agent we find. Returning to the idea of trust as an
unquestioning attitude, we can say that we have rationally engaged trust when we have
reason to believe (or an absence of defeaters) that our strategy is safe, that the array of

unquestioning attitudes towards environmental features is safe. Beliefs in the BARN,
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VILLAGE, and THERMOMETER cases do not meet the environmental condition, and
that is the general reason the beliefs in question are not justified. This gives us a new
question to pursue - what kinds of environmental conditions are generally safety-
conferring, and how do we know when they obtain? This question will become important
when I turn to questions about the protection of epistemic environments. In the next

section I'll focus more closely on what we need to satisfy the condition.

3.3 Community and context

In this section I delve into the problem of anonymous testimony as it arises in the
social epistemology literature. My motivation is to show the decisive role that the context
of our encounters with testimony plays in securing our everyday reliance on the epistemic
division of labour. This matters to my broader project because it brings the context-
furnishing adequacy of an information system into scope when analysing the
susceptibility of an information system to manipulation and developing a working theory

of the vulnerabilities that a cognitive security policy might wish to address.

Michaelian (Michaelian, 2010) surveys psychological literature on the detection of
deceit and draws a pessimistic conclusion about our ability to detect problems with
testimony which apply to both of Croce's models. If justified reliance is predicated on
effective monitoring for defeaters like deception, we are not up to the task in most of the

situations where we depend on testimony. On the reductionist model, where we seek
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positive reasons to trust in advance of forming credence, those reasons are themselves
subject to defeaters such as deception, which thus must be detected. As a result, by way
of Michaelian's results we should agree that such procedures are not much better than
blind trust if are we are so poor at monitoring. Similar problems arise relating to
cognitive biases (Hannon, 2021), and manipulation, of the sorts described in Chapters 1
and 2. If we are poorly equipped to detect defeating conditions, merely being in a

position to do so can't do much lifting in an account of justification.

Michaelian observes a gap between what we could possibly know at a given point in
time when encountering testimony and what we would need to know to acquire
justification, and argues we should think of the relevant epistemic properties as modal -
we acquire the information from the community and context over time, and the epistemic
status of the belief varies in step. We can then contain pessimism about testimony
because if the credence-subvening properties are modal, determinations of generated
justified belief are not settled at the moment of transmission. Like credence, it extends
over time as exposure to sources of defeaters is increased, "... if the speaker were to have
been dishonest, then the subject would have received other evidence indicating
dishonesty (physical evidence, third-party information, etc.)" (Michaelian, 2010, p. 423).
This approach entails an environmental dependence in the same way the Croce's does.
We need reliable and extended access to relevant information about the speaker, the
domain, and the assertion to correct for our own limitations. A cooperative epistemic

environment furnishes the information we require to reliably conduct such monitoring,
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and to benefit from divisions of labour and the communication of meta-evidence. On
whichever account of safety or anti-luck principles we prefer, to secure such we need to

reliably bridge our representation of the context to relevant truths about it.

I'll further elaborate this conception of environmental dependency by considering the
epistemology of anonymous assertions. When we encounter testimony that we cannot
attribute to an identifiable speaker, Goldberg (Goldberg, 2013) argues we have a
diminished entitlement to justification. We ordinarily think that to assert something
involves adherence to some norm, perhaps knowledge, or authority, or similar. One ought
not assert that P if one does not know that P, and one is entitled to expect such norm-
adherence from others who assert. Goldberg argues that however we construe norms of
assertion (a matter of disagreement in epistemology literature), that these exist in turn
generates a problem the hearer must solve, "...either the speaker has the relevant
epistemic authority or else the assertion was unwarranted." (ibid. p. 129). As Goldberg
sees matters, two kinds of interactions are involved in resolving this. The first are on the
side of the audience, that it must possess "counterfactual sensitivity" to defeaters. This

requires four classes of information -

1) information regarding the speaker;
2) information regarding the act of communication (or assertion) itself;
3) information regarding the content of the communicated message; and

4) information regarding the context of the communication. (ibid. p. 145)
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The second kind of interaction centres on the speaker and is grounded in the mutual
expectations between speaker and hearer. The speaker is aware that the audience is
actively seeking these four kinds of information in the course of evaluating testimony.
They appreciate that they might be questioned, that their delivery is being scrutinized,
that the audience may contain experts, and so forth. Additionally, they are aware of
mechanisms of what Goldberg terms "policing". Goldberg's use of this term can be traced
back to earlier work on complex chains of testimony, where justification for beliefs based
on such chains depends in part on the reliability of the processes that maintain their
fidelity. One such process is that of “remote monitoring and policing”’(Goldberg, 2011, p.
118), in which external (and usually asynchronous) intermediaries in testimonial
exchanges play crucial roles in guaranteeing the integrity of the transmission and the
reliability of the knowledge generated. If we think of some epistemic process as
involving various distinct communities, and specialist and public communication
channels transmitting information between them, we rely on the epistemic processes
internal to each of these, and our own community's ability to detect when these processes
fail. Such policing is part of a "system of very extensive social relations" (ibid. p.119).
Sanctions include diminished trust, loss of status and opportunity, moral disapproval,

alongside and more formal sanctions related to professional roles, regulation, and law.

Goldberg argues that two agents, with identical knowledge, receiving identical

testimony, acquire differing justification for belief if one receives the testimony
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anonymously. The difference is not one of content in the testimony, nor of competency of
any kind in the hearer. The problem Goldberg diagnoses is that there are mechanisms for
enforcing assertoric responsibility that are absent in the anonymous case, and that both
the speaker and the hearer are aware of this. This fits nicely with Michaelian's modal
view of credence - that it unfolds over time in the presence of various social monitoring
processes - including Goldberg's policing practices. Speakers are aware that their
assertions will be subject to this, and are thus aware that any credence their assertions
might generate will be modulated by such processes - and understand they will do well to
produce assertions in a manner most likely to interface well with these. The problem we
face in all testimonial contexts is that we must close the gap between "... what an
audience is entitled to believe on observing an assertion, to an audience’s being entitled
to believe (being justified in believing) what was asserted" (Goldberg, 2013, p. 140). We
receive information that justifies a variety of possible beliefs, but these are not
necessarily identical in content to that which is asserted by the speaker, nor what we are

justified to believe.

In BYSTANDER, a weak instance of anonymous assertion, we know little, but not
nothing about the speaker. We can observe their manner of delivery, apparent confidence,
and other contextual clues about their reliability. Even taking into consideration
Michaelian's arguments, these furnish some information relevant to the evaluation of
their testimony. Goldberg argues that the mutual expectations between speaker and

hearer include awareness of policing practices that generates incentives for speakers to
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adhere to the norms of assertion, which might even be onerous, or practically or
psychologically inconvenient. The speaker will be aware when "...asserting in a context
involving few or no mechanisms available for the encouragement (or enforcement) of
assertoric responsibility" (Goldberg, 2013, p. 148), might thus fail to summon the
necessary resources and discipline to adhere to the norm, and audiences should be
responsive to this likelihood - and maintain the gap between what is asserted and what is
believed. The problem here is that the speaker knows they are anonymous, and might be

less epistemically virtuous.

Ivy (Ivy, 2021) rejects both aspects of Goldberg's view. Firstly, that speaker-side
interactions in Goldberg's view involve an implausible "punitive model of assertoric
practice." (ibid. p. 466). Secondly, that the audiences to anonymous assertion actually
possess sufficient contextual information to afford appropriate counterfactual sensitivity.

I will discuss these in turn, as the motivation argument and the context argument.

First the motivation argument. Ivy argues that we should understand Goldberg's
account of policing argument as punitive, and as implying a claim about motivation - that
absent accountability mechanisms, speakers lack motivation to adhere to norms of
assertion. It is only because of these that speakers are generally honest, and thus generally

believable.
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Ivy denies the motivational claim on the grounds that it underdetermines observed
behaviours. People are often honest even when not exposed to punitive correction. This is
certainly true, but unless one wishes to argue that the mechanisms of policing are thus
redundant, it's not clear that it speaks to Goldberg's interest in policing generally - as a
way of maintaining an information environment in which we can rely on heuristics to
help us form true beliefs without having to verify. However, even granting this argument,
it's not clear to what extent accuracy depends on motivation. Even if we intend to be
inaccurate on some point, the pragmatic requirements of the communicative exchange
will require accuracy on many points if the desired perlocutionary effect it to be
achieved. The amount of required collateral accuracy will depend on the context - I'll
need to say a lot more accurate things to convince a job interviewer of some falsehood
about my skills than they will to tell me something false about the job. Communicative
interactions are often deliberately constructed to weigh these pragmatic considerations
against predicted motivational deficits. On this view, telling the truth is not merely a
matter of motivation. We are constrained by language, by available information, by
shared understandings, and the constraints of the world around us such as it pushes back

against our efforts.

If motivation is less efficacious than the contextual elements that demand that much of
what is communicated be scaffolded on accurate content, then we can downgrade the
expected impact of motivation (no matter what we might think of the punitive view). The

problem with anonymity is that the audience must do more work if the context doesn't
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generate pragmatic constraints on inaccuracy. For Goldberg, the loss of incentive on the
speaker to be certain creates increased burden on the audience to close the gap, one which
might be unsurmountable. This is a general problem for the transmission of knowledge,
not a special one for anonymous testimony, that in the absence of appropriate incentives
we must adjust the division of epistemic labour. An anonymous press generates similar
burdens as an unregulated one which directly impacts how much information we can get
from it, and what kind of beliefs are justified by its content. Goldberg's point is that
accountability mechanisms assure us this work has been done so we don't have to do it
ourselves, but I don't think this view requires that the accountability be implemented in

ways that attach directly to the speaker.

Moving then to the context argument - knowing facts grounded in the identity of the
person making an assertion are valuable as an effective means for acquiring necessary
contextual knowledge. Goldberg argues, "...publicness is central to assertion’s playing the
knowledge- and information-spreading role that in fact it plays"(Goldberg, 2013, p. 146),
but knowing exactly whom is asserting is not central to the four classes of contextual
information identified earlier. Consider an example I'll call ONLINE from Goldberg's
article, where one encounters some piece of information online, from an author one does
not know, and a site one as not familiar with, a case where "...you don’t know who wrote
this, you have no idea whether this site is monitored (and if so by whom), and so forth"
(ibid p.148). If the proposition one encounters was made-up, and if this was on a matter

on which we lack authority and thus have increased epistemic dependence, then Goldberg
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concludes that "..counterfactual sensitivity is seriously diminished" (ibid.). It seems to me
this diminishment is the result of an informational deficit that could be corrected while
maintaining anonymity of the asserter - even if inconvenient and inefficient. I labour on
this point because I want to highlight the extent to which we need these other channels
anyways - on reductionist or anti-reductionist pictures of testimony we need to acquire
meta-evidence. And for just the kinds of reasons that Goldberg's ONLINE limits our
ability to be sensitive to defeaters, other features of testimonial context may as well. In
the next section, I'll argue that the problem of forming appropriate credence in examples
like ONLINE isn't because the statement is anonymous, or because it lacks context. It

does, but because of features of the specific online system it is made in.

3.4 Trust and epistemic environmental dependence

In the previous section I argued that there is less distance between Goldberg and Ivy's
argument than appears. But there is more substantive underlying disagreement - Ivy is
optimistic about the informational richness of online anonymous context, where
Goldberg is pessimistic. Both specifically draw attention to the unique affordances of
online communication because this is where we most frequently encounter examples of
anonymous speech. Ivy describes some highly anonymized online testimonial exchanges
and argues that we are entitled to believe the propositions expressed, because the
testimonial context is sufficiently rich (on either reductionist or anti-reductionist
accounts) to be counterfactually sensitive to defeaters. Consider Ivy's example GLASS,

within an information system that displays short textual messages originating from
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devices that signal they are geographically proximal to the reader, with only the date,
location, and self-selected username displayed. There are no affordances described for
the verification of location, or the production of meta-evidence (such as how many times
it was viewed, or interacted with, or rated as favourable in some way). As Ivy describes
it, GLASS is anonymous and does not involve a matter where might have expertise or
background knowledge, just expressing that "...Woah, someone busted the glass to the

side door of Maybank Hall" (Ivy, 2021).

Note Goldberg's gap - we know someone has asserted that the door is broken, we don't
know if the glass is broken. Ivy argues we can assess internal consistency, which I take to
mean that we would not so easily believe that the door had been replaced with cheese,
and that we have some minimal sensitivity to defeaters, "...the grammar is fine, it doesn't
seem intemperate, and doesn't flout norms like using all capitals" (ibid. p. 473). On Ivy's
anti-reductionist picture, we are warranted to believe the proposition. I think this
assessment is missing critical contextual dependencies. There's no reason to suppose that
well-formed language should be construed as a credibility signal without further
contextual knowledge. Automated systems using large language models like GPT easily
produce this unaided, and can replace or augment human input to such a standard, and in
many cases individuals whom we would easily judge to really have epistemic authority
deliberately adopt a personal style that varies from grammatical norms. Sometimes
idiosyncratic style is a tell that the author is a human. At various times and places online

different styles of language usage have been good indicators of credibility. Before
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ubiquitous autocorrect, it took effort and knowledge to maintain a formal style. As anti-
spam technology has evolved, the kinds of constructs that would evade it changed,
likewise, as the requirements of search engine optimization and the economies of scale
around content generation have shifted, causing the in-content signals of quality
information to likewise change. On the anti-reductionist score - Ivy gives little in the way
of argument that speak to the worries about gullibility, nor the impact of broader context,
such as knowledge about whether Maybank Hall has a side door, whether the app is
known to be deficient at verifying locations, and so forth. Warrant rests on a positive take
on the motivation argument - that in general people say things that are true, and that we
are generally warranted to accept things until we have reasons to doubt. On the
reductionist account, [vy again urges that the testimonial context is rich enough to furnish
information for credibility assessment - which I claim is the central question that needs

detailed empirical exploration.

Stepping back a little, the significance of testimony being encountered online and the
significance of it being anonymous run together in both articles. For Ivy, online
testimony is taken to be heterogeneous in the same ways as offline testimony - one is
equally likely to encounter bad motives, bad actors, and such, but they will be as rare as
an instance of BYSTANDER where the pedestrian deliberately misleads us, in part
because of Ivy's motivation argument, and in part because this conforms with Ivy's
observations. Goldberg shifts emphasis to affordance - that there is an epistemic cost "...

associated with the privacy or secrecy that the online world affords us."(Goldberg, 2013,
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p. 136). Ivy takes issue with the implication that secrecy is a problem for speaker
motivation and argues that they are motivated to be accurate no matter the likelihood they

can be held personally to account.

However, I think neither gives proper consideration to the extent to which online
environments make much more than the speaker's identity secret. We often don't know
which people, or algorithms, moderate content, or by which rules. We don't know if we
each see the same content, in the same way. We don't know if most of the apparent
individuals are humans, or bots, or fake accounts operated by the owners to mimic scale,
or by users for some distal purpose. We don't know how reliable whatever interfaces that
provide meta-evidence are - maybe "like" counts are faked, or operate with a lag, or are
deliberately noisy. Are reviews real, are verification marks authentic, do some posts
receive boosted distribution for hidden reasons? We don't know if we have wandered into
some ecosystem niche with customs of collusive humour, or deception that we would not
otherwise appreciate. Are most speech acts sincere, or do they involve ulterior motives
that are not obvious? For example, the social streaming video platform Twitch gamifies
engagement metrics and affords very granular segmentation of audiences, such that a
streamer's content might be produced with the primary intention of increasing viewership
from highly specific audience demographics. The risk that we don't understand the
speaker, anonymous or not, tracks our appreciation of the speech context, which in turn
depends on the available affordances and signs, their reliability, and our literacy with

them. These mundane risks overlap with the more dangerous ones introduced in Chapter
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1, where these same opacities create opportunities for hostile interference with our

interactions in information systems.

Ivy's optimism thus strikes me as plausible only when relativized to the environment
in which testimony is encountered. It's true that, as Ivy says, citing (Kenyon, 2013), that
we need rich informational contexts, and that we do our best to construct and represent
them and tend to accumulate a kind of folk wisdom (which I discuss as 'evidential
grammars' in Chapter 5) about them. That we normally have these supports Ivy's
motivation argument - in most circumstances we have a sense of the motivations at play,
and most of them are epistemically good or at least benign. But to have grounds stronger
than hope, we need to know something about why the other agents we encounter are
present, what their interests are, what incentives and selection pressures exist, and so
forth. This dispute about the epistemology of anonymous assertions highlights our
reliance on context, and questions about how little we can get away with. But this is
embedded in a broader problem - that of the context-signalling adequacy of the
environment - the extent to which the environment in which we encounter testimony
discloses enough of the right kind of information with sufficient reliability to generate
justification to believe. This is especially important where the ease of acceptance

significantly outweighs the labour required to establish context.

The problem of anonymous assertion and the problem of online assertion run together

not because online environments contain so many anonymous assertions, and not because
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there are no policing and accountability mechanisms, but because online environments
tend to give limited access to meta-evidence, and because they introduce and conceal
novel motivations for speech. The information channels we rely on are intermediated by
interlocutors who may be pursuing agendas we don't understand or perceive. They may
be designed for ends that conflict with epistemic values. This spills over into the real
world - increasingly people we interact with are acting with information and motivations
they have acquired online. For example, anti-vaccination organizations often deliberately
launch legal actions for entirely distal reasons, not expecting success but desiring
documents entered into the public record so that these can be re-deployed in online public
relations efforts. Our appreciation of the people, motivations, and incentives present in
our interactions are increasingly destabilized by digitization because every newly
digitized interaction creates scope for unseen intermediation that requires context-
savviness we may not be positioned to wield. Unlike BYSTANDER, and JOHNSON
ROD, where we have stable appreciation of the context that we can rely on without
systematic verification, digital information spaces always afford unexpected
intermediations and novel features that they may not disclose in ways that are adequate to
our epistemic reliance. We suppose no one is speaking through an earpiece to
BYSTANDER, offering them a dollar if they route us past Starbucks. Such a supposition

is unwarranted online, and much harder to rule out.

It would be implausible to suppose that every encounter with testimony generates a

genuine epistemic dependency to the information environment, especially if the existence
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of a dependency generates norms in both directions. The moral I draw from of our
dependence on testimony is, firstly, the extent to which we cannot individually generate
justification for belief. Our general dependence is mandatory, even if we might think that
in some specific circumstances we can verify on our own. On both reductionist and anti-
reductionist accounts, we engage dependencies easily. But not every engagement
generates norms on the transmission side. Clearly some do - our dependence on
instruments generates entitlements attached to the conduct of those involved in their
manufacture, as does consultation with domain experts. I have a more general entitlement
in an example like BYSTANDER that I am not maliciously mislead, and that the
knowledge-norm of assertion is followed. I propose to draw the line at the boundary
between reliance and trust - that the corollary of the strength condition for paternalism is
a trust condition on dependence. Environmental dependencies emerge when we must
bracket significant features of the testimonial context and assume that we understand
their functioning and that they function properly - where we shift to Nguyen's
unquestioning attitude towards features of the context that have substantial justificatory

import.

For instance, even in those cases where we deliberately withhold this trust, where we
might think, I don't trust this website, we yet trust that we are actually receiving content
from that website. Domain names expire and are maliciously repurposed, bitsquatters
exploit rare but reliable hardware errors and register domain names associated with the

malformed version of genuine ones, editorial accounts are hacked, and so on. We have a
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limited notion of distrust we can practically engage, and we must know more than we
typically do to deploy it optimally - most of the time we trust almost all the details of our
information intermediaries. Perhaps the ads we see on a webpage form part of our
assessment of credibility, but perhaps we are interacting with a web platform that selects
advertisements on our own browsing history, not the content we are viewing. That we
understand this would be central to the assessments we might make, consciously or not,

of the context of the content we encounter within it.

Earlier in section 1 I introduced a distinction between trust in agents and trust in
objects and argued that what holds these together as genuine instances of trust is the
combination of vulnerable reliance and expectation. In the case of the agent, we hope that
they will make decisions in line with our trust, even if there emerge good reasons, even
coercion, to do otherwise. In the case of objects, we hope that our decision to depend on
them was well-grounded in an accurate appreciation of their properties, and an accurate

forecast of how they will behave over time as we use them.

A dependence involves trust in an agent when we must rely on them, where we cannot
substitute, and where a breakdown harms us - "trusting can be betrayed, or at least let
down, and not just disappointed" (Baier, 1986, p. 265). I am disappointed to learn in
GLASS that the door wasn't broken, perhaps I relied on the assertion as evidence for
some belief, but it is not plausible that a trust has been broken. Who did I trust? But if I

learn that the assertion wasn't made by any person, but was generated automatically,
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tailored just to me, because the app was geolocating me and attempting re-route my walk
back to campus past a business that was paying to increase foot traffic, I am let down. I
trusted the affordances of the environment in which I received the testimony to provide
me with contextual information to help me form appropriate credence because I must, in

order to use it at all.

Sometimes trust extends to how objects are designed and maintained, and the people
involved in these practices. This is an example of "proxy trust" (P. R. Lewis & Marsh,
2022) where one "...may find the artefact more trustworthy because I trust others who
were involved in its journey to this current situation..." (ibid. p. 43). These agents are
largely anonymous to us, and if asked why we trust them, one answer we might give is
that we trust other, further anonymous agents, to have done something about it if they

weren't trustworthy.

This concept of proxy trust helps illustrates a distinction along another dimension that
can be made, between trust as a first-order relation between agents, and trust in a specific
relationship between agents (Bellotti & Moriconi, 2020). We might take no position on
some person's trustworthiness as a friend but feel secure trusting their professional work
in some domain - engaging in a limited proxy trust to participate in some activity. In the
case of testimony, we often adopt proxy trust in intermediaries as parts of sociotechnical
systems or assemblages, where the intermediary involves ongoing interactions between

human and non-human actors. When we visit Wikipedia, we delegate trust to editors and
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authors, and the sources they use, but also to network layers that may or may not be
altering content, and so forth. We engage here a variety of proxy trusts to intermediary

agents and artifacts.

This proxy intermediary trust is complex, distributed, and difficult both practically and
empirically to verify. Returning to Ivy's example, we trusted the sociotechnical system
and the representations made about it, and we were let down by those with operative
control of those representations and those responsible for the deviant functioning.
Twitter's policy changes surrounding a symbol used to denote verified accounts in early
2023 opened a gap that, months later had yet to close, between those operating with a
now outdated understanding of how it relates to the testimony they encounter, and those
that understand the policy change and adjust the evidential value they attach to its
presence accordingly. On learning this, one's first-order credence must be adjusted,
regarding items of testimony one may have mis-evaluated, but also a set of higher-order
credences must be downregulated as well, since one now possesses evidence that one's
heuristics used to evaluate evidence found in the platform may become invalid without
warning. One's proxy trust in Twitter as an intermediary in the relationships we have with
sources of evidence has been broken. Higher-order dependencies I have to these context-
furnishing properties of the environment are not direct to some specific operator or
affordance, but instead they are what Goldberg (Goldberg, 2011) calls "diffuse".
Goldberg uses the term to handle cases where we find defeaters in properties of the

community, like in VILLAGER, where it is some fact about the environment in which
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one receives testimony, not the testifier, that defeats justification. We had a diffuse
dependence on the sociotechnical systems that produced Twitter's verification mark, and

that dependence became unwarranted.

I'll conclude by returning to Lackey's environmental condition and reformulating it in
light of the considerations I've raised. Recall, Lackey's condition is that "...the
environment in which B receives A's testimony that p is suitable for the reception of
reliable testimony". (Lackey, 2003, p. 716) This is supposed to block cases with the
structure of VILLAGE and BARN. Both examples are self-consciously implausible -
they are things that could happen, but that we don't take to be persistent issues that we
actively guard against while going about our epistemic business. But I take this to be an
accidental property of stable social and epistemic contexts, one that is actually up for
grabs in many digital information systems, many of which have built-in tendencies to
produce VILLAGE and BARN cases, which I'll discuss in the next chapters. Our
dependence on a suitable environment for testimony is kind of diffuse proxy intermediary
trust on the safety-relevant and context furnishing properties of the epistemic

environment that justify the beliefs we form based on the information we find within it.

I began this chapter with the goal of articulating a conception of epistemic dependence
on the health of the information environment that could help to make sense of the idea I
introduced at the end of the second chapter, that we have a kind of public interest in the

information environment. Getting clear about the nature of this interest affords a
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perspective from which we can critique and improve conceptions of cognitive security
premised on the improvement or protection of the information environment. In the next
chapter I'll consider the problem of identifying properties of the information environment
that underly this dependence and explore the ways we can assess and monitor an
environment for their presence. I'll argue that, just as with our ecological
interdependencies, this generates presumptive ethical concern for the environments we
depend on. These are candidates for public goods that can orient cognitive security

policies and strategies.
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Chapter 4 - Epistemic and Ecological Community

In the previous chapter I described environmental epistemic dependence and
developed a conception of this as a kind of proxy intermediary trust. The object of this
trust is the epistemic or information environment - the broader constellation of artifacts
and agents that directly and indirectly furnishes and provides context for evidence we
encounter, and shapes how we understand these encounters. Because we cannot
constantly monitor and verify for all possible failure modes, we non-optionally adopt an
attitude of trust toward it in general, even when we withhold it to specific aspects or at

specific times. It is the medium of testimony.

This distinguishes it from the trust we might engage with respect to specific sources of
testimony and evidence. The built information environment is our interface to what (Levy
& Alfano, 2020) call "cumulative culture", the collective knowledge members of a group
can practically wield, but which is not the result of the epistemic agency of any one
individual. To obtain knowledge from cumulative culture, we must be able to reliably
assess the group, members, and practices, in just the kinds of ways I describe at the end
of Chapter 3 are required to assess anonymous testimony. If we lose track of who is
credible, what is important, which proxy signals have significance, we can't acquire this
knowledge even when available. We rely on the stability of the epistemic environmental

conditions to maintain the utility and safety of our practices and heuristics.
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In this chapter, I want to develop a conceptual framework that affords a shift from the
identification of unwanted content in the epistemic environment to the processes we
would assess as causally primary, but also as vicious in an epistemic sense. I argue that
an ecological metaphor not only offers a perspicuous vocabulary to describe this, but also
a useful theoretical and methodological resource. It is no accident that the term
"epistemic pollution" has been used to describe phenomena like misinformation, and I

propose to take the term seriously.

I extend Leopold's argument (Leopold, 1933, 1943, 1949) that ecological
interdependency generates ethical responsibility and argue that epistemic environmental
dependence likewise generates a presumptive epistemic ecological value, that properties
of epistemic systems that maintain environmental dependencies deserve consideration as
a public good. Perhaps this means that the owners and maintainers of digital media
systems have positive epistemic duties, but that is a matter for another project. Here, I
just wish to posit this as a constraint on cognitive security interventions, as a kind of
ecological value that could be pursued that is a bona fide public epistemic good, and thus,

an appropriate subject for state-backed protection.

Here is where this chapter fits within the overall argument I am developing. In the first
chapter I described the epistemic challenges of information warfare and defense, and in
the second I advocated a conception of stewardship that could describe and provide

justificatory conditions for the kinds of interventions that some kinds of cognitive
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security defense entail. Central to this is the dual requirement that a real public epistemic
good be the target of protection or improvement, and that we have grounds to believe the
intervention really will be effective. The first part of this requirement is addressed in the
third chapter which describes a concept of epistemic dependence on the information
environment that I think is a good candidate for just this kind of genuine public epistemic
good. This chapter deals with the second and explores what kinds of actions could count
as the protection of this environmental dependence, by conceptualizing it as involving the

health of the information environment.

4.1 Knowledge at scale

Disagreement between epistemological internalists and externalists, in the view of
Dretske (Dretske, 1991), can be understood as manifesting a deeper disagreement
between a top-down and a bottom-up conception of what it is to have knowledge. For the
externalist, having knowledge is a matter of reliable tracking between beliefs and their
objects. My cat's knowledge of where the treats are, or its belief that I am about to enter
the house because it heard a garage door, counts as knowledge, even though it doesn't
know much about the justificatory strength of its strategies, no more than it knows that
the sound of the garage door is the sound of a garage door. In Chapter 3 I discussed
Nguyen's conception of trust in artifacts as an unthinking attitude (Nguyen, 2022), which
nicely captures the way we often, deliberately or otherwise, ignore a range of possible

and esoteric defeaters to the value of such signals. The view is externalist just because all
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that is required is the right kinds of connections to the objects of belief, and bottom-up
because of its liberalism, allowing that a wide variety of human and non-human animal

beliefs count as knowledge.

For the internalist, knowledge requires something extra, not just the delivery of
reliable beliefs (however tested and true), and that something is delivered by the
cognitive achievement of the agent. Both my cat and I have true beliefs about where the
treats are, but my cat lacks the additional ingredient of meta-knowledge and is "... unable
to discern the difference between correct information and misinformation or even
understand the distinction between truth and deception" (Lehrer 1988, quoted in (Dretske,
1991, p. 23)). Whatever knowledge is, the hallmark is to be found in example of well-
secured, justified knowledge, such as scientific practice, which carefully and

systematically accounts for knowledge-breaking conditions.

Put this way, the internalist's argument is pessimistic. It takes a lot to have knowledge,
frequently we don't have it, dangers lurk everywhere. Dretske counters with optimism,
and argues that my cat and I are in fact quite similarly positioned in terms of our access,
and lack of access, to suitable meta-knowledge, in order to pressure the top-down account
to adopt a more relaxed and plausible standard for what counts as knowledge. We all
depend on heuristics, proxies, and other kinds of vulnerable connections to the objects of
our beliefs, and the best we can do is monitor them for reliability. There is nothing more

that could be delivered to satisfy the internalist. I trust my eyes, my cat trusts the sound of
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the garage door, an engineer trusts a gauge (that perhaps turns out to be malfunctioning),
we trust what we read in a newspaper. We can bracket some, but not all, of the
dependencies we engage. As Dretske sees things, there's nothing inherently special about
any of the instruments and externalities we engage, nothing that could identify some

subset as "internalist-safe".

I now want to cast doubt on both attitudes. For reasons that should be familiar from
the previous chapters, I'm skeptical that any of us can wield adequate, let alone
sophisticated, risk mitigation strategies without engaging in further trusts and
dependencies that raise the very same challenges. The pessimistic account demands too
much. Hannnon (Hannon, 2021) even worries that we can't rely on any of our mental
states, raising a skeptical argument grounded in the unreliability of our own cognition,
that "... one of the main lessons from the literature on human psychology is that we
should not trust ourselves as inquirers" (Hannon, 2021, p. 187). But I'm also skeptical
that we should suppose that reliance will naturally be attenuated when trust is
undeserved. The kinds of feedback loops, their extendedness in time, and the malleability
of our appreciation of success and error conditions, all complicate this picture, especially
for social and political domains of discourse of the sort that frequently populates
contested information environments. Another way to put the top-down position is that
some belief-formation mechanisms are riskier and the bottom-up approach stamps beliefs
with the seal of knowledge too cheaply. Thus, a chief virtue of the top-down view is that

at least the sophisticated epistemic agent possesses a keen sense of the risks. Dretske
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thinks no such sophistication is required, risks realized as failures are converted to

mistrust and reduced reliance.

I think there is an even deeper foundation to the disagreement Dretske describes. In
the top-down conception, false beliefs die individual deaths in the light of epistemic
scrutiny. One imagines putting each item of putative knowledge under the microscope,
and passing or failing the belief on the strength of scrutiny of the evidence and degree of
safety. Beliefs are like weather, either it is raining, or it is not. On the bottom-up
conception, beliefs are like climate. The case is decided more systemically, over time.
Borrowing Nugyen's example of a climber's trust in rope, my reliance on this rope might
end the moment it frays, but my trust in rope generally is sustained unless I come to
appreciate some general problem with its manufacture or my understanding of its
properties and suitability to my use. The first time my cat hears the garage door sound,
without my appearing and offering treats, is not the end of its reliable belief, even if in

fact it ought to be, for some possibly tragic reason unavailable to my cat.

The bottom-up conception is concerned with beliefs, and believers, at scale. It
describes much of our everyday epistemic behaviour, which involves the development
and management of a repertoire of epistemic strategies, heuristics, and external
dependencies. But this adds strength to Leher's worry about misinformation, as the
bottom-up view entails expanded and systemic exposure to this risk, since changes in

rates of its production and prevalence will upset these strategies. Such changes are, in the
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view I develop in this chapter, a central threat to the reliability of our social belief-

forming mechanisms.

But in light of the conception of environmental epistemic dependence I developed in
Chapter 3, even within the more constrained realm of knowledge of the top-down
conception, it's practically implausible that we could detect and filter misinformation, just
because there are too many possible kinds and sources, a broad range of unexpected
defeaters and faulty signals, like the examples of BARN, or THERMOMETER in
Chapter 3. Perhaps in some case of the top-down sort, we really can let our hypotheses
die in our stead, but we are sometimes committed to die with our hypotheses. Male jewel
beetles locate mates by identifying glossy, dimpled, and brown surfaces, using a
perceptual strategy that is easily confused by discarded beer bottles, which nearly caused
extinction of the species (Gwynne & Rentz, 1983). One feels a certain forlorn sympathy
for this uncorrectable error, like the hedgehog in Derrida's (Derrida, 1991, p. 221) essay
"Che cos'¢ la poesie", which engages its fear response, curling into a ball, sensing danger
in the middle of a busy highway, as though, as Schlegel used the same metaphor, it could
be "... entirely isolated from the surrounding world and be complete in itself"(Schlegel,
1798, p. 45). The same sort of disconcerting and disconsolate feeling one has upon
discovering a friend consumes news exclusively from propaganda channels leaving one

without even a starting point for conversation.
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Recalling the notion of epistemic safety discussed in Chapter 3, where a belief is safe
only if it generated by a process that would yield the belief that P only when P is the case,
in such cases a novel environmental condition undermines previously safe engagement of
an epistemic strategy. How do we cope with this if we are skeptical that we are
individually equipped to manage and monitor on our own? On the bottom-up view, we
are with the beetles and hedgehogs, and a great many of us will have to discover the
danger, and experiment and adapt, maybe blindly and haphazardly, and maybe
unsuccessfully. Success or failure here is a property of groups, communities, societies. It
was believed for centuries that lead acetate syrup was the correct way to sweeten and
preserve wine, a practice that contributed to the decline of the Roman empire, and

continued well into the 17th century (Lessler, 1988) at great human cost.

I want to shift emphasis from individual cases of evidence and justification here and
instead consider how we deal with these dangers as social creatures, in social systems,
with engineered and ad hoc epistemic processes and practices. Perhaps a social
epistemology of this broad conception of misinformation should embrace an ecological
metaphor and examine the phenomena as a kind of pollution. This conception is
suggested by (Sterelny, 2003, 2006), (Taraborelli, 2008) and mentioned in
epistemological contexts by (Carter, 2020), and (Novaes & De Ridder, 2021). Kahan
(Kahan, 2017) uses the concept in the context of expert communication environments.
More extended epistemological use of the idea can be found in (Ryan, 2018), but

especially (Levy, 2018, 2022). Levy engages at length with the idea of misleading claims
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and signals of expertise as a kind of epistemic pollution. This erodes the reliability of
markers of expertise, creating a cascading loss of environmental reliability. Ryan uses the
idea to inform a remediation strategy modelled on the idea of polluter registries. Ryan
and Levy's use of the concept in particular suggests that the concept of epistemic
pollution can be more than just an evocative phrase to describe undesirable epistemic
conditions, but to date the metaphor remains relatively unexplored, which is the task of

the next section.

4.2 Ecological and epistemic pollution

Two aspects of the pollution metaphor deserve attention. Firstly, that the metaphysics
of pollution involve thresholds and relations, not intrinsic properties. To use the term just
to suggest that we should filter, flag, or remove epistemic pollutants risks overlooking
this and treating epistemic pollution as self-disclosing. Secondly, the normative core of
the concept, where designation of some item or process as polluting entails an implicit
claim about the desired state of a system. Here I will examine the pollution metaphor in
detail, to show connections between environmental epistemic dependence and the
category of characteristically ecological harms that pollution belongs to, so that in the
next section I can develop an ethical and evaluative approach to the identification of
environmental pollution that is applicable to thinking about responses to epistemic

pollution.

151



Flowering plants have visual and olfactory properties whose primary function is "...to
effect sexual reproduction by attracting and manipulating pollinator behavior"(Raguso,
2008). Honeybees in turn depend on this manipulation, relying on odours to locate
flowering plants, and have an advanced capacity to distinguish and memorize these
odours. Researchers investigating the decline in honeybee populations have raised
concerns that pollution from nitrogen oxides in diesel exhaust, even in relatively small
quantities, are especially disruptive to the chemical blend of floral odours and
significantly impair this detection capacity (Lusebrink et al., 2015). Bees can't find the

flowers, and both flower and bee populations decline.

The concept of ecological pollution has a descriptive and an evaluative element.
Descriptively, it denotes an abnormal condition with a novel causal genesis where
novelty is usually cashed out in terms of human action. One definition in the context of
environmental regulation is that pollution is just "the presence of matter or energy in an
unusual or unintended place" (Yapp, 1972, p. 77). On the descriptive front, diesel exhaust
is a pollutant just because it wouldn't exist if humans had not desired to operate diesel
engines. Nutrient pollution that causes algae blooms is pollution because the nutrient

concentration would be lower if not for human agricultural activity.

The evaluative component is more complex. Russell (Russell, 1974), and Springer

(Springer, 1977) analyze a variety of senses of the term as it is found in discourse around

environmental policy and law. These new applications of a term dating back to the 1400s
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(the first documented use to refer to pollution of an ecosystem was in 1894), in regulatory
contexts demanded that the implicit negative evaluative content of the word be made
precise. In one early use of the term in this context, the 1909 Boundary Waters Treaty
refers to pollution as a kind of property damage and requires that waters not be
"...polluted on either side to the injury of health or property " (Knox, 2008, p. 2). Other
expressions attempt to articulate the extent to which a key conceptual ingredient is harm,
to human interests, or even to the environment itself, "unfavourable alteration of the
marine environment" (NOAA, 1974), the "grave and imminent danger to coastlines"
(IMO 1969). The 1961 Geneva Conference of the Council of Europe adopted this
definition of water pollution, that "... it is altered in composition or condition, directly or
indirectly, as a result of the activities of man, so that it is less suitable for any or all of the
purposes for which it would be suitable in its natural state. (cited by (Russell, 1974, p.
177). The 1967 Outer Space Treaty, contemplating the risk of bringing extraterrestrial
material back to Earth, defines pollution just as anything that risks causing "adverse

changes in the environment" (cited by (Springer, 1977, p. 542).

We cannot get far with the concept in this form without taking a normative stance on
what should count as adverse, as a danger, as being less suitable for normal purposes.
Writing about the application of the harm principal to pollution control legislation,
Feinberg (Feinberg, 1984) probes at the problem of thresholds at which some destructive
action harms a common good in a way that warrants coercive state interference.

Observing that, "... most of the actions and practices that are thought to be against the
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public interest are such that their single occurrence causes little or no public harm" (ibid.
p. 26), Feinberg describes pollution as an accumulative harm, and argues that as such,
individual accountability mechanisms apply poorly. If other polluters have raised the
amount of pollution to just below the harmful threshold, no special punishment is
warranted for whomever drives the truck that generates the emissions that finally exceed
the threshold. Entertaining the idea that we might instead focus on the most substantive
polluter, not the one that crosses the threshold, Feinberg takes pains to show how
different responsibility for public accumulative harm is compared to responsibility for
individual criminal harms. After all, below the threshold, there was no harm at all.
Feinberg concludes that to be wrongful, "... a contribution toward public accumulative
harm must be a violation of an authoritative scheme of allocative priorities already in
force". (ibid. p. 31) This is to say, we must have arrived, via some mechanism of
evidence-informed governance, at a policy that makes explicit what dangers are
considered, at what accumulations they are risked, how much risk we will undertake, and

how behaviour should be governed accordingly.

In the context of the biosphere, we formulate these by integrating ecological,
biological, political, economic, and ethical considerations. For example, the Montreal
protocol to protect the ozone layer, adopted in 1987, is widely considered to be a
successful intervention to safeguard an ecological public good. Among the reasons for its
success is the extent to which is it highly nuanced, targeting supply as well as demand,

and implemented in way that is sensitive to local context, and with varying requirements
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for more and less developed economies, and respect for the unequal burdens of
compliance. It did not just outlaw all chlorofluorocarbon emissions - instead it engaged
with the complex of interests involved in production and emission. Motivating this
enormous effort was an empirically informed assessment of chlorofluorocarbons as
pollutants, including the thresholds at which reactions with the ozone layer threaten
ecological reliance on the normal level of ultraviolet radiation that the ozone layer
maintains. Intervention did not just focus on supply-side gatekeepers, complex
engagement with the casual processes generating demand were built into the protocol.
Efforts to protect the ecological health of the infosphere will require that we can generate
the same kind of evidence and theoretically grounded assessments of what counts as
dangerous pollution, that can in turn generate mitigation strategies that can pass the same
kinds of assessments of feasibility, efficacy, fairness, and forecasted consequences, and

which can be informed by accurate analysis of supply and demand incentives.

We can discern four dimensions, three of them thresholds, conceptually implicated in

the designation of something as a pollutant:

Descriptive - A pollutant is novel, either by property or quantity, to the environment,

and this novelty has a cause that is outside of usual conditions of the environment,

usually because it was created by human behaviour.
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Harm Threshold - At some threshold the pollution has a significant harmful effect.
Harm is not a sufficient condition, a localized chemical spill might poison an area of
vegetation, but this alone, absent the other conditions, might not warrant useful

invocation of the concept of ecological pollution.

Interest Threshold - The harmful effect, at some level of prevalence, threatens a
significant greater interest. A small amount of diesel exhaust might harm some bees, but
a large amount, over time, threatens bees generally, plants generally, and the connected

network of interdependencies.

Accountability Threshold - At some contributory level, it is justifiable to compel
changes in human behaviour in order to reduce pollution to a level that will not cause

harm to the interest at stake.

In the environmental context, these thresholds and harms are identified by ecologists,
biologists, and the like, who work to recognize and react to conditions that harm
ecosystems and dependents on them. The honeybee case involves an informational
interaction - the presence of nitrogen oxides in the air reduces the amount of information
that can be acquired by the normal perceptual and epistemic activity of the honeybee. The
threshold at which nitrogen oxide is damaging to plants and honeybees has to do with the
perceptual fidelity and discriminatory capacity of the honeybees, and even the extent to

which the signal producers, the flowering plants, are able to switch channels, but the
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threshold at which we might assess this as harmful to the ecosystem depends on broader
dynamics of dependency and resiliency. Returning to Dretske's gloss on the
internalism/externalism debate, the top-down conception does not apply to most
organisms which can't just shift tactics for the formation of reliable belief when enabling
environmental conditions suddenly change. Many generations perish, perhaps a
compensatory strategy emerges, or populations migrate, or perhaps the species vanishes,

and with it all that depends on it.

The Montreal protocol limited the use of chlorofluorocarbons, even if the policy and
its implementation entails harms and costs, because these were outweighed by our
substantial interest in the protective function of the ozone layer. To make similar
arguments, for instance, to satisfy Feinberg's requirement for an authoritative scheme of
allocative priorities that might in turn inform and justify a cognitive security initiative
aimed to protect a public interest in safe levels of some epistemic pollutant, we need to
articulate the empirical and theoretical basis for the pollution designation. We can do this
by identifying normal and abnormal conditions, the socio-epistemic functions of
ecosystems in the information environment, substantiable and unsustainable levels of
falsehoods and misleading meta-evidential signals, notions of healthy and unhealthy
functioning, and criteria that could help to identify important epistemic infrastructures

and substantive public interests.
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Some phenomena that we might call epistemic pollutants appear to be amenable to
identification in this way. For example, deep fake videos undermine an information
channel in relation to individual and systemic capacity to track accuracy. The mere
existence of video evidence is not sufficient to license credence when there is a high
likelihood that any given video is fake. Likelihood emerges not only from the ease of
creating a deep fake, it also emerges from the gatekeeping customs of the information
channel, and the incentives and culture within it. If deep fakes cross some scale threshold
to be properly polluting, it is because they threaten the information channel's function

role in the broader information environment.

Here the descriptive element of the pollutant designation is anchored to a veritistic
property of the object, that they appear to be representations of states of affairs that are
not the case. They mislead about what is the case, not just directly, in terms of content,
but also in higher order terms, that the content was recorded, that this is that recording,

that this information channel is entirely composed of normal evidence.

The evaluative component is not just that a deep fake video might include some
specific false propositions. As Fallis (Fallis, 2021) argues, echoing a concern first
articulated by Rini (Rini, 2020), the presence of deep fake videos in the infosphere
reduces the amount of information we acquire by watching a video, diluting it by the
probability that it does not faithfully represent its object. Worse, once present in the

information environment at scale, the sorts of things we might do to counter them fail in
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surprising ways. Systemic countermeasures, such as labelling suspected fakes, have been
shown to disturb other equilibria and dependencies and to produce counterproductive
results, such as the implication that unlabelled content is true (Pennycook, Bear, et al.,
2020), or that the presence of such labels counts as meta-evidence that all content within
the information system is less trustworthy (Ternovski et al., 2021). More direct attempts
to filter and remove epistemic pollutants on veritistic grounds, such as fact-checks, are
likewise prone to be counterproductive and to reduce trust because it makes visible
editorial intervention (Bachmann & Valenzuela, 2023). Errors in such interventions
further risk generating "tainted truth effect" (Freeze et al., 2021), reducing confidence in

true and well-justified beliefs.

That we can articulate the normative condition on the pollution diagnostic alone
provides scant guidance on how we should formulate it positively and apply to remedial
efforts. One might suppose that mere factuality provides just such a basis in this case, that
there just should not be deep fake videos in a healthy information system, but this
requires clarification of just what sort of system, since in some discourse environments
(perhaps devoted to parody or the exploration of technical skill in the production of deep
fakes) their presence is interesting, entertaining, and possibly desired. Moreover,
veritistic properties will also not suffice to capture all forms of pollution, as many hostile
information operations involve the distribution not of false claims, but are instead
focused on shifting the context with which evidence is assessed, for example, by flooding

discourse environments with content that expresses affective attitudes, in the attempt to
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shift the context in which social meaning is constructed, or in which factual claims are
assessed, as with voter suppression campaigns based on demoralization. Moreover, some
kinds of hostile disinformation are true (as discussed in Chapter 5) and others promote

misleading narratives rather than pure falsehoods.

In some cases of fakes, the evaluative condition on the pollution designation can
detach even further from veritistic properties. Consider a community that produces and
discusses so-called fanfic, fictional episodes of a television series. The sudden
introduction of fake text, that is, content produced by generative Al, radically changes
information ecosystem, what was once scarce is now plentiful, and a prized skill is now
automatic - there is at once too much to discuss, and not much worth discussing at all.
The fake is not a pollutant on the grounds that it is untrue, it is a pollutant because it
destructively disrupts the web of dependencies and functional roles within the

information system.

I'll return to problems with misinformation and disinformation in Chapter 5, for now I
just want to show that directives such as "no deep fake videos", or "no false claims of
type X", will be poor guiding ideals for pollution remediation efforts of the sort that
institutions pursuing cognitive security goals might undertake. The challenge is to
connect the descriptive element to the harm and interest thresholds decisively. It's easier
to see this in the connection of deep fake videos to the harm of fake news eroding

democratic interest in journalistic functioning, because it makes it easier to identify
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which aspects of the evidence and meta-evidence in the video are polluting, and in what
contexts. As with the fanfic example, this pulls our focus from the pollutant itself towards

downstream functional roles and to ecosystem effects.

The same concern arises for anonymous assertions and pseudonymous testimony
online. To the extent we might diagnose these as polluting we make a judgment about the
epistemic function of identity, but as I argued in Chapter 3, this is relative to the context-
signalling adequacy of the environment it is found in. Fake online accounts, purporting to
represent distinct real individuals but actually under the control of a single entity, are
often used to astroturf narratives to give them the appearance of public support, and the
construction of synthetic online identities often attempts to mirror signals of cultural and
political membership to trigger affinity biases and further amplify the epistemic effect of
apparent peer belief congruence. Analysis for the purposes of target selection for
remedial efforts require identification of which elements of the sociotechnical system are
properly polluting, and to identify mere pseudonymous speech as polluting will miss that
mark, even though this is a common approach, often called for in Western countries, and

implemented in authoritarian countries like China and Russia.

In this section I've undertaken some historical and conceptual analysis of the term
pollution and identified the normative component that is crucial when we want to use it in
the epistemic context. In Chapter 2 I wondered if there are public epistemic goods that we

might pursue, even at the cost of some non-epistemic goods (recall that this is Bullock's
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test for a bona fide epistemic good). The metaphor of epistemic pollution leads us to one
way of uncovering such a good, when we make explicit its implicit normative content,
which we can do in relation to our interest in the maintenance of epistemic environmental
dependencies. Diagnosis of pollution in this context identifies adverse impacts, harms,
dysfunction, and disutility in relation to this. This way of understanding epistemic
pollution shifts from an individualist conception of epistemic agency, interests and
harms, to one that interfaces better with social-epistemic practices and interests in a social
sense, which in turn better fits the kinds of justification and motivations we would

articulate for epistemic stewardship.

4.3 Epistemic ecosystems

When wolves were deliberately eliminated from the Kaibab plateau in Arizona in the
1930's, by way of government policies that encouraged their destruction, deer populations
soared. One might think removing wolves thus benefitted deer, as well as the ranchers
who worried for their livestock. But soon the foliage the deer depended on was depleted,

and populations plummeted as the deer starved.

As Leopold (Leopold, 1943; Leopold et al., 1947) describes the first example, we
should agree that the number of wolves that is good, from the point of view of deer, is not
zero. Leopold marshals this and similar examples in support of an argument that our

understanding of the value of ecosystems, and our duties and obligations towards them, is
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grounded by interdependencies such as these. Ecologists can make reasonably well-
grounded judgements about the appropriate size of the wolf population, and the required
habitat protections, to ensure the wellbeing of the broader ecosystem, the deer, the foliage
they depend on, and so forth. Assessments of the harmful thresholds of pollutants are can
in turn be informed by this knowledge. The problem Leopold observes has since been
described by ecologists as a "trophic cascade" (Hairston et al., 1960), in a paper that also
argued that resource-consumers played far greater roles in ecological dynamics than was
previously thought. The sort of thresholds I discussed in the context of pollution, would,
in the case of predator/prey ratios, be determined in relation to the probability of setting
off such a cascade. In ecological contexts the discovery of a trophic cascade is often
diagnostic of a keystone species (Paine, 1969), which play outsized roles in ecosystem
stability. Many cases where human activity negatively affect these at thresholds that
trigger cascades turn out not to be quite evident, like the deliberate extirpation of wolves,
but indirect and unexpected. When causes are discovered, such as the effect of the
insecticide DDT on keystone raptor species, the designation of DDT as a pollutant is

grounded in these trophic relations.

Can analogues of ecological relations can be found in the information environment?
An early version of this idea can be found in McLuhan's "Laws of Media" (McLuhan &
McLuhan, 1999), which describe media technologies as having four dimensions of
systemic effect on the information environments they are introduced into. First "retrieval”

- a new form of media brings something from a previously obsolete form, such as the
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relation between radio and podcasts. Second "reversal" - as a new media technology
expands it undermines some of its initial properties, as the decentralisation and openness
of the early internet lead to centralization of infrastructure and management,. Thirdly
"obsolescence" - as one new form of media is ascendant, another enters a period of
decline and displacement, something we have seen with the internet and print media.
Finally 'enhancement' - new media changes the kinds of content and behavior we
produce, for example, the selfie. McLuhan argued that the mobile phone retrieved the
written word as dominant form of communication, and obsoletes single-source
propaganda, by affording access to broader and instant access to a plurality of media
sources. We might now say, with additional decades of observation, that it also enhanced

multi-channel propaganda.

We can see another use of the idea of media as an environment in an earlier set of
discussions, distinct from the epistemic ecological model I am developing here, in
(Postman, 1970) who first described the idea of "...the study of media as environments" .
Postman developed a theory of media ecology that studied the effect of media
technologies holistically, as having ecosystem effects, and as affecting the kinds of
content that are reproduced, as opposed to a narrower view of media technology as
content-neutral tools. However, the field of media ecology, while inspired by the same
metaphor I am using here, has a largely different concern, the deterministic and quasi-
deterministic relationships between media systems and content and culture. For example,

(Scolari, 2012) argues that the two primary applications of the ecological analogy in the
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study of media is to explain media history and development as a kind of evolution, and
describe communication as a kind of environment, replacing the "...lineal perspective [...]
in which the information was an arrow flying from the sender to the receiver" (ibid. p.
207) with a holistic model. One advantage of this latter view is that it can help to explain
the failure of theories such as the hypodermic-needle approach to mass communication
and propaganda. This supposed that "...cleverly designed stimuli would reach every
individual member of the mass society via the media, that each person would perceive it
in the same general manner, and that this would provoke a more or less uniform response
from all."(DeFleur & Ball-Rokeach, 1989, p. 163). The idea of a media environment
helped to explain the complex and indirect effects of mass communication efforts., but
here I am looking in a different direction, to the idea that ecological functions and
interactions in our epistemic environment help to give content to the idea that some
interactions, properties, and conditions in the environment are polluting, unhealthy,

ecologically destructive.

Closer to my own conception here is (Janzen et al., 2022), who develop a social-
ecological model of disinformation, motivated in part by a concern which I share, that
conceptualizations of causes and responses to information disorders have been overly
focussed on individual interactions. They argue that a social-ecological model, one that
focuses analysis on "...dynamic interactions between individuals and their environments"
(ibid. p. 8) is better poised to explain the epistemic behaviour of agents by considering

the information ecosystems around them. We do not just interact with propositions, we
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interact with them in social contexts that change how the same message is interpreted in
different demographics. For instance, they note that during the COVID-19 pandemic,
efforts to recruit existing social media influencers were less effective than exposure to
authoritative information and conclude "... individual-level approaches to countering
information harms are limited in their potential impact and are likely to be more effective
when paired with approaches targeting higher-level factors" (ibid. p. 18). Many of these
factors are articulated in sociological terms, but I believe our projects to be
complementary. The authors note that future exploration of the infrastructural dimensions
may be valuable, and this is exactly the direction I am pursuing here - the technological
substrate of these social relations, as materialized in epistemic properties of the
information environment itself. Who I interact with and the contextual cues that shape my
understanding of them is mediated by the sociotechnical systems that produce my
information environment, which do not just transparently reveal these social relations but
shape and structure them. How to effectively identify and target the higher-level factors
they find to be significant, such as authoritative voices (and affordances for monitoring
and maintaining the environmental dependencies of authoritative voice), are the sort of

social epistemic problem I am specifically interested in.

A distinction made by Goldman between two kinds of speech regulation is helpful
here. Content-specific policies target specific types or tokens of content, for example,
anti-hate speech prohibitions on holocaust denial. A content-related policy "... mentions

no particular content but requires for its application a reference to content"(Goldman,
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1999, p. 216), for example, regulation that requires that political advertising disclose
itself as such and identify its funders. Implicit in the notion of content-related regulation
is that some property beyond the content of the speech is subject to epistemic normative
assessment, such its mode of production and distribution. Presciently, Goldman explores
this idea in the early days of the internet, that where once "...listeners would know when a
speaker had a stake [...] in distorting the facts", now, in an age of "...sophisticated
communication technologies and practices, clever speakers hide their stake in the
persuasive success of their messages." (ibid. p. 217). Governance of the information
ecosystem is thus required to protect its capacity to furnish what Goldman calls veritistic
value, it's aptness for the production and discovery of truths. Access to context, including,

but not limited to, speaker identity, may help mitigate this sort of worry.

Rather than adopt content-specific and often securitized outcome goals, remedial
efforts are on surer footing if they pursue epistemic ecological goals, in two senses, the
prevention of collateral damage, and the direct pursuit of ecosystem health rather than
simplistic efforts to filter pollutants. I construe Goldman's suggestion as an ecological
intervention because it must be implemented across multiple layers and actors within the
system, and because its motivations relate to functions and roles that are non-local just to
some particular item of content. The adequate labelling of the origin and incentives
around some kinds of speech acts is directly related to the type of harm to be mitigated.
The ecological metaphor suggests that it should not be surprising if further indirect

measures are even more causally important. Consider the manipulation of search engine
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results, perhaps to promote epistemic or cognitive security goods. Once discovered, to the
extent that the search engine is central to the epistemic ecosystem, this risks a cascading
loss of intermediary trust with far-ranging destructive effects on environmental
dependency. It can also backfire, as Tripodi (Tripodi, 2022, p. 145) observes, when
mainstream media, acting in response to a government request, acted in concert to
conceal the name of a whistleblower, this caused a data void (Golebiewski & Boyd,
2019) which made it easier for false information to gain hold in the ecosystem, which in
turn became highly salient due to the autocomplete feature of search query input design.
In spring of 2022, Google in an effort to reduce the exploitation of data voids, began to
label results for searches with unusually recent flux as "rapidly evolving topics" and
added warnings to check sources, which in turn has been construed in some communities
as meta-evidence for politically-valanced censorship and manipulation (Griswold, 2023).
These kinds of effects will vary depending on the nature of the intervention, and the layer
of the content moderation stack (Busch, 2022) that is targeted. In the next chapter I will
explore at length the application of this analogy to the problem of disinformation and

cognitive security.

The first conception of epistemic ecological goals for remedial effort I mentioned
above was the prevention of collateral damage. I take it to be reasonable to suppose that
some close analogue of the principle of least restrictive means, central to the ethical
assessment of autonomy-threatening state interventions in public health ethics, should

apply to cognitive security interventions. Of the range of available instruments, one ought
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to select the one that will interfere with epistemic autonomy and functioning the least,
while still effecting the policy goal. In public health ethics, this principle can have the
result in the context of a pandemic of licensing privacy-intruding contact tracing and
forced isolation when it might help avoid more restrictive measures such as general
lockdowns. To make these sorts of calculations, it must be possible to foresee the effects
of the measures. In the epistemic environment, our appreciation of the indirect
consequences and cascading effects of interventions is in its infancy. For example,
empirical analysis of the results of deplatforming sources of hate speech and
disinformation shows mixed results, at times having the desired effect within the targeted
platform (H. Innes & Innes, 2023; Thomas & Wahedi, 2023), but, in others, having little
effect on the ecosystem-wide production of the undesired content (Ribeiro et al., 2021)

and even increasing the salience of damaging properties of the content (Ali et al., 2021;

Russo et al., 2023).

The second is that cognitive security goals that are first formulated in narrow, content-
specific terms, such as the prevention of anti-vaccination propaganda in social networks
during COVID-19, ought to be translated where possible into content-neutral ecological
goals, formulated in terms of the direct pursuit of ecosystem wellbeing. For one reason,
because this tends to better accord with the conditions of justification on whatever forms
of coercion and exercises of power might be necessary to implement the policy. Mere
debate, even intemperate and poorly informed, is not usually taken to be a form of

dysfunction that demands interference, and thus in contexts where manipulation and
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interference motivate the intervention, the intervention should aim for the relevant causes
and be justified in relation to them. The conditions that make the environment
manipulable will tend to be general, not content-specific, for example, the ease with

which concerted activity can be orchestrated to appear to represent genuine consensus.

More importantly, effective measures will tend not to resemble the hypodermic model.
The increasing appreciation of the difficulty in successfully enacting precision anti-
disinformation campaigns suggests that on purely pragmatic grounds, a strategy
promoting general resilience, such as that adopted by Baltic countries in response to
Russian and Chinese information operations (Teperik et al., 2022), has better prospects of
success. Whole-of-society efforts are, necessarily, whole-of-information-environment
efforts, even when there are attempts to shrink and control this along national borders

such as China's great firewall.

This leads back to epistemic ecological questions about which conception of health
and functioning is implicated when we begin to analyze an epistemic pollutant with
mitigation in mind. Perhaps what is at issue is the authenticity of its authorship or intent,
or transparency about the mechanisms by which it gains distribution. Functioning signals
for various forms of meta-evidence might be weakened by new processes and incentive
structures. For example, I recently observed an online discussion about the release of a
large language model. Evidence was almost entirely taken from academic preprints,

because the review and publication cycle had not caught up to the state of the art. The
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discussion devolved into argument about whether a particular paper was even a "real pre-
print". Like many academic papers, it was typeset in a common style and form, and it was
hosted on a known pre-print server, and the author was credentialed, but discussants
worried that it was 'just a blog post formatted to look like an academic paper'. This
phenomenon, alongside the growth of predatory and "fake" journals, reduces the amount
of justification we can acquire with the same practice and effort prior to these

developments.

This kind of change to the speed and volume of information can disrupt reliable
heuristics for gathering and assessing evidence. Sometimes, we might find that the
overall veritistic properties of the ecosystem remain unchanged while still finding it
reasonable to think of it as becoming polluted, just because the techniques we must use to
sort and assess become impracticable. This is similar to the way in which the "firehose of
falsehood" (Paul and Matthews 2016) propaganda technique reduces the utility of an
information environment even if none of falsehoods are ever believed. Flooding an
information space with noise that's just close enough to signal that it needs to be
evaluated raises the epistemic costs of using the environment, because we must consider

and dismiss the high volume of false content.

The goal of this section has been to demonstrate that the ecological metaphor, applied

to the information environment, is a useful extension of the epistemic pollution metaphor.

Firstly, it helps us to locate the object of the normative evaluation in the diagnosis of
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pollution. If fake journals are pollutants, they are because they undermine a reliable
process of locating and assessing evidence. Secondly, it affords a methodology to help us
look past the pollutant to its causes, because pollution, as an accumulative harm, is
problematic as a productive process, not just in its specific emissions. We can then try to
disentangle the broader constellation of ecosystem conditions to identify the causal
factors, in just the same way we do in the environmental context. Thirdly, it helps,
alongside research in this area in the social and individual psychology literature, to
explain empirical results that demonstrate to the difficulty of enacting effective
remediation. We should not be surprised if mitigation strategies as complex and
multifaceted as the Montreal protocol are required to curb some kinds of epistemic

pollutants.

This final point has an important implication - whomever designs and enacts
remediation will be enacting a wide-ranging normative program, one that includes
judgements not just about technical and design features of information systems, but
socio-political judgements about harms, costs, and interests, and epistemic judgements
about the effects of information. It would be surprising, to say the least, if such decisions,
as made within a private platform, cohere with the broader public interest. Moreover,
when cognitive security is performed at the margins, fitting into the affordances and
opportunities of whatever happens to be the state of nature in the information ecosystem,
it likewise must fit substantive normative decisions in whatever space is left by the

platforms. In the next section, I'll give a fourth reason, which I think is the strongest, in
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favour of the ecological metaphor, that it provides a fertile model for remediation and

mitigation.

4.4 Ecological and epistemic interdependencies

An early concern within environmental philosophy was to disentangle instrumentalist
conceptions of the environment from those grounded by the idea that the environment is
intrinsically valuable. On an instrumentalist conception, diesel exhaust is a pollutant
because it is an abnormal change to the environment that harms our interest in clean air
and our interests in the presence of flowering plants. We care about the bees only because
we care about our food source. Philosophers critical of instrumentalism observed that this
is inadequate to describe harms to non-human animals, their ecosystems, and the
biosphere itself. One branch of this critique emphasizes intrinsic value of the biosphere
itself, entirely apart from human interests and existence. Such an account has limited
application to my interest in ecological values of the information environment because
this is a built environment whose value is ultimately totally instrumental to human
interests. However, ecological systems are so complex that efforts to protect them in a
limited manner, tactically oriented only to our own recognized interests, are likely to fail,
which can lead us, for instrumental reasons, to adopt pragmatically less-instrumentalist

VIEWS.
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Leopold develops a theory of ecological value grounded in interdependence. "All
ethics so far evolved rest upon a single premise: that the individual is a member of a
community of interdependent parts...[t]he land ethic simply enlarges the boundaries of
the community to include soils, waters, plants, and animals, or collectively: the land."
(Leopold, 1949, p. 219). Millstein (Millstein, 2018, 2020) describes Leopold's argument
as moving from recognition of the intrinsic value of human community, grounded in
interdependence, to the recognition that ecological communities, and their relation to
human communities, likewise exhibit this quality of interdependence. Leopold's view is
that "...we ought to recognize that our land communities have value and that we ought to
accept an ethical theory that benefits and protects them" (Millstein, 2020, p. 12). For
Leopold it is important that interdependencies are non-specific, that what grounds ethical
claims is interdependence itself, not particular cases, which Millstein reads as "...an

appeal to consistency in our ethical beliefs" (ibid ff. 5).

It's worth lingering on the nature of the consistency implicated here. Varner (Varner,
2020) worries that if the price of admission to the ethical realm is mere interdependence,
not only might this set the bar too low, but it makes a dubious equivocation between the
relations between humans and those within ecosystems. From an ecological point of
view, Dretske's bottom-up conception of reliable belief formation is sufficient to describe
successful reliance, since stability of the population within its ecosystem is a sufficient
condition for its health. But almost all significant theories of the relations between

humans in their communities admits at times that individual cases are of irreducible
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importance, that on some account of rights, justice, or dignity, some things are wrong,
even when good for the community, just because they are wrong for one member.
Similarly, our epistemic interests are often focussed on the decisive truth of a specific
claim, not whether it's in some way generally true, most of the time. In times of war, for
example, getting the details of an event right can be immensely consequential to the
political context in which decisions are made. The repercussions of a highly publicized
false story can be almost impossible to unwind. Varner argues that these considerations
should lead us to recognize a disanalogy. The functioning of biotic communities is of
only instrumental value to other members of the ecosystem, whereas a "... well-
functioning human political community is constitutive of (or at least actively fosters)

human flourishing" (Varner, 2020, p. 7)

However, the nature of our reliance on each other epistemically, by way of our
dependency on our shared information environment, is also one where we have a
constitutive interdependence between individual and community flourishing. We rely on
each other as transmitters of information, as producers of new evidence, and as monitors
that are attuned to shifting and idiosyncratic features of our interactions. We encounter
each other as individuals in the information environment, but this interface is the product
of our collective action. Who we encounter, and in what meta-evidential context, is
determined in large part by features of the environment of testimony - this collectively
constructed environment is always with us even in direct testimonial interaction. Even if

Varner's criticism is right, that there's a disanalogy in a wholesale bootstrapping of the
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intrinsic ethical value by way of interdependence, the nature of human epistemic
interdependence is exactly of the sort that Varner is yet willing to grant. We are
consistent insofar as these kinds of constitutive interdependencies, by blurring the lines of
direct dependence with ineliminable diffuse dependence, generates presumptive indirect

ethical value on the commons.

Leopold saw the land ethic as a product of social evolution and observes that
"[c]onservation is paved with good intentions which prove to be futile, or even
dangerous, because they are devoid of critical understanding either of the land or of
economic land-use." (Leopold, 1949, p. 225). The advancement of what Leopold calls the
ethical frontier in the face of this uncertainty leads to the recognition that self-interest in
the biotic community outruns the self and can require sacrifice. This argument speaks to
the test for purely epistemic interests for which we might trade non-epistemic interests
developed by Bullock (Bullock, 2018b) and discussed in Chapter 2. There is a narrow
pragmatic reading of Leopold's argument available here, that advancing appreciation of
the subtle complexities of our interdependent relation to biotic communities should
inform and temper our management efforts with a recognition that the blunt instruments
we could wield might just not work, quite apart from moral objections that might apply.
When we yield them carelessly or ineptly, we risk the wellbeing of others, and possibly
our own. The greater we understand the complexity of ecological interactions within the

biotic community, the more cautious and nuanced our stewardship efforts become, the
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more our immediate interests and capacity for action should be tempered by concern for

the overall wellbeing of the biotic community.

Therefore, as Leopold sees things, we should expand the ethical sphere to include
ecosystems and recognition of their value independent of specific interests we have in
them, because of this relationship of constitutive interdependency. This view explicitly
entertains the possibility that we often can't determine precisely what these dependencies
involve, what health in relation to specific interest looks like. In the last section I
distinguished interest and harm thresholds in the concept of pollution. Leopold's
conception of interdependence offers a way to connect these, allowing us to articulate
interest in relation to harm. Diesel exhaust is a pollutant because (descriptively) it
wouldn't be there without our action, and because (evaluatively) at a threshold that has a
sufficiently informationally destructive effect on the bee's belief formation mechanisms,
it undermines a critical interdependency between honeybees and plants, in a way that
would be destructive to both. We assess our own exhaust-emitting activity as polluting,
as thus as morally evaluable, because we judge that the harmful effects, amplified
through these interdependencies, endanger the biotic community of which we are a part.
It happens to be that we can connect this particular environmental harm directly to a
human interest, but this is accidental, the fulcrum is the disturbance of ecosystem-scale
interdependencies, not individual harms or human interests. In Chapter 5 I'll describe a
way to identify similar fulcrums in the information environment based on Wittgenstein's

concept of hinge commitments.
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I described the descriptive value of the ecological metaphor in epistemic contexts in
the previous section, here I turn to its prescriptive value. Epistemic interdependence, for
example, as it manifests in epistemic environmental dependencies as I describe these in
Chapter 3, likewise motivates and grounds our ethical relationship to the shared epistemic
environment. Epistemic engineering and interventions are assessable in terms of their
impacts on this. Cognitive security interventions attempting to follow the principle of
least restrictive means and minimize epistemic collateral damage must consider collateral
damage not just in terms of that to specific individuals, but to the infrastructures that

support our epistemic dependencies.

The ecological metaphor's primary value lies here, by leading us to methods of
analysis and policymaking that have arisen in the context of protection of the
environment. We are unaccustomed to governing intentionality in aggregate, and while
we have blunt instruments that can project power and have immediate effects on
epistemic properties of the infosphere, they are imprecise, involve significant coercion,
hard to control, and difficult to forecast. China's great firewall is a blunt instrument, the
effort in the West to control discourse about the origins of COVID-19 a targeted one
executed bluntly, both of which erode epistemic environmental dependences by
generating reasons to doubt the evidence and testimony we encounter within affected
parts of the information environment. Research such as (Busch, 2022; Douek, 2020,

2022) which argues for limits on the exercise of content moderation at different layers or
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tiers in the digital information infrastructure should be interpreted in this light, especially
when considering state-backed cognitive security initiatives. Intermediating political
censorship within cloud-based word processing tools, or filtering political content at the
internet backbone layer, are the sorts of interventions that, from the epistemological point
of view I've developed here, can be forecasted to undermine environmental dependencies,
generating meta-evidence for lowered credence across wide swaths of sources of
evidence. From a tactical perspective, this generates a vulnerability to hostile attacks that
expose such efforts and frame their presence as grounds for institutional mistrust, and
retreat from conventional epistemic authorities to co-partisans. This is a dynamic about
which I would like to say more but that will leave as a topic for future work. But briefly,
in the presence of a sudden flood of information that is hard to evaluate, we tend not to
just reduce the scope and scale of our beliefs, but rather, at times we re-orient them
towards authorities, co-partisans, and other narrative centres of gravity that we can
navigate and understand. I touch on this in Chapter 5 where I discuss trust-herding, and it
is important to recognize that damage to epistemic ecosystem is not always just loss, but

sometimes just sudden, opportunistic, and disruptive change.

We can turn to environmental policy to as a model of what thinking ecologically about
defensive cognitive security management of the information environment might entail.
Leopold can be interpreted as an early champion of a relatively new view, that of
"adaptive ecosystem management", an assessment (Varner, 2020) makes, and which

Norton (Norton, 2005) concurs in an expansive philosophical account of the approach. As
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a model of ecological thinking that is applicable to the information environment, adaptive
ecosystem management has three relevant features. Firstly, an epistemic one, that it
emphasizes decision making under uncertainty, it is a "...science-based management that
assumes we usually do not know enough to choose what is best to do" (ibid. xii), which
aptly describes the conditions in which epistemic engineering is conducted and studied,
especially in contexts such as anti-misinformation and science-communication where

seemingly straightforward approaches have surprising and counterproductive effects.

Secondly, a social feature, that it seeks to intermediate community, policy, and
political discourse into management decision-making, instead of viewing this as the
province of the special sciences that contribute to our study of ecosystems. This is
because we don't know the optimal course of action, and must take risks, make value
assessments, and generate costs and even harms. We have to determine how we will
understand our dependencies and how we to act on this understanding. These are
questions about what matters to us, and not unlike the questions we must ask when we
treat some class of information as a pollutant on the basis of its untruth, when we do so
we endorse normative claims that are not self-disclosing, but which are themselves up for
contestation. Adaptive management is thus well-positioned to continuously interrogate
the operative normative elements when some epistemic phenomena appear to afford
diagnosis as pollution. Recalling the discussion of epistemic paternalism in Chapter 2,
Croce (Croce, 2018) argues that domain experts are not in the best position to make

decisions about when we are justified to paternalistically interfere, and how we should
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implement epistemic interventions. This is because their interests and duties are not
necessarily aligned with the epistemic goods the intervention aims to promote. Instead,
we should rely on what he calls "epistemic authorities", who, in addition to domain
knowledge, have expertise on the epistemic needs of the subject in the context of the
epistemic practice we are protecting. Kahan likewise argues that dysfunction in the
communication of scientific expertise arises unless, in addition to the domain experts, "...
institutions involved in the creation of policy-relevant science [...] create a capacity for
protecting the science communication environment" (Kahan, 2017, p. 431), involving
expertise on how science is communicated and received, in addition to the

communication from scientists directly.

Thirdly, because of the need to act with incomplete information and in the process of
building and maintain political consensus, it tends toward iterative and experimental
approaches to management. This resembles a common pattern in the management and
development of digital information platforms. These are heavily instrumented to provide
analytical capabilities, have their design and functioning tweaked constantly (some
platforms deploy software updates dozens of times a day), and often have features rolled
out to small samples of users to run experiments (so-called split or A/B testing). The
results of these iterations are analyzed in terms of their aggregate effects. This
engineering paradigm, with its roots in agile software methodology, is expressed pithily
in an internal slogan in the early days of Facebook, "[m]ove fast and break

things"(Blodget, 2009). The methodology has been criticized as externalizing costs and
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harms in favour of maximizing financial rewards, because it eschews lengthy planning
and approval, and encourages decentralized labour processes, shipping features to
production without exhaustive review. However, its potential as an explicitly ethical
engineering methodology has also been observed (Leijnen et al., 2020; Zuber et al.,
2022), and highlights the extent to which the significant matter is the selection and
intermediation of stakeholders, not the engineering practice itself, which re-enforces the

second feature of adaptative ecosystem management.

In this section, I've argued that the ecological metaphor is valuable because it shows a
way of connecting public interests generated by epistemic interdependence to
policymaking strategies such as adaptative ecosystem management. The structure of the
relationship between ecological interdependence, ethical duties, and policymaking is a
model for determining the ethical and policymaking consequents of epistemic
interdependence. Here I've just made the case in a general sense, in the next chapter I will

put the idea into action in the context of a concrete application.

4.5 Individual and ecological aspects of content moderation

In the ecological context, at times we suppose that there might be moral reasons to
protect a species from extinction, even at high costs to human interest. This is grounded
by a concern for populations, for ecosystems, not this jewel-beetle, but all jewel-beetles.

We legislate against polluting behaviour, usually by targeting polluting processes and
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systems of incentives, often directing the outputs of regulative processes towards
institutions, organizations, even communities. It is a science and governance of
aggregates. Conversely, most of the regulatory thinking about analogous epistemic cases
is grounded in concern for individuals. Rights to publish, to speak, to have access to
information, are all standardly articulated as attaching to specific persons, and

restrictions, such as on hate speech, are grounded in risks of harms to persons.

Putting ecological ecosystem thinking into practice runs against the grain of current
governance thinking, especially in the USA. Surveying the legal, political, and technical
landscape in which the content moderation in computer networks is governed in the USA,
Douek (Douek, 2022) identifies this individual focus as a major limitation. Douek
advocates transition from a paradigm of thinking about the governance of content in
terms of error correction and individual outcomes, to one based on systems thinking,
focusing on ".. choices about design and prioritization in content moderation that set the
boundaries within which downstream paradigm cases can occur"” (ibid. p. 60). Instead of
treating specific contested moderation cases as the object of inquiry, we should treat them
as signals to help us diagnose problematic features of platforms and moderation systems.
On this view, the development of notice, review, and appeal systems for individual
moderation is, at best, an input to help diagnose systemic properties, not a substantive

and sufficient response to moderation duties and obligations.
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Speech acts are protected as though individual expressive acts each attach to a right to
expression, but the problems of speech governance that emerge at the scale of the digital
media platforms where content moderation policies are enacted and enforced are
fundamentally systemic. It doesn't matter very much to public interests if I have false and
foolish views about vaccines, and even if I air them to others. But it matters if such views
occur at a scale that can disrupt a public health initiative, a problem during the COVID-
19 pandemic that is perhaps the most visible recent example of democratic states
grappling with a cognitive security challenge unrelated to election interference.
Ordinarily, we would think that if a public view does emerge at this scale, it has prima
facie legitimacy. But if we have reason to believe that the apparent or actual consensus
was manipulated, if it fails to meet the epistemic norms appropriate to it and does not
reflect deliberation in a sense we would reasonably think is appropriate to the content, we
face a problem, especially when the view depends on broader skepticism about

authoritative sources of testimony we might want to apply to the project of correction.

Content governance is not just " ...the aggregation of many (many!) individual
adjudications" (ibid. p. 1) because the decisions, and the dissemination of awareness of
these, restructures incentives around behaviour in the infosphere, and thus reshapes the
platform's information ecology. Consequently, content moderation policy can appear to
have conflicting interests, on the one hand, at times concerned with the moral and legal
interest in a particular item of content produced by some individual, but also with an

interest in systemic consequences and forecasted systemic effects. Douek suggests that in
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large online platforms, the former should give way to the latter, that speech at scale is
fundamentally different than speech in offline contexts. We should certainly be open to
the idea that quite different regulatory and policy practices bear on the two interests.
There can be also functional and perlocutionary differences between speech acts within
different sociotechnical systems - as these are engineered to pursue a variety of non-

epistemic goals, and produce and distribute speech in idiosyncratic ways.

Douek cites a US Supreme Court decision, that "... the public interest in the purity of
its food is so great as to warrant the imposition of the highest standard of care on
distributors ... but the constitutional guarantees of the freedom of speech and of the press
stand in the way of imposing a similar requirement” (Smith v. California, 361 U.S. 147,
153—4 (1959) The starting point of cognitive security defense is the idea that sometimes,
in some contexts, there are some public interests in the information environment and its
functioning that in fact do rise to the very same level of public interest. But even where
immediate strategic objectives might be clear, for instance, the elimination of some
specific class of informational pollutant, the effects of interventions are not, nor are the

effective causes easily discernable from proximal ones.

I have argued we can apply Leopold's land ethic to the epistemic environment. Our
shared interest in the reliability of environmental epistemic dependencies described in the
previous chapter reflects our direct and indirect epistemic interdependence on each other

and the forms of epistemic engineering we create, maintain, monitor, and use. Ethical
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respect for interdependencies reflects epistemic uncertainty about the consequences of
action and vice versa. Not only does effective stewardship require a method to forecast
the efficacy of autonomy limiting interference, but it requires that a genuine public good
be delivered. Applying the ecological metaphor in the analysis of information disorders
and cognitive security challenges is helpful on both fronts. It yields an ethical and
empirical framework to help formulate policies, forecast its effects, and assess its ethical

justification.

A weakness of this view is the extent to which it depends on the assumption that
cognitive security interests will not conflict with epistemic ecological values. Certainly,
some regimes actively prioritize security, at great expense to the epistemic autonomy and
agency of those who inhabit their information ecosystems. However, this issue can be
largely set aside as orthogonal, despite its significance. I'm specifically interested here in
the cognitive security defense policies of free and democratic nations, and I suppose that
however that category is best drawn, maximization of epistemic wellbeing and autonomy

(however that is most perspicuously construed) of citizens is central.

The goal of the next chapter is to take the framework I've developed in the previous

chapters and use it to describe a specific type of epistemic ecological value, and then

apply this to a concrete cognitive security problem, that of disinformation.
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Chapter S - The Ethics of Cognitive Security

In the last chapter I described and developed an ecological metaphor for thinking
about the information environment, and with that in hand, I will return here to a promise
made at the end of the first chapter. There, I introduced cognitive security and connected
it to the history of information warfare, and the evolution of information and
communication technologies. While accepting a securitized framing as central to the
questions I am asking, I claimed that the ecological conception of the ethics of cognitive
security is a better standpoint for ethical and policy analysis. This is because it generates
less-securitized formulations of the aims and constraints of defensive operations that
interface better with our ethical interests in the practice of cognitive security. It helps to
fence off questions about the health of the information environment from politically
contested questions such as the specific content and viewpoints that should be promoted,
or the degree of political polarization that is politically desirable (Melki & Pickering,
2020), or the extent to which "technosocial engineering" that might involve outright
manipulation (Frischmann & Selinger, 2018) is acceptable. Most importantly, it offers a
grounding for more robust responses, that we should expect are more likely to be

effective.

This chapter will make the case for this by applying the ecological metaphor to a
specific problem of cognitive security, that of securing democratic states from hostile

disinformation. I will argue that filtration and simple pollution models are inadequate to
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describe the problem of disinformation, give some reasons to support the tactical and
analytical advantages of the ecological approach, and describe a candidate epistemic
ecological value that can aid in the ethical and epistemic analysis of potential

countermeasures. I'll conclude by sketching a research agenda for future work on the

problem of the ethics of cognitive security.

5.1 Defining disinformation

In this section I will defend two claims about disinformation. Firstly, that the concept
is more appropriately applied to processes with intentional elements than to items of
individual content. Secondly, that the truth of content is not a necessary factor in
determining whether it is part of a disinformation campaign. I'll conclude by offering a
definition of disinformation that is tightly focussed on the conceptual adequacy of the

term in cognitive security contexts.

Disinformation is a canonical example of a cognitive security concern, identified as a
threat by countries around the world. In recent years laws have been passed in almost 80
countries to curb misinformation and disinformation, alongside non-legislative policy
responses such as task forces, commission, and the production of guidelines and
strategies. The 2014 Russian occupation of Crimea, the 2016 US election, the 2016 UK
Brexit vote, and the WHO's highly cited declaration that the COVID-19 pandemic was

accompanied by an "infodemic" (Zarocostas, 2020) of mis- and dis-information have
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been particularly salient inflection points in increased efforts to produce anti-

disinformation policies motivated by national security concerns.

Attempts to provide empirically and philosophically informed definitions of
disinformation as a category, especially in light of the extent to which true information
can be used to intentionally disinform, and disinformation is amplified unintentionally,
tend to end up casting a broad net. However, this risks producing a concept that is hard to
apply to digital platforms that house vast amounts of heterogenous activity, much of
which we would not ordinarily think is governed by particularly strict epistemic norms. It
also makes it difficult to pick out the category I am interested in here, that of deliberate
hostile disinformation campaigns, which I argue are best understood as intentional, and as

systemic phenomena, not properties of particular items of content.

Curiously, in the literature that discusses disinformation in policy and security
contexts, the term is often taken to have a straightforward definition. Usually, it's used to
refer to a subset of false information presented as true (misinformation) that is produced
or propagated with the intent to deceive (Guess & Lyons, 2020; Tucker et al., 2018).
Operationalized definitions of disinformation tend to anchor the concept to two central
features, falsehood and intention (Fetzer, 2004; Floridi, 2013; Tenove, 2020; Wardle &
Derakhshan, 2017a), especially in social sciences, policy, and computing literatures
oriented towards the identification and mitigation of misinformation and disinformation.

Intention is usually invoked to distinguish disinformation from misinformation, where
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both are false, but disinformation is false because it is intended to perform some deceitful

function.

However, accounts of intent are complicated by the complex chains of transmission,
remixing, and re-transmission that evidence undergoes in online information
environments for example, the phenomena of “trading up the chain” (Lewis & Marwick,
2017). Disinformation is developed and refined in niche online spaces of likeminded
participants and until it gains distribution in increasingly more mainstream venues, where
the content becomes the subject of public attention. Some forms of disinformation take
advantage of the phenomena of context collapse, where our evaluation of information is
hindered by its dislocation from the context of its production (Frost-Arnold, 2021;
Marwick & boyd, 2011), a condition that further complicates accounts of disinformation
that tie intention to specific items of content, since the intention in the creation of the
content has little to do with the intent involved in its extra-contextual, disinforming
transmission and discovery. The additional category of "mal-information" (Wardle &

Derakhshan, 2017a) describes true information presented in harmful and deceitful ways.

Simion (Simion, 2023) argues that intent isn't necessary to define disinformation,
because examples can be found with no intent to deceive. However, this argument
depends on a somewhat unorthodox terminology, where misinformation is strictly a
category of false content, and where disinformation is not a subset of it. Firstly, because

some disinformation is not false, a claim I agree with and will discuss shortly. Secondly,
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because Simion argues that disinformation is not a kind of information at all, because
information is factive, and it cannot be coherent for something to be both informative and
untrue. Simion develops a notion of disinformation to accommodate this broader
argument, and intent as a necessary condition would constrain it too much for this
purpose. But the resulting definition, roughly, content that "undermines one's status as a
knower" (ibid. p.8) while quite apt for describing what we usually think of as
misinformation, is overbroad for thinking about disinformation as a cognitive security

concern.

On the face of it, it seems reasonable to think that the history of some representation
should have little bearing on how we evaluate it as potential disinformation, that what
matters is whether its disinforming here and now. However, if there is one lesson we can
draw from the literature that has arisen on the more general problem of determining the
semantic content of representations, it is that accounts of meaning focussed on properties
of the representation itself tend to require supplementation with information about
previous use and intended function in order to deliver plausible verdicts about content. In
the context of disinformation, an atomistic view is inadequate to the actual practices
involved in its production for at least two reasons Firstly, questions about intent and
history are central to understanding why some content is present at some scale in a media
system. Recalling the discussion of pollution and thresholds in Chapter 4, that some
content is dis/mis-informing is only part of what is important when we are investigating

disinforming content that has become salient enough to rise to a level of harm and
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potential for harm to motivate cognitive security interest. We want to know what about

the system allowed it to flourish, and why at some scale threshold we find it harmful.

Secondly, as I'll describe shortly, where disinformation campaigns once anchored to
very specific topics and key pieces of evidence, such as forged diplomatic letters, modern
disinformation tactics tend to involve complex mixes of content that span sources and
aims, many providing quite indirect contextual support to the adversaries’ goal, so the
disinforming nature of some particular item of content will depend on other items that
may not be disinforming at all on their own, but who's intentional promulgation improves

the disinforming qualities of the item in question.

My project here is focused on the category of deliberately hostile and harmful
disinformation, so I am content to maintain intent as a necessary condition, to better
capture all of the content (including true content) that exists at scale in some system only
because of deliberate hostile action. Disinformation in this sense is better understood as a
process and practice, not a property of some item of content. Perhaps there are grounds to
split hairs somewhat and distinguish between the concept as it applies to describe content
itself from the way it applies to behaviour that exploits features of the information
environment to produce it. But it would be odd if disinformation campaigns were not
defined by the fact that they produce disinformation, and I think the problem here stems
from trying to construe disinformation as a concept that applies to individual items of

content rather than an activity. The application of content-driven accounts tends to
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expand to include most false content, when in some epistemic environments, and for
some purposes, there is a high threshold of acceptable falsehood. More importantly, as I'll
argue in the next section, the local truth of content is not enough to afford diagnosis of

disinformation campaigns that we know are deployed.

The discussion of disinformation in the context of cognitive security often gives
central attention to the phenomena of fake news. Fake news conceptually implicates the
presentation, of content as news, as diagnostic. Presentation does offer a way to think
about intention that isn't committed to whether it should be operant when the content is
created, published, or distributed. However, as Habgood-Coote (Habgood-Coote, 2019)
argues, the pragmatics of the term have undermined whatever theoretical resources it
offered, owing to authoritarian usage of the term to propagandize against legitimate
sources of information. As definitional of disinformation in the context of cognitive
security, the term is both too broad and too narrow. It is too broad because it equivocates
over different senses of "fake", and other distinctions we can make within the category,

such as that between economic and political motives.

What about the first factor, that of falsehood? Here we can see why the term is often
used in ways that are too narrow. Disinformation does not have to be untrue to perform
an intended manipulative purpose. There are several reasons for this. Somewhat
esoterically, but important all the same, the idea that online media consumers are

encountering discrete propositions with simple truth values is an idealization. Most online
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content is multi-modal and requires considerable context-savviness to interpret. Often
what we care most about involves contesting the conditions of correctness and
correspondence against which representational adequacy is assessed. Assessing content
for truth, atomically, and at scale that spans contexts and audiences turns out to be quite
difficult. Where human fact-checking has been used as a remedial approach, it is a
laborious and contested intervention that is very difficult to implement outside a tiny
fragment of content deemed worthy of intervention. As just one example of the
implementation challenges, where platforms must recruit moderation assistance from
populations with technical, English and native language competence, they often find the

result is the selection of people with highly valenced views of local issues.

Content produced in disinformation campaigns often aims for subtle shifts of framing
and context to nudge our assessments of correspondence. Pictoral representations can
contain content with mixed veritistic properties, for example, a common format for
disinforming content is the "evidence collage" (Krafft & Donovan, 2020), composite
images that include as parts specific images or short phrases, that, to some audience in
possession of the right background knowledge, to imply causal relations. A collage might
include a screenshot of a police blotter, a still from a video, a dated photograph, and a
quoted comment. All the parts can be authentic and true, but have the perlocutionary

effect on a predicted audience to acquire a false belief.
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Another example is Russia's use of micro-influencers posting content which, while
ostensibly about the Night Wolves motorcycle club, is intended to transmit narrative
framings that promote "... affective visions of the Russian world as a core tenet of the
Russian culture that seeks to reunite all Russian speakers to strengthen Russia’s positions
globally" (Boichak, 2023, p. 9). Propaganda is often employed in ways that don't directly
question a proposition, but just seek to shift the context of assessment, by connecting
evaluation of the target matter to pre-existing disagreement or motivated reasoning.
When organized efforts of this sort rise to the level of cognitive security concern, the
mere removal of falsehoods-as-pollutants is not a strategy that can be employed
effectively, because an accurate identification of the pollutant is not some false claim, but
a complex of content that shifts collective representation of evaluative and interpretative
conditions. The active creation and amplification of counternarratives is often a more
effective strategy in these cases, but requires appropriate political conditions and policy
instruments to enable this, since we typically have a fairly limited conception of

legitimate state-sponsored persuasive messaging.

Harris (Harris, 2023), like Simion, views the lack of conceptual clarity about
disinformation as counterproductive to policy and debate, and produces a positive
account similar to Simion's in many respects, but with an important additional factor.
Both eschew falsehood of the content as a condition on the designation, and both offer
functional accounts. The core of Simon’s definition is that disinformation "has a

disposition to generate or increase ignorance" (Simion, 2023, p. 8), for Harris, that it
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tends to cause audiences to "...form counter-normative beliefs or belief-like states or [to
prevent] the audience from holding normative beliefs or belief-like states"(Harris, 2023,
p. 11). Both want to zoom out from the veritistic properties of the content itself and

attend to its epistemic effect.

For Harris, what is significant in explaining disinforming content is sub-doxastic
effect, especially the extent to which it can generates associative states, which don't have
the same sorts of epistemic norms as beliefs. Not only does this observation accord with
many forms of disinformation found in the wild, it also explains the difficulty in
specifying which epistemic shortcomings correctly describe the category. Sub-doxastic
content can in turn bring to salience content that we might not otherwise include in our
assessment of communication, for example, amplifying the weight we give to the
possibility of some hidden defeater, or weighting some elements of meta-evidential
context and not others. As I'll describe shortly, some propaganda strategies aim only to
raise our fears of such defeaters, undercutting our grounds to form beliefs based on other

information in the media system.

5.2 Disinformation and cognitive warfare

There remains important philosophical work to be done to make sense of the concepts
of misinformation and disinformation that figure so prominently in a wide range of

research and policy-making contexts. Here I am employing a limited sense of the term
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disinformation, that I argue here is more suitable to the context of cognitive security. On

this account, disinformation:

a) exists in some information system at some scale because of activity with a
motivating interest that is only incidentally governed by epistemic norms appropriate to
the content (some disinformation campaigns target amplification of content rather than
production and thus adopt very indirect means)

b) has productive causes that can be traced to the interests of a political entity
(thus most advertising would not count)

c¢) without regard to negative epistemic and non-epistemic consequences of the
activity on the target population (it is fundamentally hostile)

d) for the purposes of changing the beliefs and behaviours of the target population

in a way that the producer desires (a strategic purpose underlies the activity)

One of the ways that cognitive warfare can be distinguished from information warfare
is along the axis the Harris identifies, between the overt content of communication and its
associative effect. Where information warfare involves contesting the flow and content of
information channels (Bernal et al., 2020), cognitive warfare is focused on its evaluation,
interpretation and effects, explicitly targeting personal and sub-personal processes of
interpretation and assessment (Hung & Hung, 2022). In the very small publicly available

literature that makes available in English China's strategic and theoretical thinking about
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information warfare, cognitive factors play a central role (Aukia, 2021; Beauchamp-

Mustafaga, 2019; Cohen et al., 2021; Huang et al., 2023).

Disinformation tactics can target beliefs in one domain by changing the way we think
about related beliefs in the background and context of the target one. The goal of
cognitive warfare isn't to alter some particular complex of individual beliefs, it is to
change the way political aggregates behave. It is epistemically dangerous because it is
conducted, and can be conducted successfully, without regard to the effects on our
epistemic environment more broadly - it can degrade our epistemic environment. For
example, China's information operations in Taiwan during the COVID pandemic,
included coordinated efforts to diminish trust in Taiwan’s own vaccine, which had
collateral effects of general vaccine hesitancy and trust in public health institutions (Yu &

Ho, 2023).

We should think of audiences and context not just as meetings of minds, but as
technologically mediated. Some audiences are formed in epistemically engineered
environments that are amenable to disinformation campaigns at different rates. They may
be disinformation-prone because they have structural properties favourable to the creation
and sustained existence of disinformation. Simion argues that disinformation can be
disinforming even when it does not conflict with existing beliefs, just because it can
defeat epistemic support for evidence one has not yet encountered. I view this as the same

phenomena (Begby, 2021) calls "evidential pre-emption", where disinforming content
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contains, alongside first-order evidence about its propositions, meta-evidential claims that
undermine "...credibility of a range of sources that would seek to contradict those
propositions" (ibid. p. 8). The structure of a media system may be more or less amenable
to this, for example, it might be prone to forming echo chambers (Nguyen, 2020a), it may
lack stable or safe meta-evidential affordances, it might incentivize epistemically vicious
behaviours in non-obvious ways by way of direct and indirect economic rewards. It might
have produced evidence for mistrust by clumsily executed content moderation and
cognitive security policies, for example, by implementing content filtering that both
discoverable and reasonably disputable. It is possible that some kinds of media systems
are, for endogenous reasons, more likely to produce exactly the kinds of content typically
produced in disinformation campaigns, absent any deliberate hostile effort that would

capture the activity in the definition I offered.

I'm content with this outcome and think it is consistent with the ecological view I have
been developing. Intentional disinformation campaigns are just one kind of polluting
process that can have this kind of epistemic effect. Where effective cognitive security
policies can be enacted to improve the epistemic environment, it would be odd if it was
only protective of pollution caused in one way, and not another. For this reason, I think
we might be optimistic that cognitive security strategies that aim for ecosystem health

can be formulated in ways that do not just advance a political interest.
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Harris worries that disinformation defence requires something like an ethics of belief,
but for associative states, and expresses concern that this may be a difficult undertaking. I
think we can zoom out even further, from the context of belief to the evaluation of harm.
Usually, the harm that motivates inquiry into disinformation is cashed out in social,
political, or securitized terms. This often leads to an unproductive framing of arguments
about remedial policy, contrasting values of free expression, open marketplaces of ideas
and the like, with concerns about paternalistic intervention in the interests of safety, or,
worse, the preservation of political or economic power. A side effect of this is to re-
enforce the veritistic dimension of analysis, where the threshold of "is it demonstrably
false", or "was there some specific harm" helps to wall off gray areas of protected
expression from moderation policies that aim to reduce harm. But this blinds us to the
explicit aims of many disinformation strategies, and the ecological damage to our
information environment that both affords these efforts and that also is caused by them,
and which underlies the harms we are concerned with. Just as with environmental ethics
and policy, recognition of constitutive interdependencies motivates concerns for the
protection of shared resources and common goods. This is very different than narrow
protection from risks of some particular harm. I'll argue later in this chapter that cognitive
security strategies grounded in conceptions of resilience are best understood in the sense
of protection environmental epistemic goods, rather than merely the protection of existing
authorities. In the next section, I'll describe a specific information ecological value we
can identify that is undermined by disinformation, and that can help to orient defensive

strategies.
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5.3 Vulnerable evidential heuristics

I argued in the previous section that the truth of content is orthogonal to its utility for
disinformation campaigns, in part because true content can be used to lead one to acquire
seemingly justified false beliefs. Sometimes the disinforming function of false content is
not directly related to the matter about which it is false. The "firehose of falsehood" (Paul
& Matthews, 2016) propaganda strategy does not aim to advance some particular claim,
but to undermine coordination of epistemic agency by inculcating epistemic helplessness
(Tenove, 2020) or disorientation (Benkler et al., 2018). In these conditions, people come
to believe they are unable to determine the truth of some matter, or to reliably obtain
knowledge from some media environment. Rini (Rini, 2021) identifies the mechanism as
the "weaponization of skepticism", where the normal and epistemically virtuous process
of monitoring for grounds for testimonial skepticism is deliberately activated by
generating meta-evidence for elevated of testimonial skepticism. The consequence is

reduced access to safe evidence and testimony that can produce knowledge.

From the epistemic ecological perspective, we can see two distinct effects from this
propaganda strategy, a pollution effect and an invasive species effect. In Chapter 4 1
identified three conditions that are part of the designation of something as polluting.
There is a descriptive element, which identifies the sense in which the object is novel or

alien in some way. Then two thresholds, a harm threshold, which is the scale of pollution

201



at which there is a damaging effect, and an interest threshold, where that damage is in
turn dangerous to some substantive interest in the functioning of the polluted system. I
considered an example of chemicals in diesel exhaust that mimic those produced by
flowering plants and relied upon by honeybees to locate them. The designation of this as
a pollutant is tied to a harm threshold, of misinformation that can be tolerated, in relation
to the perceptual capabilities of the honyebees, and an interest threshold, of ecosystem
tolerance for reduced pollination. Above this, there is systemic breakdown of the

constitutive interdependencies in the ecosystem.

Changing the scale at which defective testimony is encountered likewise breaks
reliable strategies grounded in interdependence for obtaining knowledge from the
environment - in this way it is destructive in a similar manner as the diesel exhaust - a
way of knowing is no longer reliable. Our normal responses to expressions of
disagreement or claims to expertise are confounded by increased likelihood that the
signals we are using to identify these are misleading us. It can be hard to formulate the
descriptive aspect of the pollution designation in a way the picks out exactly what has
gone wrong, but from the point of view I am advocating, we should look to the conditions
that enabled the change in scale, and the meta-evidential signals that cause our
misperception, not to the content. We want to be able to distinguish a genuine upswell in
disagreement with the appearance of one that has been carefully orchestrated using the

affordances and vulnerabilities of an information system. This approach is congruent with
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some of the conceptualizations large platforms use to describe fraudulent traffic and

activity as "inauthentic", or "inorganic".

Reflection on our own experience in media systems we interact with reveals the ways
in which different information ecosystems have a different set of reliable heuristics for
the evaluation of evidence and testimony, an evidential grammar of sorts, where one
learns to attend to various properties of the system to aid in the assessment of evidence.
One learns to be savvy about the signals most likely to yield knowledge. Perhaps when
certain people endorse content, or when it appears alongside specific user-interface
decorations that indicate vetting, or authenticity of transmission, or when content
achieves particular numerical scores, one can more reliably depend on it. Faced with
information at the massive scale of modern information systems " ... everyone knows that
no one can possibly keep abreast of all this information, meta-techniques, meta-strategies,
meta-meta-structures, meta-meta-meta-tactics have arisen." (Dennett, 1986, p. 145).
These have increasingly indirect contact with the grounds of justification and resemble
the ecological webs of interdependence that motivate Leopold's ethical argument, as
opposed to a linear and layered scaffolding of dependencies that one might easily
reverse-engineer and verify. Every time we encounter an informational label, or a fact-
check, or interact with an Al system that demurs a request or makes a recommendation,
we are at the tip of an enormous iceberg of human labour, represented in the algorithms

and datasets that produce these features in the material infrastructure of media systems,
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which we rely on whether we mean to or not, and whether or not we can see inside and

understand the functioning.

Exposed to the firehose tactic, because there is more compelling-but-false information
to consider, we must resort to new meta-evidential strategies, such as relying on higher-
order signals afforded by the media system, such as indicators of social proof,
verification markers, follower counts, and the like. Note the vulnerability generated in
this transition - a epistemic practice in some environment is undermined, but as a result
new dependencies are engaged, or reliance on existing ones hastily modified. When the
firehose is deliberately made visible, we gain meta-evidence that the media environment
itself is not to be trusted, a generalized defeater for all the information we encounter
within it. But we receive that information within it, and thus, rather than eliminate all
credence, we adapt instead. When a Russian senior policy advisor admitted to election
interference, he added, "... it’s even more serious than that: Russia is meddling in their
brains and they don’t know what to do with their changed consciousness" (Isachenkov,
2019). Here, appearing to reveal manipulative effort multiplies the disinforming effect.
When we acquire evidence that our own meta-evidential strategies are unsafe, exposed to
defeat that we can't easily verify, we scramble to build replacements, and these are often

offered to us within a broader disinforming campaign.

When authoritarians urge supporters to distrust traditional media, to rely on their

personal information channels such as social media, the demand is not just "trust me", it
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is, "trust this way of knowing". Trust-breaking is often a kind of trust-making because
our essential epistemic interdependence entails a conservation of trust if we want to
continue to participate in an area of discourse. We must deploy it somewhere to gain
knowledge from others. In signals intelligence, a tactic called signal herding involves the
sabotage of a high-security channel of communication, to cause one's adversary to switch
to some other channel that one has the capacity to monitor. We can observe a similar
process, that of trust herding, whereby if you can promulgate evidence that in some
epistemic environment the normal evidential grammar one learns to reliably use it is
subject to some new and difficult-to-monitor defeater, environmental dependencies re-
configure along lines that upgrade credence to the source of this new evidence and the
ecosystem around it. Alternately, one increases skepticism in the legitimacy of the

discourse more broadly. Both responses can be goals of disinformation campaigns.

It takes time to learn a new reliable evidential grammar, creating opportunities for
others to exploit newly forming dependencies and evidential heuristics to produce
information that has a better chance of being consumed and believed at scale that it
would have in in the previous, more settled and reliable state of the information
environment. It should not be surprising that epistemic ecosystems polluted along one
dimension tend also to polluted along others - where you find higher density of QAnon
you likewise find financial scams and health misinformation (La Morgia et al., 2021;
Rothschild, 2021). Conspiracy theories unrelated by subject tend to cluster at both the

individual and network level (Jost et al., 2018) - and when individuals and groups that
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believe in one conspiracy they are likely to believe in others (Enders et al., 2021).

Psychologists have explored links between individual psychology and conspiracy belief
but recent meta-analysis found no meaningful correlation (Goreis & Voracek, 2019), but
preference for digital and non-traditional media has been found to predict the likelihood

of conspiracy belief (Humprecht et al., 2020; Vosoughi et al., 2018).

On my account, clustering occurs because the meta-evidential properties of the
information system that allow one false conspiracy theory to flourish are hospitable for
others, however unrelated in terms of subject matter. They might be united instead by
source, for instance particular individuals who gain influence, shared representations of
evidential norms and effective heuristics, or by shared malformed epistemic
dependencies. Levy (Levy, 2018) notes that in polluted epistemic environments we often
find "parallel institutions", designed to mimic legitimate ones but with counter-normative
aims, in one example from the paper, the "American College of Pediatricians" set up by a
small group of people to promulgate conservative views, easily confused with the
legitimate and much more representative body, the American Academy of Pediatrics, and
acquiring parasitic credibility from this confusion. Observation of polluted epistemic
environments often reveals that these develop into ecosystems of such bodies, including
auxiliary institutions such as journals, and connections to other parallel institutions
unconnected by topic but connected by the effective underlying motive or shared

infrastructures.
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Consider what we might agree is a virtuous example that is structurally analogous to a
practice we often take to be vicious, that of epistemic trespassing. In an information
environment that's noisy, and lacks affordances to enable the identification of domain
experts, a kind of virtuous epistemic trespassing can become a reliable means of
identifying them. We rely on our assessment of a source of testimony based on matters
we know about, and then treat the source as authoritative across other domain on which
neither we, nor they, are in a position of authority. Social networks like Twitter invite this
at the level of individual accounts, where having learned of the reliability of some
account as a source of information on philosophy, I elevate my credence when they
vouch for the validity of a source of information on epidemiology, even when neither I
nor they possesses a means to assess, because I judge that they wouldn't deceive, that
they are sensitive to defeaters, and they are incentivized to be cautious lest their
undermine their reputation in their home domain, which I also recognize they have reason

to care about.

The reliability of this type of belief formation practice is highly sensitive to savviness
with the evidence and context furnishing properties of the information system. Some
digital media platforms afford this strategy at the level of specific channels, hashtags,
sub-forums, publishers, and the like. Some, like Tik-Tok, de-emphasize many of the
standard factors that stabilize context, such as managing the accounts one follows, in
favour of a highly algorithmic feeds tuned to proxy signals of interest like videos watched

to completion, social graph connections between commenters, and machine-learning
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aided preference prediction (see (Rini, forthcoming) for a similar argument to this effect).
Strategies used to control illegal and objectionable content production, like de-
platforming, can be very successful when the originating account is a significant factor in
systemic salience, such as Facebook, Twitter and Youtube (Jhaver et al., 2021). A study
of vaccine misinformation on Facebook showed that the bulk of it originated from just 12
accounts (Nogara et al., 2022). But we should anticipate reduced effectiveness of
deplatforming in media systems where it is properties of the content and our interaction
with it, not its source, nor authority of authorship, that causes it to gain audience. It's
much harder to de-platform an idea, an attitude towards evidence, than one influential
account. A post-influencer disinformation paradigm will increasingly need to attend to

structural properties that favour or disfavour disinformation.

Here I've described the extent to which specific beliefs we might form on the basis of
information we encounter depends on heuristics we develop to help us use complex
information systems. This in turn creates a dependency between this reliability and the
vulnerability of the system itself to be used to operate disinformation campaigns. In the

next section, I'll argue that this is a kind of trust relation.

5.4 Complex epistemic dependence and trust

In chapter 3 I discussed a functionalist approach to trust (Lewis & Marsh, 2022). In

the paper, they ask a series of questions about what it's like to trust things like animals,
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computers, and artificially intelligent systems. In one of their examples, when we trust a
car, we engage in proxy trust, whereby we trust in a car's roadworthiness because we trust
a roadworthiness test that it passed, and in turn, the test itself, those that carried it out,
their instruments, and so forth. They briefly distinguish proxy trust from the concept of
transitive trust, where if I trust some system A, and that system in turn trust some other
system B, I have a transitive trust relationship with system B, mediated by social
information I can monitor for defeating conditions, and therefore it is correct to say I trust
system B. In proxy trust, I do not trust system B, I project my trust of system A on to
system B. This distinction comes quickly, and the authors don't make much of'it, but I
think one reason it's worth making is the impossibility of transitivity in many epistemic
contexts. Earlier in the paper they describe trust as accepted dependency, grounded by
evidence of trustworthiness. But in epistemic contexts we generally lack available
evidence and competence and resources to recognize and accept dependencies. We don't
engage in transitive trust because we can't consider all the dependencies involved, and
thus can't assess them. As I argued in Chapter 3, this is the case with our epistemic
environmental dependencies, and I likened these to a kind of proxy trust in the
intermediating sociotechnical systems that stand between us and sources of evidence and

testimony.

In the last section I described the ways in which specific beliefs are vulnerable to the

reliability of the evidential heuristics we use. Here I offer I more specific way to think

about this, as a kind of proxy trust on an intermediary. To illustrate this, consider the
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projection of our trust in our understanding of how a search engine works onto the
evidential weight we give to its results. What is it like to trust a search engine? We begin
to type into a search input and receive suggestions. Where did they come from? Am I
nudged to accommodate my intent to what's immediately present? Manipulating
autocomplete suggestions is a well-recognized influence technique (Tripodi, 2022), and
search providers themselves operate human and machine subsystems to try to prevent this

(Olteanu et al., 2020).

A lively arms race lurks behind this seemingly simple feature. We might know enough
about this to see poor suggestions as a problem partially external to the trust we place in
the search engine, but we might also re-assess our proxy trust just on the face of
suggestions we deem to be of low quality. What seem to be mere interface features,
things like suggestions and rankings, can have substantial effects on the beliefs we form.
What about the more central systems of search? Once the internet, and search engines,
became central to a broad range of cognitive projects natively, not just as convenient
stand-ins for offline behaviours, their trustworthiness becomes a broad concern. When we
use them, we trust our mental model of their mechanisms, that it retrieves items from a
set that match our request, for instance, that they contain a particular word. The
conclusions we rationally draw from the results are altered if we come to believe the
system is hiding something from us. We trust that we understand the nature and
composition of that set - that it is the same for all users, that items aren't arbitrarily

included or excluded, that it does not contain gaps and omissions that would surprise us.
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We trust that it hasn't excluded some subset of potential search space without it being
knowable to us that it has done so. Does it exclude publishers that haven't paid the search
engine? Content of a certain age? Content that is unpopular? Content that we have given
previous evidence that we don't like, that might offend us, that we won't look at? Content

that is damaging to the interests of those with operative control of the search engine?

The manipulation of search engine salience and ranking produces substantial belief
and behavioural difference in the context of elections (R. Epstein & Robertson, 2015).
Tripodi (Tripodi, 2022) describes at length the hostile manipulation of the affordances of
search engines by American political organizations to influence public discourse, by
causing them to produce desired results for particular queries, and then encouraging
audiences to perform these searches, in order that one would then find this pre-ordained
evidence (Tripodi, 2022). The nature of this influence tactic subverts the reliability of
standardly virtuous epistemic practices. The practitioner can tout bona fide epistemic
virtues "don't believe me, research this yourself", knowing that the research prompt will

yield some of the planted results.

That one's search yielded no results, or some specific result, is standardly taken as
evidence about the query and the content, but the reliability of this is dependent on the
extent to which the proxy trust on the search engine is not misplaced. It's well
documented that domestic operators of search and media platforms in authoritarian states

often interfere with the performance of these systems for political or economic reasons.
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Corporations that operate search products, such as Google, have adopted a range of
policies to afford censorship to maintain access to authoritarian markets, such as China,
including offering government access to monitor and filter, accepting lists of keywords to
block, and refraining from indicating to users that their search results have been censored
(something Google did in China until 2012). Democracies likewise regularly request that
search engines remove content from their results (Meserve & Pemstein, 2018), and in
some cases search engines add interface decorations to results to notify users that content
has been redacted. Some operators of search engines and social platforms sometimes
produce so-called transparency reports, documenting government requests for
information, redaction, and the like, and we trust that these are complete and accurate
enough so that domain experts who monitor such things are positioned to recognize
conditions that might undermine the function we expect search engines to perform for us.
Yet another proxy trust is implicated here - we project our trust that actors with the power
to damage our reliance on search engines are not doing so onto the systems themselves,

against the evidence we possess that they can, and might at times be incentivised to.

I've used this example of trust in a search engine as source of evidence to illustrate
how complex the dependences engaged in proxy intermediary trust can be, and the extent
to which the involve a surprisingly wide range of interests and actors, even in this brief
sketch of an analysis. In the next section, I propose a way of describing the structure of

this trust, in a way that can help us to assess the extent and significance of damage to it.
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5.5 Hinge stability and epistemic ecosystem damage

I've argued that different kinds of media systems will have different kinds of reliable
evidential strategies, and to wield these we must engage complex forms of proxy trust to
intermediaries they supervene on. If this is right, there should be discernable structure
and shape to this. In an ecosystem, the loss of a species or habitat leads to systemic
changes such as trophic cascades which can cause complex and substantial distal effects.
We can predict with some certainty the likely ecosystem consequences of different kinds
of damage, for instance, by learning to recognize keystone species. We know roughly
what would happen if all bees, or mosquitos, or wolves, were to vanish, what will happen
to a local wetland in the presence of an invasive species, or what the consequences of an
algae bloom will be. This kind of reliable ecological knowledge is an enabling condition
for adaptive ecosystem management, we measure our interventions in relation to our

abilities to forecast and monitor their effects.

We are in the very early days of having a similar understanding of the information
environment. The extent of backfire effects when fact-checking (Swire-Thompson et al.,
2020), where corrections increase, rather than decrease, belief in the false proposition, or
implied truth effects (Pennycook, Bear, et al., 2020), where the presence of warning
labels on some content cause people to believe unlabelled content is reliable, are unclear.

They are likely to be relational to ecosystem factors such as the audiences and material
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affordances. Systemic questions about whether recommender algorithms polarize, or
whether various forms of deplatforming are effective, are also unclear. For instance,
deplatforming often results in re-platforming in a different environment, with partial
migration to extreme communities, and overall increases influence of the content that

motivated censure (Horta Ribeiro et al., 2023; R. Rogers, 2020).

Here I want to explore a way of thinking about the structure of epistemic
environmental trust inspired by Wittgenstein's concept of hinge beliefs. This idea features
prominently in "On Certainty"(Wittgenstein et al., 1969), where Wittgenstein rejects the
idea that we can ever provide fully general and rational account of our beliefs, where we
can demonstrate the correctness of one belief by way of the scaffolding on which it sits,
which in turn we can show to be sound. Wittgenstein writes of hinges as propositions that
must be exempted from doubt, such as that there is an external world, but not because we
have reason to be sure of them, but, rather, that their loss comes at exorbitant costs. "We
just can't investigate everything, and for that reason we are forced to rest content with
assumption. If I want the door to turn, the hinges must stay put." (ibid. §343). To
discover that a hinge belief is false is catastrophic - it would be cognitively disastrous if
we lack a "non-evidential right to trust [...] hinge propositions, such as that sense
perception is reliable, induction is reliable, that the world isn’t a simulation created by

nefarious aliens, and so forth." (Ranalli, 2020, p. 4976).
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We might ask, are these hinge commitments propositions, are they beliefs, do we have
reasons to accept them, and if so, what kinds of reasons? Wittgenstein did not live to
finish "On Certainty", which was published posthumously from drafts and notes, but
subsequent scholarship has explored such questions at length against the background of
contemporary epistemology. Here I want to focus on the idea that we have some beliefs
that we must take to be true because the high epistemic cost to doubting them cannot
practically be entertained. On the way to knowing about something, we have no choice
but to eschew skepticism about our hinge commitments. For Wittgenstein, hinge
commitments cannot be rationally evaluated, and to doubt them would "drag everything
with it and plunge it into chaos." (§613). Because Wittgenstein's discussion of hinges is
focussed on skeptical problems, of the sort, how do we know there is an external world,
only a few very general ones are considered, and this way of thinking about hinges is

retained in some of the subsequent scholarship.

However, I am not alone in finding the concept to be useful when it admits more
hinges, and more specific ones that can in fact be rationally evaluated. For instance,
Coliva argues that to take evidence from the fossil record as proof for the age of the earth,
one must suppose that the earth has existed for a long time, and that this is a hinge belief
on which knowledge of geology depends (Coliva, 2015). Likewise, Ranelli argues that
disagreement about hinge beliefs lie at the root of deep disagreement, such as can arise in
the context of religious belief, political convictions, and conspiracy theories. Ranelli

gives the example that in a community that believes in spirits, I must accept belief in

215



them in order that I might participate in many of my communities’ cognitive projects - it
is the price of admission to whole domains of inquiry and social life. This is the first
aspect of the hinge that is important to my interest here - that they mark sites of
vulnerability. If for some reasons we should come to believe we have been mistaken
about one, it can have substantial consequence on what we take ourselves to know. In
Ranelli's example, some of the person's beliefs are safe even if they come to disbelieve in
spirits, but an entire category of important cognitive projects become impossible. This
way of thinking about hinge commitments expands their scope to be more akin to
keystone species, as fulcrums on which important stabilities depend. We do not
necessarily suppose that there are just a few, and that total annihilation of all ecosystems
will result from their loss, but we know that they are critical nodes in webs of

interdependencies.

Ranelli's account of hinges, and the term "cognitive projects" is based in part on
Wright's entitlement account (Wright, 2014), which I take on board here as well. Wright
conceives of hinge commitments as the general conditions we must take to be in place
when we when we endorse a particular procedure (Wright calls this an authenticity
condition) as an acceptable way to answer a kind of question (Wright calls this is a
cognitive project). Not all authenticity conditions are hinges, this instead arises when
authenticity conditions are general and apply to many different cognitive projects. There

are important questions about how to daw this line, and Ranelli's account admits more
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hinges than Wright's, but these questions are beyond the present scope, where I want to

use the idea of hinges to identify structures of dependence to our epistemic environments.

Hinges involve often unarticulated background beliefs we must take to be settled if we
are to undertake cognitive projects. A non-hinge authenticity condition is one where "...
for a given cognitive project [...] any condition doubt about which would rationally
require doubt about the efficacy of the proposed method of executing the
project"(Wright, 212 C.E., p. 466). Hinge conditions are just broader, common to more
cognitive projects, where doubt "...about any investigation that uses some relevant
apparatus or relies upon on a certain kind of evidence, or a doubt about the good standing
of all previous investigations of a certain kind, or about the very subject matter of a large

class of investigations, or about the propriety of their methods" (Wright, 2014, p. 216)

In Chapter 3 I described environmental epistemic dependencies as background and
enabling dependencies we must undertake in order engage more specific epistemic
dependencies, on particular sources of evidence, or on particular testimonies. I depend on
an expert, but I also depend on the fidelity of my interface to them, on the reliability of
the signals of expertise I monitor, on the contextual features I expect to warn me of
potential defeaters and to offer falsifying evidence. Our reliance on environmental
dependencies spans cognitive projects in just the sort of way that Wright conceives of
these general, hinge authenticity conditions. I am entitled to believe that when I request a

web page from Wikipedia through my web browser, that the one I receive and that my
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browser displays to me is faithful to the intentions of the authors and maintainers of
Wikipedia, that the broad complex of intermediary layers, processes, and practices
towards which I must adopt an unquestioning attitude remain deserving of such, and are
not tampered with in some hidden way, despite the fact I possess knowledge of the many
ways in which this is possible and feasible. On Wright's view, my entitlement to make
these assumptions does not flow from direct knowledge and evidence I possess. Rather, it
flows from the impossibility of engaging in normal cognitive projects without the

entitlement.

This entitlement account of hinges helps us to describe structures of epistemic
environmental trust. The identification of hinges is the identification of features of the
epistemic environment that we have significant shared dependencies on, where, in
Wittgenstein's metaphor, these must stand still for the door of inquiry to move. When
there is a broad range of cognitive projects that a community views as legitimate, that
have a base of shared authenticity conditions that depend on common features of the
epistemic environment, we can identify these features as central to epistemic ecosystem

stability.

This offers a more perspicuous way to describe disinformation campaigns with
indirect mechanisms, where the disinforming function varies from the content which
serves as the vehicle for the campaign. By manipulating hinge commitments or the

evidence we have to assess them, credence in dependent content can be lowered. The
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result of disinformation is not mere reduction in available reliable evidence. Damage
cascades from channels of evidence, second-order evidence, and meta-evidence, causing
re-configuration of dependencies and changes in operative norms and evidential
strategies. Rapid change brings new risks to our shared dependencies, and our ability to
reliably form true beliefs from the information environment around us. Disinformation
operations that seek to prepare the ground for future targeted campaigns often attempt to
scaffold alternate hinges and seed doubt about existing ones. If an apparatus of narratives
about what kinds of evidence are good, what signals of trust are reliable, what sources are
legitimate, and similar meta-evidential evidential beliefs, has been developed and gained
traction, it is easier to circulate a specific strategic falsehood at scale when some future
opportunity arises, because many cues that might otherwise have inhibited credence and
transmission have already been made ineffective. Disagreement about the particular
content then often can become deep and irreconcilable because it includes this broader

apparatus - what I'm imagining here as a hinge.

Just as we have come to recognize that we have public interests in private property and
agency when it risks damage to ecosystems on which we have dependencies, we can
likewise recognize public epistemic interests within privately owned information
systems. These are distinct from the public interests that already are represented in
regulatory constraints on the management of such platforms, which are largely aimed at
reducing specific harms such as fraud and harassment, and not especially effective.

Recognition of these interests can generate constraints on the kinds of cognitive security
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policies a state might pursue, by requiring that they not endanger these, and assessing

probably collateral damage in relation to them.

The idea that hinge commitments help us identify public epistemic goods that may
deserve protection allows us to move from the mere identification of instances of specific
engagements of environmental trust to the identification of social-epistemically
significant epistemic systems. This offers a basis for claims about the ecological value of
the implicated environmental properties. This argument and its methods demonstrate how
we might inform cognitive security policy with epistemic ecological reasoning. Given
some range of options to conceptualize threats and execute a defensive policy, we should
prefer the one that does the least damage to operant hinge stabilities. Rather than target
the specific implementation instruments of a disinformation campaign, we might prefer to
improve the resilience of the information environment to the campaign. More
importantly, in this light, there are stronger reasons to table when considering actions that
involve state-sponsored persuasive messaging, something we might have a presumption
against that and think requires elevated justification. In the next section, I'll apply the

concepts of shallow and deep ecology to describe the difference in these approaches.

5.6 Shallow and deep conceptions of cognitive security

Towards the end of Section 4 I argued that our trust in search engines includes trust in

the extent to which those who can manipulate it in overt ways for the purposes of
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disinforming us are kept in check, or that at least we have a good picture of what kinds of
manipulation to be on guard for. We often delegate this to experts who monitor such
things and implement it counterfactually, supposing that if there was something important
to our interests either we'd somehow be informed, or the system would be changed. This
is not unlike way that cybersecurity is enacted. It's a problem we know exists, we know
experts are working on it, and they modify our systems, or request that we modify our
behaviour, and we tend to go along with this unquestioningly. We do this not only
because we might lack the expertise to delve much deeper, but because practically there
is too much to know, and at a level of detail that spans many experts. We might have a
sense of what cybersecurity is, and why it matters, and that an entire industry and
associated complexes of regulators, standards, and laws are mobilized in its service, but
for most of us we don't notice until the dependence breaks and we face directly insecurity
and its consequences. Cybersecurity is considerably more mature as a practice than
cognitive security, and while cognitive security is often theorized as including
cybersecurity as a concern, it operates at a level of abstraction one step removed from just
the authorization of access to epistemic infrastructure, to the legitimacy of interactions

with it.

There is a large literature documenting state efforts to manipulate information systems
we depend on in ways that risk our epistemic dependence on them. This includes indirect
tactics that don't directly interfere with the operators, such as manipulating the network

layer to filter undesirable content (Griffiths, 2021), and the active production of content
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(King et al., 2017) to advance favored views, or interfere with reliable functioning. The
manipulation of search engines via content production exemplifies disinforming activity
where it's very difficult to provide an analysis of the content alone that reveals it as
disinformation. We need to analyze it in terms of its function and causes. During the
COVID-19 pandemic, accounts linked to China clogged information spaces with
repetitive posts containing names of major cities to prevent more specific queries from
working correctly (Milmo & Davidson, 2022). A US Centre for Naval Analysis report
(McBride et al., 2020) taxonomizes three variants of this sort of disinforming content
production, flooding, to make a information channel unusable, hijacking, to co-opt an
information channel by changing the topic, and fracturing, by using mimicry to
outcompete the keywords that help people find the channel. These manipulations can rise
to the level of genuine national security concerns, for example, when they influence

elections or health behaviour.

Our understanding of the precise effects of these campaigns, such as we know of
them, is poor. Despite agreement on the threat of disinformation, "...policymakers often
appear incapable of articulating what security means in this context" (Ordén, 2022, p. 1).
A recent review study notes "...our review of prior literature reveals that the extant
studies examining the impacts of disinformation are mostly descriptive and atheoretical."
(Arayankalam & Krishnan, 2021). Relatively little is known of the effectiveness of anti-

disinformation efforts, such as they have been publicized.
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One of the aims of the area of research I am advocating here, the ethics of cognitive
security, is to motivate empirical study, but also to fill in this theoretical gap. The
ecological approach I describe is an example of such an effort. The literature on
information warfare often adopts an explicitly ecological view in characterizing the
theatre of operations, in a recent review (Ronfeldt & Arquilla, 2020) this is described as
the "global commons" or "noosphere", and both offensive and defensive actions
("noopolitik") are viewed as efforts to alter it systemically, not merely to achieve
particular objectives. Ronfeldt and Arquilla observe that hostile action has been effective
as fragmenting the information environment and advocate the protection of the global
commons as a strategic goal. They lament that "[n]o methodology exists for assessing the
status of the noosphere from strategic standpoints" (Ronfeldt & Arquilla, 2020, p. 461),
and while they gesture towards an environmental conception, they do not offer a
methodology for analyzing it ecologically. I've offered an account of epistemic ecological
health and argued that the ecological metaphor also shows a way of motivating ethical
concern for our epistemic commons, in just the same way it does for our environmental

commons.

We can turn again to environmental philosophy to help conceptualize two different
kinds of cognitive security thinking, applying the distinction between shallow and deep
ecology from Naess (Naess, 1973). For Naess, the shallow ecological view is concerned
with the management of anthropogenic environmental change within limits of human

tolerance for pollution and resource depletion. Shallow approaches minimize disruption
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of our behaviours and economies and aim to manage and moderate externalized effects.
The deep view begins with what I read as an epistemic argument - that because of the
complexity of interrelations, we operate with substantial uncertainties about the effects of
interferences and damage with ecological processes. Naess argues that the shallow view
fails to appreciate the extent to which ecology is a limited science, and the extent of

"human ignorance of biospheric relationships" (Naess, 1973, p. 97).

The constitutive interdependences we have to environmental health entail that we
cannot protect specific dependencies without protecting dependence more generally.
Evaluating the extent to which these claims are true reveals the extent to which this
requires selection of the relevant spatial and temporal horizon, and the shallow view take
the most immediate human interests as markers of this boundary, whereas the deep view
rejects imagined discontinuity between human interest and biospheric interests. Likewise,
we cannot easily understand and manipulate damaging human behaviour just by targeting

that behaviour, deeper interrogation of the causes is required.

In this light, the shallow approach suffers from the same problem that I identified in
the discussion of pollution in Chapter 4 - that our conceptions of pollution and damage
contain within them implicit endorsement of some conception of health. The shallow
view takes the current arrangements of human culture, economics, and politics as the
norm from which environmental damage risks deviance. The deep view urges

engagement with these underlying normative questions as central to any effective
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response to environmental destruction, and argue that the appearance of effective,

minimal, highly targeted policy options is illusory.

Deep ecology also includes within its theoretical apparatus metaphysical and moral
arguments about the relationship of humans to the biosphere that is largely not
transferrable to my interests here. However, I take the epistemic argument to be severable
from these. Alone, it is quite congruent with the Leopoldian view of interdependence that
I described in Chapter 4, where the fact of complex interdependence explains the
empirical inadequacy of shallow analysis, and justifies ethical concern for the biotic
community of which we are an irreducible part. I take the central distinction to be
between approaches that take the current arrangements as a given, and thus as a baseline
of health, and seek to fix isolated problems that flare up, with those that view the current
arrangements as inseparable from the problems we describe, and thus, that openness to
re-arrangement of these must be central to remedial efforts. Sessions (Sessions, 1995)
argues that shallow approaches in the environmental context tend to be technocratic and
anthropocentric, in the sense that they value ecosystems only as they provide value to

humans.

Concerns about anthropocentrism and misanthropy have received heavy billing in
criticism of deep ecology, with critics making statements such as "I happen to think
humans are more important the whooping cranes" (Commoner, quoted in (Fox & Devall,

1981, p. 306)). However, the upshot of epistemic argument is that in some cases, what is
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important for whooping cranes is vital for humans, and that we don't often know exactly
how entangled our fates might be in the face of some particular threat. What's good for
the whooping cranes is frequently what's good for us. Likewise, one might think that our
freedom to connect some computers to the internet, put our own software on them, and
let people use them, say, to share news, is more important than the risk that some reader
might be misled. But it might not be, if, just as with the cranes, we cannot so easily
articulate the conditions of my epistemic liberty and wellbeing without bringing into
scope that of those around us. We are accustomed to thinking of epistemic agency
individually, relating to agential capacities to access and assess evidence, to produce
testimony, to speak and publish, and so forth. But it extends to coordinated epistemic
engineering and the production and maintenance of the kinds of intermediating
technologies I described in Chapter 4 are often implicated in environmental dependence.
We might not trade my liberty to write and publish a pamphlet for some perceived
increase in safety, but we might constrain my liberty to interfere en masse with the

printing presses of many.

The extent to which the implementation of such a policy should be assessed as
expressing a shallow or deep approach depends on the considerations that inform the
policy selection and scope. In Chapter 4, I cited approvingly the association of the
adaptative ecosystem management approach to ecological preservation and restoration
with Leopold's land ethic, especially because this embraces uncertainty as to the

appropriate types of intervention and our ability to predict effects. The approach
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recommends that we make careful and tentative stewardship efforts in tight iterative
cycles of monitoring and evaluation. An embrace of this sort of epistemic humility might
seem directly at odds with deep approaches that are explicitly open to far-reaching
structural interference with the status quo'. However, to give content to the idea that we
should act with minimally viable methods demands that we articulate how we understand
the operant notion of minimal. A policy with a deliberately minimal impact on the rights
and obligations of platform owners, or which aims to narrowly eliminate a particular type
of content, might have an outsized impact on users, generating substantial changes to
networks of trust and ecological relationships between content creators, curators, and
consumers. As in the environmental context, the deep approach forces us to articulate and
defend the implicit commitments of our policy responses, and as a mode of critique, often
illuminates the extent to which these commitments are not consistent with the claimed

motivating interests.

If we wish to protect some forest ecosystem but endorse minimal interference with the
directly involved economic actors as a prima facie constraint on policy, the approach is
modest and conservative only with respect to minimizing interference with these actors
and the conditions that enabled the concentration of power in their hands. It is not modest
and restrained from the point of view of the forest. We can contrast this with stewardship
efforts focussed directly on restoration of the ecosystem, which might begin with

substantial, even overwhelming regulatory impositions on the incentives motivating

!' I am indebted to Neil Levy for pointing out this contradiction and its significance
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destructive behaviour, and then conducting careful and conservative rehabilitation efforts
in the forest itself. In the environmental context, deep approaches tend to highlight root
cause analysis, and to propose remedial actions that target these, and which reach deeply
into the status quo, often recommending "... changes in policies [which] affect basic

economic, technological, and ideological structures” (Naess, 1989)

My interest in the distinction is to highlight the extent to which the dominant forces
that shape the current information environment have arisen rapidly, in pursuit of ends that
are at best only loosely allied with our collective epistemic interests and dependencies,
and which have disrupted social epistemic practices with much longer histories. An
approach to information ecosystem stewardship that calibrates a conception of
conservative and careful management to the extent to which these new platforms are
altered and affected is only cautious in a narrow pragmatic sense and might have outsized
and far-ranging effects on the information environment itself and entail the reproduction
and sedimentation of conditions that are fundamentally at odds with its ecological health.
Cautious stewardship based on identification of shared public interests, such as analysis
of hinge commitments might reveal, will not necessarily appear cautious from the point
of view of the property rights of those with operative control of these resources. I see the
value of adopting a deep approach primarily in making visible what otherwise is pushed
out of frame, encouraging openness to the possibility that conservation of the state we
have arrived at is inconsistent with stewardship aligned to our collective interests that are

threatened. My concern with resisting implicit framing echoes (Supran & Oreskes, 2021),
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whose analyses shows that historically, large industries that exist in tension with the
public good such as tobacco and oil industries have engaged in communication strategies
that frame harmful effects as the result of individual choices, and response to consumer
demand, which have successfully limited the scope and imaginative breadth of legislative

and policy responses.

In this sense, we can see that democratic states have tended to adopt shallow
approaches to anti-disinformation efforts, relying on the operators of digital platforms to
manage content according to applicable regulations and their own conceptions of
acceptable standards. There are many reasons for this, some principled, some with roots
in the political economics of media systems, some relating to the extent to which these
platforms are answerable to the legal norms of the USA, where there is a broad
presumption against government interference in the publication and circulation of
information. As I described in Chapter 1, even pursuing domestic public diplomacy is
highly limited. During the COVID-19 pandemic, there was a marked uptick in
government requests that social media platforms restrict the circulation of some kinds of
disinforming content (Clegg, 2020; Gadde & Derella, 2020), often made informally, and
later subject to a sweeping court injunction that such efforts amounted to unconstitutional

efforts to informally regulate speech

Some of the activity that prompted this ruling is highly unhelpful to sincere efforts to

improve the health of the information environment because they attempted to stifle
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sincere and reasonable inquiry into the origin of the pandemic, against the evidence, for
political reasons. The effect has been to further diminish political, and public will for
coordinated anti-disinformation policies, on the appearance that the temptation to
partisanship and the risks of error are too high. Deep approaches, such as a revival of the
United States Information Agency (USIA) as a non-partisan and trusted voice to
communicate competing narratives better aligned with democratic principles, encouraged
in a Potomac Institute report (Pearson & Moxham, 2022), seem to have at present little
chance of implementation. In the US, even a recent effort to establish an anti-
disinformation task force, supported by experts (Ingram, 2020), and modelled after those
of NATO-aligned countries such as the Swedish Psychological Defence Agency
(Sundelius & Eldeblad, 2023), was immediately politicized, taken as evidence of
cognitive insecurity and government interference and censorship, and quickly abandoned
(Tollefson, 2023). Experts on disinformation themselves found themselves subject to
attack and hate (Jankowicz, 2022). In the fall of 2023, The Canadian Security and
Intelligence Service conducted a seemingly anodyne public education campaign to
inform the public of the existence of Russian disinformation efforts relating to Russia's
war against the Ukraine, a series of Soviet-themed social media posts with slogans such
as "Do you know who is behind it? Disinformation is here and hides well" in Cyrillic
text. This prompted swift criticism from experts who noted that most Russian
disinformation does not appear to come from Russia, nor involve topics explicitly

relating to Russia (Robertson & Bronskill, 2023). Public reaction was quick to equivocate
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the effort with propaganda, and even as potentially motivated by partisan politics. It was

an odd design choice to model the imagery in the style of historic propaganda posters.

There is now increasingly scant room is left for anti-disinformation efforts to be
interpreted as suitably constrained and apolitical, which in turn weakens available policy
tools, or forces them to be engaged with covertly. To the extent these are uncovered, they

become further evidence for decreased trust in the information systems involved.

I view this result as evidence for the risks and inadequacies of conceptions of anti-
disinformation that attempt to focus on specific content and conform to the existing
technical and economic constraints on action - what we can call shallow approaches. We
can think of these as hypodermic modes of intervention, which I discussed in Chapter 4,
section 6, which mass communication and propaganda scholars have rejected as
ineffective, and prone to systemic collateral effects. I can now elaborate that argument -
the most dangerous of those collateral effects are those that weaken hinge stabilities and
diminish and destabilize environmental dependencies. The opportunities for successful
hypodermic interventions are minimal and unstable. That they appear to many onlookers

as arbitrary and too tightly bound with particular viewpoints is not accidental.

Failed shallow anti-disinformation interventions make further remedial action more

difficult. An implicit constraint on cognitive security emerges that looks quite similar to

the principal of least restrictive means but operationalized as the least interference with
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the ways in which we currently manage and conceptualize the information environment
and our relationship to it. It imagines maximization of our individual epistemic
autonomy, but narrowly, mistaking the extent to which this exists largely in relation to
the successful engagement of social and environmental dependencies. The safety and
reliability of these is exactly what is at issue as soon as we recognize public interest in
cognitive security. Framing of discourse about cognitive security often comes to
exemplify what Stanley (Stanley, 2015) calls "undermining propaganda”, taking up the
banner of a favored ideal, such as epistemic autonomy, in a way that functionally
undermines it, for example, by eroding the will to enact effective policy to protect
epistemic dependencies. Broad and poorly formulated anti-misinformation policies are
especially risky in this regard. A vicious circle develops, where disinformation
campaigns fracture and weaken the media environment (Arayankalam & Krishnan, 2021;
Murphy, 2022), increasing vulnerability to continued disinformation attack. Our
epistemic environment is engineered to serve interests and values that often have little
bearing on the epistemic dependencies that supervene on them, and, just as in the context
of environmental policy, recognition of these genuine public interests can, and should,

licence breaches in the presumptive barriers to interference with private affairs.

An exploration of the policy implications for this way of looking at cognitive security
is a large project in and of itself, and out of scope here. But I would envision bringing
into scope questions about the current structures of centralization and decentralization,

which today largely reflect economic relations and peculiarities in the technological and
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financial contexts many platforms have evolved in. The articulations of positive
epistemic duties attaching to the operation of information systems at scale might include
the intercedence of new regulatory bodies, the provision of public access to significant
datasets, the affordance of better meta-evidence, the preservation of archives, and so
forth. If information ecosystem health is a public concern, then there must be

opportunities to facilitate meaningful engagement and analysis.

5.7 The ethics of cognitive security

In section 2 I cited approvingly Harris's philosophical analysis of disinformation. In
the concluding passages, Harris writes, "... effectively countering the effects of
disinformation on sub-doxastic states is likely to require interventions on the broader
epistemic environment that support normative associations. The democratization of
control over this environment due to the emergence of social media and related
developments suggests that the improvement of this environment is a project in which we
may all partake". (Harris, 2023, p. 17). But in fact, control of the critical, hinge-relevant
epistemic infrastructure is in fact not democratic at all, it is concentrated in the hands of a
few global corporations, and exposed to hidden and hostile influence and manipulation,
including at the level of state action. This structurally restricts anti-disinformation efforts
to shallow forms that risk self-defeat. We know that some things are filtered, but we don't
have a good window as to why, and how, and by which principles. We know

governments work with platforms to help them identify what is often called "inauthentic"
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content, but we lack civic representation in these ostensibly private matters of platform
management, even though the sporadic need to work with governments and security
services at times clearly indicates genuine public interests are at stake. What we do know
often reveals serious inadequacy, such as Facebook's lack of moderators with linguistic
and cultural knowledge to sufficiently identify disinformation campaigns taking place
over extended periods of time that contributed to serious violence in Myanmar (Rafee,
2020), and a lack of adequate tools and policies to respond to this content when it was
identified. Where state security goals are pursued narrowly and within the platform
affordances which happen to be available, even well-intentioned interventions are
weaponizable to amplify hostile interests and generate increased evidence for skepticism
that in turn further erodes the institutions cognitive security efforts are supposed to
protect. Without appreciation of the structures and interdependencies of proxy trust, for
example, as hinge stabilities, there is ever-present risk of damage to critical epistemic
infrastructures. Merely attempting to act in constrained, limited, hands-off ways does

nothing to mitigate these risks, and sediments the conditions that generate vulnerability.

Shallow approaches to cognitive security focus on content by topic and origin,
whereas deep approaches focus on causes. Murphy (Murphy, 2022) argues that
adversaries have splintered the US population into "smaller, uncooperative and polarised
internal tribes", existing in media enclaves, unmoored from the traditional grounds of
community. The conditions for this are structural features of the digital media

environment, where adversaries recognized that the "opportunity for covert foreign
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influence to be influential and inserted unchallenged is now significantly higher." (ibid.
40). The security implications of the interference include diminished influence, and
internal instability, including loss of trust in institutions and increased capacity to sustain
demagogic political movements. These further erode the capacity for successful cognitive
security defense. Murphy concludes a survey of these security challenges with an appeal
for "[a]nalysis of the correlation between declining institutional trust, polarisation, the

rise of social media and covert Russian government efforts" (ibid. 44).

One shape such analysis can take is that digital media platforms, as both a
sociotechnical and political-economic phenomena, have destabilized a set of hinge
commitments that were well-understood and in light of which reliable evidential
grammars had developed. Partially they have been replaced, but with hinges that in some
respects look the same, but function differently, appearing to offer continued authenticity

conditions for cognitive projects that are in fact imperilled or wholly undermined.

Whatever the outcome of a such an analysis might be, it is difficult to conceive of
effective shallow intervention. Fact-checks and corrections work best when embedded in
broader trust-fostering practices such as explaining motivations (Lewandowsky & Van
Der Linden, 2021) and proactive communication is significantly more effective than
reactive communication(Nye, 1990), but there is limited public and political will to build
public and political representation into private media systems. We are unaccustomed to

intermediating political bodies in the epistemic sphere, we tend to presume this is an
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undesirable last resort. We have a wealth of negative imaginaries for how this might
work, but very little in terms of positive ones. Where a recent study of disinformation
defense notes that "...government's control over a country's cyberspace plays a critical
function in reducing the adverse impacts of foreign disinformation" (Arayankalam &
Krishnan, 2021, p. 166), it is difficult to model a method to enact this control when we
accept the premises of the shallow approach. China adopts an approach that is deep in
one dimension, that of intermediation of public interests, though its conception of these is
articulated largely in relation to political interests, and executed in a way quite

incompatible with democratic values.

I've argued that adaptive ecosystem management is a good model for such an effort,
because it takes as axiomatic the inherent uncertainty of our understanding of information
ecosystems, treats these as matters of public interest, and thus incorporates domain
experts and civil society in the practice of management. The environmental metaphor I've
developed can demonstrate the legitimacy of this kind of effort in the information
environment. A major research question for the ethics of cognitive security is to find
ways to intermediate epistemic authorities, in Croce's (Croce, 2018) sense of the term,
and afford civil society and political representation without smuggling in authoritarianism
and epistemically counterproductive properties. I've given an account of public interest in
terms of epistemic ecological values, the protection of the epistemic commons that much
of our knowledge has dependencies to, and described one manifestation of this interest as

the protection of epistemic environmental dependencies as hinge stabilities.
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Alternative accounts of the public interest that should inform an ethics of cognitive
security can be developed. Ordén argues that responses to information threats should be
grounded by a concern to protect civic capacity for political judgment (Ordén, 2022).
Political judgement is not a domain of narrow, political problem-solving, but depends on
our ability to understand, empathize, and imagine those around us, because "...the agency
of the individual is dependent on the agency of others, and therefore requires
communication for its realization." (ibid. p. 385). If our communication systems cause
our representations of our peers and their beliefs to be distorted and inaccurate in ways

we can't see, our political judgement is impaired.

In a paper that begins, just as this dissertation does, with a discussion of information
threats and cognitive security, it might seem surprising that, at the end, Ordén asks, "if we
do indeed regard cyberspace as the new home of the mind, the aim of political judgment
is to make this contemporary world homely" (ibid. p. 388). The idea of making the
information environment more "homely" might seem oddly wistful and far removed from
the sorts of efforts usually undertaken in the name of cyber and cognitive security. But |
think in light of the arguments I've made, this should be a little less surprising. If the
information environment partially constitutes authenticity conditions for many of our
cognitive projects, including those directly related to political judgement, it cannot safely
serve this function unless is managed with these interests in mind. It must be a home

appropriate to the kinds of activities that take place within it. Our entitlement to assuming
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the hinge commitments that are shared by many of these authenticity conditions stems in
part from their centrality in community practices that we could not participate in if we
had to doubt them. Unfortunately, as things stand today, we have adequate reason to
doubt many of them, and the consequent loss of trust impairs the ability of political

institutions to react to genuine public interests and crises.

In Ordén's conception, a primary aim of cognitive security is the generation of
political legitimacy, by protecting the capacity of people and future people to develop and
exercise characteristically democratic political judgement. In mine, I focus on a level
below this, the broader epistemological dependencies of political judgement, and
epistemic properties of the communication infrastructure through which we encounter
each other. Some argue that individual judgement, knowledge and epistemic agency is
not central to the success of collective political and epistemic projects, for example
Brennan's theory of epistocracy (Brennan, 2016). Levy and Alfano (Levy & Alfano,
2020) argue that there is no reason to think a high degree of accuracy and epistemic
virtue is require for the maintenance of the collective stores of knowledge we depend on,
and in fact a great deal of knowledge-conducive practice involves individual behaviours
traditionally taken to be epistemically vicious such as imitation, repetition, and reliance
on authority. Yet, even in these cases, we depend on the reliability of the epistemic
infrastructure involved, that connect us to reliable knowledge and practice, even if we

don't participate meaningfully in their production and maintenance.
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Both Ordén's and my own conception of cognitive security is capable of satisfying
concerns about objectionable epistemic paternalism in the pursuit of cognitive security in
ways that shallow conceptions cannot. Most importantly, many of the interventions the
deep approach embraces, including positive efforts to produce authoritative content (such
as the USIA model), and the intermediation of civic management where we have only
narrow private management, do not pass the strength-of-substitution-of-judgement test I
established as a marker of potentially paternalist acts. They depend on forms of ordinary
epistemic stewardship and management that I argued in Chapter 2 require no special
justification other than their efficacy and legitimacy of purpose. Deep approaches
explicitly disavow filtration models of defense (which do risk paternalism), in part

because these risk damaging hinge dependencies.

However, there is still scope within deep approaches for actions where some kinds of
epistemic agency are constrained or influenced in ways that are strong enough that the
substitution threshold might be met. AI models are increasingly shared across enormous
ranges of application, and as they become ubiquitous, they can be sites for paternalistic
intervention, such in the application of reinforcement learning from human feedback
training phases (Ouyang et al., 2022) designed to make output conform to conceptions of
safety (including not producing offensive content, or copywritten content, or content that
encourages illegal behavior). Notions of what is safe, and what is allowed, are embedded
into these models, which will then refuse to produce proscribed content. As things stand,

the processes whereby these are articulated and enforced lack vital transparency.
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Potential cognitive security interventions that take advantage of them could meet the
strength of substitution tests and thus be genuinely paternalistic and require elevated

justification.

I've argued that we can justify epistemically paternalist interventions when they pursue
a genuine epistemic good in a way that we should reasonably expect is likely to be
successful. Just as at times we willingly sacrifice other dimensions of our wellbeing, for
example, economic gain, in order to protect environmental goods, so we might prioritize
epistemic well-being over other types of well-being when the epistemic goods protected
are likewise both self and other regarding because of our interdependent relation to them.
However, these types of interventions are premised on structural conditions, such as of
centralization, that we might have reason to think themselves are harmful, and private
monopolies that lack adequate public representation. There is a high risk of undermining
trust in the models, which as I've argued risks public interests in their functioning if they
underlie sufficient dependence to count as a hinge, but also risks diminishing adoption,

undermining the efficacy of the intervention.

Conclusion

At the outset of this project I set out three primary aims. A programmatic goal, to give
reasons in favour of establishment of the ethics of cognitive security as field of inquiry. A

theoretical goal, to articulate an ecological conception of our epistemic interdependence
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on the information environment and show its applicability to the project of an ethics of
cognitive security. And finally a methodological goal, to show that environmental

philosophy and social epistemology has much to contribute to this undertaking.

In the first chapter, I outlined the information threats and the challenges of cognitive
security, and their relevance to properties of the information environment. I raised the
worry that to narrowly pursue securitized goals might conflict with our collective
epistemic interests in the information environment and argued that articulating the nature
of this interest could provide an alternate framing of the goals of cognitive security -
protection of the information environment itself as a kind of public good. In the second
chapter, I described epistemic paternalism as class of objection that can be levied against
defensive actions we might take in the face of hostile information operations and
epistemic environmental degradation, demanding elevated justification for autonomy
limiting interference. The literature that has arisen around the concept of epistemic
paternalism, especially as it relates to management of digital media systems, raises the
possibility that we often run the risk of paternalism when we attempt to improve the
information environment with the aim of consequently improving epistemic outcomes in
those that depend on it. I argued that in fact most such efforts should not count as
paternalist, instead arguing that these are forms of stewardship, and delineated a narrow

category genuine paternalism.
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We can therefore pursue stewardship of the information environment without
worrying about the risk that this entails a form of paternalism, but to do so we still need
an account of the goals such efforts should pursue. Therefore, in the third chapter, I
developed a conception of epistemic environmental dependence and environmental trust
that describes the indirect and collateral dependencies we engage on the way to engaging
specific epistemic dependencies. As a result, we can be said to have a collective interest
in the health and functioning of the information environment, the web of
interdependencies we have to each other as epistemic agents, materialized in

informational resources, artifacts, communication systems, and the like.

The fourth chapter develops an environmental metaphor to describes this
interdependence and applies it to the problem of its protection. What kinds of reasons and
methods are applicable to the stewardship of common goods that we have complex
interdependencies to? I argue that when we analyze concepts such as epistemic pollution,
which describe threats to this dependency, we discover normative considerations that, as
in the environmental context, help to identify our ethical relationship to our common
interests in the protection of ecological health. Finally, in the fifth chapter, I apply the
ecological metaphor to the analysis of the cognitive security problem of disinformation
campaigns, as both a theoretical and policy challenge. Here the goal is twofold, first to
describe and defend an ecological analysis, but secondly, to offer this analysis as an

example of the mode of engagement with cognitive security that I am advocating.
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I hope by this to have shown that there is a coherent and worthwhile research project
to be undertaken under the banner of the ethics of cognitive security, to articulate the
public interest in a healthy information environment in a way that can generate, justify,
an effective, robust, and ethical cognitive security policy. Even if we are skeptical that
such policies should be pursued, they are actively being developed and implemented, and
thus deserve engagement from skeptics and cautious advocates alike. In the case of the
earth's environment, appreciation of the nature of ecological damage threatens what must
be described as shared, communal interests, and has been widely regarded to demand
political, economic, philosophical, even spiritual reflection on the origin of the risks and
harms. Recognition and care for interdependence makes possible sincere environmental

policy conversations across partisan divides.

We should be resistant to shallow approaches to cognitive security in large part
because we should expect that analysis will show limited prospects for success, and that
significant interests have been left out of frame, and that as a result, that there is limited
basis for rational agreement with such policies. The dismal track record of shallow
environmental policy should motivate hesitancy in adopting similar efforts to protect yet
another critical common good. Where environmental policy has been most successful, is
has articulated clear vision of the empirical and ethical stakes, and boldly engaged with
private sector and civil society to enact root-cause solutions, as did the Montreal
Protocol. The primary goal of an ethics of cognitive security is to develop the theoretical

and empirical grounds that can lend confidence to undertake similarly robust analysis that
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can gain sufficient consensus to support successful efforts to protect the information
environment, and, even more importantly, to prevent the adoption of efforts likely to

cause further harm.
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