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Abstract

Numerous algorithms have been proposed to predict performance metrics and detect
anomalies in microservices-based cloud-native applications. Several performance pre-
diction models use latency as an indicator of system performance, focusing on predict-
ing mean end-to-end latencies of API requests. Such models often provide a single-
point estimate of end-to-end latency across multiple APIs, limiting the insights drawn
about system performance and restricting their usefulness for downstream tasks such as
anomaly detection, root-cause analysis, and uncovering potential Service Level Agree-
ment (SLA) violations. Conversely, anomaly detection models, while effective at iden-
tifying anomalous behavior, are reactive in nature and do not assess the performance
implications of these anomalies, making it difficult to determine if they will lead to
SLA violations. For instance, detecting high CPU usage does not indicate whether the
performance degradation is significant enough to breach SLAs.

Modern cloud-native applications are distributed in nature and have their health mon-
itored through multiple channels. In this study, we propose a singular novel approach
that leverages multi-channel monitoring data for fine-grained performance analysis,
proactive anomaly prediction, and root-cause analysis in microservices based appli-
cations. To this end, we employ Microservice Embeddings, Graph Neural Networks
(GNN), and Gated Recurrent Units (GRU) to predict latency distribution, as opposed
to a single latency value, for individual calls within a microservice call chain, as well as
the distribution of end-to-end latency. Thus, our approach enables deeper insights into
system performance and targeted diagnostics for anomalies. We use several benchmark
datasets containing anomalies and show that our approach performs consistently across
the latency spectrum while outperforming baseline latency prediction approaches by
about 6%. Lastly, we show that our approach can be efficiently used to automate the

process of trace-based anomaly prediction and perform root-cause analysis.
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1 Introduction

A microservices system is typically a large-scale system composed of numerous in-
stances, such as virtual machines or containers [1]. Each instance operates a small,
specialized, and decoupled component of a larger software application. The corre-
lations among these instances, including service invocations and resource contention,
are often complex and dynamic [2], making monitoring and managing such a system
challenging. Despite these complexities, the microservices architecture has gained sig-
nificant popularity over the past decade due to its benefits for application development.
These benefits include faster delivery, improved scalability, and greater autonomy [3].
The rise of cloud computing has further accelerated the adoption of microservices. This
is because the cloud provides flexible resources and a pay-as-you-go model that aligns
well with the decoupled nature of microservices.

However, relying on third-party cloud servers for data storage and processing requires
careful monitoring of system reliability, stability, and performance to uphold performance-
related Service Level Agreements (SLAs) [4]. This is because a typical microservices
system may exhibit performance degradation due to resource contention across multi-
ple instances [5]. Furthermore, anomalies, which are deviations from expected system
behavior, can propagate among microservices, posing risks to system availability and
integrity [6, 7]. These anomalies degrade system performance and lead to SLA breaches
[8], which may also have significant financial repercussions for an organization. Tradi-
tionally, autoscaling has been used to ensure optimal performance and resource utiliza-
tion in cloud applications [9]. However, traditional reactive autoscaling is not typically
applicable in microservice-based applications due to highly variable and diverse work-
load patterns and complex interactions between microservices [9]. Hence, predictive
performance estimation and anomaly detection have been extensively explored in liter-

ature to allow more responsive and efficient operation of microservices systems.



1.1 Performance Estimation in Microservices System

Performance estimation in microservices systems has already been explored in works
related to distributed tracing [10, 11, 12], root cause analysis [13, 14, 15], and resource
allocation [16, 17, 18, 19]. Latency, the time delay between a microservices system re-
ceiving an API request and completing its execution, is often used as a primary indicator
of system performance [20, 21, 22| in these works. However, existing latency prediction
models including Queuing Network Models, Regression and Machine learning models
suffer from accuracy degradation outside narrow operational zones [23]. Whereas, in
real systems, operational zones are changing frequently and there are large variations
in latencies that can range from a few milliseconds to thousands of milliseconds across
different APIs. Furthermore, current models often predict mean latency across all APIs
[24, 25, 26], or focus on estimating end-to-end mean latency of an API [27]. This limits
the insights that can be drawn about the overall system performance, thereby reducing
the usefulness of these models for other downstream tasks such as anomaly detection,

root-cause analysis and resource allocation.

1.2 Anomaly Detection in Microservices System

Several automated anomaly detection approaches have also been developed to improve
reliability of microservices system. Techniques such as statistical methods, clustering,
and rule-based systems have been historically employed for automated anomaly detec-
tion [28, 29, 30, 31, 32, 33, 34, 35]. Recently, several machine learning models have
also been utilized to improve the accuracy of anomaly detection models [36, 29, 37, 38].
However, current anomaly detection models do not assess the impact of anomalies on
the performance of a microservices system which limits the usefulness of these mod-

els. For instance, detecting high CPU usage doesn’t indicate whether the performance



degradation is significant enough to breach SLAs. Thus, anomaly detection alone is
not enough for a comprehensive analysis of the state/performance of a microservices
system. Furthermore, current anomaly detection models, such as the ones proposed in
[39, 40, 41], are reactive and focus on detecting anomalies rather than predicting them
before they occur. Hence, a predictive approach is required so that measures can be

taken pro-actively to improve reliability of microservices system.

1.3 Motivation

Due to the limitations of current performance prediction and anomaly detection models,
a new consolidated framework is required to streamline the operations of a microser-
vices system. This new framework should allow for a more accurate and fine-grained
approach to automated performance prediction and provide helpful insights during the
operation of a microservices system, including periods of anomalies. Thus, our motiva-
tion is to devise an approach that integrates performance prediction, pro-active anomaly
prediction, and root-cause analysis in a single framework, allowing for comprehensive,

fine-grained analysis of system state and performance.

1.4 Research Scope

Given that latency is the primary metric for performance measurement, benchmarking,
and setting SLAs [20, 21, 22], in this study, we focus on predicting the latency distribu-
tion of individual API requests instead of a single mean latency value. Additionally, we
predict the latency distribution of individual calls within the microservices call chain
of an API request, alongside end-to-end latencies. Predicting the latency distribution,
rather than a single latency value, provides valuable insights that facilitate tasks such
as automated anomaly detection. Furthermore, predicting latency distribution at the

level of individual calls within a microservices call chain enables targeted diagnostics



during anomalies and facilitate automating root-cause analysis. Thus, the scope of this

research can be summarized as follows:

e Granular latency distribution prediction at the level of an API request
and individual microservice calls involved in an API request, as a means for

comprehensive performance monitoring of a microservices system.

e Proactive anomaly detection by utilizing predicted latency distributions to

gauge the anomaly status of a trace.

¢ Root-cause localization by leveraging predicted latency distributions to iden-

tify the possible root cause of an anomalous trace.

e Single Unified Framework development for addressing the above tasks.

1.5 Approach & Contribution

We propose a novel approach that employs Microservice Embeddings, Graph Neural
Networks (GNNs) and Gated Recurrent Units (GRUSs) to forecast the latency distribu-
tion of individual microservice calls in diverse API requests based on current system
parameters. To this end, we utilize traces, where all microservice invocations associated
with the same API request constitute a single trace [40]. We represent each trace as
an individual graph, where nodes represent microservices part of the trace, and each
microservice call in the trace forms an edge in the graph. A specific API request is
therefore represented as a span graph [27] in our framework. The GNN processes the
graph, while the GRU unit processes the temporal ordering of the microservice calls
(edges) in the graph. The predicted latency is then used by subsequent model layers
in our framework to predict trace based anomalies and perform root-cause localization.

Hence, we make the following contributions:



We present a single unified framework for proactive performance prediction, anomaly

prediction, and root-cause analysis in microservices based applications.

We adopt the probabilistic approach for latency prediction, in contrast to single-

point mean estimates, thereby capturing the latency distribution.

We present PerformanceLENS: A new unified performance model using Microser-
vice Embeddings, GNNs, and GRUs for accurate latency distribution prediction

at a granular level of individual API requests.

A novel approach to modeling temporal orderings of calls in a microservice call
chain of an API request using GRU. This enables latency distribution prediction
of individual calls part of the microservice call chain, on top of the end-to-end

latency distribution.

Evaluation of our approach across a broad spectrum of user requests. We devise
a unified model to accommodate traces spanning a broad spectrum of latency re-
gions. We empirically show that our model surpasses state-of-the-art performance

prediction methods by around 6%.

Experimentation with benchmark datasets for anomaly detection to enable detec-
tion of potential system issues and root-cause localization via latency distribution

analysis.

We empirically show that our framework can be used to match state-of-the art
trace-based anomaly detection approaches, while simultaneously providing per-

formance predictions.



1.6 Thesis Organization

The remainder of this thesis is organized as follows: We start by reviewing related works
in the areas of latency prediction and anomaly detection in Chapter 2. In Chapter 3, we
discuss the design considerations taken into account while formulating Performance-
LENS and formalize the problem definition for latency distribution prediction. We
also provide details of the PerformanceLENS model for predicting latency distribution
in the same chapter. We then discuss the integrated framework, incorporating Perfor-
manceLENS, for trace-based anomaly prediction and root-cause localization in Chapter
4. We formulate research questions and present the details of our experiments in Chap-
ter 5. Chapter 6 presents an in-depth analysis of the findings from our experiments,
followed by a discussion of threats to validity that must be considered when interpreting

the results. Lastly, we conclude with future research directions in Chapter 7.



2 Literature Review

In this chapter, we review state-of-the-art works on exploring performance prediction
and anomaly detection in microservices systems and their limitations. We also in-
dividually discuss a few notable works in these areas that serve as baselines for our

experiments.

2.1 Performance Prediction

Various models have been proposed in the literature for representing the microservices
architecture [24, 25, 27, 26, 42, 43]. For instance, ATOM [43] and Kraken [26] use
the Layered Queuing Network (LQN) and Variable Order Markov Model (VOMM) to
predict the workload (i.e., call rate) for each microservice component and then estimate
the overall application performance. These models assume that latency follows a simple
function with respect to the workload and resource configuration [27]. However, these
assumptions do not always hold and lead to high estimation errors for latency.

Consequently, another body of work investigates machine learning models to improve
the accuracy of performance prediction [24, 25, 27, 44, 45]. Some works leverage CNN
with boosted trees or LSTM to predict end-to-end latency under different workloads
[44, 45]. However, these models ignore the dependency between microservices. Works
leveraging GNNs overcome the limitation of modeling microservice dependencies [24, 27]

and, therefore, typically perform better than traditional machine learning approaches.

2.2 Performance Prediction Baselines

Works that utilize GNNs to model data from microservices systems are closely related
to our approach and, therefore, are suitable for comparison with our model. In partic-

ular, we discuss two such works—GRAF and PERT-GNN [24, 27]—which also serve as



baselines for our experiments.

2.2.1 GRAF: Optimizing Resource Allocation through Latency Prediction

Park et al. introduced GRAF [24], a framework to optimize resource allocation in mi-
croservices systems to prevent SLA breaches. GRAF focuses on CPU allocation, lever-
aging latency prediction as an intermediate step to check for potential SLA breaches
under the current CPU allocation values. GRAF then uses a second module to optimize
CPU allocation by checking its impact on predicted latency. The latency prediction
module in GRAF utilizes GNN. The graph is formulated based on APIs and their ex-
ecution histories. Park et al. note that the execution chain of an API varies under
varying load conditions. To account for this variability, they merge all traces in a cer-
tain time window, forming a graph wherein nodes represent microservices and edges
represent the invocations between them (i.e., a Microservice Call Graph (MCG)). This
allows the prediction of mean latency across all API requests. However, since a sin-
gle request only invokes some paths and components across the MCG according to the
business logic [27], the remaining components introduce noise in the model, limiting the
accuracy of this approach for predicting the latency of individual requests. In addition,
GRAF does not incorporate other metrics except CPU utilization, further limiting its

predictive power.

2.2.2 PERT-GNN: Preserving Temporal Ordering of a Microservice Call

Chain for Latency Prediction

Tam et al. introduced PERT-GNN in [27] to account for temporal dependencies be-
tween microservices for specific APIs. Inspired by the program evaluation and review
technique (PERT) outlined in [46], which models the tasks necessary for project com-

pletion, Tam et al. introduced a new way of constructing graphs. Figure 1 demonstrates



the creation of a PERT graph from a span graph.
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Figure 1: PERT Graph Construction

Tam et al. use CPU utilization and memory usage as node features in PERT graphs,
where nodes represent the state of individual microservices represented through node
features across different stages of a trace. PERT-GNN then aggregates different run-
time behaviors of APIs to predict the mean end-to-end latency of specific APIs. How-
ever, constructing such a graph necessitates sampling metric values for each microser-
vice whenever another microservice invokes it, it invokes another microservice, or it
concludes the execution of a requisite task. Additionally, the process of constructing
PERT graphs may prove impractical in live systems. For lengthy traces, the size of the
PERT graph may increase dramatically, diminishing the benefits of preserving tempo-
ral ordering compared to the overhead required to construct such graphs in production
environments. Lastly, due to the aggregation process, PERT graphs do not capture the

nuances of individual API requests required for traced-based latency prediction.

2.3 Anomaly Detection

Several different methods have been devised to represent anomalous behavior in mi-
croservices applications. Some works focus on system-level anomalies, defining them as

deviations from normal values of metrics measured across the entire system [4, 47, 48].



These anomalies often manifest in metrics such as the number of 500 errors observed
during a specific time window. Another approach targets anomalies at the level of
individual microservices, observing whether metrics like CPU usage exhibit abnormal
behavior [1]. Lastly, trace-based approaches concentrate on individual traces, defining
anomalies as latent errors within specific traces [40, 39, 49, 50, 51, 41].

Regardless of how anomalies are represented, due to the limitations of models relying on
a single data source, such as metrics or traces, approaches like Anofusion [1] and Hades
[47] focus on fusing multi-modal data such as logs and metrics for accurate anomaly
detection. Anofusion works with logs, metrics, and traces data at the level of individual
microservices, training separate models to detect deviations from the normal behavior
of each microservice. In contrast, Hades utilizes logs and metrics at a system level,
labeling the overall system behavior as either normal or anomalous.

To improve upon the performance of these works, another body of research focuses
on using Graph Neural Networks (GNNs) combined with multi-modal data to enhance
the accuracy of anomaly detection in microservices-based applications [48, 4]. These
approaches construct microservice call graphs based on traces passing through the sys-
tem within a specific time window to detect system-wide anomalies and pinpoint the
root-cause microservice responsible for such anomalies.

However, trace-based anomaly detection approaches provide a more practical definition
of anomalies by focusing on latent errors present in traces [40, 39, 49, 50, 51, 41]. These
approaches often employ multiple models for both anomaly detection and root-cause
localization [40, 39]. Initially, traces are analyzed, and a prediction model determines
whether a trace exhibits a latent error. Subsequently, a second model is used to pinpoint

the root-cause microservice of the detected errors.
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2.4 Anomaly Prediction & Root-Cause Localization Baselines

Since our work focuses on performance analysis of traces, these trace-based approaches
serve as baselines for our experiments on anomaly prediction and root-cause analysis.

We discuss the two best-performing works in this area in more detail below.

2.4.1 MEPFL: Latent error prediction and fault localization for microser-

vice applications by learning from system trace logs

Zhou et al. presented MEPFL, a supervised learning approach designed to detect latent
errors in traces and identify their root causes in [39]. MEPFL employs a strategy that
utilizes three models in tandem: the first model detects whether a trace exhibits latent
errors, while the other two models identify the type of fault and the root cause of the
fault. To achieve this, Zhou et al. define features at different levels, such as microservice
instance, trace, or the microservice itself, for each microservice involved in the trace.
These features are categorized into configuration, resource, instance, and interaction,
and are collected from trace logs in real-time to detect system issues. Zhou et al.
then test their method using a variety of machine learning models, including Random
Forest and KNN. However, this approach is reactive, focusing on detecting latent errors
after they occur rather than predicting them before they manifest in a request. It also
requires extensive monitoring of all requests passing through the system in real-time
for live error detection and root-cause analysis. Additionally, MEPFL does not address

system performance analysis for potential SLA breaches.
2.4.2 TraceRCA: Practical Root Cause Localization for Microservice Sys-
tems via Trace Analysis

To overcome the limitations associated with supervised learning approaches like MEPFL,

Li et al. introduced TraceRCA in [40], an unsupervised method for detecting trace-

11



based anomalies and identifying their root causes. TraceRCA calculates historical aver-
ages of features such as CPU usage, memory usage, and HT'TP status for microservice
invocations, and then determines if the current metric values deviate from these aver-
ages by more than a predefined threshold. When a deviation is detected, the invocation
is marked as anomalous with respect to the specific feature. If an invocation is found to
be abnormal in any feature, the entire trace associated with that invocation is flagged
as abnormal. Once abnormal traces are identified, TraceRCA determines root-cause
microservices based on the principle that the proportion of abnormal traces passing
through a faulty microservice will be higher than through normal ones. Using this
principle, TraceRCA calculates anomaly scores for each microservice and ranks them
for root-cause localization. However, like MEPFL, TraceRCA is reactive, focusing on
detecting latent errors after they occur rather than predicting them before they impact
a request. Similarly, TraceRCA also requires real-time analysis of all traces passing

through the system for live anomaly detection.

2.5 Advancing the State of Performance and Anomaly Pre-

diction Models

We address the limitations of the aforementioned work and improve their performance
in several ways. For performance prediction, we propose PerformanceLENS | that lever-
ages an arbitrary number of metrics that may be available through monitoring channels
of a microservices system in its training pipeline. Secondly, to overcome the limitations
of MCGs, PerformanceLENS considers each trace as a separate graph, as proposed in
DeepRest [52], and uses GNN to understand the dependencies between microservices
part of an individual trace. PerformanceLENS also uses microservice embeddings to
capture relationships between different microservices on a system level, encoding their

identities to better understand individual APIs. Moreover, PerformanceLENS intro-

12



duces a novel and more practical method to capture the temporal dependencies in a
microservices call chain using GRU. Leveraging the GRU also allows PerformanceLENS
to introduce a novel feature for predicting latency distribution of all individual microser-
vice calls (edges) involved in an API request, in addition to predicting the distribution of
end-to-end latency. This allows for fine-grained analysis of system performance at trace
and edge levels. Lastly, PerformanceLENS moves away from single-point estimates to
predicting the distribution of latencies.

These capabilities uniquely position PerformanceLENS for use with anomalous data
and for automating other downstream tasks such as anomaly detection and root-cause
analysis. By integrating PerformanceLENS into a unified predictive framework, we
move away from reactive detection to proactive prediction of trace-based anomalies.
Our framework predicts the performance of a pre-configured trace before the system
has received it, based on the system’s current state inferred from current metric values.
This prediction allows us to assess whether the trace will be anomalous and pinpoint the
root cause in advance. This proactive approach, combined with PerformanceLENS ’s
novel features for performance prediction, allows our framework to advance the problem

domain.

13



3 Performance Prediction

In this chapter we discuss different design considerations that must be taken into ac-
count while formulating a latency distribution prediction model. Subsequently, we
formulate the problem of latency predictions based on these considerations and discuss
the details of the performance prediction part of our framework. We start with the de-
sign considerations and then present the details of our proposed performance prediction

model, PerformanceLENS, its components, and corresponding processing steps.

3.1 Design Considerations

To effectively design a framework for predicting the latency distribution of each mi-
croservice call involved in an API request and end-to-end latency distribution, we con-
sider various factors while formulating PerformanceLENS. These considerations lead us
to formulate the problem of predicting the latency distribution as a supervised graph
regression problem. In this section we discuss each of these considerations in more

detail:

1. Underlying Conditional Probability Distribution. Latency distribution
can be predicted using two approaches: The Parametric Approach: This method
assumes that the underlying latency distribution follows a specific parametric
probability distribution. In this scenario, the model can be trained to predict
the parameters of this distribution. The second method is the Non-Parametric
Approach, which involves training the model to predict multiple points in the
latency distribution, thereby avoiding any assumptions about the distribution

itself. PerformanceLENS uses the latter approach.

2. Granularity of Estimates. To understand the shape of the underlying distri-

bution, it is essential to predict points in the distribution at granular intervals.

14



There are multiple options available for the loss function for single-point esti-
mates, including Mean Absolute Error (MAE), Mean Squared Error (MSE), and
Mean Absolute Percentage Error (MAPE). A minimization problem involving
each corresponds to predicting a different point in the distribution. However,
it is challenging to interpret the exact position of these points on the latency
distribution, except for MAE, which can be shown to predict the 50th quantile.
In contrast, quantile loss, as proposed in literature [53], allows for predicting a
specific quantile on the distribution. PerformanceLENS leverages multi-quantile
loss, formulated using quantile loss, to train our model to predict an arbitrary

number of quantiles on the latency distribution.

. Performance Variability. In a microservices system, end-to-end latency can
range from a few milliseconds to several thousand milliseconds across different
APIs. The issue is further exacerbated when anomalous data are considered
where observed latency spikes. Therefore, PerformanceLENS uses the log scale

to compress the scale of predictions.

. Unstructured Data. To predict the performance of an API request in a mi-
croservices system, it is essential to consider the microservices involved, their
metrics at the time of prediction, and the order in which these microservices are
invoked. This data is inherently unstructured due to the various microservices in-
volved in API requests. Therefore, a unified model architecture is needed to effec-
tively handle the unstructured microservices data while simultaneously accounting
for relationships between microservices and the temporal ordering of microservice
calls. PerformanceLENS utilizes microservice embeddings and a hybrid GNN/-
GRU architecture to address this challenge. Microservice Embeddings capture

the relationships between microservices at a system level, and the GNN unit pro-

15



cesses the unstructured microservices data to account for intra-trace dependencies
between microservices. While the GRU unit processes the temporal aspect of the
microservice call chain. Furthermore, the metric values used as predictor vari-
ables can have different measurement scales. Therefore, PerformanceLENS uses

different transformation schemes to train the model components effectively.

3.1.1 Problem Formulation

Based on the above considerations, we formulate the problem of predicting a certain
quantile latency as a supervised graph quantile regression problem, represented as fol-

lows:

Yr = fT(G, Xt,G) (1)

where G represents the graph associated with a single API request the microservices
system receives. (G is constructed by using microservices involved in responding to the
API request as the graph nodes and invocations between these microservices as edges.
X, represents the metrics, or resource consumption, of all microservices part of G' at
time t. Then, g, is the predicted quantile (7) latency at time ¢ for the API after the
function f; is applied to the graph and resource values. PerformanceLENS is then
trained to simultaneously predict an arbitrary number of quantiles based on the above

formulation.

3.2 PerformanceLENS

PerformanceLENS is a performance prediction model designed to predict the latency
distribution of individual microservice calls part of the microservice call chain of an
API request, on top of end-to-end latency distribution, within a microservices system.

The primary inputs to PerformanceLENS are metrics and trace data extracted from
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the microservices system. The framework’s output is the latency distribution given the

current metric values of the microservices part of a single API request. The distribution

is captured by predicting an arbitrary number of quantiles on the latency distribution.

The traces extracted from the microservices system define the graph’s topology in the

PerformanceLENS model, where nodes represent individual microservices. The node

features are constructed by concatenating the metrics values of the microservices with

the microservice embeddings. The

of which is used to construct edge

formed graph is then fed into the GNN, the output

embeddings and fed to the GRU in sequence. The

output of the GRU is then read through the model read-out layer. Figure 2 provides a

visual representation of the PerformanceLENS framework, which is discussed in more

detail in the subsequent subsections.
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Figure 2: End-to-end illustration of PerformanceLENS model including data extraction,

graph construction, and model layers
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3.2.1 Metrics Data Processing

Metrics represent monitoring data collected from the system’s monitoring pipeline, such
as CPU usage, memory usage, etc. We employ multiple processing steps to extract the
useful features from this data for training PerformanceLENS . In what follows, we

discuss each data processing step.

e Feature Engineering: We create new features to represent the performance
of a microservice relative to its historical average performance. For each metric
present in the data, we calculate the value of the corresponding engineered feature
f, for each individual microservice m € M, where M is the set of all microservices,

as follows:

f = (xt,m - /Jlm)/o-m (2)

Here, x;,, represents the metric value at time ¢ of microservice m € M and the
value of the new feature f is the number of standard deviations metric value
at time ¢ deviate from the historical mean ,, of the metric for microservice m,
where o,, represents the standard deviation of metric value for the respective
microservice. This helps the model uncover deviations from the normal behavior

of each microservice.

e DataTransformation: We also apply different transformation schemes to man-
age the variables’ scale effectively. For the model input variables, we use the

standard normal transformation, expressed as:

Tsta = (xi — p) /o (3)

where x4 represents the number of standard deviations a particular data point

x; lies from the mean p of the feature across all data points, and o represents
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the standard deviation of the feature across all data points. To manage the wide
spectrum of latency values ranging from less than one millisecond to thousands
of milliseconds, we use the logarithmic scale, essentially reducing the scale of
the target variable to an approximate range of -1 to 5. The transformed target

variable is given by the equation:

Ytarget — 1Ogl() Yy (4)

3.2.2 Trace Clustering

Traces denote the sequence of microservice calls generated due to a single API request
where each call is represented through pairs of microservices involved in the call. We
cluster traces by hashing the list of microservice pairs that are part of a trace. Hashing
allows the assigning of integers to traces based on the microservice pairs involved, and
all traces resulting in the same integer after hashing can be considered part of the
same cluster. This approach allows us to use historical performance values of an edge

belonging to a trace cluster as edge features.

3.2.3 Graph Construction

An API request in a microservice system involves multiple microservices, each impact-
ing the request’s latency. Such requests can be represented as directed graphs, with
microservices as nodes and each invocation as an edge between pairs of microservices
directed from the upstream microservice to the downstream microservice. This rep-
resentation allows accurate prediction of the time required to fulfill a request by con-
sidering the metric values of all involved microservices. The sequence in which these
microservices are invoked is also incorporated in a directed graph. This is important

as different requests may involve the same microservices but in different orders. We
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use trace data to construct graphs and consider each request distinct. Traces form the

graph’s topology, and nodes represent the microservices part of the trace.

3.2.4 Microservice Embeddings

Bengio et al. introduced the concept of word embeddings to train language models
in [54]. The key idea introduced was to use an embedding layer to obtain word rep-
resentations to feed other network layers. Word embeddings can accurately capture
semantic and syntactic relationships between words [55]. We adapt this concept of
word embeddings in the context of a microservices system to capture relationships be-
tween microservices at a system level. We introduce an embedding layer on top of our
GNN to accomplish this. While GNNs are useful in capturing relationships between mi-
croservices within a single trace, trained embeddings capture relationships between all
microservices parts of the system. This also implicitly helps make the GNN aware of the
API call that generated the trace through the identities of involved microservices. The
microservice embeddings are initialized based on the number of microservices present

in the system and trained with the rest of the model.

3.2.5 Node Features

The node features in PerformanceLENS graph consist of two parts. The first part
includes normalized and engineered metrics data. The second part is derived from
the microservice embedding of the respective microservice. These two components are

concatenated to form the complete node features.

3.2.6 The Prediction Layers

The prediction layers in PerformanceLENS are composed of a single embedding layer

on top of three graph convolution layers, followed by a fully connected layer to construct
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edge embeddings. The edge embeddings are then processed sequentially by a GRU cell
with single update and reset gates. We use the GeLLU activation function for the graph
convolutional layers and ReLU for the GRU gates. We train the model using Adam
optimizer and multi-quantile loss function given by equations (13) and (14). Figure 3
provides a zoomed view of the PerformanceLENS model layesrs. Below, we discuss

the GNN and GRU layers in more detail.
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Figure 3: Model Layers for PerformanceLENS

e Graph Neural Networks (GNN) layers: PerformanceLENS employs a GNN
with Graph Attention Networks (GAT') convolution layers, as proposed in [56], to
process traces. GAT enables specifying different weights to different nodes [56].
This allows PerformanceLENS to understand the importance of each microser-
vice in a trace for latency prediction based on the metric values of the involved

microservices.
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e Gated Recurrent Units (GRU) layers: To utilize the temporal ordering of
calls in an API request, PerformanceLENS employs a Gated Recurrent Unit
(GRU). The input to the GRU are edge embeddings, which are derived from
the output of the GNN. We concatenate the node embeddings from the GNN
output corresponding to the nodes in a particular edge to construct these edge
embeddings. We then use the invocation times of the microservices to sequence
the edges, feeding the edge invoked last into the GRU first. The GRU predicts
the latency distribution of the relevant edge at each step. Since the latency of
the current edge encompasses the latency of all previous edges, the final output

of the GRU represents the end-to-end latency of the trace.

3.2.7 Model Read-out Layer

Models giving single-point estimates for latency typically employ a single neuron in the
output layer of the neural network. Multiple neurons need to be added to the output
layer to predict multiple points on the latency distribution, with each neuron predicting
a specific point on the distribution. In PerformanceLENS , each neuron in the output
layer predicts a specific quantile on the latency distribution. This approach allows
the model to be trained to predict an arbitrary number of quantiles on the latency
distribution. The number of quantiles to be predicted depends on the use case and the
granularity required for estimating the latency distribution.

We sample the quantiles to be estimated from a standard normal distribution. This is
done as we expect the latency distribution to resemble the normal distribution around
the median, with most of the probability density concentrated near the median. As an
example, approximately 40 percent of the probability density lies within 0.5 standard
deviations on either side of the median of standard normal distribution. Figure 4

illustrates these high-density regions of a normal distribution.
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Figure 4: High Density Regions of Standard Normal Distribution

To capture this high-density region more accurately, we predict more quantiles from
this area than from the tail ends of the standard normal distribution, thereby biasing
our model towards more accurate predictions in this region. Table 1 provides details of

the specific quantiles that we predict. It is to be noted that this does not translate to

a normality assumption for the probability distribution of latencies.

Standard Quantiles (%) Region
Deviations | Lower Quantiles | Upper Quantiles | Density
3.000 0.13 99.87% Low
2.500 0.62 99.38 Low
2.000 2.28 97.72 Low
1.500 6.68 93.32 Low
1.000 15.87 84.13 Low
0.750 22.66 77.34 Low
0.500 30.85 69.15 High
0.375 35.39 64.62 High
0.250 40.13 59.87 High
0.125 45.03 54.98 High
0.000 50.00 50.00 -

Table 1: Sampled Points from Standard Normal Distribution
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3.2.8 Penalizing Distribution Estimates

Given the output of a single neuron in the read-out layer as ¢, we use quantile regression
as formulated in (1), to model the output of the neuron. For a single neuron output
layer, then the choice of learning target is the minimization of quantile loss, proposed

in [53], and represented by the equations below:

STrolyi—gl o for oy > (5)
=0

Z(l = 7) - |yi — il for — y; <, (6)

It can be shown that quantile loss can be used to predict conditional quantile [53] of
the distribution given the API request and resource utilization. For brevity, we keep
the proof to a high level in this thesis; a more rigorous mathematical proof can be
found in [53]. As a first step, we rewrite the quantile loss, introduced in (5) and (6), as

represented in the following equations:

ZT (yi) =7 (0i) for — y; > s, (7)
=0
Z(l —7)9i—(1—7)y for — y; <, (8)

1=0

Taking derivative of (7) and (8) with respect to g; we get the following:

Z -7 for y, >y, 9)
i=0
Z(l —7)  for oy <y, (10)
i=0

Equating the (9) and (10) to zero and assuming that « represents the number of ob-
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servations satisfying the constraint y; < g; out of n total observations, we have the

following;:

—7-n—a)+(1-7)-a = (11)

(12)

Equation (12) proves that in order to minimize quantile loss for a particular quantile
7, the proportion of observations lower than the predicted value should be equivalent
to 7. Thus, a single neuron can be used to predict a particular point in the latency
distribution. For our experiments, we introduce multiple neurons in the readout layer
of the model, with each neuron predicting a particular quantile. We then penalize each
neuron using the quantile loss based on the corresponding quantile that the neuron is
supposed to predict. We leverage multi-quantile loss, formulated from quantile loss, as
the overall loss function of the model. The formula for multi-quantile loss is as follows,
where n represents the number of data instances in a batch of inputs, and k£ represents

the number of quantiles being predicted by the model, as provided in Table 1.

Z Z T - yzy for Yi Z gija (13)

=0 7=0
n k
Z (1—15) — Jij for Yi < Yij, (14)
=0 7=0

(15)
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4 Anomaly Prediction & Root Cause Localization

In this chapter we discuss how we integrate anomaly prediction and root-cause anal-
ysis modules with PerformanceLENS to create a single unified framework capable of
predicting performance of traces, predict trace-based anomalies, and root-cause local-

1zation.

4.1 Anomaly Prediction

Since our focus is on predicting trace-based anomalies, and each trace constitutes a
single graph in our approach, the task of anomaly prediction is inherently a graph-
level task. Therefore, the anomaly prediction model should incorporate the end-to-end
latency distribution output from PerformanceLENS alongside other trace-based fea-
tures. Figure 5 illustrates the architecture for integrating PerformanceLENS with
the anomaly prediction model within our framework. The inputs to the anomaly pre-
diction model include the end-to-end latency distribution output of the trace from
PerformanceLENS and the graph embedding of the trace. The graph embedding is
constructed by applying a pooling operator to the node embeddings of the trace, which
are the outputs of the last graph convolutional layer in PerformanceLENS .

The output of the anomaly prediction model consists of anomaly scores for each trace.
These anomaly scores are penalized using cross-entropy loss, as defined by equation
(16), where y; represents the true label for the trace, ;, represents the score indicating

the trace is anomalous, and y;, represents the score indicating the trace is normal.

y'La
Z yilog( ") (16)

+ yzn
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Figure 5: End-to-end illustration for integrating PerformanceLENS with anomaly prediction
model.

4.2 Root-Cause Localization

The task of root-cause localization is a node-level task that requires incorporating the
latency distribution information of individual edges within a trace to accurately infer the
root-cause node of an anomaly. Additionally, it is crucial to capture information related
to the individual nodes that are part of the trace. These relationships are best captured
using a GNN; therefore, we construct a new graph for root-cause localization. The
topology of this graph is based on the trace being processed by PerformanceLENS , with
node features defined by the node embeddings output by the last graph convolutional
layer. Edge features are then defined as the latency distribution of individual edges
produced by PerformanceLENS . Figure 6 illustrates the architecture for integrating
a root-cause localization model with PerformanceLENS and the anomaly prediction
model.

The newly constructed graph is then passed through multiple graph convolutional lay-
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ers. Finally, a softmax operation, as defined in equation (17), is applied by grouping
the nodes in each graph separately. In this equation, K represents the number of nodes
(microservices) in an individual trace, Z; and Z; represent the predicted scores for in-
dividual nodes within the trace, and O'(AZ)Z' represents the score for the specific node in
question after the softmax operation is applied. This approach allows for ranking nodes
within a specific trace based on their scores for being the root cause of the detected

fault.

~ eéi
0(z); = ——— 17
=i )

As a final step, we use the anomaly prediction model as a supervisor for the root-cause
localization model. Specifically, if the anomaly scores do not indicate an anomaly for a
given trace, we set the root-cause scores for all the nodes in that trace to zero.

Each root-cause score is then penalized using Binary Cross Entropy (BCE) loss, as
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defined in equation (18), where z; represents the actual root-cause label for the node.

BCE — —% Z 2 - Tog(6(2:)) + (1 — 2) - log(1 — (=) (18)

Finally, we train the three models together by treating the sum of the respective loss

functions as the overall loss function for the model.
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5 Experimental Validation

We conduct several experiments to evaluate multiple features of our proposed frame-
work. We begin this chapter by formulating research questions based on which we
design our experiments. In addition, we discuss the experimental setup, the datasets,

and the evaluation metrics used for these experiments.

5.1 Research Questions

We conduct experiments to evaluate our framework based on the following Research
Questions (RQ):

RQ1: How effective is PerformanceLENS in predicting latency distribu-
tion at a granular level of individual API requests?

Since single-point estimates alone are not sufficient to fully understand system per-
formance, PerformanceLENS introduces a novel features to allow predicting latency
distribution. In our experiments, we use several metrics, such as the coverage probabil-
ity and quantile loss, to help us validate the reliability of predicted latency distribution.
RQ2: How does PerformanceLENS compares to other baseline approaches
for end-to-end latency prediction?

To evaluate the effectiveness of PerformanceLENS in predicting end-to-end latency
distribution of traces, we train PerformanceLENS with end-to-end latency data on
multiple datasets. This allows us to compare PerformanceLENS against baseline
methods providing a single-point estimate for end-to-end latencies such as the Multi-
Layer Perceptron (MLP) model, GRAF [24], and PERT-GNN [27]. We use the lowest
MAPE and MAE values obtained from the predicted quantiles by PerformanceLENS

falling in the high-density regions specified in Table 1 for such a comparison.
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RQ3: How well can PerformanceLENS predict latency distribution of
individual calls (edges) in a microservice call chain of an API request?
PerformanceLENS employs a more practical approach for preserving temporal order-
ings as discussed in chapter 2 & 3. A byproduct of this approach is greater explainabil-
ity, which helps us predict the latencies of individual microservice calls (edges) involved
in an API request. We conduct a separate experiment to evaluate the performance
of PerformanceLENS for this novel feature and report MAPE and MAE figures for
different latency regions.

RQ4: What insights can be drawn from the output latency distribution
of PerformanceLENS during periods of anomalies? A key objective of our
framework is to proactively monitor the system and provide valuable insights during
anomalies by assessing their impact on system performance. To validate this aspect,
we evaluate the performance of PerformanceLENS using datasets containing several
types of anomalies leading to degradation in system performance. We check if the
output latency distribution of PerformanceLENS have enough distinguishing features
between normal and anomalous traces.

RQ5: How effectively can the latency distributions predicted by Perfor-
manceLENS be used by other Machine Learning models to automate the
process of trace-based anomaly prediction?

We check if the output of PerformanceLENS can be effectively used to automate the
process of trace-based anomaly prediction by machine learning models. Hence, we feed
the predicted latency distribution by a trained PerformanceLENS model to multiple
machine learning models, such as Random Forest, KNNs, etc, to predict trace anoma-
lies. We then report the accuracy, recall, and F1 figures for predicting trace anomalies.
This is done to gather support for building a single framework for performance analysis

and anomaly prediction.
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RQ6: How effective is an integrated framework based on Performance-
LENS for comprehensive performance analysis, anomaly prediction and
root-cause localization for traces

We train the integrated framework proposed in chapter 4 to predict performance of
traces, trace-based anomalies and their root causes at the same time. We then re-

port several metrics to compare our approach to several baseline trace-based anomaly

prediction and root-cause localization approaches.

5.2 Datasets

We conduct our experiments on three benchmark datasets widely used in literature. We
use the Alibaba dataset to compare PerformanceLENS with state-of-the-art latency
prediction approaches proposed in [24] and [27]. This is because the Alibaba dataset
does not contain anomalous data, and is used for experiments in [24] and [25], making
it suitable for such a comparison. In addition, we use two benchmark datasets used
for anomaly detection in literature: Train Ticket and MicroSS. Both datasets collected
traces during periods when the underlying system operated with anomalies and contain
traces with latencies spanning from 0.5 milliseconds to 20,000 milliseconds. We provide
a summary of these datasets in Table 2 and discuss more details about these datasets

below:

Dataset Total Traces | Training Traces | Test Traces

Alibaba 100,000 80,000 20,000
Train Ticket 230,000 184,000 46,000

MicroSS 700,000 560,000 140,000

Table 2: Summary of Data Used In Experiments
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5.2.1 Alibaba Dataset

The Alibaba dataset contains real-world traces collected in 2021 [57] from 10 production
clusters during a 12-hour period. The dataset spans 20 thousand microservices. How-
ever, the dataset only records CPU and memory utilization of 1300+ microservices [27].
Since the dataset lacks other metric values and does not contain anomalous instances,
it is not ideal for fully utilizing the performance of PerformanceLENS . Nonetheless, it
is a good dataset for comparison with other baseline approaches. To remain consistent
in our comparison, we use the same traces used in [27] for our experiments on this

dataset.

5.2.2 MicroSS Dataset

MicroSS is another widely used dataset in the literature for anomaly detection. It con-
tains 10 microservices, including MySQL and Redis database nodes. Multiple instances
of the same microservices are deployed on 5 distinct machines, and multiple types of
faults, such as system hang-ups, process crashes, and system failures like login issues,
missing files, and access denials, are injected to create this data [4]. The dataset has
been successfully used in [1] and [48] for anomaly detection and root-cause localiza-
tion and provides metrics at the Docker container level for each microservice instance,

making it suitable for our experiments.

5.2.3 Train Ticket Dataset

The Train Ticket application, made available by authors of [58], consists of 41 microser-
vices and is frequently used in literature for root-cause identification and localization.
We use the data generated from this application and published with [40] for our exper-
iments. The dataset contains faults of varying types, such as application bugs, CPU

exhaustion, and network congestion. In addition to having anomalous data, the dataset
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provides metric values for CPU usage, memory usage, network, and disk-level metrics.
We also use the train ticket dataset for the experiments we run for anomaly prediction
and root-cause localization. Table 3 provides details of normal vs anomalous traces

present in the train ticket dataset.

Total Traces | Normal Traces | Anomalous Traces
230,000 206,759 23,241

Table 3: Summary of Train Ticket Dataset

5.3 Experiments Configuration

We randomly divide our datasets into training and testing sets. We set aside 80 percent
of traces for training and kept the remaining 20 percent hidden from the model for
testing purposes. The exact number of traces used for training and testing in each
dataset can be found in Table 2.

For reporting purposes, we divide the test data into four latency regions shown in [24]
and report various evaluation metrics, discussed in the next section, for each latency
region to understand the performance of PerformanceLENS across the latency spec-
trum. For our experiments, in total, we predict 21 quantiles on the latency distribution
selected based on the discussions in chapter 3. Table 1 details the specific quantiles we
predict on the latency distribution.

We also validate the effectiveness of the GRU block in understanding the temporal or-
derings by training PerformanceLENS in two distinct configurations: PerformanceLENS-
GNN (without the GRU block) and PerformanceLENS-Hybrid (GRU block included)
in all the experiments that we conduct.

Lastly, we conduct two sets of experiment for anomaly prediction and root-cause lo-

calization. In the first experiment, we train traditional ML models on the outputs of
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a trained PerformanceLENS model for trace-based anomaly prediction. This is done
to verify that there is enough information in the predicted latency distribution for ML
models to predict anomalies. In the second experiment we train the framework pro-
posed in chapter 4 as a whole to predict trace’s latency distribution, whether it exhibits

an anomaly, and identify the root cause if an anomaly is predicted.

5.4 FEvaluation Metrics

We use a variety of metrics to validate both the novel features of PerformanceLENS
as well as to compare the results with state-of-the-art approaches. We mention each of
the metrics below.

1. Quantile Loss: As shown in chapter 3, quantile loss, given in equations (5) and (6),
measures how accurately the model predicts a certain quantile (7). While it is hard to
interpret quantile loss for a given quantile (7), as the ground truth value of the quantile
is unknown, lower values indicate a better prediction model. We use quantile loss and
other metrics to gauge how well the model predicts latency distribution. Specifically,
we apply quantile loss across multiple quantiles predicted by PerformanceLENS to
ensure that the loss values remain consistently low throughout the distribution.

2. Coverage Probability: For latency distribution prediction, coverage probability
measures the proportion of times the predicted latency interval contains the observed
latency value. Although the exact quantile corresponding to the observed value is
unknown, the observed value falls within the latency distribution. Therefore, coverage
probability, when used in tandem with quantile loss, allows assessment of the reliability
of the predicted latency distribution. The coverage probability is calculated based on

the equation (19), where 7;; and 7;, represent the lowest and highest quantile predicted

35



by our model for data point ¢« and y; represents the observed latency value.

1
—- Ly <wyi <7Tip) (19)
[
3. Mean Absolute Error (MAE): MAE, represented in equation (20), is typically
used to measure the accuracy of models providing single-point estimates of latency.

2iz0 Y — il
n

(20)

However, acceptable MAE values vary across different latency regions, and using an
average MAE value for the whole dataset may bias the value towards either high or
low latency values. For this reason, MAE is calculated for different latency regions
separately. Since our model predicts latency distribution instead of single-point esti-
mates, we report the lowest MAE figures obtained from the high-density regions shown
in Table 1 to gauge the accuracy of our predictions.

4. Mean Absolute Percentage Error (MAPE): To allow better interpretability

of the results we use MAPE, as represented in equation (21), along with MAE.

1 < Yi — Ui
= (21)
i Y

This overcomes any bias that may be present in the reported MAE values. This also
allows us to compare the performance of PerformanceLENS with other baseline ap-
proaches providing single-point latency estimates.

5. R2-Score: We use the R2 score, given by equation (22), to understand the propor-

tion of variance in the observed latency value that the predictions can explain.

S )
LS 5 (22)
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We calculate R2 for each quantile predicted by PerformanceLENS in the high-density
regions specified in Table 1. This allows us to ascertain that flattening of predictions
does not occur and that predicted quantiles capture relevant variations in data.

6. Precision: We use precision scores to judge the reliability of a positive anomaly
prediction by our framework. Precision, given be (23), measures the proportion of
true positive results to overall number of positive results. This makes precision a good

indicator of the trustworthiness of a positive prediction.

TruePositives

23
TruePositives + FalsePositives (23)

7. Recall: Recall is an indicator of how good a model is uncovering actual anomalies.
Recall, given by (24), measures the proportion of true positive results to the number
of actual positive samples present in the dataset. Thus, a model with a higher recall

score correctly uncovers all positive samples in the given data.

TruePositives

24
TruePositives + FalseNegatives (24)

8. F1-Score: Precision and Recall scores target different properties of a model and
should be used together to better understand how well a model performs on a classifi-
cation task. Usually, there is a tradeoff between precision and recall and F1-score assist
in finding the best point on the tradeoff line. Fl-score, given by (25), incorporates both

precision and recall score for finding the best model.

9 « Precision x Recall (25)

Precision + recall

9. Top-k Accuracy: Top-k accuracy is a metric commonly used in retrieval and

recommendation tasks [4]. It measures how often the true item appears in the top k
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items of the ranked list [4]. For the purpose of our experiments, we use it to measure
the reliability of root-cause recommendations. Top-k accuracy can be calculated using
equation (26), where RC; is the true root cause microservice and RCjs[k| is the set of

top-k predicted microservices, for an anomalous sample 1.

Ak = Z | (26)
=0 10 otherwise

10. Mean First Rank (MFR): Another commonly used metric to gauge the accuracy
of a ranked list is Mean First Rank (MFR). MFR, as the name suggests, measures the
average rank of the first correct item in a ranked list. MFR can be calculated using
equation (27), where i represents a particular data sample, and j represents the index

of the first correct item in the sample i.
n

1
MFR =~ > " rank;; (27)

=0
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6 Results and Discussions

In this chapter, we present a detailed discussion of the experimental results and their
findings. For each research question (RQ), we begin by summarizing the key takeaways,

followed by an in-depth analysis of the results.

6.1 RQ1

4 N\
We observe that PerformanceLENS consistently obtains low quantile loss values

for different T values, indicating its effectiveness in predicting various points on the
latency distribution. Moreover, high coverage probability values indicate a highly

reliable and accurate predicted distribution interval.
- J

We provide a summary of model performance, using quantile loss and coverage proba-
bility, for latency distribution prediction in Table 4. These results indicate that Perfor-
manceLENS can effectively monitor several SLAs set against different proportions of
user requests for a given API. By using the output of PerformanceLENS for quantiles
corresponding to SLAs, such as 75%, 90%, etc., we can monitor if there is a risk of the

predicted quantile latency exceeding the latency threshold of an API governed by an

SLA.
Coverage Quantile Loss
Dataset Model Probability | 7 0.0228 0.1587 0.3085 0.4013 0.5000 0.5987 0.6915 0.8413 0.9772
Train Ticket PERF-GNN 99.53% 0.0095 0.0466 0.0756 0.0888 0.0992 0.1044 0.1036  0.0869  0.0266
Train Ticket PERF-Hybrid 99.65% 0.0088  0.0419 0.0668 0.0777  0.0859  0.0897 0.0886 0.0726  0.0235
MicroSS PERF-GNN 99.77% 0.0029 0.0118 0.0178 0.0204 0.0223 0.0235 0.0233 0.0199  0.0068
MicroSS PERF-Hybrid 99.76% 0.0024 0.0104 0.0160 0.0186 0.0207 0.0218 0.0212 0.0176  0.0059
Alibaba PERF-GNN 99.53% 0.0056  0.0294 0.0489 0.0585 0.0674 0.0747 0.0788 0.0617 0.0164
Alibaba PERF-Hybrid 99.01% 0.0055  0.0286 0.0480  0.0575 0.0655 0.0718 0.0730  0.0568  0.0149

Table 4: Latency Distribution Prediction Results - - PERF represents PerformanceLENS
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6.2 RQ2

s N
PerformanceLENS efficiently explains variations in latencies and maintains consis-

tent performance across all latency regions, even on anomalous datasets. In parallel,

PerformanceLENS outperforms baselines, scoring lower MAPE values across all la-

tency regions shown in [24].

We use the MAPE and MAE figures to evaluate the performance of Performance-
LENS for end-to-end latency predictions and comparison with baseline approaches.
Table 6 provides comprehensive results for end-to-end latency predictions on three
benchmark datasets we use in our experiments, while Table 5 compares the results
with baseline approaches. The benefit of preserving the temporal ordering through the
GRU block can be seen in the results of PerformanceLENS-Hybrid, which outperforms
PerformanceLENS-GNN across all metrics. The improvement over baseline approaches
is achieved because PerformanceLENS manages to preserve the individuality of each
request by treating each trace as a separate graph. Unlike PERT-GNN, which aggre-
gates traces belonging to a specific API to make PERT Graphs API aware. In contrast,
we use microservice embeddings for this purpose while simultaneously maintaining the
individuality of each request. Furthermore, using the GRU unit to preserves temporal

dependencies in a trace further improves the results of PerformanceLENS .

Latency Regions
Model 0-50ms 50-100ms 100-1000ms Qwverall
MLP 16.76% - - -
PERT-GNN [27] | 11.47% - - -
GRAF [24] 21.30% 27.1% 31.9% -
PERF-GNN 6.97% 8.78% 12.57% 10.83%
PERF-Hybrid | 6.80% 5.68% 9.79% 9.75%

Table 5: Comparison of Model Performances on End-to-End Latencies Using MAPE (Alibaba
Dataset) - - PERF represents PerformanceLENS
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Latency Regions
0-50ms 50-100ms 100-1000ms Overall
Dataset Model MAPE MAE (ms) | MAPE MAE (ms) | MAPE MAE(ms) | MAPE MAE (ms) R2 Score
Train Ticket PERF-GNN | 15.75% 4.529 21.42% 63.631 16.79%  239.029 | 18.09%  171.692 0.7689
Train Ticket PERF-Hybrid | 15.65% 4.503 20.96% 57.362 14.05%  187.674 | 16.10%  141.489 0.7866
MicroSS PERF-GNN - - - - 1.25% 69.424 1.48% 141.024 0.8110
MicroSS PERF-Hybrid - - - 1.05% 48.876 1.33% 130.235 0.8311
Alibaba PERF-GNN | 6.97% 1.886 8.78% 52.144 12.57%  104.279 | 10.83% 9.315 0.2374
Alibaba PERF-Hybrid | 6.80% 1.853 5.68% 22.3619 9.79%  94.4056 | 9.75% 8.570 0.3004

Table 6: Regression Results for End-to-End Latency Predictions- PERF represents Perfor-
manceLENS

6.3 RQ3

PerformanceLENS can maintain consistent performance levels for edge latencies as
it does for end-to-end latencies across all latency regions, achieving consistently low

MAPE and MAFE scores.

Table 7 provides detailed performance metrics on edge latency predictions, showcasing
PerformanceLENS ’s ability to accurately predict latency distribution at a granular
level. Due to several sub-millisecond latencies present in the Train Ticket dataset for
the first edge in the microservice call chain, we report the MAE score separately for this
region. This is because MAPE is inappropriate for latencies below 1 millisecond; even

a small prediction error can lead to high MAPE values, skewing the overall figures.

Latency Regions
<1ms 1-50ms 50-100ms 100-1000ms Overall
Dataset | MAE (ms) | MAPE MAE (ms) | MAPE MAE (ms) | MAPE MAE(ms) | MAPE MAE (ms) R2 Score
Train Ticket 0.2556 11.46% 2.949 18.56% 45.008 13.29%  159.801 | 12.81% 60.961 0.8520
MicroSS - 13.96% 2.902 7.12% 16.901 2.09% 51.389 3.84% 64.166 0.9699

Table 7: Regression Results for Edge Latency Predictions
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6.4 RQ4

The results indicate that the output of PerformanceLENS contains enough distin-
gquishing features to differentiate between normal and anomalous traces providing

basis for automating the task of trace-based anomaly detection.

A key objective of PerformanceLENS is to proactively monitor the system and identify
potential SLA breaches, which are more likely during anomalies. We validate the per-
formance of PerformanceLENS under anomalous conditions using MicroSS and Train
Ticket datasets. We use the residual vs fitted plot (Figure 7) for the 50th quantile to
visualize how model performance varies with latency and validate if our model is biased
by the presence of anomalous instances. The plot does not reveal any bias but we
observe heteroscedasticity, with residual values decreasing as the fitted values increase.
This is expected as we use logarithmic scale for predictions, which compresses the scale

of higher latency values resulting in smaller residuals as the predicted latency increases.

Since the model is not biased by the inclusion of anomalous data, we look at the
prediction of PerformanceLENS on normal and anomalous traces separately to check
if there are any distinguishing feature between predicted latency distribution of normal

and anomalous traces. Table 8 compares the predictions for normal vs anomalous data.

Normal Data | Anomalous Data
Avg. Predicted Interval Length 2.3509 3.8720
Avg. Prediction (7 = 0.5) 0.8520 1.5989

Table 8: Predictions on Normal vs Anomalous Data (Log Scale)

We observe that, on average, the predicted interval length for anomalous data is much

greater than for normal data. Similarly, the median prediction for anomalous data is
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Figure 7: Residual vs Fitted plot for 7 = 0.5

significantly higher when compared to normal data. This is visualized by plotting the
predicted interval length of the latency distribution on a box and whisker plot in figure
8. This serves as an encouraging base to feed the output of PerformanceLENS to

traditional machine learning models for automating the task of anomaly prediction.
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Figure 8: Box And Whisker Plot for Predicted Interval Length
Normal vs Anomalous Traces

6.5 RQ5

4 N

The results prove that PerformanceLENS can be used effectively to automate the

process of trace-based anomaly prediction, allowing PerformanceLENS to perform
both performance prediction and anomaly prediction simultaneously at a marginal

additional cost. Furthermore, this is a basis for automating other tasks, such as

root-cause analysis.

We use the following models: Gradient Boosting, Decision Trees, Random Forest, and
KNNs to predict trace anomalies using the output of trained PerformanceLENS model.
The training for the models are done after the training for PerformanceLENS has been

completed. Table 9 provides the results of this experiment.
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ML Model Accuracy | Precision | Recall | F1
Gradient Boosting 0.967 0.892 0.799 | 0.838
Decision Trees 0.963 0.833 0.849 | 0.841
Random Forest 0.976 0.921 0.856 | 0.885
KNN 0.976 0.907 0.873 | 0.889

Table 9: Automated Anomaly Prediction Results
(Train Ticket Dataset)

All models tested can achieve accuracy of more than 96% and with good precision and
recall values in a heavily unbalanced dataset, with KNN achieving the best results.
Since these additional models are easy to train and deploy, they come at a marginal
additional cost, making PerformanceLENS a system that can perform performance
prediction and anomaly detection in parallel. These insights can be combined with
PerformanceLENS ’s ability to predict latency distribution at the edge level for root-
cause analysis. The edge with an abnormal latency distribution can be used as an
indicator for further investigation. Figure 9 demonstrates how this can be achieved
by highlighting nodes part of edges with abnormal latency distribution predictions in
red. The graph can then be traced back to the anomalous node, enabling targeted

diagnostics and resolution efforts.

':'j::f"f?l?33<~ g

Figure 9: Root Cause Analysis using Edge Latency Distributions of a trace. Nodes with
abnormal latency distribution prediction are highlighted in red.
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6.6 RQ6

s N
The results show that our unified framework based on PerformanceLENS matches

the performance of state-of-the-art trace-based anomaly detection methods and sur-
passes most baseline approaches in root-cause localization, with the exception of a
few. This comparison highlights the effectiveness of our framework in predicting
anomalies before the system receives anomalous traces, as opposed to state-of-the-
art models that detect anomalies only after the system has processed the anomalous

traces.

)

We report the results of our unified framework for trace-based anomaly detection and
root-cause localization along with the results of other state-of-the art approaches in
Table 10 and Table 11 respectively. Specifically, we compare our framework with 7
other approaches proposed in [39], [40], [51], [50], [49] and [41]. Table 10 details the
model performance for trace based anomaly detection and compares it with MEPFL

and TraceRCA, two other best performing approaches.

Model Precision | Recall | F1
Proposed Framework 0.937 0.920 | 0.928
MEPFL [39] 0.865 0.993 | 0.924
TraceRCA [40] 0.801 0.750 | 0.775

Table 10: Comparison of proposed framework in proactive anomaly prediction with state-of-
art approaches in reactive anomaly detection (Train Ticket Dataset)

As evident, our approach performs better than both TraceRCA and MEPFL on F1 score
for trace-based anomaly detection. Although, the performance is similar to MEPFL,
our approach predicts failure before they occur and without the knowledge of trace
based features available to MEPFL after traces are executed.

We observe similar encouraging performance of our framework for root-cause localiza-

tion. Table 11 provides comparison of our model for root-cause localization on top-k
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accuracies for k=1,2, and 3. Our approach performs better than most baseline ap-
proaches, except for TraceRCA and MEPFL. This result is expected, as both TraceRCA
and MEPFL perform root-cause localization after the system has received anomalous
traces. Since anomalies can propagate both upstream and downstream within a trace
[40], having access to all traces passing through the system within a given time window,
allows MEPFL and TraceRCA to better identify anomaly propagation patterns. This
results in better root-cause localization results. However, this reactive nature places
them in the category of detection approaches rather than predictive approaches. In
contrast, our framework operates on a predictive basis, assuming the system receives
a particular trace without actually processing it. It predicts the trace’s latency distri-
bution, whether it will exhibit an anomaly, and identifies the root cause based solely
on the current system metrics. This proactive approach means that the our framework
can not have knowledge of traces passing through a system, as the system has not
yet processed those traces, making it challenging to infer the propagation patterns of

anomalies, thus making it difficult to pinpoint the root-cause microservice.

Model AQl | A@2 | A@3
MEPFL [39) 0.92 | 0.7 | 0.07
TraceRCA [40] 0.82 | 0.91 | 0.95
Proposed Framework | 0.80 | 0.89 | 0.94
RCSF [49] 0.52 | 0.86 | 0.93
Random Walk [50] 0.51 | 0.86 | 0.94
Microscope [51] 0.56 | 0.62 | 0.70
TraceAnomaly [41] 0.49 | 0.59 | 0.63

Table 11: Comparison of proposed framework in proactive root-cause localization with state-
of-art approaches in reactive root-cause localization (Train Ticket Dataset)

To further solidify our findings, we utilize MFR on root-cause prediction results and

compare it with state-of-the art models. Table 12 provides the results of our experiments

using MFR.
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Model MFR
MEPFL [39] 1.37
TraceRCA [40] 1.50
Proposed Framework | 1.54
RCSF [49] 1.77
Random Walk [50] 2.26
Microscope [51] 3.55
TraceAnomaly [41] 4.58

Table 12: Comparison of proposed framework in proactive root-cause localization with state-
of-art approaches in reactive root-cause localization using MFR, (Train Ticket Dataset)

Again, our framework outperforms most existing approaches and closely matches the
performance of TraceRCA. Our framework is only outperformed by MEPFL, however,
as discussed earlier this is expected due to the proactive approach of prediction rather
than detection.

Our approach also has a distinct advantage over state-of-the-art approaches when it
comes to root-cause localization due to its focus on individual traces. By concentrat-
ing on a single trace, the set of ranked microservices includes only those that belong
to that trace. This narrowed focus allows for quicker improvements in top-k accuracy
as the value of k increases, thereby significantly reducing the delta with MEPFL and
TraceRCA at higher k-values. While MEPFL and TraceRCA can better detect prop-
agation patterns by having information on all traces passing through a system, this
broader scope also introduces noise into the data. Consequently, these algorithms must
consider all microservices involved in the traces, leading to a much larger set of po-
tential root causes. We quantify these findings by providing the delta of our proposed

framework’s top-k accuracy against MEPFL and TraceRCA in Table 13.
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Model AQl | A@2 | A@3
MEPFL [39] | -0.12 | -0.08 | -0.03
TraceRCA [40] | -0.02 | -0.02 | -0.01

Table 13: Top-K accuracy delta of Proposed Framework against MEPFL and TraceRCA
(Train Ticket Dataset)

6.7 Threats To Validity

Although the results of our framework are encouraging, we have identified a few threats
to validity that warrant careful consideration when interpreting these results.

Firstly, we use datasets with anomalies and evaluate the performance of Performance-
LENS in predicting latency during anomalous time periods. Even with the inclusion
of anomalous data, on average, the performance of the model does not deteriorate.
However, it is to be noted that during certain anomalies, complete system breakdown
can occur, rendering latency inconsequential. We do not include such anomalies in
our experiments. In such cases, the predicted latency is irrelevant, and the output of
PerformanceLENS should be interpreted carefully to determine whether it indicates a
system anomaly.

Secondly, our framework uses individual traces to formulate graphs. It is expected that
in a real-world setting, the path an API request takes is already known, allowing specific
traces to be monitored after the model is trained. However, it is known that a single API
can exhibit different runtime behaviors [27]. Therefore, in order to effectively monitor
a single API, multiple traces will need to be monitored, and their results analyzed in

aggregate to ensure that the system continues to uphold SLAs.
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7 Conclusion

In this research, we presented PerformanceLENS , an approach that utilizes microser-
vices embeddings along with the hybrid GNN/GRU architecture to model the per-
formance of a microservices application by predicting the latency distribution of each
individual microservice call involved in an API request. Each individual API call forms
a trace and constitutes a single graph in our approach. We utilized metrics from mi-
croservices along with microservice embeddings to construct node features, where each
node represents an individual microservice and each edge represents an interaction be-
tween two microservices. The output of the GNN is used to construct edge embeddings,
which are then forwarded to a GRU unit. We trained PerformanceLENS using multi-
quantile loss to predict an arbitrary number of quantiles, thereby estimating the latency
distribution given the current system parameters. Our results show that Performance-
LENS outperforms baseline models across all latency regions on end-to-end latencies
and consistently achieves low quantile loss values and high coverage probability for the
predicted latency distribution.

The novel features introduced by PerformanceLENS makes it suitable not only for
detecting potential SLA breaches but also for anomaly prediction and root cause analy-
sis. To support this position, we leveraged traditional ML models to accurately predict
trace-based anomalies based on the latency distribution output of PerformanceLENS
model. We then demonstrated how a unified framework, based on PerformanceLENS
model, can be designed for predicting performance, anomalies, and their root-causes.
We empirically show that our framework manages to outperform state-of-art reactive
anomaly detection approaches while predicting trace-based anomalies in advanced. Sim-
ilarly, we show effectiveness of our framework in localizing the root-causes of the pre-
dicted anomalies.

Future directions include using the output of PerformanceLENS automate other down-
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stream tasks such as resource allocation and integrating the proposed framework with

a live system.

7.1 Integration With Live Systems

Once trained, our framework can be integrated into a live microservices system to
provide comprehensive system monitoring. This integration depends on live metrics
data obtained from the system’s monitoring channels at regular intervals. In real-time
operation, the incoming metrics data forms part of the node features for the GNN, just
as in the training stage, while the other part is derived from the trained microservice
embeddings. It is expected that the system operators will configure the traces they
want monitored by specifying the microservices part of the traces. The constructed
node features are then fused with the pre-configured traces to predict the performance
for those traces based on the current metric values.

The output of PerformanceLENS can then be analyzed against predefined SLAs by
monitoring specific quantiles from the latency distribution predictions to detect po-
tential SLA breaches. Additionally, the framework can proactively predict whether a
trace will be anomalous and identify the specific node within the trace that is likely

responsible for the anomaly.
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