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Abstract

In recent years, IoT technology has transformed smart homes, with most households now including several IoT

devices that provide convenience and automation. However, the security of these smart homes is paramount, as

vulnerabilities can expose residents to risks like unauthorized access, data breaches, and operational disruption.

Network-based threats pose a particularly critical risk due to the numerous vulnerabilities in wireless communica-

tion between devices, making it possible for attackers to intercept data or do malicious activities. While traditional

intrusion detection systems exist, they are often ineffective in detecting zero-day attacks and lack the ability to

identify malicious patterns across diverse threat scenarios due to limited diversity in their detection models. More-

over, these systems are not designed to fully detect all types of intrusions, especially those involving both external

network activities and internal IoT communications among smart home devices. This gap is made worse by the

challenges in creating specialized IoT datasets that cover a diverse set of malicious activities and data types, which

require extensive technical knowledge, a diverse range of devices, and expertise in capturing, executing, and la-

beling attack scenarios. Such datasets are crucial for data-driven intrusion detection systems. Addressing these

challenges, this thesis introduces a dual-tier detection system that effectively can zero-day attacks, and is designed

in a way to be scalable for learning the behavior of diverse malicious activities. the proposed solution leverages

data from both the smart home hub’s internet connection and the internal network communication of IoT devices to

detect and profile malicious activities using a novel graph learning approach. Furthermore, to support this research,

we have created the largest IoT smart home dataset, incorporating real-world data from over 50 devices and more

than 100 carefully designed attack scenarios, captured over a five-month period. The analysis of this dataset and the

performance of our detection model demonstrate promising results, providing a valuable resource and foundation

for advancing smart home IoT security.
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1 Introduction

The rapid advancement and accessibility of IoT (Internet of Things) technology have transformed everyday life,

particularly within smart homes. From security cameras and smart thermostats to virtual assistants and intercon-

nected lighting systems, IoT devices provide convenience, automation, and energy ef�ciency. Today, �nding a

home without at least a couple of IoT devices is uncommon, all contributing to a seamless and interconnected

living environment. However, with this increased integration of IoT technology, there has been a parallel rise in the

potential vulnerabilities associated with these devices, which can create serious security concerns [34, 35].

Securing smart homes has become increasingly critical due to the potential consequences of unauthorized access,

data breaches, and service disruptions. A compromised IoT device can expose sensitive data, invade user privacy,

and even facilitate further network breaches, affecting other connected devices and potentially impacting users'

safety. Given the open nature of wireless communication and the evolving tactics of cyber attackers, smart home

networks are a prime target for malicious activities. While IoT technology introduces countless bene�ts, it also

requires robust security measures to mitigate these risks effectively [36].

Network-based threats represent a signi�cant portion of IoT devices' risks in smart homes. The reliance on wireless

communication protocols such as Wi-Fi, Zigbee, Z-Wave, and Bluetooth leaves these devices vulnerable to inter-

ception, data manipulation, and other forms of attack. Attackers can exploit these wireless networks to intercept

data transmissions or inject harmful code, leading to unauthorized control over devices or leakage of personal data.

Despite the critical nature of these network-based vulnerabilities, the current generation of intrusion detection sys-

tems (IDS) tends to focus primarily on traditional IT infrastructure security, overlooking the unique characteristics

and requirements of IoT networks. The few IDS frameworks developed speci�cally for IoT environments often

mirror traditional security methods without accommodating internal IoT device-to-device communication nuances

[37, 38].

One major reason for this gap in security solutions is the scarcity of datasets that capture detailed IoT communi-

cation within smart home environments. Building a dataset for IoT networks is inherently challenging due to the

diversity of devices, complex setup requirements, data capturing, and the need for a wide range of attack scenarios.

Such a dataset requires comprehensive knowledge of IoT testbed setup, the execution of realistic attack scenarios,

and detailed data labeling and analysis. Without high-quality, diverse data, developing effective and specialized

security solutions becomes dif�cult for researchers and developers alike.

To address these challenges, this thesis introduces a multi-tier intrusion detection system designed to secure smart

home environments. Our proposed system utilizes two primary data sources: the external internet traf�c passing

through the smart home hub and the internal communications between IoT devices. By analyzing these data

streams, the system can detect and pro�le malicious activities more accurately, providing a layered approach to IoT

security that considers the unique characteristics of smart home networks.

Furthermore, to overcome the limitations associated with IoT dataset availability, this work includes the creation

of the largest IoT smart home dataset to date and to the best of our knowledge, featuring real-world data from

over 50 distinct devices. During a �ve-month data capture period, we designed, implemented, and executed over

100 unique attack scenarios, covering many potential threat vectors. This dataset is foundational for analyzing

malicious behaviors within smart home IoT networks. It enables the training and testing advanced detection models

speci�cally tailored for IoT environments. The analysis of this dataset, coupled with the results from our proposed

detection model, has demonstrated promising capabilities in identifying and mitigating threats within smart homes,

1



setting a strong foundation for future research in IoT security. The main contributions of this research are as

follows:

• First, we conduct an in-depth analysis of the Z-Wave protocol and its associated devices, offering insights

into its speci�c vulnerabilities within IoT networks.

• Second, to enhance smart home intrusion detections, we propose a novel multi-tier detection system that

leverages internal and external IoT network traf�c for more accurate and comprehensive detection and pro-

�ling of malicious activities.

• Third, to �ll a signi�cant gap in available labeled datasets for smart home security research, we present the

largest (to the best of our knowledge) IoT smart home dataset, capturing real-world data from a wide range

of devices and over 100 diverse attack scenarios.

• Fourth, to introduce a comprehensive taxonomy of smart home IoT devices, which can serve as a framework

for future IoT security studies.

• Finally, we perform a detailed evaluation of current datasets, identifying their limitations and contributing

to a clearer understanding of the data needs in IoT security. Collectively, these contributions aim to provide

foundational advancements in IoT security research and support further development of robust, specialized

solutions for smart home environments.

The structure of this thesis is as follows: Section 2 provides a comprehensive literature review, discussing smart

home protocols, relevant research efforts, and identifying key shortcomings in existing security approaches. Sec-

tion 3 introduces our motivation for the study and presents the proposed multi-tier detection model designed for

enhancing smart home security. In Section 4, we describe our created dataset, the architecture of the testbed,

detailed descriptions of benign and attack scenarios, a comparative analysis of available IoT datasets, and the

proposed IoT smart home device taxonomy. Section 5 details the experimental setup and evaluates the proposed

model's performance on the newly created dataset. Section 6 offers a thorough analysis and discussion of results,

insights, and implications for future research. Finally, Section 7 concludes the study, summarizing key �ndings and

outlining potential areas for future work.
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Figure 1: Z-wave protocol stack [1]

2 Literature Review

This section offers a thorough examination of contemporary literature on IoT Smart Homes. Initially, we explore

the protocols employed by smart home devices. Subsequently, we delve into an in-depth analysis of leading studies

in smart home pro�ling. Furthermore, leveraging previous studies on smart home architecture, a taxonomy for

categorizing smart home devices is developed. Finally, the review identi�es potential areas within the current

literature that warrant further investigation and improvement.

2.1 Smart Home Devices' Protocols

Smart home devices rely on diverse communication protocols to establish interoperability within connected en-

vironments [39, 40]. Each protocol is strategically designed to address speci�c requirements, offering unique

advantages tailored to different device types [41]. The selection of communication protocols in a smart home

ecosystem is a critical determinant in�uencing the ef�cacy of device integration, network reliability, and overall

system performance [40, 42, 43, 44]. Among the prominent protocols in this domain, Z-Wave, Zigbee, and Wi-Fi

stand out due to their extensive adoption, versatile applications, and inherent signi�cance in the realm of smart

home technologies [45, 46, 47, 48, 49]. Subsequently, a brief explanation of these protocols is provided in the

next subsection, with a comparison presented in Table 1. Following this, the subsequent subsection delves into

examining and evaluating notable previous works that considered these protocols.

2.1.1 Z-Wave

Z-Wave is a wireless communication protocol optimized for low-power, home automation devices. In the sub-

1GHz frequency range, Z-Wave devices form a mesh network, facilitating reliable communication with minimal

power consumption. This protocol utilizes a master-slave architecture and employs various modulation techniques

to ensure ef�cient and secure data transmission. Key applications include smart lighting, door locks, and sensors

[50, 51, 52, 53, 54]. Fig. 1 illustrates the hierarchical structure of the Z-Wave protocol.
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Figure 2: Zigbee protocol stack [2]

2.1.2 Zigbee

Zigbee, a low-power, mesh networking protocol operating on the 2.4 GHz frequency, is renowned for its scalability

and �exibility. Zigbee devices use a multi-hop communication approach to create self-healing networks, enhancing

overall reliability. Zigbee supports various topologies, including star, tree, and mesh con�gurations, making it

suitable for diverse smart home applications such as smart lighting systems, sensors, and home automation hubs

[55, 56, 57, 58, 59, 60]. The hierarchical structure of Zigbee is illustrated in Fig. 2.

2.1.3 Wi-Fi

Wi-Fi, operating on the IEEE 802.11 standard, is a ubiquitous high-bandwidth communication solution for smart

home devices. Devices such as smartphones, smart TVs, and cameras leverage Wi-Fi for robust connectivity. The

protocol's ability to handle large data transfers and its widespread adoption make it a cornerstone for integrating

diverse devices into a uni�ed smart home network [61, 62, 63, 47, 64, 65]. The protocol structure of Wi-Fi is

depicted in Fig. 3.

In summary, carefully considering communication protocols is paramount in designing and implementing smart

home ecosystems. The comparison presented in Table 1 sheds light on the distinctive features and performance

metrics of Z-Wave, Zigbee, and Wi-Fi. The analysis underscores the signi�cance of aligning protocol choices with

speci�c use cases, balancing power consumption, data transfer rates, and network range.

2.2 Previous Works

This section delves into an in-depth analysis of leading IoT smart home pro�ling studies. The review is structured

according to the speci�c threat models emphasized in the literature. Each reviewed paper is systematically assessed

based on the problem statement, proposed solutions, experimental �ndings, derived insights, and limitations.
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Table 1: Protocols' Comparison

Feature Z-Wave Zigbee Wi-Fi
Network
Topology

Mesh network Mesh network Point-to-point

Frequency
Band

908.42 MHz
(varies by region)

2.4 GHz (global)
2.4 GHz and 5 GHz

(dual-band)

Range
Up to 100 meters

(line of sight)
Up to 70 meters
(line of sight)

Depends on the
Wi-Fi standard

(b/g/n/ac)
35 to 70 meters
(line of sight)

Data Rate 9.6 to 100 kbps
250 kbps (Zigbee 2007),

1 Mbps (Zigbee Pro)
Up to 3.5 Gbps

(Wi-Fi 6)
Power

Consumption
Low Low to Moderate Moderate to High

Interference Minimal Moderate Susceptible

Security
AES-128 encryption

S0 devices are
non-secure

AES-128 encryption WPA3 security

Scalability Up to 232 Up to 100
Up to 250

(depend on con�gs)

Installation
Requires a

hub/gateway
Requires a

hub/gateway
Direct connection
to a Wi-Fi router

Cost
More expensive

due to licensing fees
Moderately priced

devices
Relatively low-cost,

as Wi-Fi is ubiquitous

Popular
Use Cases

Home automation,
lighting control,
security systems

Home automation,
lighting control,
smart appliances

Broad range of
smart home devices,
streaming, gaming

Standards
Proprietary standard

maintained by
Silicon Labs

IEEE 802.15.4 standard
maintained by IEEE

IEEE 802.11 standards
maintained by IEEE

Power
Source
Options

Devices often
support

battery-powered
and

low-power options

Supports a variety
of power sources,

including
battery-operated

devices

Devices are typically
powered by electrical

outlets,
limiting portability

Signal
Penetration

Excellent
penetration

through walls and
obstacles, bene�ting
from the sub-1 GHz

frequency

Signal penetration
may be hindered by
walls and obstacles,

especially
in environments
with interference

Signal penetration
may be hindered by
walls and obstacles,

especially
in environments
with interference
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Figure 3: Wi� protocol stack [3]

2.2.1 Device Pro�ling Works

In this subsection, we explore research efforts focused on device pro�ling within the context of smart homes.

Device pro�ling aims to characterize the behavior and attributes of individual devices connected to the IoT network.

By understanding the distinctive features of each device, researchers seek to enhance security measures and improve

overall system resilience.

In [4], the authors address the critical issue of enhancing security in IoT networks through device �ngerprint

recognition. The identi�ed problem revolves around accurately identifying and classifying IoT devices to prevent

unauthorized access and potential cyber threats. To tackle this challenge, the authors propose a novel recognition

scheme, presented in Fig. 4, based on deep learning speci�cally tailored for Z-Wave protocol devices. By lever-

aging the error Back Propagation (BP) classi�cation algorithm and enhancing the gradient descent strategy, the

proposed solution aims to improve the accuracy and ef�ciency of device recognition.

The authors have thoroughly evaluated the proposed recognition scheme's performance through a series of rigorous

experiments. The results are not just promising, but they showcase a signi�cant increase in recognition accuracy.

The improved adaptive BP algorithm has outperformed the standard BP algorithm by 5.55%, instilling con�dence

in the proposed solution's effectiveness. The insights gained from these experiments, particularly the concept

of con�dence interval, have proven instrumental in mitigating the issue of overlapping identi�cations, thereby

bolstering the overall security of the Z-Wave network system.

While the proposed solution demonstrates promising results in device recognition and security enhancement, the

PDF also acknowledges certain limitations. One notable limitation is the lack of an open-source dataset for Z-

Wave devices, necessitating the construction of a Z-Wave network for real-time data acquisition. Additionally, the

complexity of the experimental process and the requirement for expensive equipment pose practical challenges for

widespread implementation. These limitations underscore the need for further research and development to address

scalability and accessibility issues in deploying the proposed �ngerprint recognition scheme for IoT devices.

In [5], authors address the security problem in IoT smart homes by proposing a solution based on constructing

behavioral device templates. The proposed solution involves combining statistical and machine learning techniques

to calculate behavioral device templates according to the network behavior captured within a smart home. The

statistical metrics generated are processed to produce features used for constructing clusters of devices. The main
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Figure 4: Proposed model by [4]

idea is that during an abnormal event, the device will be moved away from the cluster's center, generating an

alert for further mitigation actions. The methodology, as illustrated in Fig. 5, consists of a Training Phase and a

Running Phase, where statistical and machine learning methodologies are combined to detect abnormal behavior

of IoT devices. The Training Phase periodically updates the models, while the Running Phase continuously uses

the models from the Training Phase. The proposed methodology was validated on a real smart home dataset, and

experiments were conducted to detect two types of attacks: Physical Damage and Mechanical Exhaustion.

The experiment results presented in the paper are encouraging, as the proposed methodology managed to detect

both types of attacks. However, the paper also highlights certain limitations. It was observed that the detection

of Mechanical Exhaustion was more accessible than the detection of Physical Damage, indicating that the nor-

mal network behavior of smart home devices is relatively rare, making the detection of Physical Damage more

challenging. This insight suggests that the methodology's performance may vary depending on the type of attack

and the speci�c characteristics of the devices involved. Also, there is a need for more experiments to validate the

methodology's ability to detect different types of attacks. Additionally, the testbed is limited to only �ve devices in

a laboratory environment.

The identi�ed problem in [6] is the lack of mechanisms to identify unauthorized IoT devices communicating via

ZigBee or Z-Wave networks. While there are mechanisms to identify unauthorized IoT devices communicating via

IP networks, these protocols remain vulnerable. This poses a security risk as attackers can potentially spoof these

devices and gain unauthorized access to the network. To overcome this, the proposed solution, as shown in Fig. 6,

is the introduction of Z-IoT, a device-class �ngerprinting framework for IoT devices utilizing ZigBee and Z-Wave

protocols. Z-IoT leverages passive packet capturing tools, optimal �ltering, and machine learning algorithms to

passively monitor idle network traf�c and classify different IoT device types based on the inter-arrival times of

packets.

The experiment results demonstrate the ef�cacy and robustness of Z-IoT. The framework was tested with 39 ZigBee

and Z-Wave IoT devices and exhibited superior performance in identifying different types of devices. The average

precision and recall of Z-IoT were reported to be over 91%. Implementing Z-IoT provides insights into the potential

of using passive packet capturing and machine learning algorithms for device-class �ngerprinting in IoT networks.

The framework's ability to accurately identify and classify different types of IoT devices highlights the importance

of considering inter-arrival times of packets as a distinguishing feature. This insight can contribute to developing

more secure and reliable IoT networks. However, it is important to note that the effectiveness of Z-IoT may depend

on the speci�c network environment and the types of IoT devices being analyzed. Additionally, the performance

of Z-IoT may be in�uenced by factors such as applying different types of attacks and variations in device behavior.
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Figure 5: Proposed model by [5]

Figure 6: Proposed model by [6]
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Figure 7: Proposed model by [7]

In [7], authors address the challenge of detecting and classifying network-based cyber-attacks on smart home IoT

devices. The identi�ed problem is the limited focus of existing systems on detecting a narrow set of attacks, which

makes it challenging to identify complex combinations of attack behavior, particularly multistage attacks. To

address this, the paper proposes a three-layer architecture for a lightweight, standalone intrusion detection system

(IDS) tailored to IoT devices within a smart home network. The proposed solution, depicted in Fig. 7, involves the

development of an IDS that can automatically distinguish between IoT devices on the network, identify malicious or

benign network activity, and detect the type of attack deployed on each device. The experiment results demonstrate

the effectiveness of the proposed architecture, with the system's core functions achieving high average F-measures,

indicating successful device classi�cation, detection of malicious network activity, and identi�cation of attack

types. The insights from the experiments highlight the importance of decision trees as the best algorithm for the

task, the signi�cance of IP and TCP �ags as important features, and the potential impact of unsophisticated attacks

on classi�cation accuracy. However, the study's limitations include reduced accuracy when using unseen validation

datasets and the need to evaluate more complex and sophisticated attacks further.

2.2.2 D/DoS Detection Works

This subsection delves into studies concerning detecting and mitigating Denial of Service (DoS) and Distributed

Denial of Service (DDoS) attacks in smart home environments. With the proliferation of connected devices, the

susceptibility to such attacks has increased, necessitating robust detection mechanisms. We examine various ap-

proaches proposed in the literature to identify and mitigate these disruptive threats effectively.

In [8], authors address the pressing issue of DDoS attacks launched by zombie IoT devices in smart home networks.

These attacks pose a signi�cant threat due to their stealth and apparent legitimacy, making them dif�cult to detect,

especially at the application layer. To combat this, the authors propose ForChaos, a lightweight detection algorithm

based on forecasting and chaos theory, presented in Fig. 8. The algorithm utilizes forecasting techniques to make

short-term predictions and identify attacks by constructing Lyapunov exponents for every time-series interval. The

proposed solution is evaluated through experiments in �ooding and slow-rate DDoS attacks, demonstrating its

effectiveness and robustness.

The experiment results presented in the paper provide valuable insights into the performance of the ForChaos
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Figure 8: Proposed model by [8]

algorithm. The authors report a detection rate of 93.75% in detecting DDoS attacks, showcasing the algorithm's

ability to identify malicious behavior accurately. Furthermore, the study compares the ForChaos algorithm with

related studies, highlighting its superiority in terms of the number of features used and the ability to detect both

�ooding and slow-rate attacks, which are not similar to each other. The comprehensive evaluation of the algorithm

through machine learning algorithms such as Bayesian Networks, Support Vector Machines, and Neural Networks

further strengthens the credibility of the proposed solution.

While the ForChaos algorithm demonstrates promising results, it is essential to acknowledge its limitations. The

study recognizes that the algorithm's performance decreases against application layer DDoS attacks compared to

attacks in lower layers, attributing this to the attacks' similarity to legitimate behavior and the exploitation of the

time factor. Additionally, the authors highlight the need to reduce the complexity of the detection method, consid-

ering the resource constraints of IoT networks. Furthermore, the paper emphasizes the importance of protecting

smart home networks from external and internal threats, indicating a potential limitation in the scope of the pro-

posed solution. The study also discusses the impact of dataset size and composition on the performance of machine

learning algorithms, shedding light on the challenges associated with constructing accurate and robust probabilities

for detecting DDoS attacks.

In [9], authors address the problem of detecting anomalies in network traf�c caused by distributed denial of service

(DDoS) attacks, particularly focusing on the detection of illegitimate DDoS traf�c generated by Internet of Things

(IoT) devices. The authors highlight the emergence of the IoT concept, which has led to numerous terminal devices

with a low level of implemented protection, making them increasingly susceptible to being used as a platform for

generating DDoS traf�c. As depicted in Fig. 9, the proposed solution is a novel approach for detecting DDoS

traf�c generated by IoT devices using a conceptual network anomaly detection model. This model is based on

device classes dependent on individual device traf�c characteristics, aiming to detect the deviation in the value of

the traf�c characteristics generated by the observed IoT device from the initially determined class or the legitimate

traf�c pro�le for that class.

The experiment results are not explicitly provided in the paper. However, the proposed DDoS traf�c detection

conceptual model based on a novel approach implies the class af�liation of IoT devices. The gained insights from

the research include identifying differences in the characteristics of the traf�c generated by IoT devices and traf�c

generated by Human Type Communication (HTC) devices and the limitations of existing methods in detecting
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this speci�c form of DDoS traf�c. The limitations of the research include the lack of explicit consideration of the

experiment results and the speci�c challenges encountered during the implementation of the proposed conceptual

network anomaly detection model.

The study by [10] addresses the problem of countering multi-vector DDoS attacks in IoT networks. The proposed

solution, the OTI-IoT framework, introduces a novel “Prevent-then-Detect” methodology, integrating Intrusion

Prevention Systems (IPS) and Intrusion Detection Systems (IDS) to achieve Operational Threat Intelligence. The

framework, illustrated in Fig. 10, utilizes a consortium Blockchain network for IPS and deep learning-based

IDS models, demonstrating a comprehensive approach to mitigating multi-vector DDoS attacks in IoT networks.

The authors have identi�ed the limited research on multi-vector DDoS attacks, synchronization overhead in IoT

environments, and the lack of threat intelligence frameworks for identifying the source of such attacks as signi�cant

limitations in the existing literature.

The authors employed the CICDDoS2019 dataset, which comprises benign, portmap, NetBIOS, MSSQL, UDP

�ood, and SYN �ood labels. The dataset was preprocessed to enhance ef�ciency, consistency, and accuracy, which

is crucial for training and testing the IDS models. Data merging and cleaning techniques were applied to integrate

information from multiple sources and handle missing and duplicated data, ensuring the quality and reliability of

the dataset.

The experiment results demonstrate the effectiveness of the proposed OTI-IoT framework in achieving lower attack

detection time, minimized block validation time, and higher attack prevention rates compared to state-of-the-art

techniques. The insights gained from the experiment results and the proposed framework underscore the signi�-

cance of amalgamating IPS and IDS modules using blockchain technology and deep learning to achieve operational

threat intelligence in IoT networks. However, the authors acknowledge that the proposed framework does not ad-

dress the intensity of the detected attacks, indicating a potential area for future research and development. The

limitations identi�ed in the paper include the excessive overhead of Blockchain-based CTI frameworks, the dif-

�culty in classifying vast amounts of unstructured IoT traf�c, and the lack of threat intelligence frameworks for

identifying the source of multi-vector DDoS attacks in IoT networks.

In [11], authors address the growing concern of distributed denial of service (DDoS) attacks originating from in-

secure consumer Internet of Things (IoT) devices. The identi�ed problem revolves around the vulnerability of IoT

devices, which botnets like Mirai have exploited to launch DDoS attacks on critical Internet infrastructure. To

tackle this issue, the paper proposes a solution, illustrated in Fig. 11, that involves leveraging IoT-speci�c net-

work behaviors to inform feature selection for high-accuracy DDoS detection in IoT network traf�c using machine

learning algorithms. The proposed solution aims to enable home gateway routers or other network middleboxes

to automatically detect local IoT device sources of DDoS attacks using low-cost machine learning algorithms and

�ow-based, protocol-agnostic traf�c data.

The experiment results demonstrate the effectiveness of the proposed solution, with classi�ers successfully iden-

tifying attack traf�c with high accuracy, particularly through the use of random forest, K-nearest neighbors, and

neural net classi�ers. The insights gained from the experiment highlight the potential of deep learning classi�ers

and the importance of incorporating IoT-speci�c features for anomaly detection. However, the paper also acknowl-

edges limitations, such as the lack of public datasets of consumer IoT attack traf�c and the need for further research

to evaluate IoT DDoS detection in more real-world settings. Additionally, the paper emphasizes the importance of

replicating the results with normal traf�c from additional IoT devices and with attack traf�c recorded from a real

DDoS attack to enhance the external validity of the proposed solution.
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Figure 9: Proposed model by [9]
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Figure 10: Proposed model by [10]

Figure 11: Proposed model by [11]
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In [66], authors address the critical issue of security in smart home systems, which has often been overlooked

despite the increasing reliance on Internet of Things (IoT) devices in households. The authors highlight the vul-

nerability of IoT-based systems and the need for a robust security framework to ensure the privacy and safety

of residential infrastructure. The proposed solution involves the development of a machine learning (ML)-based

model to detect Distributed Denial of Service (DDoS) attacks, a common threat to smart home systems. The au-

thors engineered features based on the unique characteristics of IoT traf�c to enable ML algorithms to classify

DDoS traf�c from normal/benign traf�c accurately.

The experiment results presented in the paper demonstrate the effectiveness of the ML-based model in distinguish-

ing between regular IoT traf�c and DDoS attack traf�c. The authors conducted comprehensive testing using various

ML algorithms, including K-nearest neighbors, Support Vector Machines, Decision Trees, Random Forests, and

Multi-Layer Perceptron. The results showed that simple ML algorithms with lightweight features could accurately

classify regular IoT traf�c from DDoS attack traf�c. Additionally, the paper provides insights into the importance

of feature engineering and the potential of ML algorithms in enhancing the security of smart home networks.

However, it is important to acknowledge the limitations of the study. The paper does not delve into the real-world

deployment of the ML-based model for DDoS detection in smart homes. The authors also highlight the need for

future work to extend the study to detect IoT DDoS in more realistic settings, such as running the Mirai code within

a controlled network domain. Furthermore, the impact of the size of the dataset on classi�cation accuracy and the

potential application of deep learning in securing smart homes are identi�ed as areas for future research.

In [12], authors address the escalating threat of denial-of-service (DoS) and distributed denial-of-service (DDoS)

attacks on Internet of Things (IoT) networks. The authors highlight the limitations of existing supervised learning

models in detecting unknown attacks, which can have severe consequences. To address this, the paper proposes

a novel approach, represented in Fig. 12 that combines a soft-ordering convolutional neural network (SOCNN)

model with local outlier factor (LOF) and isolation-based anomaly detection using nearest-neighbor ensembles

(iNNE) models. This hybrid model leverages supervised and unsupervised learning methods to detect unknown

attacks accurately, outperforming state-of-the-art competitors. The proposed model also demonstrates resilience

against adversarial attacks, such as the fast gradient sign method (FGSM) and Carlini Wagner (CW) adversarial

attacks, thus enhancing IoT network security against DoS/DDoS attacks in unknown attack scenarios.

The experiment results presented in the paper showcase the effectiveness of the proposed hybrid learning model in

detecting unknown DoS/DDoS attacks. The model achieved high accuracy in detecting unknown attacks across

three benchmark datasets, with an average F1-score of 98.94%, 91.68%, and 96.07% on BoT-IoT, CIC-IDS-

2017, and CIC-IDS-2018 datasets, respectively. Furthermore, the model's resilience against adversarial attacks was

demonstrated through experimental testing, highlighting its potential to counter sophisticated attack techniques.

The insights gained from the research emphasize the signi�cance of leveraging a hybrid learning model that com-

bines supervised and unsupervised learning methods to detect unknown DoS/DDoS attacks effectively. The pro-

posed model's ability to achieve high accuracy in detecting unknown attacks and resisting adversarial attacks un-

derscores its potential to enhance the security of IoT networks. The research also identi�es the need for further

experiments to evaluate the model's performance in different contexts, such as resistance to poisoning attacks or

countering GAN-based attacks and subtypes of adversarial attacks. The paper has some possibilities for future

works, including developing frameworks that support network intrusion detection system (NIDS) testing in real-

world network environments and expanding the study to build a hybrid NIDS that can leverage unsupervised and

supervised learning strengths.
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Figure 12: Proposed model by [12]

In [13], authors address the critical issue of emerging stealthy Distributed Denial of Service (DDoS) attacks in

Internet of Things (IoT) networks. The identi�ed problem revolves around the susceptibility of IoT devices to

being compromised and participating in Mongolian DDoS attacks, characterized by their widely distributed nature

and small attack size from each source. The proposed solution, depicted in Fig. 13, is a novel anomaly-based

Intrusion Detection System (IDS) capable of timely detecting and mitigating these emerging DDoS attacks, even

with very low attack size per source. The proposed IDS is thoroughly analyzed regarding time and space complex-

ity, asymptotic optimality, and performance evaluation using testbed implementation, the N-BaIoT dataset, and

simulations.

The experiment results presented in the paper provide valuable insights into the effectiveness of the proposed IDS

in detecting and mitigating stealthy DDoS attacks. The performance evaluation encompasses a comprehensive

analysis of the proposed technique using a testbed implementation, the N-BaIoT dataset, and simulations, demon-

strating the capability of the IDS to detect and mitigate stealthy DDoS attacks with minimal detection delay and

false alarm rates. However, the paper also acknowledges certain limitations that need to be addressed to enhance

the robustness of the proposed system. These limitations include assumptions regarding the nominal behavior of

devices, the need for periodic updates of the IDS in real system implementations, and the importance of feature

extraction in accurately representing the characteristics of a real network.

2.2.3 Intrusion Detection Works

Intrusion detection is paramount for safeguarding smart home networks against unauthorized access and malicious

activities. This subsection discusses research endeavors to develop intrusion detection systems tailored for smart
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Figure 13: Proposed model by [13]

home environments. We review methodologies and algorithms for detecting and responding to anomalous behavior

indicative of potential intrusions.

In the study by [14], the authors address the problem of traditional intrusion detection methods struggling to effec-

tively process and extract meaningful features from dynamic and complex IoT network data. The authors highlight

the challenges posed by the high dimensionality and complex relationships of IoT network data, which make in-

trusion data processing and feature extraction dif�cult for traditional detection methods. To address this problem,

the proposed solution revolves around a novel GCN-Ensemble fusion model, which leverages graph convolution

neural network (GCN) and deep learning models to represent and classify attacks in IDS datasets effectively. The

proposed methodology, depicted in Fig. 14, involves three stages: data pre-processing, feature extraction, and

classi�cation, with a focus on capturing semantic features in the IDS dataset through GCN for feature learning and

addressing the issue of data imbalance to improve accuracy.

In terms of the datasets used, the paper evaluates the proposed model on four datasets: BoT-IoT, ToN-IoT, CIC-IDS

2018, and NF UQ NIDS. These datasets are selected for evaluation based on their relevance to IoT environments

and the presence of diverse attacks on real-world IoT traf�c. The authors emphasize the importance of evaluating

the proposed model on widely used open-access datasets to demonstrate its effectiveness in real-world scenarios.

The experiment results reveal promising insights into the performance of the proposed model. The authors compare

the proposed model with state-of-the-art models based on accuracy, precision, recall, and confusion matrix clas-

si�cation metrics. The results indicate that the proposed model consistently outperforms other models, including

deep learning or ensemble methods, showcasing its effectiveness and superiority. The gained insights from the

experiment results emphasize the potential of the GCN-Ensemble fusion model to augment IoT network security,

with observed accuracy improvements over baseline and state-of-the-art ensemble models.

However, the paper also acknowledges certain limitations, including the absence of exploration across diverse

datasets in some previous studies and the need to explore varying datasets further to address data imbalance issues

and improve accuracy. Additionally, the authors acknowledge the computational complexity and memory require-

ments associated with certain approaches, highlighting the need for future research to address these challenges.

[15] discusses designing and evaluating a Modi�ed Binary IDS (MBIDS) for detecting attacks on Z-Wave net-

works. The identi�ed problem is the need to enhance the system's ability to detect and prevent attacks while

reducing the cost of employing the system. The proposed solution, illustrated in Fig. 15, involves conducting
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Figure 14: Proposed model by [14]
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two experiments to evaluate the effectiveness of the MBIDS in detecting various types of attacks and to assess the

impact of enhancements made to the system.

The experiments involve crafting and wirelessly transmitting packets to the Z-Wave network and evaluating the

MBIDS' detection capabilities. The �rst experiment scenario aims to compare pre and post-enhancement results

and includes seven tests totaling 2100 trials. On the other hand, the second experiment scenario evaluates the

enhancement strategies and includes 2100 trials. The results of the experiments show that the MBIDS has a high

mean detection rate for various types of attacks, such as manipulated packet injection, invalid payloads, and other

misuse cases. The system effectively detects injected packets with both unsupported Command Classes (CmdCls)

and invalid Commands (Cmd), with mean detection rates of 100%

Insights gained from the experiments include the effectiveness of the MBIDS in detecting and logging misuse cases

and the impact of system enhancements on detection accuracy. Additionally, the paper highlights the challenges

of accounting for all known-good Header types in Z-Wave transmissions and the limitations of fully integrating

certain checks, which may reduce the system's overall effectiveness. The study's limitations include the inability

to account for all possible combinations of certain Command Classes due to their variability and the infeasibility

of integrating certain checks, which may impact the system's performance.

In [16], the authors address the issue of enhancing trust and informed decision-making in intrusion detection sys-

tems (IDS) within the Industrial Internet of Things (IIoT). The identi�ed problem revolves around the need for

explainable AI (XAI) approaches to improve the interpretability and trust of machine learning (ML) models among

users, security experts, and stakeholders, particularly in the context of imbalanced attack class samples. The pro-

posed solution, illustrated in Fig. 16, involves the analysis and experimentation of state-of-the-art algorithms for

attack detection, as well as the application of post-hoc XAI techniques, such as SHapley Additive exPlanations

(SHAP) and Local Interpretable Model-Agnostic Explanations (LIME), to evaluate predictive algorithms and as-

sess trust and concordance levels in IDS models. The study utilizes the WUSTLIIoT dataset and various classi�ers

to evaluate the effectiveness of the proposed XAI architecture, focusing on local explanations and feature relevance

to gain insights into the data features crucial for model predictions. The experiment results provide a compre-

hensive analysis of the performance of the XAI techniques, shedding light on the decision and con�dence impact

ratios, mean vote for model inference, and trust, thereby enabling informed decisions for cybersecurity experts and

stakeholders. However, the study also acknowledges limitations, particularly regarding the comprehensibility of

the XAI techniques to non-technical users, which highlights the need for further research in this area.

In the paper by [17], the authors address the challenge of enhancing security within the Internet of Medical Things

(IoMT) network, which is susceptible to signi�cant security vulnerabilities due to its reliance on communication

protocols. The proposed solution, a novel Meta-Intrusion Detection System (Meta-IDS) illustrated in Fig. 17, em-

ploys a meta-learning approach to enhance the detection of known and zero-day intrusions. This approach integrates

signature-based and anomaly-based detection techniques, incorporating privacy-preserving methods for handling

sensitive IoMT data. The authors evaluated the methodology using three publicly available datasets (WUSTL-

EHMS-2020, IoTID20, and WUSTL-IIOT-2021), demonstrating remarkable accuracy rates for signature-based

and anomaly-based detection and impressively low misclassi�cation rates. Through comparative analysis with the

state-of-the-art E-GraphSAGE model, the authors af�rm the performance and reliability of the Meta-IDS, high-

lighting its signi�cant promise in bolstering cybersecurity within the IoMT network.

The choice of datasets, including WUSTL-EHMS-2020, IoTID20, and WUSTL-IIOT-2021, re�ects a comprehen-

sive evaluation of the proposed Intrusion Detection System (IDS) across diverse scenarios, encompassing healthcare
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Figure 15: Proposed model by [15]
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Figure 16: Proposed model by [16]

environments, IoT networks, and industrial IoT settings. The experiments and performance evaluations using these

datasets yielded insights into the IDS's adaptability and effectiveness across varied domains and security require-

ments. The evaluation metrics included Accuracy, precision, recall, and F1-score, which were calculated to assess

the model's ef�cacy.

Estimating known intrusions' performance involved hold-out and cross-validation methods, ensuring generalizabil-

ity and mitigating over�tting risks. The model evaluation and dataset split procedures included allocating seventy

percent of the data for training and reserving the remaining thirty percent for testing. Additionally, the model

underwent evaluation on distinct subsets of the training dataset through 10-fold cross-validation, addressing con-

cerns related to concept drift and over�tting. The paper also discusses the datasets' limitations, highlighting that

some datasets contain only network traf�c data, which may not be suitable for attacks using IoMT. Furthermore,

the authors acknowledge the need to improve the results obtained from certain datasets, indicating areas for future

research and development.

In [18], authors address the increasing security risks of deploying smart devices in home environments. The

identi�ed problem pertains to the vulnerability of smart devices to suspicious or malicious activities, necessitating

the development of an intrusion detection and mitigation framework. The proposed solution, illustrated in Fig.

18 IoT-IDM, offers network-level protection by monitoring the network activities of smart devices and blocking

intruders upon detection of an intrusion. The framework's modular design allows for the customization of machine

learning techniques for detection based on learned signature patterns of known attacks. Leveraging software-

de�ned networking technology and OpenFlow communication protocol, the authors developed a prototype of IoT-

IDM. They conducted a case study using a smart light bulb to demonstrate its applicability and ef�ciency.

The experiment results demonstrate the feasibility and effectiveness of IoT-IDM, revealing limited computation

and communication overhead. The insights gained from the experiment highlight the potential of the framework to

provide network-level protection for smart home IoT devices, particularly in detecting and preventing unauthorized

access and other security threats. However, the paper has limitations, such as the framework's applicability to

speci�c technology designs and its focus on the design and development phases rather than the operational phase

of attack identi�cation and prevention. Additionally, due to their heterogeneous architectures, the proposed risk

analysis may not be universally applicable to all smart home automation systems. Despite these limitations, the
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Figure 17: Proposed model by [17]
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Figure 18: Proposed model by [18]

paper provides valuable insights into developing an intrusion detection and mitigation framework tailored to the

unique security challenges of smart home IoT environments.

In [19], authors address the critical security challenges faced by smart cities and indoor wireless networks in the

context of the rapidly growing IoT applications. The identi�ed problem revolves around the vulnerabilities in IoT

devices, which have increased the risk of injection attacks, such as ARP, ChopChop, and Fragmentation attacks.

These attacks pose a signi�cant threat to the security and privacy of billions of IoT smart devices, making intrusion

detection a crucial aspect of mitigating these risks. The proposed solution, presented in Fig. 19 involves the

development of an intrusion detection method that utilizes machine learning techniques, speci�cally employing

two feature selection techniques, constant removal and recursive feature elimination, to detect injection attacks in

IoT applications. The method was evaluated using the public dataset, AWID, and the results demonstrated that the

decision tree classi�er could detect injection attacks with an accuracy of 99% and an F1-Score of 90% using only

eight features, which were selected using the proposed feature selection method.

However, it is important to acknowledge the limitations of the proposed method. One of the limitations is the need

for further investigation into the convergence time and iteration of the proposed feature selection technique and its

impact on detection accuracy. Additionally, while the proposed method demonstrated high accuracy in detecting

injection attacks, it is essential to consider the scalability and adaptability of the method to diverse IoT environments

and evolving attack vectors. Moreover, the practical implementation of the proposed intrusion detection method

in real-world IoT applications, especially in large-scale smart city deployments, requires careful consideration of

computational resources, energy ef�ciency, and real-time processing capabilities. These limitations highlight the

need for continued research and development to enhance the robustness and applicability of intrusion detection

methods for smart IoT environments.

In the work by [20], the authors address the prevalent issue of data imbalance and associated collection costs in

Network Intrusion Detection Systems (NIDS). The authors propose a solution, illustrated in Fig. 20, that explores

the potential of using 100% synthetic data generated via Generative Adversarial Networks (GAN) for training

ML models in NIDS, thereby reducing the dependency on real-world data signi�cantly. The study utilizes three

datasets, namely UNSW-NB15, NSL-KDD, and BoT-IoT, to evaluate the performance of the proposed approach.

The experimental results demonstrate high performance, with an accuracy of 90%, precision of 91%, recall of 90%,

and an F1 score of 89% for the UNSW-NB15 dataset, 84% accuracy, 85% precision, 84% recall, and 84% F1 score

for the NSL-KDD dataset, and perfect scores of 100% across all metrics for the BoT-IoT dataset. The insights
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Figure 19: Proposed model by [19]
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