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Abstract

The intent of this work is to determine the regard to whisérrsourceintelligence (OSINT)
is an effective tool for emeegicy management, especially in relation to public safety. This work
seeks to accomplighis through meeting the following objectives: (1) examining OSINT from a
public safety perspective, (2) identifying potential challenges and barriers that maylimiaan al y st 6 s
use of OSINT tools and techniques; (3) exploring the changing nature of threats to national security
and identifying how OSINT may provide a direct means of assistingmiithation, prevention,
preparationresponse, and recovend (4) by understanding how government analysts are training
in OSINT collection and methodologies. The methodological approach to this research is qualitative
in nature, focusing on case studies, tool exploration, and Access to Information and Privacy (ATIP)
requests. Although the results of this work concluded that OSINT can be regarded as an effective tool
in maintaining public safety, it also raised concerns regarding legislation, policy, training, and
technical infrastructure that must be addressed if OSINE weremain effective. All this in
consideration, the results of this work were impacted by limitations in access to information. Given
the sensitive nature of some collection procedures and the overstrained ATIP request portal, a number
of documents wereot made available for evaluation and analysigely a result of classification
level, security requirements, or the overall time it takes for ATIP coordinators to make these
documents available for public disclosure. Moreover, in consideration teghisrof this work, two
main recommendations were provided: [(&pislation & Policy clarification of legislation, effective
policy development, ongoing communication, and oversagid(2) Training & Technical
Infrastructure establish clear OSINT tigrestablish mandatory training plans, and establish
standardized methods to account for attribution. Together, these two recommendations can further
strengthen the OSINT capability as a whole and ensure that it continues to be an effective tool for

public safety.
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Chapter 1: Introduction

1.1. Background

Opensourceintelligence commonly referred to as OSINTs an intelligence discipline that
has gaind much attention over the last two decades. This is especially the case with the advent and
popularity of social networking websites, which hahanged the wayin which peoplénteractand
the informatiorthatthey consume. As these social networkindfptans have enabled the exchange
of communication and information globally, they also began to be used as recruitment tools and a
means to incite violence around the world. As this trend became more apparent, there was a
requirement for the intelligence mmnunity to evolve its OSINT capability to focus on online
collection that would disrupt extremist intentions and cater to public Safety.

Although OSINT has become a rather contentious topic to discuss, there is limited research
on how it may be employedd contribute to public safety within a Canadian context. Additionally,
OSINT as a whole has suffered negatively as a result of government agencies and departments using
the capability inappropriately (Tunney, 2Q18ccordingly,the rationale of this workeeks to
acknowledge pastssertions andvaluate the capacitf OSINT to contribue to public safetyThe
casestudies hereifacilitate an enhanced understandingoblic safetyandthey equallycontribute to

the formulation of muchneededecommendabns.

1.2. Motivation - Statement of Purpose

The purpose of this work t® understanthe extent to which opesource intelligencenay
contribute to public safetyhis workwill attempt to discover how various tools and techniques may
be used taid aralystsin the intelligence community. Additionallyhis inquiry seekso secure
information on training and policy documentation from various government agencies and departments

in the form of Access to Information and Privacy RequestseVitence theilia will advance an

2 1tis important to note here that the mention of public safety in this work is largely in reference to the intelligenceigo®mu e f f or t s
counter terrorism and crime in general.

t
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understandingf how analysts within the intelligence community are trained to use OSINT and how

policiesguide their actions.

1.3. Significance of the Research

As a whole, this work is significant in that it is contributing to an afesudy that has
received limited attention. Therefore, the results of this work have the potential to ground an
understanding of how open source intelligence may be used to benefit public safety as it directly and
indirectly relates to Canada and Canadid-urther to this, the results of this work also have the
potential to effect change in how OSINT is conducted, especially in consideration to ethics, policy,
and legislation. Moreover, it is within the scope of this work to identify issues with thewamgit of
OSINT and make recommendations to counter those issues and increase its effectiveness, thereby

having the potential to impact the capability as a whole.

1.4. Problem Statement

Consistent wittithe statement of purpose, this particutady is reeded to facilitate an
understanding of how / if OSINT can be used to contribute to public s@fatently, theliterature
availablefocussing on th€anadian context in consideration to Canadian policy and legislation or
ethics and trainings woefully limited ornon-existent Additionally, it has been noted that there has
beenconsiderable r i t i ci sm about the intelligence communi
open sources, but research regardi ntyandpublic sour ce
safety as a wholeespecially within a Canadian contexs quite limited. Therefore, this work will
attempt to alleviate this problem by considering the use of open source intelligence for public safety,

within the Canadian context.



1.5 Research Aim, Objectives and Research Questions

Research AimTo understand how OSINT may contribute to public safety.

Research Objectives

Objective 1 To examine OSINT from a public safety (e.g. national and international security)
perspective.

Objecive 2 To identify potential challenges and barriers that limit an analyst's use of OSINT
tools and techniques.

Objective 3 To explore the changing nature of threats to national security, and identify how
OSINT may provide a direct means of assisting wittigation, prevention, preparation,
response, and recovery.

Objective 4 To understand how analysts are training in OSINT collection and methodologies.

Research Question

To what extenis OSINT an effective tool for emergency management, especialyaition to public
safety?
Given its broad range of applicability, is OSINT an effective capability to support public
safety, especially in combination with other intelligence discipthtsvever, if legislation is
not in place to address issues pertajnimthe collection, use, retention, and dissemination of
intelligence derived from OSINT, then will this capability inevitably turn into a liability for
government agencies, and the people they intend to protect?

The thesis is addressed by answering ¢lewing questions:

SubResearch Questions

1. Whatis OSINT, and how might it be useful to mitigating threats against public safety?

The first subresearch question aims to understand what OSINT is and what it is not. Once
this has been clarified, undensting OSINT methodologies and frameworks will assist in
identifying how it may prove useful to mitigating and responding to threats against public

safety.



2. What is the current value of OSINT?

The second sutesearch question seeks to understand the ¢waikre of OSINT in

detecting emerging and ongoing threats. This question will be answered by exploring
multiplied advanced OSINT strategies and tactics, in addition to observing how they have
been used in an investigation.

3. What are some current and emargcapabilities?

This subresearch question will discuss emerging capabilities as they directly relate to the use
of OSINT. Such capabilities will include, but not be limited to social networks, online maps
and geolocation tools, exploitation techniquhs, surface, deep, and dark web, image

analysis, and big data analytics.

4. What may be some deterrents to progress?
This question will address some of the deterrents associated with utilising OSINT techniques
as an investigative tool and methodology fanitifying threats to public safety. Discussion
topics will include training and tradecraft barriers, cultural deterrents, resourcing, and
partnerships. Additionally, this question will also include consideration to the risk associated

with not utilising OINT as a means of providing public safety.

5. What are the legal, ethical (training + mental health), and policy challenges to employing
OSINT?
Challenges exist throughout processes and organizations. In order to determine if the use of
advanced OSINT techmiles impedes or strengthens public safety, it is important to address
the challenges that may impact analysts and organizations as a whole. This question will
therefore examine legislation that governs how the public and private sector may utilise
publicly available information. Additionally, it discusses training, mental health (i.e. exposure
to traumatic content), ethics, and policy regulations as they are relevant to using OSINT in the

interest of public safety.



6. What does the future of OSINT look like?

This subresearch question is highly dependent on what the future of the web evolves into.
This evolution will not only trigger an evolution of collection strategies and tactics, but will
also require a reassessment of the policies and authoritiesentpleegulate the collection

and storage of data. This question aims at addressing what role OSINT will have in the future

of emergency management and public safety.

1.6. Overview of Chapters

Chapter 1: Introduction . This chapter will introduce the topiic the reader, specifically discussing

the background and motivation of the work. Aduiglly, the problem statement, research question
significance, thesis overview, and research objectives will be identified here.

Chapter 2: Literature Review. This clapter will provide an overview of the current literature on
OSINT, within the scope of this work. Specifically, it will provide a summary of what open source
intelligence (OSINT) is, especially as it relates to publicly available information (PAI). Fnamae
discussion on the current value of OSINT will be made by acknowledging how the Internet and World
Wide Web are ever present in our daily lives. Once this is established, a review of the literature
pertaining to the capabilities of QST will be condweted, specificallyas it relates to social networks,
mapping software, the different layers of the Web, and big data analytics. After this, the literature
review will then discuss the deterrents to progress that OSINT may face as it is being employed as a
capability. This discussion will include the risks in the utilisation of OSINT, as well as the advantages
and disadvantages of using OSINT. Furthermore, the literature review will close with a final section
of the legal, ethical, and policy limitations fOSINT collection and use, which will include a review

of relevant legislation, in addition to pertinent ethics and policy documents.

Chapter 3: Theoretical Framework. This chapter will discuss the theoretical framework in which

this work is viewed. As st it will introduce concepts of Network Theory, and more specifically

Social Network Analysis. After key concepts are provided, this chapter will then evaluate how the

theory fits into this work, and will then discuss its specific relevance to the researc



Chapter 4: Methodology. This chapter will discuss the methodology and workflow of this work. In
particular, this chapter will discuss the methodological approach, the method of data collection, the
method of analysis, and finally the evaluation andfjoation of methodological choices undertaken

to answer the research question.

Chapter 5: Results and DiscussiorAs a result of the qualitative nature of this work, this chapter has
combined both the results and discussion into one chapter. Portitiis acidpter have been

separated into sections in order to organize and isolate the case studies from one another for better
clarity. The case studies in this chapter focus on using OSINT for a particular task or output, including
situational awareness ahdrizon scanning, locating a person, group, or location, verifying
information, social network analysis, and access to information and privacy (ATIP) requests. This
chapter concludes with a discussion and concluding remarks, including a section on regationen

for employing OSINT.

Chapter 6: Conclusion This chapter will summarize the main research question, the overall
argument, and key takeaways. Additionally, it will also reiterate any important limitations of the
research and provide relevant recoemaiations. In closing, this chapter will explain how this research

has contributed to knowledge in the field, and will also discuss the future of OSINT.



Chapter 2: Literature Review

2.1. Introduction

Since its inception, open source intelligence hasvedao encompass humerous meanings to
its practitioners, critics, and bystanders. These meanings have developed alongside the advances in
technology and tradecraft in various sectors spanning academia, national security, social interaction,
and marketingto name a few. As its meaning has evolved, so has its capacity to become a powerful
research method tllect andoroduce a plethora of data and information to develop knowledge
toward any given subject mat t e ourceanfelligenteniagbec ur i osi
viewed as a knowledge enabler for those who regularly digest large amounts of data and information.

On account of this workés scope being focuse:«
administer a review of the current lis@ure available as a means to provide a preliminary
understanding of the regard to which OSINT may be considered an effective tool for public safety. In
consideration to its various interpretations, Section 2.2 of this chapter will review what open source
intelligence is especially as it relates to other intelligence discipliesd how it is collected.
Followed by this, Section 2.3 will review the current value of OSpiXfcipally in consideration to
the increased digitization of society and howriefaru s act or s have taken advar
increased interaction online. Section 2.4 will then review the capabilities that enable OSINT to be a
powerful investigative methodology, and Section 2.5 will review the deterrents to progress that both
challerge and limit the implementation of OSINT in the intelligence community. Finally, Section 2.6
will review the relevant legal, ethical, and policy documents surrounding OSINT.

At this time, open source intelligence is still a relatively new topic of exjporatithin
academia, with the vast majority of peer reviewed literature occurring in the last ten to fifteen years.
In consideration to this, the timeliness of this topic is on par with the development and modernization
of policies and regulations that gaw how both the public and private sectors interact with and utilise
publicly available information and data. In view of this, there remain numerous gaps in literature that
have either not been addressed or are limited in quantity and scope. Thediteraw aims to

identify those gaps, highlight relevant discourse on this subject, and critically examine the current



research on open source intelligence with a view to situate a baseline knowledge on the matter at

hand.

2.2. What is OSINT?

Open sourc@ntelligence- more commonly known a&SINT - is an intelligence discipline
that fAnaddresses the search, coll ection, processi
that can be |l egally accessed byetalrR2020, B4f)thisvi du al C
definition is consistent with how Williammend Blum (2018) describe OSINTolever, they add an
additional factor that is key to intelligence analysis: the importance of addressing a specific
intelligence requirement, which definlesth the need for the collection of information, and the
production of intelligence (Williams & Blum, 2018, 8; Arena, 2016, 1). Within the discipline of
OSINT, there are two key terms that, while often used interchangeably, are quite distinct from each
oher. These terms are Aopen sourceso and #Apublic
the two, their definitions are as follows:

Open SourcesThis includs information that is publicly available, but is not necessarily
information thashoud b e @ op e n, Dintended td ¢hara pasb anspecific aadre of

people.

Publicly Available InformationSometimes abbreviated as Paiblicly available

informationi ncl udes any fidata, f act shedort@asmitguct i ons
forgenerapubl i ¢ consumption; |l egally observed by

Army, 2012, 11).

While these two concepts connote the two main terms of data and information within OSINT, it is
important to note that OSINT, alongside othelligence disciplines, rarely occur in isolation of
each ot her. I n other words, speaking in terms of
driven more by the unique regulatory authorities of intelligence collection agencies than by the
dt i nct differences between the collection met hooc
7). Moreover, as technology and collection methods continue to develop, the marked differences
between each discipline will increasingly blur.
Perhaps one dhe most frequent instances of disciplinary overlap occurs while utilising

OSINT collection methodologies. As depictedWilliams & Blum (2018) in Figure 2.1, OSINT



often overlaps with a number of intelligence disciplines. For example, as commerclisatel
continue to develop the capability to provide overhead imagery similar to classified collection
platforms, MASINT? GEOINT/ and OSINT will have more overlap. Additionally, as OSINT
continues to be used in conjunction with social meddéadvertisig technology Adtech), overlap

will occur with the collection methodologies of both HUMINT and SIGINT. Similar to HUMINT, the
data collected from social media or Adtech may situate insight from a particular individual or group
with unique access. Or, sirailto SIGINT, data collected from those same sources may involve
electronic collection of a number of records to identify critical interactions and communications that

are of interest (Williams & Blum, 2018, 8).

Figure 2.1: The Overlapping Nature ofdhigence Disciplines

Source Williams & Blum, 2018, 9

Note The image is not intended to shalkthe ways in which intelligence disciplines overlap.
Instead, it is designed to depict the blurring lines between the different intelligence disciplines.

Open source intelligence has been used in a variety of ways by a number of agencies. While
some may not consider it to be a major part of their collection methodology, others acknowledge its

increasing significance. According to Schaurer & Storger (2018)hé&Central Intelligence Agency

SiMeasurement and Si gnature Intelligence (MASINT) i ssobdata enti fic ar
(metric, angle, spatial, wavelength, time dependence, modylatn dDepartment of National Defenc2001, 7.

4 Geomatics intelligence, sometimes referred to as geospatial intelligence.



(CI'A) open source intelligence during the Cold V
the adversaries6 military capabilities and polit
forecast i n ¢torgdr, 8013 53k Dueing th& Cold War, OSINT was alreadglh
establisheanethodology where security officials analysed magazines, books, newspapers, radio, and

TV broadcasting daily as a means of solidifying the targeting for their collection eGorigersely,

with the emergence of the Internet and the World Wide Web, most intelligence communities remained

hesitant in their appreciation of information emanating from these sources for two reasons:

A(l) I ntelligence age magethwougs mwhly daatingwithf or mat i ¢
secrets. Relying on open information and its respective copyright restrictions runs counter to
that idea.

(2) In most cases it is more difficult, risky and expensive to apply clandestine methods in

order to acquire seet sources, thus giving the impression that those sources must be of

higher value than open sources, confusing the method with the product or mistaking secrecy

for knowledgeodo (SchB®4urer & Storger, 2013, 53

While these may be legitimate claims of camcéhe two reasons above expose an anchoring bias that
has historically set an oveeliance on what has traditionally been more familiar (classified

collection), thereby underaluing unclassified collection. In spite of this, open source intelligerse ha
come a long way since the Cold War, and has contributed immensely to situational awareness,
security investigations, and public safety.

Contrary to Schaurer & Sorgerb6s (2013) <cl ai m,
post World War Il, OSINTasdi sci pline had | argely become a for
upuntilthemid2 0006s, and was seen as a |l ess desired di
secretworldofagest unni ng and signals intellig@idgeo (Col q
further argues this point by illustrating how in the context of government analysis, the discipline of
OSINT appeared to not have any true effect during the Cold War or 9/11. However, during the Green
Revolution of 2009 which saw an increase in meiolent protests for more democratisation in Iran
suddenly everything changed; millions of young Iranians coatéihtheir activities over thatkernet,
shared viral content, and encouraged people to support or join their cause. Internet usad Iran h
increased Afrom 34% in 2008 to 48% in 2009 ¢é mao

of the population é [and] 60% of posts on Twitte
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np). Suddenly, the internet was surging with informatiom wibat would later be termaemitizen
journalism

Nearly two years later, the Arab Spring would sweep through the Middle East and North
Africa (MENA) region and would lead to fundamental changes in the political systems of a number of
countries. According o an Associated Press report, the Cent
Center (CIA OSC}) set up in response to the events of 9/ilb e gan payi ng particul a
social networking websites in 2009, when Facebook and Twitter emerged ay iigaanizing
i nstrumentcalilned r@a@rbsers oRevol utiondé o6 (Fitsanaki
Naquin, the Open Source Centerods Director at the

in places like Egypt could be a gamieanger ana threat to the regime, but had been unable to

foresee the precise development of InteBets ed soci al activism in the A
2011, np; Centr al Intelligence Retireesd Associ a
this failue t o be a result of an obsession with coll ec

opposed to exploiting troves of open source data (Colquhoun, 2016, np). Moreover, both Fitsanakis
and Colquhoun insinuate a common theme in their work: that altrsmail media platforms like
Twitter and Facebook did not directhpuseeither the Green Revolution or the Arab Spring, they
certainly contributed to the spread of revolutionary aspirations throughout the MENA region.

In their article discussing cyber @ltigence and OSINT mitigation techniques against
cybercrime threats on social mediggbbahOfori & Brimicombe (2017) argue how OSINT is
becoming increasingly vital in the modern war on terror. Their systematic research found that the use
of OSINT - espedlly as it relates to social medias vital in understanding terrorist network
topologies, mining and analysing crime data, and furthermore, countering improvised explosive
devices. This is of particular interest, especially as it relates to the wrlle€OSINT in the name of
public safety. Similar to the role social media had in both the Green Revolution and the Arab Spring,
its significance in contributing to public safety has proven its value today. For example, at the time of
writing, multiple saial platforms are being used todrk R u s s i a O0Ukraimenpegpecallyo n o f

with regards to troop movement, war crime investigations, and disinformation campaigns.
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Echoing the previous statement frafeboadOfori & Brimicombe (2017)Adams (2022)
argus t hat AOSI NT enables government agencies to
relating to their criminal investigations, infrastructure and action planning, and tackling
mi sinformationo (Adams, 20 22,ssan(2018)iddntifiedrtheeg ar ds t o
types of OSINT collection: passive, sepassive, and active. As the most used type of collection,
Hassan (2018) described the passive method to be one which collects information strictly through the
use of publicly availableasources. Additionally, sempiassive collection is slightly more technical in
that it fAsends | imited traffic to target servers
2018, np). Finally, the active method involves direct interaction, and pseséigher risk as there is
an increased chance ttagget may become awareretonnaissance efforts vigassible intrusion
detection system, intrusion prevention system, or through other counterintelligence (Cl) efforts
(Hassan, 2018, np).

Converselythe Royal Canadian Mounted Police (RCMP) broke down the use of open source
collection into a thredier structure that provides some additional clarity on OSINT collection
methodology. They are as follows:

ATi er 1: overt onl envionmeda Scanming,iinguiy, quldic g . resealt
engagemengtc).

Tier 2: passive online activities for investigations and intelligence performed in a manner that
minimises identification to law enforcement (e.g. discreet, no engagement with a subject of

intereg).

Tier 3: covert online activities in a manner that is explicitly concealed and safeguarded to

prevent identification to law enforcement (e.g. engagement with a subject of interest is
permitted with authority)o (Royal Canadi an M

While some similarities between Hassan (2018) an
tiers of open source collection exist, there app
coll ection and the RCMP G stiesTdifferancedbegimetdemerge b ot h s ha
t hereafter. B opadsiveaid adtive sallextiord nsethade are indicative of higher risk
factors through technical and soci al i nteracti on
exercise more safegtds, which serve to protect the collector and the agency itself. Additionally, a

degree of vagueness i s desqugie wieian mildlg suggestsielerhehty i n  Ha
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of cyber operations. On the contrary, the RCMipeardo focus efforts omanaging attribution.

Overall, the varyindevels of OSINT collection tiers within the literature ardicative of a lack of

standard terminology across both the public and private sectors. Moreover, this presents an
opportunity of improvemenof the dscipline itself on the grounds thi&both the public and private

sector share a standard understanding for what type of collection methodologies are acceptable, then a
clear and ethical process of collection can occur. The focal point for this woddteate a clear,

living policy document which outlines whistandis notpermitted, and that can be updated regularly
alongside the evolution of collection methodologies, technology, and the World Wide Web.

Given the par amet er & cobettionthaddthe Royd GangdidnOMbuhded pa s s i
Policebs (2021) Tier 1 collection methodology, t
OSINT conducted. This is because it allows an analyst to gain as much information as possible
without generatin@ high risk of attribution, which could result in a number of personal, operational,
and information security issues. An example where this type of collection has been used was during
the 2021 Capitol Hill insurrection. During this incident, participarniigssed a number of resources
online for both planning and mobilisation, and as a result were later identified by public citizens and
investigators through the media they posted online (Adams, 2022, np). This is one example of how
passive / Tier 1 colleitin had been used in order to collect information on insurrectionists. Further to
this, industry leaders such as Flashpoint recognise that the social web can be leveraged in a number of
ways for both domestic and foreign extremist movements and terngastipations, especially in
regards to recruiting, spreading propaganda, and communicating (Flashpoint, 2022, np). Table 2.1
provides some brief examples of the types of information OSINT can assist in addressing and
disseminating throughout the intelligencommunity (IC).

More recentl vy, much of Ukr ainedbs success in i
direct link to the use of OSINT during the course of the war, which has enabled Ukraine to withstand
multiple Russian assaults. In regards tétary actions, OSINT has enabled the Ukrainian military to
track and exploit Russian military plans, movements, and operations {Saoyild, 2022). For
example, open source satellite imagery has provided information on areas that the Russian military

hasattacked and is also being used to investigate war crimes and show what the war looks like on the
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ground in real time (Amos, 2022). In addition to this, Ukrainians have been able to eavesdrop on

Russian communications via unencrypted radio waves andhoeiep which has enabled Ukraine to

strongly challenge Russiabés military (Myr e,

- Financing and propaganda distribution via social networks and dark
marketplaces

- Recruiting, planning and mobilisation on covert networks

- Network topology
- Impersonation of public/private sector or personal social media accq

- The spread of false or misleading information about a govearhme
individual, or event

- Deep fake or misused images or videos that do not represent reality
- Reposting false content on legitimate sources

- Misleading phrases or hashtags that quickly gain popularity

- Breaches and cyber espionagatd®related to public sector technologif

ransomware attacks on critical infrastructure; data of government enti
individuals

- Network attacks and tal@owns: Distributed denial of service (DDoS)
attacks on critical government systems

- Botnets Infect computer networks with malware or impact democratil
processes by distributing disinformation
- Alerts for locatiorbased threats (i.e. major transportation hubs)

- Inform security teams about tactics used to bypassisesystems or
commit attacks

- Monitor for threats directly targeted at the security/public sector
organizations themselves (i.e. horizon scanning)

- Stay alert to vulnerable data that could compromise a transportation
net wor kés di girityal or physical s
- Where is the crisis occurring, what does the damage/impact look likg
hat is likely to happen next? Where are resources required?

- How are other countries responding to the crisis, and how can that if
our straegy?

- What information needs to be disseminated?

- Activities happening at the border or other pertinent geographical art

Table 2.1: Types of Information OSINT can Assist in Addressing and Disseminating Throughout the

Intelligence Community
Source Hashpoint, 2022, np

5 The literature notes that a number of Russians brought their personal cell phones into Ukraine. Once Ukrainians lésrakd of th

Russian phone numbers were-offtfrom the Ukrainian network, so their phones stopped working. This prompted Russian soldiers to seize

cell phones from Ukrainian civilians. When the Ukrainian government learned of this, they encouraged aviliansitthe Ukrainian
State Service of Special Communications and Information Protection. Ukrainian civilians largely complied, which haskiednilae U
government to know which phones had been seized by the Russians, and effectively used themadédigiees Nyre, 2022).
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Nevertheless, as technology continues to evolve the World Wide Web will adapt alongside it,
and therefore so too will the tactics, techniques, and procedures (TTPs) of adversarial groups that
operate in online spaces. Whether the tisrappear from state groups (e.g. Russia, China, Iran) or
nonst ate groups (e.g. DAESH6s Cyber Caliphate, wh
no doubt that online recruitment, financing, planning, and execution will continue to escéhete as
social aspect of the web continues to facilitate its ease and obscure its attribution. As this happens, the
intelligence community will not only have to adjust their collection strategies, but they will also
require a more waepth knowledge of how tHaternet and the World Wide Web work.

While often used interchangeably, the Internet and the World Wide Web are two vastly
different entities. According to Leiner, et al, (1997), the initial concept of the Internet emerged during
the 1950s in the USA owf a recognized requirement for a communication system that emphasised
robustness and the ability to withstand the loss of a significant portion of underlying networks
(Leiner, et al, 1997, 3). Today, we experience a world that now extends into sudman o
informationrich environment that can be accessed through an array of devices.

Since its initial conceptualisation, the Internet has evolved into the network of computers that
applications such as the World Wide Web (the Web) operate oree®a Mibahudin (2019) a
Technology Reporter for the BBQescribes the Internet as the miles of interconnecting roads that
link cities together, while the Web is made up of what one would see on the somtisas a variety
of shops and houses. Furthermohe, ¥ehicles on the road would represent the data that is constantly
travelling- separately from the weliransferring files and emails all across the Internet

(Misbahuddin, 2019). Of course, as society grows and the demand for the Internet and the Web

increases, more Aroadso wil/l need to be built to
built in addition to the fAvehicleso ambuatdf tr aver s
such Aroads, shops, a ut dlso thevayin avhiich they evolveavill bewitall | evol
as well.

The Web was intrduced as a concept by Sir TimrBersLee in 1989 (Getting, 2007; Kamel

Boulos & Wheeler, 2007). According to Nupur Choudhury (2014) and Kamel Boulos & Wheeler
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(2007), BenersLeeb s vi ew of t he We b

capabilities of the
correlate with three innovations: Web 1.0 (the web of documents; thengadeb), Web 2.0 (the

web of people; the readrite web), and Web 3.0 (the semantic web; the-meatb-execute web)
(Choudhury 2014; KameBoulos & Wheeler, 2007). In brief, the main differences between the three
is that Web 1.0 targets the content creativity of the producer, Web 2.0 targets the content creativity of

both its userandproducers, and Web.0 targets linked data sets (Choudhury 2014, 8099). Table 2.2

details further differences between the three evolutions of the Web.

1996- 2004 2004- 2016 2016 +
The Hypertext Web The Social Web The Semantic Web
Tim Berners Lee Tim OO6Rei l |y, |[TimBernersLee

Read Only

Read and Write Web

Executable Web

Millions of Users

Billions of Users

Trillions + users

Echo System

Participation and Interaction

Understanding Self

One Directional

Bi-Directional

Multi-User Virtual Environment

Companies Publish Content

People Publish Content

People build applications
through which people interact
and publish content

Static Content

Dynamic Content

Curiously Undefined. Artificial

Intelligence and 3D, The Web

Learning

PersonalWebsites

Blog and Social Profile

SemiBlog, Haystack

Message Board

Community Portals

Semantic Forums

Buddy list, Address Book

Online Networks

Semantic Social Information

Table 2.2: Comparison of Web 1.0, Web 2.0, and Web 3.0
Source Choudhury 2014, 809%hanzode & Sarode, 201687

The advantages and conveniences brought about through the Internet and the World Wide
Web are numerous. However, it must also be acknowledged that the same technology that enables
social networking, content distribution, avakious other forms of interaction, is also capable of
facilitating radicalisation, recruitment, incitement, and glorification of violent acts that threaten public
safety (United Nations Office on Drugs and Crime, 2012). In other words, both the Intetrieéa
Web can and have been used as batloleand as dargetfor violent acts such as terrorism, hate
crimes, and mass dis/misinformation. So, obtaining a deeper understanding of the functionality of

both the Internet and the Web can furthermore aasédists within the intelligence community to
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ask deeper questions of the data and information they collect. Utilising open source intelligence
techniques will moreover enable analysts to identify and answer intelligence gaps that may have

previously beemut of reach, thereby identifying its increased value as an intelligence discipline.

2.3. Current Value

According to Evangelista, et al (2020), the process of analysing open sources was historically
laborious and time consuming. Today, the amount oligiylavailable information and data is
growing so rapidly that it is oftentimes overwhelming for analysts. Thisdause the rate at which
data and information are available has exponentially grown as a result of both the propagation of
material, and th extensive sharing of that material by virtue of the availability and massive reach of
the Internet and the Web (Evangelista, et al, 2020). As explained by Ali (2021), every two years, the
volume of information and data available online effectively daulierhaps one of the most useful
i mages that helps put this into perspective is t
Sl eeps, 0 created annually by Domo. Depicted in F
was globally generatezhery minutein 2021. In proportion to this, Domo (2022) has indicated that
63% of the worl dbés population (over 5 billion pe
10% increase from January 2021. Additionally, projections from Statista estiraggbal volume
of data and information created, captured, copied and consumed to increase from 97 zettabytes in

2022 to 181 zettabytem 2025 (Taylor, 2022).

6a zettabyte is 1,024 exabytes, orBytes. For further information on data sizeme Appendix 1.
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Figure 2.2: Data Never Sleeps 10.0 (2022)
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When one considers the vasss of the Internet alongside all of the activity that concurrently

occurs in multiple applications, it truly is an extraordinary thing to behold. As depicted in the image

above, Domo (2022) compares the amount of data being generated by users of aypypligd¢ions

and platforms every minute. Among all of this, there are online services and applications that have

become somewhat of a staple in today's world, which moreover produce incredible quantities of both

user activity and associated data (Ali, 2DZor example, some notalger-minutefigures to

consider alongside their 2013 numbers include the following:

O« O¢ O«

Google user queries: 2M in 2013 vs 5.9M in 2022
YouTube hours uploaded: 48 in 2013 vs 500 in 2022
Instagram photos shared: 3.6K in 2013 vs @6R022
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0 Twitter tweets shared: 100K in 2013 vs 347K in 2022

0 Facebook content shared: 684K in 2013 vs 1.7M in 2022

0 Emails: 204M in 2013 vs 231M in 2022

0 Global Internet Population Growth in billions: 3.4 (2016), 4.3 (2018), 4.5 (2020), 5.0

(2022) (Domo, 202).

What Domo outlines above is a clear indicator of how online engagement via social media platforms,
streaming services,peerp eer communi cati ons, and other acti vi
even thousands of per cedndaulgesly, thevoloneofdaty ckeatedo, 2 0 2 2
every minute will continue to accelerate as modern life demands a digital presence. As a result of this,
every like, tag, share, swipe, stream, email sent, or link clicked, tells a story of the user, and to a
degre= the community that surrounds them. But what does this mean in relation to public safety?

In the article titled ATerrorism and the Use
Nachsin (2010) discusses how social media had made a notable appearatieeaugse of the
2008 Mumbai attacksNachsin (2010) makes particular note of how terrorists began to post and share
images on social media detailing their attacks as they occurred (Nachsin, 2010, 15). Further to this,
Nachsin illustrates that in the g preceding the Mumbai attack, terrorists had a limited means of
disseminating their messagasually through underground media and newspapers or blogs (Nachsin,
2010, 16). In agreement with Nachsin (2010), Joel Vargas (2014) argues that the impeiel of s
media from the 2008 Mumbai attacks shed light on its significance as a valuable tool to intelligence
communities around the world (Vargas, 2014, 34).

Not long after the 2008 Mumbai attacks, an additional violent incident in April 2013 would
occur whch would shed further light on the value of publicly available information and open source
intelligence. I n their article, ADigilantism: An
Bo mb i d. lsan, &. Huey, &. Broll (2015) explore the outconoé the bombings$.In particular,
they draw attention as to how the general public utilised online communities such as Reddit in order

to assist law enforcement with their investigation. According to Nhan, et al (2015), although members

7 On 26 Nov 2008, ten members of Lashkaraiba (LeT), (a vast jihadist group based in Pakistan) simultaneously attackledditiens
in Mumbai with AK-47-type weapons, killing 140 Indians and f2Beign tourists (Mahadevan, 2019).

8 The Boston Marathon bombings occurred on 15 April 2013. Two bombs had exploded near the finish line of the Marathbrekilling t
people and injting over 170 others. The investigation that followed was one of the largest manhunts in US history lasting four days and
consisting of the convergence of police, citizens and technology having a significant role in-timeergalrsuit of the perpetrator
(Montgomery, et al, 2013; Nhan, Huey, & Broll, 2015, 341)
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of the Redditcommui ty did not entirely resolve the inves
the potenti al role the public could play within
Similarly, Gary Marx (2013) suggests that online communities sucleas&i t ext end t he 0 ¢
ears6 of police, especially when the requirement
resources that have been exhausted by newer communication and analysis technologies (Marx, 2013,
57; Nhan et al, 2015, 342)

As the literature thus far suggests, OSINT is increasingly valuable for ismeal
investigative and analytical capabilities. In reference to codeterism efforts and the global war
on terror (GWOQOT), Akhgar, Baye& Sampson (2016) agree thaSIT provides significant
increase in situational awareness. This has been identified specifically when, in May 2013, one of the
terrorists planning to bomb the Embassy of Myanmar in Indonesia was detected and foiled after the
group's plans to execute thgack was revealed through a Facebook status update (Younas, 2014).
However, as conveyed by Kleckova (2021), an OSINT analyst's work is often more elusive and
abstruse, not | imited to social netwomsks, and i s
through a status update. Most often an analyst will require input from other analytical techniques and
intelligence disciplines in order to corroborate intelligence.

Perhaps one of the most significant ways in which OSINT has been used in a-counter
terorism effort is in the conflict against DAESH\ccording toCarter, Maher, &euman (2014), a
significant number of DAESH fighters are active on social media spreading propaganda and
battlefield information in order to provide details on what is hapgeoimthe ground to their
supporters. Some examples of DAESHG6s use of soci
di scussions of battles, the reporting of member 0
battles, in addition to testimonials riétey to events taking place within and outside of Irag and Syria
(Kleckova, 2021). Pursuant to this, Klausen (2014) identifies that in a reviewed selection of 563

tweets, approximately 40.32% of them often included content depicting the location offighter

9 Also known as the Islamic State (IS), the Islamic State of Irag and the Levant (ISIL), the Islamic State of Iraq ar®@lSyréand by its
Arabic name aDawla atIslamiya fil Iraqg wa alShan (Daeshal so spel l ed Dad6ish). The Arabic acronyn
document
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attacks and battles, alongside the discussions related to them. Thus, as Tow and Yeo (2005) point out,
Jihadists have made use of the Web as a means to communicate, spread propaganda, and interact with
the world. They further argue that the value of @Bls to be found in identifying and understanding
the ideological concerns and thinking of key per
barometer 6 of t he-eackofphch carabe found throughrahalysing digitat s
publicators such as Al Qaedads AVoice of Jihadd and D
As mentioned in the previous section, the value of OSINT has been underscored through its
operational level impact in the Russian invasion of Ukraine. According to Richaad (Bag2),
OSINT has a wide range of applicability during international conflict, providing information and data
relevant to developing Indications and Warnings (1&W) for a number of incidents affecting the safety
and security of civilians and military memnel. Specificallyin UkraineOSINT has allowed both the
Ukrainian military and regular civilians to track Russian military movements and operations-(Smith
Boyle, 2022). As specified by Pranshu Verma (202
unravel i ng at a rapid rate over social media and ha
spieso and numerous others who keep track of suc
tactical pl anning. Furt her tromatibonhMykhailo kedoroai ne 6 s mi
has detailed the significance of the communityos
creating an app called Diia, which allows people to upload geotagged photos and videos depicting
Russian troop movement (Verma22). While some use the Diia app regularly, many others have
taken to Twitter to chronicle footage from the w
Twitter will call up a number of accounts that track weapons and troop movement throughout
Ukraine.
In a number of ways, the Russian invasion of Ukraine has been perceived as the first war that
is quite similar to a live broadcast event with the OSINT community assisting through the
dissemination of information (Puiu, 2022). It is significant to note tigat OSINT is continuously
undergoing metamorphosis and evolution to reflect the ongoing technological capabilities of the
modern digital environment. As such, indicating its value today may undermine its utility in the near

future. However, there is rdpubt that OSINT has and will continue to show intelligence value both
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for emergency management and public safety, especially as intelligent electronic devices and online
applications continue to have such a prominent role in our lives. The followingnsedt bring
forward the literature on the current capabilities within OSINT, which will provide a more thorough

understanding on the technologies and techniques most effective for open source intelligence.

2.4. Capabilities

The essence of any discipdi of intelligence is that it is timely and accurate. Both of these
characteristics are driving forces to the success of any intelligeadeperation, crisis, or task. As
such, the capabilities that manifest success within the open source envirorereenbarbination of
processes, frameworks, skill sets, behaviours, and tools. Although at this time there is not a significant
presence opeerreviewediterature speaking specifically to the capabilities of open source
intelligence, this section will adess that gap by identifying the aforementioned processes,
frameworks, skill sets, behaviours, and tools which combined, form the basis of open source

intelligence capabilities that are used by practitioners in the field.

2.4.1. Social Networks

Historical y, a soci al network was a term that ref.e
with other people. As technology has become more central to our lives, social networks and social
networking has taken on a meaning that is more often associated lvithlmased social media
websites where one connects with and develops a number of relationships with others, be they
familial, cordial, or professional. Today, social networking via social media is one of the more
popular activities one conducts online.caecding to Statista, as of 2021, 4.26 billion people utilise
social media to connect with others online number projected to increase to approximately six
billion in 2027 as internet infrastructure and the availability of affordable mobile devicesuradeh
developed regions (Dixon, 2022b).

Social networking sites quite possibly host the largest database of information that can be

utilised by private investigators and government agencies. As of January 2022, the top five social
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networks ranked by moity active users were Facebook, YouTube, WhatsApp, Instagram, and
Weixin/WeChat (Dixon, 2022a). Each of these platforms contain photos, videos, geospatial

Most popular social networks worldwide as of January 2022, ranked by number of
monthly active users (in millions)

Facebaok 2p1o
YouTube

WhatsApp®

nstagram

Weixin / Welhat
TikTok

Facebook Messenger”
Daouyin®*

aQ

Sina Weibo

Kuaishou

Snapchat

Telegram

Pinterest

Twitter

Reddit*

Quora®

Number of active users in millians

Figure 2.3: Most Popular Social Networks Worldwide (Jan 2022)

Source Dixon, 2022a

*Platforms havenot published updated user figures in the past 12 months, figures may be out of date

and less reliable

**Eigure uses daily active users, so monthly active user number is likely higher

information, comments, personal information, and personal assosiafionsidering this, it is

understandable that social networking sites contain troves of information that may be able to assist in
identifying threats. For example, in the Lexi sNe
Enforcement s u rspordgntsrhad provided scenarios where social networking sites were used to

prevent or stop crimes such as thwarting an active shooter, actively tracking gang behaviours, and

executing a number of outstanding arrest warrants (LexisNexis, 2014; LaSoZaB a0, 2022).
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Further mor e, LaSorsa states, AFor the private in
circumstances of a subject, something as quick and easy as analysing status updaies, ameck
posted photos by the subject and theerfds may provide the information necessary to conclude if a
l egitimate threat existso (LaSorsa, 2022, 1) . P u
sites therefore prove to be beneficial to investigations supporting public safety.
In consideation to the billions of registered social network users, one can imagine the vast
amounts of data available and accessible to anyone who knows where to look. At the most basic level,
anyone who conducts a search for a moniker, phone number, or emedsafidrexample, has
conducted a basic open source investigation themselves (LaSorsa, 2022). These searches may
represent a simple query in an attempt to find and connect with an acquaintance, but they can also be
used in an investigative or influentialpzecity. Gritzalis and Stavrou (2016) identify eight capabilities
by which social networking sites may be used. They are: (1) the identification and prediction of
insider threats; (2) detecting the sentiment of a population; (3) the identification arclipneoli
public opinion (4) the identification and prediction of fluctuations in public opinion; (5) the detection
of influential user(s) (a central node/hub) of a cause; (6) detecting the appropriate content and means
of communication; (7) achieving publinfluence; and (8) optimising the efficiency of
communication and influence tactidSr{tzalis & Stavrou, 2016, 8). It is important to note here that
these eight capabilities can be used both offensively or defensively, and by anyone. Further ¢o this, th
use of social networking sites may be compounded when utilised in tandem with a number of other
capabilities such as geolocation tools, Internet of Things devices, the Web (surface, deep, and dark),

and data analytics tools.

2.4.2. Online Maps and Geolaation Tools

Satellite imagery has become an increasingly popular open source tool, especially given the
level of detail and historical searches available at little to no cost to users. According to Michael
Bazzell (2022), online map data has been usetrinymber of agencies before executing a search
warrant for a residence because of the detailed views provided that allow for the examination of

structures, doors, windows, obstructions, ingress/egress routes, alleys, and driveways. This level of
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detail iscompounded when you consider the various views, layers, and tools that the user is able to
utilise. For example, street view, satellite view, terrain layer, and distance measurement are examples
of just some of the many features that can be employediinvestigation and can be used freely on a
number of sources such as Google Maps, Bing Maps, Yandex Maps, and Wikimapia.

In addition to online maps, there are also a number of tools that can be used for geolocation.
According to Steven Harris (2020), onfetloe fastest and simplest means to geolocate an image is
through utilising EXIF dat& which is the file that stores the metadata that is captured by most
phones and digital cameras. In particular, the most important metadata here would be the GPS
coordimates which record the location of where the image was captured. However, it is important to
note that although this is a relatively simple method that reveals accurate information, one of its
biggest issues is that most social networking sites, messagsgand web services remove GPS
information from the images they process (Harris, 2020). As a means to overcome this, Harris
indicates that analysts can use the extfaetsearch? and verify® methodology as a technique to
collect, examine, and verifylacation of interest.

In addition to Harrisdé extract, research, an:i
sometimes referred to as chronolocation, which utilises light and shadows to determine a possible
time frame, can be beneficial to geolocatimmalysis. According to Youri van der Weide (2020), one
of the most popular tools to assist with this type of analysis is known as SunCalc, which allows
researchers to fianalyse the position of shadows
givenl ocationo (np). Essentially, the user simply
the sun icon in order to observe the position of the sun and any shadows at a specific time in location.
Van der Weide (2020) indicates this technique lemtsuccessfully used in a number of

investigations such as the Hadrut execufibiiat took place in Azerbaijan in October 2020.

10EXIFdatamay be collected through a variety of tools, some of which a
Googl e Chr o meRiogHaKix 2020).Vi ewer

11 Extract: Collect as many data and information points as possible from the images you are analysing (Harris, 2020).

12 Research: Examine and research those data and information points in order to obtain additional informatior cdztiatrttfiee.
vehicle registration, architectural features) (Harris, 2020).

13 Verify: Confirm your research findings through a verification process. Once you have a general location of where thesitakga,wa
utilise existing images and/or mapping l®for comparison corroborate your findings (Harris, 2020).

14 Additional information on how chronolocation had been used during this investigation can be found here:
https://www.bellingcat.com/news/rest-world/2020/10/15/arexecutiorin-hadrutkarabakh/
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In summary, online maps, geolocation tools, and chronolocation assist OSINT investigations
by providing the analyst with a idology to determine the location of images and their
approximate time of capture. This may be significant to OSINT investigations as it provides the
analyst with the tools necessary to determine the authenticity of events in addition to a location of
interest that can provide additional information and pivot points to the analyst(s) developing the
intelligence picture of a particular event. From here, the investigation may make use of data and
information from the surface, deep, or dark web for additimsight into the location and person(s)

of interest.

2.4.3. The Surface, Deep, and Dark Web

TheWorld Wide Webexists as a number of layers far beyond the search engines that index
its content. Weimann (2015) explains that as the web has expandedsearsé engines such as
Google and Bing were capable of retrieving static web pages, but incapable of retrieving thynamic
webpages. So, what was indexed and retrievable b
the pages that were unabletobeinded wer e coined as the o6l nvisible
(Burgees, 2007) . In 2001, the term O6Deep Webd wa
6invisibled web pages that contained content tha
engines; (b) retrieved only via keywords or a targeted query; (c) unable to be, or not indexed by
traditional search engines; and (d) secured via username/password, registration or other types of codes
(Weimann, 2015; Burgees, 2007).

Further to the abov&/e i mann (2015) describes the deepest
Webd, which consists of webpages that have been
illegal content that can only be viewed through the use of specialised browsers suchrag Tor (

Onion Router), I12P (Invisible Internet Project), and Tails (The Amnesic Incognito Live System)
(Weimann, 2015; Lee, 2022). Figure 2.4 provides additional information for understanding the

differences between the Surface, Deep, and Dark Web.

15 A static webpage is on thatlisked to other pages on the web, whereas a dynamic webpage is linked to a specific webpage that can only
be retreved through a targeted query (Weimann, 2015, 195).
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Similar to how malicious activity may occur on the Surface Web, so too can it occur on the
Deep Web and the Dark Web. In her Congressional report, Kristin Finklea (2017) describes how
malicious actor$ from criminals to terrorists to stagponsored entitiesmay leverage the Web as a
forum for fAconversation, coordination, and actia
number of factors including risk of detection, association, andbation, it is also a result of
malicious actors relying on technology to carry out their operations. Dilipraj (2014) explains the Dark
Web as a type of Atreasure troveo to malicious a
information, training mateai, recruitment, planning, and the coordination of attacks. This is a result
of the increased difficulty of policing the Dark Web.
In July 2015, FBI Director James Comey announced that DAESH was using the Dark Web as
a means to inspire attacks throughduet wor | d. Comeyb6s st atement al so
encryption and new forms of communication surpas

and technological capability to adequately keep up with the group (Weimann, 2015). While DAESH
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adivities had been closely monitored on the Surface Web, its activity on the Dark Web effectively hid
the identity and location of its members and supporters. Following the Operation Paris campaign set
in motion by the hacker medihduket the ArHayat MediaoCentemo u s ,
T broadcast explanations and links on Telegram (an encrypted communication platform) wherein
supporters could access their forum on the Dark Web through the Tor browser (Weimann, 2015). The

messages and links (hield by the author) of the message was as follows:

C

AiThe name of All ah the Merciful given the ver

that it is deleting any new domain after its publication announce the launch of the site on
t he fADar k wedyasersof thei Tobrland wsers d¢f ordinary users of the Tor link:
XXXXXXXXXX link ordinary users: XXXXXXX and we promise you that we are

continuing to try to get a new range of normal and we will publish, God willing, when you

get it nextto the scopeofeh Tor . Gl ory be to God, Hi s Prophe

(Weimann, 2015, 198).

According to Weimann (2015), this Dark Web site

on Telegram, as well as an archive of various types of propaganda type mathrad thusir
documentanstyle film, The Flames of WaiWeimann, 2015). Thus, as a result of the anonymity
provided by Dark Web browsers such as Tor, this area of the Web has become a venue for malicious
actors to distribute information. However, there areuenstances in which the Dark Web may in fact
bestow benefits not only for malicious actors or those seeking privacy online, but also to those
regularly working toward public safety: law enforcemettie military, and other government agencies
(simplified from here forward as the intelligence community.

Anonymity on the Dark Web can be leveraged by the intelligence community as a whole.
Kevin Poulsen (2013) explains how the FBI has
ver i fi er 0ce@002aB &rkenns sfiidentifying potential suspects who conceal their location
using anonymising services (e.g. Tor) or proxy servers in order to target malicious actors.
Additionally, Donna Leinwand Leger (2014) explains that the intelligence commuamitgiso utilise
common mistakes made by malicious actors, or flaws in technology in order to support their

operations. This is precisely what occurred in 2013 when the FBI successfully disbanded the then
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worl dés | argest under gadbancsHortlp dfter, Sikk Road 2/GKeelbs, t he Si
2014).

Of course, defeating malicious actors on the Dark Web is not limited to the application of
technology. For example, Andy Greenberg (2015) explains that some of the most reliable tools that
the intelligence community may employ come from traditional crfighting means. For example, in
March 2015, US feder al investigators had fAsent a
over a collection of personal data about five users of the r/darknetséokem [a subreddit where
users discussed anonymous online sales of drugs, weapons, stolen financial data, and other
contraband]o (Greenberg, 2015). Consequently, as
this fashion may drive such discussiand activity to anonymous forums of the Dark Web, where
once again the intelligence community will require technological solutions to identify users and
locations.

In regards to more offensive operations, Finklea (2017) explains that the Tor Dark Web
browser can be used as a means to conduct computer network operations that could involve initiatives
not limited to intercepting or inhibiting malicious communications, psychological oper&tiahing
down a website, or conducting a denial of service lati@although the majority of the intelligence
communityo6s detailed use of the Dark Web against
data analytics is used in open source intelligence can provide a significant grasp on some of the
methodologieshat may be employed when conducting investigations on the Surface, Deep, or Dark

Web.

2.4.4. [Big] Data Analytics

The Internet is the largest database in the world. As previously discussed, the volume of data

and information created online is expectethtwease from 97 zettabytes in 2022 to 181 zettabytes in

16t was reported that FBI agents had exploited weaknesses in the code used to operate the Silk Road website. Thosewssaknesses
thereafterusedtohatkh e websi teds serverigdewmhiidlyi mgv ealde & ststees urhiaguea he FBIl 6s
locate and seize the servers (Leinwand Leger, 2014).

7si 1k Road 2.0 was disbanded after the FBI di scoverendil critical er
address to register the servers. Agents were able to seize the servers which resulted in the website being shut dowhdgemaahd)
18 Eor example, disinformation or misinformation campaigns (Finklea, 2017).

29



2025 (Domo, 2022; Taylor, 2022). According to Puleri (2021), the research community has recently
come to understand the progresses made in big data af@lygspecially as it relates to open saurc
informationi as a means to yield a proficiency to study social and behavioural dimensions of online
activity.

According to Fisher, et al (2012) , posting o
photos, videos, purchasing habits, et ceterai., one | eaves behind a detail ed
that can be used by companies, government agencies, researchers, and scientists. As a response to
this, big data analytics has become a mthg or di sc
minutia of our daily lives" (Fisher et al, 2012, 50). On its own, data analytics allows an analyst to
collect, transform, and organize data with a view to inform decision making, improve analysis, draw
conclusions, and amplify assessments (Goog23Rntroducing big data to this acknowledges the
multiple types of dat#,in addition to the complexity in managing such voluminous information
using traditional data processing tools that needed to account for the characteristics of?big data.
(BasuMalick, 2022; Panimalar, Shree, & Kathrine, 2017,-332 ).

In regards to utilising open source intelligence and big data analytics,-Baditwio, et al.,

(2020) discuss how such processes continuously expand upon the knowledge base of the subject of
interest. Specifically, three principal use cases are identified including (but not limited to), social
opinion and sentiment analysis, cybercrime and organized crime, and cybersecurity and cyber defence
(PastorGalindo, et al., 2020, 10280283). On the mattef social opinion and sentiment analysis,
PastorGalindo, et al., (2020) explain that the collection of user interests, preferences, interactions,

and messages may be beneficial when applied to disaster management, which is a component of
public safety PastorGalindo, et al.2020, 10282; Bell®rgaz, et al., 2016). Regarding cybercrime

and organized crime, the authors discuss how analytics and OSINT processes can be applied to

©fHrhe size that caosn sgtriotwint easc caéobr i dgirdd b aatteadddwod theditts/LDB §Very Large Databases)

conference worried about handling millions of data p&O&hHts found ir
Fisher, et al, 2012,52).tnhe cont ext of information visualization, Shnei der man d
fat one item per pixel, most desktops woul d -RtFsher, e al, 2812,58.w mi | | i on

20 Multiple types of data may include: structured data, unstructured datastsentured data, geospatial data, machine or operational
logging data, and opesource data (BasuMallick, 2022).

21 Volume, Velocity, Value, Variety, Veracity, Validity, Volaty, Visualization, Virality, Viscosity, Variability, Venue, Vocabulary,
Vagueness, Complexity, Verbosity, Voluntariness, Versatility (Panimalar, Shree, & Kathrine, 2017 -8p2B3ee Appendix 2 for
additional explanations.
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identifying patterns and relationships between criminal acts (P@stordo,et al., 2020, 10282
10283). This in turn provides the intelligence community with the opportunity to exploit open source
data, detect nefarious activity, track the activity of criminal and terrorist organizations that have been
expanding their online presce, and possibly prevent or appropriately react to situations that threaten
public safety (Larsen, et al., 2017; Dawson, et al., 2018; Ali, et al., 2019; -Badiodo, et al., 2020,
1028210283).

The final analytic use case that Paskalindo, et al(2020) discuss is that of cybersecurity
and cyber defence, which largely focuses on information and communication technologies, sometimes
abbreviated as ICTs (Past@alindo, et al. 2020). Jartpccard & Nepal (2014), assert that as such
systems undergaatinuous attacks from criminals and state actors, the availability, integrity, and
confidentiality of those systems and services are at risk of being exploited. In relation to this, Nespoli,
et al., (2018) note that it is crucial to defend ICT systenagtifucture through the analysis and
correlation of attacks, which can moreover assist with effective response. Additionally, in a similar
manner, Quick & Choo (2018) contend that open source intelligence and data analytics can support
forensic digital angisis as a means to complement the digital evidence that may be left by cyber
incidents.

In addition to the use cases discussed above, Fasatimdo, et al. (2020), also indicate that
big data analytics alongside open source intelligence may also badap@igenarios involving social
engineering, identifying deepfakes, disclosing fake news, natural language processing, social network
analysis, et cetera (Past8alindo, et al., 2020). With regards to these and the aforementioned use
cases, making use data mining and artificial intelligence techniques in addition to big data analytics
and open source intelligence techniques will assist in developing an intelligence picture that benefits
public safety through the following techniques and processes:

Correlation: Kim, et al. (2018) describes this as the detection of the relation and connection
between variables including people, data, and events, where relations are seen as valuable in
revealing norexplicit associations that may be present in the dataset(s

Classification: This includes data that can be grouped by predefined categories in order to
permit knowledge extraction through effective organization of information (Pournouri, et al.,
2019; Deliu, et al., 2017).

Ouitlier detection: This process appliemalytic techniques to the datasets with a view to
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detect anomalies that may identify hostile actors whose actions and behaviours diverge from
the general population (de la To#aitua, et al., 2019).

Clustering: Considering a number of conditions, @& asgined into clusters (Azevedo, et

al., 2019). Clustering may reveal various online profiles, network behaviour, or forms of
attacks on individuals, organizations, or infrastructures without prior knowledge of the
existence of such variance or divigrgalso known as unsupervised learnirdiscovering

patterns without human intervention) (Wang, et al., 2018a).

Regression This technique is used to predict numeric facts or values as a means of predicting
continuous outcomes, and whether or not chauofpserved in one (dependent) variable is
associated with another (explanatory) variable (Pellet, et al., 2019; Castillo, 2021).

Tracking Patterns: Not to be confused with outlier detection, pattern recognition is used to
detect the regularities in daté&/éng, et al., 2018b).

Together, these techniques and processes can deduce complex and abstract associations within the
dataset(s) that are otherwise not explicitly drawn out. However, while the application of such
techniques to public safety shows considhée value, it is important to address a number of
challenges.

In their article, PasteGalindo, et al., (2020), identify a number of challenges in using these
techniques, especially in regards to researching and developing the knowledge extractssft proce
and privacy considerations. The authors contend
company or organizations may be specially sensible and its manipulation indirectly leads to ethical
and | e g aPandmay potestially lie misused tammgpeople or groups (PastGalindo, et
al., 2020, 10288). On a similar note, Cardenas, et al., (2013) indicates that privacy is increasingly
relevant as requests for sharing data between industries and agencies emerge. This relevance exists on
thebasisitat such sharing negates t he-tliapis, usmgpdaty pr i nci
only for the purpose that it was collectedo (Car
privacy largely relied on the limitations of traditionallection, extraction, analysis, and correlation,
which has to a great extent been overcome by big data analytics, which in turn has inadvertently made
privacy violations easier (Cardenas, et al., 2013). As a result of this, Cardenas et al. (2013atrgue th
it is imperative to consider privacy principles when developing big data applications. It is also evident

that big data analyticsespecially as it relates to open source intelligence for public sagety

22 The knowledge extractigorocess is that which identifies, profiles, or monitors malicious criminals and organizations, and/or uncovers
and attributes cybernetic incidents (Pasdalindo, et al., 2020, 10288).

23 These issues will be further discussed in section 2.6 Legal, EtanchPolicy Challenges.
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challenging the landscape of security tecbgis and privacy concerns. Therefore, it is imperative
for analysts and software developers to remain familiar with and value privacy in their endeavor to
utilise data and develop applications that assist with open source intelligence operations. The
following two sections will discuss the literature on the evolution of risk and vulnerability in using
OSINT for public safety, followed by the legal, ethical, and policy challenges that are relevant to

these matters.

2.5. Deterrents to Progress: Tradecraft, Qlture, Resourcing, and Partnership Barriers

The previous sections have aimed to provide context into what OSINT entails, the value it
provides to public safety, and several of the capabilities it encompasses. This section will explore the
literatureonte det errents to progress in the intelligen
collection method and investigative tool. Additionally, it will also examine literature on overcoming
both institutional and capability barriers to progress.

Tradecraft, breto referring to the tactics, techniques, procedures, methods, and technologies
one may use within a profession, is in an ever evolving state. If stagnation were to occur, it is
inevitable that such tradecraft would becomhsolete. As such, it is cruti@r analysts within the
intelligence community to not only maintain, but to be anticipatory towards developments in both
intelligence and counterintelligence defensive and offensive tradecraft. According to Janjeva, et al.,
(2022) barriers within the ORI tradecraft include the verification of analytical rigour, a gap in
OSINT tradecraft (e.g. training), and the verification of PAI for the evidential context.

On the matter of verification and dyigcal rigour, Janjeva, et 82022) insist orhaving
rigorous process in places a means to evaluate the veracity of information output, especially as the
range of sources and techniques applied to collect PAI are quite vast and constantly growing. As the
digital environment is rampant with misinformatiaiisinformation, deepfakes, and data
manipulatior’* analysts attribute considerable risk to products and processes that do not undergo

verification and revision, based on standards from across the intelligence community (Janjeva, et al.,

24 An example that the authors use is one that is commonly found online, where footage of one particular incident (it @ viotemt
incident) later on appears in a forum claiming it belongs to a different incidentyiee.@ime) Janjeva, et al., 2022).
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2022). Related tdis is the second OSINT tradecraft barrier that Janjeva, et al. (2022) idehgfy
gap in genuine OSINT tradecraft. The authors contend that this second gap is better explained through
first distinguishing between three key types of assurance actiyitiethe validation of sources, (2)
the verification of individual pieces of informatiéhand (3) the establishment of robust analytic
tradecraft for generating and testing analytic judgeni®@anjeva, et al., 2022). Together, the
authors illustrate #se barriers as burdens that have been placed on the analyst as a result of a lack of
Atried and trustedo methods for assessing veraci
(e.g. reliability and confidence assessments for HUMINT sourcesitordhatiort’) (Janjeva, et al.,
2022). The third and final barrier within OSINT tradecraft that Janjeva, et al. (2022) specify is the
verification of PAI for the evidential context. Here, Janjetagl. (2022) acknowledgésat the
criticality of verificaion carries additional significance in both legal and evidential proceedings. They
largely argue that maintaining possession of a defensible presentation which outlines the investigative
steps taket§ is a necessity for both transparency and to completevilential chain (Janjeva, et al.,
2022).

In addition to the above OSINT tradecraft barriers, Jangval, (2022) also identifidssues
in culture, resourcing, and partnership as further barriers that act as deterrents to progress. As opposed
to thelatter two, cultural barriers are perhaps one of the most biadseh deterrents thus far as they
are directly related to an anchoring bias (how things have always been done). As a result of this, new
techniques especially those that demand time andayofor training- may be difficult to justify
especially if an analytics team is actively engaged in numerous operations. Specific to cultural

barriers, Janjeva, et al. (2022) associate biase

25 For example, geolocation. Online content is created in both time and space. So, it will take time to identify and cantduasalithin

the content andorroborate it with other databases as a means to identifyisvfactual, and moreover determine whether or not any

secondary analysis is required. An example of this would be to conduct a comparison of observed railway carriage nuenbers withn t r y 6 s
railway database) (Janjeva, et al., 2022).

26 For example, ceging evidence documents, red teaming, and peer review. Every OSINT investigation should contain an evidence

document that includes screenshots, annotations, and transcripts that contain footnotes for every single data poimtidiisaasd

assessmestwithin such evidence documents should then be interrogated by a senior member of the team to certify that all assdmptions a
assessments are beyond reproach. Shortly after, a remabversaticd e xt er nal
approach) the document as a means to find any analytical mistakes or faults within the evidence. This will be incrgaiSiceyly as

OSINT investigations are used in targeting processes and legal proceedings (Janjeva, et al., 2022).

21 SeeAppendix 3 for source and information credibility scales to gain a better understanding of how HUMINT is evaluated.

28 Hunchly is a popular and effective software that is known for its seegemding software and detailed audit trails (Janjeva, et &2;20
Hunchly, 2023)
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appraches to training and upskilling, and the fragmentation of open source activity across
government 0 as three centr al domains that shed |
source intelligence investigations (Janjeva, et al., 2022, 31).

Moving forward to resourcing and partnership barriers, Janjeva, et al. (2022) link this to
investment and procurement challenges, in addition to a lack of partnerships with external
stakeholders. This is perhaps not surprising as new and/or developing dapabiljtire considerable
resources and partnerships in order to come to fruition. In agreement with Janjeva, et al. (2022), time,
money, and expertise will be critical resources that are especially relevant in this circumstance.
Despite large portions ofA? not having an adherent cost, it will still require technical expertise to
train, collect, analyse, secure, and store OSINT -daitaof which has a financial and temporal cost. A
significant factor to consider here is the value and cost of committiadvancing such a capability,
and the comparison to the cost of not possessing the capability at all. This is especially pertinent to
consider as the intelligence community is in an era where technological competitiveness and

advancement is heavily relianpon in modern society.

2.5.1. Risk in the Utilisation of OSINT

Alongside deterrents to progress are the risks and vulnerabilities that may produce a sense of
unease to the utilisation of OSINT techniques. While many definitions of risk exist, thisvillork

make use of the cyber risk definition as it is most relevant to OSINT. As such, cyber risk is defined as

ithe | i kelihood of damage to sensitive data, cri
view of this, cyberriskiscalculadle by accounting for Athe identifie
vul nerability, and the |ikelihood of exploitatioa

Cyber Risk = Threat x Vulnerability x Information Value (Kost, 2023)
In considerationd the risk equation above, examples of cyber risk may include data breaches, data
leaks, cyber attacks, malware, ransomware, social engineering, phishing, and insider threats (Kost,

2023). While each of these are relevant to OSINT, it can be arguedhtigidarency and the

29 For example, Janjeva, et al. (2022) makes an interesting contrast: where government stakeholders are generally agmehensive a
transparency due to the concern of revealing tradecraft capabilities, the opposite is true fuietyistakeholders who without maximum
transparency, risk having their credibility undermined (Janjeva, et al., 2022, 43).
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exposure of tradecraft especially with regards to techniques, tools, and capabilities are risks worth
exploring as well. Alas, at this time there is limited pestiewed literature at the unclassified level
available to provide an infmed review on the risk of exposure to public agencies, likely because it
would reveal inherent vulnerabilities that would increase their risk of attack.

Moving forward however, as OSINT has begun to gain popularity amongst law enforcement
agencies (LEAs)government agencies, and a number of private sector companies, a number of
concerns relating to discrimination, function creep, data protection, and privacy have emerged. These
concerns are largely a response to the facilitation of monitoring digitaéspéhich increases the
visibility and exploitation of social life (Troittier, 2015). According to Troitter (2015), privacy
advocates have noted that monitoring technologéspecially in relation to social media
appropriate entire populations and méhkem suspects. Troitter (2015) clarifies that the basis to this

argument is grounded in issues of data retention and analysis, and how such retained data may result

in functioncreep’A key theme in Troitteros (2€sfebidlly articl e

on social platformsis produced in a particular context, and as such, any collection of data should
only be authorised for a particular purpose and length of time in order to avoid discrimination and
false criminalisation. Some examples w#ris has been of concern include Los Angeles, California,
USA, where Operation Las*! and PredPé&t were active between 202D20 (Bhuiyan, 2021; Puente,
2019). Although no longer in use after having been proven inconsistent and racist, the programs
essetially validated current policing patterns, and reinforced the need for police officers to patrol
certain neighbourhoods and people over others, resulting in th@aleng of Black and Brown

communities within Los Angeles (Bhuiyan, 2021). What Tro#&15), Bhuiyan (2021), and Puente

39 Function creep may occur when information or data collected is used for a purpose outside of its original specifief@uexasple,
fia workplace may install a security system tiegjuires employees to sigm or sigrout of the workplace. The purpose of the security
system is to prevent unauthorized access to a particular workplace. However, organizations may end upinfsingatian about

individual empl oyees to track employee attendanceo (Young, 2018).

31 | aunched in 2011, Operation Laser (Los Angeles Strategic Extraction and Restoration) usézhekedtapproach to extract

Afof fender so fr om c eahinfermatian indusing ddta on guslaged crimés surtd arrests as a means to map out
6problem areasd for police officers to focus t hélygeneratérhocert s on.
stops, crime reports, ardrests, and so the subsequent crime data will lead the algorithm, risk assessment, or data analytic tool to
continuously lead police back to the same area. In 2019, Mark Smith (LAPD Inspector General), announced that thectritichia tise

Laser prgram was inconsistent. Operation Laser was discontinued in April 2019 (Bhuiyan, 2021).

32 Short for Predictive Policing, PredPol was adopted by the LAPD in 2015 until April 2020. The software was devised ata means

predict when and where crimes would acover a 1zhour period using 10 years of crime data (crimes, dates, locations, and times).

Academics have argued that the theory behind the PredPol algorithm is flawed, citing the math as too simple to preglicepalise it

was only assessing whagrests have previously been made, and then sending police back to those locations (Bhuiyan, 2021; Puente, 2019).
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(2019) bring forward shexdight on the risks that emerge when algorithms and data are outdated,
incomplete, or not evaluated for bias. Processing such data within an algorithm and enhancing it with
artificial intelligene will ultimately produce severe risk to the population. In consideration to this,
while the overall effort might have been brought forward with the intention of decreasing crime, its
process was inherently flawed and cast a negative shadow over thedateiofpolicing.

With respect to the above, additional risks in the utilisation of OSINT include those
associated with privacy and data protection. According to Sandor (2020), the evolution of Web 2.0
not only created new opportunities for multidisaigliy intelligence collection, but it also instilled
risks and vulnerabilities to both personal and organizational data exposures. Although users generally
choose what they share on the Web, Sandor (2020) indicates that attention needs to be drawn to
potental sensitive data disclosures even if the user restricts general access to their data. This is a
critical element to regard as the social aspect of cyberspace makes the exploitation of the Web
possible not just from a technical approach, but from a seamhge point as well @ social
engineering). As a means to counter this, Sandor (2020) proposes education, training;and well
determined organizational processes to be significant factors in the preservation of privacy and
personal data online. Undaelly, if knowledge on these matters is taken seriously, the exploitation

of data and privacy can be severely limited.

2.5.2. Advantages and Disadvantages

Alongside deterrents to progress are the advantages and disadvantages in utilising OSINT for
public safety. As with any technique, advantages and disadvantages are inherently present in the
employment of OSINT, such as in the collection, analysis, knowledge extraction, and dissemination
phases of its use. Before understanding the advantages and dizgesarftusing OSINT, it is
beneficial to understand a typical OSINT workflow process. Figure 2.5 depicts a typical OSINT

workflow and the type of knowledge that may be elicited from such a process.
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Figure 2.5: Principal OSINT workflows and derived irgghce- (For a larger image, please see
Appendix 4)
Source Pastor Galindo, et al., 2020, 10287
As depicted in Figure 2.5, Past@alindo, et al., (2020) show possible start points an analyst can
focus on (e.g. Email address, username), and howsgarthpoint can be linked to the collection of
additional data for analysis (e.g. network information). During analysis, the analyst may choose to use
a variety of software as a means to extract information from that data (e.g. activity on the web),
proces it with other information and produce an intelligence assessment based on their findings.
Once this is complete, the analyst will continue to develop the intelligence picture as necessary with
additional data and informational points in order to havertbst current understanding of their
operational environment.

Over the course of an OSINT investigation, analysts will generally fzed&/eb for data
related to their operation, with a view to transform basic information into actionable intelligence.
According toQusef &Alkilani (2022) and Cobwebs Technologies (20Z19everal significant
advantages to using open source intelligence include the folléwing

(1) Strategically advantageousOSINT is not as costly as other traditional forms of
intelligence ollection, namely Signals Intelligence (SIGINT) and Geospatial Intelligence

33 Cobwebs Technologies is a leader in the global intelligence market serving national security, law enforcement and seetorivate
34 Note these advantages are from the perspective of a private organization and may not completely apply to public agencies.
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(GEOINT). Each of these have a poor return on investment (especially for smaller
organizations) when one considers the cost of consultants and otheribaghtools Qusef

& Alkilani, 2022; Cobwebs Technologies, 2021);

(2) Abundance of materiat OSINT databases have an abundance of data and information on
a variety of topics that can be accessed at any time. Given the nature of the resources and
tools used in OSINT, much of theformation and data are updated regufai@Qusef &

Alkilani, 2022; Cobwebs Technologies, 2021);

(3) Leakage detection OSINT tools may uncover flaws in IT applications, expired
applications, accessible ports, detect compromised passwords, vulnerabl&s)eano

operating system modelQgsef &Alkilani, 2022);

(4) Legal: The information has been made public with the consent of the original source, so it
is entirely legal to gather the data you ffhn@Cobwebs Technologies, 2021);

(5) Relevant to nationalsecurity: Time again, OSINT has proven to be a useful tool for
matters relating to national security (Cobwebs Technologies, 2021);

(6) Big picture view: Using OSINT techniques can provide a general view of the
investigation, which can assist in the creatid longterm strategic planning (Cobwebs
Technologies 2021);

(7) Money-saving Regular data collecting tools and techniques can be a large investment.
Using OSINT requires little to no financial investment, as by definition it is publicly available
information (Cobwebs Technologies, 2021).

To add to this, PastdBalindo, et al., (2020) share a similar perspectiv@uesef &Alkilani (2022)
and Cobwebs Technologies (2021) in that they also identify the abundance of material available as a
significant adantage to using OSINT. However, they further add that OSINT data allows for high
capacity of computing’ big data and machine learnifighe availability of complementary types of
data®® and that the data can have a flexible purpose and wide*8¢@pstorGalindo, et al., 2020,
10285). The main aspect to keep in mind with these advantages however, is the time to train and the
capacity to purchase.

In relation to the initial seven advantages identified above, specifically that OSINT is

strategically advantgeous, it is important to consider that it is not designed to replace SIGINT or

35 This does not discount the fact that one must always be mindful of mis/dis information and social engineering.

36 This may beechnicaly true, but there is much debate around the ethics of this, especially as the revelation of some information has the
potential to cause harm iedividuals (i.e. sexual preference, religious beliefs).

87 Technological advances in computer architecturezgesors, and graphic processing units have enabled fabensive operations
associated with collection, processing, analysis and storage, which has moreover allowed analysts to process andesaralyaataf
publicly available data at a fasteregPastoiGalindo, et al., 2020).

38 The proliferation of (and emerging) data mining and analysis techniques, in addition to automation through machinedsahneing h
potential to create more intelligent and efficient investigation and decision makicespes (Past@alindo, et al., 2020).
39 Using OSINT techniques is not limited to OSINT data. The intrinsic nature of the process as a whole is broad enoughestarclald

data that has not been obtained from open sources which can complemeigaitiorst For example, classified information can be used to
enrich OSINT investigations and profile a target (PaStalindo, et al., 2020).

O asa paradigm, OSINT can be used in multiple fields (psychologic, economic, journalism, secuyitReg@rdig malicious activity,
OSINT could be used to monitor suspicious activity and people, detect radical influencers, investigate attribution taickghamdtcyber
crime, enhance digital forensics, investigate numerous trends, among many others3&astoy et al., 2020).
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GEOINT, but rather complement it. As such, it is importartonsider that what Qusef &lkilani

are referring to above is likely most relevant to smaller organizationsdmadtghossess the budget,

policy, or authority in place to employ such technical assets to their full potential. On the miditer of
second advantage, QusefAkilani make note of the abundance of material available online, but do

not account for misinfanation, disinformation, social engineering, or deepfakes, which is an aspect

of collection that is becoming increasingly relevant. Regarding leakage detection, this is an advantage
that is dependent on known vulnerabilities and the technical backgroundeostand the risk of
compromised hardware and software. On the matter of OSINT being a legal collection method, there
is room to argue some controversy here. Although by definition there is no warrant required to collect
OSINT as it consists of publiclvailable information, it is important to consider the vast amount of
information and data available that has been illegally collected and posted on the Web. Take for
example, classified documents leaked on the Web (Wikileaks), and breached datagiatedit ¢
passwords, sensitive documents, personal identifiable information, etc). At this time, the literature
acknowledges a data breach as an illegal act, however it recognizes the acquisition ofdfiter data

has been leaked to be both lawful and usaf®SINT investigations (Volkert, 2019). At the very

|l east, this certainly showcases the fAgrey spaceo
investigation, and is likely viewed differently from organization to organization dependingion the
OSINT policy.

The fifth and sixth advantage are similar to the second advantage (abundance of material) in
that analysts must be trained to identify information operdfiamsl psychological operatiofisAny
deficiency in this could result in poor assments that impact strategic, operational, and tactical
decisionmaking which can ultimately cost lives. Finally, the seventh advantage identified OSINT as a

money saving technique. While this may be true for rudimentary and some advanced OSINT

“ANATO and the US Department of Defense define informat,ofon operati
informationrelated capabilities in concert with other lines of operation to influence, disrupt, tt@arugurp the decisiemaking of
adversaries and potential adversaries while protecting our own. Information operations are coordinated military aetivitigsination

environment having specifically defined godlbey represent offensive anddefe i ve measures focused on influen
deci sions, manipulating information and informati onmakpgstems. They
processes, information and i nZ0blyGh% Vejvodova,201%, 8e mso (Joint Chiefs of !

“25planned activities using methods of communicati on ations, ot her mea

attitudes and behaviour, affecting the achievements of political and militastiolged ( Mi Defenter2914,dy.
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techniqus, time is a critical factor in all investigations. As a means to being more efficient, it is likely
that money will have to be spent on OSINT tools and datasets to streamline the process for
effectiveness. Moreover, it is not the intention to denouncefithese advantages, but instead to

draw attention to the interdependent variables that exist within the advantages and disadvantages of
any tool or technique.

Acknowledging Figure 5.2, Ringin (2022) associates a number of disadvantages to using
OSINT tediniques for investigations including information overload, identity exposure, and
misinformation. In addition to this, Ellis (2018) and Dekens (2020) add that the exposure to vicarious
trauma while conducting OSINT is important to consider as well. Winddist of disadvantages is
not as lengthy as advantages, they should certainly not be discounted. Information overload and
misinformation for example may prompt analysts to introduce tainted information into their analysis
which may ultimately affect thimtelligence picture and decisignaking. Similarly, identity exposure
is the disadvantage that can put the analyst, the investigation, and the agency at grave risk. Whether
through tracking links on websites or by using unapproved software or logimtaggleanalysts may
leave digital breadcrumbs that can allow malicious actors teatatiformation on them. In this
regard Ringin (2022) raises a critical point by identifying these as disadvantages as they can easily be
overlooked, miscalculated, or undenesited.

Moving forward, ElI'lis (2018) and Dekensd (20
sheds | ight on the effect OSINT investigations ¢
investigations can regularly expose an analyst to traumatio or images displaying murder, abuse,
and terrorism. This exposure can have lasting effectsiore 6 s me nt a isrightiulgy listedv, t hus
as a disadvantage to conducting OSINT. The acknowledgment however, is widely observed in the
OSINT comnunity and has garnered a significant response as to how one can prevent, address, and
identify vicarious trauma in oneself and oth®rs.

While each of the aforementioned disadvantages are unique in their own way, there is also an

interdependent factor thihks them together: training. Training is particularly interesting on this

43 For examples, pleasee Appendix 5.
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matter since arguably it is the foundation that mitigates against each of the disadvantages above,
which would moreover decrease the risk to the analyst and the intelligence wibyrasua whole. At
this point, there is a considerable delta in the availability of resources and courses that train against
the mitigation of risk while using OSINT techniques. Although there are a number of OSINT courses
available from several reputatdeurces such as OSINTTechniques.net, OSINT Combine,
Toddington, and the SANS Institute, the vast majority focus largely on OSINT techniques with a
small portion of training focusing on basic risk mitigation through the use of a VPN, virtual machines,
or ock puppet accounts, for example. As previously alluded to, cost and training may perhaps be seen
as a disadvantage as well. However, it is important to consider that every technique and tool has an
associated cost, but brings additional investigative ubiya

Taking into account all that has been discussed on the deterrents, risks, advantages and
disadvantages of OSINT, it is important to scale these to determine if and how they may or may not
justify the adoption of and utilisation of OSINT. While tkizncept will be explored in greater detail
in later sections of this work, it is worth reflecting on as we move forward onto the next section,

which will discuss the literature on the legal, ethical, and policy limitations of OSINT.

2.6. Legal, Ethical, aad Policy Limitations for OSINT Collection and Use

Data protection and privacy is regulated by several legal, ethical, and policy documents.
While some of these regulations are limited to a particular country, region, province, or state, they are
also reévant to those who process the data of citizens who reside in those areas as a means to ensure
that private data stays private. According to Block (2021), regulations governing data protection are
not meant to prevent the processing of personal datplsutie ad ar e meant to bal ar
fundamental right to privacy with the requirement of data exchange within society. As a means to
achieve this, 137 out of 194 countries have legislation in place that regulates data protection and
privacy worldwide United Nations Conference on Trade and Development, 2021). Some of these

documents include, but are not limited to the following:
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Canada Privacy Act, The Canadian Charter of Rights and Freedoms, the Criminal
Code, National Security Act, and Personal Infation protection and Electronic
Documents Act (PIPEDA);

0 USA: Foreign Intelligence Surveillance Act (FISA), American Data Privacy and
Protection Act (AAPPA), California Consumer Privacy Act (CCPA), USA Freedom
Act, Electronic Communications Privacy Act (EB);

Europe: General Data Protection Regulation (GDPR);

Other: Terms and Conditions (e.g. of social networking sites), Copyright Law.

O¢« O«

According to the United Nations Conference on Trade and Development (UNCTAD) (2021),
71% of countries have data protectiand privacy legislation, 9% of countries have draft legislation
in place, and 15% of countries do not have any legislation pertaining to data protection andprivacy.
The UNCTAD (2021) emphasizes that privacy and data protection are becoming incyaadivgint
as more social and economic activities occur online. The following subsections will review the

regulations which are most relevant to the scope of this work.

2.6.1. PIPEDA, Bill G11, and Bill G-27

Within Canada, data protection and privackeigulated from two positions: protection from
(1) the private secttfrand (2) the government. For example, Beesonal Information Protection and
Electronics Documents Antore commonly known a@IPEDA is such a document that exists to
figover n tionhuse aodalisclogure of personal information in a manner that recognizes the
right of privacy of individuals with respect to their personal information and the need of organizations
to collect, use or disclose personal information for purposes tbasarrable person would consider
appropri at e i n PearsbnalnfoimatiornuPnogedtianramd &lectronic Documentation
Act, 2020, 4). This act was legislated as a means to recognize that consumers and the environment in
which they are immersed are inherently distinct from consumers of the past (Penny, 2019). Data

and information drive the twendyrst century, so it is no surprise that consumers of digital spaces

44 GDPR applies to any company that collects and/or processes data on citizens of the EU, regardless of where they (&nertmeead.
Commission, nd).

45 There is no data for thremaining 5% of countries (United Nations Conference on Trade and Development, 2021).

46 pIPEDA does not generally apply to #fot-profit and charity groups or political parties and associations unless they are engaging in
commercial activities that inve¢ personal identifiable information. Additionally, municipalities, universities, schools, and hospitals are
usually regulated by provincial laws in Canada, however in certain circumstances, PIPEDA may apply (Office of the Privasyi@mmn

of Canada 209).
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should receive protection. Penny (2019) indicates three unique threats and ebahabghe
Ainformation consumer 6o faces on a daily basis. F
product. A number of authors have examined this notion and have found that people not only
consume information online, but that information atbihem is consumed as well. Both Srnicek
(2017) and Zuboff (2015) have acknowledged how consumer information and data is collected,
analysed and then monetized as a means to drive the digital ecoadamnym which Zuboff (2015)
has coined as surveillancapitalism. This is especially of concern as the digital environment is
rampant with deception, mis/disinformation, and manipulation. This, in combination with big data
analytics and artificial intelligence, can enable private sector companies to ieflueggipulate, or
distort the information environment which can result in systematic consumer vulnerability (Calo
2014; Zuboff, 2019).

The second issue that Penny (2019) identifies is based on the notion that the online
environment where information consara are active is not simply a business environment, but also a
democratic environment as well. When we consider social media, blogs, and news websites, we
understand that the digital environment is not simply a business environment, but also a social and
informational environment as well. We see this especially within social media platforms that typically
serve multiple functions such as connecting with friends and family, following local or international
news, and voicing one Auhoresuah asoBpyd (R01d) have referrgdto Twi t t e
soci al medi a platforms as finetworked publicso as
public and private spaces. To add to this, Penny (2019) also draws a significant point to consider,
describng how digital spaces such as social media platforms are a distinct amalgamation of both
consumerism and democracgoting that the majority of democratic spaces online are owned,
operated, and therefore shaped and controlled by private sector interests.

The final challenge that Penny (2019) identifies is the idea that digital spaoesherefore
the information consumerexists at a time of unprecedented distrust. According to Penny (2019),

corporate and government failure to effectively addressethireat¥’ has essentially created an

47 Such as data breaches, misinformation, disinformation, and online hate and abuse.
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information environment that is corrosive by natitewers &Jablonski (2015) have referred to a

similar noti oni nmdsusatnr ifiaIn fcoo mmpalt e xoon dchoikce butlitoe aves co

accept such harsrin ader to engage online in a social or democratic fashion. Unsurprisingly, the

failure to address online threats has resulted in mass distrust towards digital spatesh so that

in the United States, fake neuanderrtriansillegaden percei v

immigration, violent crime orracistfdo  ( Si ddi qui , 2019; Mi tchell, et a
AlthoughPIPEDAwas enacted in 200 as a means to provide data and privacy protection

to information consumers, it is evident that the informationrenment has changed at a more rapid

rate than legislation can keep pace with. As a means to protect Canadians from modern threats in the

online environment, the Government of Canada had drBfte@-11: Digital Charter

Implementation Ac020, and hadas for its First Reading on 17 November 2828ill C-11, 2020).

According to Scassa (202@®ill C-11was necessary for two reasons: fIRIPEDAO s we a k

compliance incentives were made evi dpeofilé by fAegr e
misuseo f per sonal informationodo (Scassa, 2020, np)
the European Unionds General Data Protection Reg

personal data outside EU borders unless a substantially similar Igreteftion is available in the
country of destinatiord ( Scassa, 2020, GBPRRBIlCRIwaspmeantto onal t o
address these issues in ways BPI®@EDAhad not. UnfortunatehBill C-11 had expired in 2021 with
an incomplete second readinglre House of Common8il C-11, 202).
At present relevance is Bill-27: the Digital Charter Implementation Act, 2022ccording

to the Innovation, Science and Economic Development Canada (ISEDC) (Innovation, Science and

BThe Pew eport surveyed the question, i % whup nesvgligformationscored a very b
50%. Other surveyednswers and tlirescore are as follows: drug addiction (70%), affordability of healthcare (67%), U.S. political system

(52%), gap between rich and poor (51%), violent crime (49%), climate change (46%), racism (40%), illegal immigratioer{®&%s) t

(34%), and sexisnt26%) (Mitchell, et al, 2019).

49 PIPEDA received Royal Assent on 13 April 2000, and came into effect through a number of stages beginning on 1 Januaey 2001. T

Act was in full force on 1 January 2004 (Office of the Privacy Commissioner of Canada, 2013).

50 Bjil c-11: An Act to Enact the Consumer Privacy Protection Act and the Personal Information and Data Protection Tribunal Act and to

make Consequential and Related Amendments to Other Acts. First Reading, 17 November 20201L(B02D).

51 GDPR will appy to Canadian entities who process or control data in connection with offering goods or services (with or without charge)

to, or tracking any behaviour of people within the EU (Norton Rose Fulbright, 2018).

52 The 10 Principles of the Charter are: (1) Wmial Access, (2) Safety and Security, (3) Control and Consent, (4) Transparency,
Portability and Interoperability, (5) Open and Modern Digital Government, (6) A Level Playing Field, (7) Data and Digitaddo(8)
Strong Democracy, (9) Free from hatelaViolent Extremism, and (10) Strong Enforcement and Real Accountability (Innovation, Science

and Economic Development Canada, 2022b). For additional details on each of these principles, please see Appendix 6
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Economic Development Canada22@), theDigital Charterhas been drafted by the Government of
Canada as a means to bring Canadaods privacy and
partners. Once theigital Charter Implementation Ad$ passed, Part 1 will ultimately replace

PIPEDAwith the newConsumer Privacy Protection Aghnovation, Science and Economic

Development @nada, 2022a). Part 2 of thistAvill see the establishment of an administrative

tribunaP® that will enforce the new law, and Part 3 will enactAnficial Intelligence and Data Act

to guide the responsible development of artificial intelligence within the Canadian marketplace
(Innovation, Science and Economic Development Canada, 2022a). Further to thigjtdieCharter

would also establish part ofdfturrent privacy law that regulates the use of digital records by the

feder al p ubl talone egistation undeatdeleciranit Rocwents At ( | nnovati on,
Science and Economic Development Canada, 2022c¢). Althoudi¥ighal Charterdoes sem

promising in increasing the data protection and privacy rights of Canadians, in order to be truly

effective the Government of Canada must ensure the interpretations, applications, and enforcement of
theDigital Charterare made clear. Additionally, thea@adian government must also heavily invest

in the Personal Information and Data Protection Tribunal in order for it to truly enable privacy
enforcement. A failure to do so will likely see large delays accumulating from unnecessary confusion,
constrainedesources, and a mass number of filings. However, éBigital Charterremains in

session within the House of CommoR$PEDAstill represents the legal framework for private sector

entities to abide by for any data and privacy related matters (Bill,2021).

2.6.2. ThePrivacy Actand the Canadian Charter of Rights and Freedoms

In Canada, two main bodies of legislation serve to protect individuals within Canada against
privacy violations from the Canadian government: Phgacy Actand theCanadianCharter of
Rights and Freedom3he purpose of th@rivacy Acts er ves t o fAextend the pres

that protect the privacy of individuals with respect to personal information about themselves held by a

53 The Personal Information and Data Protetfisibunal will serve to enforce the Consumer Privacy Protection Act. Specifically, it will
review thePrivacy Commissioner's recommendations to impose monetary penalties for certain violations of the Act. Additionally, the
Tribunal will act as an accest@tmeans for both individuals and organizations to seek review of any decisions the Privacy Commissioner
has made (Innovation, Science and Economic Development Canada, 2022c).
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government institution and that providemdi dual s wi th a right of access

(Privacy Act 1985). Of particular significance are the following sections withirPtiveacy Act>

0 Section 2: Purpose
0 Section 3: Definitions
0 Section 4: Collection of Personal Information
0 Section 5: Perswl Information to be Collected Directly
0 Section 6: Retention of Personal Information Used for an Administrative Purpose
0 Section 7: Use of Personal Information
Section 8: Disclosures of Personal Information
0 Section 9: Record of Disclosures to be Retained
0 Section 10: Personal Information to be Included in Personal Information Banks
0 Section 11: Index of Personal Information

This is not to downplay the remaining sections ofRhgacy Act but rather to draw attention to the
ones that are most relevant tdising OSINT for public safety. The significance of Sections 2 and 3
are that they lay a foundation to the interpretation of the Act. For example, Section 2 indicates that the
purpose of the Act is textend® the present law$of Canada that protettie privacy of an
i ndividual 6s per s on adefings kefy ermimdogynctudingil merrds Grealt i on 3
information, 06 Apersonal information bank, 0 and 0
Sections 4 and 5 relate to how the governmenteoigda n i ndi vi dual 6 s personal
sections 6L1 are concerned with how the government may retain, use, disclose, and index personal
information.

These sections, paired with tBanadian Charter of Rights and Freedo(th982)- especially
Sectian 8, the right to be secure against unreasonable search or ssieue as the bedrock that
protects the personal information of individuals within Canada. However, with the exception of
several minor revisions, thi&rivacy Acthas not evolved to reflethe modern digital environment. As
indicated in Section 75 of tHerivacy Act(1985), the administration of the Act must be evaluated on a

permanent basis, and a report to Parliament including a statement of recommendations must be

submitted. Despite thj thePrivacy Acthas not had any substantive updates since it was introduced in

54 The headings of each sectiare provided herd-or greater detail on theseciens- including subsections and exceptionqdease see
thePrivacy Act 1985 available dittps://lawslois.justice.gc.ca/eng/ACTS/Pl/pagel .html#h397177

55 Emphasis added.

SFEor example, section 8 of the Canadian Charter of Rmsghts and Fre
unreasonabl e <Lanadian Gharterof Rights andiFreedyrh9g2).
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1983 and revised in 1985. While the Office of the Privacy Commissioner of Canada has urged the
Canadian Government to update the Act, its recommendations have not yetdussh(dfice of the
Privacy Commissioner of Canada, 2022a). In their end of term statement, then Privacy Commissioner
of Canada, Daniel Therrien, indicated that the state of privacy within Canada was in a condition of
uncertainty (Office of the Privacy Conissioner of Canada, 2022b). In that same statement, Therrien
identified a resistance to change and provided some examples of how new privacy laws should
evolve, indicating that they should seek to:

O iReintroduce the knowl edmeaningfuldonsent;der st andi ng
Stipulate that personal information may not be collected for any purpose determined by an
organization but only for fAspecific, explici:Ht
Prescribe an objective standard for accountability, namely the obligatimplement a

privacy management program Ato ensure compl i@
Authorize the OPC, like many other data protection authorities in Canada and abroad, to
conduct proactive audits to verify complianc:é
Enable responsible inmation;

Adopt a rightshased framework;

Increase corporate accountability;

Adopt similar principles in public and private sectors lévggven the increased reliance on

public-private partnerships;

Ensure Canadian laws are interoperable, internationallylamestically; and

Adopt quick and effective remedies, including giving my offitke authority to make orders

and to i mpose monetary penalties where warrat
The Office of the Privacy Commissioner should have similar powers and be subject to similar

appeal procedures as its provincial counterparts, if the federal office is to remain an influential

and often unifying voice in the development
Commissioner of Canada, 2022b).

O«

O«

O¢ O¢ O¢ O«

O¢ O«

In addition to this, a reviewf thePrivacy Actin 2016 identified twenggight
recommendatiori&identified by the House of Commons Standing Committee on Access to
Information, Privacy and Ethics, and eleven recommendations from the Privacy Commissioner of
Canada (Parliament of Canaddouse of Commons, 2016). Of particular interest are
recommendations 14, 17, 18, and 20 from the Standing Committee and recommendations 2, 4, and 7
from the privacy commissioner. If implemented, these recommendations alone will greatly enhance

privacy inCanada as they will legally obligate the government to: safeguard personal information,

57 In reference to the Officef the Privacy Commissioner (OPC).
58 SeeAppendix 7 fora complete list of the recommendations.
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create explicit requirements for collection, conduct privacy impact assessments, consult the Office of
the Privacy Commissioner of Canada on legislation and regusatiith privacy implications, and,
conduct ongoing fivgear parliamentary reviews of tReivacy Act At a time when it is increasingly
easier to collect, analyse, retain, and share large amounts of personal information, it is also a time
when increasedsks of privacy violations may occur as a result of complacency. In addition to the
recommendations listed above, Commissioner Therrien had the following to say regarding the risk of
not updating the Act:

Ailn the public sect orirstriskhaf data breachesshatqae soh c € s i N ¢
properly mitigated; second, excessive collection and sharing of personal information, which

may affect trust in government; and more specifically, third, a reduced trust in online systems

that may undermine the gesnment's efforts to modernize its services and coordinate its

digital communications with Canadians.

Some governments have already moved forward to strengthen their privacy protection

frameworks, most notably the European Union. There is a risk, in my that if European

authorities no longer find Canada's privacy laws essentially equivalent to those protecting EU
nati onal s, commerce between Canada and Eur opce
Canada House of Commons, 2016, pp43Standing Coimittee on Access to Information,

Privacy and Ethics, 2016, 2).

Commi ssioner Therriends r e ma rPilvacy Actinlordes to sustdine t he n
personal information and privacy rights inenvironment that is steadilseliant onsharing
information in a networked domain. It is critical that at such a time we do not disregard this necessity

as its impacts will expand past Canadian borders.

As OSINT becomes increasingly relevant to public safety, so too will privacy laws bbal cent
to information collection, analysis, retention, dissemination, and sharing. Witdrizta systems
and technologies increasingly being employed, it is crucial to develop a means by which Canada can
extract benefit from publically available and/or om®urce information and data while having a clear
understanding of an individual s fundamental rig
recommendations, there are numerous gaps withiRrikiacy Actthat leave Canadians vulnerable to
privacy violations. Much of this has largely been observed as a result of the CTandemic,

and others as a result of the incorporation of commercial applications within public institutions. In a

number of ways, the pandemeganlteradtenddéBPodtol §
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online, and children and adults were learning in a digital environment. These actions established new
vectors of risk to privacy that are not covered in the Privacy Act or PIPEDA as neither legislation

offer protectia within the context of publiprivate partnerships, nor do they mandate application

devel opers to Aconsider Privacy by Design, or th
of the Privacy Commissioner of Canada, 2021, np). As a resultspfittctorpatient confidentiality,

contacttracing applications, vaccine passportiearning platforms, etc., were not truly protected by

any privacy framework within Canada.

However, publieprivate partnerships have been a contested issue priorpgantdemic as
depicted in the Office of the Privacy Commi ssi on
Mounted Policeds (RCMP) wuse of the Clearview Al
billions of images on the World Wide Web, and allowedRI@MP to compare and match these
images against its database. In its investigation, the OPC had found that the aggregation of biometric
information occurred without the knowledge or consent of the individuals, and was therefore illegal
and a violation oftie Privacy Act(Office of the Privacy Commissioner of Canada, 2021). In addition
to this, the investigation also disclosed extens
track, identify, assess and control novel collections of personal infamtatiough new
technologieso (Office of the Privacy Commi ssione
sheds light on the benefit of the previously mentioned 7th recommendation from the Privacy
Commissionerthat government agencies should deliagrrivacy impact assessment for new
programs to the OPC prior to any implementation. Nonetheless, as the World Wide Web and other
di gital applications become more prevalent in so

governing privacy wilheed to change in order to protect Canadians.

2.6.3. Ethics and Policy

One of the main concerns with utilising open source information is the degree by which data
and information should be regarded as public or private. Accordingwasend &WVallace(2016),

one of the main arguments that shape the perspective of researchers and analysts is that users of Web
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2.0 platforms have agreed to the terms and conditions of the domains thepomeof which

include c¢cl auses on howdanhexamineddy tliird paddies.tindheimay be ac
researchTownsend &Vallace (2016) interviewed researchers on this notion and discovered a

consensus among them in support of the use of public data with the justification that through agreeing

to the terms andomditions, users have acknowledged that their data may be acquired by third parties.
However, it is widely known that most users do not read the terms and conditions in full, and so this

poses some debate over this perspective. For exaBgld,& Crawford(2012) claim that it is

difficult for third parties to vindicate their activities as ethical solely on the basis that the data is

publicly accessible. This therefore raises questions toward whetheptigéed 2.0maintain a

reasonable expectation of yacy through the use of private accounts, password protectedbmijte

groups, and forum discussiortidgwson &Buchanan, 2013; Hewson, Buchanan, et al., 2021).

Also in relation to the matter of public and private data is the concept, risk of har@dl2an 2
Markham and Buchanan of the Association of Internet Researchers had proposed that the risk of harm
to Web 2.0 users is increased when dealing with
reputational d a tMargham & Buchaan,r2@12; & cwvosenid &/allace, 2016, 7).
However, it is important to consider that the risk of harm may not be limited to a specific user, but
also to that particular userdés network through f
may be réevant to investigate links between the user and their network, it is therefore important to
ensure that both relevant and irrelevant information on associated users is treated in accordance with

the relevant privacy laws in place throughout the conduitteoinvestigation and thereafter.

2.6.4. Conducting Ethical OSINT Investigations

While conducting ethical open source investigations for public safety may be challenging, it is
entirely possible through the implementation of processes and principlestidhbe adapted into an
organization's standard operating procedures (SOPs). In this regard, Charles Brown (2023) has

advised on the use of four principles:
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(1) Use publicly available data where possibleBy nature, open source investigations use
opensource data and information that are either freely available or publicly licensable.

(2) Ensure that investigations are targetedindiscriminate collection of data and

information can provoke risk in the form of roompliance with privacy and data legisa

and regulations, and may also result in reputational damage. The direction of clear research
parameters is a means by which to avoid this. In the intelligence community, this can be
achieved by adhering to the intelligence cycle and maintainingeltigahce collection plan.

(3) Ensure decisions are made by humand here is an increasing unease surrounding the

idea of noAhuman decision making (e.g. artificial intelligence). Although technology is vital

to investigations, it is more ethicaltoutdis i t f or the more fAmanual 0 |
such as data collection and mapping networks. Essentially, technology should assist the

analyst in obtaining the information required in order to make an assessment in a timely

manner.

(4) Remain accountiable through recording all actions taken Recording your collection

process allows an analyst to show and justify processes taken. Additionally, it can be used to
support an investigation if required by law enforcement (Brown, 2023; Blackdot Solutions,
2021).

Ethical principles such as these enable analysts to be accountable to their research and collection,

which is becoming more relevant as data is more easily accessible. Fundamentally, ethical principles

are those which serve as a moral compass in Imewengages in their dutig’n the same way the

Hi ppocratic Oath guides medi c-mdleficencegusticeiandi oner s on
respectforthp at i ent 6s autonomy with its two rules of ¢
ethical pinciples guide analysts to ensure collateral harm is not unduly brought upon innocent

civilians (Rancich & Gelpi, 1998, 147). In order to do this, the challenges that prevent analysts from

producing ethically sound work must be addressed.

When interviewinganalysts and journalists about ethical challenges they perceive in their
work, Kenausis (2021) identified a number of themes. The first theme was identified as an existing
tension between speed and quality, especially as it relates to the pressurdyggbliesh findings
and assessments without the ability to thoroughly review any analysis (Kenausis, 2021). A second
theme was centered on privacy and safety, especially in regards to protecting sources from harm that

could be realized as a result of pb®br posts that could identify a specific user as the source of the

59 A number of professional communities (e.g. medicine, law, engineering, etc.) that maintain powénergdnave ethical norms and
codes that guide their @@ns, maintain trust, facilitate accountability, and moreover steer actions toward moral good (Lorhrke, et al., 2021).
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information (Kenausis, 2021). Third is the theme of unintended consequences as it relates to a concern
that findings and assessments could be used to drive political narratives orterativarding
nefarious group (Kenausis, 2021). Finally, the fourth theme is vicarious trauma, where a number of
analysts and managers had identified their concern toward the psychological and emotional impact as
a result of frequently observing violemiaterial, including the ethical implications of tasking their
colleagues to analyse such material (Kenausis, 2021). Together these themes represent key challenges
that analytical teams are confronted with on a regular basis, and therefore show thalikimiozds
within open source research are quite common. For greater awareness on some of the major ethical
challenges encountered during open source investigations, several éfremtthe Loehrke, et al.,
(2021) interviews with analysts and journalisés’e been provided below, with additional excerpts
provided in Appendix 8:
Background The Ethical Journalism Network and the Stanley Center for Peace and Security
interviewed 8 journalists and 20 analysts with a view to obtain examples of circumstances i

which they or their teams had felt uneasy about publishing findings from their open source
investigations (Loehrke, et al., 2021, 5)

Excerpt 1: Diplomacy, Crises, and Conflict

In these interviews analysts had discussed situations when they were edradawat how
something they published might inadvertently create diplomatic tension, or result in an
escalation of pressure during ongoing crises (Loehrke, et al., 2021, 5).

Excerpt B: North Korean Missile Base

AThere was t hi s No ratdlij seé¢ted. The dase had bees théreea whila.$ e . H
wrote an update on the site, based on some recent imagery. The report ended up getting some
media coverage, reframed, and put in context with ongoing diplomatic efforts. This was

during some sensitive monthstween the US, South Korea, and North Korea.

The media coverage of the report ballooned. The story got big enough that the US and South
Korean governments commented on the missile developments.

I thought it was useful analysis. Nothing flashy. But it¢oa a life of its own after we
published. o (Loehrke, et al., 2021, 6).

Excerpt 2: Unintended Consequences

In some situations, analysts may inadvertently discover information that, if published, could
likely assist nefarious actors, or result in colldtdemage to systems in place that are

designed to sustain a common good. For a number of reasons, these situations can get difficult
to recognize (Loehrke, et al., 2021, 6).

60 Forexample, an investigated subject may be able to discern monitoring methods, equipment, technological / analytic catpability, d
sources, etg(Kenausis, 2021

51 In the interest of space, only one excerpt from each topic is shown here. Please see Appendix 8 for additional excerpts.
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Excerpt A: Tracking Terrorists in Africa

Al was usi ng s a taeelrdrist organizatioraing Africay | idemnified sonaec k
activity but also inadvertently discovered a US and allied military operation. | shared it with a
contact, who asked me to not publish because

More than happytodotha#iot a probl em. That és why we do r
al., 2021, 6).

Excerpt C: Russian and Syrian Bombing Sorties

iWe obtained cockpit recordings of Russian al
some open source and geospatial mappingym@enting evidence and cressrroborating

data, we could validate the tapes. And show Russian involvement in strikes on hospitals in

Syria.

We reported it. They bombed one of the hospitals again. We reported it, again. Our story was
held up to the Russieambassador in a UN Security Council meeting. Soon after, Russia
withdrew from an additional protocol to the Geneva Conventions and, later, the UN
deconfliction system.

Obviously, theyo6re aware now that tforereds ski
war crimes using evidence that they canodot def
7).

Excerpt 3: Privacy

As open source information makes it easier to identify individuals and sources, it is getting
much more difficult for teams to pett the identity of their sources. This issue is
compounded by the growing requirement to consider the safety and security of sources,
subjects and bystanders (Loehrke, et al., 2021, 7).

Excerpt A: Protecting Sources
iWe have to be e xdsinglwystemderyviden inow fepottingw h e n

Immediately after an eveditsay an explosion or some act of violedet 6 s f ai rl y ¢ omr
find firsthand video of the event posted on social media. It can be immensely valuable for

verifying a story and adding visgalBut by showing video evidence and how we verify a

story, it can endanger the person who uploaded the video.

We were doing a story about a missile strike in a country in the Middle East. We found video

of the strike and got in touch with the person wdaktthe video. We wanted to include the

video in our reporting. But based on the vid:¢
building, apartment, or window our contact was standing in when filming. That could get the

person arrested or bring harm tcaanfly.

In this case, we didndét publish the video wit
But you have to anticipate this stuff. You c:
this?0 You can ask the same questions intern:
wrongdhhoi ce could put someone in danger. o0 (Loeh

Excerpt 4: Interaction Between Analysts and Journalists

Some open source analysts may work with journalists as expert sources as a means to ensure
the perspective the journalist is providisgralid, precise, and within the correct context.
However, things can still be misinterpreted. In the interviews, analysts and journalists both
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acknowledged their lack of coordination on their shared responsibilities if ethical challenges
emerge (Loehrkest al., 2021, 8).

Excerpt A: Misinformation
AiYou have to be really careful with what youf¢

There was a recent report about an explosion at a nuclear facility in Iran. Some people in the
nonproliferation community used geospatial datadbdate the location. Those analysts did
nothing wrong. It was fine.

But a reporter picked up the story of the ex|
way, 0 an international inspector wactkeddet ai neq
nitrate residue on the personé6és hands.

That reporting was horribly irresponsible. All the facts were correct but presented in a way

that creates the false impression that an international inspector had planted a bomb in a

nucl ear f a c imisinformation $tdrts, andl & codildoerade trust in the essential

wor k that inspectors do. o0 (Loehrke, et al .,k

Together, these excerpts identify a small portion of the ethical challenges that are ever present in open
source investigations. This Wwever, should not invalidate open source analysis as a method for

contributing to public safety, but should instead draw attention to the requirement for ethical

considerations to be taken into account alongside analysis. While this often falls upda a sing

anal ystds responsibility, these excerpts clearly
multiple stakeholder effectssomething a single analyst should not be tasked with or navigate in

isolation.

2.6.5. Navigating Ethical Challengs

Navigating ethical challenges in open source investigations appear to be gaining more
attention as such methods grow in popularity. According to Kenausis (2021), only a handful of
organizations possess a code of ethics to assist in decision makireyidérece cited here is
specifically in reference to analysts within international security policy fields and those tracking non
proliferation, ceosntpaabrleids haegda i fnisetl dismborseuch as jour

have little to no ethicajuidelines in placéenausis, 2021).

In their interviews, Loehrke, et al. (2021) have established that while analytic training is
predominately available, training on ethics is not. Their interviewees had discussed the availability of

technical trainingand workshops focused on data analysis, platforms, sensors, and types of data, but
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during such training, coaching on ethics within open source investigations was simply not present. As
a result of this, Loehrke, et al. (2021) indicate that analysts hagehylaadopted an informal means to
navigate any ethical dilemmas within their work (Loehrke, et al. 2021). Commonalities of these exist
between Kenausis (2021) and Loehrke, et al. (2021) that identify analysts substituting alternative
processes for ethicor example, Kenausis (2021) and Loehrke, et al. (2021) both observed that (1)
analysts will often reach out to trusted peers for their opinion on a situation and (2) analysts often treat
accuracy and transparency as an adequate substitute for ethilesp@énireview in addition to the

pursuit of accuracy and transparency are key to any investigation, they are both inherently distinct
from the evaluation of any ethical implications that may arise from publishing an investigation. It is
apparent that wiih the literature on ethics in open source investigations, that this distinction has not
been made clear enough, which is likely a result of a lack of clear and widely accepted ethical

guideline for open source research.

In their work, both Kenausis (20R&nd Loehrke, et al. (2021) reference two ethical
frameworks that may be utilised as an ethical standard in the open source community. These
frameworks are the Markkula Framework for Ethical Decision Making and the Berkeley Protocol on
Open Source Invegfations. Kenausis (2021) maintains that incorporating ethical guidelines such as
the Markkula Framework will provide analysts with the preparation required to confront ethical
dilemmas in their investigations. In short, the Markkula Framework is center@ceeessential
principles® (1) Identify the ethical issues, (2) Get the facts, (3) Evaluate alternative actions, (4)
Choose an option for action and test it, and (5) Implement your decision and reflect on the outcome
(Markkula Center for Applied Ethic2021). Combined, these principles are intended to provide
analysts with a means to explore and identify ethical courses of action while considering six ethical
lense&® to understanthe varying ethical dimensions at play (Markkula Center for Applied Ethics,

2021).

62 please referencppendix 9 for further details of the Markkula Framework

63 The Six Ethical Lenseshich the Markkula Framework utilises include: (1) The Rights lens, (2) The Justice Lens, (3) The Utilitarian
lens. (4), The Common Good Lens, (5) The Virtue Lens, and (6) The Care Ethics Lens (Markkula Center for Applied Ethics, 2021)
Descriptions of edtone can be found in Appendix 9.
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Akin to Kenausis, Loehrke, et al. (2021) also recognize the lack of ethical guidelines among
the open source community. However, they suggest an alternate ethical framework to provide analysts
with the tools required to confront ethical issues: Beekeley Protocol on Digital Open Source
Investigations. Cgpublished by the Office of the United Nations High Commissioner for Human
Rights (OHCHR) and the Human Rights Center at the University of California, Berkeley, School of
Law (2022), this documemmphasizes professiorfaimethodologicaf® and ethical principlé$that
should be administered while identifying, collecting, preserving, analysing, and presenting open
source information for criminal and human rights investigations. At its core, thel@&eFm@tocol
speaks to the proliferation of publicly available data and the capacity to which it can have as
presenting evidence of human rights violations, war crimes, disinformation campaigns, and other
global incidentsIn reference to the Protocasa whole,Renshaw & haplin (2020) assert that the
frameworkisi mi ndf ul of the pace of technol ogpécifica deve
rules, and instead proffers a legal, ethical, methodological and sdwasitg framework for those
carnjngoutopers our ce i nvestigationso (np). As a result
Protocol arguably enhances an analystoés ability
modern techniques and skill sets that can adapt to technolog@aie. With consideration to this, it
is reasonable to assert that the Berkeley Protocol is an ethical framework that is more fitting to open
source investigations than the Markkula Framework, which is more theoretical in nature. However,
the Markkula Frme wor k does provide a solid philosophical

ethical thinking and mindset.

64 professional Principles: Accountability, Competency, Objectivity, Legality, and Security Awareness (Office of the Highs@oramis
for Human Rights, and the HumangRts Center at the University of California. Berkel&ghool of Law, 2022, £15). For additional
details please reference Appendix 10.

65 Methodological Principles: Accuracy, Data Minimization, Preservation, and Security by Design (Office of the High Comnfiesioner
Human Rights, and the HumargRts Centeat the University of California. Berkeley, School of Law, 2022151 For additional details
please reference Appendix 10.

66 Ethical Principles: Dignity, Humility, Inclusivity, Independence, and Transparency (Office of the High Commissioner forRightan
and the Human Rights Center at the University of California. Berkeley, School of Law, 261%),. Fbr additional details please reference
Appendix 10.
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2.6.6. Policy

In consideration to the sensitivities associated with open source investigations, it is vital for
private and public organiians to develop a policy that clearly outlines how investigations are
carried out. According to Michael Bazzell (2022), this type of document should at the very least
outline the approval process, a minimum training standard, and an appropriate use policy
Additionally, it would also be appropriate for such policy documents to outline the tiers at which
investigations may occur. For example, recall from section 2.2 that the Royal Canadian Mounted
Police (2021) had developed the three tier strucByeeprating investigations into various tiers,
the RCMP ensures that its analysts are better prepared to understand the arcs within which they are
legally, ethically, and professionally able to investigate. Furthermore, these tiers can assist in ensuring
thatonly properly trained analysts are assigned to conduct work at the level to which they are trained

and authorized, which ultimately protects both the analyst and the organization.

In addition to the above, it is important to consider that definitionstafres such as
Afriendingo or Afoll owingd may al so be required
assist in defining the types of interaction that are acceptable. According to Bazzell (2021), headings to
consider within a policy document inicle, but are not limited to: Statement of Intent, Definitions,

Appropriate Use, Approval Process, Training, Retention/Audit, Agency Forms, Acknowledgement of
Technological Advancement, Revision History, and an Appendix. Of course, depending on the type of
investigative work being conducted, it is likely for analysts to come across abusive material or

mat erial which may indicate a crime of a specifi
have a mandate to investigate. In this regard, organizatiangd consider how this type of material

should be dealt with and engage with the relevant organizations beforehand so a practice is in place

and is easily executable in a short period of ti
Material (CSAV) policy - which aims to provide a baseline procedure for the proper handling of

illegal digital material at the time of writing, there does not appear to be ample research available to

review on this matter. This is likely a result of the sensitivareadf open source policy documents,

and the lack of academic discourse on this specific topic. However, in such situations it is critical to
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be mindful and anticipatory of what one may fi

on'¢” discovey guidelines.

2.7. Conclusion

This section has reviewed the literature on open source intelligence, especially as it relates to
the value it brings to investigations associated with public safety and the capabilities associated with
varying open sourceols. Additionally, it also explored tradecraft, cultural, resourcing, and
partnership deterrents to progress, and the legal, ethical, and policy limitations of utilising OSINT.

As a whole, the key takeaway of this literature review is that the spae biftéinet and the
World Wide Web have enabled open source investigations to be an effective and efficient tool for
reaktime investigative and analytical capabilities. Regardless of this however, the literature has drawn
its largest gaps from the existitegal, ethical, and policy issues regarding current data and privacy
laws. Thus, the use of open source intelligence techniques must be applied to an appropriate ethical
framework standard to the work environment in which it is carried out. This inylartis crucial to
uphold not only while privacy and data protection laws are revised and updated in Canada, but also so
that any evidence collected as part of an open source investigation proceeds with the evidential
requirements necessary to be deemeaudissgible in court.

In relation to this dissertation, my research will address these gaps through two approaches.
First, this work will conduct case studies that will situate the reader to understand how OSINT may be
used for situational awareness, firglim person, group, or location, and for verification. Secondly, it
will also address these gaps by conducting Access to Information and Privacy (ATIP) Requests to
several government agencies in order to understand the policies and authorities thahgovern t
OSINT collection capabilities. Additionally, where available, the ATIPs will also address the means
of training by which various government departments use to equip their analysts with the proper

tactics, techniques, and procedures for conducting O 8iixestigations.

6
describe what the analyst should do, how they should do it, and how to communicate the situation up, down, and aeawss their t
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Determining the value of open source intelligence for public safety is an area of academic
discourse that is becoming more relevant and significant as databases of information become more
widespread, and therefore inherently more exphdé. This research will contribute to new
knowledge by identifying issues and vulnerabilities relevant to OSINT collection and by
recommending approaches to mitigate against those issues and vulnerabilities. The intent of this work
is to contribute to amreness of how OSINT can be used as an effective tool that can have an impact
in how public (and private) agencies can contribute to public séfieeover, this work has drawn
on a number of existing theories and methods in order to build a framewdhisfogsearch to ensure
the intent of the work is met. The Intelligence C§ténd social network analy$&tsre in many ways
foundational to how this research was conducted, how the results were interpreted, and how

recommendations were approached.

%8 The intelligence cycle is a cyclical process that models how intelligence analygtsutaheir directediasks. As per the National
Defence Land Force Information Operations Intelligence Field Manual, the cycle contains four steps: 1) Direction; 2nC8)lecti
Processing; and 4) Dissemination. All four phases of the cycle may ocmurtently and be revisited if required (National Defence, 2000).

69 See Chapter 3Theoretical Framework.

60



Chapter 3: Theoretical Framework

3.1. Introduction

Modern interaction occurs on a sodiethnological domain. How we connect, communicate,
share our thoughts, and keep informed is largely serviced by applications and platforms such as
Facebook, Twitter, Itagram, TikTok, and Reddit. As these applications and platforms are used, they
increasingly become databases of information on the people, places, and things that we interact with
on a daily basis. Bearing this, and considering the initial explanatidre dfternet and World Wide
Web in Section 2, our online interactions can be represented by networks. When forensically
examined, these networks are able to provide a significant amount of information about a person,
place, or incident of interest that csignificantly inform analysis in ways that traditional intelligence
disciplines cannot. In consideration of this, thisdrgation will utilise networkhteory as the lens
which this work will observe the problem through. As such, this chapter will igéswtyf concepts

and provide an evaluation of theory and how it is relevant to this research.

3.2. Key Concepts

Network theory is a derivative of graph theory, and is employed in numerous fields including
sociology, physics, computer science, public healtld neuroscience. Its applications are vast and
include the distribution of the electric grid, logistical networks, social networks, the Internet, and the
World Wide Web. Within network theory are various means of analysis. This work will largely focus
on social network analysis as this perspective p
through a social lens characterised by nodes and links. This section will introduce a minimal set of
concepts used in social network analysis.

Networks can béoth simple and complex in nature. In their most basic form, a network
represents a relationship, or rather, a linkage of some fashion. In essence, networks are dynamic
objects that are constantly evolving and changing as a result of the activitiessimmdeaf the
components they are made from (Watts, 2003). In more formal terms, a network is made up of nodes

(also called objects) and a description of the relationship between the nodes (Kadushin, 2004). For
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example, Figure 3.1 depicts a very basic ekwvith two nodes (N1, N2), and a linking relationship.

In this example, N1 and N2 may represent two people. Relationship 1 may represent two people who
are in the same class together. Relationship 2 may represent a single directed relationship between N1
and N2, but not between N2 and N1 (e.g. you may follow a celebrity on Instagram, but they do not
follow you back; or, you may supervise someone who does not have any other subordinates).
Relationship 3 may represent a symmetrical relationship betweend\2a(e.g. you are friends

with someone on Facebook, and they are friends with you). These arhmssby called links -

represent the direction of the relationship within a network.

o————— o @ - —
N1 N2 N1 N2 N1 N2

Relationship 1 Relationship 2 Relationship 3

Figure 3.1: Link and Node Relationships in Networks
Source Kadushn, 2004

When describing a network, it is also important to describe the distance between nodes. For example,
Figure 3.2 represents a transitive relationship between three nodes. In this network, there are two steps
between N1 and N3. However, since N1 Aasciprocal node to N3, this network can be said to be

transitive (balanced) because N1, N2, and N3 are directly linked together.

N2

Figure 3.2: A Transitive Network
Source Kadushin, 2004, 6

7OﬁEdges,c‘) fities, o0 ficonnection, 0 or fAarcsodo are synonymphus with

theory.
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By examining the relations between nodes, social networksigalyns to explain social phenomena

that may not be otherwise apparent. With the above basic concepts in mind, the following are a list of
common and relevant terms which are applicable to the scope of this work.

Common Patterns Amid Ties

0 Direct Link : A path that directly links nodes together (Kadushin, 2004, 35) (e.g. Node 1 is
directly connected to Node 2 in Figure 3.1, Relationship 3).

0 Indirect Links : A path that links a relationship via another node that is not directly connected to
the initial node(e.g. Node 1 is connected to Node 3 via Node 2 as depicted in the following
illustration below)

®
N1

.
-
_'13

k |
=
2@

Figure 3.3: An Indirect Network
Source Kadushin, 2004, 35

0 Multiplexity : A link between two actors that services multiplicity interests. For example, two
people who work together, but also happen to be friends are said to have a multiplex relationship
(Kilduff & Tsai, 2003).

Strength: The strength of a tie (link) is often defined in combination of time, intimacy, and
reciprocity. Strength may range from We@frequent and distant links) to strong (frequent,-lost
lasting) (Granovetter, 1973).

O«

0 Direction: Links may have an arrow to indicate the direction of the relationship, or a means by
which nodes can reach other nodes (Kilduff & Tsai, 2003).

0 Symmetry (reciprocity): Symmetry and reciprocity represent balance in the network. For
example, a network that has a high degree of reciprocity represents symmetric ties between
nodes. So, if N1 likes N2 and N2 also likes N1, the link is symmetric (reciprocal). iKetthat

have a low degree of reciprocity may indicate a hierarchical network, with some nodes receiving
likes that they do not reciprocate (Kilduff & Tsai, 2003).

O Bridge: A bridge is a concept within Granovetterd
Here, Granovetter asserts that weak ties fare
to strong ties, which should be underrepresented in that role. This does not preclude the
possibility that most weak rflb82,d30hBridgesmay such f

also serve as conduits, carrying information and influence to clusters that would otherwise not
receive such influence (Kadushin, 2012, 58).
3 Strength of Weak Ties Granovetter had hypothesized that important information
and oppawunities flow from nodes (people) that have limited links (Kadushin, 2012,
52). According to Granovetter (1982), i Ou
|l i kely to be socially involved with one a
t i es 0) .setdfpange ntade ep of any individual and his or her acquaintances
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will constitute a lowdensity network (one in which many of the possible ties are

absent), whereas the set consisting of the same individual and hisctdeéiends
willbedenselyhi t ( many of the possible Iines pr.
Granovetter, 1983, 263).

0 Structural Hole: A lack of connections, orlinkso pposi te of density (Kadu:
gap between two actors or two clusters of actors (A and B) thaecspalnned by another actor
(C) who may, thereby, become the only member to belong to both A and B (if these are clusters),
orwho serves asthe oriiter me di ar y b e t(Kieu# & Tsai, 2@08, d36)B 0

Common Measures of Individual Actors

0 Node (syronymous with vertices, entity, actor) A set of objects that are connected together to
form a network llykamp 2022; Kadushin, 2012). See Figure 3.4 below.

0 Link (synonymous with arc, edge, te, connection) Refers to the relationship between nodes.
Links may also be directed or undirected (See Direct Link and Indirect Link atddyegrip
2022). See Figure 3.4 below.

0 Hub: A nodethat has a large degree (many linksykamp 2022). See Figure 3.4 below.

F
e

Node @
Link —
Huk @D

Figure 3.4: Nodes, Links, and Hubs

Source Author rendered

Note: The Hub is enlarged in this network for illuswatpurposes, and may not necessarily be
enlarged in other network depictions.

0 Degree Degree centrality refers to the number of links which a node has within a network, and is
usually broken down into two components: indegree centrality (the populatity obde; the

amount of people who ask an individual for advice) and outdegree centrality (the amount of
people that person might give advice to). A higher value indicates a greater degree of
centralization over a central point(s) (Kilduff & Tsai, 2003).

0 ClosenessCloseness centrality is the extent by which the most direct path that connects one

node to each of the other nodes in a network is short instead of long. This type of measurement is
only relevant for a fullyconnected network that has no isethhodes. A closeness centrality

score that is high conveys a node that can access multiple other nodes and can therefore be said
to be relatively independent from the control of other nodes (Kilduff & Tsai, 2003).
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BetweennessBetweenness centrality isdused on how a node functions as a link for other

nodes not directly connectedtcd s or tb edfwefeqq@ or i ntermediary

network that creates the shortest connecting path between nodes (Kilduff & Tsai, 2003).

Distance The disance across a network between nodes. If these nodes represent people
connected to a focal node, then they make

concept of the ASmall Worl do network theory

3 Small World Network: A network comprising short distances that link a single node
to all other nodes in a given network (Kadushin, 2012, 52).

Role/Position Applies to how nodes may relate to other nodes within a given network
(Kadushin, 2012, 53).

Eigenvector. The scale of whiclh node is connected to other nodes that are highly central
(Kilduff & Tsai, 2003).

Centrality (Popularity) : The centrality of a node is the degree to which a node inhabits a central
position within the network. This may include maintaining links to ottoeles (degree

centrality), the ability to reach other nodes (closeness centrality), connecting nodes that otherwise

have no direct links (betweenness centrality), or having links to centrally located nodes
(eigenvector centrality) (Kilduff & Tsai, 2003, @B

Prestige/Diversity. In reference to the prestige or diversity of positions a single hode can access
(Kadushin, 2012, 257).

Brokerage (Broker): A node that has links to a variety of other links in other clusters that also
has access to ideas/infornmatithat are otherwise not present in their own cluster (Kadushin,
2012, 103).

Distance (ClosenessPistance from one node to another is a requirement of measuring
betweenness. Distance is typically a measurement of the shortesé@umaant) path betwe

nodes (Kadushin, 2012, 304).

Path: A trajectory of nodes and links (edges) contained in a graph (Bockhold & Zweig, 2017).

Common Measures to Describe Networks

O«

O«

Size The number of nodes within a network (Kadushin, 2012).

Component Also referred to asomponent subgraphs, a component is a segment of a network
that is disconnected from the rest of the network (Tsvetovat & Kouznetsov, 2011).

ConnectednessA network is said to be connected when each node has the ability to reach any
other node directlyrandirectly through an intermediary. In essence, there are no isolated nodes
(Kilduff & Tsai, 2003).

Cohesion Two nodes within a clique are said to be structurally cohesive because both are

constrained by the composition of their group. Irrespectivimkdges to each other, two nodes
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that are reachable through other nodes can be
(Kilduff & Tsai, 2003, 58).

Figure 3.5: Nodes A and B are Structurally Equivalent. Nodes C and D are Structurally Cohesive
Saurce Kilduff & Tsai, 2003, 59.

(@]

(@]

(@]

Density. The number of links within a network (opposite of structural hole) (Kadushin, 2012).
Density is calculated as the number of links in the network divided by the maximum number of
links that are possible in the netkdKilduff & Tsai, 2003).

Centralization: The degree to which a network is centralized over one or several nodes (Kilduff
& Tsai, 2003).

Transitivity (balanced): A type of balance theory that anticipates relations among three nodes to
be complete. Sof N1 considers N2 and N3 as friends, then it is expected that N2 will also

observe N3 as a friend, therefore creating a t
number of complete transitive triples divided by the number of triples for whickdttidon of
one missing |link would make them completeodo (Ki
Homophily: A The tendency of actors to interact wit
other actors similar to themselves on such dimensions as ethnicity, agati@hl attainment,
gender , etco (Kilduff & Tsai, 2003, 134) . Ha v i

Mutuality/Reciprocity : Mutuality implies that relations are reciprocal and any asymmetry
within a relationship has little to no consequentadushin, 2012).

Propinquity : A subset of homophily that indicates that nodes are inclined to form links to other
nodes (people) that are geographically close to each other (Kadushin, 2012).

Clustering: A clustering coefficient measures the quantity @des that are linked with each
other. I n essence, it can be said to measure i
that in large networks clustering may be difficult to interpret (Tsvetovat & Kouznetsov, 2011).

Clique: A clique refers t@ group of nodes that has two characteristics: (1) All nodes have a

direct link with all other nodes in the group, and (2) there is no node outside the group that any of
the nodes have a link to (Kilduff & Tsai, 2003).
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The definitions above represennomon key terms associated with network theory and social
network analysis. It is important to note that these terms are not exhaustive, and that there are
numerous others pertinent to describing patterns among ties, measures of individual actors, and
measues to describe networks. They do not appear here because they are out of the scope of this
work, not because they are irrelevant to social network analysis or network theory as a whole. On

account of this, the next section will evaluate network theorysao@l network analysis

3.3. Evaluation of Relevant Theories

It is difficult to ignore the interconnectedness of society and the networks that exist among us
as part of our routine everyday life. For example, our social network (physical or dibgal),
electrical grid, the transportation network, logistics networks, the telephone network, the Internet, and
even the World Wide Web. Each represents a network that is intertwined and therefore interdependent
on each other. If there is no electricity, rénés no fuel. If neither are available, there is no
transportation of goods, no Internet, Web, et cetera. So then, why are networks so ubiquitous?
Estrada&kni ght (2015) have argued that O6ébeing net wort
systems (@. society). In consideration of this, it is reasonable to state that as societies grow more
complex, the networks that enable them to function will simultaneously become larger and more
complex. However, this growth is not limited to individual actorsades. The relationship®r
links - that define a society are what bind networks together and help us to understand their evolution.
For example, network links may represent physical [ihkéysical interaction& ethereal

connectiong? geographic closeess’* mass/energy exchangesocial connection&,conceptual

" For exanple, a road network, the cables that linkltiternet, or neural and vascular networks within our bodisgdda &Knight,
2015).

2 For example, an interaction determined by physical fdetrgda &Knight, 2015).

3 For example, an intangible connectias in the World Wide Welkétrada &Knight, 2015).

4 For example, cells connected together in tissue, or connecting countries onEstrega(&Knight, 2015).

75 For example, trade networks, reaction networks, metabolic networks, food webs, etisttada (&Knight, 2015).
76 For example, friendship, familial, or collaboratidis{rada &night, 2015).
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linking,”” and functional linkin§ (Estrada &Knight, 2015, 2) According to Estrada and Knight
(2015), each of these concepts are not completely isolated from each other, and thus warrants the
necessity to interpret a network from various points of view. Such various perspectives have been
brought forward by several key theoristhich will be discussed below.

The emergence of social network analysis initially emerged from the work of Stanley
Milgram who in 1967 conducted an experiment in an attempt to understand how people are connected
to each other (Freeman, 2004). During this experiment, Milgram had tasked random people with an
exercise that required them to forward a packageone of theimcquaintances who they assessed to
be able to reach a specific target individual (Milgram, 1967680 Over the course of his research,

Milgram had discovered that most of the participants were linked by six acquaintances, which led to

the popularphras fisi x degrees of separationodo stildl in us
Mor eover, Milgrambébs experiment had contributed a
and connectedness between people.

A second significant approach in socialnetwo anal ysi s is the work of
network structures. In 1973, Granovetter cl ai med
friends) were not as significant as their Aweak
employmen-whi ch initially brought f or we¢Gradovettdie not i on
1973). In his subsequent research, Granovetter (1983) further explained that weak ties were much
more likely to serve as bridges than strong ties as they connecidabciles that are distinct from
their own, thereby acknowledging the value of diversity in relation to greater access to information.

According to Granovetter (1983),

T For example, citationetworks (Estrada & Knight, 2015).

8 For example, part of a machine activates the function of another machine; one regidmahtfimnctionally connected to another

(Estrada & Knight, 2015).

PThe original instructions were as foll ows: fiEach piaimgaon who volu

document, which served as the main tool of the inga8tin. Briefly, the document contains: (1) the name of the target person as well as
certain information about him. This orients the participants toward a specific individual. (2) A set of rules for réactairget person

Perhaps the mostimportantu | e i s: 61 f you do not know the target person on a pe
this folder é to a personal acquaintance who is more alffrstkel y than
namebasi s. d& This rule sets the document into motion, kowihemg it from

target person. (3) A roster on which each person in the chain writes his name. This tells the person who reckieesxaetly who sent

it to him. The roster also has another practical effect; it prevents endless looping of the folder through participavs afteatly served

as links in the chain, because each participant can see exactly what sequence ofpessoised up t o hi s own participa
64).
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AfAcquaintances, as compared to clogles friends,

than oneself. Those to whom one is closest are likely to have the greatest overlap in contact

with those one already knows, so that the information to which they are privy is likely to be

much the same as that which206ne already hasbo
In comparison to their research in 1973:

ALi nkage of micro and macro | evels is thus nf¢
devel opment of sociological theory. Such | inl
seen as indispensabletoindivi al s 6 opportunities and to thei
strong ties, breeding local cohesion, lead to overall fragmentation. Paradoxes are a welcome

antidote to theories which explain everything

Within adecade of research, Granovetter determined the significance of diversity within social

circles. Furthermore, their work on network structures was foundational to social network analysis as

it provided a new per spect idtheroteim whidntheysnightimavef i c anc
in oneds 1|ife. I n regards to public safety, such
recruitment campaigns and hostage rescue, thereby providing a potential method of mitigation against
possible threatthat can emanate from such means.

Constructed from concepts of Granovettero6s st
notion of six degrees of separation, Duncan J. Watts established the small world hypothesis. In short,
Watt so66 hypotwhiedhe majosty o ietvarks aird taghly clustered, they are also far
reaching (Watt s, 1999). To add to this, in Watts
interconnected, and each one has a weak tie that is able to link to any other nodetimdHewithin
a few degreé8 (Watts, 1999). Thus far, this hypothesis has been adopted by numerous research fields
in an attempt to understand the organization and functioning of several networks including the spread
of information, the spread of AIDS, aegten the collapse of financial markets (Buchanan, 2002).
Furthermore, Wattso6 small worl d hypothesis all ow
approach as opposed to a traditional hierarchical approach which can prove useful when analysing

asynmetric threats. Ultimately, this enables an analyst to acutely consider a networked approach,

80For example, someonedés network of friends is wusuallyrlagsi ghtly con

But, despite a ficlust er ed oeparationkong rodeir agersdd cah gilf reaohéasomplétexstratigegr ees of s
through a small number ebnnections (Ressler, 2006).
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which can moreover provide critical information on significant nodes (hubs) within a network, and
how that network functionsall of which can be used to inadtemtly fracture an organization.
In consideration to the theories above, social network analysis has immense applicability to
the intelligence community tasked with public safety. According to Wheaton and Richey (2014),
analysts have used social netwonlalgsis to identify key people within an organizatfdigentify
strategic agent networks, and associate new agents and information flows throughout networks. They
further argue that social network analysis can also be used in combination with othéradnalyt
practices including but not limited to Geographic Information Systems and Intelligence Preparation of
the Battlefield® as a means to produce reliable predictive analysis (Wheaton & Richey, 2014).
However, social network analysis does have its linaitettj especially as it applies to data overload.
As previously implied, the Web is very large with significant amounts of data flowing
through it. So, if one were to input troves of data from multiple social networking sites it would
inevitably be ratheritficult to find persons of interest if one does not already have a start point.
Essentially, there would be too much Awhite noi s
efficient (Wheaton & Richey, 2014). As a means to overcome this howeatyse should separate
their datasets into research specific investigat
other data sets for relationships and similarities, unless the software they are using does not permit
them to search concemtly while already in an investigation. In this case, the solution would simply
be switching or upgrading software. Mor eover, us
likely not result in any meaningful analysis. Instead, looking at partidakasets for specific
information and removing (filtering out) unnecessary entry points is what will take an analyst from an
overwhelming large network graph to one that is organized and meaningful.
An additional disadvantage with social network analysikides the possible introduction of
bias (European Commission, 2014). At this time, bias is understood to be a disadvantage because the

analytical output is highly dependent on which data (nodes and links) are included within the analysis

81 For example, by determining a node's degree centrality.

82 Intelligence Preparation of the Battlefield (IPB) isa meansofdefng t he oper ati onal environment . il PB
process by which enemy capabilities, vulnerabilities and probable courses of action (COAs) in a specific geographit @reaearemi n e d 0
(Department ofNational Defence, 2001).
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(European Comins si on, 2014). This can be a result of
sets, and a subjective interpretation of the research question. A means of mitigating this however can
be sought through careful framing and consideration of therodsgaestion beforehand (e.g. group
discussion, brainstorming), peer review, and including a caveat to analysis wherever an analyst may

perceive missing or absent déta.

3.4.Relevance to Research

Network theory, more specifically social network analysislargely be used as a basis for
exploring and interpreting how meaning can be generated to inform analysis. On these grounds, it
may also be used to critique and assess the context in which this theory is most useful, to determine if
the theory has geger significance if used in a unique way, or, if social network analysis can be used
by analysts to develop hypotheses for their research and overall assessments. It is important to note
here that it is not the intent to conduct complex mathematicaliengr@s with network theory or
social network analysis, but instead to consider how the concepts of the theories can be used to
explore analysis as it relates to public safety through open source intelligence. In essence, using
networks as information maps.

In relation to public safety, analysts may be confronted with datasets that will require them to
discern patterns, connections, and relationships in order to assist with answering questions to the
intelligence problem. These questions may range fromizeeaad structure of a group (e.g.
centralized, decentralized, hierarchical), its evolution (e.g. path to leadership to identify possible
replacement leaders), its pattern of activity (e.g. meetings on a certain day/time), and so on. Through
further analys using a network lens, an analyst can obtain additional information from datasets
including:

0 If the network forms a connected structure (e.g. how many nodes interact with each other);
0 If the nodes represent a Gaianlike distributior?* or if they are skwed with some nodes
having a larger number of links, while others have few;

83 For exanple, if an analyst is only able to obtain datasets for a specific timeframe, location or other variable, then it ig bmportan
acknowledge how missing datasets make skew the interpretation. Additionally, throughout their analytical process ansirwalystdear:
known knowns, known unknowns, unknown unknowns, and unknown knowns.

84 | e. a Bell Curve.
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0 If there is a central node (hub) within the network, and the percentage rate of interaction that
includes this node;
0 If there is a node that is critical to the passage of infoomab the rest of the network;
3 Is the node a critical part of the network?
3 How will the network exist or evolve without this node?
3 How resilient is the network?
0 The most and least steps (degrees) that one node is separated from others;
0 The average degeebetween nodes;
0 If the network is transitive (e.g. If N1 passes information to N2 and N3, is there a high chance
(>33%) that N2 also passes information to N3?);
0 If and where there are any potential bottlenecks in communication;
0 If there is a pattern amorige nodes (e.g. are the links random or do they follow or form a
specific pattern?);
0 If the nodes with a higher number of links usually interact between themselves, or if they
prefer interaction with nodes that have very few links?;
3 Are the nodes disasgative®™>?
0 Ifthere is a central core of nodes that dominate the network;
0 If the network can be divided into two (or more) disjointed groups of nodes (Partially adapted

from Estada &Knight, 2015).

In essence, each of these questions have the poteqtidl ®c e t oget her fragments
not otherwise be apparent if not considered through a network lens. In addition to this, using a
visualization of the network can also provide the opportunity to manipulate it as a means to test where
its critical nodes are located, and therefore where its strengths and vulnerabilities exist. The relevance
of analysing a network can be paramount to understanding and defeating some of the most dangerous
networks that threaten public safety. Furthermore, maimigiia network lens to map information
provides an alternate perspective to research and investigations.

Data is a network. Combining soci al i nteract.
information can have profound implications to findingl&m understanding a person or location of
i nterest. For exampl e, i f someone -hmaABonelob 0 Af r i en
them are a friend of the othethen two steps removed from this, that person has access to 10,000
people (100x10Q)nd three steps removed, that number increases to 1,000,000 (100x100x100)
(Kadushin, 2012, 2P2). This concept of data as a network can also be taken a step further for

investigative purposes. For example, if one has a Facebook account, then,lit ikdikéhey also

85 A node is disassortative when links between hubs are suppressed, and assortative when links between lancedr@iaoh& Li,
2011, 1). In this manmenodes with a lower degree are more likely to be linked to a node with a higher degree.
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have a presence on Instagram or other socidicatipns such as LinkedIn, TikTok, SnapChat, and /
or Twitter. If an individual has a presence on social networking sites, it is important to look at who
they are connecting with (friendamily, colleagues, influencers), and if there are multiple profiles
present. In turn, this also means that the person has at least one email address, and a smart device to
connect them to the Internet. If they have access to the Internet, they maywswhiefor things
outside of social networking such as banking, school, work research, et cetera. Observing this type of
activity alone can be critical to locating a missing person or profiling / locating a person of interest.
Moreover, this research Wacknowledge that networks are present everywhere, and that society
digital or physical is in itself a complex social network.

Overall, the relevance of network theory and social network analysis to this research is the
perspective they provide taderstanding the complexity and interconnectedness of society and
information. The theories provided herein are not offered as a representation of network theory or
social network analysis as a whole, but instead are intended to provide a basic undgrefahdi
theories in order to show their utilisation as p
research and analysis. Moreover, it is also a means to understand networks as information maps. This
in turn is key spmctieeardthe implegnentation af altarhaiive nresgarch
techniques in the intelligence community. In their bdokked,Barabasi (2003) asserts that the
Internet is often observed as humaninitscreatbrm ki n t o an organi sm or an
demonsttai ng the power of the basic | aws that goverr
accordance with this statement, finding relevance within network theory and social network analysis

is a matter of dissolving a reductionist mindset, and exploring datawitpen mind.
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Chapter 4: Methodology

This chapter will discuss the methodology that produced the fifth chapter of this work. The
focus point of the problem is the research question initially stated in Chapter 1, but included here for
ease of accesk what regards is OSINT an effective tool for emergency management, especially in
relation to public safetyt regards to the results, this chapter will discuss the methodological
approach, the method of datallection, the method of analysis, as welttes evaluation and

justification of methodological choices in answering the research question.

4.1. Methodological Approach

The overall approach to the research was qualitative in nature, focusing on case studies, tool
exploration, and access to informaat and privacy (ATIP) requests. These approaches assisted in
answering the research question through granting the flexibility of the utilisation of free OSINT tools,
publicly available information, and government records. The aim of such a passivéaollect
methodological approach was to explore an wndgearched topic, and show the relative ease with
which an analyst can freely obtain data and information that can assist in their OSINT investigations.
This aim was achieved through the use of primad/ssatondary sources of information, and through
following a widely accepted methodological approach to OSINT case workflow (see Figure 4.1).
Where some case studies required the manipulation of variables (e.g. temporal analysis of maps by
month and year, amipulation of a JPEG to verify authenticity), others utilised descriptive data and
observations (e.g. location descriptions, images) as a means to identify a location, verify an image, or
maintain situational awareness.

The rationale behind this methodglowas that it provided an effective means of collecting
publicly available information in an ethical manner with minimal risk to personal security, the rights
of others, or violation of legislation. These were of significance to consider as using paNgi¢iple
information for open source investigations can potentially result in collateral damage to an individual
or an organization if not conducted properly. Further to this, the assumptions that were central to

undertaking this methodology included #naailability of publicly available data and information that
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would assist with the interpretation and verification of the availability of historical map data,
locations, and images.

At the time of writing, this methodological approach was deemed saiitalinswer the
research question because it provided the most efficient and effective means of gathering the
necessary information. This is a direct result of the vast amount of data and information that is
available on the World Wide Web, and is amptiftey the amount that will be created today,
tomorrow, and thereafter. However, this is not to say that all gathered data and information did not go
through a verification process to ensure validity and reliability. The processes used to prove validity
andreliability have been documented within each individual case study, and where appropriate (e.qg.
Case Studies 5.3.2 and 5.3.3) were recorded utilising Hunchly, a tool that tracks and timestamps
URLs during an online investigation.

Further to the above, etlal considerations were taken into account before and after each case
study was complete. Although the intent was to ensure no identifying information was included, Case
Study 5.3.2. does include images of hostages prior to their execution. While ncanarimetuded,
there is a marginal risk that these images may be upsetting to the respective family of the hostages.
However, given the availability of these images on the Web and the lapse in time since the incident,
the assessed risk was determined tie In the same case study, a second ethical consideration
occurred during the investigation and had to be managed appropifdtisiyccurred when the
location was discovered to be a former U.S. military base. Given that the revelation of such
informaton may result in matters pertaining to operational or personnel security, the name of the base
has been redacted from the case study. Despiiaefalimation retrieved being publicly available, the
United States military has not publically released thaenaf the base alongside its location online,
and therefore neither will this case study. Although replacing this case study was a viable option,
following through with its inclusion in the results allowed for a visual representation of managing

ethical deisions within OSINT investigations, which moreover is valuable in and of itself.
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4.2. Methods of Data Collection

Each of the case studies relied on existing publicailable data that resided on the Web.
The means of collection however, varied between each case study. As such, the method of data

collection will be explained for each case study individually.

4.2.1. Data Collection: Case Study 5.2

Case Study 5.2 largefiealt with determining how OSINT could be used for horizon
scanning and maintaining situational awareness of current and emerging threats related to public
safety. Given this, data collection did not occur in the traditional sense, and as such, thked#td c
was not included in the case studies. The methodology to determine how OSINT could be used for
horizon scanning and situatimrawareness was determined by evaluating several open source (free)
news aggregators such as Feedly, Inoreader, Google ®agle Alerts, and Talkwalker. However,
the case study only includes insights on Google News, Google Alerts, and Talkwalker. This is in
conseguence to the free versions of Feedly and Inoreader having limited feeds, limited alert
capabilities (e.g. pushotifications), and limited search parameters, among other deficiencies that
classified them as inadequate for conducting horizon scanning and maintaining situational awareness
without incurring a cost.

The search parameters entered for each aggrega®simgtar in that they included one or

more keywords (e.g. Proud Boys; Canada + Terrorism; ISIL | Islamic State | ISIS | DAESH), and were

del i v eittheadp pfieanss . 06 Common search parameters bet wee
following:

0 Canada + Terrorism 0 Burkina Faso

0 US + Terrorism 0 Mali + Terrorism

0 Europe + Terrorism 0 Sudan

0 Russia + Ukraine 0 ISIL | Islamic State | ISIS | DAESH

0 Wagner Group 0 Afghanistan + Taliban

0 Haiti 0 Proud Boys

0 China 0 Worm | Malware | Virus | Phishing |

0 Al Shabaab + Somalia + Kenya Ransomwae
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Google Alerts Search Parameters: Talkwalker Search Parameters:

0 How often: Asit-happens 0 Result Tym: Everything (News,

0 Sources: Automatic (News, Blogs, Twitter, Blogs, Discussions)
Web, Video, Books, Discussions, 0 Language: All languages
Finance) 0 How often: Asit-happens

0 Region: Any Region 0 How many: Only the best results

0 How many: Only the best results 0 Delivery: Email

0 Deliver to: email address

Search parameters within Google News differ sligfrttm Google Alerts and Talkwadk as
Google Newsisno designed to push alerts to a userds em
follow topics, save searches, and save stories. In consideration to this, the search parameters were
similar, but not identical to thelerting aggregators. The Google Nesgarch parameters were as
follows:

Google News Followed Topics

0 Proud Boys 0 Niger
0 Haiti 0 Mali
0 2022 Haiti Crisis 0 Sahel
0 Afghanistan 0 Africa
0 Taliban 0 RusseUkraine War
0 Middle East 0 Russian Invasion of Ukraine
0 Islamic State of Irag and the Levant 0 Wagner Group
0 Al Shabaab 0 Ukraine
0 Somalia 0 Europe
0 Kenya 0 China
0 Ethiopia 0 US
0 Jama 0 a tlIslamaval Muslanin 0 Canada
0 Burkina Faso 0 Computer Security
Google News Saved Searches
0 Canada + Terrorism 0 Mali + Terrorism
0 US + Terrorism 0 Al Shabaé + Somalia + Kenya
0 Europe + Terrorism 0 Horn of Africa
0 Afghanistan + Taliban

Once the search parameters were determined, the output of the aggregators was assessed for
their ability to provide quality information and alerts from credible sources in a timely manner. The
outputs were assessedbydi r abil ity to answer several gquest:

where, when, why, and howo type questions for a

78



evaluated by their ability to provide enough information from multiple soure¢sithanalyst could
use to develop an assessment on a current threat, or whether or not an emerging threat was
developing. Overall, three out of five aggregators met this threshold, and as such, Google News,
Google Alerts, and Talkwalker were presente@ase Study 5.2 within the results chapter of this

work.

4.2.2. Data Collection: Case Study 5.3

Case Study 5.3 is unique in that it contains three case studies within itself. These three case
studies served to identify open source tools and techniquesotiidtbe used to find a person, group,
or location. Case Study 5.3.1 largely served to identify tools and where one can find these tools. Case
Study 5.3.2 located the site where DAESH hostages were executed. Case Study 5.3.3 located a
moving coduskhbwattd @a&merao footage.

As previously stated, Case Study 5.3.1 mainly served tdifg@pen source tools. Generally
speakingthe method téind these tools would usualbye accomplishetly conducting a simple
Google search for open source tools. Howevesgheols were discovered early on in the endeavor
of this work, and were simply noted to be included for use in a case study. Overall, they were
included because these tools are useful for new and experienced OSINT analysts, and are updated
regularly.

In regards to Case Study 5.3.2, this case study was the most complex of the three because it
involved the us of multiple skill sets (e.g.d@lean searches, mapping software, reverse image
searches) and situational awareness (e.g. desert terrain, waredfettsson terrain). To begin, this
image was selected because it provided enough foreground and background available to use in its
location analysis. For example, it contained a pool with a distinctive shape, decorative bricks,
shrubbery that is identifide to a position on satellite imagery, a building with a distinctive roof, and a

fence providing privacy around the pool. Additionally, it also presented a significant challenge; the

8 case Study 5.3.3 was originally a fic wabsitehtps/midsiect.éom/ehallengdsCTF) scena
Although the footage does not originate from a true dashboard camera, per say, the original image was retrieved frorapgSpagte $dll
served its originally intended purpose.

79


https://milosintctf.com/challenges

macro location of Mosul, Irag, has a substantial amount of damage figoing conflicts in the

region. Given the nature of the investigation, much of the methodological approach is also revealed
within the results section as a means to show how one could reach a location from an image as a start
point. However, for the purpesof clarity, it will be briefly discussed here.

To initiate the investigation, a visual analysis on the image was conducted in order to list any
observed objects that could be used to confirm the location of the image later on. After this, a reverse
image search of theriginalimage was conducted, but did not return any information of significant
val ue. From her e, a search for Al SI'S Pool Il ragbod
While reading through the reports, it was noted that am he@gs agency listed -®aisaliya as the
location of the swimming pool. A search for this area was conducted, and it was discovered that al
Faisaliya was in fact within the boundaries of the area of interest (Mosul, Iraq). From here, a map
study of the ar@ was conducted that proved unfruitful, and so a search on Google was conducted for
locations that may have outdoor pools (e.g. palaces, hotels). Unexpectedly, this search resulted in
images that were pivotal to the investigation because it had returagdsrof American soldiers
taking part in a New FOB'XXXX.sThigimdgevwns carhparedtotien 2 00 6
originalimage, and was revealed to have multiple similarities, and provided additional visual
perspectives that the original image ie thvestigation did not provide because of the angle from
which it was taken. These similarities were noted visually in the results section. From here, it was
determined that both locations were the same.

Since one of the websites that the U.S. imagegnatied from made reference to a former
pdace of Saddam Hussein located newiisst (NW)of Mosul, it made sense to pivot the investigation
to that area. So, the next step was to conduct a detailed search and map study of palaces within the
area of NW Mosbl While at first the searches revealed palaces in the area, no pools matching the
description were visible. After some time, the map study was moved to Google Earth Pro where an
additional map study was conducted using imagery from 2015. Studying therssmsdérom Google

Maps, this search proved to be extremely beneficial as the uniquely shaped pool was found. When

87 Forward Operating Base.
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compared to the original image in the investigation, the listed observed images from the initial steps in
the investigation were located, cpared, and matched between the 2015 Google Earth Pro imagery,
and the original image. Furthermore, an additional historical analysis on Google Earth Pro was
conducted, which revealed that the pool was filled in 2017, which is why it was unobservable on
Goagle Maps.

The task of Case Study 5.3.3 was to firid the nearest 10 knathe location of a military
convoy approaching Ukraine from Russia, assessed to be travelling to the Aviation Museum in
Luhansk. Similar to Case Study 5.3.2, the investigationimaated by making a list of visible
objects, which in this case included traffic signs, tree linesslaaped intersection, unique markings
on the road, electrical distribution lines, and a culvert. After noting these objects, the first step was to
detamine the rough location of the image. This was done by translating the blue placard from Cyrillic
to English using a Cyrillic/ English Al phabet.
translates to Chernikov. This revealed that the image wan takhe vicinity of Chernikov, Russia.
A search on Google Maps produced a location in Russia near the Ukraine border confirmed as
Chernikov, Rostov Oblast, Russia. From here, a search for the driving route between this location and
the Aviation Museum it.uhansk, Ukraine was conducted. Utilising the Russian portion of this route,
a visual search for a-Tntersection located 2 km from Chernikov was completed, revealing one major
intersection between Chernikov and th&Ehighway. This location was thegsgssed in Street View
where the distinctions between the original photo were compared to the view ahtiees€ction on
the E50 highway. The locations appeared to be an exact match, and a calculation was made between
the location of the convoy to tiMuseum, which was found to be 100 km after rounding to the

nearest tenth of a kilometer.

4.2.3. Data Collection: Case Study 5.4

The aim of Case Study 5.4 was to identify methods of verification that can be used when
conducting open source intelligence cbmsideration to this, the case study brought forward a critical
thinking criteria developed from the authoros

evaluate information. These included tools on the matters of ethical guidelinealtatimn, fallacies
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& biases, information verification, image verification, deepfake verification, and disinformation
toolsets. These tools have been collected over the course of this work, originating from multiple
websites and recommendations.

Subsequet to this case study, a tool exploration of Forensically was included as a means to
showcase the process of verifying the authenticity of an image. Similar to the previous case studies,
much of the method of verification was presented in the resulteséctorder to facilitate an
understanding of how the tool functioned. This particular example utilised the original stock photo on
Forensically. The reason for this is that it allowed for the easiest method of replication while
diminishing the possibilitypf inconsistencies (e.g. resulting compression or flattening of the JPEG
from multiple uploads/downloads) from occurring in the reproduction of this case study. Nonetheless,
the data was collected through adjusting the settings within the Forensichlbt tadnich moreover

showed how and when the photo was manipulated.

4.2.4. Data Collection: Case Study 5.5

Case Study 5.5 sought to explain how OSINT and Social Network Analysis can potentially
work together to serve the needs of an analyst in an opetesatelligence investigation. As a result
of possible ethical risks, the case study did make use of any real social networking data, but instead
presented faux network data that represented the communication structure of a small insurgent cell.
Since thantent of this case study was to identify how social network analysis may be applied in an
OSINT investigation, using a faux dataset did not impair the aim of the case study. Instead, it situated
a simple explanation of how an analyst can use social nemalysis to identify and exploit

vulnerabilities.

4.2.5. Data Collection: Case Study 5.6

Case Study 5.6 is distinct from the others in that it involved access to information and privacy
(ATIP) requests. On 9 and 10 November 2022, ATIPs were requestethe Department of
National Defence (DND), Transport Canada (TC), Financial Transactions and Reports Analysis

Centre (FINTRAC), Global Affairs Canada (GAC), Canadian Border Services Agency (CBSA),

82



Royal Canadian Mounted Police (RCMP), Canadian Sedutilligence Service (CSIS), and Public
Safety Canada (PS€)The original request sought records within the timeframe of-2022

pertaining to training, policies, and risks regarding open source intelligence. To date, responses from
DND, FINTRAC, Trangort Canada, Public Safety Canada, and the Canadian Security Intelligence
Service (CSIS) have been received, while the remaining agencies have asked for additional time to
gather the requested documents. Where documentation has not been received &spe tiedr
departments in a timely manner, reference to the Acts that legislate their powers, duties, and functions

has been made. These Acts were accessed and collected from the Justice Laws Website.

4.3. Methods of Analysis

The method of analysis that wased to interpret the results included textual, content, and
thematic analysis. While textual analysis was largely used in Case Study 5.6 for understanding the
agencies responses, and interpreting legislation, it was also used in conjunction witharatysig
during the interpretation of results of the remaining case studies. Thematic analysis was especially
important in identifying patterns within images, but was also used in conjunction with content and
textual analysis during the process of invedimns, especially when assessing locations.

In specific regards to textual analysis, this method was used to interpret and record the data
and information from images within the case studies. This type of analysis then allowed for multiple
guestions torse and patterns to be discovered. For example, textual analysis was used to relate the
information provided on U.S. military websites to information provide§imdle Eastermews
agencies in order to assess the location of the DAESH execution sitgorally, it was also used to
determine the most viable tools for assessing emerging threats and maintaining situational awareness,
as well as identifying methods for information verification. Moreover, as mentioned above, it was also
an effective meand @pproaching and interpreting legal documentation from Case Study 5.6.

Similar to textual analysis, thematic analysis was very useful in processing images within

Case Studies 5.3.2, 5.3.3, and 5.4. By using this approach in analysis, themes andveaéerns

88 These agencies were setgtbased on the list of participating departments that were accepting ATIP requests at the time. This list can be
foundat https:/atipaiprp.apps.gc.ca/atip/welcome.do
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quickly identified, which furthermore complemented information gained from a textual analytical
perspective. Moreover, the combination of these two approaches assisted in the corroboration of
information, which was significant to the overall verificat of information.

Finally, a contextual analytical approach proved useful in each case study as each one
presented its own image, language, or problem that had to be categorized and approached in a specific
manner in order to evoke meaning. For exanpése Study 5.3.2 required a contextual approach to
time in order to identify an execution site. Case Study 5.3.3 required a linguistic analysis to geolocate
a convoy, and Case Study 5.4 required a critical approach to data and information in orddifyto iden
misinformation, disinformation, fake news, and manipulated images. Case Study 5.5 required a
contextual approach in order to analyse the flow of communication with the removal of specific hubs,
and the additional network effects such a removal magecadoreover, although used in different
contexts within each case study, content analysis served to reveal information that was otherwise
obscured.

To conclude, the combination of these three analytical approaches were beneficial to the
overall analysi®f the results as they each provided a unique perspective in the approach of the case
studies. Further to this, the methods of analysis provided a means to make assessments where

appropriate, which moreover sufficiently completed each case study.

4.4. Evalation and Justification of Methodological Choices

The methods discussed above were selected and evaluated on a number of criteria. Primarily,
they had to be free (or incur a minimal ch&fgend ethical. This was important to consider because
oftentimedfinancial restrictions limit the exploration and/or expansion of a capability or interest, and
unethical collection can result in inadmissible evidence and misinformation. Secondly, they had to be
functional with limited OSINT background. Similar to fingaaestrictions, the exploration and/or
expansion of a capability can be met with discontent and forestalling based on assumptions on

technical complexity and time associated with training. Finally, they had to be effective in producing

89 For example, the &b of an ATIP is $5, and Hunchly is $129/year, but can be trialed free of charge for 30 days.
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actionable result¥ or provide additional pivot poirtsthat can either be used in an investigation, or
by a different intelligence disciplir®® Together, meeting thesegiteria assisted in addressing the
objectives, and answering the research question of this work.

In addition to this, the OSINT Workflow Chart (Bazzell, 2021, 606) in Figure 4.1 was
employed as an investigative workflow guide as a means to provide structure to the investigation. In
considerati on t perieBcaand gublitafioss, tle$ ardsloT theemore prominent
published practitioners in the field. As such, his methodological workflow is widely accepted as an
ideal start point for OSINT investigations. Of course, the workflow chart is not-&g®ep guide to
finding answers on the Welmdtead, it is designed more to be a fluid workflow to initiate planning,
collection, and analysis. As such, some aspects of the chart may not be applicable to all investigations,
but kneading through the workflow can initiate a thought process that isaeeado the overall
investigation. For these reasons, the OSINT Workflow Chart was evaluated as a valuable asset to the
methodological workflow of the case studies.

As a matter of course, there are multiple means and methods that can be used toconduct a
OSINT investigation. In consideration to this, it is not to say that other tools and techniques were not
suitable for this research, but rather that the methods selected were the most efficient and effective
approach to addressing the research questidrobjectives. More specifically, the approaches taken
have resulted in the acquisition of publicly available informationin some cases, information that
was made public (e.g. ATIPsjhat shows how open source information can be used to produce
intelligence in matters relevant to public safety. Moreover, this has contributed to a new perspective
on the use of open source intelligence for public safety, especially in regards to training, techniques,
ethics, and policy.

Acknowledging the indicated, i important to recognize the obstacles and limitations that
were encountered in this approach. Most impactful to the results section was the inability of a number

of government agencies to respond to the Access to Information and Privacy requesgly a tim

90 For example, evidence that is relevant to positive identification or capture.
91 For example, an additional person of interest.
92 For example, HUMINT.
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manner. Once submitted, the responding agencies had 30 days to provide the requested records, or
provide a reason as to why an answer could not be produced in that given time period. At the time of
writing, three of eight agencies had responded innalewi spanning 390 days, while the remaining
others had requested additional 90 or 180 day extensions, with the possibility of further extensions.
While this impacted the ability to obtain the requested documents, an approach to solution was made
by locatng the Acts which governed the direction of the respectful agencies on the Government of
Canada, Justice Laws website. Although this limited the specific information that could have been
obtained, the Acts did provide legal grounds by which the partigolagnment departments must
operatewithin, which moreover provided sufficient information for analysis.

Perhaps common to all investigations, all required data and information are seldom located in
a single place. On these grounds, minor obstaclesememuntered in locating information (e.g. Case
Study 5.3.2), but they were overcome by utilising alternative tools, such as Google Earth Pro. While it
must be acknowledged that temporal map analysis would be available in several map databases (e.g.
ArcGIS Pro, Esri), this would have incurred a cost, which was not in line with the criteria of the
methods discussed at the beginning of this section. Moreover, while this was a technical obstacle to

the investigation, it was minimally limiting and easily overeom
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Chapter 5: Results and Discussion
5.1. Introduction

The results in this chapter are based on case studies outlined in the methodology section, and
included in each appropriate section herein. In consideration to the qualitative nature of this,researc
this chapter has combined both the results and discussion into one chapter. Although discussion will
occur throughout the sections, the greatest detail is provided in section 5.7.

As a result of the unique nature of open source investigations, soheeroéthodologies
described in the previous section will be described herein with visualization where appropriate. This

process will allow for a more thorough understanding of the results and discussion.

5.2. Situational Awareness and Horizon Scanning

CaseStudy: Situational Awareness and Horizon Scanfiing

Determine how OSINT can be used for horizon scanning and maintaining situational awareness of
current and emerging threats relating to public safety.

Maintaining situational awareness and knowledge arging threats are both key to the
effectiveness of emergency management and public safety. The critical alemtbate functions are
the availability of timely, reliable, and actionable intelligence of areas, situations, and / or persons of
interest. ih this regard, OSINT can complement current capabilities situated to confront the
intelligence requirements of a current or emerging event. This is because OSINT allows public
agencies to covertly surveil persons, areas, or situations of interest onveatien| forums, chat
groups, et cetera. The ability to conduct such actions has immense benefits for enhancing public
safety through combating organized crime and terrorism. However, it is important to include here that
covert techniqueswhether active opassive in naturemust be appropriately deployed by trained
individuals, and auditable in accordance with current policies and legislation. Otherwise, any evidence

discovered may not only be at risk of being inadmissible in ébhut may also be amfringement

93 Here, hoizon scanning refers to the early signs of potential emerging threats.
%4 Or to the legal team of targeting committees on deployed operations.
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on Charter and / or privacy righteach of which could jeopardize an operation, put lives at risk, and
impact the ability of an agency to employ such capabilities in the future.

In consideration to the case study question, OSINT can beeffentive in providing and
maintaining situational awareness and assessing emerging threats to public safety for both domestic
and international issues and incidents. This is largely a result of the nature of the Internet and the
World Wide Web being congrable with networks of information streams. These streams may be in
the form of social networking websites, blogs, news articles, journals, chat forums, image analysis
websites, et cetera. Pulling data and information from each of these sources eresdarcher to
obtain vast amounts of resources, and to pivot to other sources within the fetiwadrthey can use
toward their overall assessment of a situation. While there are a number of tools and means of
maintaining situational awareness and asegssinerging threats to public safety, this case study will
examine those which are free at the time of writing.

Perhaps most accessible to OSINT researchers are Googlé€®Aledssoogle New¥.

Although both are distinct on their own, they each allowtorsearch for topics of interest using

Booleansearch operators (discussed in section 5.3.1.), which assists in filtering out irrelevant
information. However, Google News wil/l only allo
save any searchesingBooleans e ar ch operators as a fisaved sear cl
(Google News, 2023). One of the key differences between the two is that Google Alerts provides one

with the ability to choose how often they get afétise types of sourcé8the regiont® the number

of resultst®® and the delivery preferené®,that is simply not present in Google News (Google Alerts,

2023). While this is not meant to discount the effectiveness of Google News, it is more so that each

has different benefits and udes particular cases.

9 For example, finding the original post, excluding circular reporting, determining the relationship and catiesndedveen pieces of
data or information.

96 Availableat https://www.google.com/alerts

97 Available athttps://news.google.com/
98 oOnce a day, once a week, ofighappens.
99 News, Blogs, Web, Videos, Books, Discussions, Finance.

100 Allows you to pick which country produces the content.
101 5 on | y the best resultso or #AAIlI resul tso.
102

Via a Google email or RSS feed.
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Similar to Google Alerts, is Talkwalker Alerts. However, unlike Google Alerts, Talkwalker
also covers social media, and its searches are more customisable (Talkwalker, 2023a). In addition to
its alerts function, Talkwalker also hasSocial Search tool that allows one to monitor hashtags,
mentions, and keywords (Talkwalker, 2023b). The benefits to this is that an OSINT researcher can
utilise tools such as these to be alerted to domestic or international incidents that may ptzse risks
public safety for Canadians. For example, alerts about civil unrest in a particular country can alert
specific organizations to plan for the possible evacuation of citizens from that country; an escalation
in force can alert government agencies to @ possible deployment of military personnel; or, an
imminent or sudden natural disaster can alert aid agencies to prepare for humanitarian assistance.
Tools such as those mentioned can assist agencies to be proactive rather than reactive in emergency
situations when time is of the essence.

Similar to how these tools can be used for situational awareness, they can also be a means of
horizon scanning to assess the emergence of threats. For example, alerts can be created to provide
information on escalatg violence in a region; monitor activity associated with a pandemic (e.g.
casualties); or monitoring environmental hazards that can impact the supply of food, water, and
shelter. Each of these can result in various types of emergency situations oved afgéene.

Therefore, having a method to examine these types of threats and risks not only supports decision
making, but is fundamental toitigation, prevention, preparednesgsponse, and recove'fy.

Overall, OSINT can be used to maintain situati@vedreness and conduct horizon scanning
through the use of tools that notify the researcher to alerts of particular interest. Additionally, a
researcher can also utilise the Afoll owo functi o
ongoing or emergig situations that may present as future threats. From here, an analyst or collator
can parse through the alerts, and disseminate a daily / weekly intelligence update or send out
intelligence reports or summaries on matters of greater concern.

While thissection made reference to three particular tools, there are a number of others with

similar capabilities. It is important to note that each analyst will have their own preference, pending

103 Mitigation, Frevention,Preparedness, Responsed &ecovery are five principles of emergency management
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which functions serve them best. Although the aforementioned taofsea at the time of writing, it
is important to not discount other paid tools, as in some cases they do have very powerful search

parameters that may be more in line with what the analyst may require.

5.3. Finding a Person, Group, or Location

Case Stuly: Tools and Techniques
Identify tools and techniques that can be used to find a person, group, or location.

Finding a person, group, or location using open source intelligence techniques can present a
number of complexities and complications. While s@earches proved to be complex as a result of
multiple elements that had to be considered within the investigation, others showed higher levels of
complication as a result of a limited number of elements or evidence available for examination.
However, thaedata and information collected were consistent enough to formulate intelligence
analysis.
In addition to the above, multiple ethical considerations were taken into account for each of
the case studies. As mentioned in previous sections, open sourégeinoel! similar to other
research and investigative methedsn be invasive, and can therefore expose information that is not
meant to be made public through collection, analysis and correlation.
5.3.1. Person, Group, or Location
Finding a person, groypr location online can at times be more difficult than a simple search
for a personds name or a search function within
attempts to find missing persons, nefarious actors, and small towns or villagash Icases,
advanced open source tools and techniques are required in order to locate the most relevant
information. This section will therefore present various tools and techniques that have been utilised by
a number of OSINT analysts. It is pertinenhtde however, that preference for one or the other is
fairly subjective and depends on the researcher
Tools within the OSINT community generally fall under two categories: paid subscription or

open source (fi|. While there are a number of subscripfi@sed tools that are well established
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within the OSINT community, the findings will largely focus on those that are freely accessible. This
is largely because access to tools within the OSINT community maylgpgnding on access to
resources (e.g. money, policy, equipment), and credentials (e.g. security, intelligence, policing, and
other professional communitfé€§.
First, there is Michael Bazzell 6s I ntel Techni

to conduct an investigation using any one of the following resources:

0 Search Engines 0 Addresses 0 Business & Governmer
0 Facebook 0 Telephone Numbers 0 Vehicles
0 Twitter 0 Maps 0 Virtual Currencies
0 Instagram 0 Documents 0 Breaches & Leaks
0 Linkedin 0 Pastes 0 Live Stream Aidio
0 Communities 0 Images 0 Live Stream Video
0 Email Addresses 0 Video 0 APIs
0 Usernames 0 Domains
0 Names 0 IP Addresses
For example, utilising Bazzell ds Facebook t oc¢

photos, and videos posted by a specific UseA@ditionally, one can use a general search term and

isolate a search to a variety of categories such as posts, people, photos, videos, marketplace, et cetera,
or input the Username to @l a list of friends, photos, reels, or chéak (among others).ogether,

these search parameters can provide valuable information to the researcher, especially as they relate to
the pattern of activity of the person(s) of interest. Similar search parameters can be found within the
Twitter, Instagram, and LinkedIn sedrtool, while other tools provide more niche search parameters

relating to Domain searches, IP Addresses, and Breaches & Leaks.

104 £or example, some vendors may only sell their software to government agencies or private sector companies that havean intere
security and intelligence.
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Secondl vy, OSI NT Combinebds | i st of free tool s

and include the following:

0 Alt-TechSocial Search 0 OSINT Collection Schema
0 TikTok Quick Search 0 Reverse Image Analyser
0 Social Geo Lens 0 WhatsMyName Username Tool
0 Instagram Explorer 0 Data Visualization Tool
0 World Social Media Platforms 0 Reddit Past Analyser
0 Snapchat MultViewer 0 Dark Web Bookmark Stack
0 Google Analytics ID Explorer 0 OSINT Bookmark Stack
Whil e OSI NT Combineds tools share some similarit

offer an AltTech Social Search parameter and a Sociall®@es. The AkTech Social Search tool is
useful as a number of alternative social media platforms and paste sites have recently gained
popularity. Parler, Gab, Minds, BitChute, DLive.tv, Rumble, JustPaste.it, WrongThink.net, and 8kun
arejustafewexample t hat OSI N T-TeChdotkaliSaaech teol WAlllsearch across

(OSINT Combine, 2023). This is crucial to an OSINT investigation as a number of malicious actors
(e.g. far right extremists) have taken favour toPdch platforms as a result of beibgnned from
prominent ones (e.g. Facebook, Twitter, et cetera), in addition to the security that some of these sites
offer, and the lack of general awareness of their existence.

Separately, OSINT Combinebs Socilamsth&geo Lens i
researcher to conduct a geearch of posts made on Facebook, Instagram, Twitter, Snapchat, or
YouTube. This can beseful to an OSINT investigation taking place over a particular area where
social media users have taken to social platformspmrtren the current situation of an emergency,
incident, or event (e.g. tornado, terrorist attack, protests, eébtetera The results from such
searches can then be used to determine what resources are required to effectively and efficiently
respondo the situation at hand. Moreover, this search can further be used to update personnel on

scene to any change in the situation.
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https://whatsmyname.app/
https://whatsmyname.app/

Third, is the OSINT Framework, which sets out to assist researchers in gathering information

from free tools or resources (MNiine, 2023). Headings under the framework include:

0 Username 0 Transportation 0 Classifieds

0 Email Address 0 Geolocdion Tools 0 Encoding/

0 Domain Name /Maps Decoding

0 IP Address 0 Search Engines 0 Tools

0 Images/ Videos/ 0 Forums/ Blogs/ 0 Malicious File
Docs IRC Analysis

0 Social Networks 0 Archives 0 Exploits &

0 Instant Messaging 0 Language Advisories

0 People Search Translation 0 Threat Intelligence
Engines 0 metadata 0 OPSEC

0 Dating 0 Mobile Emulation 0 Documentation

0 Telephone Numbers 0 Terrorism Training

0 Public Records 0 Dark Web

0 Business Records 0 Digital Currency

Similar to Bazzaealdl 8sSIINMt €loTmdbd mreibsud s sa of
Framework alsincludes free tools. However, it also consists of tools that a researcher may have to
register for, or pay to use. Unlike the formeoltsets that are created by their namesakes, the OSINT
Framework instead points the researcher to available tools that have been commercially developed
outside of the Framework. For example, to search a username, the Framework will point the
researcher tavebsites such ddameCheckrThats Themandinstant Username Sear¢among
others). This is beneficial to the researcher as it provides additional options for searching a variety of
topics that the former tools may not be capable of executing. Whil@thesitie to the researcher is
the reliance on external tools that may or may not be current, the upside is that alternative options are
available to counter any services that may be down. Further to this, the OSINT Framework is also
unique in that it offersearch parameters on a number of topics that are not covered by other tool sets
including threat intelligence, terrorism transportation, and instant messaging, among others. Perhaps
one of the most valuable informative tools listed on the OSINT Frames/@RSEC, which includes
persona creation, anonymous browsing, privacy & cleaning, and met@adata of which are

fundamental aspects of any OSINT investigation.
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Fourth, is Bellingcatés Online Investigation

following headings (Bellingcat, 2022):

0 Image and Video Verification 0 Environmet & Wildlife
0 Social Media 0 Non-English (Social Media Sites)
0 People (Phone, Email, Username) 0 Online Security & Privacy
Searches 0 Archiving & Downloading
0 Maps, Satellites, Streetview, & 0 Data Visualization
LocationBased Info 0 Guides & Handbooks
0 Transportation Trackers 0 Academic Readings / Resources
0 WHOIS, IPs, & Website Analysis 0 Miscellaneous
0 Companies & Finance
Known for investigating subj ectmelneektiggianb | i ¢ i 1

Toolkit is constructed entirelgf tools external to the organizatiohile most of the tools listed are

free, some do require registration and payment. What is particularly unique about this toolset is the
availability of tools for norenglish social networking platforms such as Vkontakte (Russian social
networking website), Bilibili (Mandarin video sharing website), and Line (Japanese social networking
site) (Bellingcat, 2022). Also unigue to this toolkit are the available tools foivargtand

downloading investigative data (such as Hunch.ly, the Wayback Machine, and Archive.today), and
data visualization tools (such as Gephi, Maltego, and Timeline Graphics Editor). In consideration to
persons of interest and incidents that occur datEinglishspeaking countries, these tools provide the
researcher alternate avenues of approach to the investigation, which can furthermore provide
additional pivot points to build upon.

Similar to the OSINT Fr amewo rolkforomimelsdcuriy gc at 6 s
and privacy. However, it assumes an alternative approach with a focus more so on protecting oneself
from online tracking, browser identification, URL scanners, and data encryption. As a result of the
sensitive nature of investigatis, and the unintentional attention it may bring to the analyst, such
material assists in protecting the individuaihd the organizations they may represenoreover
contributing to personal security, operational security, and information security.

Pe haps not considered to be a fAtool o in a tr:

operators sometimes referred to as Google hackipgovide an additional means of obtaining open
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source data and information in a granular way. Essentially, thasghseperators enhance a general
search query by allowing the analyst to look for very specific data and information that is indexed
within a search engine such-asut not limited to- Google. Some examples of Dorking and Boolean
search operators can fseindin Table 5.1.

The benefits of the above mentioned search parameters is that they enable the analyst to
search for precisely what they require from a search engine, without the need to sift through the
Anoi sed of a gener gentsesmaurechtheiqgraaulaeschingl capabilitye r
dorks and Bolean search operators can also be used to find system vulnerabilities and private
information if used in an unethical manner. While this does not outweigh its usefulness to researchers,
it is something to consider when planning out
discoveries are not intentional. In such cases, it would be beneficial for the researcher to keep a log
that tracks relevant information that can be passed batagpropriate authorities in order to mitigate
and respond as required.

Although the aforementioned tools can at times be used on their own, they are much more
informative when combined with OSINT techniques that analysts have trained upon. Thisys largel
because utilising technigu&sover toold® allows the analyst to understand how data and information
are used online, whereas tools simply collect data and information based on a specific programmed
code. Additionally, tools assist with developing a basebperational picture, whereas techniques
serve investigations in a more dynamiadtion especially where interaction (e.g. messaging, social
engineering, etetergd will occur. Moreover, tools are not always readily available. Whether the result
of platform change¥ expiration of credentialf¥? coding issues, et cetera, not all tools are always
readily available to the researcher. For example, if the Facebook tool on Inteltechniques.com is
removed or does not work, it is imperative for the analysetalide to manually parse through

Facebook for the data they requirend know how to do so in a time efficient manner. In order to

105 Techniques refer to the proceduresrimearcher / analyst might use to collect data or information. It does not exclude the use of tools

but rather focuses on insight and procedure.

106 1o0ls refer to the specific applications or programs that the researcher / analyst might use to catlettfdatation. It does not
include any specific process per say, but instead focuses on a specific input to generate a result that is obtaionedl by that t

107 E.g. A social networking site changing its policies may result in tools requiring an updatmayhnot happen in a timely manner.
108 E.g. Domains expiring, websites taken down by developer or malicious actor.
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Show the cached version of a
ebsite

cache:httpsién.wikinews.org/wiki/Main_P3
ge

search for specific text on a
ebpage

allintext:osint tools

he title

search foracertaincharacteli nt ext : Aisafe br owsi
ords within a webpage
Same as allintext:, but specificfall i nt i t |l e: Aiosint t g

itle

Same as intext:but specific to tlintitle:osint

Pages with every keyword in
URL

allinurl:osintcombine

Similar to allinurl, but only for
one keyword

inurl:osint

Pages with every keyword in
anchor text

allinanchor:science technology and socie

links

Search for exact anchor text oni

nanchor:fAonline

P

Search for specific file types

filetype:pdf password

-Search for PDF files and UR ending in
.pdf whose content contains the word
Apasswordo

or a specific domain or
subdomain

Search for a list of indexed URI

site:docs.google.com al shabaab
-Search of docs.google.com for content
containing the ter|

List welpages that have links

pointing to the given homepage

link:bbc.com
-Lists webpages that have links pointing t
the BBC homepage

ildcard

osint *
- The wildcard search will return pages o9
software, tools, certification, etc.

he logical operator presented
he word Aoro

isis | daesh | isil | is | islamic state
-Returns searches containing either sear
parameter

he word fndAand?o

he logical operator representg

osint + security + risk
-Returns searches containing each paran

Used to avoidhowing results

science technologysociety

containing certain words -Returns searches f
Atechnol ogyodo withol
Afsoci etyo

Search f or t h efosint AROUND (3) techniques

of words of t hfSearche f or the word
wor ds of fAtechni gueé

Exact Phrase

"This is the way"
-Searches for the exact phrase

Table 5.1: Dorks and Boolean Search Operators

Source Borges, 2021; Eilers, 2022; Southern Adventist University, 2022
Note: Each seahcparameter can be used in combination with each other.
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limit any negative effects from this, it is important that investigations not be dependent on the
availability of tools. I n other words, tools sho
replace them.

In summary, this case study has identified several key tools that can be useful to an OSINT
analyst focusing on public safety. Specifically, it has identified toolsets from inteltechniques.com,
OSINT Combine, the OSINT Framework, and Bellingagagddition to dorking anBooleansearch
operators. While each of these are unique in their own manner, this section also recommended that
tools should not be favoured over individual training or technique, as some tools may not always be
readily availabke. Further to this, relying on tools may anchor an analyst into conducting OSINT in a
particular fashion, while integrating new techniques will create a more dynamic search methodology
that can enable an analyst to find new, more efficient ways of doliedata and information.

While some discussion of ethical concerns has already been made, it is important to reiterate
those concerns here. OSINT tools and the respective search operators assist analysts in finding
relevant open source data and informafior their investigation. While it is possible that individuals
or teams use these tools for their own purview, proper training that explains the OSINT policy, data
etiquette and ethics should be made available and reviewed at least on an annuabitohesisan
stress its importance. Moreover, tools such as hunch.ly should be made available in order to track
investigations without the loss of data, but also to be reviewed by teams to determine how to better

refine their OSINT methodology.

5.3.2. DAESH Risoners Drowned in Rool

On 23 June 2015, multiple news agencies published reports about several executions in Iraq
that DAESH had filmed. One in particular portrayed the death of five prisoners in a pool said to have
been located in Mosul, Irag. This eastudy will use geolocation methods to determine the location of

the execution site in Figure 5.1.
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Figure 5.1: DAESH Prisoners in Cage Being Lowered into Pool
Source Hall, 2015

Prior to utilising OSINT investigative techniques, the following infaiorahad been obtained from
visually analyzing Figure 5.1:

Pool has curved edges (unique shape)

Decorative vertical bricks surrounding the perimeter of the pool
Possible letter or decoration on wall of building

A brick type building with an overhanging oo

Trees and other shrubs in location

A brick wall perpendicular to the building with an overhanging roof
Pool ladder

Noakwbhe

Other known information:
0 Approximate location: Mosul, Iraq
0 Date of publication: 23 June 2015
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Figure 5.2: DAESH risoners in Cage Belmyvered into Pool
Source Hall, 2015; Numbering: Author rendered

After visually analyzing the image, the next step was to conduct a reverse image search of
Figure 5.1. This type of search would have allowed for the collection of links that showcased thi
similar image which could furthermore assist with the validation of the date in which the incident
occurred, possible locations, validation that this incident was conducted by DAESH, and other similar
incidents. Unfortunately, the reverse image seardmdi prove very fruitful. Instead, a Google
search for "ISIS Pool Iraq" returned some images which corroborated the reporting of the incident.
While some inconsistencies were notethte of execution, number of civilians execut@dbst of the
websiteautilised the same images from the initial website used in this investigation (see images from
Hall, 2015). Noting these inconsistencies, the investigation continued forward with an Iragi news
website that listed the location of the swimming pool to bbéralFaisaliya area of Nineveh
Province, Iraq.

After learning that the al Faisaliya area was located in the vicinity of the city of Mosul,
another search was conducted in reference to possible locations that may have outdoor pools (palaces,
hotels). Thé search proved to be pivotal as it returned images of American soldiers taking part in a
New Year 6s FROBMXEK maa06. Observing Figures 5.3, 5.4, and 5.5, it is highly likely

that this pool is a match to the execution site. Additionalseéhimages provided a clearer detail and
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views of alternative angles of the pool and surrounding structures which proved fruitful in the final

confirmation of the location.

identifiers found in Figure 5.2:

Pool has curved edges (unique shape)

Decorative vertical bricks surrounding the perimeter of the pool
Possible letter or decoration on wall of building

A brick type building with an overhanging roof

Trees and ther shrubs in location

A brick wall perpendicular to the building with an overhanging roof
Pool ladder

Nooahs~owhpRE

’ q'n ’quny’q. 'Fl’“‘.”ﬁ"‘ﬂf L Lo x

Figure 5.3: Soldiers Ring in the New Year with a Splash
Source Tamburello & Gravelle, 2006a; Numbering: Author rendered
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Figure 5.4: Soldiers Rg in the New Year with a Splash
Source Tamburello & Gravelle, 2006b; Numbering: Author rendered

Figure 5.5: Soldiers Ring in the New Year with a Splash
Source Tamburello & Gravelle, 2006c; Numbering: Author rendered




Through the analysis of thephotos, it was determined that the location of the 2015
drowning execution was the former US Forward Operating Base (KRBX i also referred to as

CAMP XXXX T whichwas furthermore identified byamburello and Gravelle to be a former palace

of Saddam Hssein (2006c)-rom here, the next step was to conduct research on the locations of any

palaces within the Mosul area, especially irerefice to possible locations of FOB XXXKhe
results from this indicated that FOB XXXWaslocated north westf Mosul, off the Dohuk highway,
and within the Main Palace CompouffqFig 5.6) in Mosul, and in May 2006, was being restored
and returned back to the Iraqgi government (Campbell, 200@)r to its occupation by DAESH.
Following a fair amount of research on maa and US military bases in Mosul, Nineveh, one
particular location had proven to be a possible match in terms of location and descriptions found
online. Using Google Maps and Google Earth Pro, a terrain examination had been conducted and
proved inconcluse. As a result of this, additional terrain analysis was conducted using historical
imagery of the point of interestthe terrain of the Presidential Palace Complex in the vicinity of
Mosul, Iraq. Of particular interest was the Independent High Elet@oanmission (IHEC)
Government office, located in the vicinity thfe palace compoundhis search had returned images
that support the possibility of the pool's location within the IHEC complex (see Fig 5.6). Additional
imagery analysis in Figures 5.785and 5.9 confirm the location of the pool. Further imagery

analysis confirms the pool was filled with dirt in 2017 (Fig 5.8).

1A search for fAiMain Palace Compl exodo points directly to the
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Figure 5.6: IHEC Government Office within the Presidential Palaces Complex, March 2015
Source Google Earth Pro, March 284; Shape highlights: Author rendered

Note: The IHEC office was formerly a palace within the presidential patareglex prior to US
FOB XXXX and DAESH occupation.

N

a b Géogle Earth

- L3

Figure 5.7: IHEC Government Office, Marh 2015
Source Google Earth Pro, March 2015h&pe highlights: Author rendered
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Figure 5.8: IHEC Government Office, June 2017
Source Google Earth Pro, June 2017; Shape highlights: Author rendered

Google Earth

Figure 5.9: IHEC Government Office, August 2015
Source Google Earth Pro, August 2015; Shape hgiits: Author rendered
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Figure 5.10: DAESH Prisoners in Cage Being Lowered into Pool

Source Hall, 2015; Shape highlights: Author rendered

AssessmeniGiven the similarities provided in Figures 5.1 (prisoners) and 5.3, 5.4, and 5.5 (3x US
pool photos),tiis highly likely that both images were taken at the same location in the vicinity of
Mosul, Irag. Comparatively, given the similarities of Figures 5.1 (prisoners) and 5.3, 5.4, and 5.5 (3x
US pool photos) to Figure 5.9 (2015 pool phpibis highly likely that the images are each a

depiction of the same area

Ethical Issues

While this case study began as a simple investigation into a DAESH execution site, it
developed into one that required ethical considerations in relation to revealing the lot&iromer
US operating bases within Iraq. As a practice of operational security, the location of current and
former forward operating bases are generally not provided to the public as it may result in security
issues for the local population, expose theation(s) of allied partners, and potentially impact future
operations. Similarly, while it is not an issue at this time given the lapse in time between 2015 and the
publication of this work (2023), it is also important to consider the sensitivitiepaiftirgg on the
victims of DAESH executions (e.g. names, occupations, sexual orientation, purpose of execution, etc)
as such sensitivities can possibly provoke social and cultural issues.

Separately, this case study showcased the significance of ugirichlsmagery analysis
tools (e.g. Google Earth Pro Historical Imagery) within open source investigations. As landscapes

change through unnatural or natural events, it is critical to consider imagery from the timeframe of the

105



incident in order to bettdormulate an assessment. If not utilised in this investigation, an assessment

of the location of the DAESH execution site could not have been made with the confidence level
provided. Moreover, this case study employed reverse image search, search engeevgeb

(Google maps) and application (Google Earth Pro) mapping tools in order to deduce the location of an
image of an execution site found online. Although the location was determined with a high degree of
confidence, ethical concerns about publighime name of the location illustrated ways in which open

source researchers/investigators must consider ethical implications prior to publishing their work.

5.3.3. Russian Convoy to Ukraine

This case study utilised an image from a capture the flatpolgei'®°c a | | ed A Border | ir
Crazyo taken from Mil OsintCTF.com, a website tha
scenario and question are as follows:

AfAn asset has advised us of a military convo)
hasmanagedo retri eve an image from the Dash Cam
they have sent to us.

We have reason to believe the convoy will move from this position and onto the Aviation

Museum in Luhansk. This would allow then [sic] to secure the Airfiald receive

subsequent military aircraft.

To the nearest 10 km's, how far by road is it from where this image was taken, to the airfield?

FIl ag{###} kmoéso (Mil OsintCTF, 023) .

|
4.4

Figure 5. 11: Dashlbam |l mage Titled fiCar Camlo
Source MilOsintCTF, 2023

110 Capture the flag (CTF) scenariage often used as a means of training or to keep current on open source investigations. For an example
of additional CTF scenarios, see. https://milosintctf.com/challenges
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Beinga geolocation challenge, it was important to make note of various portions of the image
(most importantly, those that will not change or move). In the image provided, one can make note of
traffic signs, tree lines, the-Bhaped intersection, the markiragsthe road, the electrical distribution
lines, and the culvert. Although these will be important to identifying the location, the first step here
would be to identify an approximate location. Within this image, we can see a blue placard that is
likely to be a city marker, given its location at thquhction, a directional arrow and numerical

distance indicator. After zooming in to read the sign, it is evident that it is in Cyrillic (Russian).

Figure 5.12: CarCaml
Source MilOsintCTF, 2023

Since | have a limited knowledge of this language, | conducted a Google search for the Cyrillic
alphabet, which returned an image that allowed me to compare the Cyrillic letters in the blue placard
to the English alphabet (Figure 5.13). Using the figure belowt was abl e to deter mi |

translates to Chernikov.

Aa Pp®w)

B 6 (B) Cc (s)

BB (V) Tt (D

I'r (6) Yy

I n (D) D P (F)

E e (E) X X (KH)

E & (vo) I u (Ts)

X X (zH) 9 4 (CH)

33 (2 III m (SH)

Hu III m (SHCH)

Aiim b ()

KK (K) bl (Y)

J i) b ()

M m (M) D 3 (E) Figure 5.13: Cyrillic/
H u(N) 1O w (YU or 1IU) English Alphabet
0 o (0) A a(YAor1A)  Source PBS, 1998
IT n(p)

107



After | earning the name of the city on the bl

conducted on Google Mapwhich returned two city options: Chernikov, Krasnodar Krai, Russia or

Cherni kov, Rostov Obl ast, Russi a. Alternativel vy,

Russiad, the only result that appear trdesyitas Cher n

appeared to be the most popular in search, | decided to initiate a search from Chernikov, Rostov
Oblast, Russia to the Aviation Museum in Luhansk (Ukraine) which provided the following suggested

route (blue) and alternate route (grey):

Frvranceia ~ PUIVRY U mmae
VT ANCw
Zhovie

A

Monre 1 Duby
Metalist Ry6os
Meranicy / Mityaknskays
[hea1 | < MeTRKAHC KON
Mykol aevka e, z
Luhansk Maxcnains Mk’ =3
Maxapn # ™
vusieins  JyraHcobk i) )
10D 110w 0 [ |
viation Museum \
Davydo-Mybhif § ke
Rozkishne ovitiivka Labnao Muk MGcue
Poas wuwe BT mca
.
H . Veivky
Leaina . peorhiivia pivia Sukhid
Newwd [ aopriifkn HODOT AW IDKO Bonowd
Lutuhyne |\ Baremoring Cyxon
Nyryruwes Mepemonme
!
9
12} —— AL Mol vardiie Ce
aniv
! \ Nepwosnarisxa RSV > Ul KovkoZ — =
\ \ Bryroha I s Ypano-Kam o
\ Wepoxe  Tanoms SROKYNO 1
Orikhivka \ Coprasmme l2vanry
) Hume '
voies \ [ipne Verkhn oshe: o vko _
servona Beprusowennp nra
olyana 4
PPOOD Mal-apm vka
lonawa M.u-‘n/.xun.
L\
2he2min
r. “m 1‘\ Meodvezhanka
\ Meoanowanxa [eees <% o |
W\ = 1 hr 45 min
N Velykokamyanka v |
retet b\ BeNmoKam mia vedmezhe S
W Besme /
o » Ayt Kalinnik S
AL
Roven’ o i /
vl K‘w"m’“ Voznesenivka
[ Mykhail via /5 ~ Boswecen
Muzaininea A4 Shekhters'ke Bk
| V. 4 Lyubymwka WarTapcuxe Pm.t»--‘w.' -
v Peobumaiaxa MNansenione
yk \
B - Nahoino-Tarasvka \‘}
LY \\: - ' 1 ‘
FeySe HaransHo-Tapacinks {
[pubynaxs (
Blahiviay, alsove
Dyakove Gnarinwa 21 Karpove Kripenske bpokone [~
Awnode g tove W KBpNose Kpenewc e Paviovka
Botpuxone N Nannosxa
. Kiselow
s NovObOIOVy B g, =8 Kucenet
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Figure5.14: Directions from Chernikov, Rostov Oblast, Russia to the Aviation Museum in Luhansk,
Ukraine
Source Google Maps, 2023
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As the scenario indicated that the convoy was travditimg Russia to Ukraine, the next step was to
look for a Tjunction appraimately 2 kmfrom Chernikov, Russia. Since there was only one major
intersection between Chernikov and théEhighway, this was very simple to locate. However, it is

important to note the importance of conducting a scan of the area to decrease thiétproberror.

<
zs
3!
»9
=0
Iis
>=

Figure 5.15: TJunction measurement from3b to Chernikov, Russia is 2.43 km (1.51 mi)
Source Google Maps, 2023
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In order to confirm the location, the next step was to conduct a street view of the intersection and
compare it to theriginal image provided from the dash cam. As depicted in Figures 5.16 and 5.17,
there are at least seven key identifiers that can confirm that the location found matches the location

provided, which is the E50, in Rostov Oblast, Rus$id%0'38.9"N 39°4@5.3"E). In this particular

case, the convoy is travelling West on Highway E50 in Russia, towards Ukraine.

Figure 5.16: CarCaml
Source MilOsintCTF, 2023

Figure 5.17: E50 Highway, Westbound
Source Google Maps Street View, 2023
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Taking all of thisinto consideration to the original question, the convoy is approximately 98.7
km away from the Aviation museum, which rounded to the nearest tenth, would be™£@dkm
approximately 1 hour and 45 minutes if the convoy is travelling at the posted spegdHoni
additional intelligence value, knowing the type(s) of vehicle(s) in transportation would further assist
in assessing the travel time from one location to the other. For example, knowing the type of vehicle,
one could assess the speed it is travgléit,its fuel capacity, andts capabilitypurpose all of which
could lend a hand in also determining the intent of travel (e.g. reconnaissance, electronic warfare,
defensive/offensive action, troop transportetera.

Ethical Issues

This case studytilised search engine queries, translation servarebyeb mapping tools for
the analysis and geolocation of the route in que
are no ethical issues at stake as the images had been taken direc®ptrgle Maps, and there is no
additional metadata associated with the image. However, if the dashcam footage was in fact real and
was somehow leaked to the general public, knowledge of this could potentially alter the course of the
convoy, which could ulihately impact Ukrainian operations and resources if they were planning any
defensive operations against the Convpyovided Russian counterintelligence was aware of the
information leak. Despite this, a number of Russian locations are regularly sha@dadmedia
platforms such aswitter, likely as a result of the amount of civilian support to the Ukrainian military,
the ongoing information campaign against Russia (as the oppressor), and because at this time it can be
argued that Russian informatiand operational security (INFOSEARdOPSEQ tactics are not on
par with Ukraine.

All'in all, this CTF scenario has provided a means by which to understand how various
techniques can be used to geolocate a moving convoy. However, it also sheds libitabn e
considerations that impact information security, operational secamitypersonnel security
(INFOSEG OPSEC andPERSEQ by means of considering the impact of counterintelligence

strategies that may be in use by an adversary. As people andesdoégtome greatly intertwined i

11 This answer was confirmed to be correct from the MilOsintChallenges website.
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the online environment, so will an array of adversaries find more purpose and effectiveness in this
space. Whether in the form of intelligence collection, counter intelligence, information, psychological
or cyber operatins, digital security and awareness is just as critiéadot more- than physical

security.

5.4. Issues: Verification

Case Study Verification
Identify methods of verification that can be used when conducting open source intelligence.

The fabricatiorof information is not a phenomenon of modern times. Whether in the form of
misinformation, disinformation, or propaganda campaigns, information fabrication can be said to be
as old as speech itself. However, what differentiates information fabricatioa fwentyfirst century
is the technology that enables its efficient and effective dissemination. Such fabrication can occur in
varying mediums including, misinformation, disinformation or propaganda published by a news
agency or government medida socal media account posting manipulative contéhte-purposed
or manipulated photos or imageryitdluence a response, or a désqe or staged vidé# leaked to
benefit a particular group or cause. Undoubtedly, as advances in technology make it ingreasing|
difficult to determine fact from fiction, forensic analysis and verification must adapt alongside such
advances, especially as information becomes inherently easier to disseminate on a global scale.

As an OSINT researcher or analyst, it is fundamenthht@ and emplos critical thinking
criterionto all investigations, especially in relation to the reliability of the source, the credibility of

information, and how that information has been corroborated. Similarly, it is also important to

112InApriI 2022, Ukrainebs Foreign Ministry had releasedrom statement
Ukrainian ports. President Putin, and other Russiandtef ficials incl
accusation. I'n June 2022, a BBC investigation foundomMBadygoRad fi cant e\

published by Maxar Technologies (U.S. space technology company) had shown fRaggiech ships at th€rimean porin Sevastopol

being loaded with grain. Days later, satellite imagery of the same ship was observed im 8pdsvn Russian ally. Analysis of the

incident assessed Russia to be involved in laundering allegedly stolen grain from Ukraine to Syria@n(Rbaithe, et al, 2023; Maxar

Technologies 2022; Windward, 2022).

U3on 24 Febr uary 2022, a threat on Twitter posted by @WadCl andest.i
Ukraine was meant to target U.S. bioweapons facilitieated in Ukraine. The claims are a result of a misrepresentation of the Biological

Threat Reduction Program, which sees the U.S. Departsment of Defen:c
pathogens, and detect outbreaks (Roaché, 2023).

114 1n March 2023, a video circulated on social media byRwssian figures and supporters, showed what appeared to be dashcam footage

of Ukrainian Soldiers Harassing a Woman. When online communities attempted to verify the authenticity ebthiewaks geolocated to

be filmed approximately 30 km from the Ukraine border, in Russia (Higgins, 2023).
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consider agenchias, and what is implicated by the release of information at any given time. Some
guestions the researcher can ask when verifying information include, but are not limited to the
following:

How reliable is the source of information?

3 Have they been relide in the past?

3 Are there any issues with authenticity, trust, or competency?

3 How is the source able to acquire this information?

3 What are the motives of the source?
How credible is the information?

3 Did the source provide references for the informatiotained?

y Do the references have motives to deceive the source?
3 Has the information been confirmed by other sources?
Yy~ Have you checked that those sources have stated what is claimed to have
been stated?

3 What type of access is the information based upon?
Hasthe information been corroborated?

3 Bywho?

3 What is their reliability?

3 What is their credibility?
What is implicated by the release of information?

3 Was this information released at a time that would benefit a particular party?
Is there any presence of biasfallacy in the information?

3 Is there a bias toward a particular party?

3 Is there a bias resulting from professional or personal experiences?

(@]

O«

[@]3

(@]

(@]

In addition to the above questions, a researcher should keep a bookmark in their browser of
multiple verificaton websites and tools to assist their verification process. These can include the
following:

Ethical Guidelines for Evaluation
0 UNEG Ethical Guidelines for Evaluation:
https://www.alnap.org/system/files/content/resource/files/summary/UNEG_Ethical Guideline
s_for_Evaluation 2020.pdf
0 Berkley Protocol on Digital Open Source Investigations:
https://www.ohchr.org/sites/default/files/2002/OHCHR _BerkeleyProtocol.pdf
Fallacies and Biases
List of Fallacies and BiaseBttps://phibsophy.hku.hk/think/fallacy/
0 Cognitive Biaseshttps://www.visualcapitalist.com/i&gnitive biasexampleanentat
mistakes/
Every Single Cognitive Bias in Oriefographic:https://www.visualcapitalist.com/every
single-cognitive-bias/
Information Verification:
0 Disinfo Databasehttps://euvsdisinfo.eu/disinformatiarases/

~

0 Bot Sentinelhttps://botsentinel.com/

(@]

(@]
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https://www.alnap.org/system/files/content/resource/files/summary/UNEG_Ethical_Guidelines_for_Evaluation_2020.pdf
https://www.alnap.org/system/files/content/resource/files/summary/UNEG_Ethical_Guidelines_for_Evaluation_2020.pdf
https://www.ohchr.org/sites/default/files/2022-04/OHCHR_BerkeleyProtocol.pdf
https://philosophy.hku.hk/think/fallacy/
https://www.visualcapitalist.com/18-cognitive-bias-examples-mental-mistakes/
https://www.visualcapitalist.com/18-cognitive-bias-examples-mental-mistakes/
https://www.visualcapitalist.com/every-single-cognitive-bias/
https://www.visualcapitalist.com/every-single-cognitive-bias/
https://euvsdisinfo.eu/disinformation-cases/
https://botsentinel.com/

OC O¢ O« O« O¢ O¢C O« O¢ O« O« O« O¢ O«

0

BotSlayer:https://osome.iu.edu/tools/botslayer
Botometerhttps://botometer.osome.iu.edu/

Fake News Detectohttp://cbctweb.mit.edu/FakeNewsAppublic/index.html
CaptainFacthttps://captainfact.io/

The Interactive Media Bias Chaltttps://adfontesmedia.com/interactivediabiaschart/
Africa Check:https://africacheck.org/

Snopeshttps://www.snopes.com/
FactCheck.ordnttps://www.factcheck.org/

PolitiFact: https://www.politifact.com/

Google Fact Check Explorérttps://toolbox.google.com/factcheck/explorer
AllSides Media Biashttps://www.allsides.com/mediaias

RMIT ABC News Fact Checkattps://www.abc.net.au/news/factcheck
Reuters Fact Checkitps://www.reuters.com/facheck

Media Bias / Fact Checkittps://mediabiasfactcheck.com/

Image Verification

(0]

¢ O«

0

Forensicallyhttps://29a.ch/photforensics/#pealata
3 Cone detection, error level analysis, noise level analysis, and others
Google Lens / Google Reverse Image Seditths://lens.google/#shopping
TinEye: https://ineye.com/
3 Reverse Image Search
Foto Forensicshttps://fotoforensics.com/
3 Uses error level analysis to find EXIF data and portions of a photo that were edited

Deepfake Verification

0

Deepwarehttps://deepware.ai/
3 Scan a video to determine if it has been manipulated

Additional Toolsets:

~

(0]

0

0

RAND Disinformation Toolsetdattps://www.rand.org/research/projects/trakbcay/fighting
disinformation/search.html

College of Staten Island Fact Checking Websites:
https://library.csi.cuny.edu/c.php?g=619342&p+@383

Alberta Teachers Associationttps://teacherab.libguides.com/criticalthinking/factchecking

A list of tools such as this should be updated as necessary as tebetmmme available or as they

become outdated. Not only will this provide analysts with a baseline start point, but it will also assist

in any positional handovers and / or new hire positions. In relation to the above list, this section will

now explore lhie forensic image analysis tool, Forensically.
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https://deepware.ai/
https://www.rand.org/research/projects/truth-decay/fighting-disinformation/search.html
https://www.rand.org/research/projects/truth-decay/fighting-disinformation/search.html
https://library.csi.cuny.edu/c.php?g=619342&p=4310783
https://teachers-ab.libguides.com/criticalthinking/factchecking

Tool Exploration: Forensically - Image Analysis Verification

Using Forensically, one is able to examine parts of agéntlaat cannot be seen otherwise

Take this image, which servass t h e teplwoto that aids in stpweasiibgfunctionality:

| T —

Figure 5.18: Forensically Sample Imag@riginl Image
Source Forensically, 2023

Within Forensically, one can utilise tools such as an image magnifier, clone detection, error level
analysis, noisanalysis, level sweep, luminance gradient, principal component analysis, meta data,
geo tags, thumbnail analysis, JPEG analysis, and string extraction. We will explore these functions
below.

Using the magnifier and enhancement features, one is ablegtofynie pixels and contrast
of the image. This is useful when one requires additional details of one of the objects within the
image. While it can prove useful as own, this tool is most valuablehen usedn combination with

other featurs within the application.
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Figure 5.19: Forensically Sample Imagdagniier Tool
Source Forensically, 2023
This exploration will beginwiti-For eni scal |l yés cl one detection

determine parts of an image that appear to be identical to each other. In the image b&dohh#se
determined similarities between several clouds, which can furthermore be confirmed using the
magnifier tool. The clone detection tool also allows the user to scale the level of similarity, detail,

cluster size, and block size as a means to assesarity at varying levels.

Figure 5.20: Forensically Sample Imagelone Detection Tool
Source Forensically, 2023
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In regards to the error level analysis tool. This tool is particularly interesting because it allows
the user to detect edited &atits within a JPEG image. In the image below, we are able to see portions
of the image that appear in white and blue noise. For example, the blue noise represented by the
floating disk not only occurs as a result of the variation in brightness of thisdikkbut is also an
indication of the presence of an artifact that does not originate from the original content (Image
Engineering, 2023). So, as a result of the noise within the artifact, the JPEG format will have
difficulty compressing it, and willgpear bright with noise amongst the original content (Wagner,
2015). Conveniently, this tool allows the user to adjust the JPEG quality, the error scale, and the
opacity of the original photo. So, as one adjusts the JPEG quality to a lower level, addiisma
appears in the image.

Reference the white noise below the blue noise of the floating disk in particular, we can see
from the original image that this is the shadow of the disk in question. Howehagris particularly
intriguing is that the orignal photo also shows shadows cast among other parts of the area, which do
not appear as noise using the error level analysis tool, thereby indicating that the shadow of the disk is
not part of the original content of the image. Additionally, white n@issbserved in several portions
of the sky where the clouds are located in the original image. Recall from using the clone detection
tool in Figure 5.20 that the tool had identified the clone of several clouds. Using this tool, the user is
able to visuallysee that the clouds on the left have been copied from the clouds on the right, and were
manipulated into the photo. Similarly, with the parachute on the right, which the error analysis tool is
identifying as further image manipulation as the JPEG washi®t@compress the content as well as
the original content. Used in conjunction with the noise amplitude tool shown in Figure 5.22, these

tools can quickly identify manipulation within JPEG images.
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Figure 5.21: Forensically Sample Imagerror Level Aralysis Tool
Source Forensically, 2023

o S T g % e e e B f,.‘. vt
Figure 5.22: Forensically Sample Imagdoise Amplitude
Source Forensically, 2023
Perhaps best used in conjunction with the clone detection tool, the level sweep tool below
appears to increase the contrastleeé light within the image, thereby further allowing the user to

identify areas which may have been copy and pasted within the image. This tool can therefore provide

the user with an alternate means of identifying image manipulation.
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Figure 5.23: Fansically Sample Imagelevel Sweep
Source Forensically, 2023

As depicted below, the |l uminance gradient t o
Xx and y axis of the imaged (Forensicallaies 2023).
by looking at various portions, angles and edges of illumination within the image. So, when looking at

an unmanipul ated i mage, fAparts of the i mage whic

T 7 #r ey ety

Fie 5.24: Foren ‘ Imagsjmi
Source Forensically, 2023
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under similar il lumination should have a si mi
(e.g. sharp gradients are indicated of manipulation) (Forensically, 2023).

Moving on to principal component dgsis !*°this tool allows the user to view the image
from an alternative perspective. The user can view the image in three separate levels of components,
which can assist in revealing hidden details within the image. The image below is taken at component
level two, which has a medium variance. As this tool may show different perspectives depending on

the component level, it is also best suited to be used in conjunction with other tools such as error level

and noise analysis.

Figure 5.25: Forensically Satepmage- Principal Component Analysis
Source Forensically, 2023

The metadata and geo tag tools depicted in Figures 5.26 and 5.27 pull any available EXIF
data from a JPEG. For instance, the make and model of the camera that captured the image, the
orientation of the image (portrait / landscape), the original-tiate group, the modified datene

group, GPS coordinates, exposure time, and even the software that was used to edit the image

115 flarge datasets are increasingly common and are often difficult to interpret. Principal component analysis (PCA) isaftachniqu

reducing the dnensionality of such datasets, increasing interpretability but at the same time minimizing information loss. It does so by
creating new uncorrelated variables that successively maximize variance. Finding such new variables, the principal coatha®etis
solving an eigenvalue/eigenvector problem, and the new variables are defined by the dataset atshgridrinbence making PCA an
adaptive data analysis techniqiidés adaptive in another sense too, since variants of the technique have bepetethat are tailored to
various different Jbliffe&CatipmgRels). and structureso (
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case darktable 1.6.6. Important to note here is thaymacial networking platforms will strip the

metadata off any uploaded images. So, if a user were to download a pholaitten for example,

all the metadata associated with the image woulktrygpedaway and not exploitable to the

researcher or ahest.

This is also the case for the geo tag tool as it also relies on metadata. In this case however, the

geo tag tool has provided the similar GPS coordinates as seen in the metdplatavever, here it is

also projected onto a world map. Neverthelesstadata and geo tags may not always be trustworthy

as they too can be manipulated. Unless corroborated with other information, metadata should always

be critically assessed for possible manipulation. Unfortunately, at this time there is no toolatailabl

assist in the assessment of manipulated EXIF data / metadata. The best method an analyst can

undertake is to consider it in whole with other evidence (e.g. does the image match the indicated

location and time of year it was taken in terms of weathdrggography). Additionally, the user can

also view the image in OpenStreetMap, Google Maps, or view other images around the provided

coordinates on Flickr, which can moreover assist in determining whether or not the location matches

the image and date ged in the metadata. Additionally, this method can also be used to determine if

others have posted similar images, which can assist in corroborating the image. Again, depending on

SubfileType
ImageDescription
Make

Model
Orientation
XResolution
YResolution
ResolutionUnit
Software
ModifyDate
YCbCrPositioning
Rating
RatingPercent
DateTimeOriginal
GPSVersionID
GPSLatitudeRef
GPSLatitude
GPSLongitudeRef
GPSLongitude
ExposureTime
FNumber
ExposureProgram
ISO

1

SONY
ILCE-6000

1

300

300

2

darktable 1.6.6
Fri Aug 14 2015 09:32:39 GMT-0400 (Eastern Daylight Time)
2

1

20

Thu Jul 31 2014 12:05:43 GMT-0400 (Eastern Daylight Time)
22,00

N

47.3500

E

8.4980

0.0050

11

2

100

Figure 5.26: Forensically Sample Imagdetadata

Source Forensically, 223
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the level of expertise, this may have been a factor taken into consideration by the editor, so it is

important to always be critical about these results.

GPSVersionID 22,00

GPSLatitudeRef N +

GPSLatitude 47.35 @
GPSLongitudeRef E

GPSLongitude 8.498

* View on OpenStreephMap
* View on Google Maps
e QOther Images around here on Flickr

Report a problem | @ OpenStreetMap contributors

Figure 5.27: Forensically Sample ImagBeotags
Source Forensically, 2023

Thumbnail analysi is another tool which can prove very useful, especially when comparing it
to the original image. This is particulaithelpful because the tool reveals the concealed image within
the original image (Forensically, 2023). This is of course provided thas available as not all
cameras or software store a smaller version of the imigbis time. In the case below, one can
observe the original image prior to manipulation. Note the location of the paraglider, the absence of
the floating disk, and the lottan of the clouds. In addition to the forensic analysis of the manipulated
image, this thumbnail can be used side by side as further evidence of modification. If relevant, this
image can also be used in a reverse image search to determine additiomaitiofoof value to the

investigation.
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Figure 5.28: Forensically Sample Imagehumbnail Analysis
Source Forensically, 2023

More technical than previous tools, Forensically also employs JPEG analysis and string
extraction within its toolset. In regés to JPEG analysis, this tool will capture data comments stored
by applications, and will also display quantization tables, and information about the structure of
sequence markers in a JPEG file (Foreasically, 2
guantization matrices used to compress a JPEG file reveals information about what software was last
used to save the file in questionéMost software
guantization matrices defined by the standard. Theexaept t o t hi s rul e are Adot
In consideration to this, verifying or identifying different quantization matrices can be used as an
indicator that the JPEG in question has either been edited, or at the very least, if it is not the original
image Regarding the structure of sequence markers in a JPEG file, Forensically (2023) indicates that
JPEG images captured with a camera that has the same settings should produce the same sequence. If

not, this is another indicator that the JPEG in questernbeen manipulated.
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No JPEG comment found

Quantization Tables
Standard JPEG Table Quality=95

Table 0 (8 bit)

HEBRRaEN
- - -] - [
o fefelrielelols

ﬂ.ﬂﬂﬂﬂﬂ
H

Figure 5.29: Forensically Sample ImagfPEG Analysis
Source Forensically, 2023

In regards to the string extraction tool, thi
looking for sequences of ASCIfc har act e r Byo202@)FAzaordimggoi Forensically (2023),
this tool functions as a fifallbacko to assi st in
currently understands. Moreover, in order to benefit most from the JPEG analysis and the string
extraction tools, it is highly recommended that the researcher or analyst work together with an image

analyst who specializes in these technical fields.

116 American Standard Code for Information Interchange. ASCII codes are used to represent tegtagitioinic communications
equipment. It contains controharacters, punctuation marks, digits, and the upper and lowercase English alphabet (IBM, 2023).
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JFIF
Exif

SONY

ILCE-6600

darktable 1.6.6
2015:08:14 13:32:39
2014:07:31 16:85:43
PrintIM

03200

0238

0166

2014:07:31 16:05:43
2014:07:31 16:85:43
2014:97:31 16:85:43
DC738©33202220060
Standard

OEEEO

OEEEO

eek'-J-"Kee

OEEEO

OEEEO

eeK'-J-"Kee

OEEEO

NEEEN

Figure 5.30: Forensically Sample Imagsgtring Extraction
Source Forensically, 2023

Utilised togetler, a critical thinking criteriorand tools will equip any OSINT analyst with the
ability to verify information effectively. However, it is important to note that these tools may not
always be available or fully capable of detecting all false informati@afitered media as a result of a
lack of available data or information. Additionally, in some cases, detection may not be on par with
advances in media fabrication.

Earlier chapters of this work have explained the differences and similarities of thetinterne
and the World Wide Web, and later on, network theory and social network analysis concepts were
introduced on small world theory (e.g. six degrees of separation). Due to the very nature of the
Internet and the World Wide Web (herein, the Web), their stres can be said to be likened to a
small world network. In experiments conducted by Barabasi and their team in 2003, it was determined
that, fAany document is on average only nineteen
consideration tohte expansion of the Internet and the Web since-thestuding social networks, new
websites, et ceterahe clustering coefficient (information available) has greatly increased while path

lengths (amount of clicks to get to a page) continue to decréddes is significant when we

17 Eor example, Facebook conducted a study of its Hil6&n active users in 2016, and determined that each person is connected to every

other Facebook usey an average of 3.57 other people (Edunov, et al, 2016). In 2011, a similar study from Cornell found the collective
degrees of separation to be 3.74 amongst 721 million active users (Backstrom, et al, 2012; Ugander, et al, 2011).
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consider the viral spread of fabricated information on the web, and furthermore demonstrates the
significance of verification of information online. Therefore, just as one would explore a network of
data or information, onénsuld also conduct verification in the same manner; through the use of data

and information hubs that can corroborate, contradict, or challenge a hypothesis.

5.5. OSINT and Social Network Analysis

As previously discussed in Chapter 3, network theapeeifically social network analysis
can be beneficial to an analyst as they are exploring and interpreting meaning from datasets. In a
number of ways, networks can act as information maps to analysts as they develop an understanding
of how a group communétes and operates. However, in some instances the use of social network
analysis can actually deter the development of meaningful results. A critical consideration for social
network analysishenis that an analyst must have an understanding of the fygmathey are using,
and how they plan on using the results of the analysis. This will ensure that the analyst inputs the
correct type of data that is properly suited to the intent of their work. Thus far, this chapter as a whole
has discussed ways in igh OSINT may be used to develop situational awareness, to geolocate a
person, group, or location, and how to conduct verification of information. At this time, this section
will discuss the ways in which social network analysis may aid in the analytieags of conducting
an OSINT investigation, thereby illuminating the interpretation of results that an analyst can deliver to
their team.

While often associated with social media, social network analysis is not limited to social
networking websites. Howey, given the type of data found on such websites, data retrieved from
these sources is quite valuable to social network analysis especially since this type of analysis is
largely focused on investigating social structures. While investigating socidlséisican analyst
may come across information that may reveal lines of communication (e.g. how information is passed
in a network), communication hubs (e.g. a key actor(s), central actor(s) that link others together),
hierarchical relationships (e.g.leades , couri ers, operators), possi bl

communication limit (e.g. local, regional, internationalceterg, to name a few. Combined together,
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this information can provide valuable insight about a particular group that ceuld¢heveraged to
determine vulnerabilities to exploit within an investigation.

In combination with data that may be obtained from social media, other sources of data that
also contribute to maximizing the output of social network analysis include netataiile phone
data, and/or computer forensics (e.g. contact lists, messages, application way pmtes).et
Together, these multiple data sources serve to better inform and provide context to datasets an analyst
may already have. Coupled with otlagralytical practices such as geographic information systems
(GIS)**8and Intelligence Preparation of the Operational Environment (IPOE) or Intelligence
Preparation for the Battlefield (IPBY’ analysts can generate rather strong assessments using such
methodsof predictive analysis. These assessments can be further supported by creating social network
analysis (SNA) simulations that showcase how a network could possibly react if a particular node was
removed, which can moreover be used to identify pivot poirds investigation, refine targeting
efforts, plan psychological operations, exploit gaps in the network, plan collection efforts, et cetera.
Figures 5.31, 5.32, 5.33, 5.34, 5.35, 5.36, b5.37
communication sticture as an example of conducting social network analysis simulations where
nodes are removed from the network to determine the impact on the flow of information to each
insurgent group (represented different colous).

As depicted in the figures belowemoving a particular hét from a network can have
varyingresults In this simulation, Figure 5.31 represents the baselinefragmented network. As
depicted in Figure 5.32, removing the Blue hub shattered the main (central) point of information
outpd, limiting the hubs to communicate only with their adjacent neighbouring hub. In Figure 5.33,

removing the Green hub isolates the rest of the Green nodes from obtaining any information. Given

18 por example, in combitian with GIS, social network analysis can be used to determine communication, temporal, location, and group
patterns (among others). An example of this could be trying to understand an insurgent group's hierarchical structure, lines
communication, capmlities, and attack patterns.

119 The overall process of IPOE and IPB (see footnote 81) are the same: Step ltHedhiatlespace (significant characteristics of the
environment); Step 2: Describe the battlespace (terrain analysis and effects onrg)etép 3: Evaluate the Threat (assess the threats,
identify targets); Step 4: Determine threat Courses of Actinost likely and most dangerous) (Department of National Defence, 2001).
However, the main difference between them lies in the overalesaiofheir analysis. IPB primarily focuses on geospatial analysis (e.g.
weather, enemy, terrain) with some consideration to ssmmomic and cultural factors. In contrast, IPOE consists of both a geospatial and
systems analysis of the operating envirentand includes a complete assessment on political, economic, military, social, information, and
infrastructure (PMESII) in relation to area, structures, capabilities, organization, people, and events (ASCOPE) (262@)erfdéso see
Chapter 3, footote 81.

120 Lub: A node that has a large degree (many linkgkémp 2022).

127


https://mathinsight.org/contributor/dqnykamp

the current onavay relationship between the Green and Purpteorks, a power struggle may occur

or the remaining Green network may simply join or establish new relations with the Purple network in
order to obtain information from the Blue node. With the removal of the Purple hub in Figure 5.34,
one can see that thwo of the three Purple nodes are isolated from the rest of the network, with only
one able to reach into the rest of the network via the Green hub. The removal of the Red hub in Figure
5.35 slightly fragments the rest of the Red network, however, teestifirable to obtain information

from the Blue hub via the Pink hub. While the removal of the Pink, Yellow, and Orange hubs are not
as impactful as removing the Purple, Green, and Red hubs, (see Figures 5.36, 5.37, and 5.38), they
still fragment the netark by limiting the access to neighbouring hubs. Depending on the overall

intent of the simulation and the desired effect the analyst wishes to achieve, any one of these
simulations can be used to illustrate various assessments, including but not tirtibed t

fragmentation of a communication hub, the spread of information, a possible hierarchical relationship,

or even the assessed impact of a targeting effort within an open source investigation.

Figure 5.31: SNA Simulation of Communication Flow fromu@&Hub
Source Author Rendered

Figure 5.32: SNA Simulation of Communication Flow from Bltgb - Blue Hub Remove
Source Author Rendered
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Figure 5.33: SNA Simulation of Communication Flow from Blue H@reen Hub Removed
Source Author Rendered

Figure 5.34: SNA Simulation of Communication Flow from Blue Hiturple Hub Removed
Source Author Rendered

Figure 5.35: SNA Simulation of Communication Flow from Blue Hited Hub Removed
Source Author Rendered
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Figure 5.36: SNA Simulation d&ommunication Flow from Blue HubPink Hub Removed
Source Author Rendered

Figure 5.37: SNA Simulation of Communication Flow from Blue Hellow Hub Removed
Source Author Rendered

Figure 5.38: SNA Simulation of Communication Flow from BlugbH Orange Hub Removed
Source Author Rendered
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Despite the wide ranging applicability of social network analysis within OSINT, it also has
some disadvantages. For instance, while social network analysis can be done using small datasets, it is
likely mostuseful with larger datasets dlevantinformation in order to ascertain the big picture.
This can be problematic as datasets often need to be purchased from companies that collect such data.
These purchases often come with caveats as to how the d&@ esed, and how it can or cannot be
shared. Additionally, social network analysis can require technical skill sets and be fairly time
consuming to develop models and simulations that best fit what the analyst is attempting to assess.
While large datasetmay be preferred in order to develop a clear understanding of what is happening,
too much data may degrade the entire analytical process. Therefore, it is important that the analyst
ensures the data is clean and specific to what they require so thesisaisahot distracted by
background noise.

Overall, social network analysis maintains both advantages and disadvantages to its use.
While it has a wide range of applicability for use in OSINT, an analyst must ensure they are using the
datajudiciously, and that they have the skillset to ensure the data is represented appropriately. Used in
this way, social network analysis can illuminate data that may otherwise be overlooked or unseen,
thereby informing an analy@tpredictive analysis process. Additidigasocial network analysis can
also provide an analyst with an alternative view to understanding how a network functions, what their
vulnerabilities may be (or where they can be created), and where they should focus their research.
With this, an analystan then take this information and conduct specific investigations online that
seek to exploit their person, group, or area of interest. It is to this extent that social network analysis

and networks as a whole serve as information maps to OSINT analysts.
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5.6. ATIP Responses

Case Study ATIP
Submit an access to information and privacy (ATIP) retiteeidentify OSINTiraining resources and

methods to the following government agencies: the Department of National Defence (DND),
Transport Canada (TC), FinaacTransactions and Reports Analysis Centre (FINTRAC), Global
Affairs Canada (GAC), Canadian Border Services Agency (CBSA), Royal Canadian Mounted Police

(RCMP), Canadian Security Intelligence Service (CSIS), and Public Safety Canada (PSC).

Access to Infrmation and Privacy (ATIP) Online Request:

0 | am seeking all records regarding Open Source Intelligence, specifically mentioning training,
policies, and risks associated, from 201 presen(2022)!2

On 9 and 10 November 2022, the above request wadtsedbo eight federal agencies in an
attempt to identify and assess the methods and resources allocated to OSINT training. Over the course
of six months, a number of responses to the requests were made available. For clarity, this section will
reference ach government agency's response separately.

5.6.1. Department of National Defence
Response dated 28 November 20Z2acking Number A202201333, File 2700469

The Department of National Defence (DND) had provided two documents in response to the
ATIP request: (1) Briefing Note for the Deputy Minister and Chief of the Defence Staff: Open Source
Intelligence Activities on the Internet, and (2) the Chief of Defence Intelligence (CDI) Functional
Directive: Conduct of Open Source Intelligence Activities anlttiernet.

While a significant portion of each document is redacted, there are some key pieces of
information to note. For instance, the backgroun
the process of revising a functional directive lo& tonduct of Open Source Intelligence Activities on
the Internet (OAl). The previous directive, 1issu

Intelligence, 2020, 1). The revised document that this briefing note references is the second document

121 Note: Some departments required additional clarification and specification from the original request. Asspmesalepartments

received a question in different wording in order to reference specific files. However, the request provided here éntatiepres how
the question originated.
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included in the request, with an effective date of 1 November 2019. The background statement
thereby indicates that a revision of policy has occurred just over two years after the initial directive
Chief of Defence Intelligence Functional Directive: Feawork for the Conduct of Intelligence
Activities Using the Internet (IAl), February 20%4%- was issued.

What is significant about the OAlirectiveis that despite its approval to take immediate
effect, it remains in draft form without the signaturehaf Chief of Defence Staff (as of the ATIP
request time of release, 28 November 2022). While not inherently stated in the released information, it
appears as though the functional directive has been in a state of revision for over four years since its
effedive date of 1 November 2019. Unfortunately, it is not abruptly clear as to why this particular
document has not been formally approved. However, some theories can be made.

First, is the acknowledgment of the effects that COVID has had on public aatepriv
institutions. Although the pandemic has had a significant effect on all government departments, this
particular reason does not justify a feuar revision cycle, especially since this document was
disseminated as one which superseded the formero@lrdent, and was approved for use. Second, is
the acknowledgement that this document was drafted during the period thatlRillBIgital Charter
Implementation Act, 2020 (2022021) and Bill G27: Digital Charter Implementation Act, 2022
(2022present) wre both consecutively introduced to the House of Commons. While the
implementation of Bill @7 is likely a factor to consider in the formal approval of the OAI Functional
Directive, it too should not be the reason that such directives are not offagaligved. This is not to
saythatBillG2 7 wi | | not have an effect on DNDO6s polici
and information for intelligence purposes. Rather, it is implying that analysts employing such a
capability require a solid foulation of authorities and policies to reference as they are conducting
their work. Disseminating an unsigned draft and indicating it supersedes other directives can create
confusion and division among units and departments with a mandate and capatilitgiuot
OSINT, which can furthermore impede operations, limit the use of the capability, and / or create legal

issues for collection later on.

122 The Chief of Defence Intelligence Functional Directive: FrameworkhferGonduct of Intelligence Activities Using the Internet,
February 2017 was not included in the release of information as the original request had a timelindcf 281t {November 2022).
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On a separate note, the table of contents provides a list of subjects that the directive discusses.
Of particula interest are sections (4) Legal Authority, (5) Policy Direction, (6) Information
Management, (7) Gender Perspectives, (8) Roles and Responsibilities, and (9) Approval (Chief of
Defence Intelligence and Director General Intelligence Policy and Partrer2@ii®). Although each
section is redacted, the subject titles themselves are indicative of an ethical approach concerning open
source collection. However, this cannot be confirmed without access to the subject matter therein.
Similarly, an assessmentlodw training is conducted or how risk is assessed cannot be completed as
a result of the redacted content. Although training and risk are not distinctly mentioned as subject
matters, they may be discussed in general under subjects eight anfithmdirective However it is
also possible that the document does not reference these matters specifically, and instead relies on
individual mandated units to develop their own training plan and means of assessing risk. While this
allows individual units and departments to cusize training and assess risk as it relates to their level
of operation (e.g. tactical, operational, strategic), it also creates an unestablished baseline from which
to grow.

5.6.2. Transport Canada
Response dated 17 February 2028acking Number A202200381

In a number of ways, the response to the ATIP request provided by Transport Canada was
vastly different than that of the Department of National Defence. Where DND referenced policy and
authority, Transport Canada simply provided a list of inteflice related courses it provides to its
analysts. Theourses themselves take place online, and are offered through the Intelligence Analyst
Learning Program (IALP)a j oi nt ef fort bet ween members of Cal
areadministered Y the Privy Council Office (Privy Council Office, 2023). Tl of courses

provided isas follows:

0 Open Source Intelligence Level b days / 1:3@2:30 + 3:004:00 / Total:10 hours

0 Open Source Intelligence Level 8 days / 1:3:30 + 3:004:00 / Tot&10 hours

0 Structured Analytical Techniques Learning SeriBslays / 10x 1 hour sessions / Total: 10
hours

0 Analytic and Critical Thinking for Intelligence Analystd days / 8x 1 hour sessions / Total:
8 hours

0 Introduction to Canadian Intelligene@ days / 4x 1 hour sessions / Total: 4 hours

0 Effective Writing Course 5 days / 10x 1 hour sessions / Total: 10 hours
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0 Argument Mapping for Intelligence Analysts4 days / 8x 1 hour sessions / Total: 8 hours
0 Visual Thinking- 2 days / 4x 1 hour sessionsdtal: 4 hours
As indicated from the above list, Transport Canada provides its analysts with two OSINT
coursesan i ntroductory | evel course designed to tea
coll ecting and expl oi tdasgconn lpvelcousethat teaehesistaderdsr ma t i ©

ito plan and use efficient search strategieso (F
description, the students also learn methods of evaluating online information sources and how to

maintain opeational security, which is critical to identifying misinformation, disinformation, and

protecting the individual and organization. Additionally, the second level course indicates advanced
security, ethics, and case management (e.g. chain of evidende&yasaurse topic, which is crucial

to ensuring that open source collection occurs in a legal, proportionate, and purposeful manner.
Unfortunately, the extent to which each of these taogitaught is unclear. Given the length of the

courses, it is unlikglthat any indepth discussions occur on these matters, thereby putting the onus on

the individual to pursue knowledge on their own.

Although individual pursuit of knowledge is not necessarily a bad thing, it can be problematic
for setting standards withian organization. This can result in differing approaches to ethical
interpretations, unstandardized case management, and varying acceptable levels of risk within an
organization. Either of these can pose issues when such evidence is used in coudanduring
interrogation, or for targeting purposes. However, an individual pursuit of knowledge can also be
greatly beneficial to an organization. This is especially true when it is in the form of an added skillset
(e.g. tool or technique specialization). Blig tvalues that an organization depends on to maintain its

capability should not occur over an hour long serial or as an individual learning pursuit.
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5.6.3. Financial Transactions and Reports Analysis Centre
Response dated 11 January 20Z8acking Numier A-202200065

At the time of response, the Financial Transactions and Reports Analysis Centre (FINTRAC)
had indicated via email correspondence that the requested records werestemt (Widdis, 2023).
However, pursuant to subsection 4{3pf the Accas to Information Act, FINTRAC determined it
reasonable to produce the information in order to respond to the request.

With respet to OSINT training, FINTRAC hdindicated that they leverage both internal and
external training sources as a means to devibleir strategic intelligence analysts. While internal
training is largely developed and conducted by senior strategic intelligence analysts, FINTRAC also
turns to subject matter experts within the private sector to obtain formal certification for apem so
intelligence courses (Widdis, 2023). Unfortunately, sample training material and course/company
names were not included in the response, which limits the evaluation of content at this time.

In addition to this, a total of $43, 750.67 was forecastdébeabudget allocated to the cost of
training courses for the strategic intelligence and research team for the fiscal yea0282af
which, $2,750 had been allocated to introductory and intermediate OSINT courses (Widdis, 2023). As
a result of not krwing the cost of eactourseor the amount of analysts this funding is directed
toward, it isnot feasible taletermine if this is a sufficient amount. However, given the averagg“cost
of OSINT training, this number does seem relatively low, and it ietter likely that this figure is
directed toward -b analysts.

On the matter of legislation that governs the collection of publicly available information
(PAI), FINTRAC has cited section 54(1)(b)(i) of the Proceeds of Crime (Money Laundering) and

TerroristFinancing Act, 2000, which states the following

22Records produced fr om mac hipaosesoftresddradany record requesteddusder thi Partfh&tdaesnbth e pur
exist but can, subject to such limitations as may be prescribed by regulation, be produced from a machine readabler#tercbatrol

of a government institution using computerdwaare and software and technical expertise normally used by the government institution shall

be deemed to be a record under Accdssto Imfosnmation Act985045). t he gover nment i nsti

124 por example, these companies charge the fatlig\fior their courses, per person: OSINTTechniques.net:-$849USD; SANS
$8,275 USD; Toddington $499 CAD, Canadian Police College $2,950 CAD; McAfee Institut$$49TSD; McMaster University $785
$1,049 CAD; OSINT Combine: $59%2,500 USD.
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i54 (1) Yhe Centre

(b) may collect information that the Centre considers relevant to money laundering activities or

the financing of terrorist activities and that
() is publicly available, includingia c ommer ci al | y RroceedslofaCbhrhee dat ak
(Money Laundering) and Terrorist Financing A2D00, 5152).

While this Act indicates that the Centre may collect publicly available information, it is quite vague in
nature, lacking any referencedthics, limitations, roles, responsibilities, accountability, operational
security, or personnel security. Additionally, it also fails to define key terms such as publicly available
information, and personal identifying information. The lack of referemsei¢h terms is likely
because the information is not oriented specifically toward OSINT, but instead toward financial crime
and terrorist financing in general.

Also interesting to note are sections 54(1)(d) and (e) of the Act which discuss information
retention and destruction, and section 72(2) which discusses privacy and information protection. They
indicate the following:

i54 (1) The Centre

é(d) subject to section 6 of the Privacy Act,
(a) and all iformation referred to in paragraph (a) or (b) for 10 years beginning on the day on

which the report is received or the information is received or collected; and

(e) despite the Library and Archives of Canada*Atshall destroy, 15 years after the day on

which a report referred to in paragraph (a) is received, any identifying information contained

in the report if the report was not discl osec¢
(Proceeds of Crime (Money Laundering) and Terrorist Financing 2000, 5152).

i72 Review by Privacy Commi ssioner

(2) Every two years beginning on the day on which this section comes into force, the Privacy
Commissioner, appointed under section 53 ofhieacy Act,shall review the measures

taken by the Centre fwrotect information it receives or collects under this Act and shall,

within three months after the review, submit a report on those measures to the Speaker of the
Senate and the Speaker of the House of Commdrsshall each tablde report in the

Houseover which he or she presides without delay after receiving it or, if that House is not
then sitting, on any of the first 15 days on which the House is sitting after the Speaker

r ecei VPreceeds of @imé (Money Laundering) and Terrorist Financing 2000, 89).

125
126

TheProeeds of Cri me (Money Laundering) and Terrorist Financing Act

Section 12(1) of the Library and Amncterialveecsd, whéthe@anotatsaurpic t st at es
property of a government institution, shall be disposed of, including by being destroyed, without the written conserbrafritve &nd

Archivist or of a person to whom the Librarian and Archivist has, in writing, delegated the power to give suchadrii§marisand

Archives of Canada Ac2004, 6).
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Together, these two sections complement section 54(1)(b) by providing some direction on the
retention, destruction, and protection of information. However, they fail to provide direction with
regards to how this is to occur, which leavesgiueess open to interpretation. This is problematic
especially as it relates to data breaches and leaks. Although each of these mextidesrelevant
information on the issues of information collection, retention, destruction, and protection, uteey co
benefit from additional detail catered specifically toward OSINT and PAI. However, this type of
information is better suited to appear in the form of an OSINT directive as it can provide the details
required in a form that can be more easilyrefinetlaru pdat ed t han an Act. For
Chief of Defence Intelligence (CDI) Functional Directive: Conduct of Open Source Intelligence
Activities on the Internets a positive start point in providing a functional directive for all OSINT
analystsasisi pl ainly written specifically for the cap
directive as a whole meets the requirements of an effective OSINT diretttezelocument is too
redacted for evaluationbut rather that it demonstrates a sugadpproach of direction for OSINT
analysts that is separate from but complementary to, formal Acts and legislation.
5.6.4. Public Safety Canada
Response dated 8 May 2023 acking Number A202200241 / JKB

On 8 May 2023, Public Safety Canada sent pamese to the ATIP request via the ATIP
Online Request Service Portal. The response cont
involvement with the European Centre for Countering Hybrid Watfatgelsinki. The only portion
of the document that made amgference to opesource intelligence was specific to the European
Centrebs identificat i oryparficip&ingtstatesnfa éxample,m@eb i | i t i es
source (OSINT) training from the United Kingdom (Public Safety Canada, 2028 O)tside &
this, Public Safety Canada references the same two Intelligence Analyst Learning Program (IALP)

courses that Transport Canada had listed in their resp@ysen Source Intelligence Level 1 and

P"There are five maj or interpretati ons fusidnofftonientiondl weaponsf imegutar (1) fit he

tactics, terrorism, and criminal activities in the same battlespactiie(2pmbined use of regular and irregular forces under a unified

direction; (3) the use of various military and rwilitary means to menace an enemy; (4)-#ukeshold activities involving any mix of

violent and norviolent means; and (5) a way of achigypolitical goals by usingnemi ol ent subversive activitieso
128 The documents received consisted of approximately 100 pages, most of which were redacted, out of scope, or irrelevark.to this

The relevant pages have been incluagedppendix 14.
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Level 2. A discussion on this matter would be redundargdto 5.5.2 as no new information has
been made available. Therefore, for a discussion on these courses, please refer to section 5.5.2.
In regards to legislation, this work looked at Bepartment of Public Safeand Emergency
Preparednes Act,2005 At this time, the Act did not contain any information pertaining to the
collection of information or data. The most relevant information in the legislation was under the
heading titled, ifPower s, Duties and Functions of

i P o rotCboodination and Leadership

5. The Minister shall coordinate the activities of the entities for which the Minister is

responsible, including the Royal Canadian Mounted Police, the Canadian Security

Intelligence Service, the Canada Border Services AgeheyCanadian Firearms Centre, the
Correctional Service of Canada and the National Parole Board, and establish strategic
priorities for those entities relating to pul
(Department of Public Safety and Emergency Preparss Act2005, 2).

AFunctions
6 (1) In exercising his or her powers and in performing his or her duties and functions and
with due regard to the powers conferred on the provinces and territories, the Minister may
(a) initiate, recommend, coordinate, irmplent or promote policies, programs or
projects relating to public safety and emergency preparedness;
(b) cooperate with any province, foreign state, international organization or any other
entity;
(c) make grants or contributions; and
(d) facilitate the baring of information, where authorized, to promote public safety
0 b j e c Departenendof Rublic Safety and Emergency Preparednes20Qs, 2).

In consideration to the above, it appears as though any collection that is required by Public Safety and
Emergency Preparedness is likely coordinated through the applicable government agencies mentioned
within the section 5 of the Act. As such, in order to prevent duplication of work, this section will defer

to those relevant Acts for analysis, which in tlase will occur in sections 5.6.6, 5.6.7, and 5.6.8
respectively.

5.6.5. Global Affairs Canada (Department of Foreign Affairs, Trade and Development)
Tracking Number A202202412

On 1 May 2023, the Access to Information and Privacy Protection Divi§iGiobal Affairs

Canada (GAC) had indicated that it was awaiting a response from the Office of primary interest, and
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would process the request once it had been received. As of 16 May 2023, there has been no additional
information on this request.

Currentto 20 April 2023, thdepartment of Foreign Affairs, Trade and Development Act
2013does not contain any specific details on information collection directly related to publicly
available information. However, section 10(2) outlines the powers, duties, anidrisratthe
Minister under this Act. Specifically relevantsgction 10(2)(f)which indicates the following:

n(2) I n exercising and performing his or her
Minister is to
(f) foster sustainable international developreamd poverty reduction in developing
countries and provi de humBRepartmentrof Fareigna s si st
Affairs, Trade and Development A2013, 3).

I n particular, subsection (f)bs mendscanlberead pr ovi
to imply a variety in types of assistance, possibly including the use of OSINT investigative
techniques. For example, in humanitarian response efforts, OSINT can be used to monitor social
media for signs of unrest, assess the impacts afcaaheint, track movement (e.g. hostages, refugees),
and relay or verify information, thereby mitigating against any additional potential damages.
Separate, but relevant to this legislation is Section 16 afdmadian Security Intelligence
Services Act]1985,which states the following:

16 (1) Subject to this section, the Service may, in relation to the defence of Canada or the
conduct of the international affairs of Canada, assist the Minister of National Defence or the
Minister of Foreign Affairs, witim Canada, in the collection of information or intelligence
relating to the capabilities, intentions or activities of
(a) any foreign state or group of foreign states; or
(b) any person other than
(i) a Canadian citizen,
(i) a permanent resident withinghmeaning of subsection 2(1) of the
Immigration and Refugee Protection Act, or
(iii) a corporation incorporated by or under an Act of Parliament or of the
legislature of a provinceGanadian Security Intelligence Services,A@85,
26).

Therefore, on thbasis of Section 2(f) of thBepartment of Foreign Affairs, Trade and Development
Act,2013,and in combination with Section 16(1)tbe Canadian Security Intelligence Services Act,

1985,the Minister of Foreign Affairs, Trade and Development may reqsssstance from CSIS to
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collect information on persons (with the above exclusions) or foreign state(s) so long as it has a nexus

to the defence of Canada or the conduct of Canad
While this places the majority ofgponsibility n CSIS, GAC the Department of Foreign

Affairs, Trade and Developmentjay maintain some ability to utilise publicly available information

through Section 2(f) of its Act, so long as the Federal Court is in agreement to this interpretation. The

lack of presence to any mention of publicly available information within the Act is therefore not so

much an indication that the department is unable to conduct open sourcig@tioes, but is more

suggestiveof a lack of detail in policies and proceduresthattgovn t he depart ment 6s ¢

capability. In consideration to its mandate relating to the conduct of the external affairs of Canada,

this deficiency can have profound i mpacts on the

especially if itmust rely on the availability of personnel in departments external to its own.

5.6.6. Canadian Border Services Agency
Tracking Number A202225958

On 5 May 2023, the Canadian Border Service Agency (CBSA) Access to Information and
Privacy clerk had indated that they were experiencing a surge in the volume of requests, and were
therefore unable to meet the legislated timeline to respond. Although they indicated that they would
process the request as soon as possible, they could not specify an estimgtietion date.

Similar to theDepartment of Foreign Affairs, Trade and Development 2013,the Canada
Border Services Ac2005does not contain any specific details on information collection directly
related to publicly available information. Hoves, sections of th€anada Border Services Act, 2005
which may allow such collection include sections 12(1), 12(2), and 13(2), which read as follows:

ifiPowers of the Agency

Exercise of powers conferred on Minister

12 (1) Subject to any direction given etMinister, the Agency may exercise the powers,

and shall perform the duties and functions, that relate to the program legislation and that are
conferred on, or delegated, assigned or transferred to, the Minister under any Act or

r e g ul &anada BoodeServices Agency Ac2005, 5)
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AnoOf ficers and empl oyees

12 (2) An officer or employee of the Agency may exercise any power or perform any duty or
function referred to in subsection (1) if the officer or employee is appointed to serve in the
Agency in a apacity appropriate to the exercise of the power or the performance of the duty
or function, and, in so doing, shall comply with any general or special direction given by the
Mi n i sCarada®@order Services Agency AQ05, 6).

AArrangemenenss and agreem

13 (2) The Agency may, for the purposes of carrying out its mandate,
(a) enter into an arrangement with a foreign state or an international organization; or
(b) enter into an agreement or arrangement with the government of a province, a
departmentoagency of the Government of Canada ¢
(Canada Border Services Agency /A1£05, 6).

As depicted above, the language of the act is rather vague, especially concerningtlie.asy

power any duty or function referred toshu b s e ¢ t Gaoada Bprdey fervi€es Agency /A0205,

6). While there is no mention of information collection or the use of publicly available information

throughout the Act, the sections discussed above imply that such actions may occur so leciglas sp

direction is provided by the Minister. Although it is possible that the Minister may have provided a
directive on the use of publicly available infor
2023, no supporting documentation has been reddhat can confirm its existence. Further to this,

no supporting documentation has been received on the topic of OSINT training. As such, an
evaluation of the CBSAA6s OSINT training plan can

5.6.7. Royal Canadian Mounted Police
Tracking Number A202210021 / F281, File 2700454

On 3 May 2023, the Access to Information and Privacy Branch of the Royal Canadian
Mounted Police (RCMP) statdlat they were experiencing a large volume of requests, which had
resulted in prolonged dejlain processing. At the time, the Branch had indicated that the request was
with the Disclosure Review Team, but that a timeframe as to when it could be completed was
unavailable due to other requests in queue that might further impact the period ithehieguest
could be completed. In consideration to this, this section will revieRdyal Canadian Mounted
Police Act, 1985 (hereirRCMP Ac}, the RCMP Regulations, 2014, and the RCMP Internal Audit of

Open Source Information, 2021.
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Last amended on 1ily 2019, thdRCMP Act 1985 makes no specific mention of collection
pertaining to the use of publicly available information. However, as a law enforcement agency, the
RCMP does maintain a broad authority to collect information. As illustrated in séétiointhe
RCMP Act 1985, the duties and obligations of the RCMP include the preservation of the peace, the
prevention of offences and criminal acts in violation of Canadian laws, through to the apprehension of
criminals and offenders. Section 18 readfolisws:

ADuties Obligations
18 It is the duty of members who are peace officers, subject to the orders of the
Commissioner,
(a) to perform all duties that are assigned to peace officers in relation to the
preservation of the peace, the prevention of eramd of offences against the laws of
Canada and the laws in force in any province in which they may be employed, and
the apprehension of criminals and offenders and others who may be lawfully taken
into custody;
(b) to execute all warrants, and perforindaities and services in relation thereto, that
may, under this Act or the laws of Canada or the laws in force in any province, be
lawfully executed and performed by peace officers;
(c) to perform all duties that may be lawfully performed by peace officeedation
to the escort and conveyance of convicts and other persons in custody to or from any
courts, places of punishment or confinement, asylums or other places; and
(d) to perform such other duties and functions as are prescribed by the Governor in
Counci |l or t hRoyaC@anadiandMsuntedrPelicedAdd85, 10).

In order to fulfil the duties and obligations as depicted in section 18, the RCMP must collect
information from a diversified range of sources. According to the Public Order Enagrg
Commission Institutional ReporRoyal Canadian Mounted Police (2023), these sources may
i nclude, but not be Iimited to fApolice observat.i
witnesses or suspects), confidential informants, publidyl@ve sources (social media, etc.), other
| aw enforcement agencies, and judicial R@MPt hori ze
Act, 1985 is furthermore expanded upon in section 14(1)(a) of the Royal Canadian Mounted Police
Regulations, 204 (an Annex to th&@CMP Act 1985), which states the following:

ADuti es

14 (1) In addition to the duties set out in the Act, it is the duty of members who are peace

officers to

(a) enforce all Acts of Parliament and regulations and render assistance to

deprt ments of the Government of Canada as
Mounted Police Regulations, 2014, 5).
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The RCMP Regulations, 2014 therefore sets out the authority of thé#twdee a derivative of both

common law and statutory law in retatito the collection, use, and disclosure of applicable

information for the preservation of peace, protection of life, and for criminal investigative purposes

(Public Order Emergency Commission, 2023). In this regard, these two sectionRaiMirReAct

1985, and the RCMP Regulations, 2014, legitimize the collection of PAI in accordance with the duties

and obligations of the RCMP. Although further information on the collection and use of PAI was not
available within the Act or Regulations, an internalaadit t he RCMP6s OSI NT activ
in 2021 referenced an existing policy docume@dt. M. ( Oper ati onal Manual ) 26
I nternet for Open Source Intelligence and Cri min
the manual was not egessible via the surface web, and so its specific contantsotbe

independently evaluated here. Although it is reasonable to assume the mametiler in whole or in

part- would be included in the ATIP request, as of 19 May 2023, a response habgatteived.

Despite this, the RCMPO6s internal audit provides
section.

The objective of the RCMPOs intedwetat@edopepaudi t w:e
source activities conducted acrossg or gani zati on were consistent ar
Canadian Mounted Police, 2021, 6). As a means of doing so, the audit examined open source
investigations that supported national and divisional levels of criminal investigations andentallig
gathering between 1 April 2018 to 31 March 2019 (Royal Canadian Mounted Police, 2021). The
overall findings of the internal audit were indicative of a lack of awareness, training, and compliance
on the use of publicly available information in openrseunvestigations. A portion of the executive
summary which highlighted some of the critical findings of the audit has been included here for
clarity.

fiOver al | , t he aud ire¢lated @énesourne actiwities dofdacted | nt er
across the orgaration were not consistent nor compliant with OM 26.5. The audit found that
opportunities exist to develop a more robust governance framework and enhance national and
divisional oversight of open source activities. Without clear roles and responsilalices,
adequate monitoring and oversight, the Force could be exposed to liability and reputational

129 1he Force, in reference to the RCMP.
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risk, or criminal prosecutions could be jeopardized and the resulting case law could restrict
the future use of open source.

There was limited consultation fire development of OM 26.5 in 2015, and none for
the policy update in 2019. The audit found that many employees were not aware that an open
source policy existed or that it was applicable to the open source activities that they
performed. In addition, ON26.5 does not provide adequate information to guide users on
how to capture, store and retain @8IThere is an opportunity to more broadly communicate
OM 26.5 and educate employees on when it applies to their work. Supplementary guidance
should be develg and shared across the Force, and should include: how to capture, store
and retain OSI, and what constitutes acceptable Tier 2 infrastréi€ture.

Finally, training and information sharing are valuable investments that would ensure
that OSI users have a@sto current and djp-date information, including relevant case law.
Providing introductorytevel training to RCMP employees conducting open source activities
at the Tier 2 |l evel would facilitate infor mat
Canadan Mounted Police, 2021;48.

As depicted above, the findings of the internal audit were quite bold in identifying multiple
deficiencies throughout the open source intellig
Policing (FP), Specialized Pality Services (SPS), and Contract and Indigenous Policing (C&IP)

forces were all in agreement with the findings and recommendations of the audit, recognizing that
formal training, support, and governan@®aealof this
Canadian Mounted Police, 2021). At the time of writing, this was the only publicly disclosed internal
audit of a government agencyb6s use of open sourc
departments and their current position iference to the use of publicly available information for

open source investigationgspecially those mentioned in this sectidinis highly likely that they too

have dealt with similar issues, and would moreover benefit from the recommendationseyfdttis

The recommendations of the report are as follows:

ARecommendati ons

1. The D/Commrs. FF32SPS333and C&IP**should collaborate to determine how best to
fulfill the oversight function for open source activities, recognizing that open source is used
by mutkiple business lines across the Force.

2. Following the decision relating to recommendation #1, the identified business lead(s) should
ensure that:

130 Open source information.

131 see Chapter 2.2 for a breakdown of the three tier framework in use by the RCMP.
132 Federal Policing.

133 gpecialized Policing Services.

134 Contract and Indigenous Policing.
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a. National oversight mechanisms are in place to improve visibility over open source
activities being conducted support of investigations and intelligengathering
activities.

b. The national policy is updated to reflect agrepdn accountabilities.

c. Supplementary guidance is developed and published related to appropriate capture of
OSI, recommended tools and besiqtices, relevant case law summaries, and advice
on court testimony for open source practices.

d. Supplementary guidance is developed and published on the information management
requirements for the storage and retention of OSI and OSINT. This guidance should
clarify when OSI and OSINT would be considered a record of business value.

e. A communication strategy for OM 26.5 is developed and implemented to educate
employees Forecwide about requirements for open source activities and when the
policy would be relevarto their duties. This may include the further development
and completion of the OSI introductory AGORAcourse and consideration by the
National Mandatory Training and Oversight Committee for making it mandatory for
all Regular Members once it is availabas they are the main category of employee
unknowingly conducting open source activities at the Tier 2 level.

3. The D/Commr. SPS, in collaboration with D/Commrs.afie C&P should consider the
feasibility of developing an enterprisgde solution to addrss the current gap in Tier 2
infrastructure. In the interim, guidance for technical requirements and/or any mitigating
measures (e.g., virtual private network) for Tier 2 infrastructure should be developed and
di sseminated t o al |(RoyaliCanadia Maumtes Police, R020;2% user s
21).

Overall, it is unknown how the RCMP intend to follow through on the findings and
recommendations of this audit, or within what timeframe it will occur. Regardless of this, the
orchestration of the internal diti of its use of open source information was at least indicative of a step
forward in the development of a more robust policy, infrastrudturthe RCMP to utilisgublicly
available information. If the RCMP or other government agencies intend touwmsminse publicly
available information, internal audits similar to this should be conducted regularly. Acknowledging
that this could be a time consuming task, it may be more realistic to internally establish teams whose
sole purpose is to conduct auditsthe use of capabilities that can have significant impact on the

duties, obligations, and risks associated with the mandate of the respectful agency.

135 No further information is available on AGORA. In consideration to the language in the document, AGORA is likely a learmirg platf
hosting online courses. However, this cannot be confirmed at this time.
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5.6.8. Canadian Security Intelligence Service
File 1172022802

On 19 December 2022, the CanadiagncSur i ty I ntelligence Service
information and privacy coordinator had requested an extension of-tfey30me limit to complete
the request by an additional 180 days. The rationalization provided by the coordinator had indicated
that the original statutory time limit would unreasonably interfere with the operations of the Service.
On 16 June, CSIS had responded to the ATIP regstasingthat dl the information requested had
been exempted from disclosure by virtue of one or moressadf 15(1) (as it relates to the efforts of
Canada towards detecting, preventing or suppressing subversive or hostile activities, 16(1)(c), 19(1)
or 24(1) of the Act. As a result of this, this
training or policy documentation. Instead, it will examine@amadian Security Intelligence Service
Act, 1985.
Last amended on 13 July 2018e Canadian Security Intelligence Service, A&85 contains
numerous references to the collection, use, retentigsemination, and destruction of publicly
available information regarding Canadian citizens, permanent residents, and foreign datasets.
Additionally, the Act also clarifies prohibited conduct of the Service. However, similar to a number of
Acts discused above, this Act does not define what constitutes publicly available information.
As a comparison, the following page includes several portions @dhadian Security
Intelligence Service Acl1985 (hereinCSIS At). This comparison serves to show ihieerent
differences in the presence of legislation pertaining specifically to the collection and limitations of

publicly available information as compared to other Acts discussed in this section.

nColl ection of datasets
11.05 (1) Subject to subsectid?),(the Service may collect a dataset if it is satisfied that the
dataset is relevant to the performance of it:

(Canadian Security Intelligence Service Ak985, 10).

ALi mit
11.05 (2) The Service may collextataset only if it reasonably believes that the dataset
(a) is a publicly available dataset;
(b) belongs to an approved class; or
(c) predominantly relatestondhlanadi ans who aCanadarut si de Ca
Security Intelligence Service Ad985, 1611).

147



AEnd of ev a-ICanadian datasetp er i o d

11.09 (1) If a designated employee confirms that a dataset is a Canadian dataset, the Service

shall make an application for judicial authorization under section 11.13, as soon as feasible
butnolaterthan he 90t h day r ef er r eGhnatiamn Securitysubsect i on
Intelligence Service Ac1985, 13).

ifiDataset publicly avail abl e
11.11 (1) For the purposes of sections 12 to 16, the Service may retain, query and exploit a
publ i cly av@anhdabh$eeuritylatdlligeace Sebvice AQ85, 14).

i Recor d-pkbicypvaitalge datasets

11.24 (1) The Service shall, with respect to publicly available datasets,
(a) establish record keeping requirements for those datasets with respect to th
rationale for their collection, the details of each exploitation, the statutory provision
under which the result of a query or exploitation is retained and the results that were
retained; and
(b) verify, periodically and on a random basis, if the resalitained from the
guerying and exploitation of those datasets were retained in accordance with
subsect i o@anddihn Secluritydntebigerfce Service AQ85, 22).

fiColl ecti on, analysis and retention

12 (1) The Service shall collect, by investiga or otherwise, to the extent that it is strictly

necessary, and analyse and retain information and intelligence respecting activities that may

on reasonable grounds be suspected of constituting threats to the security of Canada and, in
relationtheretp shall report to and aChradian&ectritye Gover |
Intelligence Service Acl985, 23).

ANo territorial i mit
12 (2) For greater certainty, the Service may perform its duties and functions under subsection
(2) within or outside Camhia Ganddian Security Intelligence Service AQ85, 23).

iCanadian Charter of Rights and Freedoms

12.1 (3.1) The Canadian Charter of Rights and Freedoms is part of the supreme law of Canada

and all measures taken by the Service under subsection (1) shac o mp | Ganadiant h i t 0 (
Security Intelligence Service Ad985, 24).

i Wa r f Gamatlian Charter of Rights and Freedoms

12.1 (3.2) The Service may take measures under subsection (1) that would limit a right or
freedom guaranteed by the Canadian @&haf Rights and Freedoms only if a judge, on an
application made under section 21.1, issues a warrant authorizing the taking of those

me a s u Caaaslian Sécurity Intelligence Service AQ85, 24).

AProhibited conduct

12.2 (1) In taking measures taltee a threat to the security of Canada, the Service shall not
(a) cause, intentionally or by criminal negligence, death or bodily harm to an
individual,
(b) wilfully attempt in any manner to obstruct, pervert or defeat the course of justice;
(c) violate he sexual integrity of an individual;
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(d) subject an individual to torture or cruel, inhuman or degrading treatment or
punishment, within the meaning of the Convention Against Torture;

(e) detain an individual; or

(f) cause the loss of, or any serious dgent, any property if doing so would
endanger t he s afCanadian 8ecurity Intelligemak iSeniiceAca | 0 (
1985, 2425).

As depicted above, the level of detail within @8IS Act1985 varies greatly compared to
other Acts, and functionalréctives. Although not fully included here, the Act provides sufficient
detail on how the Service is to conduct itself on the matter of collecting publicly available
information. For example, in section 11, the Act outlines the circumstances in whisérthes may
collect PAI, as well as the limitations in which it may do so. Further to this, the section also outlines
circumstances by which datasets may or may not be queried, how to obtain judicial authorization to
evaluate datasets containing informatan Canadians, where collection may occur, how long and
when datasets may be retained, and when they must be destroyed. Legislation on this matter has thus
far not been observed in any other Act.
Moving forward, section 12 of theéSIS Act1985 sheds ligton the restrictions of the Act as
they relate to Part | of th@onstitution Act1982, theCanadian Charter of Rights and Freedoms
While not explicitly included here, the Act also references the applicability éfrthacy Act 1985
as it relates to eluating and deleting personal information that is not relevant to the performance of
the Serviceds duties and functions, and, activit
activities that r epr es e nCanadia Bdrurity latelligence Sérdice s ecur i
Act, 1985, 9). Additionally, this section also establishes the actions of which the Service is prohibited
from conducting. This is of particular interest since prohibited actions have rarely been defined in
Acts thus far. Istead, they have often been implied by policy documents that largely outline actions
that are permitted under a particular authority.
Taking the above into account, t88IS Act]1985 could benefit from several inclusions. For

example, a section outlinireghical collection, especially in relation to confidentialityintegrity 3’

136
137

Confidentiality, especially in relation to accesgestrictions to collected information.
Integrity, in relation to the process of verification that the information collected is accurate.
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accountabilityt® and respect® Further to this, the Act would also benefit greatly from defining what

is meant by the terms publicly available information, personal identifialdemation and what

constitutes Canadian citizen (CANCIT) information. A lack of an agreeable definition on these terms
can potentially cause issues with evidence used
interpretation of PAIl include breach data? €idering that such data is generally made available as a
result of a data breach, would this evidence be inadmissible in court? In what circumstances would
this interfere with thérivacy Ac? What is meant by personal identifiable information? Does this

pertain to information that can be directly or indirectly connected to an individual, or both? What
constitutes CANCIT information? How should data or information be evaluated to verify its origin? Is

a social media profile with a Canadian phone numbedisth its page constitute CANCIT

information? What if that profile belongs to a foreign natiol&lWhile fairly simple questions, the
answers can manifest complex responses that must take into account a number of considerations that
can, overall, complitae a n eoleatibnyegatudticen analysis, and disseminatiprocess. These
considerations, moreover, must be derived from how key terms are defined.

Overall, theCSIS Act1985 does shed light on important information that is highly relevant to
the use of PAI in OSINT investigations. Although it can benefit from a number of amendments, the
Actdoes enable the conduct of open source investigations to occur so long as they are in line with the
mandate of the Service. At this time, it is unclear h@Strains its analysts to carry out OSINT
investigations, or if the Service has any additional policy documents that further outline the use of
PAI within OSINT investigations. However, it is clear that with ongoing and future changes in
legislation (e.gthe Digital Charter) and new and/or improved technologies (e.g. Al), the Service
alongside other government agenciesust be ready to adapt its policy as its relevance changes with

time.

138 Accountability, in that the collected data or information will only be accessed by authorized individuals, aspebiing the chain of
custody of all evidence

139 Respect in regards to an individual's well being, dignity, and personal agency.

140 cystom phone numbers (or PYONSs; pick your own number) are available through a number of voice over Internet Protocol (VolP)
providers such as OomaOffice, Vonage, Zoom Phone, or RingCentral. In these circumstances, individuals can select treér own ph
number to appear to be originating from a specific location.
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5.7. Discussion and Concluding Chapter Remarks

This section wiltake each of the case studies into consideration in order to elaborate on the
discussions that have already occurred within the individual results of the case studies. More
specifically, it will explore interpretations, in respect to what the resulteanmalications, in regards
to why the results matter; limitations, in consideration to what the results cannot tell us; and
recommendations, in terms of what practical actions or studies should follow thereafter.
5.7.1. Summary of Key Findings

To review this work was oriented to the research questiomil n  wh a't regards i s
effective tool for emergency man aesupmorndadfthis,especi a
the four objectives of this work are indicated below.

Objective 1 To examine OSINT from a national security perspective.

Objective 2 To identify potential challenges and barritirat limitsan analyst's use of

OSINT techniques.

Objective 3 To explore the changing nature of threats to national security, and identify how
OSINT may provide a direct means of assisting wiitigation, prevention, preparation,
response, and recovery tactics, techniques, and procedures (TTPS).

Objective 4 To understand how analysts are training in OSINT collection and methodologies.

On account bthis, the results indicate that overall, OSINT can be regarded as an effective tool in
maintaining public safety. However, this is not a statement that can be taken without consideration to
the accessories that must accompany an OSINT capability. Invedhes, in order for OSINT to

remain an effective tool, the deficiencies identified in the results must be addressed. Although the case
studies have examined various tools and how they can be used to collect relevant information that can
be used to find gople and locationsin addition to a means of verifying images and informatitbn

also revealed the complexities and necessary considerations required in deploying OSINT. These
were largely displayed through a lack of consistent and ethical collgdiimies, training, and

infrastructure, which moreover positions a number of government agencies in situations that could
result in risk to- among others reputation, and/or operational and personnel security, which can
furthermore potentially restrictaess to more technical capabilities. The next four sections will

deliver additional discussion on matters relating to this.
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5.7.2. Interpretations and Implications

Summary of Interpretations:

0 Overall interpretation: OSINT can be regarded as an effectolert maintaining public
safety. However, there are concerns arising from a number of issues, such as:

1. Legislation & Policy
a. Legislation, policy, and directives are unclear or absent
b. Lack of clear oversight

2. Training & Infrastructure
a. Adequate training is nalearly outlined
b. Technical infrastructure to conduct OSINT has not been outlined

Addressing issues relating to these matters will ensure that OSINT is not just an effective tool, but
also an ethical one with limited liabilities.

The results in this warindicate that OSINT tools and techniques can be effectively employed
by intelligence researchers and analysts in a way that can contribute to public safety. The means by
which these tools and techniques can be used to track and/or locate persongrgabgs;ts of
interest can serve to complement other intelligence disciplines in the interest of public safety, national
security, and therefore, the public good. However, the results were also indicative of concerns arising
from a lack of policy to enfe training, ethical considerations, collection, use, retention, destruction,
and dissemination of information, which can moreover outweigh the benefits of deploying an OSINT
capability and manifest a number of liabilities to an organization.

In regarddo tools, it is evident that new open source tools are being developed regularly and
are shared online via OSINT communities on a variety of social networking sites. Counter to this,
OSINT policies and privacy legislation have not been able to keep pcthese developments,
which has resulted in a significant policy and legislative delta that has yet to be sufficiently addressed.
Similar themes on this matter have been implied by several authors referenced in the literature review,
including Cardenastal (2013), PasteGalindo, et al (2020), and Janjeva, et al (202¥or
example, Cardenas, et al (2013) cited the relevancy of privacy as it pertained to the sharing of data
between industries and agencies, and the privacy principle of avoiding daaRasteGalindo, et

al (2020) identified the challenges in using OSINT techniques, especially as they relate to privacy

141 See Chapter 2.4 and 2.5 of the literature review.
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considerations and training associated with data and information extraction. Additionally, Janjeva, et
al (2022) emphasized the intational barriers that acted as deterrents to the progress of realizing an
OSINT capability. In comparison with the results, it is evident that these issues remain present in
current legislation and directives, which imrtumet the expectation of this vkoBriefly, the
expectation of this worlvas thatOSINT waslikely to be observed as an effective capability to
support public safety, especially if it were to be used in combination with other intelligence
disciplines. But, if legislation were not in plto address issues relating to the collection, use,
retention, and dissemination of intelligence derived from OSINT, then the capability would inevitably
result in being a liability for government agencies and the people they intend to protect.

Further b the above, the results were indicative of gaps in legislation, policy, and directives
associated with utilising an OSINT capability. It is expected, however, that if 2ill,@e Digital
Charter Implementation Act, 2022in fact enacted, it will seevto assist in defining what OSINT
policies should entail onwards. Of course, it is important to consider that an alternative explanation as
to why it could appear as though there is a lack of key documentation to guide th©SsRDfs
that it exists ta higher classification where the release of that information can potentially cause
injury to the national interest. If this is in fact the situation, then it would be imperative for each
individual agency to conduct an audit (e.g. similar to the R@@ifgernal audit) so they too can
assess if their OSINT activities are consistent and compliant with policy.

On the matter of implications, the results predominantly imply that the digital environment
has and will continue to be a domain of interest reletamaintaining public safety. As the world
becomes ever more connected, this will only continue to increase in magnitude. Thus, it will remain
crucial to bear in mindand weigh appropriateithe principles of security, privacy, and liberty. It is
difficult to attest to the idea of there being an absolute solution to this dilemma as technology will
continue to evolve, and |ikely continue to surpa
privacy rights. It is for this reason that ethicalming is foundational to OSINT training. Nothing is
absolute in theory or practice, but together, theory and practice can inform each other to make ethical

decisions and take proportionate and justifiable action.
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In closing, the results convey that OSIEH3 a capability can be beneficial to contributing to
public safety. They also identify clear gaps in legislation and training that could result in serious
liabilities. To counter this, clear guidelines in policy and legislation paired with an estalbiisingty
regimen can prove advantageous to evading negative predicaments that can place unnecessary risks
onto an agency or individual. Moreover, this is significant in relation to the constant evolution of
technology, paired alongside individual rightgtovacy, liberty, and security. Therefore, it is
imperative to address such shortcomings before they are institutionalized as common operating

procedures.

5.7.3. Limitations

The reliability of the results in this chapteimpacted by the limitations iaccess to
information. Given the sensitive nature of some collection procedures and the overstrained ATIP
request portal, a number of documents were not available for evaluation and analysis. This was either
a result of their classification level, secyniequirements$? or because of the time some departments
require to make these documents available for public disclosure. Even with a legislated time frame in
place to respond to requests, several departments were unable to meet this timespan, shggesting t
there are not enough resources allocated to this function, and/or a number of government departments
are receiving more than the expected number of requests. Taking this into account, these limitations
have had some impact on each of the objectivéisi®fvork, but in particular have largely impacted
objective four.

Research Objectives

Objective 1 To examine OSINT from a public safety (e.g. national and international security)
perspective.

Objective 2 To identify potential challenges and barridrattlimit an analyst's use of OSINT
techniques.

Objective 3 To explore the changing nature of threats to national security, and identify how
OSINT may provide a direct means of assisting wittigation, prevention, preparation,
response, and recovery tias, techniques, and procedures (TTPs).

Objective 4 To understand how analysts are training in OSINT collection and methodologies.

142 por exampleinformation and operational security: Discussing some policy directives could result in risks to individuals, agencies, and /
or missions.
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Despite this, the information, legislation and audits obtained served to provide a broad level of
evaluation and analysihat functioned to provide an overview of how OSINT is deployed as a tool
and technique to complement public safety.

With respect to objective four, the limitations of this work prevented a complete examination
of how analysts are trained in OSINT colleat Although this work was able to obtain the necessary
documentation from the Department of National Defence, Transport Canada, the Financial
Transactions and Reports Analysis Center, and Public Safety Canada, it was unable to obtain specific
documentatin from Global Affairs Canada, the Canadian Border Service Agency, the Royal
Canadian Mounted Police, and the Canadian Security Intelligence Service. However, in the
circumstance of the latter agencies, the legislated Acts, regulations, and auditscsprogitleé some
perspective on the matter. In particular, evaluation of Global Affairs Canada, the Canadian Border
Services Agency, and the Canadian Security Intelligence Service were most impacted by lack of
available documentatiof®

In regards to objeites one, two, and three, limited negative impact occurred here for reasons
that could be attributed to the type of information required to satisfy these objectives. Specifically, the
information required was found in the cited literature in chapter tmgnaoreover examined in the
chapter five case studies. Thus, the limitations that arose from these objectives were not particularly
significant to the overall aitff of this research.

Overall, the limitations of this research have been acknowledged, edalaatkidentified
here as they relate to and impact the research question, aim, and objectives of this work. In
consideration to the limitations referenced above, the results of this work can be noted as valid as they
relate to answering the research gioedt® based on the sufficient amount of collected information,
paired with the evaluation and analysis of that information, in addition to the consideration of any

applied biases.

143 The Royal Canadian Mounted Police are not included in this list because their Audit of Open Source Inforovédied gufficient

information to evaluate and analyse.
144 pesearch Aim To understand how OSINT may contribute to public safety.

145 pesearch QuestionIn what regards is OSINT an effective tool for emergency management, especially in relation to puyfic safet
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5.7.4. Recommendations
Summary of Recommendations

0 Overall recommendationgddress concerns arising from legislation, policy, training, and
infrastructure. These include, but are not limited to:
1. Legislation & Policy
a. Clarify legislation, policy development, communication, and application
b. Establish a clear framework that addesseversight (e.g. audits), roles, and
responsibilities
2. Training & Infrastructure
a. ldentify how analysts should be trained when conducting various levels of
OSINT, and develop a training plan. Additionally, develop specialty training
plans for anlysts to become better equipped in conducting OSINT
b. Establish technical infrastructure to support:

i.  Collection, Retention, Analysis, and Dissemination of OSINT
relating to CANCIT collection and foreign nationals, in isolation of
each other

ii. Different Tiers d OSINT Collection that address information,
operation, and personnel security (e.g. attribution)

iii. Collaboration between departments to develop best practices

iv.  An outline of the échnical infrastructure teafelyconductOSINT.
The results of this work have idigfied several gaps in legislation, policy, training, and
infrastructure as they relate to OSINT. In response to this, recommendations for practical

implementation and further research have been included here with a view to propose a means to

address thesgaps. For additional clarity, these recommendations are as follows:

Recommendation 1: Legislation & Policy- Clarify Legislation, Policy Development,

Communication, and Oversight

In considerationts o c i iatérgorinectedness and interdependence®internet and
World Wide Web it will be necessary to ensure that legislation and policy reflect the constantly
expanding relationship between privacy and the evolution of technologies that require personal data
and information. Since this is a fairly cplax affair, ongoing reviews of both private and public

sector privacy laws will be necessary in order to be in tune with rapidly changing technology. This
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may require regular audits of legislation, amendments to legislation, and tribunals to enforce the
legislation.

Although Bill C-27,the Digital Charter Implementation AQ022 will institute some of these
recommendations, additional clarity should be provided ifPtheacy Act in addition to the Acts
which govern the respective departments thaecgluse, and retain open source information, and the
policy directives those departments issue to their employees. Since the collection of open source data
and information has both privatéand publié*’ sector implications and considerations, updating the
legislation and policy will necessitate greater transparency and accountability to agencies that collect
and utilise OSINT. Recommendations on this matter include, but are not limited to:

0 Clearly defining what constitutes publicly available information peicsonal identifiable

information;
0 Clarification ofdifferent tiers of open source collection, and what is and is not operationally
permitted or authorized in accordance with

(@]

Clearly delineatinghe difference between Canadian and Foreigtiddal data and
information, and the authorities to collect on such individuals and organizations;

0 Clarifying how agencies retain data and information oncraminal incidents (e.g. live
monitoring of a situation; collateral collection resulting from netnaevelopment);

Clarifying guidelines on the collection, use, and retention of collected data and information;
Implemening internal and/or external audits to ensure the collection, use, and retention of
open source data and information are in line with cutegislation, policy, and functional
directives;

0 Where none exist, creatifignctional directives that clearly outline the policy and authorities
for conducting open source intelligence investigations;

Clarifying the mitigation, preparation,preventionyesponseand recovery methods for
handling circumstances where data and/or information may be mishandled, and/or policy
and/or authorities were not followed appropriately.

¢ O«

(@]

Recommendation 2: Training & Technical Infrastructure

Training and technical infrastruge are paramount to conducting a thorough and ethical
OSINT investigation. On this matter, further research is recommended in order to establish a proper
training regimen and develop the necessary technical infrastrticadris suited teach department

With respect to this, the following recommendations address gaps in training and technical

146 por example, obtaining data from private corporations for public use (e.g. agreements with social media platformsciiiata colle

companies, etc.).
147 For example, an OSINT analyst working for a government department, collecting general informatiateaonline.
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infrastructure that impact the ability of government departments and their personnel to conduct

OSINT investigations that are in line with Recommendation 1.

0 Estabish different tier levels of OSINT investigations;

0 Establish a mandatory training plan for various levels of OSINT operations (e.g. by tier level);

0 Establish a process to evaluate and adjust training assaegé€s.g. Training exercises,
professional deMepmert, Capturethe-Flag scenarios, issing person searche

0 Clearly assess the impact of attribution to OSINT investigations, and differentiate between the

technical infrastructure that should be used when conducting specHioti&xSINT

investigation(e.g. isk assessment);

As a means of gauring these recommendationgble 5.2 and the information thereafter will outline

the necessary details relevant to these suggestions.
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Establish Different Tier Levels of OSINTI nvestigations

Day to Day

Minor operational
queries

Operations

Dark Web and
Specialized
Operations

All personnel

Trained Personne

Trained Personne
in support of

Select trained
personnkin

operations support of specifig
mission
requirement
Overt- Discreet Covert Covert
Government IP
Training, and Exercises, minor |Operational Mission Specific +
general queries |operational queriglSupport + Specialized
Targeting Targeting

Basic safety on th

Tier 1 +

Tier 1 + Tier 2 +

Tier 1 + Tier 2 +

Internet Verification Social Tier 3 + training
training, Engineering, relevant to specifi
Introductory Advanced OSINT [person(s)argeted
OSINT Technique Techniques, (e.g. Psy Ops, Inf¢
Mission Specific |Ops, Tactical
Training Questioning, etc)
Regular Internet, |Mandatory VPN |Via Virtual Via Virtual
VPN for some Computer or VPN|Computer or VPN
security with Kill Switch  |with Kill Switch
Overt Canputer / [Computer or Air gapped Virtual Computer
Mobile Device Mobile Device computer with or VPN with Kill
with VPN access [isolated internet [Switch
connected (e.g.
internet puck)
Section/Dept Hea|Section/Dept Hea{Ministerial PM, Ministerial
approval, approval,
Director/Comman{Director/Comman
ing Officer ing Officer
None None Limited (e.qg. Yes
games to show
activity on social
media account)
No No Yes- for login Yes
purpose®nly.
Limited
interaction.
No No Yes Yes

Table 5.2: Establish Different Tier Levels of OSINT Investigations
Source Author renderedwith partial input adopted from RCMP 3 Tier Framework (See Royal

Caradian Mounted Police, 2021).
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OSINT Training Plan Courses- Individual Lead (Commercial Off-The-Shelf Solution)

0 Tierl
3 Legislation, Policy and Ethics
Yy Legislation as Appropriate (e.g. PIPEDA, the Privacy Act)
Yy Policy and Authorization Documents relevanspecific the Department /
Agency / organization
Yy Ethical Documentation specific to the Department / Agency / organization
Yy~ Reading The Berkeley Protocol on Digital Open Source Investigations
0 Availablehere:https://www.ohchr.org/sites/default/files/2G22
04/OHCHR_BerkeleyProtocol.pdf
3 Basic Safety on the Internet
Yy MGT433 [LDR433]- Managing Human Risk ($4,950 USHfi Secur i ty
leaders realize that cybersecurity islonger just a technical issue but also a
human one. Their greatest challenge now has become how to most effectively
manage their human risk, as people are involved in over 80% of all breaches.
Many organizations attempt to address this by running seeuviyeness
programs, but far too often most programs are compliance focused, nothing
more than mandatory annual training. As a result, not only is their workforce
highly insecure, but most of their workforce has a very negative perception of
cybersecurityThis course enables organizations to effectively manage and
measure their human risk by changing people's behavior and building a
strong security cultureo (SANS, 2023).
3 Mental Health and Awareness
Yy~ Crisis & Trauma Resource Institut®/icarious Trauma: Sategies for
Resilience ($12%*fA He |l per s regul arly encounter
trauma in their roles. There is growing evidence that the impact of directly
supporting others through experiences of trauma goes beyond burnout or
fatigue. The toll of winessing intense human experiences and emotions can
contribute to a negative transformatio
of being competent and purposeful. This workshop will provide participants
with the opportunity to examine their own expedes and become aware of
the signs of both vicarious trauma and vicarious growth. Participants will
have the opportunity to develop a personalized plan to repair negative effects
as wel |l as accelerate their resilience
2023).

3 PrerequisiteTier 1 Training Ethics, privacy and legal considerations when
conducting online investigations
3 Legislation, Policy and Ethics
Yy Review of documentation from Tier 1
3 Mental Health and Awareness
Yy Review from Tier 1. Additional resows as required.

148 £or more information, seéttps://www.sans.org/securigwarenessraining/careedevelopment/courses/?msc=ssaee-

development
149 Eor more information, sedttps://ctrinstitute.com/product/esremaneworkshopvicarioustrauma/
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https://www.sans.org/security-awareness-training/career-development/courses/?msc=ssa-career-development
https://www.sans.org/security-awareness-training/career-development/courses/?msc=ssa-career-development
https://ctrinstitute.com/product/on-demand-workshop-vicarious-trauma/

3 Verification:

y  Verification Handbook (Fre&¥

O« O« O« O« O« O« O

3 OSINT

Separating Rumor from Fact
Verification Fundamentals
Verifying Images

Verifying Video

Verification and Fact Checking
Verification Tools

Creating a Verification Workflow

y Inteltechniques.ne®649 US/yeaf}?

A R

OSINT Workflow

Capture and Preservation

Search Sites and Tools

Names, Email, Usernames, and Telephone Numbers
Social Media Investigations

Photos and Videos

Documents, Maps, and Corporations
Groups, Communities, and Events
Domains and IPs

Breaches and Leaks

Virtual Machines

Command Line and Scripts

Darknet and Criminal Markets
Security and Privacy

Policy

Using Virtual Machines and VPNs

3 Individual Study
Yy Social Network Analysis

O« O« O« O«

3 Data Analysis

Key Concepts

Common Patterns Amid Ties

Common Measures of IndividuAktors
Common Measures to Describe Networks

y' Option 1: Data Camp ($25 USD/montH)

O¢ O« O« O¢ O«

0

Data Analysis in Excel

Data Analysis in Spreadsheets
Introduction to Python

Data Analysis in Python
Cleaning Data in Python

Data Visualization

Yy Option 2: WithYowithMe (Cost Unknowrif3

0

Data Pathway

150

For more information, seéttps://s3.etcentratl.amazonaws.com/datajournalismcom/handbooks/Verificademibookl . pdf

151 For more information, seéttps://www.inteltechniques.net/

152

For more information, seéttps://www.datacamp.com/coursa

153

For more information, seéttps://withyouwithme.com/care@athways/datamathway/

161


https://s3.eu-central-1.amazonaws.com/datajournalismcom/handbooks/Verification-Handbook-1.pdf
https://www.inteltechniques.net/
https://www.datacamp.com/courses-all
https://withyouwithme.com/career-pathways/data-pathway/

3 PrerequisiteTier 1 and 2 Training
3 Legislation, Policy and Ethics
Yy~ Review of documentation from Tier 1
3 Mental Health and Awareness
Yy Review from Tier 1. Additional resources as required.
3 Verification
Yy Review from Ter 2
3 OSINT
Yy’ OSINT Combine: Advanced OSINT ($1,799 USD/y&4r)

0 Monitoring Areas of Interest

0 Region Assessment

0 Image and Video Analysis

0 Data Mining and Atrtificial Intelligence

0 Advanced Tactics, Techniques, and Procedures (paste sites and

forums)

Yy OSINT CombineMission Specific Trainin®
0 Custom OSINT Course (Instructor Lead, Cost Dependent on
Configuration)
3 Atailored approach for specific OSINT projects and
operations
Utilising a Sock Puppet Account
Collecting on Persons and Places of Interest
Special Considet®mns when Conducting OSINT
Digital Forensics
Introduction to using the Dark Web for OSINT
Investigations
Yy Optional: SEC 587: Advanced Op&ource Intelligence Gathering and
Analysis ($8,275/4 month'S¥

W (W (W (W W

0 Create Sock Puppet Accounts

0 Locating deleted informain

0 Understanding Breach Data

0 Triage and Find Meaning in Large Datasets

0 Identifying Malicious Documents
3 Data Analysis
y  Data Camp ($25 USD/month)
0 Intermediate Python
0 Web Scraping in Python
0 Working with APIs
3 Optional Software Tools (Pending Departmental UsReguirements)
Yy Gephi (Free)
0 Data Analysis, Link Analysis, Social Network Analysis (Gephi,
2022).

154 For more information, seéttps://academy.osicombine.com/p/advanceipensourceintelligencecoursel
155 £or more information, seéttps://www.osintcombine.com/custensintcourse
156 £or more information, seéttps://www.sans.org/cybesecuritycourses/practicadpensourceintelligence/
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https://academy.osintcombine.com/p/advanced-open-source-intelligence-course1
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https://www.sans.org/cyber-security-courses/practical-open-source-intelligence/

Yy Palantir Foundry (Cost Dependent on Configuration)
0 E.g. Data integration, Analytics, Time Series Analysis, Audit
Logging (Palantir, 2023).
Yy I BM i 2 Anebbokst 6s Not
0 Visual Analysis Capabilities: Connections, Patterns, and Key
Intelligence (IBM, 2017).
Yy NexusXplore (Cost Dependent on Configuration)
0 Collection and Analysis Tool
0 AnFind & explore people, places & ir
surface, deep & darkeb, observe geographical areas for situational
awareness, find documents & use artificial intelligence for image
analysis & translation to support vy
2021).

3 PrerequisiteTier 1, 2, and 3 Training
3 Legislation, Policy ad Ethics
Yy~ Review of documentation from Tier 1
3 Mental Health and Awareness
Yy Review from Tier 1. Additional resources as required.
3 Verification
Yy Review from Tier 2
3 OSINT
3 OSINT Combine: llluminating the Dark Web ($499 USD/yé&%4r)
Yy Understanding the TOR networkjesit, and network attribution
y Investigating marketplaces, forums, and illicit services
y ldentifying Dark Web communication channels
Yy Investigating Other Dark Nets: I2P, Freenet, and Lokinet
y'  Tracking Cryptocurrency Transactions and Addresses
3 Cultural and Langage Training
Yy As defined by operational requirements and team composition
3 Social Engineering
Yy SEC 467: Social Engineering for Security Professionals ($3,305 USD/4
months}®®
0 Perform reconnaissance
0 Create and track phishing campaigns
0 Develop Media Payloads
3 Optional Specialized Training:
Yy Information Operations
Yy Psychological Operations
Yy Questioning Techniques
Yy Cyber Operations
3 Note Additional training will be required, pending purpose and intent of
investigation.

157
158

For more information, seéattps://wwwosintcombine.com/darkweb
For more information, seéattps://www.sans.org/cybesecuritycourses/sociaéngineerinesecurityprofessionals/
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https://www.sans.org/cyber-security-courses/social-engineering-security-professionals/

OSINT Training Plan Topics - Instructor Lead (Lecture based)

3 Basic Safety on the Internet
Yy Security Awareness

0 Defining Online Risk and Vulnerability

0 Position/Rolebased Risk and Vulnerability

0 Methods of Exploitation and User Vulnerabilities

0 Online Risk Management

0 Enabling, Managing and Maintairg a Culture of Online Security

3 Legislation, Policy and Ethics
Yy Legislation as Appropriate (e.g. PIPEDA, the Privacy Act)
Yy Policy and Authorization Documents relevant to specific the Department /
Agency / organization
y Ethical Documentation specific to the fistment / Agency / organization
Yy Reading The Berkeley Protocol on Digital Open Source Investigations
0 Available herehttps://www.ohchr.org/sites/default/file §22-
04/OHCHR_BerkeleyProtocol.pdf
3 Mental Health and Awareness
Yy~ Understanding Vicarious Trauma and Maintaining Resilience
Witnessing Traumatic Experiences
Understanding, ldentifying, and Coping with Symptoms
0 Develop and Maintain a Resilience Plan

O« O«

3 PrerequisiteTier 1 Training
3 Legislation, Policy and Ethics
Yy Review of documentation from Tier 1
3 Verification:
Yy~ Fundamentals of Verification
Yy Verification of: Usergenerated content, images, video,-tqmation, data,
and information.
Yy~ Verification Workflow
Yy Vicarious Trauma
3 Mental Health and Awareness:
Yy Review from Tier 1. Additional resources as required.
3 Introduction to OSINT:
Yy~ Fundamentals of Open Source Intelligence

0 Whatis OSINT?

0 Howto Use OSINT

0 OSINT and the Intelligence Cycle

0 Fundamentals of a Seard@oolean, Dorks, Verification, Correlation
0 Understanding Attribution: Operational Security, and Risk

Assessments
0 Searching Social Media (No login)
0 Social Network Analysis
3 Special Lecture Topics

Yy Social Network Analysis
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0 Key Concepts

0 Common Patterns Amid Ties

60 Common Measures of Individual Actors

6 Common Measures to Describe Networks

Tier 3
3 PrerequisiteTier 1 and 2 Training
3 Legislation, Policy and Ethics
Yy~ Review of documentation from Tier 1
3 Mental Health and Awareness:
Yy Review from Tier 1. Additional resourcas required.
3 Verification
Yy Review of Previous Tier
Yy Pending specific objectives: additional verification methods, including facial
recognition verification, Fake Account/Bot Analysis and Verification
3 Advanced OSINT Technigues
Yy~ Using an established Sock Pappg\ccount (no interaction)
0 Pending investigative requirements
Searching Relevant Social Media Platforms (Logged in)
0 Person of Interest Collection
Special Country/Region Considerations
Data Mining
Advanced Image and Video Analysis (e.g. Digital Forensics)
Artificial Intelligence and OSINT
Introduction to the Dark Web and Cryptocurrency
3 Social Engineering
y  Profiling People
y* Defences Against Social Engineering
3 Special Lecture Topics: Data
y Data Analytics
y Cleaning Data
Yy Using Python in OSINT Investigations
y Data Msualization
y  Data Analysis with Excel
3 Optional Software Tools (Pending Departmental Usage Requirements)
Yy Gephi (Free)
0 Data Analysis, Link Analysis, Social Network Analysis (Gephi,
2022).
y  Palantir Foundry (Cost Dependent on Configuration)
0 E.g. Data integradn, Analytics, Time Series Analysis, Audit
Logging (Palantir, 2023).
y 'BM i 2 Analystodés Notebook
0 Visual Analysis Capabilities: Connections, Patterns, and Key
Intelligence (IBM, 2017).
Yy NexusXplore (Cost Dependent on Configuration)
0 Collection and Analysis Ta
0 nFind & explore people, places

LRSS S
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surface, deep & dark web, observe geographical areas for situational
awareness, find documents & use artificial intelligence for image
analysis & transl ati oNexusXploresupport vy
2021).

3 PrerequisiteTier 1, 2, and 3 Training
3 Legislation, Policy and Ethics
Yy Review of documentation from Tier 1
3 Mental Health and Awareness
Yy Review from Tier 1. Additional resources as required.
3 Specific OSINT Training

Yy Online Interation
Yy Questioning Techniques
Yy~ Culture Awareness
Yy Linguistics: Language, Slang and Age Appropriate Terminology
0 Working with a Language Assistant / Linguist / Interpreter, etc (if
relevant)
Yy Profile Awareness
Yy~ Attribution
y  Creating or Using an Established Sock [petpAccount
Yy Specific Country/Region OSINT Fundamentals

0 Country Specific: Social Media Platforms, Search Platforms,
Messaging Applications, eetera.
3 Social Engineering
Review of Previous Lessons
Offensive and Defensive Saocial Engineering
Pretexting (Fabricating Story)
Building Rapport
Framing, Manipulation, Elicitation, Influence and Persuasion
Psychology and Social Engineering
Mitigation
3 Note Additional training will be required, pending purpose and intent of
investication.

<SS S S

Process to Evaluate and Adjust Taining as Necessary

The process of evaluating training can be conducted in a variety of ways. Perhaps most
effective are exercises and professional development seminars where analysts attend, and at times take
the lead on delivering training sessionsoenarios. The information provided below are some

examples as to how an approach to evaluating training can be conducted. Depending on the outcome
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of the results of each training scenario, training can be adjusted to accommodate the skill level of

individuals or analytical teams, as required.

Training Exercise 5W+H

O«

0

O« O¢ O«

Who: Team A will be delivering a Captutbe-Flag exercise to Team B.

What: Capturethe-flag. Scenaria Rebels in Libya have posted photos online regarding the
capture of a local town. At thigite, the town name is unknown. Verify the information in the
readin package, and determine where the photo was taken. Provide as much detail as
possible.

Where: Virtual environment withisper son briefs in Team BOos
When: 1 Day- Thursday.

Why: To exercise core Level 3 OSINT skills, in addition to leadership, teamwork, research,
critical thinking, analysis, and briefing skills. To identify where OSINT skills and
professional development can be adjusted and addressed.

How: Team A will issue a captetheflag scenario to Team B. Team B will then split into 2
teams and individually attempt to solve the scenario. At the end of the day, both respective
teams will brief their approach and findings to Team A, and to each other.

Scenario Exercise 5W+H

(0]

O« O« O¢ O«

[@]3

Who: External OSINT team will be delivering a scenario to Teams A, B, and C who will each

wor |

have, integral to them, a respective representative of a government department, a stakeholder,

and other intelligence discipline§cenaria Based on the provided ik package, Team B

has been tasked to find the location of a group of individuals linked to a Mexican drug cartel,

suspected to have kidnapped 2x Canadians in the vicinity of thddxfeo border. After
Action Review to follow closing remarks of exereis

What: Virtual and irperson meetings as required.

Where: Virtual environment with irperson briefs in Conference Room A.

When: 1 week (Monday Friday).

Why: To exercise core Level 3 OSINT skills, intgwvernmental networking, leadership,
research, amgsis, critical thinking, independent workmanship, and briefing skills.

How: Analysts will use OSINT investigative techniques up to and including Level 3 to
support their analysis. Requests for information from other intelligence disciplines will be
provided if they are within the scope of the exercise.

PD Session 5W+H

0

O¢ O¢ O« O« O«

Who: Monday- Analyst from Team A; WednesdayAnalyst from Team B; FridayAnalyst
from Team C.

What: Tool & Technique Exploration: Google Maps Pro, OSINT Framework, Google Dorks.

Where: Monday- Classroom A; WednesdayClassroom B; Friday Classroom C.

When: 3 Days: 2 hours/day; Monday, Wednesday, and Friday.

Why: To assist in the continuous development of junior and senior analysts.

How: Analysts will use OSINT investigative techniqugsto and including Level 2 in order
to gain familiarity with tools and technigues they may use in their day to day work or on

operation. Teams will alternate in delivering and receiving professional development lessons.
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Assess the Impact of Attributionto OSINT Investigations

Since some OSINT investigations can be sensitive in nature, it is important to consider the
type of infrastructure and policies thehould be usd to protecthe analysttheinstitution and the
target of interest. Therefore,igtrecommended to conduct a risk assessment that corthieesafety
of these three entitieespecially as they relate to attribution. Such a risk assessment could produce
some guidance regardimgw to manage attribution (e.g. VPN/Virtual Maching)ckpuppet account
usage, or suggested OSINT Tier level. Additionally, it can also discuss and rate the risk to personnel,
institution, and/or target of interest. A simple illustration of how this can be depicted is provided
below. Of course, pending the regaments, a risk assessment can be something as simple as the
below, or may require additional categories to consider. Further specifications may also be required in
order to complete the Ksassessment, especially as thaateto rules of engagement, dor

computer and network configuration.

Nil Low Medium High Severe
Nil Low Medium High Severe
Nil Low Medium High Severe

No VPN VPN RequiredVPN RequiredVPN Required|TOR over VPN
required - Canadian IP [FRecommendgMultiple Hops
Country

Not Required Required

Not Permitted [Permitted- No |Permitted Permitted- Permitted
interaction \With SimulateqWith InteractiofWith Simulated
Content Content and
Interaction

Tier 1 Tier 2 Tier 3 Tier 4

Recommended courses or exercises to prepare for a task.

Analyst assessment.

Table 53: Variation of a Simplified Risk Assessment
Source Author Rendered
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Chapter 6: Conclusion

6.1 Overall Argument and Key Takeaways

The overall intent of this work was to determine the regard to which open source intelligence
(OSINT) could be an effeete tool for emergency management, especially in relation to public safety.
In order to do this, a literature review was presented in Chapter 2 that defined what OSINT was, what
its current value and capabilities were, what deterrents to progress itdadddrthermore, the legal
ethical, and policy limitations towards OSINT collection and use. While this chapter brought forward
a number of discussions, it also identified a lack of existing or refined legal, ethical, and policy
documentation regardingehuse of publicly available information. Additionally, it also recognized
open source intelligence as a relatively new topic of exploration within academia, with most of the
peerreviewed literature dating back approximately fifteen years. In considetatiba literature
review and the results, this work identified several key takeaways:

OSINT can be effectively used for situational awareness and horizon scanning;

OSINT can be effectively used to find a person, group, or location;

OSINT can be effectivglused to verify information;

OSINT, combined with network theory and social network analysis can be used to

improve analytical output by serving as information maps to reveal patterns and

information that may not otherwise be apparent;

5. There is a lack aofiocumentation pertaining to ethical conduct in OSINT;

There is a lack of standardized training available to analysts conducting OSINT;

7. The legislation in place either lacks a definition or is vague on the following terms:

a. Publicly Available Information (g. breach data)

b. Personal Identifiable Information (e.g. social media moniker)

c. CANCIT Information (e.g. a Canadian phone number belonging to a foreign
national)

d. Lack of a standardized and trained policy to enforce collection, use, retention,
destruction, ath dissemination of information

HwnNPE

o

With these key takeaways in mind, this work found OSINT to be an effective tool in
maintaining public safety. As the case studies within this work have shown, the use of open source
investigative techniques did fulfil thagks at hand in an effective manner. However, as identified
above, there are also a number of factors that may increase risk towards using OSINT for public

safety. That is to say, although the use of OSINT may be effective in maintaining public safety, in
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some cases it may not be as conducive to maintaining privacy as it could be. Although it is within the
purview of analysts to conduct OSINT ethically, it is not their prerogative to create legislation to
protect the information of Canadians. That being,satiganizations and analysts should also be
responsible to safeguard the information collected to mitigate against data spills and breaches.
However, on such a matter as privacy, we must defer to the Government of Canada to create
legislation that not oglsafeguards the privacy of Canadians, but also penalizes those who do not
abide by such lawssomething which th®igital Charter, if enacted to law, will seek to do.

In order to ensure that OSINT continues to be an effective tool for public safetysgeac
must be in place for analysts to receive standardized mandatory training to ensure they do not put
themselves or their respective organization at risk of violating legislation or ethical codes of conduct.
On a similar note, standardized training al$o ensure that analysts are conducting OSINT at the
respected level they are trained and authorised to carry out. Section 5.7.4. discusses several
recommendations that can assist with this endeavor. Of course, those recommendations are not
exhaustive, ad each analyst and organization will have varying considerations to take into account.

Moreover, the deficiencies identified on the previous page are especially critical because of
the rate at which technology is evolving as a whole. For example, adalritittelligence is
increasingly integrated into smart devices and applications, there needs to be clear legislation in place
that discusses how Al may be used to support OSINT. Further to this, analysts must be trained in how
to use Al for their invesgjations in order to ensure the integrity of the information they hold is kept at

all times.

6.2 Limitations of the Research

On the matter of limitations of the research, it is important to note that the reliability of the
results in this work was somewhatpacted by the limitations in access to information. Although it is
difficult to definitively ascertain the impact of these limitations, it is important to make note of them
for informational purposes. In relation to the Access to Information and Priegagsts submitted in
November 2022, not all the agencies were able to respond to the initial request. Although some

agencies were able to respond, portions of the obtained information were redacted or not disclosed as
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a result of the information beingadsified. However, as seen in section 5.6, part of this limitation was
mitigated by referring to legislation.

An additional limitation of the research is that it did not usetiesd data. Although this
would have been beneficial to the research as d#ewlespecially in regards to conducting OSINT on
social media its use could have risked negative ethical consequences, including collecting and using
personal data and / or disclosing personal identifiable information. In order to mitigate this, much of
the case studies focused on conducting OSINT investigations with alternative tool sets (e.g. mapping
software, image analysis, @dterg.

In consideration to the two main limitations of this work, thmipacts on the overall results
werevarying. The Imited responsefsom the Access to Information and Privacy requests were likely
the most impactful as more information could have allowed for a more thorough understanding and
assessment of the training regimen of several government agencies and depdriovesier, where
information was made available, an assessment was made that assisted the overall intent of this work,

and so its impact was rather minor.

6.3 Recommendations

As a result of those assessments, this work was able to make recommendatoves &s a
way forward for employing OSINT to benefit public safety. Although those recommendations have
been provided in section 5.7, they will be briefly summarized here in order to reiterate their
significance. In short, the overall recommendation weasddress the concerns arising from
legislation, policy, training, and infrastructure. Specifically, this could include clarifying legislation,
policy, and authority. The recommendations also incorporated details on developing a training plan
that would dentify how analysts could be educated and qualified in conducting OSINT investigations.
Finally, another key recommendation was to establish a technical infrastructure that could efficiently
support the conduct of OSINT at different tiers. Together, treesenmendations could assist in
strengthening an agencyds use of O&atimdylmanifashd mor e
as a result ofague interpretations of legislation and / or policy, lack of training and /or inadequate

technical infrasucture.
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6.4 Contribution to Knowledge

As a whole, this work has enabled the understanding of how open source intelligence may be
employed for public safety. It has done so through the act of conducting several case studies that
showcased stelpy-step adbns to arrive at a solution to a given problem, and also by evaluating
applications that can be used for situational awareness. Further to this, the Access to Information and
Privacy Requests were quite central to this work. By evaluating and comparindegmrtmental or
agency response, and then comparing it to relevant legislation, an evaluation of how publicly
available information is collected, retained, used, and disseminated in Canada, was able to be made.

Bearing this, it must be noted that sesdon Canadian OSINT capabilities and how they are
employed for public safety is fairly limited. Therefore, the case studies conducted within this work
provide information that has previously been overlooked andifderstudied. Thuyghiswork asa
whole will serve as a contribution to a field of study that is currently lacking attention, especially
within a Canadian context. It is with hope that additional studies such as this occur more frequently so
that deficiencies are addressed prior to teealution into serious problems.

In terms of practical contributions, this work will benefit public and private sector agencies
and individuals who employ OSINT in accordance with their particular mandate. If recommendations
are considered, there wilkely be an improvement to OSINT policies, to the training regimen of
OSINT analysts, and to the overall function of the capability, especially as it relates to decreasing the
risk conducting OSINT presents to the individual and agency carrying out atigaties. Further to
this, it may also assist in addressing concerns relating to privacy, collection, retention, use, and
dissemination of OSINT through the establishment of a clear ethical policy document alongside clear

legislation.

172



6.5 The Future of GBINT

We live in a socidechnological domain. In this regard, technology is the basis for how a vast
majority of people communicate, share thoughts, and obtain information. As this becomes more
apparent, it is evident that the Internet and World Wide Vgebwahole will remain foundational to
everyday life. Acknowledging this, open source intelligence is likely to increase in use, especially as
it remains cost efficient. Several ways in which OSINT will likely continue to grow include: the
development of OBIT tools and techniques, the accessibility of professional OSINT education and
training, and the availability of open source intelligence consultants. As these fields continue to
evolve it is also likely that an increase in OSINT partnerships and codtibos will be made
between public and private agencies (where legally allowed) to share information, datasets, and
lessons learned.

As previously alluded to, open source intelligence is a discipline which is constantly evolving
to meet the requirement$ the analyst and the task at hand. As we move forward into an information
/ datacentric age, new evolutions of applications, platforms, artificial intelligencegeserated
content, and a participatory social culture will not only challenge OSINTinlmunumber of ways it
will also redefine how the intelligence discipline as a whole defines sources, methodology, and
analysis. However, being a part of such an information fdaifric age also means living amongst
troves of misinformation, and digarmation, in addition to the possibility of being targets of
information and psychological warfare. So, not only will information verification be especially crucial
to any investigation, so too will checking one's biases and critically assessing tleea$ourc
information, the content, the audience it was directed at, the media to which it appeared on, and the
overall effectiveness the information has generated. OSINT as a whole can assist with this process. In
fact, we have already witnessed situationalnch OSINT hasdentified stagedideos posted to
socialmedigl e. g. geol ocation was used to prove a Vvide:«
Russiarspeaking woman was stadel Alas, where information warfare is present, OSINT can and

will assist in countering such efforts.

159 Seehttps://www.youtube.com/watch?v=3ePOINNTO
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In closing, the epitome of any open source intelligence capability is to aligtimeal
information generation with speedy collection, analysis, and dissemination. Although a number of
OSINT collaborators have praweheir efficiency in this manner, it will be interesting to see how this
will continue to transpire in the future, especially with considerations to artificial intelligence. Figures
6.5.1 and 6.5.2 below provide some insight into how Al may fit into muptidve the intelligence

cycle in relation to open source intelligence.

Planning,
Direction,
Needs,

Requirements

Collection

Processing
Exploration
.-

Dissemination

Figure 6.5.1: How Al Fits into the Intelligence Cycle
Source Recorded Future, 2019

Super-Empowered
Human

Planning,
Direction, Needs,
Requirements

Autonomous
Sensor Platforms
Drone
Swarms

Small Data
Collection

Dissemination Collection

Machine-Aided
Analysis .
Processing

Analysis

Information
Consumption
Velocity

Exploration Information
Triage

Figure 6.5.2: How Al May Improve the Intelligence Cycle
Source Recorded Future, 2019
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As depictal in Figures 6.5.1 and 6.5 there is significant room for artificial intelligence to
maintain a role in increasing the efficiency and effectiveness of open source intelligence. Of course, it
will still be important to preserve human involvement as thpuia generated from artificial
intelligence may be informing realorld operations. Therefore, Al generated outputs need to be
reviewed in order to ensure they are valid, otherwise an invalid algorithm could go unchanged and
generate data that could beogreous or altogether meaninglessereby wasting valuable time in the
process. By virtue of the sheer amount of data that is moving through the Internet on a daily basis,
using artificial intelligence with open source intelligence is something thatavitinue to be
anticipated. Furthermore, in order for OSINT to remain an employable capability in the future, it will
be imperative that both public and private agencies address any potential privacy and ethical concerns.
This transparency will assist Wigaining public support and / or criticism where necessary. In this

way, open source intelligence can and will be a crucial capability to preserving public safety.
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Appendix 1: Data Prefix and Multiplier Conversion Table

Appendices

bit b Binary digit, a single 0 or 1
Byte B 8 bits

kilobyte KB 1,024 bytes or Fbytes
megabyte MB 1,024 KB or 10 bytes
gigabyte GB 1,024 MB or 10bytes
terabyte B 1,024 GB or 1& bytes
petabyte PB 1,024 TB or 18 bytes
exabyte EB 1,024 PB or 18 bytes
zettabyte ZB 1,024 EB or 18 bytes
yottabyte YB 1,024 or 18 bytes

Table Al: Data Prefix and Multiplier Conversion Table

Source Fitzgibbons, 2022
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Appendi x 2: 17 Voés of Big Dat a
Size of Data Quantity of collected and stored data
Data size isin TB
Speed of Data The transfer rate of data between sg
and destination
Importance of Data It represents the business value to b
derived from big data
Type of Data Different type of data like pictures,
videos and audio arrives at the
receiving end
Data Quality Accurate analysis of captured data i
virtuallywor t hl ess | f
Data Authenticity Correctness of accuracy of data use
extract result in the form of informati
Duration of Usefulness [Big data volatility means the stored
data and how long is useful to the ug
isualization Data Act / Data Process |It is a process of representing abstra
irality Spreading Speed It is defined as the rate at which the
data is broadcast / spread by a user
received by different users for their |
iscosity Lag of Bvent It is a time difference the event
occurred and the event being descri
Data Differentiation Data arrives constantly from differen
sources and how efficiently it
differentiates between noisy data or
important data
Different Platform \Various types of data arrived from
different sources via different platfor
like personnel system and private &
public cloud
Data Terminology Data terminology likes data model a
data structures
agueness Indistinctness of @stence [Vagueness concern the reality in
in a Data information that suggested little or nd
thought about what each might cony
Complexity Correlation of Data Data comes from different sources &
it is necessary to figure out the chan
whether smalbr large in data with
respect to the previously arrived dats
that information can get out quickly
erbosity Massive data that comes|The redundancy of the information
from different sources [available at different sources
oluntariness Data thatcan be used by [The will full availability of big data to
different organizations |be used according to the context
without interference
ersatility The evolution of Big Data[The ability of big data to be flexible
enough to be used differently for
different context
Table A2: 17 Vés of Big Dat a

Source Panimala Shree, & Kathrine, 2017, 3382
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Appendix 3: Source Credibility Scales

Evaluation will occur during the processing stage of the intelligence cyobetwiccharacter

evaluation (e.gF3) repesents an assessment on the reliability of the source, followed by the assessed
level of confidence of the information. For example, an F3 source would depict a source whose
reliability cannot be judged, but is delivering information that has been asssgsessibly true

through corroboration of other assessments or information. It is important to note that the reliability of
a source and the credibility of the information are considered in isolation of each other as a means of
ensuring accuracy.

Completely reliable Completely credible

Probably true

Usually reliable

Fairly reliable Possibly true

Doubtful

Not usually reliable

Unreliable Improbable

Reliability cannot be judged

Table A3: NATO AJP 2.1 2016 Source Reliability and Information Credibility Scales
Source Irwin & Mandel, 2020, 72

Truth cannot be judged

Completely reliable | Refers to a tried and trusted source which eaddpended upon wit
confidence

Usually reliable Refers to a source which has been successful in the past but for
which there is still some element of doubt in a particular case

Fairly reliable Refers to a source which has occasionally been uské jpesst and
upon which some degree of confidence can be based

Not usually reliable | Refers to a source which has been used in the past but has proy
more often than not unreliable

Unreliable Refers to a source which has been used in the past aptohead
unworthy of any confidence

Reliability cannot bg Refers to a source which has not been used in the past
judged

Table A4: NATO STANAG®°2511 Source Reliability Scale
Source Irwin & Mandel, 72

160 STANAG: Standardization Agreement
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Confirmed by other soce

If it can be stated with certainty that the reported
information originates from another source than the alrg
existing information on the same subjetis classified as
Aconfirmed by oth@tosourc

Probably true

If the indep@dence of the source of any item or informat
cannot be guaranteed, but if, from the quantity and qual
of previous reports its likelihood is nevertheless regarde|
sufficiently established, then the information should be

classi fied aandgvenratng ait2loy. t

Possibly true

If, despite there being insufficient confirmation to establ

any higher degree of likelihood, a freshly reported item (
information does not conflict with the previously reporte(
behaviour pattern of the targéte item may be classified {
fi pos si ahdygiven ratingah 3 0 .

Doubtful An item of information which tends to conflict with the
previously reported or established behaviour pattern of §
intelligence target should be classifiediad o u bt f u
given a rating ofi 4 0 .

Improbable An item of information which positively contradicts

previously reported information or conflicts with the
established behaviour pattern of an intelligence target ir
mar ked degree should be ¢
givenaratingofi 5 0 .

Truth cannot be judged

Any freshly reported item of information which provides
basis for comparison with any known behaviour pattern
target must be classified
gi ven a r at i atiggsbolld k@ §iven onl$ u
when the accurate use of a higher rating is impossible.

Table A5: NATO STANAG 2511 Information Reliability Scale

Source Irwin & Mandel, 2020, 73
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Appendix 4: Principal OSINT workflows and derived intelligence
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Figure Al: Rincipal OSINT workflows and derived intelligence

Source Pastor Galindo, et al., 2020, 10287



Appendix 5: Preventing, Addressing, and Identifying Vicarious Trauma

Source Ellis, 2019

Prevention

0 Know Yourself: What images affect you most? Understapglour (and your teams)
sensitivities allows for mental preparation and prevents trauma.

0 Warn colleagues about traumatic media that you intend to show them, or that they may come
across.

0 Understand your background and environment: Having a personal donrtectour work
may intensify trauma.

Identification

0 Sleep: Are you not able to sleep, or are you having nightmares?

0 Nutrition: Has your appetite decreased?

0 Relationships: Are you spending more time alone? Are you pushing friends and family away?

0 Substace Abuse: Has your relationship to drugs and/or alcohol changed?

Address

0 Take a step back: Pause and reflect on the effects your trauma might be having on you

0 Connect with friends and family: Connecting with loved ones may provide a welcome break.

0 Conrect with colleagues: Your colleagues may be going through the same effects as you are.
They know what you have been exposed to on a daily basis. Taking the time to reflect on this
and support each other assists in addressing and overcoming trauma.

0 Relaxaton: Exercise and meditation have been shown to alleviate the symptoms of vicarious
trauma as they help to reduce anxiety and depression through providing an aspect of your life
you can control.

0 Professional Counseling: Counselling may provide additiocahigues to alleviate trauma.
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Appendix 6: The 10 Principles of the Digital Charter

Source Directly adapted from (Innovation, Science and Economic Development Canada, 2022b)

1. Universal Access:
All Canadians will have equal opportunity to participat¢he digital world and the necessary
tools to do so, including access, connectivity, literacy and skills.

2. Safety and Security:
Canadians will be able to rely on the integrity, authenticity and security of the services they use
and should feel safe ané.

3. Control and Consent:
Canadians will have control over what data they are sharing, who is using their personal data and
for what purposes, and know that their privacy is protected.

4. Transparency, Portability and Interoperability:
Canadians will hee clear and manageable access to their personal data and should be free to
share or transfer it without undue burden.

5. Open and Modern Digital Government:
Canadians will be able to access modern digital services from the Government of Canada, which
aresecure and simple to use.

6. A Level Playing Field:

The Government of Canada will ensure fair competition in the online marketplace to facilitate

the growth of Canadian businesses and affirm Ca
innovation, while proteatg Canadian consumers from market abuses.

7. Data and Digital for Good:
The Government of Canada will ensure the ethical use of data to create value, promote openness
and improve the lives of peod@eat home and around the world.

8. Strong Democracy:
The Government of Canada will defend freedom of expression and protect against online threats
and disinformation designed to undermine the integrity of elections and democratic institutions.

9. Free from Hate and Violent Extremism:
Canadians can expect thagital platforms will not foster or disseminate hate, violent extremism
or criminal content.

10. Strong Enforcement and Real Accountability:

There will be clear, meaningful penalties for violations of the laws and regulations that support
these principles.
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Appendix 7: Reviewing the Privacy Act: List of Recommendations

Source Directly adapted from ParliamenHouse of Commons, 2016, &8

RECOMMENDATION 1

a) That the purpose clause in section 2 of the Privacy Act be expanded to reinforce the quasi
consttutional nature of privacy rights by including generally accepted and technologically neutral
privacy principles similar to those in contained in the Personal Information Protection and Electronic
Documents Act, including accountability; identifying puresslimiting collection; limiting use,
disclosure, and retention; accuracy; safeguards; openness; individual access; and challenging
compliance.

b) That the Privacy Act be modified to clarify that the privacy principles in the amended purpose
clause shaljuide the interpretation of the Act.

RECOMMENDATION 2
That the definition of fipersonal informationo
that it be technologically neutt&tand that it includes unrecorded information.

RECOMMENDATION 3
Tha the Government of Canada define metadata in the Privacy Act, in a technologically neutral way
and with an emphasis on the information it can reveal about an individual.

RECOMMENDATION 4

That the Privacy Act be amended to require that all informationghander paragraphs 8(2)(a) and

(f) of the Privacy Act be governed by written agreements and that these agreements include specified
elements.

RECOMMENDATION 5

That the Privacy Act be amended to create an explicit requirement that new or amendetiorform
sharing agreements be submitted to the Office of the Privacy Commissioner of Canada for review,
and that existing agreements should be reviewable by the Privacy Commissioner upon request.

RECOMMENDATION 6

a) That the Privacy Act be amended to craatexplicit requirement that departments be transparent
about the existence of any informatisinaring agreements.

b) That the Privacy Act be amended to require, except in appropriate circumstances, the publication of
the content of informatiosharing ageements between departments or with other governments.

RECOMMENDATION 7

That the Privacy Act be amended to create an explicit requirement for institutions to safeguard
personal information with appropriate physical, organizational and technologicalreseasu
commensurate with the level of sensitivity of the data.

161 Technological neutrality can be defined as individuals and organizations having the freedom to choosgyedblahaanost

appropriate to their requirements, especially as they relate to acquisition, developmemmercialization (Carillo, 2018; Purdue
University, 2022).

204



RECOMMANDATION 8
That the Privacy Act be amended to set out clear consequences for failing to safeguard personal
information.

RECOMMENDATION 9

That the Privacy Act be amended to create afi@ixgequirement for government institutions to

report material breaches of personal information to the Office of the Privacy Commissioner of Canada
in a timely manner.

RECOMMENDATION 10

That the Privacy Act be amended to create an explicit requirdoragivernment institutions to

notify affected individuals of material breaches of personal information, except in appropriate cases,
provided that the notification does not compound the damage to the individuals.

RECOMMENDATION 11

That section 4 of therRacy Act be amended to explicitly require compliance with the criteria of
necessity and proportionality in the context of any collection of personal information, consistent with
other privacy laws in effect in Canada and abroad.

RECOMMENDATION 12

That he Privacy Act be amended to clarify that a recipient federal institution that receives personal
information through information sharing with another federal institution is collecting personal
information within the meaning of section 4 of the Privacy Aot must meet the criteria of

necessity and proportionality that apply to the collection of personal information.

RECOMMENDATION 13
That section 6 of the Privacy Act be amended so as to explicitly require compliance with the criteria
of necessity and pportionality in the context of any retention of personal information.

RECOMMENDATION 14
That the Privacy Act be amended to set clear rules governing the collection and protection of personal
information that is collected on the internet and through sowdia.

RECOMMENDATION 15

a) That the Government of Canada strengthen the oversight of privacy rights by adopting-an order
making model with clear and rigorously defined parameters.

b) That, in order to ensure the most effective use of resources, thm@ewt of Canada explore

ways of finding efficiencies, by, among other things, combining the adjudicative functions of the
Office of the Privacy Commissioner of Canada and the Office of the Information Commissioner of
Canada.

RECOMMENDATION 16

That the Geernment of Canada further examine the possibility of expanding judicial recourse and
remedies under the Privacy Act.
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RECOMMENDATION 17

That the Privacy Act be amended to include a requirement for government institutions to conduct
privacy impact assements for new or significantly amended programs and submit them to the Office
of the Privacy Commissioner of Canada in a timely manner.

RECOMMENDATION 18

That the Privacy Act be amended to require federal government institutions to consult with Office of
the Privacy Commissioner of Canada on draft legislation and regulations with privacy implications
before they are implemented.

RECOMMENDATION 19

That the Privacy Act be amended to explicitly confer the Privacy Commissioner with:

a) the authority to condt, on his own initiative, research and studies on issues of public importance,
and

b) a mandate to undertake public education and awareness activities.

RECOMMENDATION 20
That the Privacy Act be amended to require an ongoingyfae parliamentary rewe

RECOMMENDATION 21

That section 64 of the Privacy Act be amended to create an exemption from confidentiality
requirements to provide the Privacy Commissioner with the discretionary authority to report
proactively on government privacy issues where msiders it in the public interest to do so.

RECOMMENDATION 22

That the Privacy Act be amended to expand the ability of the Office of the Privacy Commissioner of
Canada to collaborate with other data protection authorities and review bodies on audits and
investigations of shared concern in connection with Privacy Act issues.

RECOMMENDATION 23

That section 32 of the Privacy Act be amended to grant the Privacy Commissioner discretion to

discontinue or decline complaints on specified grounds, including thieeromplaint is frivolous,
vexatious or made in bad faith, and that the Con
complaint be subject to a right of appeal by the complainant.

RECOMMENDATION 24

That reporting requirements on broader privacyasdealt with by federal institutions be reinforced
by requiring the addition of a descriptive element so as to make the information in the reports
accessible and relevant.

RECOMMENDATION 25
That there be specific transparency requirements for lawfekagequests from agencies involved in
law enforcement.

RECOMMENDATION 26

That the Government of Canada explore extending the scope of the Privacy Act to all federal
government institutions, including ministerso6 of
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RECOMMENDATION 27
That the Government of Canada consider extending the right of access to personal information to
foreign nationals.

RECOMMENDATION 28
That the Government of Canada examine the possibility of limiting exemptions to access to personal
information requests under the Privacy Act.

Review Of The Privacy Adt Revised Recommendations Of The Privacy Commissioner Of Canada
Source Directly adapted from ParliamenHouse of Commons, 2016, 71

THEME ONE: TECHNOLOGICAL CHANGES

1. Clarify requirerents for informatiorsharing agreements: Require that all information sharing

under paragraphs 8(2)(a) and (f) of the Privacy Act be governed by written agreements and that these
agreements include specified elements. Further, all new or amended agretmeldtde submitted

to the Office of the Privacy Commissioner of Canada (OPC) for review, and existing agreements
should be reviewable upon request. Finally, departments should be required to be transparent about
the existence of these agreements.

2. Craate a legal obligation for government institutions to safeguard personal information: Create an
explicit requirement for institutions to safeguard personal information with appropriate physical,
organizational and technological measures commensurateheitbviel of sensitivity of the data;

3. Make breach reporting mandatory: Create an explicit requirement for government institutions to
report material breaches of personal information to the OPC in a timely manner and to notify affected
individuals in appopriate cases;

THEME TWO: LEGISLATIVE MODERNIZATION

4. Create an explicit necessity requirement for collection: Amend section 4 of the Privacy Act to
create a more explicit necessity requirement for the collection of personal information, consiktent wit

other privacy laws in Canada and abroad;

5. Replace the ombudsman model for the investigation of complaints with OPC powers to issue
binding orders;

6. Consider creating a statutory mechanism to independently review privacy complaints against the
OPC;

7. Require government institutions to conduct privacy impact assessments (PIAs) for new or
significantly amended programs and submit them to OPC prior to implementation;

8. Require government institutions to consult with OPC on draft legislation arldtreqgs with
privacy implications before they are tabled;
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Appendix 8: Ethical Challenges- Interview with Analysts and Journalists

Source Directly adapted from Loehrke, et al, 20218 5

Background The Ethical Journalism Network and the Stanley CdntdPeace and Security
interviewed 8 journalists and 20 analysts with a view to obtain examples of circumstances in
which they or their teams had felt uneasy about publishing findings from their open source
investigations.

Excerpt 1: Diplomacy, Crises, di€onflict(Loehrke, et al., 2021, 5)

In these interviews analysts had discussed situations when they were concerned about how
something they published might inadvertently create diplomatic tension, or result in an
escalation of pressure during ongoinges.

ExcerptA | ranédés Nucl ear program (Loehrke, et al
il 6d been tracking |Iranbés nuclear program f or

like a significant, undeclared expansion of its nuclear activities.

If made public, it was the kéhof story that could complicate sensitive talks with Iran. On the
ot her hand, the information was already out
explain the situation to the public and to policymakers.

| was confident in the analysis. But | wied that publishing it could add to international
tensions. So we checked in with official contacts. They clearly wanted us to hold off. |
assumed that meant there was some kind of negotiation underway, likely to get access to the
site for internationalrispectors. Public pressure could disrupt that.

We went ahead and published. I'n the end, i nsj

Excerpt B North Korean Missile Base (Loehrke, et al., 2021, 6)

ARnThere was this North Kor earhadhéestherelasvhiidbhse. H:
wrote an update on the site, based on some recent imagery. The report ended up getting some
media coverage, reframed, and put in context with ongoing diplomatic efforts. This was

during some sensitive months between the US, S6otba, and North Korea.

The media coverage of the report ballooned. The story got big enough that the US and South
Korean governments commented on the missile developments.

I thought it was useful analysis. Nothing flashy. But it took on a life of its aften we
published. 0o

Excerpt C Iranian Missile Attack on US Bases in Iraq (Loehrke, et al., 2021, 6)

iRemember after the US assassinated Qassam S
attacks on American bases in Iraq? The administration said, yoy knowr o ops wer en ot
under threat. The attacks missed. Some people got a headache or something.

I looked at imagery after the attacks. Seemed like the Iranians had hit what they said they
would. | paused before posting about it. Because could poihisgut worsen the crisis, if it
gets caught up in a public narrative and encourages the US president to escalate the conflict?

Open source work is important for evaluating +walld crises and not allowing governments
to get away with misleading claimBut in this case, it kinda felt like being accurate, being
gui ck, being transparent, and being truthful
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Excerpt 2: Unintended Consequen@esehrke, et al., 2021, 6)

In some situations, analysts may inadvertentlyalisc information that, if published, could

likely assist nefarious actors, or result in collateral damage to systems in place that are
designed to sustain a common good. For a number of reasons, these situations can get difficult
to recognize.

Excerpt A Tracking Terrorists in Africa (Loehrke, et al., 2021, 6)

Al was wusing satellite imagery to track a tet
activity but also inadvertently discovered a US and allied military operation. | shared it with a

contactwho asked me to not publish because itéd
More than happy to do that. Not a problem. TI

Excerpt B Troubleshooting North Korean Missiles (Loehrke, et al., 2021, 6)

AiThe | ast t hiemdgp helping the NorthtKoreadsdroubleshoot their missiles.
And | definitely worry about that often.

Like, if 1 6dm | ooking at photos of a missile.
the design or performance parameters. And then postsometh onl i ne saying, O
your problem right there.

[@))
o

Fix that, and you got a better missile.
Excerpt C Russian and Syrian Bombing Sorties (Loehrke, et al., 202), 6

iWe obtained cockpit recordings oWUsinBussi an al
some open source and geospatial mapping, documenting evidence arubioassrating

data, we could validate the tapes. And show Russian involvement in strikes on hospitals in

Syria.

We reported it. They bombed one of the hospitals again. We edggragain. Our story was
held up to the Russian ambassador in a UN Security Council meeting. Soon after, Russia
withdrew from an additional protocol to the Geneva Conventions and, later, the UN
deconfliction system.

Obviously, theyG&Greedsawdkrid | readw gtrtoautpst He ke us w
war crimes using evidence that they candét del

Excerpt D North Korean Missiles (Loehrke, et al., 2021, 7)

il was |l ooking at videos of miws Sheyoilem comi ng ¢
censor their footage before uploading, but sometimes you can see something come into the
shot that shoul dndt be there.

| pointed out something that, for a single frame, was briefly uncensored. Pretty sure that got
the censor in deep troubde.

Excerpt 3: Privacyl oehrke, et al., 2021, 7)

AfAs open source information makes it easier t
much more difficult for teams to protect the identity of their sourtleis. issue is

compounded by the growingquirement to consider the safety and security of sources,
subjects and bystanders. o

Excerpt A Protecting Sources (Loehrke, et al., 2021, 7)

ifiWe have to be extremely careful when using I
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Immediately after an eveditsay an eglosion or some actof violended t 6 s f ai r |l y ¢ omr
find firsthand video of the event posted on social media. It can be immensely valuable for

verifying a story and adding visuals. But by showing video evidence and how we verify a

story, it can endangéhe person who uploaded the video.

We were doing a story about a missile strike in a country in the Middle East. We found video

of the strike and got in touch with the person who took the video. We wanted to include the

video in our reporting. Butbasedobnrh e vi deo, it woul dnoét be hard
building, apartment, or window our contact was standing in when filming. That could get the

person arrested or bring harm to a family.

In this case, we di dnot publish the video wi!H
Butyouhave to anticipate this stuff. You can as
this?d You can ask the same questions intern:
wrong choice could put someone in danger . 0

Excerpt B Due Diligence (Loehrke, et.aR021, 7)

iWe wer e r es e aevasioncasg and locked atsdverad ships that we suspected
were engaged in illicit trade. Using corporate records, we were able to identify a particular
company involved and its sole shareholder.

We did our dudliligence before publishing a paper on the case. We were confident in the
analysis, enough to name individuals in the report. But in hindsight, you still ask if it was
appropriate. There is so much risk for collateral damage on people who could otherwise b
innocent. Did we take all necessary precautions before crossing that line?

It really forced us to think more comprehensively about risk, how we approach risk, and how
we di sseminate our analyses. 0

Excerpt 4: Interaction Between Analysts and Journdlisishrke, et al., 2021, 8)

Some open source analysts may work with journalists as expert sources as a means to ensure
the perspective the journalist is providing is valid, precise, and within the correct context.
However, things can still be misinterpretédthe interviews, analysts and journalists both
acknowledged their lack of coordination on their shared responsibilities if ethical challenges
emerge.

Excerpt A Misinformation (Loehrke, et al., 2021, 8)
AiYou have to be real lyiggacdanot.ef ul wi th what youf¢

There was a recent report about an explosion at a nuclear facility in Iran. Some people in the
nonproliferation community used geospatial data to validate the location. Those analysts did
nothing wrong. It was fine.

But a reporter pickeduphe story of the explosion and thert
way, 0 an international inspector was detai neq
nitrate residue on the person6s hands.

That reporting was horribly irresponsible. All tfeets were correct but presented in a way

that creates the false impression that an international inspector had planted a bomb in a

nucl ear facility. Thatodos how misinformation ¢
wor k that inspectors do. 0o
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Appendix 9: The Markkula Framework for Ethical Decision Making

Source Directly adapted from Markkula Center for Applied Ethics, 2021, np

Identify the Ethical Issues

1. Could this decision or situation be damaging to someone or to some group, or unevenly

beneicial to people? Does this decision involve a choice between a good and bad alternative,

or perhaps between two Agoodso or between t we
2. Is this issue about more than solely what is legal or what is most efficient? If so, how?

Get the Facts

3. What arethe relevant facts of the case? What facts are not known? Can | learn more about the
situation? Do | know enough to make a decision?

4. What individuals and groups have an important stake in the outcome? Are the concerns of
some of those individuals or group®re important? Why?

5. What are the options for acting? Have all the relevant persons and groups been consulted?
Have | identified creative options?

Evaluate Alternative Actions

6. Evaluate the options by asking the following questions:

Which option best respés the rights of all who have a stake? (The Rights Lens)
Which option treats people fairly, giving them each what they are due? (The Justice
Lens)

Which option will produce the most good and do the least harm for as many
stakeholders as possible? (Thdlitdtiian Lens)

Which option best serves the community as a whole, not just some members? (The
Common Good Lens)

Which option leads me to act as the sort of person | want to be? (The Virtue Lens)

Which option appropriately takes into account the relatigssltoncerns, and
feelings of all stakeholders? (The Care Ethics Lens)

O¢ O«

O«

O¢ O«

Choose an Option for Action and Test It

~

After an evaluation using all of these lenses, which option best addresses the situation?
8. If I told someone | respect (or a public audience) Wihiption | have chosen, what would
they say?
9. How can my decision be implemented with the greatest care and attention to the concerns of
all stakeholders?

Implement Your Decision and Reflect on the Outcome

10.How did my decision turn out, and what have | learfrom this specific situation? What (if
any) follow-up actions should | take?
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Six Ethical Lenses

If our ethical decisiormaking is not solely based on feelings, religion, law, accepted social practice,

or science, then on what basis can we decide lketwght and wrong, good and bad? Many
philosophers, ethicists, and theologians have helped us answer this critical question. They have
suggested a variety of different lenses that help us perceive ethical dimensions. Here are six of them:

The Rights Lens

Some suggest that the ethical action is the one that best protects and respects the moral rights of those
affected. This approach starts from the belief that humans have a dignity based on their human nature
per se or on their ability to choose freely wtiegy do with their lives. On the basis of such dignity,

they have a right to be treated as ends in themselves and not merely as means to other ends. The list of
moral right® including the rights to make one's own choices about what kind of life to ¢ebe, t

told the truth, not to be injured, to a degree of privacy, and 8awidely debated; some argue that
northumans have rights, too. Rights are also often understood as implying duatjgarticular, the

duty to respect others' rights and dignity.

TheJustice Lens

Justice is the idea that each person should be given their due, and what people are due is often
interpreted as fair or equal treatment. Equal treatment implies that people should be treated as equals
according to some defensible standarchsagmerit or need, but not necessarily that everyone should

be treated in the exact same way in every respect. There are different types of justice that address
what people are due in various contexts. These include social justice (structuring thesbagions

of society), distributive justice (distributing benefits and burdens), corrective justice (repairing past
injustices), retributive justice (determining how to appropriately punish wrongdoers), and restorative
or transformational justice (restog relationships or transforming social structures as an alternative

to criminal punishment).

The Utilitarian Lens

Some ethicists begin by asking, fAdemphasizingthe t hi s
consequences of our actions. Utilitarianismiesultsbased approach, says that the ethical action is

the one that produces the greatest balance of good over harm for as many stakeholders as possible. It
requires an accurate determination of the likelihood of a particular result and its impantafmple,

the ethical corporate action, then, is the one that produces the greatest good and does the least harm
for all who are affectadl customers, employees, shareholders, the community, and the environment.
Cost/benefit analysis is another consequésitiapproach.

The Common Good Lens

According to the common good approach, life in community is a good in itself and our actions should
contribute to that life. This approach suggests that the interlocking relationships of society are the
basis of ethicaleasoning and that respect and compassion for all étleszecially the vulneralde

are requirements of such reasoning. This approach also calls attention to the common conditions that
are important to the welfare of every@nsuch as clean air and watesystem of laws, effective

police and fire departments, health care, a public educational system, or even public recreational
areas. Unlike the utilitarian lens, which sums up and aggregates goods for every individual, the
common good lens highlights mutwancern for the shared interests of all members of a community.
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The Virtue Lens

A very ancient approach to ethics argues that ethical actions ought to be consistent with certain ideal
virtues that provide for the full development of our humanity. Thetges are dispositions and

habits that enable us to act according to the highest potential of our character and on behalf of values

like truth and beauty. Honesty, courage, compassion, generosity, tolerance, love, fidelity, integrity,

fairness, seltontmol, and prudence are all examples of virtues. Virtue ethics asks of any action,

AwWhat kind of person wil/ | become if | do this?
best ?0

The Care Ethics Lens

Care ethics is rooted in relationships anchmteed to listen and respond to individuals in their

specific circumstances, rather than merely following rules or calculating utility. It privileges the
flourishing of embodied individuals in their relationships and values interdependence, not just
indeendence. It relies on empathy to gain a deep appreciation of the interest, feelings, and viewpoints
of each stakeholder, employing care, kindness, compassion, generosity, and a concern for others to
resolve ethical conflicts. Care ethics holds that optionsesolution must account for the

relationships, concerns, and feelings of all stakeholders. Focusing on connecting intimate
interpersonal duties to societal duties, an ethics of care might counsel, for example, a more holistic
approach to public healholicy that considers food security, transportation access, fair wages,

housing support, and environmental protection alongside physical health.

Using the Lenses

Each of the lenses introduced above helps us determine what standards of behavior aed charact
traits can be considered right and good. There are still problems to be solved, however.

The first problem is that we may not agree on the content of some of these specific lenses. For
example, we may not all agree on the same set of human and titsl Kige may not agree on what
constitutes the common good. We may not even agree on what is a good and what is a harm.

The second problem is that the different | enses
et hi cal ?0 No n evedhus impostant,insights i the process ofdeciding what is ethical
in a particular circumstance.

Making Decisions

Making good ethical decisions requires a trained sensitivity to ethical issues and a practiced method
for exploring the ethical aspects oflecision and weighing the considerations that should impact our
choice of a course of action. Having a method for ethical deemsaking is essential. When

practiced regularly, the method becomes so familiar that we work through it automatically without
consulting the specific steps.

The more novel and difficult the ethical choice we face, the more we need to rely on discussion and
dialogue with others about the dilemma. Only by careful exploration of the problem, aided by the
insights and different persptives of others, can we make good ethical choices in such situations.

The following framework for ethical decisianaking is intended to serve as a practical tool for
exploring ethical dilemmas and identifying ethical courses of action.
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Appendix 10: The Berkeley Protocol on Digital Open Source InvestigationsProfessional,

Methodological, and Ethical Principles

Source Directly adapted fromdDHCHR 7UC Berkeley, 2022, £15; Renshavw& Chaplin, 2020

Professional Principles

1. Accountability Records of imestigations and materials must be kept, and documentation
must be clear.

Open source investigators must be accountable for their actions, which can often be
ensured through clear documentation, red@eping and oversight. Transparency in
investigative methods and procedures is an essential element in ensuring accountability. Thus,
to the extent possible and reasonable, open source investigators should maintain records of
their activities. The steps of an open source investigatfoom identification ofrelevant
material through collection, analysis and reporiirgould be consistently and clearly
documented. Any individuals engaged in the collection or handling of online information
should be aware of the potential for their methodology to be quedtiorcluding the
possibility of being called to testify at trial. Documentation of open source investigations may
be done manually or by using automated processes provided by various software. As long as
documentation is consistent and sufficiently thgfgeither manual or automatic methods
can be used. Automated processes and software must be understood by users and be
explainable in court either by users or developers. In addition, open source investigators
should record any tools or software usechim ¢ourse of their work.

2. Competency | nvestigators must Ohave proper traini
Open source investigators must have proper training and technical skills to execute
the activities in which they engage. They must conduct online tésiun a professional and
et hical manner, avoiding the appropriation of
in an investigation (when safe to do so and when desired by participants); and accurately
reporting data, including acknowledging aggps that may exist in online content. Open
source investigators and investigation processes must also remain flexible, stay up to date
with new developments and adopt new technologies and techniques as appropriate. In
addition, organizations and investtgpn teams should have mechanisms in place to ensure
that procedures are consistently implemented and adhered to.

3. Obijectivity: Researchers must be aware of their inherent bias, and take steps to mitigate this.
Objectivity is a foundational principle thapplies to all investigations, whether

online or offline. Open source investigators should understand the potential for personal,
cultural and structural biases to affect their work and the need to take countermeasures to
ensure objectivity. Open sourgevestigators must ensure that they approach their
investigations objectively, developing and deploying multiple working hypotheses and not
favouring any particular theory to explain their cases. For open source investigations
conducted online, objectivitig particularly important because of the way in which
information on the Internet is structured and presented to users. The browser, search engine,
search terms and syntax used may lead to very different results, even when the underlying
queryisthesamé.nher ent biases in the Internetds arc
search engines and websites can threaten the objectivity of search results. Search results may
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also be influenced by a number of technical factors, including the device usedlacatiits,

and the userod6s prior search history and I ntet
counterbalance such biases by applying methodologies to ensure that search results are as

diverse as possible, for example, by running multiple searetiesuand using a variety of

search engines and browsers. Investigators should be aware that search results may also be
influenced by other factors, including as a result of the discrepancy in the digital environment
whereby online information may be uneleavailable from certain groups or segments of

society. Finally, investigators should always strive to be aware of and correct for their own

biases, which may be either conscious or subconscious.

Legality. Applicable laws, including data protection giri/acy rights, must be complied
with.

Open source investigations should comply with applicable laws, which means that
investigators need to have a baseline understanding of the laws that apply to their work. In
particular, investigators should be awafe&lata protection laws and the right to privacy,
which is protected under international human rights law.25 Even though information may be
publicly available, it does not mean that there are no privacy implications in its collection and
use. Open sourcevastigators must consider the privacy implications of their actions,
including a personb6s reasonabl e expectation ¢
Investigators should also be aware of the mosaic effect, whereby public data, even when
anonymized, mapecome vulnerable to reidentification if enough data sets containing similar
or complementary information are released or combined.26 In addition, investigators should
be aware that, in some jurisdictions, the ongoing and persistent monitoring of iatiividu
online, or the systematic collection and letlegm retention of personal data, may require
additional permissions and safeguards due to the heightened privacy concerns raised by such
activities.

Security Awareness Those Ocondu c tine shguldihaverbasictopergteotai ons o r
security awareness to ensure that they minimise their digital trail and are aware of the
potenti al ri sks. o

While security by desigaddresses the architecture and infrastructure of an
investigation and any collateral agties, the principle of security awareness focuses on
considerations that individuals must take into account in the course of theif wmork
particular, awareness of their online behaviour. All individuals conducting investigations
online should have b&soperational security awareness to ensure that they minimize their
digital trail and are aware of the potential risks. Organizations conducting open source
investigations should ensure that their investigators are provided with information security
training to understand the risks that they may face and have an understanding of the three core
pillars of information security: (a) confidentiality (e.g. only allowing permitted users to access
data); (b) integrity (ensuring data is not tampered with or oikeraftered by unauthorized
users); and (c) availability (ensuring systems and data are available to authorized users when

they need it). Training should also focus on
risk assessments should be conductedreefommencing online investigative activities and
should be periodically reviewed and amended :

responsibility, not only the responsibility of information technology units or security risk
managers.

215



Methodological Priciples

1. Accuracy There is a methodological and ethical imperative to ensure the ac¢cuaadythus
the qualityi of investigations by only relying on credible materials. Open source
investigators should seek to be as truthful and precise as posshmeciourse of their
investigations and in the presentation of any results, especially when it comes to
acknowledging weaknesses in the underlying data or the overall case. Accuracy is often
improved through the use and testing of multiple working hyposhese/or peer review,
both of which can help minimize the chances of biased selection, interpretation and
presentation of data. Analytical conclusions should not be exaggerated or overstated. The use
of clear, objective, fadbased language and the avoickaof emotive language will protect
the actual and perceived objectivity of an investigation and its results.

2. Data Minimization The principle of data minimization prescribes that digital information
should only be collected and processed if it is: (siifjed for an articulable purpose; (b)
necessary for achieving that purpose; and (c) proportional to the ability to fulfil that purpose.
In the context of open source investigations, online content should only be collected if it is
relevant to a particutanvestigation. This principle favours itemized, manual collection over
bulk, automated collection, while noting that the latter may be appropriate in some cases.
Applying this principle to the collection of online content will help avoid esadtection,
which is important for several reasons. Qeellectioni a particular concern when using
automated collection processemay create or exacerbate security vulnerabilities, in
particular if it leads to investigators being unaware of the types of inflemmatthin their
possession. Ovarollection may also raise privacy and data protection concerns if an
automated process does not discriminate according to the type of content. Finally, avoiding
overcollection serves the practical purposes of minimiziogagje costs and preventing
downstream bottlenecks at various stages of the investigation cycle, such as review, analysis
and, in the event that an investigation leads to legal proceedings, disclosure.

3. Preservationlt is just as important to prevent umdellection as it is to avoid ovaollection
of relevant information. This may be of particular concern in the context of online
information, the permanence and availability of which is often precarious. The principle of
preservation is designed to avaiddercollection so that relevant and potentially probative
evidence is not lost. Social media platforms, for example, may remove content that violates
their terms of service even if that content has potential value for investigators. Unless a timely
presevation request is made to the platform or content is otherwise preserved by
investigators, such information may be lost forever. In addition, users may choose to delete or
edit their own content, making once public information unavailable. Furthermayemation
on the Internet can be easily decontextualized, lost, erased or corrupted. If digital material is
to remain accessible and usable for future accountability mechanisms, it needs to be actively
and carefully preserved in both the short and long.term

4. Security by DesignThe principle of security by design requires that, to the extent possible,
digital information and online operations be secure by default. Organizations conducting
online open source investigations should invest in and implemerdajate technical and
structural measures to ensure that, by default, infrastrucinotuding hardware and
softwarei is properly anonymized and naittributable when investigators go online. All
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equipment should have dip-date software to protect agat malware, and appropriate

privacy and security settings. Security measures should be in place before online investigative
activities commence; they should be continuously monitored, updated and adjusted as needed.
Investigators, investigation teams @ganizations may want to arrange for ongoing testing,
including penetration testing, to ensure that their security systems work as designed.

Ethical Principles

1. Dignity: Investigations should be conducted with an awareness of and sensitivity to any
underling dignity-related issues, especially those interests that are protected by international
human rights law. For example, investigators should adhere to the principles of hon
discrimination, which may affect what gets investigated and who does the gatiestior is
credited with the investigation, and integrate safeguards concerning the digital, physical and
psychosocial security of witnesses, survivors, other investigators, those accused and others
who may be negatively affected. Adherence to the piaaf dignity may also affect what is
shared publicly about an investigation, including in writing and in any visual matiefals
example, not showing the full extent of suffering or violence if it is not necessary to do so.
This principle ensures thatiman rights norms are a guiding set of standards for conducting
ethical open source investigations.

2. Humility: Open source investigators should be humble, recognizing their own limitations and
having an awareness of what they do not know. Proper unadirsjeand interpretation of
open source information may require specialized training or consultations with experts.
Humility also means taking responsibility for errors. If investigators find that they have made
an error, that error should be correctedeported to those who can minimize the resulting
harm. Ideally, there should be a mechanism to report errors and for corrections to be issued,
especially for investigations that are public and widely distributed.

3. Inclusivity: Open source investigators mesisure that a range of perspectives and
experiences are incorporated into investigations. Factors to consider that may influence the
overall inclusivity of an online investigation include its geographic scope, the violations
and/or international crimes ing investigated and an awareness of the uneven nature of
online information with respect to different segments of society. Investigation teams should
also be diverse, which includes having a gender balance. In addition, the principle of
inclusivity, togeher with the principle of dignity, may affect the materials an investigator
chooses to collect and use in an investigation and how they are presented to different
audiences.

4. IndependenceOpen source investigators should protect themselves and thetrgatieas
from inappropriate influence. They should identify and avoid any real or perceived conflicts
of interest and put in place safeguards to mitigate those conflicts that cannot be avoided.
Transparency of process, methods and funding can help wi#hsasents of independence
and protect the actual and perceived independence of an investigation.

5. Transparency Whi |l e the principle of accountability
methods and results, the ethical principle of transparenas teféow open source
investigators conduct themselves online and to the outside world. This means avoiding
misrepresentation. While anonymity and radtributioni including the use of virtual
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identitiesi can be important for security reasons, investigashould be aware of the

potential negative ramifications of misrepresentation, such as damaging the reputation and
credibility of an investigation, team or organization, or contaminating the information
collected. Procuring information through misregmstion may violate a targeted
individual 6s right to privacy and/ or tai
is illegal in the relevant jurisdiction(s).
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Appendix 11: Department of National Defencé Responsé®?

RELEASED U‘l‘iDéR THE ATIA - UNCLASSIFIED INFORMATION
X s.1 5(1)’« DIVULGUE EN VERTU DE LA LAI - RENSEIGNEMENTS NON CLASSIFIES
s.21(1)(a)
s21(1)by SECRET/REL CAN,
s.23 CLASSIFICATION: SECRET

RIEFING NOTE FOR THE DEPUTY MINISTER AND CHIEF OF THE DEFENCE STAFF

OPEN SOURCE INTELLIGENCE ACTIVITIES ON THE INTERNET -

Executive Summary

Issue

1. To advise the DM and CDS

Background

2. CDl is in the process of revising a functional directive on the conduct of Open
Source Intelligence Activities on the Internet (OAI). The previous directive. issued in
February 2017, is outdated. :

The draft directive is enclosed at Tab A.

1/4
SECRET//REL CAN.

A0636711_1-A-2020-00317--00001

162 please note that while the overall classification of this document is SECRET, &ESH@formation has been removed from this
document by the Department of National Defence andseteat an UNCLASSIFIED level under the Access to Information Act, as
indicated in the top right corner of the document.
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15(1)* RELEASED UNDER THE ATIA - UNCLASSIFIED INFORMATION
+S. ( ) DIVULGUE EN VERTU DE LA LAl - RENSEIGNEMENTS NON CLASSIFIES

s.21(1)(a)
e21()by SECRET/REL CAN

.23 . CLASSIFICATION: SECRET .
15

16.

17-

Recommendation

18.

Prepared by: |

Reviewed by: ' ‘
Maj. S. O'Blenes, D Law I&I0, JAG, 992-0011 ‘
Ms. C. Sully, PLL, CF LA, 943-4018

Responsible DG: Mr. P. Hébert, DGIPP, 945-7658

Responsible Commander: RAdm S.E.G. Bishop, Comd CFINTCOM, 945-5120

Date: 06 Mar 20

Enclosures: 3

4/4
SECRET//REL CAN,

A0636711_4-A-2020-00317--00004
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s.15(1)

i RELEASED UNDER THE ATIA - UNCLASSIFIED INFORMATION

SECRET//REL TO CAN.

Chief of Defence Intelligence Functional Directive:
Conduct of Open Source Intelligence Activities on the Internet

1.0 IDENTIFICATION
File Number:
Effective Date: 1 November 2019

Supersedes: Chief of Defence Intelligence Functional Directive:
Framework for the Conduct of Intelligence Activities
Using the Internet, February 2017

Office of Primary Responsibility: Director General Intelligence Policy and
Partnerships (DGIPP)

Approval Authority: Chief of Defence Intelligence (CDI)
References:
A. Charter of Rights and Freedoms
B. National Defence Act
C. Privacy Act
D. Communications Security Establishment Act
E. Treasury Board Directive on Privacy Practices
F. Ministerial Directive on Defence Intelligence. September 2013
G. Ministerial Directive on Defence Intelligence Priorities, June 2019
H. Ministerial Directive on Avoiding Complicity in Mistreatment by Foreign Entities.
November 2017
L. DAOD 1000-10, Policy Framework for Corporate Administration Management
1. DAOD 1002-0, Administration of the Privacy Act
K. DAOD 1002-1, Privacy Act Requests and Correction of Personal Information
L. DAOD 1002-3, Personal Information Management
M. Interim CDI Functional Directive on Intelligence and Intelligence-derived
Information Sharing with External Entities, April 2018
N. CDI Functional Directive: Guidance on the Collection of Canadian Citizen
Information, August 2018
1/13
SECRET//REL TO CAN,

A0638293_1-A-2020-00317--00005
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‘RELEASED UNDER THE ATIA - UNCLASSIFIED INFORMATION

——————————————e—r——

s.15(1)

s.21(1)(a)
SECRET//REL TO CAN.

PURPOSE

APPLICATION
15 (U) This CDI directive is an order for all officers and non-commissioned

members of the Canadian Armed Forces (CAF), and a directive for all employees of the
Department of National Defence (DND).

APPROVAL AUTHORITY

ILs! (U) This Functional Directive is issued on the authority of the CDI., under the
delegated authority of the Deputy Minister (DM) and the Chief of the Defence Staff
(CDS) to issue functional direction in respect of defence intelligence matters in
accordance with refs F (Ministerial Directive on Defence Intelligence) and 1 (DAOD
1000-10, Policy Framework for Corporate Administration Management).

OFFICE OF PRIMARY RESPONSIBILITY

1.4 (U) DGIPP is the Office of Primary Responsibility for this directive, and all
policy issues pertaining to Open Source Intelligence (OSINT) when conducting defence
intelligence missions and/or activities.

TABLE OF CONTENTS
1.5 This document contains the following subjects:
1.0. (U) Identification
2.0. (U) Definitions
3.0. (U) Introduction
4.0. (U) Legal Authority
5.0. (S//REL TO CAN, ) Policy Direction

2/13
SECRET//REL TO CAN.

A0638293_2-A-2020-00317--00006
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s.15(1)

s=A(ins) SECRET//REL TO CAN,

6.0. (U) Information Management
7.0.  (U) Gender Perspectives

8.0. (U) Roles and Responsibilities
9.0. (U) Approval

2.0 DEFINITIONS

3/13

SECRET//REL TO CAN.,

A0638293_3-A-2020-00317--00007
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s.15(1) DIVULGUE EN VERTU DE LA LAI - RENSEIGNEMENTS NON CLASSIFIES

s.21(1)(a)
SECRET//REL TO CAN.

9.0 Approval

9.1 (U) This functional direction takes immediate effect and shall remain in effect
until otherwise directed.

S.E.G. Bishop
Rear-Admiral
Chief of Defence Intelligence

[Month] 2020

12/13
SECRET//REL TO CAN

A0638293_12-A-2020-00317--00016
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Appendix 12: Transport Canada - Response

*Qriginal document available upon request.

Record relesed pursuan to the Access to Information Act
Document dhuigus en vertu de 1 Jo sur Tacoés & Tintormation

Stead sos ot @D TR n o
IALRJAAR UNCLASSIFIEI?
NON-CLASSIFIE

Analytic and Critical Thinking for Intelligence Analysts (ACT) - Online 4 days, $550

8 one-hour sessions
Thinking and reasoning are essential to effective and incisive intelligence analysis. This May 17-20

course helps develop analysts' reasoning, evaluation and interpretation skills to help them June 7-10

become more effective and confidentintelligence analysts.

This is an academically-oriented course, taughtin an interactive lecture format. Concepts and
techniques in analytic and critical thinking are presented in a manner thatrelates them to
concepts, practices and methodologies used in intelligence. Active studentparticipationis
central to getting the most outof this course. Students will cover 21 differentlearning
modules spread over 8 classes designedto develop their reasoning, evaluating and
interpreting skills. You will also learn and practice several structured analytic techniques.

This course is taughtover4 days. Each day has two one hourclasses separated bya 30
minute health break:

Day1
Class 1: Situating Analytic and Critical Thinking
Class 2: Fundamental Reasoning

Day2
Class 3: Fallacies: Reduce the influence of faultyreasoning
Class 4: Assumptions & Cognitive Biases: Reduce the influence of faulty reasoning

Day 3
Class 5: Evaluate claims thatothers make
Class 6: Interpreting Meaning

Day4
Class 7: Considerthe Perspectives of Others
Class 8: Inferring Mean from Patterns and Evidence

The course material is progressive with each class building on whatstudents learned in
previous modules. Students who will miss more than one class maybe required to make up
the missed classes in another course serial to complete this course.

There are no prerequisites requiredto take Analytic and Critical Thinking for Intelligence
Analysts. Likewise, this course is nota prerequisite for any other IALP course. However,
completing this coursecan provide intelligence analysts with a greater depth of
understanding oftopics addressed in some other courses.

Participant must ensure they have access to Webex on their device.

Introduction to Canadian Intelligence (ICI) - Online 2 days, $550

4 one-hour sessions
This course introduces the history and structure of the Canadian intelligence community | May 26-27

as well as basic vocabulary for working with intelligence analysis and classified June 23-24

materials. It is meant for those working with intelligence analysts perhaps for the first
time, such as managers, policy analysts or support staff.

This course is not intended for intelligence analysts. It introduces information covered in
more detail during the Entry-Level Course (ELC).

Participant must ensure they have access to Webex on their device.

OSINT Level 1 - Online 5 days, $550

10 one-hour sessions
Learn strategies and tactics for collecting and exploiting open source information. Go May 9-13

beyond standard search tools, to find new sources of information or access it faster; June 6-10

evaluate online information sources, use online graphics and social media, and maintain | June 20-24 (French)
online operational security.

Participant must ensure they have access to Webex on their device.

APRIL / AVRIL 2022 2 000006
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