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Abstract

Understanding the interplay between information dissemination, behavioural responses,
and disease dynamics remains a critical challenge in network-based epidemiological
modelling. While network models offer a powerful framework for capturing individual-
level interactions across both physical and virtual spaces, important knowledge gaps per-
sist—particularly in how misinformation and behavioural adaptation jointly shape epidemic
outcomes. This dissertation addresses these gaps by developing a novel three-layer net-
work model that integrates information diffusion, cognitive processing, and epidemic
transmission.

In the first part, we show that protective behaviours driven by information-based
decision-making are significantly more effective at suppressing disease spread than imi-
tation-based strategies. We also find that educating and warning individuals to counter
misinformation is more effective than network-based sanctions, such as suspending gossip
spreaders.

The second part explores the structural complexity of the information network, focusing
on higher-order interactions represented through hyper-edge topologies. We demonstrate
that scale-free information structures sustain prolonged and periodic waves of misinforma-
tion, in contrast to the more transient dynamics observed in small-world networks.

In the third part, we extend our analysis to vaccination behaviour. Our results highlight
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the importance of timely misinformation correction in enhancing vaccine uptake and re-
ducing disease burden. We also show that preemptive vaccination strategies significantly
improve coverage and mitigate attack rates, even in environments saturated with disin-
formation. Notably, targeted vaccination approaches, which prioritise highly connected
individuals (hubs), consistently outperform random strategies in reducing infections and
severe disease outcomes.

Together, this dissertation offers a comprehensive framework for examining how com-
plex information-behaviour-epidemic feedbacks shape public health outcomes, and provides
actionable insights for designing robust interventions against misinformation and infectious

disease spread.
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Chapter 1

Introduction

The comprehensive framework that network science offers for understanding complex
systems is bene cial in numerous domains, including biology, sociology, computer science,
and physics [1]. This paves the way to examine the structure and function of complex
systems, ranging from biological cells to social interactions [1].

For a complex system, the idea of “connectedness” encompasses not only structural
ties (which individuals are linked) but also behavioural impacts, where individual actions
reverberate throughout the system [2]. Such systems considers both its structure and how
interactions unfold within them [2]. In these settings, activities are not isolated events but
rather catalysts that elicit systemic responses, revealing cause-and-effect relationships [2].

Infectious diseases account for 43% of the worldwide disease burden, measured by
the number of healthy years lost [3, 4]. However, drugs and vaccines alone often fall
short in halting these diseases. Understanding how pathogens evolve and propagate across
populations is crucial, and this spread may be modelled using contact networks for airborne
diseases like in uenza and SARS [3].

Social networks are important tools for tracking the dissemination of behaviours, ru-



mours, and information [3]. The diffusion of information and behaviours within these
networks depends on the type of disease, with complex contagions requiring social re-
inforcement and depending heavily on community structure [5]. Models of collective
behaviour, which focus on “thresholds,” illustrate how individuals' decisions are in uenced
by the actions of others [6]. The distribution of these thresholds is critical in determining
group outcomes; thus, even similar average preferences can lead to different results [6].
Understanding the spreading patterns of information and its impact on behaviour change,
such as public health interventions, is crucial [7]. The diffusion of behaviour through a pop-
ulation is often modulated by the structure of social networks [7]. For instance, behaviours
are more likely to spread when individuals are exposed to many others who have already
adopted them, particularly in tightly-knit communities where friends are interconnected [7].

During the initial stages of an emerging infectious disease when no vaccine is yet
available, it is important to rely on short-term strategies such as wearing masks, social
distancing, restriction on gathering. Therefore, part of this research is dedicated to studying
the impact of misinformation on short-term and reversible intervention measures. Vaccines
often become available after a few months, and they are an important control strategy
for public health policymakers. Thus, a subsequent part of this research focuses on how
misinformation and vaccine behaviours interact.

By constructing network-based frameworks, we can gain deeper insights into pathogen
transmission, access information spreading patterns, and develop strategies to mitigate or
control their impact.

In this dissertation, we rst provide some context on network model approaches and
identify the knowledge gaps (Chapter 1). Then, we provide a review of the current literature
on information, cognition, and disease using network models (Chapter 2). Next, we present
a few basic concepts and important terminologies in network structure (Chapter 3). We

set the foundation for how network models are represented in existing literature. We also
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provide a brief overview of multilayer networks that are frequently used in recent studies.

The goal of Chapter 4 and 5 was to develop a multi-layer network model and investigate
the complex interactions within and between the layers of information, cognition, and
epidemics (ICE). Rumours spread in the information layer independently of cognition
and epidemic layers, while taking into account higher-order interactions (Figure 4.1). An
intermediary cognition layer, where individuals switch between protective and unprotected
behaviours based on information and cognition layers, modulates the infection rates of
the epidemic layer. We investigated the effect of misinformation on disease transmission,
focusing on immediate interventions such as mask-wearing and social distancing. Our
analysis addresses the characteristics of misinformation spread within hyper-edge structures
and identi es strategies to mitigate its propagation. The ndings suggest that educating
individuals within an information network is more effective in curbing disease spread than
the suspension of gossip spreaders from the information network. Our results highlight the
relative importance and impact of different strategies for correcting misinformation.

The objective of Chapter 6 is to extend the analysis on the ICE model to understand
heterogeneity. We investigate network architecture and higher-order information layer in-
teractions to determine how heterogeneities impact protective decision-making and disease
transmission. Our ndings indicate that disinformation initiated from low-degree node
enhances protective measures, while hyperedge group topologies facilitate misinformation
propagation regardless of the size of the source node. Scale-free networks feature sustained
epidemics with prolonged gossip peaks, unlike small-world networks. In heterogeneous
networks with power-law-distributed hyperedge sizes, knowledge-driven decisions reduce
disease transmission more effectively than neighbourhood imitation.

In Chapter 7, we extend our investigation by exploring the interplay between mis-
information and vaccination behaviours. Speci cally, we assess how varying levels of

misinformation correction efforts in uence the prevalence of gossip, vaccine uptake, and
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disease spread over time. Our ndings demonstrate that even modest efforts to correct
misinformation can considerably boost vaccination uptake, and in turn, substantially reduce
disease transmission. In addition, we show that preemptive vaccination campaigns can
effectively mitigate the detrimental impact of persistent misinformation on attack rate.
Notably, in highly heterogeneous networks characterised by higher-order interactions, pri-
oritising vaccination of hubs (high-degree nodes) proves especially effective in limiting
overall infection and reducing the incidence of severe disease.

Chapters 8 and 9 present synthesis and discussion of our results. The approaches
developed in this thesis provide a comprehensive framework for understanding the dy-
namic interplay between information dissemination, cognition processing, and behavioural
responses in public health contexts. For future work, we aim to investigate the role of com-
munity structure, network connectedness, and hub dynamics more deeply, especially within
data-driven network topologies. We also plan to extend our current model to incorporate
time delays, with a focus on how lags between misinformation exposure and individual

behavioural responses in uence epidemic outcomes.



Chapter 2

Literature Review

Infectious diseases continue to in ict signi cant health and socioeconomic burdens glob-
ally [8, 9]. Mitigating their impact is often in uenced not just by the intensity and timeliness

of interventions, but also by the degree of adherence to these interventions, which can
be affected by various factors such as information dissemination, risk perception, disease
outcomes, and behavioural responses during an outbreak [10, 11]. Understanding the
interplay between information diffusion and behavioural changes is therefore critical for
devising effective control strategies [12, 13, 14].

Transmission dynamic models are vital tools for characterising disease dynamics at
both individual and population levels [15, 16, 17, 18]. Conventional models often rely on
the simpli ed assumption of homogeneous mixing among individuals, which is insuf cient
to capture the real contact patterns and possible effects of exogenous factors such as
disease-related information [19, 15, 20]. In contrast, network models improve upon this
by incorporating speci ¢ network structures that better re ect actual interactions, thereby
enhancing predictions on disease transmission and the impact of interventions [21, 3,

22, 23]. Networks can exhibit similar organizational principles despite having different



connectivity structures that represent social interactions and transient separations [3, 24].
Nodes and edges within these networks can symbolize various connections, including
familial, occupational, and social ties [25]. Multilayer networks, which integrate both
virtual and real connections [26], offer important insights into how information and disease

simultaneously propagate along the connected nodes.

2.1 Multilayer networks

Recently, there has been a surge of interest in creating realistic network models to explore
how information and behavioural responses in uence epidemic dynamics [27, 28, 29, 30,
31, 32, 33]. Despite expanding efforts to study two-layer interactions [34, 35, 36, 37],
our understanding of the interplay between information ow, behavioural adjustment, and
disease dynamics remains nascent. One common approach to quantifying the relationship
between two layers entails a coupled Unaware-Aware-Unaware and Susceptible-Infected-
Recovered (SIR) model, which integrates aspects of both disease and perception [38, 39,
40, 41]. In this type of model, the information layer tracks individuals' awareness status,
categorising them as either aware or unaware [38, 39, 40, 41], while the disease transmission
layer represents their epidemiological status [38, 39, 40, 41]. Extending this approach, a
three-layer network model can simulate the effects of knowledge bias, vaccine behaviour
dispersion, and epidemic propagation [42]. An alternative strategy is to implement a
behaviour layer, which incorporates transient choices such as self-protection [43].

Despite numerous studies on complex contagion and collective behaviour, an important
gap in current literature is the lack of investigation into group cognition phenomena
regarding the acceptance and behavioural impact of information diffusion on various
social media platforms. The role of social networks and peer in uence in the spread

of information and behavioural changes within a group is crucial, rendering isolated
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encounters inadequate to re ect individual decisions under collective effects and group
interactions [44, 7]. Complex contagion models, characterised by the involvement of
several infected hosts in each transmission event, provide a more realistic representation
of the spreading phenomenon in social networks, particularly in the context of online
information dissemination [44, 45]. In a basic contagion process, susceptible nodes may
become infectedtia separate interactions with contagious neighbours [44]. In a threshold
model, the status of a node changes when the proportion of its neighbouring nodes that
acquire infection exceeds a certain threshold [46]. Models with higher-order network
structures can provide a more accurate description of real-world complexities that extend
beyond one-to-one interaction, while allowing for simultaneous impacts from different
sources with collective dynamics [47, 48]. The simplicial complex is one established and
direct approach to investigate group spreading but falls short in capturing the variations
in acceptance of an opinion, whereas nonlinear hyper-graphs extend on this idea to study
the nuanced dynamics and effects of collective behaviour [44, 49]. As research efforts on
the development of contagion architecture continue [50, 51, 52], our hyper-edge model
provides a general framework to integrate key aspects of both the threshold and simplicial

complex models.

2.2 Vaccine timeliness, acceptance, and information chal-

lenges

Immunisation strategies are plans for the distribution of vaccines as well as therapies [3].
There are a number of factors that preclude universal coverage, including affordability,
accessibility, and fears about adverse effects. Vaccine distribution tactics that take into

account network topology are the focus of our study, with the goal of reducing the spread



of disinformation and epidemics.

Research on vaccine use and delay has identi ed many key factors. Economic and
psychological variables combine to in uence vaccine hesitancy, which is the failure to
receive vaccines despite being offered [53]. Individual health beliefs play a crucial part
in understanding this phenomenon, as explained by the Health Belief Model (HBM),
which varies with susceptibility, disease severity, and con dence in vaccination [53, 54].
Societal norms, fear of negative effects, social media rumours, knowledge, attitudes, and
risk perceptions are other factors that contribute to delayed adoption [55, 56, 57, 58, 59].

Historically, anti-vax attitudes (i.e., the refusal of vaccination) has posed formidable
barriers to vaccine acceptance before widespread COVID-19 vaccine availability [60].
Since the success of vaccination campaigns depends on broad societal involvement, crafting
compelling messages becomes paramount to foster vaccine acceptance [61]. In addition to
the issue of health beliefs, vaccine shortages and uneven distribution of vaccines continue to
present a challenging problem, especially in underdeveloped regions [62]. Ef cient vaccine
manufacturing processes are crucial to facilitate rapid development and deployment [63].

Public health efforts must safeguard both individuals and communities. Doubts about
vaccine safety might hinder attempts to increase immunisation rates for community protec-
tion [64]. Vaccine availability affects public willingness to vaccinate, with evolving safety
and ef cacy data in uencing individual choices over time [65].

Herd immunity denotes the phenomenon whereby immunising a certain portion of the
population lowers the risk of wide-spread disease transmission [66]. Often, vaccination
campaigns overlook the need to reach these disease eradication benchmarks [67]. Develop-
ing herd immunity is often dif cult due to the limited duration of protection and logistical
constraints [68]. The interplay between vaccine deployment and ef cacy suggest that rapid
increase in population coverage, even with moderately effective vaccines, during outbreaks

may be critical to curb disease spread [69]. Rapid vaccination, even if herd immunity

8



cannot be achieved, would provide quick partial protection to a larger population while
potentially reducing hospitalisations and deaths. [70]. Prioritizing vaccines during disease
outbreaks is a complex and challenging endeavour that requires balancing transmission

reduction and mortality prevention across various age groups [71].



Chapter 3

Overview of Network Models

Complex systems are intriguing due to their unpredictable and emergent collective be-
haviours. They are woven into sophisticated networks that capture the essence of their
interactions. The elegance of these networks lies in their universal organizing principles,
even though their speci ¢ connections vary [3]. By leveraging graph theory, we can map
these systems' elements as vertices and their interactions as edges, uncovering shared
properties such as small-world and scale-free phenomena. This chapter provides a concise
overview of the fundamental concepts in complex networks [3], laying the foundation for
understanding how the structural intricacies of diverse networks in uence their collective

dynamics.

3.0.1 Network terminologies

A network is solely characterised by its connections. One effective way to depict a network
is through an adjacency matrix, abbreviated\@s The rows and columns of the square
matrix symbolize the nodes in a static network withnodes. The undirected link between

nodes andj is denoted by the matrix elemeff; , which is set td for unconnected nodes
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and1l for connected ones.

A node'sdegreek; is its total number of links, obtained through:

The total number of undirectdohks L can be represented with:

W
L = ki=§ Aij:

i=1 i

Theaverage degreef a network is de ned as:

H(I:W_ ki:W:

3.0.2 Degree distribution andn-th moment

Thedegree distributiorP (k) represents the probability that a randomly chosen vertex in a
network has a degree &f If Ny is the count of vertices with degré&en a network ofN

total vertices, then we denolyk) as:

P (k) = % (3.1)

Then-th momenbf the degree distribution is given by:
X

K= K"P(K); (3.2)
k

where therst momentrepresents the average degree, anddmend momens related to

the variance, de ned as? = hk?i h ki?2.
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3.0.3 Network types

Several empirical networks are marked by a degree distribution with heavy tails that are
well represented bgower-law distributionsn the formP (k) k ,where isthedegree
exponent We denote the minimum and maximum degrees of a networkandk.,
respectivelyHubsrefer to the nodes with a high degree (many neighbours) in a network.
Networks characterised by a power-law degree distribution can be classi ed into three

distinct types based on tliegree exponent:

1. Scale-free networks'hese networks have a degree exponent in the rarge< 3.
In such networks, the rst moment of the degree distribution is nite, while the second
moment diverges as the network size approaches in nity. This divergence re ects the

dominance of hubs, which signi cantly reduce the average distance between nodes.

2. Critical Networks When = 3, the network exists in a transitional phase, balancing
features of both random and scale-free networks. This critical point represents a

unique structural state where the network exhibits mixed properties.

3. Small-world networksFor networks with > 3, the degree distribution does not
exhibit divergent variance. While hubs are present, they are relatively few and

insuf ciently connected to strongly in uence the distances between nodes.

The idea ofscale-freenetworks originates from the British physicist Derek de Solla
Price in the 1960s, when he observed that citation links to scienti ¢c papers followed a
heavy-tailed power-law distribution [72]. The scale-free property describes networks where
a small number of nodes have a disproportionately high number of connections, with the
variance of connections theoretically extending to in nity. This concept is particularly

relevant in social networks (especially online platforms), as there is no upper bound to

12



the number of connections one can establish. Therefore, the scale-free property is a key

distinction between virtual networks and physical contact networks.

3.0.4 Model assumptions

In this research, we used synthetic networks to elucidate concepts for various spreading phe-
nomena. Numerous models exist to construct complex networks, such as the Erdos—Rényi
model for random small-world graphs [73] and the Barabasi—Albert model for power-law
degree distribution graphs [74]. We applied the uncorrelated con guration model [75],
which generates undirected, synthetic, and unweighted networks based on a predetermined
degree distributiof? (k). Initially, each vertex is assigned a degkeby sampling from the
degree distribution [75]. The unconnected half-edges or stubs are then randomly paired,

ensuring that no self-connections or multiple connections are created [75].

3.1 Representation and generation of networks

3.1.1 Adjacency matrix and adjacency lists

There are many ways to represent networks. One way is known as the adjacencyAmatrix
For a network withN nodes, the matrix would have sike  N. If an edge exists between
two nodes andj, then the matrix element ith row andj th column isA;; = 1. Otherwise,
if the nodes are not connected, the matrix entry would\pe= 0. This methods is simple
but not ef cient. The degree of a nodig is then the sum of the edges connected to the node
and can be represented tky:= i jN:1 Aj .

A more ef cient way to store networks is using adjacency lists [76]. There is a main list
with each node followed by its neighbors. There is also a supplementary index list, that

stores the starting position of each node's neighbour group.

13



3.1.2 The con guration model

To generate networks, a common approach is the con guration model. With a con guration
model, we start with a degree sequence, which speci es many neighbors each node should
have. Then we assign half-edges to the nodes based on their degrees, and randomly pair
nodes to form edges. The popular Erdés-Rényi Model (with Poisson distribution) and
the Barabasi-Albert Model (with power-law distribution) are both con guration models
that follow a statistical distribution but not an exact degree sequence [77]. There are also
models that use a speci ¢ degree sequence without introducing randomness into the network

structure, such as the Chung-Lu Model and the Edge-Swapping Model [78, 79].

3.2 Misinformation and social media platforms

Misinformation is erroneous or inaccurate information that may be shared accidentally.
Its rapid diffusion poses key risks to public health efforts. On social media platforms, the
spread of misinformation relies on their social connections. When two users are connected,
denoted by an edge in network terms, they can affect each other by potentially transmitting
gossip between them.

Social media platforms serves as a vital source of misinformation, particularly through
two channels. First, viral rumours grow when individuals unintentionally like, comment on,
or share false content, which increases its popularity [80]. Second, echo chambers, which
are tight-knit online groups, encourage and sustain incorrect views by frequently exposing
members to the same incorrect assertions [81]. Misinformation spreads quickly owing to
social media, which allows people to effortlessly share content with strangers as well as

their own connections.
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3.3 Multilayer networks

Multilayer networks are graph structures in which nodes are connected across multiple
levels, representing various interactions and permitting inter- and intra-layer connections.
Multilayer networks can effectively simulate real-world connectivity and dynamics by
capturing nuanced subsystem interactions [25]. To better understand and evaluate complex
systems, classical network theory can be extended to unify disparate ideas and facilitate
connections across layers and processes [25]. Recent developments in multilayer network
theory have transformed network research by including time-varying and context-speci c in-
teractions, as well as dynamic network topological features, enabling a more comprehensive
understanding of the systems' structural and dynamical attributes [82].

Multilayer networks are important for capturing dynamics in multiscale systems. Each
layer depicts separate processes that can in uence others. These coupling mechanisms
connecting layers often involve higher-order connections beyond pairwise links. Studies
have explored how information propagates across time frames under particular structural
conditions [83]. Multilayer networks have proven to be useful for modelling multidimen-
sional interactions, explaining emergent behaviours in complex systems such as biological

communication and environmental relationships [83].

3.4 Compartmental network models

3.4.1 Disease compartments

Classic network models for infectious disease spread usually employ compartmental meth-
ods to describe the systems [84]. In these models, individuals are often divided into three

states: susceptible (S), infected (1), and recovered (R). There are two variations: (1) the SIR
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model assumes that recovery grants immunity; (2) the SIS model assumes that infected indi-
viduals return to become vulnerable again [85, 86]. When agent propagation is modelled in
the network, contact between susceptible and infected people results in disease transmission,
while recovery occurs independently. More complex variations include models such as the
SIRS and SEIR models that account for waning immunity or the occurrence of an exposed

stage [87].

3.4.2 Information compartments

Similar concepts of compartments also apply to information dissemination. One method is
through a competitive information spread model, examining how positive/negative material
competes while including local and global impacts on user behaviour [88]. For example,
the SIIHR model takes into account the susceptible, the positively or negatively infected
(people may get exposure to correct or false information), hesitant, and recovered classes
for spreading knowledge [88]. Another common approach to classifying information status
Is separating individuals into aware (A) and unaware (U) groups [30]. In this type of model,
people in the aware group have knowledge about a disease, while information regarding the

disease spreads during the epidemic [30].

3.5 From pairwise to higher-order networks

Conventional networks have connections entirely between pairs of nodes, referred to as
pairwise networks. The paired framework limits the depiction of group interactions as those
interactions must be split into many binary connections.

Higher-order networks refer to networks that can capture multi-node interactions beyond

pairwise connections [89]. Their structure, composed of simplices or hypercubes, provides
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a richer framework for analyzing how network topology in uences system dynamics [89].
For systems in which the number of participating nodes non-linearly in uences inter-
actions, the pairwise strategy falls short. Higher-order networks have been developed to
address this constraint, hence going beyond paired links to capture concurrent interactions
over many nodes [47, 49]. The higher-order system allows for a more precise and exible

way to depict complex group dynamics [47, 49].

3.5.1 Advances in higher-order processes

A recent study investigated the contagion process in social networks in which the trans-
mission depends on contact with multiple sources [90]. Their ndings showed that with
overlapping contacts, outbreak dynamics and system stability rely on both pairwise and
three-way interactions [90]. Their results also highlighted the effect of reduced infection
thresholds, offering a fresh perspective on how group-level architecture affects spreading
events outside of pairwise processes [90].

Network topology and contact pattern are crucial elements in diffusion processes [91].
Since the network structure is different for higher-order networks compared to pairwise
networks, omitting higher-order effects may distort the dynamics: a discontinuous transition
could appear continuous in pairwise approximations [52].

A key theme in network research has been knowing how the spreading processes
develop throughout linked networks. The area of network spreading process covers many
different applications, ranging from modelling disease transmission in epidemiology to
studying how information or ideas spread via social networks [92]. There have been
numerous contributions in this eld which improve our understanding of opinion diffusion
in complicated systems, providing insights on collective motion and behavioural dynamics

within communities [92].
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Chapter 4

Multilayer Network Model

In this chapter, we developed a multilayer network model to investigate the complex
interactions within and between the layers of information, cognition, and epidemics (ICE).
We also examined the dynamics of the model's layers to establish a formula for the

reproduction number under the assumption of homogeneous mixing.

4.1 Information-cognition-epidemic (ICE) model

We developed a three-layer network model where nodes represent the individuals while
the interactions are modelled according to the characteristics of virtual versus in-person
networks. Information propagates in the top layer (Figure 4.1), altering the dynamics of
behavioural responses in the cognition (middle) layer. Finally, the disease spreads through
the physical contact network in the bottom layer where infection rates depend on the

cognitive status de ned in the cognition layer.
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Figure 4.1: Schematic representation of the information, cognition, and epidemic (ICE)
model dynamics. The information layer follows a Daley-Kendall [93] rumour-spreading
model with higher-order (group) interactions where individuals can be in one of four
states: the uninformed)(), the gossip spreadeG}, the aware sti er A), and the corrected

(C). Transitions between information states are depicted in the top line. In the cognition
layer, individuals can alternate between states that are non-protéteohd protected

(P) against infection with transition rateg p and p n, respectively, depending on the
proportion of gossip spreaders and the perceived level of protection in their neighbourhood.
In the epidemic layer, disease transmission occurs as a result of pairwise interactions
between susceptibl&) and infectious|() individuals at a rate xy, X,Y 2 (N,P), which is

in uenced by the cognitive state of the interacting peers. Infected individuals redayer (

at arate . The pairwise networks were constructed and visualized with the Python library
‘NetworkX' [94].

4.1.1 Information Layer

Our approach employs hyper-edge complex contagion to model the spread of misinforma-
tion via group interactions. Information diffusion is often conceptualized using an SIR-type

framework known as the Daley-Kendall model, analogous to infectious disease transmis-
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sion [95, 93], generalized into a basic rumour model with an Ignorant-Spreader-Sti er
architecture [96, 97, 98]. The distinct stages in our hyper-edge rumour diffusion model
include the uninformedy) who is unaware of the rumour, the gossip sprea@y the
aware sti er A) who is informed of the rumour but does not transmit it while suppressing
spreading upon contact with spreaders, and the correCedlfo receives correction and
is removed from the information network (Figure 4.1). We considered ve potential events:
(i) the transmission of gossip (when an uninformed encounters a spreader) with (igte
the suppression of misinformation (when a spreader meets a sti er or a spreader) with rate
; (i) the renewal of interest to new rumour with rdte (iv) the correction of rumour with

rate ; and (v) the relapse rate ofafter correction (Figure 4.1). In real context, information
networks face a continuous ow of new rumours of a similar nature. Therefore, the renewal
of interest considering a single rumour simpli es the complexity arising from multiple
rumours coexisting within the information networks. The correction, on the other hand,
serves as an interventions aimed at curbing misinformation by targeting and penalizing
spreaders. State transitions and intervention scenarios are summarised in Table 4.1.

In the baseline scenario of our model, we assumed that there is no relapse after cor-
rection, thatis = 0, which may describe the context for correcting misinformation on
a single topic. In additional analyses, we evaluated the effect of relapse, representing the
presence of gossip on multiple issues. Misinformation correction is generally contingent on
the information structure of different online platforms. For example, banning individuals
from the information network to mitigate the effect of misinformation is possible, albeit
rare and temporary. For secondary analyses, we considered this mechanism for correction
of misinformation by suspending individuals from the network, which can occir in
(formerly Twitter) and Instagram. This can be modelled by a transfiion C with a
relapse rate of > 0. This mechanism can represent two scenarios: (i) individuaB ane

reported by others and thus suspended from participating in the information network for an
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Table 4.1: Description of state transitions and misinformation intervention scenarios in the
information layer of the ICE model presented in Figure 4.1.

State Transmission Intervention Real-world example
transition type
u! G Interaction- Gossip An uninformed individual encounters a
based with transmission spreader, and the proportion of spreaders
threshold in the hyper-edge group exceeds the
threshold to spread misinformation
G! A Interaction- Misinformation A spreader meets a sti er or another
based suppression spreader
G! C Spontaneous User suspensiorAn account is blocked after detection of
gossip activities on Facebook
G! C Interaction- Warning or An individual learns from friends in a
based educating peers WhatsApp group and stops spreading
misinformation
C! A Spontaneous Relapse after An individual may become sti er of
correction misinformation after correction
Al U Spontaneous Renewal of An individual may be exposed to new
interestto new  type of misinformation
rumour

average duration df= ; (ii) individuals in G correct themselves by learning the falsehood

of the information.

We also evaluated another mechanism for correction by warning individuals within the

information network, a practice common in WhatsApp groups and Facebook communities.

Corrected (or educated) individuals can halt the spread of gossip by warning individuals

in G within a group. In this context, the corrected (educated) population can be modelled

using a spontaneous transition fr@rto C due to external in uences, and a stimulated

transition fromG to C upon interactions with corrected individuals, both with a rate of

. A spontaneous transition occurs independently and does not require interaction with

another individual in the information network.

In our model, a hyper-graph with a power-law distribution of contact numbers is

constructed through an algorithm adapted from a con guration model for pairwise random
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networks [3, 99, 75, 100]. The hyper-edge model can be generated with the desired number
of nodes, number of hyper-edges, degree exponent, and minimum degree (Figure 4.2A).
We assigned misinformation acceptance threshold values to nodes in the information
network based on a normal distribution of meah and standard deviatiodr05. The
selection of a heterogeneous threshold value is grounded in the complex contagion model,
which describes the individual decision-making process based on collective behaviours.
Previous work demonstrated the bene ts of using a simple threshold rule that allows for
local dependencies within neighbourhoods, fractional cutoffs across different nodes, and
heterogeneity in node connectivity [46]. Watts' theoretical analysis investigated diverse
mean thresholds for both uniform and scale-free random graphs, with standard deviations
of 0.05 and 0.1 [46].

To mirror social media network architecture, we assumed the information contact
network follows a scale-free distribution with< ; < 3, where ; denotes the power-law
exponent for the information contact network (Figure 4.1). Virtual networks are generally
scale-free because a few nodes have exceptionally high connectivity while the majority
of nodes have limited links. This topology has been observed in a variety of systems,
including the WWW and citation graphs [3]. Furthermore, high-degree nodes in online
social networks, such as in uencers, frequently facilitate quick information dissemination.

A hyper-edge is an extension of an conventional edge that may connect more than two
nodes concurrently. Itis used to represent intricate connections involving multiple entities at
once. To implement the threshold paradigm with hyper-edge for spreading misinformation,
we rst selected a spreader at random according to a pre-de ned degree distribution. Next,
a hyper-edge that contains the spreader was chosen randomly. For each unaware neighbour
in the selected hyper-edge, we assessed whether the proportion of its spreading neighbours
met the threshold for accepting misinformation. If the threshold was met, the unaware

neighbour became a spreader. An example of the misinformation spreading process is
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shown in Figure 4.2B.

Figure 4.2: (A) The hyper-edge structure of the information layer is based on bipartite
con guration model [49]. This con guration includes a degree sequence, represented by
the corresponding number of stubs (half-edges) associated with each node (circles in panel
A), and a sequence of hyper-edge sizes, represented by the corresponding stubs associated
with each hyper-edge (squares). The number of stubs in both nodes and hyper-edges
must be equal. Furthermore, the stubs are connected in a bipartite format through random
pairing. The resulting network was constructed and visualized with the Python library
"HyperNetX'[101] . (B) A schematic diagram for the hyper-edge threshold rumour diffusion
process. A spreader node (blue) is randomly selected based on the degree distribution.
Then a random hyper-edge containing the spreader node is chosen. Every ignorant (orange)
individual in the chosen hyper-edge becomes a spreader if the proportion of spreaders (red)
in the hyper-edge exceeds the corresponding threshold.

4.1.2 Cognition Layer

In the cognition layer, there are two behavioural states: prote&tgdrid unprotected

(N) (Figure 4.1). Individuals' protective decisions are in uenced by both the physical
and virtual environments in which they dwell and interact [102]. Factors that affect such
decisions may include the epidemiological risk from direct interactions and the social risk

presented by virtual communications [102]. Thus, a state switch can be triggered by either
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the surroundings in the information layer or the neighbouring patterns in the cognition
layer.

A hyper-edge networis a network where multiple nodes are connected at the same
time. A bipartite graphis a network such that there exists two disjoint sets of nodes while
there is not edge between nodes in the same set. Thekigsmenotes the node degree (or
the total number of neighbours of a node) on the information layer. Similarly, thekiggm
denotes the node degree on the cognition layer.

The transition rates between the states P and N depend on the proportions of gossip
spreaders in the neighbourhood in the information layer and of protected neighbours in the
cognition layer given by g = ng=kinro and p = np=keoq, respectively (Figure 4.1), and
modulated by mass information, which depends on the overall disease prevaleiite

relationships can be expressed by:

pN= 1¢[l tanh(by )]+ 3(1  p); 4.1)

and
nep= 2(1 g)tanh(ky )+ 4 p (4.2)

for the transitions between protected and unprotected states. The;ratesl; 2; 3;4)

control the behavioural responses to information. The relation between misinformation and

risk perception is straightforward: a higher number of spreaders in the information network

leads to faster abandonment and slower adoption of protective measures, controlled by rates
1 and », respectively. The in uence of the proportion of protected neighbours is reversed,

with inhibition and encouragement of protection being governed by parameitans 4,

respectively. To integrate feedback from global disease spread into the cognition layer, we

employed the hyperbolic tangent function applied to the density of the infected population,
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adjusted by xed parametels andb, representing global communication intensity. The
impact of transition rates on the interaction between information and cognition layers will
be explored through simulations.

The overall factors controlling information communication, such as mass media, are
adjusted by functions that either increase or decrease monotonically with the overall disease
prevalence. These functions promote or reduce protective behaviours and are regulated
by parameters; andb,, respectively. A largd value indicates a high level of external
intervention and policy enforcement. For example, during the COVID-19 pandemic, China
had strict policies on protective measures, which can be described bybavghies
[103], while Italy and Spain had less restrictive policies at the onset of the pandemic
[104, 105], which correspond to smallgrvalues. The limit cased, ;) =(0;1 ) and
(b;b) = (1 ;0) correspond to a lack of global information and perfect intervention,
respectively. In the present work, we xd® = b, = 3 to capture the effect of information
diffusion even at a low disease prevalence.

To mimic real-world scenarios, we con gured the cognition network with a degree
distribution exponent of. = 3, resulting in a degree of heterogeneity that lies between
those of the information and epidemic layers (Figure 4.1). This topology possesses a
hybrid structure that combines scale-free and small-world qualities, placing it near a critical
point — a regime ideal for adaptation and phase transitions. It can show both hub-like

organisation, like scale-free networks, and signi cant clustering, like small-world networks.

4.1.3 Epidemics Layer

In the epidemics layer, the epidemiological states include suscedblaendSy ), infected
(I andly), and recoveredR) individuals (Figure 4.1). The subscrif®sandN represent

the protective (for example, wearing masks to reduce viral shedding) and unprotected
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behaviours of individuals, respectively. The disease spreads in a pairwise manner, which is
implemented using the optimised Gillespie algorithm [106]. In order to link the network
layers, we considered distinct transition rates according to the cognitive state [107], and
de ned state transitions based on the individuals' protection statuses, along with a single re-
covery process (Figure 4.1). The transitions, and corresponding rates, can be schematically

summarized by:

Se+1lp! 7 2p
NP
In +1p

PN
Ip+ In

where the infection rates are constrained gp NP PN NN, Fepresenting an
increase in the risk of infection as protection is reduced. Since disease spreads on physical
networks, for which scale-free networks are unrealistic, we assumed a non-scale-free
degree distribution with a power-law degree exponent.cf 4, which still presents some
appreciable degree of heterogeneity (Figure 4.1). For the sake of comparison, we also
investigated homogeneous counterparts where all nodes have the same degree given by the

average degree of the heterogeneous case.

4.1.4 Homogeneous mixing approximation

While the heterogeneity is a key factor of our model, under the assumption of homogeneous

mixing, local and global densities are equivalent, and the dynamical system dimension
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is signi cantly reduced, allowing an analytical treatment. The dynamics in the cognition
layer in our model depend solely on the individual states of gossip spreaders in the top
information layer and the number of protected and unprotected individuals in the cognition
layer. To derive the equation for the temporal evolution @f= 1 p, representing

the proportion of unprotected individuals, we assumed that stationary and, thus,
time-independent. In the absence of infected individuals-(0), equations(4.1)and(4.2)
becomep = 1 6+ 3 nand y p= 4(1 n), respectively. Thus, the evolution of

the unprotected population under these simpli cations is given by

Wolier(s aua W @3)

Stationary solutions of (4.3) arg, = 1 and

V= == (4.4)

where(4.4) represents a biologically acceptable solutionGor  lonlyif 4 3>
1 ¢ > 0. The local stability of xed points is given by the sign of the one-dimensional

Jacobian [108]. The Jacobian of (4.3) is given by

J(N= 16 (2 3+2( 4 3) (4.5)

When(4.4)is a valid solution,we havé(1)= 4 3 1 c>0andJ( 1 c=( 4 3))=

16 (a4 3)<0 showingthatthey =1 is unstable, andy < 1represents a locally
stable stationary solution. Wheg = 1 is the only biologically valid solution, it is stable.
Thus, any initial condition 2 (0; 1) belongs to the basin of attraction of the stable xed
points.

For the SIR dynamics in the epidemic layer, a temporal evolution equation can be written
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for each of the six compartmentSy; Sp; I n; | p; Rn; Rp forming a system of differential

equations, given by

ds, ] e
gt = NNH(|SNWN PNH<|SNWP+ 1690+ 3 nSp
21 ¢Sy 41 NS\
s ] e
E = NpH(lSpWN ppH(|SPNP 1 GSP 3 NSP
+ 201 )Svt+ 41 nN)Sh;
dl o | -
d_;:\l: NNH(ISNWN-I_ erk|SNWP I N+ 1 GIP+ 3 NIP
21 e)In 41 NN
dle _  kise N+ okiSe® 1 7 o |
el PN p PN p 1alp  anlp
+ (1 Q)Int 41 NN
dRy - -
a9t I'n+ 1R+ 3 nRp 2(1 )Ry 41 nN)Rw;
dR _ -
d_tP =1lp T6Rp 3nRp+ 21 Ryt 41  nNRw

where™ = 4[1 tanh(b, |)] and~ = ,[tanh(b, )] are the protection parameters

modulated by the overall communication, which is a function,of (1p + 1y)=N.

4.1.5 Reproduction numbers for homogeneous mixing

The basic reproduction numbdR{) quanti es the number of secondary infections gener-
ated by an infected individual during the course of the infectious period in the absence of
any interventions [109, 110]. When interventions are implemented, a similar quantity can
be de ned as the control reproduction numbRg). To obtain the reproduction numbers

with and without protective measures, we rst analysed the dynamics of the proportion of
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susceptible individuals who are unprotected at tingenoted by y(t). We note that the
layer in uence ows downwards only; thus the cognition layer dynamics rely solely on the
state of gossip spreaders in the top information layer and the number of unprotected and
protected individuals in the middle cognition layer.

We applied the next-generation matrix (NGM) approach [111] to derive the expression
for R.. Denotingl! = F, V, such thatx = N orx = P, F, contains all terms that
involve the infection rate and, contains the other terms. Hence, we can write

2 3
NNSNIN_N + PNSN:\TP
i g

| |
NPSPR T PPSPYT

and

3
In  1clp anlpt 201 )Int 41 N)IN
v =9 £

I p+ T clpt anlep 20 @)In 41 N)IN

De ning F = %—; andV = &« at the disease-free state we get:

@y’
2 3
F:I‘kig NN N PN N g;

(L n) el )

and

3
V:2+4(1 N) 1G 3Ng;

a1 W) + 16+ 34
where™ = ; and™ = 0 at the disease-free state. lket= FV 1. For convenience, we
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de ne
hki
K = det(V)G’ (4.6)

where

det(V)= [ + 4+ 16+( 3 )l

and the matrix elements & are

0uu= nan( + 16t 3 )t ena(l W
2= NI w(16t 30+t en( + 21 W
B1=(1 WEne( F 16+ 3 )+ pral W

G2=1 W nw(16t 3n)*+ el + 41 WY

Since y has a stationary statg, < 1, which is asymptotically stable, the NGM
approach can be used to calculate the control reproduction nuRpewxkien protective
measures are used. At the disease-free state when , from the spectral radius (the

largest eigenvalue modulus) of the matkix we obtain the expression:

hki +p24

~ det(V) 2 !

Re (4.7)

wherelki is the average degree of the network, and

= Tr(G) = du1 + Q2

=det( G)= 1G> GioWu:
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4.1.6 Basic reproduction number

For a network system, the homogeneous mixing assumption should be modi ed in two
aspects. First, the node degree should be explicitly considered in the heterogeneous mean-
eld (HMF) theory [112]. Second, the effective degree of infection should be reduced by 1,
since the infected node has already been infected by one of its neighbours which cannot be
reinfected in SIR dynamics [113]. The full HMF theory for the control reproduction number
is beyond the scope of the present work; therefore we considered the basic reproduction
number derived using the HMF theory [113, 114, 115, 19]:
v Hk2 h ki

hki

RO = (48)

In the absence of any protective measures, the system without interventions reduces to

d o
d—StN = nnlKi SNWN;
dl |
d—,;\I = NNH<|SNWN I N;
dRy _ -
dt - N
which results in the basic reproduction numbeRgf = ynHki= . If the network is

completely homogeneous [1134.8)reduces tdRo = nn(Fki  1)= . We note that the

correction with respect to well-mixed theory, representetidiy 1 replacinghki in theRg

expression, is corroborated by numerical simulations of the SIR on networks [114, 116].
In our model, the baseline transmission rateyg = 0:16, assumingRy = 4:01in

the absence of protective measures, and calculated (B)dor given parameters of the

network structure (Table 5.1). This reproduction number falls within the estimated range of

1.4-6.7 for the original strain of SARS-CoV-2 causing the COVID-19 pandemic [117, 118].
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We assumed a recovery rate of= 0:2 (corresponding to an average infectious period

of 5 days), a network degree ki = 4:5, a second moment ¢k?i = 27, and a power-

law degree exponent of = 4:0. For the transmission rates with protective behaviours
(Table 5.1), we note that their values may be low when considering some measures, such
as mask-wearing, potentially overestimating their effect. However, for some interventions

(e.g., isolation and quarantine), these values would be reasonable [119].

4.2 Experimental design

4.2.1 Parameterisation

For the structural parameters, each network layer is generated based on a degree sequence
de ned by the minimum degreé,,) and the power-law degree exponeny (Table 5.1).

The power-law exponents for the information, cognition, and epidemic layers are set to 2.5,
3.0, and 4.0, respectively, representing scale-free, critical point, and small-world networks
(Table 5.1). The protection-free transmission ratg,§ (Table 5.1) is derived fror4.8),
assumingR, = 4:0. The transmission rate under protection behaviour is de ned as a
fraction of N to account for the mitigating effect of protection measures (Table 5.1).

We used plausible values for rate parameters pertaining to information layer dynamics
(Table 5.1). For example, the renewal interest raderénges from 0 to 2, capturing the

rapid turnover of misinformation on timescales from days to hours.

4.2.2 Computational algorithm

We employed the optimised Gillespie algorithm to simulate distinct events in continuous
time [106, 120]. This method accommodates variable and random time steps, where the

time () until the next event follows an exponential distribution, given by  In(u)=L,
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with u drawn from a uniform distribution on (0,1] arhdrepresenting the total rate of all
eventsL = P E The probability of transitioning to each event state is determined by the
ratio of its rate to the total rates, expressed as
_pli .
p=P
it
During each iteration, a random time incremenis rst obtained. Subsequently,
the next event is chosen by comparing its cumulative rate fraction against a uniformly
drawn number between 0 and 1. The algorithm then updates the network's node states
and advances time to+ . Because time intervals are exponentially distributed and event
probabilities are proportional to their rates, the Gillespie algorithm ensures exactness in
simulation, effectively capturing the current network states.
An important idea in the optimised Gillespie algorithm is considering the “phantom
process” where the system state does not change but the time advances [106]. This
approach is especially useful in simulating continuous-time epidemic spreading on large

heterogeneous networks [106].
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Chapter 5

Interplay Between Information
Dissemination and Behavioural

Responses

In this chapter, we assess the in uence of disinformation on disease transmission, par-
ticularly in terms of immediate and reversible measures like mask-wearing and social
distancing. To study short-term solutions, we use the three-layer ICE modelling framework
introduced in Chapter 4, encompassing information, cognition, and epidemics. We investi-
gate the characteristics of misinformation transmission within hyper-edge structures and
approaches for reducing its spread. In addition, we identify the short-term consequences of
misinformation and protective behaviour and develop ways to optimally restrict disease
spread.

First, we extend our analysis on the theoretical derivation of the control reproduction
number R;) and investigate the effects of protection adoption and removal parameters

(1 23 37 4). Second, we focus solely on the information-spreading layer, comparing
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rumour-spreading outcomes for hyper-edge versus pairwise network architectures. We
further investigate the impact of gossip acceptance criteria in both structures. We then
conduct a quick examination of the misinformation propagation dynamics. Next, we assess
the protective adoption variables for their impact on attack rates. Finally, we compare

several misinformation correction scenarios, centring on how rumour interest renewal rate,

relapse rate, and correction rate in uence attack rate.

5.1 Results

5.1.1 Effect of protective behaviours orR.

The control reproduction numb&; quanti es the impact of public health interventions

on disease dynamics, such as reduced transmission rates or behavioural adjustments. We
simulated changes iR. (given by(4.7)) under the homogenous mixing approximation
resulting from varying protection adoption rates, in uenced by neighbourhood interactions

or virtual information exchanges. We observed a rapid increaRg as a function of the
removal rate of neighbourhood-based protectip(Figure 5.1A), which depends on the
density of unprotected individualsy ). Conversely, a rapid decline R, occurs when the

rate of protection adoption, increases (Figure 5.1B). The analysidfindicates that the

attack rate is sensitive tq only under a high density of gossip spreadessas illustrated

in Figure 5.1C.

5.1.2 Hyper-edge misinformation spread

Spreading phenomena through group interactions can be characterized by the sudden
rise of prevalence as compared with the pairwise interactions [49]. We veri ed this

by analyzing the rumour spreading in the information layer with either hyper-edge or
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Figure 5.1: Control reproduction number dependence on information and neighbourhood
behavioural parameters under the homogeneous mixing approach. Panels (A) and (B)
have the same density of gossip spreaders 0:1, the same level of information-based
protection removal rate; = 0:5, with xed 4 =0:4and 3 = 0:4, respectively. For panel
(C), the removal and adoption rates of neighbourhood-based protection=ate2 and

4 = 0:4, and the density of gossip spreadersds= 0:25. Other parameters are provided
in Table 5.1.

degree distributions following power-laws with exponent 2:5 (scale-free). At various
information thresholds | for a single rumour!( = 0) and no correction (= 0), we
assessed sti er density at the end of information spreading (when number of spreaders is
zero) as a function of the misinformation spreading ra)ddr pairwise and group-wise
scenarios (Figure 5.2). Note that misinformation continues to spread according to the rules
of virtual contact until the number of gossip spreaders diminishes to zero due to the sti ing
effect and waning interest. In the group-wise scenario, the sti er density grows rapidly
towards a high density steady-state as the spreading rate increases#rono = 0:25,
contrasting a comparatively more gradual increase for the pairwise spreading, corroborating
the importance of considering group interactions in modelling information spreading.
Incorporating a threshold for misinformation acceptance is essential, as it dictates
the point at which an individual becomes in uenced and begins spreading a rumour. A

higher threshold indicates greater resistance to misinformation, reducing the likelihood of
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Figure 5.2: Sti er density with either pairwise or hyper-edge misinformation spreading
structure when a single rumour vanishes due to the sti ing process without correction
interventions. The degree exponent;iss 2:5, which represents a scale-free network. A
single rumour { = 0) and no correction ( = 0) are considered with 2 [0;5] and a
stiing rate of = 1. Other parameters are provided in Table 5.1.

rumour spread. From a modelling perspective, including a threshold—rather than allowing
automatic gossip transmission—can result in a slightly lower nal number of sti ers and a
reduced impact on both the cognitive and epidemic layers.

It should be noted that a single rumour has minimal impact on shaping disease-related
behaviours because rumours tend to spread rapidly before the disease affects a signi cant
portion of the population. However, when renewed interest in spreading gossip is considered,
bursts of misinformation activity emerge, amplifying the impact on behavioural responses.
To underscore the importance of interest renewal in gossip spreading, we examined how
the dynamics of the information layer vary with different rumour interest renewal rates
(Figure 5.3). Three scenarios were considered, with correction occurring on average every

20 days ( = 0:05): (1) a single rumour, (2) a new rumour every 5 days, and (3) a new
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Figure 5.3: Trajectory of gossip spreaders, sti ers, and corrected individuals over time with
different values of . Other parameters are provided in Table 5.1 with1=3, =1=3,

1= »,=0:2,and 3= 4 =0. Scenarios correspond to a single rumdur~(0), a new
rumour every 5 dayd (= 0:2), and a new rumour every 2 days € 0:5).

rumour every 2 days. We observed oscillatory behaviours in gossip spreaders and sti ers in

scenarios (2) and (3).

5.1.3 Information-cognition layers coupling

We systematically varied rates for adopting protection based on informatiparfd
neighbourhood behaviour,) to assess their impact on disease spread. For instance, when

> =0:20r 4 =0:2, itindicates that individuals transition from an unprotected state to

a protected state within an average span of 5 days in an ideal scenario without gossipers
( ¢ = 0), perfect global informationk = 1 ), and full protection perception in the

neighbourhood. Deviations from the perfect scenario increase the time to adopt protection.

5.1.3.1 Heterogeneous versus homogeneous networks

With a power-law degree exponent qf = 4:0, the attack rate, when neither information-

nor neighbourhood-based protection is applied€ 4 = 0), is approximately 20%
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Table 5.1: Description of the model parameters and their values used for simulations for

the ICE model. The average node degree of a netwdiki is —; Kmin - FOr example,

the average degree for the epidemic networtkis= % 3 = 4:5. All rates are per day.
Symbol Description Value
Ro Basic reproduction number 4
NN Transmission rate with no protection 0.16
PN Transmission rate with protection behaviour of only 0:2 \n
susceptible individuals
NP Transmission rate with protection behaviour of only 0:1 ny
infected individuals
PP Transmission rate with protection behaviour of both 0.0
susceptible and infected individuals
Recovery rate 0.2
Rate of misinformation spreading Varied
Correction rate Varied
Rate of misinformation suppression Varied
Relapse rate Varied
! Rate of renewal interest Varied
1 Rate of protection removal by information Varied
2 Rate of protection adoption by information Varied
3 Rate of protection removal by mimicking Varied
neighborhood behaviour
4 Rate of protection adoption by mimicking Varied
neighborhood behaviour
Kmin Minimum network degree 3
i Power-law degree exponent in the information layer 2.5
¢ Power-law degree exponent in the cognition layer 3.0
e Power-law degree exponent in the epidemic layer 4.0
n Number of nodes in the network 500
Nhyperedge ~ NUMber of hyper-edges in the information layer 450
b; b Global communication factors 3
P Initial proportion of population protected 0.05
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Figure 5.4: Attack rate as a function of the rates of adopting protective measures based
on information or neighbourhood behaviour in (A) a heterogeneous network and (B) a
homogeneous network wittki = 4:5and \n = 0:228 Other parameters are given in
Table 5.1, with the misinformation spreading rate of 1=3, stiing rate of = 1=3,

gossip interest renewal rate bf = 1=5, and correction rate of = 0. The rates of
withdrawing from protective behaviours are= 0:2 in the information layer and; = 0 in

the cognition layer.

(Figure 5.4). When the protection rate through information dissemination is increased
to , = 0:5, the attack rate decreases to approximately 9%. When the protection rate
by following neighbourhood behaviour is increased jo= 0:5, the attack rate further
decreases to about 7%. Increasing both protection rates to 0.5 reduces the attack rate to
approximately 5% (Figure 5.4). These results suggest that enhancing protection mechanisms
at the neighbourhood level to in uence individual behaviour is slightly more effective in
controlling disease spread compared to interfering with disease-related misinformation,
while both strategies are important and complementary.

To highlight the importance of a heterogeneous network in disease spread, we also

show the outcome for a homogeneous network with the same average degree and basic
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reproduction numbeRy = 4:0. For a homogeneous network, with neither information- nor
neighbourhood-based protection adoption, the attack rate is over 91% (Figure 5.4B). For
the neighbourhood-based protection adoption ratg ef0:5, the attack rate drops to about

41% (Figure 5.4B). With the information-based protection adoption rate ©10:5, the

attack rate is further reduced to approximately 30%. The higher attack rate on homogeneous
networks, compared to heterogeneous networks with the same reproduction number, can be
explained by the signi cant degree uctuations of the latter [113]. In the heterogeneous
case, an epidemic spreads rapidly across nodes with a degree largedi thahich governs

the basic reproduction number. However, the spread decelerates among nodes with a degree
smaller thartki, which are more abundant but less capable of transmitting the infection

to their neighbouring nodes. In the real-world situation, homogeneous assumptions fail to

capture the diversity in contact patterns [112].

5.1.3.2 Heterogeneous network with high transmission rates

Matching the transmission rates in the heterogeneous power-law network with those in
the homogeneous network with = 4 = 0, the attack rate was approximately 46%
(Figure 5.5A). When protection adoption is made within a week (izes 0:15) based
on information, the attack rate decreased to 21%. When0:15, the attack reduced to
24.39%. (Figure 5.5A). We observed a lower protection-adoption-free attack rate in the
heterogeneous with the same transmission rate compared to the homogeneous network,
although the reproduction number was higher.

Now, considering a higher infection ratgy = 0:4 (Ro = 10), when , = 4, =0,
the attack rate is about 84% (Figure 5.5B). Setting 0:15for protection adoption, the
attack rate reduces 42.18%. However, the reduction in attack rate was signi cantly lower

for 4 =0:15, decreasing to 69%. These results suggest that protection adoption through
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information dissemination is considerably more effective in controlling disease spread

compared to protection conferred by mimicking the neighbourhood behaviour.

Figure 5.5: Attack rate as a function of information-based and neighbourhood-based rates
of adopting protective behaviours. In panel (A), a power-law network matghes 0:228
for the homogeneous network shown in Figure 5.4, Righ= 5:7. In panel (B), a power-
law network has a high transmission ratg, = 0:4, with Ry = 10. Other parameters are
provided in Table 5.1, with the misinformation spreading rate ef1 =3, sti ing rate of
= 1=3, gossip interest renewal rate lof= 1=5, correction rate of = 0, and rates of
1 =0:2and 3 = 0 for withdrawing from protective behaviours.

At higher attack rates in homogeneous networks, as shown in Figure 5.4B, the protection
conferred by information is more effective than that triggered by the cognitive perception
of the neighbourhood, indicating that controlling misinformation is essential to mitigate an
outbreak effectively. Considering heterogeneous networks, we observed a similar pattern
for the effect of adoption rates in reducing attack rates with different transmission rates

matching those of a homogeneous network (Figure 5.5).
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Figure 5.6: Attack rate as a function of the renewal interest tatarid misinformation
correction rate (). Other parameters are provided in Table 5.1 with the misinformation
spreading rate of = 1=3, and stiing rate of = 1=3. The rate of withdrawing from
protective behaviours in the cognition layer is= 0:2, and the rate of adopting protective
behaviours is, = 0:2.

5.1.4 Correcting misinformation
5.1.4.1 Baseline scenario

We evaluated the effect of correcting misinformation to mitigate its negative impact on
disease spread while varying the renewal interest tgtef(becoming susceptible to gossip
spreading. We found that the effect of increadingaturates rapidly with minimal variation

on the attack rate in the range of 10%-14% in the absence of correctior0(. Not
surprisingly, a higher rate of correction is needed to offset the effect of incréasedhe
attack rate (Figure 5.6). For example, if the misinformation is never corrected(0),

the mean attack rate would be approximately 14%, whereas correction within 5 days
(i.,e., = 0:2) reduces the attack rate to 11%. In the context of our multi-layer model,

the spreading process is governed by higher-order interactions. Thus, a single rumour
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cannot signi cantly alter the epidemic course, as the behavioural effects dissipate before a
substantial spread of disease. Consequently, our analysis focuses on the reneWabste (

a key parameter.

5.1.4.2 Secondary analyses

We investigated the two additional correction mechanisms following the correction rules
outlined in Section 4.1.1.

Suspension of individuals from the information netwalle note that gossip spreaders
can be banned or corrected in a blog-type network, both of which can be temporary. In the
absence of such correction mechanisms ), the attack rate in our simulations ranged
from 11% to 14% when the renewal interest rate varied from 0 to 2 (Figure 5.7A). The
effect of correction on the attack rate through targeting individual gossip-spreader nodes in
the network is more gradual compared to the correction by group contact. For example, at
a relatively high rate of gossip renewal € 1:4), rapid correction efforts within 3 days
(" 0:33) would be needed to reduce the attack rate from approximately 14% to 12%.
Fixing the renewal rate at = 1:4, our simulations indicate that the relapse ratehas a
minimal effect on reducing the attack rate for a given correction rate (Figure 5.7C). This
suggest that, even under prolonged suspension of individuals from the information network
(corresponding to small values fo), the renewal interest can have a more pronounced
impact, providing a conduit for continual spread of misinformation.

Warning and educating individuals within the information netwoilkhe effect of
correcting peers in the network is more pronounced compared to banning gossip spreaders.
For example, with the renewal ratelof= 1:4, reducing the attack rate from nearly 14% to
12% can be achieved with an over two-fold smaller correction rate=o0:15compared

to the scenario with suspension of individuals from the information network (Figure 5.7B).
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Figure 5.7: Attack rate as a function of the renewal interest tatarid correction rate of
misinformation (') with two types of correction strategies: (A) suspension of individuals
from the information network, and (B) warning and/or educating individuals within the
information network. The relapse rate in (A) and (B) is set t8 0:2. Fixing! = 1:4,
panels (C) and (D) show the attack rate as a function of the relapse yated the correction

rate () for the two correction strategies, respectively. In all scenarios, the spreading rate of
misinformationis = 1=3, stiing rateis = 1=3, the rate of withdrawing from protective
behaviours in the cognition layer ig = 0:2, and the rate of adopting protective behaviours

is , = 0:2. Other parameters are provided in Table 5.1.

The patterns in this group-based warning strategy with relapseQ(:20) are similar to

those observed for correction without relapse=(0) in Figure 5.6.
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Similar to the strategy of suspending individuals from the information network, we
found that the relapse rate has a minimal impact on the overall attack rate with a xed
renewal interest rate (Figure 5.7D). However, achieving even a small reduction in attack
rate for a given relapse rate would require a substantial increase in the correction rate. For
example, with = 1:6 and! = 1:4, the overall attack rate is approximately 12% at a
correction rate of = 0:1. Reducing the attack to 10.5% requires at least a 5-fold increase
in the correction rate (Figure 5.7D).

For the computational execution of the secondary analysis, we treat the two intervention
scenarios differently. For the suspension intervention, we automatically shift people from
gossip spreaders to corrected status based on a speci ed suspension rate. For the warning
and education intervention, we allow interactions between gossip spreaders and corrected
individuals via hyper-edge group links, permitting state transitions from gossip spreader to

corrected status upon contact with corrected persons.
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Chapter 6

Heterogeneity in Information Diffusion

Complex networks are well-suited to capturing contact heterogeneity, making them power-
ful tools for modelling both physical and virtual connections, such as disease transmission,
information dissemination, and behavioural patterns. While prior research has investigated
how information ow affect epidemic spread, the interdependent dynamics among infor-
mation diffusion, behavioural responses, and disease transmission remain insuf ciently
understood.

This chapter begins with a concise overview of key concepts in higher-order network
structures, including the construction of hyper-edge groups and the distinction between
simplex-based and hyper-edge-based representations. We illustrate how group-level inter-
actions diverge from traditional pairwise models, particularly in the context of information
propagation and behavioural contagion.

Building on this foundation, we advance the analysis of the ICE model framework to to
explore how network heterogeneity in uences information diffusion, protection adoption,
and subsequent disease transmission. We focus on the structure of higher-order interactions

within the information layer and their behavioural implications. Our ndings reveal that
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misinformation originating from low-degree nodes leads to only slightly higher level of
protective adoption, and the topology of hyper-edge groups exerts a stronger in uence than
the initial source of gossip. Notably, heterogeneous group structures accelerate the spread
of misinformation from smaller to larger groups, amplifying its impact.

We further demonstrate that scale-free information networks sustain recurrent and long-
lasting misinformation cycles, in contrast to the short-lived peaks observed in small-world
networks—patterns that signi cantly in uence epidemic trajectories. Finally, we nd that
knowledge-based decision-making consistently outperforms imitative behaviour, especially
in networks where hyper-edge group sizes follow a power-law distribution, reinforcing the

importance of cognitive-driven strategies in epidemic control.

6.1 Introduction

The spread of COVID-19 and the proliferation of disinformation highlight the critical
importance of understanding the mechanisms behind the transmission of diseases, infor-
mation, and behaviours [52]. Higher-order networks offer fresh perspectives and uncover
unique spreading dynamics by capturing interactions beyond simple pairwise connections
[52]. These networks often share underlying mathematical patterns and physical principles
[52], bridging diverse disciplines and revealing shared characteristics. This growing topic
connects many elds and uncovers commonalities. Advances in higher-order dynamics
contribute signi cantly to our understanding of complex systems and their behaviour.
Hypergraphs are a prime example of higher-order networks, extending beyond tradi-
tional pairwise interactions to represent group-level dynamics [121]. These models offer
a more nuanced view of complex systems, enabling the study of collective behaviours in
social, biological, and arti cial contexts. They are particularly well-suited to modelling

phenomena such as group-based spreading processes and collective responses involving
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multiple individuals.

Research in higher-order networks has explored their relevance in scenarios charac-
terised by close-contact interactions, such as households, workplaces, and other environ-
ments where people frequently converge [47]. These studies have informed policy decisions
on epidemic control, including vaccination strategies and lockdown measures [47]. Beyond
epidemic dynamics, investigations have focused on understanding network organisation
and architecture. For example, studies of complex systems like neural or transportation
networks have revealed insights into clustering and connectivity patterns [122].

The heterogeneity of networks signi cantly affects models of epidemics and informa-
tion diffusion. In particular, scale-free networks, characterised by highly variable node
connectivity, can amplify outbreaks even in the case of diseases with low transmissibility
[123]. Highly connected nodes, or hubs, play a critical role in such dynamics, emphasizing
the importance of targeted interventions such as vaccinating these nodes or mitigating their
role in spreading misinformation [123]. Understanding the heterogeneous topology of
networks is thus crucial for managing the spread of diseases and misinformation in complex
biological and social systems.

Despite the signi cance of heterogeneity in network dynamics, its incorporation into
high-order network models remain underexplored [124]. Recent studies highlight the
importance of heterogeneity within group structures for effective disease control [125],
and demonstrate that accounting for information heterogeneity in networks can enhance
prevention strategies [126].

This study aims to address some of the knowledge gaps concerning heterogeneity in
higher-order networks, focusing on the role of information diffusion and its implications
for behaviour and disease propagation. Speci cally, we investigate how factors such as
the placement of spreading seeds, variations in network topology, and the distribution of

hyper-edge group sizes in uence propagation dynamics across interconnected layers of
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information, behaviour, and disease.

6.2 Methods

6.2.1 Higher order graphs

The term “higher-order dynamics" refers to group-based, synchronous, non-linear interac-
tions that are fundamentally different from simple pairwise interactions [127]. In network
studies, this entails using hyper-edges to model more complex connections between groups
of different sizes, in addition to the usual pairwise links. Many real-world systems, such
as information dissemination on social media or viral transmission, rely substantially on
group interactions [127]. Higher-order dynamics may yield phenomena that are not present
in simpler models, such as sudden activation and hybrid transitions [128, 129].

In this work, we propose an approach to represent spreading processes ranging from
pairwise interactions to higher-order networks, using a modi ed bipartite con guration
model [130] to build networks with different node degrees and group size distributions. In
Figure 6.1, given a node degree distribution and a hyper-edge group size distribution, we
pair the half-edges to form hyper-edge groups. Within each hyper-edge group, information
spreads simultaneously among all members, in contrast to traditional one-to-one information
sharing [128].

Rumour propagation and information dissemination often occur on a large scale within
groups [131]. Similarly, gatherings and group settings such as households, schools, and
workplaces play a signi cant role in the spread of epidemics [132, 133]. Traditional
networks depend only on connections between pairs of agents. This limits group interactions
to a basic collection of paired linkages. This approach fails to capture the complexity of

systems in which interactions increase non-linearly with the number of participating nodes.
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Figure 6.1: A diagram illustrating the process of forming hyper-edge groups. Initially,
we de ne a node degree distribution and a group size distribution. Next, half-edges (or
stubs) are connected. Finally, each hyper edge is depicted as a bubble where all nodes are
interconnected.

To allow for capacity to effectively predict collective behaviours, group-based structures
are needed.

To highlight the difference between pairwise links and group-based interactions, we
provide a schematic comparison in Figure 6.2. Here, we show that a traditional simplex
represents a fully connected sub-graph or clique, with all pairs of nodes connected, thereby
facilitating pairwise interactions. Both hyper-edges and simplicial complex structures
spread through collective group setting and simultaneous interactions. However, a simplicial
complex with 4 nodes necessarily includes all possible structures of 3 or 2 nodes, while
hyper-edge structures do not have these restrictions. The characteristics and behaviours of
a hyper-edge group should be analysed as a whole, rather than broken down into individual

links and nodes.
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Table 6.1: Description of the model parameters and their values used for simulations for
the heterogeneity analysis in information diffusion. All rates are per day.

Symbol Description Value
Ro Basic reproduction number 4
NN Transmission rate with no protection 0.16
PN Transmission rate with protection behaviour of only 0:2 N
susceptible individuals
NP Transmission rate with protection behaviour of only 0:1 N
infected individuals
PP Transmission rate with protection behaviour of both 0.0
susceptible and infected individuals
Recovery rate 0.2
Rate of misinformation spreading 1/3
Correction rate 0
Rate of misinformation suppression 1/3
Relapse rate 0
! Rate of renewal interest 1/5
Rate of protection removal by information 0.2
Rate of protection adoption by information Varied
3 Rate of protection removal by mimicking neighborhood 0
behaviour
4 Rate of protection adoption by mimicking neighborhood Varied
behaviour
Kimin Minimum network degree 3
i Power-law degree exponent in the information layer 2.5
c Power-law degree exponent in the cognition layer 3.0
e Power-law degree exponent in the epidemic layer 4.0
n Number of nodes in the network 500
Nhyperedge ~ NUMber of hyper-edges in the information layer 450
b; b Global communication factors 3
P Initial proportion of population protected 0.05
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Figure 6.2: A diagram comparing the traditional simplex model and our new hyper-edge
representation. In both models, all nodes within a group are connected. However, the
hyper-edge model allows for the partial connectivity within a selected set of nodes, while
the simplex model mandates complete connectivity between all nodes in the group.

6.3 Results

6.3.1 Protection adoption with different gossip seeds

An important metric in studying behaviour diffusion in social networks is the temporal
dynamics of its spread [7]. Figure 6.3 shows the effects of varying gossip-spreading sources
on long-term protection adoption. Speci cally, we compared scenarios where gossip
spreading begins from the 10 highest-degree nodes in the information layer to those initiated
from the 10 lowest-degree nodes. Around 40 days into the spreading process, we observe
a relatively stable level of protection. Interestingly, gossip spreading from lower-degree
sources results in slightly higher long-term protection compared to that from higher-degree
sources. The in uence of gossip sources appears minimal, likely due to the hyper-edge
network topology. In such networks, groups are densely interconnected, allowing gossip
originating in smaller groups to quickly reach larger ones, thereby facilitating widespread

propagation.
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Figure 6.3: Protection adoption levels over time with different misinformation seeds
scenarios, averaged over 100 realisations. Protection shift parameters arg set o=
0:2and 3= 4 =0. Other parameters are provided in Table 5.1.
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6.3.2 Heterogeneity on the information layer

We observed that the scale-free structure of information diffusion generates periodic peaks
in gossip spreading (Figure 6.4). While similar peaks can also occur in small-world
networks, the effect is not sustained. To better capture the persistence in uence of mis-
information over time and more accurately re ect its impact on disease prevalence in
real-world scenarios, higher heterogeneity—characterised by a scale-free network with a
low ; value—is preferred.

The densely connected core formed by numerous superspreaders in scale-free networks
leads to multiple bursts of misinformation spread, ensuring its ongoing in uence on disease
dynamics. In contrast, small-world networks feature fewer, sparsely distributed hubs, mak-
ing repeated bursts from interconnected hubs unsustainable. The impact of misinformation
on the outbreak size is evident in Figure 6.4(B), where the outbreak duration extends to
80 days in a scale-free information layer compared to approximately 40 days in a small-
world network. This nding, tied to the heterogeneity of higher-order interactions—often
underestimated in the literature—raises signi cant concerns, particularly since real-world

information networks tend to follow a scale-free structure [134, 135].

6.3.3 Hyper-edge group size distribution

We also investigated the impact of hyper-edge group size distribution—another feature
that has received limited attention in the literature—on disease spread within the hyper-
edge spreading information layer setup. Figure 6.5 highlights the critical role of group
size distribution. Although the average group size remains consistent across scenarios,
the dynamics differ signi cantly based on the distribution type. In panel (A), where the
hyper-edge sizes follow a uniform distribution, making small or large groups equally likely,

protection behaviour through neighbour imitation proves more effective. In contrast, panel
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Figure 6.4: Comparison of dynamics across layers: (A) gossip spreader over time, and (B)
disease prevalence over time in a small-world network structyre 4) versus a scale-free
network structure ( = 2) on the information layer. The cognition layer is modelled as

a critical point network (. = 3), and the epidemic layer follows a small-world network
structure (e = 4:5). The protection adoption rates from information and neighbourhood
mimicking behaviour are sette = 4 = 0. Other parameters are provided in Table 5.1.
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(B) shows that when the hyper-edge sizes follow a power-law distribution, with smaller
groups smaller coexisting alongside larger ones, both protection approaches have similar
effect while the adoption of protection via the information layer becomes slightly more
effective in reducing the overall attack rate. This nding underscores the importance of
accounting for group size heterogeneity in modelling and mitigating disease spread.

In general, incorporating a hyper-graph structure with smaller groups ampli es the
effectiveness of misinformation control in disease propagation. This outcome highlights the
critical role of information dissemination within small groups, where tight-knit interactions
can accelerate behaviour adoption. Such structures enhance the potential for protective
measures to propagate effectively, demonstrating the signi cant in uence of group size

heterogeneity on managing outbreaks and controlling misinformation.
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Figure 6.5: Attack rates for different hyper-edge group size distributions: (A) uniform
distribution, and (B) power-law distribution (= 3:0). Other parameters are provided in
Table 5.1.
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Chapter 7

Impact of Information Diffusion on

Vaccine Uptake

In this chapter, we examine how misinformation control affects vaccination coverage
using an extended ICE network model that combines hyper-edge threshold spread on the
disinformation layer with typical pairwise spread on both cognition and epidemic layers.
We investigate how misinformation correction affects overall vaccination uptake.

We investigate the negative delay effect of vaccination. We consider two preventative
vaccination program cases: (i) vaccinate prior to the onset of gossip and disease; (ii)
vaccinate and spread gossip prior to the beginning of disease spread. Our aim is to quantify
how preventative vaccination can counteract the negative effects of continuous rumour
in ux. Furthermore, we compare gossip mitigation techniques that target hubs (high-degree
nodes) to those that do not account for degree heterogeneity. This comparison of vaccination
strategies is conducted with both a baseline model and an extended model incorporating a
severe symptoms compartment.

Our analysis focuses on examining the extended model framework incorporating vacci-

59



nation from the perspectives of gossip correction, timing and delay, and network hetero-
geneity. This approach aims to provide strategic guidance for misinformation control and

vaccination to alleviate infectious disease burden.

7.1 Background and theories for vaccine network

A Science study found that Facebook users encountered more sensationalized headlines
about COVID-19 vaccines from trusted outlets than outright deceptive stories, which were
labelled and restricted by the social media platform [136]. Although individual misleading
information may not solely determine vaccine decisions, multiple sources can collectively

in uence vaccine intentions [136]. Another key dif culty is estimating the effect of a
belief based on misinformation on the change in behaviour [136]. The global population,
especially in developing countries, is also not well represented in the existing literature for
ghting misinformation, because many studies were centred on the U.S. and Europe [136].

For complex systems, the idea of "connectedness" refers to not only structural ties
(which individuals are linked) but also behavioural impacts, which occur when individual
actions reverberate throughout the system [2]. A complex system considers both its structure
and how interactions unfold within it [2]. Activities within complex systems are catalysts
that elicit systemic responses, revealing cause-and-effect relationships [2].

Social networks are vital for tracking behaviours and information dissemination [3].
Contagions differ in how they propagate. Complex spreading phenomena often rely on so-
cial reinforcement and community structure [5]. Collective behaviour models, emphasizing
"thresholds," illustrate how others' actions affect personal choices [6]. The distribution of
thresholds plays an important role in shaping group outcomes, with even identical average
preferences producing distinct results [6]. The structure of social networks may signi cantly

in uence the dispersion of behaviour among a population [7]. Social network structures
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profoundly in uence behaviour dispersion, particularly in closely-knit communities where
interconnected friends amplify behaviour spread [7, 137].

There has been ongoing modelling efforts to examine vaccination behaviour during
infectious disease outbreaks. Studies have shown that heterogeneous behavioural responses
are more accurate in prediction compared to homogeneous approaches, as vaccination
impact and collective ef cacy in the entire population may differ due to age, income,
and risk perception [138, 139, 140]. Studies have also emphasized how past studies tend
to overlook the endogenous (people's voluntary) behavioural changes and its effect on
disease transmission [138, 141]. Amid high infodemic levels on social media, vaccination
willingness uctuates based on personal knowledge and risk perceptions, highlighting the
role of endogenous transmission rate changes in our modelling framework.

To optimise vaccination dynamics and enhance community-wide protection, a modelling
framework is essential for assessing cognitive thresholds that in uence individual decisions
on immunisation strategies under varying levels of anti-vax rumours. Estimating vaccination
acceptability involves examining information dissemination effect, rumour debunking, and

community engagement.

7.2 Vaccination network models

Despite widespread vaccine availability and real-time updates, online misinformation has
consistently outpaced public health efforts. Social media often ampli es the negative impact
of vaccine misinformation [142]. According to study &n(formerly Twitter) notes, the

most common topics discouraging vaccination are adverse events and conspiracy theories
[142]. Another study highlights the in uence of local cultural factors on individual's beliefs
and fears [143]. In addition to censored or restricted false content, vague and un ltered

misinformation on social media also undermines public con dence in vaccination [144].
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Interestingly, according to Neely and Witkowski's study, many people—including those
already vaccinated—continue to believe in misinformation, which reduces their willingness
to receive booster doses [145].

Traditional strategies to increase vaccination uptake include mandates, incentives, and
public campaigns [146]. They are supplemented by newer social media-based interventions
such as warning individuals, pre-bunking, and debunking disinformation [146]. Although
these strategies reduce the spread of false information and in uence public opinion, their
direct effect on actual vaccination uptake remains uncertain [146].

Many existing studies use two-layer network structures to investigate the interaction
between information (virtual) and disease (physical). Studies that isolate a third behavioural
layer—separate from information and infection status—to examine individual cognitive
decisions (e.g., protection-seeking or vaccination) are still in their infancy. In most published
literature, vaccination is embedded within the epidemic layer, and protection is implicitly
modelled through awareness of the disease.

Network models are widely used to investigate vaccination behaviours. For example,
a case study in France evaluated school policies and targeted vaccination by simulating
the transmission of disease among families, schools, and communities using a network
model [147]. The study found that diagnosing and vaccinating large families can effectively
reduce transmission, and that school-based spread played a signi cant role in epidemic
dynamics [147].

According to a study in Hong Kong, individual beliefs, social dynamics, anxieties, and
broader contextual factors all play a role in vaccine reluctance [148]. More speci cally, key
in uences include personal perception of risk, con dence in authority, current health, social
context, vaccine safety, and intensity of the epidemic [148]. A recent vaccine game model
by Wang et al. demonstrated that vaccine ef cacy signi cantly shapes public perception

and in uences uptake behaviour [149].
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Another study laid the foundation for the co-evolution of separate networks for informa-
tion, vaccination, and epidemic [150]. It developed a UAU-WVW-SIS model with aware
and unaware states on the information layer, vaccinated and unvaccinated on the behaviour
layer, and susceptible and infected on the disease layer [150]. A key novelty in their model
framework was the integration of both local and global disease severity [150]. Their results
highlight that local disease status exerts a strong in uence on vaccine uptake compared to
global disease status [150].

Some studies have used networks to target the uneven allocation of vaccination. One
study highlights the homophily in vaccine uptake and emphasises the challenges in identi-
fying contributing factors and improving vaccination coverage in a community with many
unvaccinated individuals [151]. Another study acknowledges the role of population hetero-
geneity and summarises that to deploy more ef cient vaccine strategies, we will need to
consider network topology metrics such as node degrees or centrality indices [152].

The idea of node degree heterogeneity in transmission has been a key theme in various
studies. For instance, Tuschhoff and Kennedy worked with heterogeneity in susceptibility
with contact tracing data to gain further insights into vaccination thresholds [153]. Yin
et al.'s research highlighted the importance of degree heterogeneity in vaccine rumour
dissemination through a model using Chinese Sina Microblog [154]. Wang et al.'s study
further con rmed the bene t of implementing asymmetric vaccination and quarantine
measures based on the node degree [155]. A common way vaccination is treated in existing
literature is by adding a vaccinated class to the traditional SIR. For instance, the model
by Bao and Wu used a Susceptible-Vaccinated-Infected-Recovered (SVIR) network and
varied transmission rates by node degree [156]. Using the same SVIR framework idea,
Tanwar et al. analysed vaccine intervention networks and emphasized the importance
of network topology. Their ndings suggest that small-world structures—characterized

by relatively homogeneous node degrees and short average path lengths—enhance the
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effectiveness of vaccination when compared to scale-free or random networks, which
display high heterogeneity and a broader range of node degrees [157].

In addition to the idea of node degree, other studies have shown the role of network
structure by incorporating different age groups. For example, one article by Gonzalez-Parra
et al. demonstrated that the optimal strategy to prioritise vaccines to reduce infection and
prevent death is to vaccinate the elderly age groups (40-59 and 60-69) rst, as supported by
their network model [158]. The work by Pant and Gumel also incorporated hospitalisation
and used a similar age-based network setup, and con rms the conclusion that prioritising
the elderly (65 and older) is an effective vaccination strategy[159]. The study by Nie et
al. employed a similar age-structured method with more age groups and revealed slightly
different results [160]. They concluded that children have higher vaccine uptake, infants
and the elderly have lower vaccination rates, and adults' vaccine willingness depends on
the cost considerations [160].

Swinford and Zadeh summarized that there are three main strategies for mitigating
rumours during their spread: targeting the source, enhancing the social media control, and
educating the audience [161]. Similarly, a recent review also identi ed some methods to
prevent misinformation harm: improving digital health literacy, broad prebunking, debunk-
ing, community engagement, and social media regulation [162]. When the coupling with
vaccine behaviour is considered, another strategy to combat rumour involves implementing
periodic vaccination [163]. Liu et al. investigated both pairwise and hypergraph gossip
spreading with vaccine interventions and demonstrated the effectiveness of periodic vacci-
nation in countering the rapid spread of group gossip [163]. A review paper identi ed the
majority of studies focused on assessing the knowledge outcomes, and only a few studies

centred their evaluations on actual health behaviours [164].
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7.3 Methods

Individual's understanding on vaccine policies often depends on community vaccine up-
take and their awareness of disease. Whether people participate in vaccination is strongly
in uenced by their perception of vaccination, which is often shaped by information cir-
culating within their social networks. To reduce the damage caused by misinformation,
efforts should focus on implementing effective control strategies and timely corrective

interventions.

Figure 7.1: Schematic representation of a three-layer network model capturing the interac-
tions between misinformation, cognitive vaccine behaviour, and disease transmission.

7.3.1 The information layer

This vaccination model is an extension of our earlier ICE network model framework,

therefore, we adopt the same information layer structure as in our previous research
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(Chapters 4 and 5) [165]. The information layer consists of the following states: uninformed
(U), misinformed spreadefy), sti er (A), and corrected). On the information layer,

we consider the following events (Figure 7.1): (i) uninformé&d (ndividuals become
misinformed spreader$s) upon encountering other misinformed spreaders, at nate

(i) misinformed @) turn into sti er (A) after losing interest in spreading, at rateiii)
misinformed (5) are corrected and transition to the corrected s@)e &t rate y ; (iv)
individuals in the corrected stat€) may relapse into the sti er statéf, at rate y ; (V)

sti er (A) can renew their interest in gossip and revert to the uninformed &ijt@f rate

I . We model the information layer as a scale-free network.

7.3.2 The cognition layer

The cognition layer consists of two vaccination status: non-vaccinat¥d @nd vaccinated

(V). Vaccination is assumed to be irreversible, with vaccination raie . The transition

rates between vaccination status, vaccinatédand non-vaccinated\(V ), depend on

the local densities of misinformed] gossip spreaders, represented By= Nng=kino

and the local densities of correcte@)( given by ¢ = nc=kpno. A higher number of
misinformed or discouraged neighbours reduces vaccine willingness, whereas a greater
number of corrected neighbours decreases vaccine hesitancy. The level of vaccine-relevant
misinformation can signi cantly in uence an individual's decision to receive vaccination.
The rates also rely on vaccinated neighbours in the cognition layer, given byny =k,

and are further in uenced by mass information campaigns that re ect the overall disease
prevalence,,. The parametebnis a smoothing coef cient that governs how sharply the
transition occurs. For example= 3 yields a relatively gradual transition, white= 30
produces a much sharper transition. The correction in uence coef cierdgtermines

the impact of corrected neighbours on vaccination behaviour.The following expression
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describes the transition from non-vaccinated to vaccinated states:
nwiv= M@ e+ c)tanh(b )+ v v

We model the vaccination status layer as having a critical-point strugiararfia, = 3:0).

7.3.3 The epidemic layer

We model the epidemic layer using a small-world network structure. This layer encompasses
three states: susceptibl8)(infected (), and recoveredR). On this layer, we consider the
following events (Figure 7.1): (i) susceptible individua® (nay become infected upon
contact with infected individuald §, at rate xy ; (ii) infected individuals () recover R)

at rate . A single recovery process and vaccination-dependent state transition dynamics
are used to connect the network layers [107]. Figure 7.1 shows the corresponding cognitive

states. A simpli ed representation of the state transitions and their rates is:

Sv+ Iyl o2y

Syy + Iyl W

Inv + 1y
VN

Sv + Inv! lv + Iny
NN

Sny + Iny! 2l Ny

[Ny ! R

[v! R;

where subscript¥y andNV denote vaccinated and unvaccinated individuals, and the
infection rates satisfy the relationshipy NV VN NN, Indicating that the risk

of infection depends on the vaccination status of interacting individuals. We assume that
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vaccination reduces the transmission rate. For example, assuming an average of 80%
vaccine protection against infection, the transmission rate between vaccinated susceptible
and non-vaccinated infected individuals,() would be 0.2 times the transmission rate
between two unvaccinated individualsyf). Vaccination is assumed to reduce both
susceptibility and transmissibility, including among breakthrough infections.

In the following results section, we present an analysis to evaluate the impact of priori-
tising highly connected nodes (referred to as hubs) during vaccination on the overall attack
rate. To support this analysis, we extend our baseline model by introducing an additional
compartment representing individuals who develop severe symptomatic disease following
infection, denoted bYysevere In this extended framework, a xed proportion of infected
individuals progress to this severe state, while the original infected compartmeravy§
speci cally represents those with non-severe symptomatic infections. This modi cation
allows us to assess not only the effect of hub-targeted vaccination on disease spread but
also its potential to reduce the burden of severe cases.

We assume the same transmission rate for both symptomatic (non-severe and severe)
states. That is, vaccinated individuals who become infected, whether developing non-severe
or severe disease, are equally likely to transmit the disease to susceptible individuals.
Transmissibility in our framework depends solely on vaccination status and not on symptom
severity. Upon infection, a proportion of susceptible individuals develop severe disease.
This probability is denoted by; in the unvaccinated population and byamong vaccinated
individuals (Table 7.1).

To simulate the network for vaccination and spreading misinformation, we used param-
eter values listed in Table 7.1. Similar to the basic ICE model described in Chapter 4, we
designed the structure of each network layer based on a degree sequence, as presented in
Section 4.2.1. We then applied the same optimised Gillespie algorithm for computational

implementation as the one described in Section 4.2.2.
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Table 7.1: Description of the model parameters and their values used for simulations in the
misinformation and vaccine model. All rates are per day.

Symbol Description Value
M Rate of vaccination based on misinformation varied
v Rate of vaccination based on vaccination varied
NN Transmission rate with susceptible and infected individuals 0.26
both non-vaccinated

VN Transmission rate with vaccinated susceptible and 0:2 \n
non-vaccinated infected individuals

NV Transmission rate with non-vaccinated susceptible and 0:1 nn
vaccinated infected individuals

W Transmission rate with susceptible and infected individuals 0 NN
both vaccinated

Ro Basic reproduction number 4.0

Recovery rate of infected 0.2
1 Probability of developing severe disease without vaccination 20%
2 Probability of developing severe disease with vaccination 1%
M Rate of misinformation spreading 1/3
Rate of misinformation suppression 1/5

! Rate of renewal interest 1/3
M Correction rate of misinformation varied
M Relapse rate of misinformation 0

b Global misinformation coef cient 0.5

Correction in uence coef cient 2

Kimin Minimum network degree 3
i Power-law degree exponent in the information layer 2.5
c Power-law degree exponent in the cognition layer 3.0
e Power-law degree exponent in the epidemic layer 6.0

n Number of nodes in the network 500
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7.4 Results

7.4.1 Effect of rumour correction

Research suggests that the presence and persistence of misinformation alters vaccine
belief and uptake, highlighting the importance of quantifying the impact of correcting
false information [166, 167]. Thus, our rst research goal is to evaluate the effect of
rumour correction on vaccine coverage and the resulting disease spread in the context
of higher-order networks. Speci cally, we assess three scenarios where the correction
rates correspond to zero (= 0, no correction), moderate correction € 0:2), and
intense correction (= 0:5). We investigate the dynamics of gossip spreaders, vaccinated
individuals, and recovered cases over time under these misinformation correction scenarios.
If the misinformation is left uncontrolled ( Figure 7.2 panels A, D, G), the proportion of
gossip spreaders stabilizes around 32.8%, with roughly 7.2% of the population vaccinated
and an overall attack rate of 44.6%. Implementing moderate correction within 5 days (
0:2), reduces the proportion of gossip spreaders to 4.0% within 20 days, leading to 6.0%
vaccination coverage and a lower attack rate of 38.4%. With rapid and intense correction
(= 0:5) initiated within 2 days, gossip spreaders decline further to 1.2% in day 20,
vaccination coverage increases to 6.8%, and the attack rate drops to 34%. In both moderate
and intense correction scenarios, misinformation is nearly eliminated by day 60. Notably,
prompt correction signi cantly shortens the duration of both misinformation and disease
spread. Overall, these ndings demonstrate that swift and effective rumour correction

enhances vaccine uptake and substantially reduces preventable disease transmission.
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