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Abstract

The rapid spread of fake news poses a significant challenge to information accuracy. This

thesis highlights fake news definitions and characteristics, introducing a taxonomy that

categorizes AI-driven detection methods into model-centric and process-centric approaches.

We evaluate various approaches ranging from traditional machine learning to trending AI

methodologies, focusing on techniques like data augmentation, information extraction, and

results explanation.

To re-evaluate classical algorithms, this work provides a detailed analysis of a 2016 U.S.

election dataset. By employing fact-checking and advanced data mining, we investigate

linguistic characteristics through exploratory data analysis and apply multiple machine

learning algorithms for classification.

Experimental results yield valuable insights into the defining characteristics of fake news

and demonstrate machine learning’s potential to enhance misinformation filtering. Finally, we

discuss four main challenges and trends aimed at refining detection accuracy and integrating

cutting-edge AI methodologies to combat fake news more effectively.
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Chapter 1

Introduction

1.1 Background and Significance

News content is disseminated in diverse formats, including text, user comments, videos, audio,

etc., but there is a huge challenge to searching for and obtaining the right information: the

rampant spread of fake news. The magnitude of this issue is reflected in global public interest

and search behaviors. Many scholars point to the 2016 US presidential election as a watershed

moment where the viral spread of deceptive content first gained massive notoriety [1, 2].

Since then, keywords such as “fake news”1 and “Trump fake news”2 have remained central to

public discourse. As illustrated in Figure 1.1 and Figure 1.2, data extracted from Google

Trends shows that search interest for these terms typically peaks during major political shifts.

The specific phenomenon of “Trump fake news” refers to articles that were intentionally and

verifiably false, created to mislead readers during high-stakes election cycles. This trend

highlights how fake news has evolved from a technical nuisance into a deliberate strategy

used to influence voter sentiment and provoke social panic.

The consequences of fake news are far-reaching. Misinformation has infiltrated critical
1https://trends.google.com/trends/explore?date=all&q=fake%20news
2https://trends.google.com/trends/explore?date=2015-02-04%202025-03-04&q=trump%20fake%20news
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sectors such as public health and the global economy. A prominent example occurred during

the COVID-19 pandemic, where the spread of “infodemic” undermined public health efforts

and led to real-world harm [3, 4]. Similarly, in the financial sector, the research finds different

degree price impact from the fake news articles for small firms, mid-size firms, and large

firms [5]. The urgency to combat fake news has never been greater, and innovative, scalable

solutions are needed.

To combat this, AI has emerged as a pivotal tool, utilizing advancements in machine

learning (ML) [6], deep learning (DL) [7, 8], and large language models (LLMs) [9, 10] for

offering the potential to automatically identify, classify, and mitigate the spread of fake news

at scale [11]. Unlike traditional manual fact-checking methods, which are time-consuming and

resource-intensive, AI-driven systems can process vast amounts of data in real time, making

them indispensable in the fight against misinformation [12]. The integration of AI techniques

not only improves detection accuracy, but also enables the analysis of complex patterns in

news content, social context, and propagation dynamics. The significance of AI-driven fake

news detection thesis lies in its potential to safeguard information integrity and promote

informed decision-making in the digital age. Given previous research on the influence of fake

news [13, 14], by developing robust AI models, we can empower platforms and policymakers

to foster a more reliable information ecosystem, protecting the public from the far-reaching

consequences of digital misinformation.

Figure 1.1: Fake News Trend 2004.2-2025.2

2



1.2 Related Work and Major Contributions

With the growing demand for information accuracy and integrity across social media and

digital platforms, numerous studies have been conducted to improve the performance of fake

news detection. Initial research on fake news detection primarily focused on psychological

and sociological factors influencing misinformation dissemination. Scholars examined how

cognitive biases, emotional appeal, and social influence contributed to the spread of fake news.

In parallel, fact-checking platforms such as Snopes, PolitiFact, and FactCheck.org emerged

to provide manual verification of news claims [15, 16, 17]. While these platforms played a

crucial role in distinguishing misinformation from factual reporting, their reliance on human

verification limited scalability and response speed. To address these challenges, researchers

developed rule-based automated methods that analyzed linguistic patterns and stylistic

features indicative of fake news [18]. However, these early approaches lacked adaptability, as

misinformation continuously evolved in structure and presentation.

Later, the integration of artificial intelligence into fake news detection marked a pivotal

shift, with machine learning models significantly enhancing detection capabilities. Supervised

learning algorithms, such as support vector machines (SVM) and decision trees, were trained

on labeled datasets to classify news articles based on textual features [19, 20]. Computational

linguistics techniques, including sentiment analysis, entity recognition, and topic modeling,

Figure 1.2: Trump Fake News Trend 2015.2-2025.2
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were employed to extract meaningful insights and identify deceptive content. Despite their

effectiveness, these models were constrained by the quality and diversity of training data,

limiting their ability to generalize to emerging misinformation patterns. To overcome

these limitations, researchers explored unsupervised learning methods, such as clustering

and anomaly detection, which allowed for the identification of novel fake news stories

without requiring labeled data [21]. These advancements improved adaptability to evolving

misinformation tactics, enhancing the robustness of automated detection systems. However, it

often lacks the granular semantic discernment required to distinguish nuance from falsehood.

To overcome these limitations, researchers have increasingly pivoted toward deep learning.

The advent of deep learning further transformed fake news detection by enabling sophisti-

cated and automated content analysis. Convolutional neural networks (CNNs) and recurrent

neural networks (RNNs) facilitated the identification of manipulated images, deepfake videos,

and synthetic audio, expanding the scope of misinformation detection beyond text-based

approaches [22]. Transformer-based models, such as GPT-1, Bidirectional encoder repre-

sentations from transformers (BERT), and T5, significantly improved the classification of

misinformation by capturing complex linguistic relationships and contextual dependencies

within news content [23]. These advancements enabled highly accurate detection, leveraging

vast pre-trained datasets to refine AI-driven predictions.

As these architectures (like GPT, T5) scaled into Large Language Models, detection

shifted from simple classification to complex reasoning, enabling the identification of logical

fallacies and factual inconsistencies at a broader scale. Additionally, multimodal fake news

detection emerged, integrating text, image, and video analysis to enhance detection precision

and comprehensiveness [24, 25, 26]. Besides, the rise of cybersecurity, federated learning, and

explainable AI (XAI) is overcoming the growing threat of “Deepfake” and manipulated media

[27, 28, 29, 30]. Considering the increasing attention on fake news detection and the urgent

need for innovative breakthroughs, we realize it is the right time to present a thesis about

AI-driven FND.
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Given the significance of news integrity, there are an increasing number of surveys reviewing

FND from different perspectives. These include data mining perspectives [31, 11], fundamental

theories, datasets [32], features and classification [33]. A landmark survey published in 2020

primarily reviewed traditional features, propagation-based models, and early neural network

techniques [12]. As the field entered the deep learning era (2021–Present), focus shifted

toward neural architectures such as CNNs, RNNs, and Transformers (e.g., BERT) to capture

hierarchical and contextual features [22]. Besides, a survey about multimodal fake news

detection showed it effectively combines image analysis and text processing, exhibited a

superior performance [34].

Despite surveys mentioned the classification of fake news detection and mitigation [33], or

focused on a specific topic like the use of deep learning methods for multimodal fake news

detection [35, 36], they all make a contribution to the development of this area. Existing

surveys lack a comprehensive synthesis of the “full pipeline” specifically tailored to the

era of LLMs. Furthermore, previous literature has seldom maintained a strict distinction

between the specific utilization of approaches and techniques. To bridge this gap, this

thesis introduces a distinction: FND Approaches (Model-centric): These represent the

overarching classification frameworks (e.g., Traditional Approaches, Machine Learning, Deep

Learning, and Trending Approaches). FND Techniques (Process-centric): These refer

to the operational stages within the detection pipeline (e.g., Dataset, Data Augmentation,

Information Extraction, Model Validation and Refinement, and Results Explanation and

Feedback).

Therefore, by categorizing existing methodologies in this way, we offer a more precise

understanding of how structural models and procedural optimizations interact to fight fake

news. This thesis benefits researchers and practitioners who want to keep up with the

state-of-the-art research in AI-driven FND. The major contributions of this thesis are as

follows:

5



• To provide a holistic conceptual framework, we synthesize the fake news ecosystem by

clarifying its definition, related terms and distinctive characteristics.

• To trace the historical trajectory of fake news detection approaches, we review the

evolution of fake news detection, spanning from early traditional approaches to advanced

machine learning and deep learning, eventually culminating in contemporary LLM-based

reasoning stages.

• To categorize and evaluate AI-driven fake news detection approaches, we present a

comparison of models across different modalities. This includes traditional machine

learning and deep learning, highlighting their respective advantages, limitations, and

applications in fake news detection.

• An evaluation of AI-driven fake news detection techniques is provided, which includes

key stages of the detection process: dataset, data augmentation, information extraction,

model validation and refinement, and results explanation and feedback. Moreover, we

introduce a structured framework to illustrate the pipeline work.

• To complement the theoretical analysis, a focused empirical study is provided, which

utilizes the BuzzFeed News dataset from the 2016 U.S. presidential election. It employs

rigorous Exploratory Data Analysis (EDA) to delineate the distinct linguistic patterns

and structural features that differentiate fake narratives from authentic reporting.

Furthermore, we systematically evaluates the performance of various machine learning

classifiers, assessing their efficacy in veracity detection.

• We discuss the main challenges and trends in fake news detection from four perspectives.

By highlighting these challenges, we aim to guide future research towards overcoming

these obstacles and advancing the field.

6



1.3 Method of Paper Collection

The thesis focuses on reviewing fake news detection from the perspective of AI-driven

approaches (model-centric) and AI-driven techniques (process-centric), so we retrieved top

journals such as ACM Trans. Inf. Syst., ACM Trans. Knowl. Discov. Data, IEEE Trans.

Knowl. Data Eng, etc., and top conferences such as SIGIR, KDD, WWW, RecSys, WSDM

and so on. Leveraging scholarly databases like dblp and Google Scholar, we systematically

conducted searches employing specific keywords like “fake news”, “misinformation”, “fake news

detection”, “misinformation detection” to search related work. In order to make the retrieved

papers more relevant, we also used keywords that related to AI, such as “machine learning”,

“deep learning”, and “Large Language Models” to get more papers.

After the initial search, we carefully curated a selection of relevant papers for further

examination. Included papers were peer-reviewed English-language articles that addressed

the approaches or techniques of fake news detection. These articles, authored by academic

researchers, were recent. Excluded were articles in languages other than English, those not

focused on the mentioned topics, and articles that did not adhere to these inclusion criteria.

Then, based on the above retrieved papers related to fake news detection, we illustrate the

statistics of them according to the publication time and papers classification, as shown in

Figure 1.3: The Statistics of Papers with
the Publication Year

Figure 1.4: The Statistics of Papers with
Classification
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Figure 1.3 and Figure 1.4 respectively.

1.4 Thesis Organization

The remainder of this thesis is organized as follows, Figure 1.5 presents the main parts of this

thesis. By structuring the thesis in this manner, we aim to provide a holistic understanding

of AI-driven fake news detection, providing valuable insights to researchers, practitioners,

and policymakers alike.

AI-driven Fake News Detection

Key Techniques

Theoretical Foundation

Definition Related Terms

Traditional Methods

Machine Learning

Deep Learning

Evaluation Metrics

Characteristics

Approaches

Data Augmentation

Information Extraction

Validation & Refinement

Explanation & Feedback

Challenges & Trends

Datasets

Experimental Analysis

Dataset

Text Processing

Exploratory Data Analysis (EDA)

ML Classifiers

Figure 1.5: Main Parts of the Thesis

chapter 2: Theoretical Foundations of Fake News Detection This chapter delves

into the theoretical foundations of fake news detection, including the definition of fake news,

related terms, and the characteristics of fake news.
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chapter 3: AI-driven Approaches for FND This chapter provides a detailed analysis

of AI-driven approaches, covering traditional approaches, machine learning, deep learning,

and trending approaches.

chapter 4: AI-driven Techniques for FND This chapter examines the key techniques:

dataset, data augmentation, information extraction, model validation and refinement, and

results explanation and feedback.

chapter 5: Experimental Results and Analysis This chapter outlines the methodology

on Machine Learning-Based Fake News Detection. It combines meticulous data collection,

exploratory data analysis, and the application of various machine learning classifiers. The

methodology is structured to not only identify linguistic patterns and features unique to fake

news but also to compare the accuracy of fake news detection.

chapter 6: Challenges, Future Trends and Conclusion This chapter discusses some

challenges and future trends from 4 aspects: (1) data evolution and quality, (2) model

interpretability and ethical concerns, (3) multimodal complexity, (4) scalability, adaptability

and others. Then, this chapter concludes the thesis and discusses the future work.
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Chapter 2

Theoretical Foundations of Fake News

Detection

In this chapter, we introduce the definition of fake news, compare related terms with fake

news, map the fake news ecosystem, and examine its multi-dimensional characteristics.

2.1 Fake News Definition

The definition of fake news has evolved over time, reflecting its diverse manifestations across

topics, styles, and platforms [11]. In 2016, a group of Stanford researchers, concerned about

the spread of fake news during the Trump election, defined fake news as: news articles that

are intentionally and verifiably false and could mislead readers [31], and the study noted that

the dissemination of fake news has had a significant impact on politics. Subsequently, other

scholars have also studied fake news in the fields of economics and health, and proposed

different definitions. For example, more emphasis has been placed on the deliberate and

deceptive nature of fake news, which some scholars define as any false information or story

10



posted on the Internet for the purpose of misleading readers [37]. According to Wikipedia3,

fake news, or information disorder, encompasses false or misleading information, including

misinformation, disinformation, propaganda, and hoaxes, presented as news. In this thesis,

we define fake news as any information or statement that is inconsistent with its factual

content, encompassing a wide range of concepts such as deceptive journalism, fake news, false

information, misinformation, clickbait, and rumors.

With reference to Wikipedia, we map the fake news ecosystem based on the entire process

of fake news generation, dissemination and use, as shown in Figure 2.1.

Figure 2.1: Fake News Ecosystem

3https://en.wikipedia.org/wiki/Fake_news?useskin=vector
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The fake news ecosystem is a complex, multi-layered environment where various actors and

platforms interact to produce and propagate misinformation. This cycle begins with creators

and spreaders, which include both non-human agents (automated bots) and real humans, such

as motivated publishers or unwitting users. These entities generate news content in diverse

formats—ranging from traditional text to sophisticated deepfake videos and manipulated

images. Once produced, this content is introduced to consumers via mainstream and social

media platforms. The dissemination phase is characterized by a feedback loop where user

engagement—such as shares, comments, and likes—further amplifies the reach of deceptive

narratives. This ecosystem is not static; it is a dynamic process where misinformation, rumors,

and clickbait are continuously recycled and reshaped, making detection a moving target that

requires adaptive AI-driven solutions.

2.2 Related Terms

In addition to fake news, related terms are often used interchangeably. These terms collectively

highlight the spectrum of false information, ranging from unintentional errors to malicious

fabrications.

Deceptive News refers to news that is deliberately fabricated and demonstrably false. False

news consists of reports disseminated through media that contain certain non-factual elements.

Satirical news typically incorporates satirical and exaggerated reporting on current events,

often including exaggerated or false content. Misinformation refers to information that has

been intentionally or unintentionally distorted or entirely fabricated with the aim of deceiving

and misleading the public. Clickbait usually consists of sensationalized headlines designed

to attract users’ attention and drive them to click on a webpage, generating advertising

revenue through user engagement. Rumors are often emotionally charged personal narratives,

and when proven false, they constitute fake news. Besides, false information and elective

acceptance are related terms of fake news.

12



Concepts Authenticity Intent Degree of Harm
Deceptive news Not true Misinformation Intentionally written, high

impact
False news Not true Misinformation Somewhat influential
Satirical news Not uniform Entertaining the

public
Less influential

False information Not true Misleading the
public

Maliciously disseminated, af-
fecting society and the pub-
lic

Misinformation Not true Misinformation Somewhat influential
Selective Acceptance Usually true Facts Misleading the

public
Biased absorption by users,
affecting users personally

Clickbait Usually not true Profit from user
clicks

Headline party, average im-
pact

Rumor Not true Attract user atten-
tion, mislead the
public

Large, affecting the physi-
cal and mental health of the
public

Table 2.1: Terms and Concepts Related to Fake News

Based on these definitions and conceptual distinctions, fake news can be analyzed from

three dimensions: authenticity, intent, and degree of harm. Authenticity pertains to whether

the content contains any non-factual statements. Intent refers to the motives of users who

publish or share fake news, such as misleading or entertaining the public or seeking financial

gain. The degree of harm measures the extent to which fake news negatively impacts society

or the general public. Table 2.1 provides a summary of these concepts.

2.3 Fake News Characteristics

Fake news exhibits distinct characteristics that differentiate it from genuine news, we can

conclude them into three primary dimensions: user characteristics, content characteristics,

and dissemination characteristics [12].
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2.3.1 User Characteristics

User characteristics refer to the attributes and behaviors of individuals who create and

disseminate news on social media platforms. These characteristics can be analyzed to enhance

the accuracy of fake news detection models.

Attribute characteristics include user profile details such as verification status, follower

count, number of accounts followed, completeness of personal information, account registration

date, educational background, profession, and age. Research suggests that users with lower

educational attainment are more likely to create and propagate fake news, while older users

are more susceptible to believing and further disseminating it. Additionally, fake news

creators often use newly registered and disposable accounts to spread misinformation [38].

Behavioral characteristics pertain to user interactions with news, including commenting,

sharing, and engagement patterns after publication. Notably, individuals spreading fake news

exhibit behavioral anomalies, such as a high daily posting frequency and irregular retweeting

intervals [12]. These behaviors can serve as indicators for detecting fake news.

Political bias significantly influences user-profiles and their choices in news consumption.

Studies in media sociology have demonstrated correlations between partisan bias and percep-

tions of news authenticity. Political affiliation is closely related to both user attributes and

behavior, and incorporating political stance as an auxiliary feature can enhance fake news

detection [39].

2.3.2 Content Characteristics

Content characteristics of fake news can be categorized into emotional, textual and semantic,

and multimodal characteristics.

Emotional Characteristics: One of the most prominent characteristics of fake news

is its emotional tendency, often employing emotionally charged language to evoke strong

reactions such as fear, anger, or excitement [40]. This emotional manipulation is designed
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to capture the reader’s attention and increase the likelihood of sharing, thereby amplifying

its reach. Unlike factual news, which maintains a neutral stance, fake news reflects personal

opinions and strong emotional polarity, frequently using exaggerated and subjective language.

Dickerson [41] found that emotion-related behaviors can distinguish between human accounts

and social bot accounts. For example, real news reports tend to be neutral and devoid of

personal sentiment, while fake news often consists of social media users expressing personal

opinions on an issue, frequently containing highly polarized emotional terms and strong

subjective tones.

Textual and Semantic Characteristics: Fake news is characterized by linguistic styles

that include sensational headlines, exaggerated claims, and informal language. These stylistic

elements are intentionally crafted to make content appear more engaging and credible, even

when the underlying information is false or misleading. Additionally, fake news often contains

semantic inconsistencies, such as logical contradictions, factual inaccuracies, and a lack of

credible sources.

Rubin [42] analyzed the rhetorical structures, discourse components, and coherence

relationships of both real and fake news, applying a vector space model to cluster news based

on discourse feature similarity. Their research found that fake news tends to avoid stating

facts directly and instead relies heavily on exclamation marks, question marks, adjectives,

and first-person pronouns, making the narrative less logical and more emotionally appealing.

Similarly, Brasoveanu [43] extracted sentiment, entity, and fact-based relationships from news

texts, using semantic and syntactic feature analysis to identify fake news. Wang [44] further

refined FND by capturing event theme sentences, statements that reflect factual elements of

an event, and summarizing them using a dual similarity approach. They identified four fine-

grained discrepancies in sentence definitions corresponding to common deceptive strategies in

fake news, designing quantitative methods to measure these discrepancies. By converting

these differences into sentence weights and integrating them into a BERT pre-trained model,

they enhanced the accuracy of fake news representation and detection.
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Multimodal Characteristics: Fake news increasingly incorporates multimodal features,

such as manipulated images, videos, or audio, to enhance its perceived credibility and

emotional impact. The use of multimedia elements not only makes the content more persuasive

but also complicates the detection process, as it requires the analysis of multiple data types.

Deepfake techniques, such as face-swapping and voice simulation, have made fake news

more deceptive than static text-based misinformation [45]. However, due to the challenges

associated with extracting meaningful features from large-scale multimedia data, research

on multimodal fake news detection remains limited. Jing [46] proposed a progressive fusion

network for multimodal fake news detection, capturing text and image features at different

levels and enhancing cross-modal relationships, thereby improving detection performance.

2.3.3 Dissemination Characteristics

Dissemination characteristics refer to the patterns of information propagation, including

transmission paths, speed, and reach.

The propagation of fake news is heavily influenced by its dissemination dynamics, which

are shaped by the structure and behavior of social networks. Fake news often spreads through

propagation paths that leverage user interactions such as shares, likes, and comments. These

interactions create a network effect, where the content is rapidly disseminated across platforms,

reaching a wide audience in a short period. The propagation speed of fake news is another

critical factor, as it tends to spread faster than genuine news due to its sensational nature

and emotional appeal [47]. This rapid dissemination is further amplified by algorithms on

social media platforms that prioritize engaging content, often at the expense of accuracy.

The fake news lifecycle [48] follows a distinct trajectory: creation, propagation, and

impact. Research has revealed that a substantial portion of rumor transmission occurs

before verification, often experiencing viral growth within minutes of its initial release. As

verification efforts increase, fake news loses traction, highlighting the importance of early
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detection mechanisms.

To better understand the spread of fake news, researchers have developed various propa-

gation models that analyze its dissemination patterns. One such model is the epidemiological

model [49], which treats fake news as a contagion and examines its spread through networks

based on user interactions. This model highlights the role of influential users and network

structures in amplifying fake news, similar to how diseases spread through populations.

Another approach is the information cascade model, which focuses on the sequential spread

of information and identifies key nodes in the network that drive the propagation process

[12]. These models provide valuable insights into the mechanisms underlying the spread of

fake news and offer a foundation for developing strategies to mitigate its impact.

Additionally, the propagation scope of fake news is expanded by the presence of echo

chambers and filter bubbles, where users are exposed primarily to information that aligns

with their existing beliefs [50]. These mechanisms create an environment where fake news can

thrive, as users are less likely to encounter contradictory information that could challenge its

validity.

A thorough understanding of these features facilitates the development of more targeted

fake news detection models, thus mitigating their adverse effects.
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Chapter 3

AI-Driven Approaches for FND

In this chapter, we mainly discuss and compare FND approaches (model-centric), which rep-

resent the overarching classification frameworks—including Traditional Approaches, Machine

Learning, Deep Learning, and Multimodal Approaches—that serve as the primary structural

paradigms for fake news detection, as shown in Figure 3.1. This section evaluates these

paradigms, critically analyzing their specific mechanisms, strengths, and inherent limitations

in addressing fake news detection.

Stage 1 Stage 3

Stage 2 Stage 4Traditional Methods

Source Verification &
Content Cerification. Both of them

depend on human expertise
and authoritative references.

Machine Learning

Support Vector Machine (SVM), Naïve
Bayes, Decision Tree, Logistic

Regression, and K-Nearest Neighbors
(KNN).

Deep Learning

CNN, RNN, LSTM, BERT...

Trending Approaches

Other trending apporaches like
 graph-based models, user

behavior analysis,
federated learning, cybersecurity

...and integration with LLMs

Figure 3.1: The Evolution of Fake News Detection Approaches
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3.1 Traditional Methods

Traditionally, the identification of false information relied on manual processes conducted by

experts and established organizations. These methods center on human judgment and the use

of authoritative references to confirm the truth of a claim. We can divide these traditional

strategies into two main categories, which are source verification and content verification.

Both categories depend on human expertise and the use of trusted records to validate news

[51].

Figure 3.2: The Screenshot of Factcheck.Org

Source verification focuses on the reliability of the news outlet. Fact-checkers evaluate

the history and reputation of a source to determine if it consistently produces accurate

information. Professional journalistic standards and established news organizations act as

the standard for this evaluation. While this method helps identify known biased actors, it
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often fails when dealing with misinformation from newly formed platforms or less regulated

online spaces where the history of the publisher is unknown. Content verification involves

Figure 3.3: The Screenshot of Snops.com

the direct examination of the information. Experts in specific areas like medicine or history

use their knowledge to check the accuracy of claims. Traditional organizations also compare

news content against established databases of known facts. Well-known platforms such
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as FactCheck.org 4 and Snopes.com 5 represent this approach. FactCheck.org serves as a

nonprofit organization that monitors the accuracy of political statements in the United States.

It uses expert analysis to evaluate claims from debates and social media while also managing

specialized branches like SciCheck for scientific claims. Similarly, Snopes.com addresses a

broad range of topics from urban legends to business fraud. It uses professional knowledge

to assign truth ratings to printed and digital resources. These platforms show the value of

human-led verification in maintaining information integrity. Figure 3.2 and Figure 3.3 show

the content of websites.

Although these manual methods provide high accuracy, they face significant limitations

in the current information environment. The manual process is slow and requires a large

amount of human labor, which makes it difficult to scale. The high financial cost of hiring

experts further restricts the ability of these organizations to monitor the large volume of

news generated every day [37]. Most importantly, the speed at which fake news spreads

online exceeds the capacity of human fact-checkers. Because the nature of fake news changes

rapidly, relying only on manual verification is insufficient for real-time detection [51]. These

difficulties suggest that while manual verification provides a strong foundation, there is a

clear need for automated systems to improve the speed and reach of fake news detection.

3.2 Machine Learning

Machine learning has emerged as a powerful tool for detecting fake news since 2017 [52].

Various ML algorithms, including Naïve Bayes, Support Vector Machine, Decision Tree,

Logistic Regression and K-Nearest Neighbors (KNN), have been extensively applied in this

domain, each with distinct strengths and limitations. To provide a comprehensive comparison

of these approaches, Table 3.1 summarizes their methodologies, advantages, limitations, and
4https://www.factcheck.org/
5https://www.snopes.com/
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Model Strengths Weakness Application

Naïve Bayes [20, 52] Fast to train and perform in-
ference, requires less data

Reduce accuracy in complex
datasets

Spam filtering, senti-
ment analysis

SVM [20, 53] Effective in high-
dimensional spaces, robust
to overfitting

Computationally expensive
for large datasets, sensitive
to the choice of kernel and
hyperparameters.

Text classification, im-
age recognition, bioin-
formatics

Decision Tree [54, 55] Intuitive and interpretable,
handles both numerical and
categorical data

Prone to overfitting, sensi-
tive to noisy data, and may
generate complex trees that
lack generalization

Credit scoring, fraud
detection, medical
decision-making.

Logistic Regression [54, 56] Simple, interpretable, com-
putationally efficient, works
well with linearly separable
data.

Limited in handling complex
relationships, assumes lin-
earity in feature-space inter-
actions

Binary classification
tasks

K-Nearest Neighbors [57, 55] Capture complex decision
boundaries

High computational costs for
large datasets, negatively im-
pact classification accuracy

Clustering patterns

Table 3.1: Comparative Analysis of Machine Learning Model-based FND

applications in fake news detection.

3.2.1 Naïve Bayes

Naïve Bayes is a probabilistic classifier based on Bayes’ theorem, which assumes feature

independence. This simplification allows for efficient and scalable classification, making

it particularly useful for high-dimensional text classification tasks such as spam detection

and sentiment analysis. Researches [20, 52] highlight its application in fake news detection,

showing its ability to process vast amounts of textual data efficiently (accuracy: 75%).

However, the assumption of feature independence is often unrealistic, potentially leading to

suboptimal classification performance when features exhibit strong dependencies.
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3.2.2 Support Vector Machine

SVM is a supervised learning algorithm primarily used for classification tasks. It constructs

an optimal hyperplane that maximizes the margin between different classes, enabling robust

classification even in complex and high-dimensional spaces. By utilizing different kernel

functions such as polynomial or radial basis function (RBF), SVM can handle both linear

and non-linear classification problems. Studies [20, 53] have demonstrated the effectiveness

of SVM in fake news detection, particularly in scenarios where textual data exhibit clear

separable patterns. However, SVM can be computationally expensive for large datasets and

may struggle with noisy or overlapping classes.

3.2.3 Decision Tree

Decision Tree algorithms operate by recursively splitting the dataset based on feature values,

forming a hierarchical structure that facilitates interpretability. Each node represents a

decision rule, and leaves correspond to final classifications. Decision Trees are advantageous

due to their transparency and ease of implementation. Krishna had applied Decision Trees

to fake news detection, demonstrating their ability to capture nonlinear patterns [54, 55].

Nonetheless, Decision Trees are prone to overfitting, particularly with deep trees, which can

reduce generalizability when applied to new data.

3.2.4 Logistic Regression

Logistic Regression is a statistical method used for binary classification, predicting the

probability of a sample belonging to a particular class. By applying the logistic function, it

transforms continuous values into probabilities, allowing for threshold-based classification.

The algorithm’s simplicity and interpretability have made it a widely used baseline model in

fake news detection. Krishna also showed its effectiveness, particularly in well-structured

datasets where linear separability holds [54, 56]. However, Logistic Regression may struggle
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with complex relationships and non-linearly separable data, limiting its efficacy in nuanced

fake news detection tasks.

3.2.5 K-Nearest Neighbors

KNN is a non-parametric algorithm that classifies data points based on their proximity to

labeled instances in the feature space. It is particularly effective when the decision boundary

is highly nonlinear, making it useful for detecting fake news by identifying similarities in

textual and structural features [57, 55]. However, KNN suffers from high computational costs

as dataset size increases, and it is sensitive to noisy or irrelevant features, which can impact

classification performance.

3.3 Deep Learning

Deep learning is a subfield of machine learning strategies, which displays high precision

and exactness in fake news detection. Unlike traditional machine learning, deep learning

models can automatically extract hierarchical features and learn contextual relationships,

making them particularly effective for misinformation detection. For example, convolutional

neural networks, recurrent neural networks, Long Short-Term Memory (LSTM), Bidirectional

Encoder Representations from Transformers are broadly utilized ideal models for deep learning

based FND. Additionally, trending approaches such as graph-based models, user behavior

analysis, cybersecurity integration, federated learning and other LLMs-based models further

enhance the ability to detect fake news. This section outlines these models’ advantages and

limitations, and their application in recent research. We summarize them in Table 3.2.
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Model Methodology Strengths Weakness Application
CNNs [58,
59, 60, 61]

Image and Video
Analysis

Effective at captur-
ing spatial hierarchies,
translation invariance,
and feature extraction.

Requires large labeled
datasets, struggles
with sequential data,
and is computationally
expensive.

Image recognition, ob-
ject detection.

RNNs [60,
62, 63]

Sequential Data
Analysis

Effective for modeling
sequential dependen-
cies, suitable for time-
series and language
tasks.

Prone to vanishing/ex-
ploding gradient prob-
lems, limited in captur-
ing long-term depen-
dencies.

Speech recognition,
language modeling,
machine translation.

LSTM [58,
60]

Sequential Data
Analysis

Handles long-term de-
pendencies, effective
for sequential data
with complex temporal
relationships.

Computationally in-
tensive, requires more
training time, and is
less interpretable.

Text generation,
sentiment analysis,
machine translation,
speech recognition.

BERT
and Trans-
former
Based [64,
65]

Contextual
Language Under-
standing

Captures deep con-
textual relationships,
improves performance
on various NLP tasks,
and is transferable to
different domains.

Requires significant
computational re-
sources, complex to
fine-tune, and prone
to overfitting on small
datasets.

sentiment analy-
sis, named entity
recognition, text sum-
marization.

Table 3.2: Comparative Analysis of Deep Learning Model-based FND
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3.3.1 Convolutional Neural Networks

CNNs are deep learning architectures primarily designed for structured grid data, such as

images. However, it has also been successfully adapted for text classification tasks, includ-

ing fake news detection. CNNs process text by representing it as matrices and applying

convolutional filters to extract key features. The hierarchical learning of spatial and con-

textual patterns enables CNNs to detect fake news efficiently. Studies [58, 59, 60, 61] have

applied CNNs in misinformation classification, demonstrating their ability to capture local

dependencies in textual data. Despite their efficiency, CNNs have limitations in capturing

long-range dependencies and sequential relationships in text, making them less effective for

tasks requiring deep contextual understanding.

3.3.2 Recurrent Neural Networks

RNNs are specifically designed for sequential data, making them highly suitable for analyzing

textual information in fake news detection. They incorporate a memory mechanism that

allows information from previous time steps to influence current predictions, enabling the

network to model context effectively. Research [60, 62, 63] has shown that RNNs perform

well in detecting fake news by analyzing sentence structures and contextual cues. However,

traditional RNNs suffer from issues like vanishing and exploding gradients, which can hinder

their ability to capture long-term dependencies in lengthy texts.

3.3.3 Long Short-Term Memory

LSTM is a specialized type of RNN designed to address the limitations of standard RNNs by

incorporating memory cells and gating mechanisms (input, forget, and output gates). These

gates control the flow of information, allowing LSTM networks to retain or discard data over

long sequences. This capability makes LSTMs particularly effective for fake news detection,

as they can analyze long textual sequences while preserving contextual meaning. Studies [58,
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60] have highlighted LSTM’s superior performance in handling misinformation by leveraging

its ability to learn from past textual data. However, LSTMs require significant computational

resources and can be slower to train compared to other deep learning models.

3.3.4 BERT

BERT is a transformer-based model that significantly enhances deep learning applications in

natural language processing (NLP). Unlike RNNs and LSTMs, which process text sequentially,

BERT employs a bidirectional approach, considering both preceding and succeeding words to

capture richer contextual representations. This attribute makes BERT highly effective in

fake news detection, as it can understand nuanced meanings and contextual relationships

in text. Studies [64, 65] have successfully utilized BERT for misinformation classification,

demonstrating improved accuracy over traditional NLP methods. However, BERT’s high

computational cost and requirement for extensive pretraining make it resource-intensive.

3.4 Trending Approaches based on DL

With the continuous advancement of deep learning, several emerging approaches have been

developed to enhance the effectiveness and robustness of fake news detection. These methods

go beyond traditional deep learning architectures and integrate novel approaches to address the

complexities of misinformation propagation. This section discusses key trending approaches,

including graph-based models, user behavior analysis, cybersecurity integration, federated

learning, explainable AI, and multimodal analysis. To provide a comprehensive comparison of

these approaches, Table 3.3 summarizes their methodologies, advantages and disadvantages.

Graph-based models have gained significant attention in fake news detection due to

their ability to represent and analyze relationships among news articles, social media users,

and shared content. These models leverage graph structures where nodes represent entities
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Technique Methodology Strengths Weakness

Graph-based Models [66, 67] Representation
of relationships
in graphs

Effectively models
complex relationships,
preserves structural
information, and
generalizes well to
networked data.

Computationally
intensive for large
graphs, requires
domain-specific fea-
ture engineering, and
may suffer from over-
smoothing.

User Behavior Analysis [68, 69] Studying engage-
ment patterns

Enhances personaliza-
tion, improves recom-
mendation accuracy,
and detects anomalies
in user activity.

Privacy concerns, po-
tential biases in be-
havioral data, and
challenges in handling
evolving user behav-
iors.

Cybersecurity Integration [27] Adapting tech-
niques against
adversaries

Improves threat detec-
tion accuracy, enables
real-time security mon-
itoring, and reduces
manual intervention.

High false positive
rates, adversarial
attacks on AI models,
and computational
resource constraints.

Federated Learning [28, 70] Collaborative
learning across
platforms

Enhances data privacy,
reduces the need for
centralized data stor-
age, and enables col-
laborative learning.

High communication
overhead, challenges in
model synchronization,
and vulnerability to
adversarial attacks.

Table 3.3: Comparative Analysis of DL Trending Model-based FND

28



(e.g., news articles or users), and edges represent interactions (e.g., content sharing or user

engagement). By applying Graph Neural Networks (GNNs), these models can learn structural

patterns, propagation process and detect misinformation based on network dynamics [67].

Mayank [66] showed an approach that combines natural language processing and tensor

decomposition model to encode news content and embed Knowledge Graph (KG) entities,

respectively. DEAP-FAKED obtains an F1-score of 88% and 78% for the two datasets, which

is an improvement of 21%, and 3%, respectively, which shows the effectiveness of the approach.

However, these models require high-quality relationship data and may struggle with evolving

misinformation strategies that manipulate network structures.

Fake news detection can benefit significantly from analyzing user behaviors on digital

platforms. Karine presents a user-centric theoretical model that elucidates the factors

that allow online users to identify fake news within the social [68]. Anothter research

proposed a framework named UPFD, which simultaneously captures various signals from

user preferences by joint content and graph modeling. Experimental results on real-world

datasets demonstratethe effectiveness of the proposed framework [69]. However, privacy

concerns and evolving user behaviors pose challenges to this approach, requiring continuous

adaptation of detection strategies. Cybersecurity integration enhances fake news detection by

incorporating cybersecurity frameworks, such as anomaly detection and threat intelligence,

to identify coordinated misinformation attacks [27]. Meanwhile, federated learning offers a

privacy-preserving approach by enabling collaborative model training across decentralized

data sources without sharing sensitive user information [28, 70]. These methods contribute

to a more robust and privacy-conscious fake news detection ecosystem but face challenges

related to scalability and security risks in distributed environments.

Recent advancements extend beyond traditional deep learning models by integrating

Large Language Models with other trending approaches. One significant direction involves

coupling LLMs with graph-based models to analyze relationships and propagation structures

within social networks [67]. Systems also combine LLMs with user behavior analysis to
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identify patterns in how individuals interact with and share information [69]. Cybersecurity

protocols are increasingly embedded within these frameworks to protect the detection models

against adversarial manipulation. Federated learning is paired with LLMs to address privacy

restrictions while training on distributed data without centralizing sensitive information

[71]. Additionally, explainable AI components are attached to LLM outputs to interpret

the reasoning behind classification results and improve trust. Multimodal strategies link

LLMs with image and video processing tools to detect inconsistencies across different data

types. These hybrid approaches lead into the detailed discussion of Large Language Model

based detection methods. We will discuss explainable AI and multimodal from LLMs-based

techniques angle (As shown in Chapter 4.2.3 and Chapter 4.5) and challenge aspects (As

shown in Chapter 6.2 and Chapter 6.3) in the following thesis.

3.5 Evaluation Metrics

Following the construction of a fake news detection models, the evaluation process becomes

a critical step in assessing the model’s effectiveness. While a model may achieve high

classification accuracy after training, accuracy alone is insufficient to determine its applicability

across different contexts. To ensure a comprehensive assessment, researchers typically employ

multiple evaluation metrics and construct a confusion matrix, which provides an intuitive

representation of the model’s overall performance on the test set, including true positives

(TP), true negatives (TN), false positives (FP), and false negatives (FN). Among the various

evaluation metrics, the F1-score is the most commonly used indicator for assessing the

performance of automated claim verification systems. Additionally, other metrics such as

precision (P), recall (R), accuracy (A) and ROC are also employed to evaluate system

performance, as shown in Table 3.4.

Beyond conventional performance metrics, XAI have increasingly been integrated into the

evaluation of fake news detection models. Methods such as G-Eval [77], Local Interpretable
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Metric Formula Description Role in Fake News
Detection

Recall [72, 73] TP
TP+FN

Proportion of actual
fake news correctly
identified

Measures the ability to
find all misinformation

Precision [72] TP
TP+FP

Proportion of pre-
dicted fake news that
is truly fake

Measures the reliabil-
ity of flagging suspi-
cious content

F1 Score [73, 74] 2× Precision×Recall
Precision+Recall

Harmonic mean of pre-
cision and recall

Provides a single score
for overall classifica-
tion quality

Accuracy TP+TN
TP+TN+FP+FN

Ratio of correct predic-
tions to total instances

Offers a general
overview of model
performance

ROC AUC [75, 76]
∫ 1

0
TPR(FPR−1(t))dt Area under the re-

ceiver operating char-
acteristic curve

Assesses discrimina-
tion capability across
thresholds

Table 3.4: Evaluation Metrics of FND Models

Model-agnostic Explanations (LIME), SHapley Additive exPlanations (SHAP), and Integrated

Gradients facilitate interpretability by quantifying feature importance and assessing rule

precision and coverage [78, 65]. The selection of these evaluation methods should be tailored

to the specific characteristics and implementation strategies of the framework, ensuring the

reliability and adaptability of the fake news detection system.
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Chapter 4

AI-Driven Techniques of FND

This chapter turns to the operational stages within the detection pipeline, which we define as

fake news detection techniques. In this thesis, techniques represent the process-centric opera-

tional stages such as dataset, data augmentation, information extraction, model validation

and refinement, and results explanation and feedback. These stages are important because

they determine how models handle raw information and transform it into reliable predictions.

Figure 4.1 shows a structured framework that illustrates how these techniques connect to

form a complete detection system. The following subsections examine each stage in detail.

4.1 Datasets

In the framework of LLM-based fake news detection, the datasets employed by researchers

may vary depending on factors such as data collection platforms, content types, and whether

propagation metadata is recorded.

However, there are two main challenges, one is the absence of comprehensive benchmark

datasets with reliable ground-truth labels, and the scarcity of sufficiently large datasets capable

of supporting robust analytical procedures has been identified as a primary constraint [22].

32



Figure 4.1: The Framework Diagram of LLM-based FND Techniques

Conventional fake news detection models typically rely on pre-collected datasets containing

both genuine and fabricated news items for training purposes. Nevertheless, these datasets are

often limited in scale and fail to encompass the full diversity and complexity of misinformation.

Furthermore, the processes of manual annotation and misinformation collection are both

time-intensive and costly.

To address these limitations, researchers have begun exploring the use of LLM-generated

synthetic data as a potential solution. This section provides a overview of current data sources,

selection criteria, and input pipelines within LLM-based fake news detection frameworks,

with particular emphasis on LLM-generated datasets.

4.1.1 Commonly Used Datasets

The data sets used to detect fake news on social networks originate primarily from four main

platforms: Twitter, Facebook, Reddit, and Weibo. In the field of fake news detection, more

than half of the datasets employ three veracity labels: true, false, and unverified, while others

adopt a binary classification (true vs. false) [79].
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Dataset Type Source Size Modality Introduction & Characteris-
tics

PHEME [87] Rumor, Non-rumer Twitter 6425 Text Integrates tasks such as rumor
detection, position classification,
and accuracy prediction to sup-
port multi-task learning for rumor
validation.

Twitter15 [81] Social Media Data Twitter 1490 Propagation Tree Distinguishes between rumors and
non-rumors, and also subdivided
into true rumors, false rumors,
and unconfirmed rumors, facilitat-
ing more accurate identification of
rumor types.

Twitter16 [82] Social Media Data Twitter 818 Propagation Trees Supports early detection of ru-
mors, incorporating text features,
user features, and communica-
tion structure features to provide
multi-dimensional information for
rumor detection.

BuzzFeedNews [88] Social Media Data Facebook 2282 Text Includes political information
FakeNewsNet [83] Fake News Twitter 23196 Text Provides bot ratings and user in-

teraction data.
FEVER [80] Claims Wikipedia 185,445 Text Allows complex multi-hop reason-

ing
LIAR [89] Claims POLITIFACT 12.8k Text Contains a broad political state-

ment.

Table 4.1: Commonly Used Datasets

In LLM-based fake news detection frameworks, researchers frequently utilize datasets such

as: FEVER [80], Twitter15 [81] and Twitter16 [82], GossipCop and PolitiFact [83], LIAR [84],

SciFact [85], and Snopes [86]. These resources enable the systematic evaluation of detection

techniques across various textual formats. (A detailed comparison of commonly used datasets

is provided in Table 4.1.)

As social media content grows increasingly complex, researchers have begun incorporating

non-traditional data sources. For instance: DAT@Z21 [90] supports multimodal fake news

detection by providing a diverse set of features, including textual content, social context, user

engagement, spatiotemporal metadata, and visual elements. The Long-Text Chinese Rumor

(LTCR) dataset [91] addresses challenges in long-form misinformation. It is particularly

effective for detecting multidimensional fake news, especially in global issues like COVID-
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19. PolitiFact and similar datasets specialize in political discourse analysis. The CLAN

dataset [92] offers a real-world social media corpus with 6,000+ posts, each annotated with

standardized claims.

Despite these datasets are from real world, they have limitations in data quality (We will

disscuss it in Section 6.1). Thus, LLM-generated synthetic data is emerging as a scalable

alternative, supplementing real-world datasets for improved model training.

4.1.2 LLM Generated Datasets

Based on extensive research, Wang et al. [93] proposed the LLM-Fake Theory from a social

psychology perspective. This theory posits that news content generated by Large Language

Models can be systematically categorized into two broad types: A. Fake News: a) style

manipulation/sheeps clothing, b) content distortion, c) information fusion, d) narrative

generation. B. Legitimate News: a) writing enhancement, b) news summarization. Building

on this theoretical framework, they further developed the MegaFake dataset [93].

Notably, Lucas et al. [94] extended the generation strategies by innovatively incorporating

perturbation-based generation and paraphrase-based generation, effectively simulating the

heterogeneity of fake news. The F3 dataset was rigorously ensured the quality of the samples

in terms of logical coherence, factual accuracy, semantic consistency, and contextual relevance.

Huang et al. [95] further advanced these techniques by evaluating the effectiveness of

ChatGPT through four distinct prompt engineering strategies. Their self-assessment and

human evaluation results indicate that the quality of model-generated text is now comparable

to human-written news. These findings confirm that optimized prompt design allows LLMs

to produce high-quality samples for both real and fake news categories.

Similarly, the PROPANEWS dataset [96], constructed based on pre-trained models and

containing 2,256 annotated samples, has shown significant practical value. Detection models
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trained on this dataset achieved an F1-score improvement of 3.6% to 27.6% on public test

sets, exhibiting particularly strong performance in manually written fake news detection tasks.

These empirical studies provide compelling evidence that LLMs possess distinct advantages

in generating highly deceptive texts and enhancing propagandistic rhetoric.

Recent work has focused on creating specialized datasets to address specific domains

and challenges. Hu et al.[97], released a bilingual reasoning dataset generated via GPT-3.5.

This resource supports analysis in both Chinese and English and facilitates the study of how

explanatory text influences model performance. The ChatGPT-FC dataset, developed by

Li [98], covers 154 topics related to politics, economics, taxation, and other domains from

2007 to 2023, with a particular emphasis on content associated with elections, healthcare,

and social media information. This dataset facilitates multi-perspective and cross-domain

disinformation detection. The SciNews dataset [99], consisting of 2,400 scientific news articles

(both human-written and LLM-generated), utilizes jailbreak techniques to bypass model

safety restrictions. The MR2-LLM multimodal dataset, developed by Wang [100], integrates

raw data and LLM-generated explanatory texts.

The continuous emergence of these innovative datasets signals that LLMs are reshaping

the research methodologies in the field of disinformation detection.

4.2 Data Augmentation

The detection of disinformation presents significant challenges due to the unstructured and

unlabeled nature of data collected from social media platforms. Such data often contain

large volumes of informally expressed raw content, making the direct extraction of structured

information particularly difficult. Additionally, factors such as missing contextual informa-

tion, low-resource languages, and class imbalance within training samples further hinder

the effectiveness of disinformation detection models. As the dataset size increases, model

performance tends to plateau, and the growing presence of noise and stylistic variability may
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lead to a decline in precision.

A key challenge in data fusion lies in maintaining the overall semantic integrity of the

dataset while independently transforming one modality or enhancing each modality without

distorting the underlying information structure. This issue is particularly pronounced in

multimodal disinformation detection, where balancing cross-modal consistency with content

diversity is critical.

To address these challenges, data augmentation techniques are essential for improving both

the efficiency and accuracy of disinformation detection models. These techniques facilitate

the preprocessing of input data without losing critical information, thereby ensuring that the

quality and usability of the information remain intact. Within the domain of disinformation

detection, data augmentation can be categorized into five key components:

4.2.1 Text Normalization

Text normalization functions as a preprocessing mechanism designed to transform raw

input into a standardized format. This process reduces the complexity of user-generated

content and ensures that downstream classification models receive consistent data. Recent

advancements indicate a transition from simple mechanical corrections to semantic refinement

using generative models.

Social media platforms frequently contain slang and emotional language that obscure

factual assertions. To address this, the CICAN framework employs ChatGPT to refine input

data [101]. Through task-specific prompts, this method directs the model to correct linguistic

errors and remove special characters while preserving original meaning. This approach

effectively bridges the gap between noisy data and structured feature extraction.

Specific fact-checking tasks require more rigorous standardization known as Claim Nor-

malization. The Check-worthiness Aware framework distinguishes itself from general sum-

marization by employing Chain-of-Thought reasoning to extract verifiable statements [92].
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Unlike general text summarization which captures the gist of a document, this technique

reduces the cognitive load on human checkers by stripping away irrelevant details, although

establishing universal standards remains difficult due to subjective editorial norms.

Normalization strategies also intersect with data augmentation to enhance model ro-

bustness in low-resource scenarios. For languages with limited datasets, such as Romanian,

researchers utilize Back Translation and Easy Data Augmentation to generate synthetic

samples [102]. These methods normalize data distribution by creating paraphrased variations

which helps classifiers generalize without extensive manual labeling. Similarly, these tech-

niques improve word embeddings by expanding the training corpus [103]. However, challenges

persist including the high computational cost of translation services and the dependency on

prompt quality where poor design can lead to inconsistent normalization outputs.

4.2.2 Textual Enhancement

Textual enhancement within data augmentation focuses on modifying the linguistic properties

of news articles to create diverse and robust training samples.

A primary application of this technique addresses the scarcity of resources for specific

languages or dialects. In the context of the Algerian dialect, researchers investigated the

potential of translation-based augmentation to bridge the gap between high-resource lan-

guages like Modern Standard Arabic and low-resource dialects [104]. By employing Large

Language Models such as GPT-4 to convert standard text into dialectal versions, this process

demonstrated that automated data could substitute for manually curated datasets. Although

this method improved recall by exposing classifiers to broader features, it introduced noise

that occasionally reduced precision.

Beyond addressing scarcity, enhancement techniques mitigate the fragility of detection

models against adversarial writing styles. Malicious actors increasingly utilize generative

models to mimic the objective tone of reputable news, allowing fake content to bypass style-

38



based detectors. To counter this, Wu et al. [105] introduced a framework that reframes articles

into various styles, such as converting sensational pieces into neutral ones. This approach forces

the model to prioritize content consistency over linguistic tone. Furthermore, detection systems

often fail to perceive fine-grained semantic changes. To address this, researchers proposed a

framework utilizing semantic-flipped and semantic-invariant augmentation [106]. This method

generates synthetic samples where meaning is negated or paraphrased. Integrating these

samples into a contrastive learning objective ensures the system processes logical relationships

rather than relying on textual patterns. Table 4.2 summarizes these augmentation strategies.

Task Task Introduction Advantages

Translation-
based data
augmentation
[104]

Using automatic translation to gen-
erate synthetic training data for
low-resource languages.

Addressed the scarcity of special-
ized datasets in regional dialects
and reduced the high cost of man-
ual data collection.

Semantic-based
data augmenta-
tion [106]

Creating synthetic claims through
text manipulation to help models
understand underlying meaning.

Improved model resistance to ad-
versarial attacks where slight lin-
guistic changes like negations often
mislead detectors.

Style-
independent
news reframing
[105]

Using large language models to
rewrite news in different styles
while maintaining the same core
information.

Mitigated detector vulnerability to
stylistic mimicry where fake news
adopts the objective tone of reli-
able publishers.

Table 4.2: Table of Textual Enhancement of FND

4.2.3 Cross-Modal Augmentation

Specifically, cross-modal augmentation primarily encompasses traditional techniques such as

Optical Character Recognition (OCR) parsing, image captioning, and cross-modal alignment

to achieve the association and unification of data across different modalities [107]. Cross-

modal augmentation techniques address the semantic gap between visual and textual data by
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enriching feature representations.

A primary strategy involves transforming visual content into textual formats to assist

language-centric models. Wang et al. [100] introduced a pipeline that converts visual

information into text using optical character recognition and image captioning. This conversion

allows Large Language Models to interpret multimodal misinformation and retrieve external

evidence. This method addresses the limited reasoning capabilities of standard models on

raw visual data. Building on this concept of semantic conversion, Wu et al. [108] employed

an image semantic enhancement module that generates captions from news images. Their

approach integrates these captions with an efficient cross-modal prompt mechanism. By

injecting complementary information during the early feature extraction stages, this method

improves model adaptability across diverse news domains and reduces the reliance on heavy

fusion networks.

While semantic translation bridges the modality gap, other approaches focus on expanding

the training data through feature manipulation to address data scarcity. This technique is

relevant for detecting fake news on emerging topics where annotated samples are rare. Jiang

et al. [109] proposed a method for multi-modal fake news classification that requires only a

small number of training samples. It achieved best results on three benchmark datasets, with

an average accuracy improvement of 3.3% over the best-performing baseline.

Beyond increasing sample quantity, cross-modal augmentation also serves to refine the

alignment between mismatched modalities often found in fake news. Standard contrastive

learning often struggles with the ambiguity of image-text pairs in misinformation. To resolve

this, Wang et al. [110] constructed an auxiliary dataset by generating mismatched image-text

pairs from the original data. This strategy introduces a consistency learning task that uses

these artificial negative pairs to create soft targets for the loss function, and improves the

detection of false connections where images and text do not semantically match.
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4.2.4 Data Expansion

Real-world datasets for fake news detection frequently exhibit a skewed distribution with

significantly fewer fake news samples than real news articles [111]. This class imbalance impairs

the ability of learning models to predict minority class examples accurately. Furthermore,

existing repositories often lack sufficient social context information, such as user interactions

and propagation patterns. To address these limitations, recent research utilizes large language

models to synthesize diverse samples and simulate user reactions.

RumorLLM [112] addresses the data imbalance issue by capturing specific writing styles

and content characteristics of rumors. By generating contextually relevant fake news samples,

this method balances the dataset and improves detection accuracy without relying solely on

limited real-world examples. While generating news content addresses textual imbalance,

constructing a complete information ecosystem requires simulating user interactions. The

DELL framework [113] introduces a diverse reaction generation component that simulates

how different demographic groups perceive news articles. By defining user attributes such

as gender, age, and political orientation, this method constructs a synthetic interaction

network that reflects real-world complexities and biases. Extending the concept of user

simulation, GenFEND [114] focuses on the challenge of silent users and early detection

scenarios where real comments are unavailable. This framework uses large language models

as user simulators to generate feedback based on specific profiles, aggregating these synthetic

insights with available real data to enhance system performance during the initial phases of

news propagation.

Data expansion techniques have also evolved to address the consistency required in

multimodal detection. Jia et al. [115] utilize text-to-image models like DALL-E2 to generate

and inpaint image regions based on textual prompts, ensuring strong semantic alignment

between textual and visual modalities. Focusing on the quality rather than just the quantity

of synthesized multimodal data, Ye et al. [116] employ semantic and distributional similarity
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metrics to filter generated content. This selection process allows smaller multimodal models

to achieve high performance in fact-checking tasks by training on high-quality synthetic data.

We summarize these data expansion methods in Table 4.3.

Task Task Introduction Advantages

Diversified Sam-
ple Generation
[112]

Minority Class Data Augmenta-
tion: Increasing data for smaller
categories to balance the dataset.

The issue of class imbalance found
in real-world fake news datasets.

Diversified Reac-
tion Generation
[113]

Simulating Interaction Networks:
Large Language Models generate
news reactions to represent diverse
viewpoints and simulate user-news
interaction networks.

Difficulty in obtaining actual user
comments and reactions from so-
cial media platforms.

Comment Gener-
ation[114]

User simulators and comment gen-
erators.

It is difficult to obtain diverse com-
ments in reality due to bias and
different wills.

Multimodal
Data Synthesis
[115]

Automated Synthesis: Text
prompt-guided image generation,
combined with local masking and
content reconstruction, to achieve
automated data synthesis.

The problem of insufficient gener-
alization ability in existing Large
Language-Image models when gen-
erating locally tampered images.

Table 4.3: Table of Data Expansion of FND

4.2.5 Data Annotation

Obtaining high-quality annotated datasets remains challenging due to the labor required

for manual verification. Consequently, researchers increasingly adopt automated and semi-

automated techniques to reduce human effort while maintaining accuracy.

One approach leverages existing fact-checking resources to automate labeling. Akhtar

et al. [117] proposed a method to construct large-scale ground truth datasets by matching

social media posts with verified statements from sources such as Snopes and PolitiFact.
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By using a BERT-based model to calculate semantic similarity, they successfully assigned

binary labels (real or fake) to millions of tweets without human intervention. This approach

addresses the scalability issue, allowing for the analysis of bot behaviors during crises like the

COVID-19 pandemic. However, binary classification often fails to capture the complexity of

disinformation which frequently blends truth with fabrication.

To overcome the limitations of simple binary labels, a multi-level annotation model tried

to capture the semantic and structural dynamics of fake news [118]. Instead of a single truth

value, their model categorizes content into seven distinct dimensions, including author intent,

evidence presence, and disinformation technique. This granular approach treats detection

as a structured information extraction task rather than simple classification. While this

provides richer data, applying such detailed schemas manually is resource-intensive. Recent

advancements in Large Language Models offer a solution to these constraints. Wang et al.

[100] demonstrated that LLMs can serve as “teacher” models to automate the generation

of detailed annotations. In their MMIDR framework, they utilized a teacher model to

produce high-quality rationales and instruction-following labels for multimodal content.

These machine-generated annotations were then used to distill knowledge into smaller, open-

source student models. This strategy effectively bypasses the need for expensive proprietary

models during deployment while ensuring that the detection system can provide interpretable

explanations for its decisions.

Despite the capabilities of LLMs, their potential for “hallucination” necessitates mecha-

nisms for verification. Li et al. [119] addressed this by proposing a hybrid “Self-Checker” frame-

work that integrates automated generation with human oversight. In this semi-automated

workflow, the system extracts claims and retrieves evidence to suggest initial verdicts, which

are subsequently validated by human annotators. This human-in-the-loop approach combines

the efficiency of machine generation with the reliability of human judgment, ensuring that

complex texts are verified accurately against real-time evidence.
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4.3 Information Extraction

Key information extraction plays a critical role in building efficient and reliable fake news

detection systems. By extracting key features, core entities, events, and relationships from

news texts, this process helps LLMs identify the primary and essential content of the

information under scrutiny. This, in turn, enhances the efficiency of disinformation detection

while also improving model interpretability by providing structured insights into the extracted

content. This section introduces three main information extraction techniques: feature

extraction, entity extraction, and claim extraction.

4.3.1 Feature Extraction

Feature extraction raw data into informative representations suitable for classification models.

This phase determines the quality of the input signals, directly influencing the ability of

downstream algorithms to distinguish between authentic and fabricated content. Capuano

et al. [120] classify content-based features into linguistic, syntactic, style-based, and visual

groups. Their review indicates that while deep learning models yield high accuracy, traditional

methods like TF-IDF remain resistant to overfitting. Expanding on linguistic analysis, Madani

et al. [121] propose an algorithm-level strategy to mitigate data quality issues, such as short

text lengths and missing metadata. By measuring coherence and cohesion, their strategy

identifies the disjointed narrative structures often present in manipulated content, effectively

mitigating issues related to short text lengths.

To capture fine-grained logical fallacies, Wang et al. [122] apply Rhetorical Structure

Theory to segment text into Elementary Discourse Units. This method models functional

relationships, such as cause and elaboration, to reveal discourse patterns that differ between

real and fake news. However, internal analysis struggles with semantic sparsity in short social

media posts. Qiu et al. [123] introduce a Dual-layer Semantic Information Extraction Network

(DSEN-EK) that incorporates external knowledge. Instead of relying on the provided text,
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this method extracts entity descriptions from external sources like Wikipedia. By fusing

context-based representations with knowledge-based features through a comparison function,

the system ensures that the extracted features reflect verifiable facts, preventing the model

from struggling with rare terms or limited context.

In multimodal environments, feature extraction must bridge the semantic gap between

visual and textual data. Qi et al. [124] propose an entity-enhanced framework that extracts

visual entities—such as public figures or landmarks—alongside textual entities. By treating

visual content as high-level semantic features rather than raw pixel data, the system can

calculate similarity scores and model the interaction between the two modalities. This allows

for the detection of inconsistencies, such as a mismatch between the person mentioned in the

text and the individual depicted in the associated image.

As manipulation techniques evolve, standard similarity scores often fail to capture subtle

semantic conflicts, particularly in “cheap-fake” where images are paired with misleading

captions. Wu et al. [125] advance feature extraction by utilizing LLMs not just for classifi-

cation, but as feature extractors via prompt engineering. By querying an LLM to analyze

specific relationships—such as subject consistency and contextual alignment—they generate

high-dimensional feature vectors that represent complex reasoning. This method enables

the detection system to identify contradictory relationships that standard embedding mod-

els might overlook. Table 4.4 summarizes representative methods in feature extraction,

highlighting their specific objectives and advantages.

4.3.2 Entity Extraction

Entity extraction transforms unstructured news content into structured data by identifying

key elements such as names, organizations, and locations. Early methods often treated all

terms within a document with equal weight, but this leads to poor performance when dealing

with short or domain-specific texts where context is sparse. To address this limitation, recent
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Methods Task Objectives Advantages

EDUs [122] Capture internal narrative logic
and dependency structures

Facilitates early detection with-
out reliance on external social
context

EM-FEND [124] Identify semantic inconsistencies
between text and visual content

Bridges the semantic gap be-
tween general object labels and
specific named entities

DSEN-EK [123] Enrich short text representations
with external facts

Overcomes semantic sparsity
and ensures domain-specific un-
derstanding

Linguistic Feature
Extraction [121]

Quantify the structural quality
and logical flow of text

Provides robustness when pro-
cessing datasets with limited
metadata or quality issues

Cheap-Fake Detec-
tion [125]

Distinguish subtle relationships
like contradiction versus entail-
ment

Outperforms standard similarity
metrics by leveraging advanced
semantic reasoning

Table 4.4: Types of Feature Extraction of FND

research focuses on enriching entity representations through external knowledge bases. For

instance, the Dual-layer Semantic Information Extraction Network (DSEN-EK) improves

semantic understanding by retrieving descriptions of entities from sources like Wikipedia

[123]. By comparing the news content with these external facts, the model assigns appropriate

importance to different entities and verify consistency, ensuring the system processes specific

vocabulary effectively rather than relying solely on the provided text.

While external knowledge solves issues related to semantic sparsity, social media environ-

ments introduce challenges regarding data quality and informal language. The irregularity

of user-generated content, which often includes abbreviations and misspellings, hinders tra-

ditional feature extraction. To mitigate this, the CICAN utilizes large language models to

refine raw text before processing [101]. This method extracts clean entities from noisy posts

and constructs heterogeneous graphs to capture long-distance dependencies that standard
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encoders miss. This progression highlights a shift toward using generative models as pre-

processors that clean data and mine structural information from informal text. Similarly,

research using PEFT/LoRA-based Fine-tuned Model demonstrates the ability to extract

entities and their corresponding sentiments into structured formats like JSON [126]. This

method uses specific instructions to guide the model, allowing for deep textual analysis and

the identification of propaganda narratives on consumer-grade hardware. This represents a

move toward parameter-efficient techniques that provide detailed entity analytics without

the high resource costs associated with proprietary services.

Effective fake news detection often requires analyzing more than just text, particularly

when misinformation relies on manipulating visual context. Multimodal strategies expand the

scope of entity extraction to include visual data, addressing the limitation where text-only

models fail to spot cross-modal inconsistencies. The Entity-enhanced Multimodal Framework

addresses this by extracting visual entities, such as celebrities and landmarks, alongside textual

entities [124]. This method bridges the semantic gap where generic object detection labels

are too vague. By comparing the specific identities found in images with those mentioned in

the text, the system calculates similarity scores to detect mismatches, ensuring that visual

evidence supports written claims. Table 4.5 summarizes representative methods in entity

extraction, highlighting their specific objectives and advantages.

4.3.3 Claim Extraction

Besides, claim extraction is also an important step in the information extraction process by

transforming unstructured content into discrete units for downstream verification. While

earlier research prioritized short or isolated claims, the generation of text by large language

models requires methods capable of handling cohesive and lengthy paragraphs where factual

assertions exist within complex sentence structures. Addressing this shift, recent frameworks

employ the reasoning abilities of language models to decompose these long-form texts into
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Methods Task Objectives Advantages

CICAN [101] Extracting clean entities and ab-
stract concepts from noisy social
media posts to construct entity-
sentence heterogeneous graphs.

Mitigates the noise inherent in in-
formal text and captures complex
long-distance dependencies using
generative auxiliary tools.

PEFT/LoRA-
based Fine-
tuned Model
[126]

Identifying named entities and
associated sentiments to output
structured data (JSON) for manip-
ulation analysis.

Enables efficient, privacy-
preserving textual analysis
on consumer-grade hardware
without relying on closed-source
models.

Entity-enhanced
Multimodal
Framework [124]

Extracting specific visual entities
(e.g., celebrities) and textual enti-
ties to calculate similarity scores
and detect inconsistencies.

Bridges the semantic gap between
images and text, allowing for the
detection of specific entity mis-
matches in multimodal news.

DSEN-EK [123] Retrieving and integrating entity
descriptions from external knowl-
edge bases (e.g., Wikipedia) to en-
rich short text representations.

Addresses semantic sparsity in
short texts and ensures consistency
by validating content against estab-
lished knowledge sources.

Table 4.5: Types of Entity Extraction of FND

atomic and verifiable statements without extensive training [119]. This modular approach

utilizes prompting strategies to isolate check-worthy segments from the surrounding context

and prepares data for evidence retrieval. Although this method reduces the resources required

for fine-tuning specialized models, it introduces dependencies on instruction design and

increases latency due to the sequential processing of extracted units.

4.4 Model Validation and Refinement

LLMs have demonstrated the ability to assess the authenticity of information even without

explicit reliance on external knowledge sources. By conducting in-depth contextual analysis,

recognizing linguistic styles, identifying semantic associations, and extracting entities and
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concepts, LLMs can capture implicit information and latent meanings to evaluate the

credibility of a given text. Meanwhile, integrating external information and specialized tools

has been shown to significantly enhance the accuracy of disinformation detection [26, 127,

119].

Despite their promising performance, LLMs still face several challenges in disinformation

detection, particularly in areas such as handling complex semantics, validating evidence from

multiple perspectives, and improving interpretability. To address these challenges, researchers

frequently implement adaptive refinements, such as retrieval-augmented generation (RAG)

techniques, fine-tuning on domain-specific datasets, incorporating adversarial training, and

optimizing reasoning capabilities. Ultimately, once detection results are aggregated, a

final decision-making process synthesizes all available judgments and extracted information,

ensuring a comprehensive and well-informed assessment of the content’s veracity.

4.4.1 Internal & External Validation

Traditional content-based fake news detection frameworks analyze textual content and writing

style across lexical, grammatical, semantic, and discourse levels. In contrast, LLMs leverage

internally acquired knowledge during pretraining, functioning as an internal search engine for

verification [78]. Researchers have utilized models like ChatGPT to capture sequential and

hierarchical features, integrating semantic structures for improved misinformation detection.

This internal validation extends to multimodal analysis. Sniffer [26] identifies inconsistencies

between images and text to enhance cross-modal analysis. It detects out-of-context misinfor-

mation by internally checking if the visual content logically aligns with the caption. Kim

et al. [78] further refine internal processes through a multi-agent debate framework. This

system uses agents as debaters and judges to review generated explanations iteratively. They

ensure the reasoning remains faithful to the input evidence and reduce the risk of hallucinated

details. This ability to verify information without external resources is valuable in emerging
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domains where outside data is limited.

Beyond content-based approaches, external knowledge-based frameworks incorporate

search engines, static and dynamic databases, and auxiliary tasks to enhance verification.

LLMs serve a dual role, both as an intelligent search engine retrieving real-time information

and as a language processor optimizing and filtering search results for improved accuracy.

For instance, Self-Checker [119] exemplifies this by generating search queries based on specific

statements. It forwards these queries to external engines like Bing to retrieve relevant evidence

and verify the claims. Quelle et al. [128] utilize the ReAct framework to interact with APIs

and fetch additional contextual data. Their research indicates that models utilizing external

search capabilities consistently outperform those relying solely on internal training data. This

external connection helps manage the rapid evolution of news and reduces errors associated

with static parametric memory.

Advanced frameworks integrate these internal and external mechanisms into structured

workflows. FACTOOL [129] employs auxiliary reasoning tasks to improve accuracy across

multiple domains. It validates test cases for code generation and verifies step-by-step

calculations for math problems by connecting with tools like Python interpreters and Google

Scholar. FactAgent [86] simulates expert workflows by decomposing fact-checking into

structured sub-tasks. It integrates internal knowledge for linguistic analysis with external

tools for source verification to complete each step. This structured approach mimics human

expert decision-making and reinforces the reliability of the system. Table 4.6 summarizes

representative methods in Internal and External Model Validation, highlighting their specific

objectives and advantages.

4.4.2 Model Refinement

Advancements in fake news detection using LLMs primarily focus on retrieval-augmented

generation [130], RAG offers an effective paradigm for enhancing LLMs by addressing
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Methods Task Objectives Advantages

Self-Checker
[119]

External validation of LLM out-
puts using Bing search to verify
claims.

Eliminates the need for fine-tuning;
decomposes complex texts into
checkable claims.

FacTool [129] Detect errors in diverse tasks (text,
code, math) using external tools
like Python and Google Scholar.

Domain-agnostic framework; ver-
ifies high-stakes content beyond
standard news text.

FactAgent [86] Hybrid validation using internal
consistency checks and external
search for news verification.

Emulates human expert workflows;
reduces reliance on large annotated
training datasets.

Multi-Agent De-
bate Refinement
[78]

Internal validation to ensure gen-
erated explanations align logically
with provided evidence.

Improves trust by reducing halluci-
nations through iterative feedback
and consensus.

Sniffer [26] Validate image-text consistency
and external veracity to detect out-
of-context misinformation.

Provides natural language explana-
tions; specifically tuned for recog-
nizing news entities.

ReAct Frame-
work [128]

Comparative validation of internal
parametric knowledge versus exter-
nal information retrieval.

Demonstrates the necessity of ex-
ternal context for reducing errors;
assesses multilingual capabilities.

Table 4.6: Types of Internal and External Model Validation of FND

their inherent limitations in knowledge-intensive tasks [131, 132]. By integrating external

knowledge retrieval, RAG mitigates issues such as factual hallucinations and the temporal

lag in model parameters, as shown in Figure 4.2. This approach mitigates LLMs’ limitations

in knowledge-intensive tasks, ensuring more reliable fact-checking.

Retrieval Augmented Generation provides a direct source of external knowledge for

verifying facts, moving beyond models that act merely as search engine proxies [133]. By

retrieving evidence from databases, these systems effectively verify claims and generate

labels, often outperforming larger parameters models [134]. Singal et al. [135] construct a

three-stage system that connects dense document retrieval with few-shot in-context learning.
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This approach extracts specific text segments to support veracity predictions. Building on the

need for transparency, Niu et al. [136] introduce VeraCT Scan framework, which prioritizes

justifiable reasoning by cross-referencing claims with internet-wide searches. This method

addresses conflicting information by weighting evidence based on source credibility rather

than treating all retrieved text equally.

While standard retrieval provides a foundation for verification, static strategies often

fail when ensuring coverage of complex or rapidly evolving online content. Li et al. [137]

proposed the STEEL framework, which utilizes an adaptive mechanism that evaluates evidence

sufficiency and initiates additional search rounds if confidence remains low. Increasing the

complexity of reasoning further, Khaliq et al. [138] apply iterative retrieval to multimodal

claims through their RAGAR framework. This method decomposes political claims into

sequential questions using a tree-based reasoning structure. It analyzes image captions

alongside text to synthesize a final verdict from multiple retrieval steps. Morever, Bai et

al. [139] tackle hallucinations where no evidence exists with the Full-Context Retrieval and

Verification framework. Their method treats the absence of retrieved evidence as a distinct

signal of falsification rather than a failure of the search engine. This allows the system to

identify machine-generated fabrications that lack a basis in reality. Beyond detection, RAG

techniques assist in hardening models against sophisticated attacks. Singh et al. [140] utilize

RAG to generate contextually grounded fake news for adversarial training. By simulating

high-quality misinformation, they refine the robustness of the detection pipeline against
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Figure 4.2: Basic Pipeline of RAG
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linguistically fluent but factually incorrect text.

Despite the benefits of external context, RAG systems can underperform zero-shot

baselines when exposed to noisy results [141]. To mitigate reliance on potentially unstable

training data, Nezafat et al. [142] propose a training-free approach using open-source

models like Mixtral combined with chain-of-thought prompting. High-stakes domains require

even stricter adherence to accuracy. Li et al. [143] develop agentic architectures, such

as Corrective RAG, which actively critique retrieval quality and rewrite queries if initial

evidence proves insufficient. Complementing this, Upadhyay et al. [144] refined extraction

by prioritizing factual consistency over topical relevance, generating trusted baselines from

scientific databases to prevent the propagation of misinformation during the retrieval phase.

Other methods use reranking to reduce the semantic gap between user queries and doc-

uments [145]. These techniques allow the model to choose the best evidence and improve

detection results. RAG also demonstrates effective performance in cross domain and multi-

modal detection through specific reasoning strategies [146]. Certain models use a chain or

tree of questions to retrieve evidence in a step by step manner. This approach is useful for

complex fields such as politics [147].

4.4.3 Final Decision

Researchers typically combine pre-trained knowledge from large language models (internal

judgment) with external knowledge and tools (external judgment) in the final decision stage

of the LLM-based FND framework to improve the reliability and accuracy of the overall

judgment [86, 99]. For example, Liu [148] propose a decision module that merges results

from internal (pretrained LLM-based) and external (knowledge/tool-assisted) judgments. If

both align, the model directly adopts the result with high confidence. Otherwise, it conducts

further analysis, integrating predictions and explanations before making a final decision.

Similarly, certainty modules evaluate aligned or conflicting results, refining assessments
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through a structured verification process.

4.5 Results Explanation and Feedback

LLMs have introduced new paradigms in fake news detection, but their complexity and

“black-box” nature have raised concerns regarding explainability [149, 150]. Improving model

interpretability not only enhances user trust but also helps researchers identify biases and

anomalies in data, facilitating model refinement and performance enhancement.

One of the key advantages of LLMs over traditional methods is their ability to provide

justifications for classification decisions. LLMs can generate interpretable reasoning rules,

allowing researchers to adjust these rules manually for better adaptability and control. This

transparency ensures that detection frameworks remain relevant and accurate in combating

misinformation. Studies on ChatGPT’s interpretability have demonstrated its capability to

explain fake news classifications [95], while argumentative LLMs use structured reasoning

frameworks to enhance decision transparency. Systems like OE-Fact [127], FOLK [151],

and FactAgent [86] provide real-time justifications for fact-checking, reducing opacity in

decision-making. Moreover, frameworks such as MMIDR [100], STEEL [137], SNIFFER [26],

and EXMULF [24] extend explainability to multimodal misinformation, ensuring coherent

analyses across text and images. Methods like HiSS [152] and MADR [78] enhance user trust

by making each reasoning step traceable and verifiable.

Feedback mechanisms play a crucial role in improving LLM-based fake news detection

by continuously refining model predictions. These mechanisms include human feedback

alignment, agent-based feedback loops, and adversarial training. Fine-grained feedback, which

provides sentence- or paragraph-level corrections, enhances LLM performance by improving

training signal density and eliminating irrelevant or inaccurate information. Automated

feedback, such as ULTRAFEEDBACK [153], addresses scalability issues by replacing human

annotations with large-scale AI-generated critiques, reducing labeling costs while improving

54



model alignment. Besides, ExFake [30] is composed of four modules working together to

return the percentage of confidence of an input tweet and provide interpretable explanations

to OSN users, it outperforms all the state-of-the-art baselines of the FakeNewsNet benchmark

on all the metrics in experiment.

A novel approach integrates external knowledge with feedback mechanisms to mitigate

hallucination in model outputs. By leveraging external verification sources, this method

ensures content accuracy while using automated feedback for refinement. Additionally,

self-generated feedback reduces reliance on extensive supervised datasets. The Deception

Detection framework employs a three-stage process—initial prediction, LLM-based review,

and correction—to iteratively enhance prediction accuracy [154]. The MADR framework

further improves explainability by utilizing multi-agent debate optimization, where multiple

LLM agents refine explanations collaboratively [78]. This multi-agent strategy is expected

to enhance transparency and credibility in future fake news detection systems, reinforcing

public trust in AI-driven fact-checking solutions.
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Chapter 5

Experimental Results and Analysis

Chapter 3 underscores the evolving landscape of fake news detection, as the field increasingly

leans towards sophisticated computational methods. However, several critical gaps remain in

the practical application of these technologies.

Firstly, computational complexity and resource intensity are major barriers. State-of-the-

art DL models require substantial GPU resources for training and inference, making them

difficult to deploy in resource-constrained environments or on edge devices (such as mobile

phones). Secondly, the “Black Box” nature of Deep Learning poses a challenge regarding

interpretability. In the context of fighting disinformation, understanding why a piece of

news is flagged as fake is almost as important as the detection accuracy itself. Complex

neural networks often lack the transparency required for trust by human moderators. Finally,

previous studies suggest that on smaller, topic-specific datasets, the performance gain of

complex DL models over robust classical Machine Learning (ML) models is often marginal.

Therefore, it is critical to re-evaluate the efficacy of classical ML algorithms combined with

effective feature engineering.

This chapter outlines the methodology employed in the case study on Machine Learning-

Based Fake News Detection. Given the complexities and the multifaceted nature of fake news
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dissemination, especially during significant events like the 2016 U.S. presidential election, our

approach combines meticulous data collection, exploratory data analysis, and the application

of various machine learning classifiers [155], [156]. The methodology is structured to not only

identify linguistic patterns and features unique to fake news but also to compare the accuracy

of fake news detection [157].

5.1 Dataset

The dataset used in this thesis is from the Kaggle website and features news reported by nine

different news organizations in the week leading up to the 2016 U.S. election. The content

of the data has been certified by Buzzfeed to be authentic. The dataset is divided into two

categories: fake news and real news. Each category includes 91 entries and 12 different

attributes. After checking, the variables are described as strings and there are no missing

values in the dataset which indicates that the dataset is clean and well structured for further

analysis. The attributes which include ID, title, text, source, images, and videos [158], [159].

• id: A unique identifier for the webpage of the news article, indicating its authenticity.

• title: The headline designed to capture reader’s interest, is closely related to the news

topic’s essence.

• text: The article’s main body, detailing the news story and often emphasizing and

elaborating on a central claim.

• source: The author or publisher of the news piece.

• images: Visual elements that support the article’s content, aiding in story framing.

• videos: Video content embedded in the news article, including video clips of the news

story or related footage.
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5.2 Text processing

Data preprocessing is a key step in the machine learning workflow, which directly affects the

performance of the model, training efficiency and generalization ability. This part mainly

relies on the preprocess_corpus() function. to clean the dataset and do the transformation

and integration for different attributes, the specific steps are as follows:

1. Lowercasing: Converts all text to lowercase to ensure uniformity across the corpus.

2. Removing Numbers: Deletes any numeric characters, as they are typically not

relevant to the analysis of news authenticity.

3. Eliminating Punctuation and Special Characters: Removes punctuation and

specific special characters (e.g., ‘<’, ‘. . . ’) that are irrelevant for text analysis.

4. Excluding English Stopwords: Removes common English stopwords to highlight

more meaningful words within the text.

5. Removing News Source Names: Excludes common news source names from the

corpus to prevent bias in the analysis.

6. Applying Stemming: Reduces words to their root forms, facilitating a more consistent

analytical approach.

7. Removing Extra Whitespaces: Cleans up the corpus by eliminating superfluous

whitespaces.

The implementation of these text cleaning steps is encapsulated within the clean_text

and preprocess_corpus functions, as outlined in the provided code snippet. This meticulous

preprocessing ensures the standardization of the text data, preparing it for detailed analytical

procedures.
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Following the cleaning process with the preprocess_corpus() function, the analysis

advances to identifying words that are distinctly associated with either ‘real’ or ‘fake’ news

categories. A chi-square test is conducted to determine the statistical significance of the

occurrence of specific words within each category. This step aims to uncover patterns or

indicators that could assist in distinguishing between real and fake news.

Besides, we implemented a comprehensive URL normalization process to minimize poten-

tial discrepancies that could arise from inconsistent URL formatting. This step was crucial

in enhancing the reliability of our analysis, allowing for a more accurate evaluation of the

credibility of the news source, free from the biases introduced by URL inconsistencies.

In addition, when there is an image or video link under the entry, the corresponding

attribute will be assigned a value of 1, and conversely if there is no link under the attribute it

will be assigned a value of 0. BEesides, the original format (URL) of images and videos has

been innovatively transformed into categorical variables, making abstract content easier to

handle. By integrating disparate datasets, introducing essential variables for differentiation,

refining variable representations, and conducting advanced textual analysis, a comprehensive

dataset is prepared. This dataset is primed for in-depth analysis in subsequent phases of the

study, aimed at unraveling the nuances of news authenticity.

5.3 Exploratory Data Analysis

Our EDA focused on understanding the distribution of key features within the dataset,

identifying patterns and characteristics unique to fake and real news articles. This involved

analyzing term frequencies in news titles and bodies, examining title lengths, and exploring

the presence of specific words and phrases (unigrams and bigrams) that might indicate the

authenticity of a news article [160], [161].
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5.4 Machine Learning Models for Classification

This section explored several machine learning models to develop a robust classifier capable

of distinguishing between real and fake news effectively. The following models were employed:

5.4.1 Multi-Layer Perceptron (MLP)

The model is compiled using the ‘RMSprop’ [162] optimizer and the binary cross-entropy loss

function. Accuracy is chosen as the evaluation metric. Training follows 5-fold cross-validation,

reducing the learning rate on a plateau to optimize performance. Performance metrics,

including loss, accuracy, precision, recall, and F1 score, are reported for each fold, with

averages calculated across all folds.

5.4.2 Naive Bayes Classifier

Naive Bayes is a probabilistic classifier based on Bayes’ theorem, assuming feature indepen-

dence. It is trained using the naive Bayes function from the e1071 package in R, performing

well in many text classification tasks [163]. The accuracy of the Naive Bayes model is assessed

by comparing the predicted class labels with the true class labels on the test data, achieving

an accuracy of approximately 54%.

5.4.3 Random Forest Classifier

The Random Forest classifier is an ensemble method that constructs multiple decision

trees during training. By averaging the predictions of multiple decision trees, Random

Forest reduces the risk of overfitting, improving generalization to unseen data [164]. In this

implementation, 500 decision trees are trained, with a subset of features used at each split.

The out-of-bag (OOB) error rate is approximately 26.47%, and final predictions are made

through majority voting among the trees.
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5.4.4 Logistic Regression Classifier

Logistic Regression is a linear model used for binary classification, making it well-suited for

fake news detection, which involves determining the truth or falsity of news items. Additionally,

it outputs probabilistic assessments, which help quantify uncertainty in predictions [165]. In

this implementation, logistic regression is performed using the glmnet function with elastic-net

regularization to prevent overfitting and improve generalization. Predictions are made using

the logistic function, and class labels are assigned based on a threshold (usually 0.5). Model

accuracy is evaluated by comparing predicted labels with actual labels on the test data.

5.5 Results and Interpretation

This section compared various machine learning models to distinguish between real and fake

news articles, and assessed the performance of these models based on accuracy, precision,

recall, and F1 score [73]. Below, we present our key findings:

5.5.1 Exploratory Data Analysis

Exploratory Data Analysis is a crucial component in research, as it provides reliable guidance

for subsequent hypothesis validation and model construction. Previous studies have high-

lighted that the dissemination of fake news is significantly biased, with sources predominantly

concentrated in non-mainstream and social media platforms. This dissemination pattern

differs markedly from that of real news. Therefore, the primary objective of conducting EDA

in our study is to identify the differences between fake and real news by examining their

sources, content complexity, and distinctive characteristics.

We first examine the sources of all news items. As illustrated in Figure 5.1, both real and

fake news sources are displayed. A closer analysis of fake news sources reveals that outlets
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such as rightwingnews.com and eaglerising.com show a clear preference for fake news, with

the number of fake news articles surpassing that of real news. In contrast, politi.co and

cnn.it publish the most real news. It is also important to note that some sources of fake news

were not labeled. Nevertheless, we retained this portion of the data as it offers additional

Figure 5.1: Statistical Bar Chart of Real and Fake News Sources
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insights. While the sources of some fake news remain unidentified, all real news originates

from reputable outlets familiar to the general public.

Additionally, it is essential to compare whether a given source produces both real and fake

news. As shown in Figure 5.2, we identified eight common sources that publish both types

of content, with fake news often being more prevalent. Sources like rightwingnews.com and

eaglerising.com clearly favor fake news, whereas freedomdaily.com almost exclusively produces

fake news with minimal real news reporting. Conversely, sources such as occupydemocrats.com

and conservativebyte.com exhibit a more balanced or smaller distribution between real and

fake news.

Figures 5.3 and Figure 5.4 show the distribution of the most discriminating words in news

headlines and body text across real and fake news, providing important clues to key parts of

the exploratory data analysis and informing further diagnosis of real and fake news using AI

models.

Figure 5.2: Comparison Chart of Common Real and Fake News Sources
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Figure 5.3 illustrates the word frequency distribution of the 20 most discriminating words

in news headlines. The blue bar represents the word frequency in fake news, while the red

bars represent real news. The results indicate that the word “Trump” is prevalent in both

fake and real news, but its frequency in fake news is significantly higher, appearing nearly 40

times. This suggests that Trump-related topics are frequently leveraged in fake news, likely

due to their controversial nature, which tends to attract more attention. Other words such

as “Hillary” and ”Muslim” also appear more often in fake news, highlighting a preference for

political and religious topics. In general, fake news tends to use more inflammatory terms

(e.g., “bomb,” “refuge”, “shoot”), while real news employs more neutral terms like “debate” and

“first”. This difference suggests that fake news often relies on emotionally charged language

to capture audience attention.

Figure 5.3: High Frequency Words in Fake and Real News Titles
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Further analysis of the 30 most frequent words in the body of news articles shows a

more concentrated distribution compared to headlines, especially when comparing fake

and real news. As in the headlines, “Trump” and “Hillary” were also the most frequently

mentioned keywords in both fake and real news. In the body text, “Trump” has a word

frequency of up to 600 times, showing that Trump-related stories are the main carriers of false

information. Moreover, the analysis reveals distinct differences in the emotional tone and

stance words used in fake versus real news. For instance, neutral words like “said,” “think,”

and “like” are more common in real news, reflecting its tendency to present facts and logical

arguments. In contrast, fake news frequently uses emotionally manipulative terms such as

“bomb” and “refugee.” Additionally, temporal words like “Monday” and “Wednesday” appear

more frequently in real news, likely because real news often references specific, verifiable

timeframes, whereas fake news tends to rely on vague, unverifiable statements.

Figure 5.4: High Frequency Words in Fake and Real News Bodies
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Finally, we conducted an in-depth analysis of the most frequent bigrams in the news text,

comparing their occurrence in both real and fake news. This analysis highlights significant

linguistic differences between the two types of content. Notably, “Donald Trump” is the most

common double-word phrase in real news, while “Hillary Clinton” is a high-frequency phrase

in fake news. This suggests that while news about these political figures is common across

both types of stories, the contexts and narratives surrounding them differ. Some phrases,

such as “Young Adults,” “Clinton Foundation,” and “Down Hawkins,” are present in both real

and fake news but are more frequent in fake news, indicating that fake news may exaggerate

or distort certain topics to appeal to specific audiences or evoke emotional reactions. On the

other hand, phrases like “Barack Obama,” “New York,” and “United States” are much more

common in real news, suggesting that real news is more focused on actual events, people, and

places. The lower frequency of terms like “Story Continued,” “Barack Obama,” and “Book

101” in fake news further suggests that real news is more likely to cover complex or in-depth

topics, while fake news often focuses on simpler, attention-grabbing subjects.

5.5.2 Model Performance

This section evaluates four classical machine learning classifier models, including Simple

Bayes, Random Forest, Logistic Regression, and Multi-Layer Perceptron (MLP), to identify

fake news. These models are compared and evaluated using the main performance metrics

(Accuracy, Precision, Recall, F1-Score) presented in Table 5.1 and the confusion matrix and

accuracy scores of the four classifiers are extracted. By combining these evaluation metrics,

it facilitates a comprehensive understanding of the performance of each model in handling

the task of fake news detection.

The Multilayer Perceptron (MLP) performs the best overall among the four models,

achieving an accuracy of 90.9%, a precision of 0.833, a recall of 0.556, and an F1 score of 0.667.

These results indicate that MLP is able to effectively capture the subtle differences between
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fake and real news, and its high precision rate and overall F1-Score make it show strong

potential in text categorization tasks despite its relatively low recall rate. Therefore, MLP

is able to strike a good balance between precision and recall, and shows strong robustness

especially when dealing with the task of detecting false news.

Random Forest also shows good performance, with an accuracy of 83.6% and an F1 score

of 0.608, indicating that it has a balanced performance in capturing positive and negative

samples. The Random Forest model slightly outperforms the logistic regression in terms of

the balance between precision and recall.

The logistic regression also performs well with 76.4% accuracy and an F1 score of 0.519,

demonstrating its stability in the task of detecting false news. The model performs reasonably

well in terms of recall (0.538), but is relatively weak in terms of precision (0.5).

The performance of the plain Bayesian model is weaker, with an F1 score of only 0.387

and an accuracy of 65.4%, indicating that the model has some limitations when dealing with

fake news detection. Since the assumption of plain Bayes is premised on the independence

between features, and the features in actual linguistic data tend to have strong dependencies,

the model performs poorly in capturing the subtle differences in fake news. Moreover, the

performance of plain Bayes is limited when confronted with complex text categorization

problems, although it performs moderately well in certain simple categorization tasks.

Classifiers Accuracy Precision Recall F1- Score

Naive Bayes 0.654 0.429 0.353 0.387

Random Forest 0.836 0.583 0.636 0.608

Logistic Regression 0.764 0.5 0.538 0.519

Multi Layer Perceptron 0.909 0.833 0.556 0.667

Table 5.1: Performance Comparison of Various Classifiers
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Chapter 6

Challenges, Future Trends and

Conclusions

6.1 Bridging Theory and Practice: Efficiency vs. Com-

plexity

The important investigation of this thesis involved contrasting the theoretical trends and key

techniques observed (Chapter 3) with the empirical results obtained from the experimental

implementation (Chapter 5).

Chapter 3 indicated a prevailing academic focus on increasing model complexity, with

Transformer-based models often cited as the gold standard for accuracy. However, our

experimental analysis challenges the notion that complexity is a prerequisite for effective

detection. As demonstrated in Chapter 5.5.2, the implementation of The Multilayer Perceptron

classifiers, achieved an accuracy of 90.9%. This performance is comparable to several complex

baselines discussed in the review, yet requires a fraction of the computational time and power.

This finding bridges the gap between theory and practice by validating that in practical,

real-world scenarios where computational resources are limited (e.g., real-time monitoring
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streams), well-optimized classical Machine Learning models remain highly effective. The

results suggest that the quality of feature engineering (e.g., text preprocessing and vector-

ization) often plays a more decisive role in classification performance than the sheer depth

of the model architecture. Thus, while the theoretical trend moves toward Deep Learning,

practical implementation warrants a continued reliance on and refinement of classical ML

approaches for their explainability and efficiency.

From the experiment results, we conducted detailed exploratory data analysis on a

Buzzfeed dataset containing both real and fake news. Our analysis included generating

multiple plots for all variables within each news category. we meticulously explored both

unigrams and bigrams to identify distinctive words and phrases commonly found in fake

news articles, focusing on both titles and bodies of text. For unigrams, we employed a

comprehensive text cleaning process. This included converting all text to lowercase, removing

numbers, punctuation, selected special characters (like ‘<’, ‘. . . ’), and filtering out English

stopwords and common news source names to diminish noise. Furthermore, we applied

stemming to reduce words to their root forms, thereby simplifying our analysis to more

generic language patterns.

For bigram analysis, we took a different approach, recognizing the importance of preserving

specific word combinations that may convey more complex meanings, especially in the context

of manipulative language often found in fake news. As a result, we opted not to apply the

same rigorous cleaning process. We refrained from removing stopwords and stemming in

order to retain the linguistic nuances that could be essential in identifying tactics employed

in fake news. This decision allowed us to capture a more accurate representation of how

language is manipulated in these articles, providing a deeper understanding of the subtleties

behind fake news narratives.

In conclusion, the experiment and results showed that lighter, interpretable, and compu-

tationally efficient ML models can still achieve competitive performance benchmarks, offering

a pragmatic alternative to resource-heavy deep learning frameworks.
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6.2 Challenges and Future Trends

While existing works have established a solid foundation for AI-driven fake news detection

research, further opportunities remain.

6.2.1 Data Evolution and Quality

The field of fake news detection has transitioned through distinct stages of data development

and faces significant obstacles related to the quality of training information. Early research

focused primarily on text datasets which represented fake news as a simple binary classification

problem [166]. As communication platforms changed researchers began to include multiple

types of media such as images and videos to reflect modern consumption patterns. This

evolution from textual content to multimodal sets allows models to identify inconsistencies

between different forms of media like a misleading headline paired with an unrelated image.

Recent efforts have further expanded these resources to include video centric data and social

interaction signals such as user comments and propagation patterns. These additions help

capture how misinformation moves through networks but also introduce higher levels of

complexity in data collection and management.

Despite these advancements several persistent challenges affect the performance of detec-

tion algorithms. Data imbalance remains a central issue because the volume of legitimate

news typically far exceeds the amount of confirmed fake news available for study [167]. When

models train on such imbalanced sets, they often develop a bias toward predicting the majority

class which leads to a higher rate of false negatives. Noise within the data also complicates

the learning process. Public datasets frequently contain typos or informal language from

social media that can confuse standard processing techniques. Furthermore, the static nature

of many established datasets presents a significant hurdle. Because the themes and methods

of misinformation change rapidly a dataset created a few years ago might not contain the

patterns needed to identify current deceptive narratives. This temporal decay means that
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models may lose their accuracy over time as they encounter new forms of content they were

never trained to recognize.

Bias in data collection and annotation further reduces the reliability and reproducibility

of detection systems. High-quality datasets are essential for developing reliable machine

learning models, while many existing datasets are outdated or imbalanced, which limits

their effectiveness for training modern detection systems [168]. Selection bias occurs when

researchers gather data only from specific topics like politics or certain types of websites

while ignoring areas such as health and education [32]. This narrow focus limits the ability of

a model to work well in different domains. Labeling bias is another concern because human

annotators often have different interpretations of what constitutes fake news. Inconsistent

labels can lead to contradictory training signals which prevent the model from learning clear

distinctions between true and false information [168]. Many current resources are also limited

by language as the majority of high-quality datasets are written in English. This lack of

linguistic diversity makes it difficult to deploy effective detection systems in non English

speaking regions or in multicultural environments [32].

To address these quality gaps researchers are exploring several practical strategies. Data

augmentation serves as a key method to balance datasets by artificially creating more examples

of fake news [169]. Techniques such as using generative models or Large Language Models

can produce synthetic samples that improve the diversity of the training set without the

high cost of manual collection. There is also a move toward creating dynamic datasets

that receive regular updates from live social media feeds to keep the information current.

Developing centralized portals to share and verify datasets helps the research community

maintain consistent standards and reduces the duplication of effort. By focusing on these

improvements researchers can build more robust systems that are capable of handling the

evolving nature of misinformation across different languages and media formats.
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6.2.2 Interpretability & Ethical Concerns

The deployment of automated systems for fake news detection introduces significant challenges

regarding model interpretability and ethical responsibility. While deep learning models achieve

high accuracy on benchmark datasets, their internal mechanisms often remain opaque. This

lack of transparency creates a barrier to public trust and raises concerns about the potential

for algorithmic bias. Current research indicates that when models operate as black boxes, they

may rely on unintended correlations rather than factual verification. These issues necessitate

a shift toward systems that are both effective and explainable to ensure they can be used

safely in real-world scenarios.

Interpretability serves as a bridge between high-performance neural networks and the

requirement for human oversight. In the context of journalism and law enforcement, a simple

classification label is often insufficient. Users require justifications to understand why a

specific article is flagged as false. In research area, reproducibility is fundamental to scientific

validation [170], while interpretability is the precondition of reproducibility. However, many

studies fail to provide clear algorithms or notations, and only a small fraction of reviewed

papers offer publicly available datasets with thorough annotation guidelines. Challenges in

this area include the trade-off between the complexity of architectures like BERT or Long

Short-Term Memory networks and the clarity of their outputs [65]. Current trends involve the

development of hybrid models that combine deep learning with probabilistic topic modeling

[171, 172]. These approaches allow the system to extract semantic representations while

providing a topic distribution that humans can understand. By integrating these methods,

developers can offer evidence-based results that highlight specific words or themes influencing

a decision, thereby reducing the intellectual isolation caused by opaque filtering algorithms.

The research examined ethical issues by implementing and testing three detection models

to explore problems like algorithmic bias and generalizability. It highlights that the potential

harm caused by automated tool: a specific finding is that ground truth labels can be heavily
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skewed against certain political leanings which causes the models to systematically flag specific

sources as unreliable regardless of the actual content [173]. Besides, ethical issues in fake news

detection often stem from the data used to train these systems. Many models demonstrate

a failure of the independent and identically distributed assumption, meaning they perform

well on training data but struggle with news content from different time periods or topics.

For instance, a model trained on political news may fail when applied to health-related

misinformation, due to representation bias [173]. Therefore, there is an increasing push

for multidisciplinary inclusion where experts from fields like sociology and psychology work

with computer scientists to assess the ethical concerns that inevitably arise in AI model

training. Moreover, the interpretable machine learning can mitigate fake news problems

through transparent news feed algorithms and interpretable detection methods. By this way,

it addressed ethical concerns such as unintentional discrimination, loss of opportunities, and

social stigmatization that can result from biased algorithms in information distribution [174].

The research community is increasingly focusing on explainable AI as a standard com-

ponent of detection tools [65]. One prominent trend is the use of model-agnostic surrogate

techniques, such as Local Interpretable Model-Agnostic Explanations and Anchors. These

methods function as plug-and-play modules that provide local explanations for individual sen-

tences without requiring access to the internal parameters of the underlying model. Another

developing direction is the creation of three-dimensional interpretability frameworks that

address algorithmic transparency, human understandability, and the provision of supporting

evidence from external knowledge graphs [174]. These advancements aim to move the field

beyond a leaderboard culture focused solely on accuracy. Instead, the focus is shifting toward

a multidisciplinary approach that incorporates sociology and psychology to evaluate the

broader societal impact of automated news verification.

Ensuring the long-term reliability of these systems requires an ongoing process of model

refinement and feedback. As social and cultural norms evolve, the definition of what constitutes

fake news may change, making static datasets less effective. Future systems must incorporate
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feedback loops where model performance is constantly re-evaluated against new information

[173]. This process includes the use of soft moderation techniques, such as warning labels

and media literacy reminders, rather than immediate content removal. By providing users

with transparent news feeds and visualizations of feature weights, these systems can help

eliminate filter bubbles and encourage more critical information consumption. The goal

of these integrated strategies is to create a secure environment where AI supports human

decision-making without compromising ethical standards or transparency.

6.2.3 Multimodal Complexity

The challenge of multimodal complexity in fake news detection arises from the increasing use

of diverse media formats to spread misinformation. Most early research focuses on text-based

analysis, yet modern fake news often combines images, videos, and social network data to

create misleading narratives. This reliance on a single data type limits the ability of a system

to identify inconsistencies between different formats. For example, a true text description

might be paired with a manipulated image to change the overall meaning. Detecting such

cases requires a system to analyze and compare multiple data sources at the same time.

Integrating these different data types into a single framework presents a significant technical

problem [175]. Each format requires specialized computational methods like natural language

processing for text and computer vision for images. A successful model must go beyond

simple feature combination and instead achieve a deep alignment between these modalities.

This alignment is necessary to bridge the semantic gap where the same concept is represented

differently in text and visual data. Current efforts are still in the early stages, and developing

models that can synthesize information from these disparate sources remains a difficult task

for the scientific community [176].

The lack of diverse and multilingual datasets further complicates the development of

robust multimodal models [177]. Many existing datasets are limited to English and focus
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on specific topics like politics. This bias makes detection systems less effective in other

regions and cultures where misinformation might follow different linguistic patterns. Each

language carries unique context that is essential for accurate detection. A global effort is

needed to build datasets that cover many languages and include various media formats.

Using techniques like transfer learning and cross-lingual training can help models generalize

better across different languages and regions. Solving these issues is essential for creating a

comprehensive defense against misinformation. Future research can prioritize the creation

of benchmark datasets that include a wide range of modalities and languages. Additionally,

improving how models detect contradictions between text and visuals will provide better

insights into the authenticity of news content. By focusing on these areas, researchers can

move toward more reliable and globally applicable systems for detecting fake news [178].

6.2.4 Scalability, Adaptability and Others

Fake news detection systems face several obstacles regarding scalability and adaptability, which

are related to dataset and multimodal approaches mentioned above. Scalability is difficult

because social media platforms generate a large volume of data that requires processing

in real time. Many existing models rely on heavy computational resources which makes

them hard to use for high speed detection during viral events. Adaptability presents another

problem as misinformation tactics change frequently. To address these issues, researchers also

struggle to make a functional and scalable user platform for automatic fake news detection

[179]. However, researchers still need move forward to make systems work across multiple

languages and data types without losing accuracy.

The phenomenon of hallucination occurs when a machine learning model or a Large

Language Model produces information that is not supported by the input data [180]. This

issue makes it difficult for systems to grow because the model creates realistic but false claims

that require extra work to check. For example, a model might summarize an election report

75



by naming a candidate who did not participate. Current research focuses on using external

knowledge bases to verify facts in real time and building self-check tools to catch these errors

[181]. These steps help the detection system stay accurate and adapt to different subjects

without constant human monitoring.

Misuse involves the intentional application of detection tools for harmful goals such as

refining propaganda. When bad actors gain access to these systems, they can test and

adjust their false content until it can pass through filters without being caught. A common

example is using deepfake technology to create fake videos and then using detection software

to ensure the fake is hard to find. This creates a cycle where developers must constantly

update their models to keep up with new threats. To counter this, current trends include the

use of red-teaming methods and digital watermarks to protect information and prevent the

technology from being used for harm [182].

Overgeneration happens when a detection system is too sensitive and flags real news as

fake. This problem arises when models rely on simple patterns or emotional words instead of

understanding the true meaning of a story. For instance, a system might incorrectly label a

satirical article or a dramatic news report as misinformation. This lack of balance limits how

well a system can be used in different areas like humor or opinion writing. Researchers are

now developing methods that look at the context and intent of the writing to reduce these

false alerts [183]. These efforts allow detection tools to handle a wider variety of content

while keeping the trust of the people who use them.

Moreover, there are several challenges that fake news detection face in other area, like

the lack of a universal definition for fake news, which makes it difficult to create consistent

policies. Computational complexity is another problem, as finding the best nodes to block in a

large social network is a difficult mathematical task. Users may also become less responsive to

warnings over time, and some interventions might accidentally limit free speech or legitimate

information flow. There is a survey mentioning the importance of fake news prevention and

mitigation [184]. The authors review various strategies to stop the spread of false information
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and reduce its impact. In the future, we can do some researches from individual, social, and

government levels.

6.3 Conclusions and Future Work

Fake news detection, as an emerging and evolving research direction, has gained wide attention

across various application scenarios, particularly in an era characterized by widespread digital

misinformation. With the rapid development of Large Language Models, the research on

AI-driven fake news detection has made significant progress in recent years. This thesis

introduces a novel taxonomy that categorizes existing methodologies into two distinct lines:

FND Approaches (model-centric) and FND Techniques (process-centric). We provide a

holistic conceptual framework by clarifying the fake news ecosystem—including its creators,

dissemination paths, and distinctive characteristics—while tracing the historical trajectory of

detection from early sociological analyses to advanced machine learning and deep learning

architectures. We systematically compare model methodologies across different modalities and

evaluate key procedural stages of the detection pipeline, such as datasets, data augmentation,

information extraction, model refinement, model validation, and results explanation. Then,

the thesis provides a detailed analysis by machine learning approaches, the experiment and

results showed that lighter, interpretable, and computationally efficient ML models can

still achieve competitive performance benchmarks. Finally, we discuss the main challenges

and trends. This thesis aims to help researchers and practitioners gain a quick overview of

state-of-the-art developments in AI-driven FND and inspire future research towards building

a more robust and trustworthy information ecosystem.

Future research can focus on the creation of standardized performance benchmarks to

allow for direct comparisons between various fake news detection models. These evaluations

should employ a consistent set of metrics like precision and the F1 score to build a clear

baseline for performance. By testing models across multiple data sources, we can better

77



understand the generalizability of their techniques and identify which methods are effective

for specific types of data. It will provide the evidence needed to guide the development of

future detection systems and improve the overall clarity of the research.
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