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Abstract

One of the security issues in a wireless network is jamming attacks, where the jammer
causes congestion and significant decrement in the network throughput by obstructing
channels and disrupting user signals. In this thesis, we first develop a deep reinforcement
learning (DRL) model to confront the jammer. However, training a DRL model from
scratch may take a long time. We further propose a transfer learning (TL) approach to
enable the DRL agent to learn fast in dynamic wireless networks to confront jamming
attacks effectively. To make our proposed TL method adaptive to different network envi-
ronments, we propose a novel method to quantitatively measure the difference between the
source and target domains, using an integrated feature extractor. Afterward, based on the
measured difference, we demonstrate how it can help choosing an efficient setting for the
TL model leading to a fast and energy-efficient learning. We also show that the proposed
TL method can effectively reduce the training time for the DRL model and outperforms

other existing TL methods.
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Chapter 1

Introduction

As wireless networks grow, the technology of wireless network attackers grows and be-
comes more complicated as well. [1] is an example of a work trying to design a jamming
attacker as efficient as possible. This study helps us understand how proficient, efficient,
and intelligent a jamming attacker can be designed. Hence, confronting them necessitates
using smart and efficient methods.

It has been shown in [2] and [3] that one of the efficient ways to confront jamming
attackers is to predict their behaviour using machine learning (ML). In a wireless network
with the presence of jammers, the network environment is dynamically changing due to the
unpredictive behaviours of jammers, thus gathering data and making a data set available
for ML algorithms can be difficult or even impossible. This makes most of ML approaches
such as supervised learning and unsupervised learning impractical as for those a dataset is
needed before the start of the learning process. However, a group of ML techniques and
algorithms do the learning process while there is no data set available. This branch of ML
is called deep-reinforcement learning (DRL). The learning process in a DRL algorithm
happens in an iterative way without requiring any prior information from the environment,

which matches the dynamic nature of wireless networks.
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1.1 Contributions

However, training a DRL model may take a considerable amount of time and energy.
Every time when the network environment changes (e.g., the jamming pattern changes),
the DRL model needs to be re-trained to adapt to the new environment. Recently in ma-
chine learning, a branch of techniques facilitating the learning process have been emerged
named Transfer Learning (TL) [4, 5]. Instead of learning from scratch, the knowledge
that is learned in the first place (source domain), if possible, can be transferred to the new
place, which is trying to do the same learning process (target domain). In this way, the
learning process in the target domain can be accelerated and the time and energy spent on
learning can be largely reduced. In our study, we propose a TL approach to speed up the
training process of the DRL model when the network environment changes. Different set-
tings are needed for the proposed adaptive TL algorithm depending on how different the
source and target environments are in a TL model. To realize that, we devised a method to
utilize integrated feature extractor (IFE) to measure the differences between source and
target domains using relative entropy [6]. This method allows us to choose an optimum
setting for the TL model in the target domain and achieve the highest possible time and
energy efficiency in the TL model.

The following lists the main contributions of this thesis:

» We deploy a more suitable deep-neural network (DNN) architecture for the DRL
model to address the jamming attack issue in wireless networks, which can largely
reduce the computational complexity as compared with the conventional methods.
More specifically, unlike most of the works that employed convolutional neural
network (CNN), we suggest recurrent neural networks (RNNs) and illustrate the
superiority of the proposed DNN architecture by comparing their performance un-

der the same settings.

* We propose an IFE-based TL approach to enable the DRL agent to learn fast in the

dynamic wireless networks to confront jamming attacks effectively. The proposed
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method is automatically adaptive in a dynamic environment with different jamming
settings. To the best of our knowledge, we are the first to propose employing IFE-

based TL approach to address the jamming attacks in wireless networks.

* We propose a novel method to quantitatively measure the difference between the
source and target domains. Such measurement results will be used to determine the
IFE-baesd TL model settings. This makes our model adaptable to different jamming
strategies and avoids unnecessary computations. We compare our proposed method
with different TL models and demonstrate the superiority of our method over the

other TL methods.

1.2 Organization of the Thesis

In the following, we first review the related works in Chapter 2. Then, we describe the
system model in detail in Chapter 3. The proposed methods are explained in Chapter 4.
Afterward, the numerical results are presented in Chapter 5. Finally, Chapter 6 summa-

rizes the thesis.

1.3 Related Publication

S. B. Janiar, P. Wang, ”A transfer learning approach based onintegrated feature extractor
for anti-jamming inwireless networks,” in Proceedings of /EEE International Conference
on Metaverse Computing, Networking and Applications (MetaCom), Kyoto, Japan, 26-28
June 2023.



Chapter 2

Related Work

An introduction to radio jamming can be found in [7]. A jammer is a kind of attacker who
attempts to disrupt the communication network performance by sending jamming signals
which interfere with the network signals. There are different jamming techniques while
on the other hand, there are ways to confront them as well. [8] surveys some existing jam-
ming and anti-jamming techniques. In this survey, channel hoping has been introduced
as one of the ways to confront the jamming attacker [9, 10, 11, 12, 13, 14]. More specifi-
cally, [9] proposed using reactive and proactive channel hopping to confront the jamming
attacker. [10] studied anti-jamming techniques considering other wireless network layers,
combined techniques in each layer together with channel hopping, and came up with an
anti-jamming algorithm. [11] proposed channel hopping following a pseudo-random se-
quence which is known only by the access point (AP) so that the jammer will not be able
to predict the next communicating channel. [12] implemented the pseudo-random chan-
nel hoping method using transceivers and real data. [13] introduced an adaptive channel
hopping method. The idea of adaptive channel hopping is to consider the channel that
has been determined having an acceptable performance as the main channel and every
now and then choose other channels so that they would be estimated by the jammer to be
jammed avoiding the main channel being jammed. If the main channel is jammed, another

channel showing the best performance will be selected as the main channel. The authors
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in [14] proposed a code-controlled message-driven frequency hopping scheme that inte-
grates the channel selecting process with channel coding to detect active channels more
accurately.

ML and DRL have helped address many existing challenges in communication sys-
tems in recent decades. [15] reviews some of the DRL applications in different wireless
network areas. One example of DRL usage in wireless network security can be found in
[16], which focuses on unmanned aerial vehicle (UAV) security. [17] studies the use of
DRL in transmit power control in wireless networks. [18] reviews some of the applica-
tions of DRL in wireless network routing. Authors in [19] used DRL to determine the file
popularity patterns in caching. Also, [20] utilizes DRL to solve proactive caching problem
by dynamically caching or removing contents before requested by the user. A DRL-based
approach is used in [21] to detect spoofing attacks in wireless networks. An application
of DRL in wireless mesh network communication flow control can be found in [22].

Channel hopping is facilitated with DRL in some recent works such as [23, 24, 3, 2].
Authors of [23] studied the use of DRL and channel hoping in spectrum access to fairly
allocate available frequency channels to the active users in a wireless network. Almost the
same resource allocation problem is addressed in [25] considering an IoT network. An-
other resource allocation study is [26] where the studied wireless network is heterogeneous
making it a partially observable Markov decision process (POMDP) problem. An exten-
sion of the same problem has been studied in [27] where the user signals are prioritized.
[24] studied DRL-based channel hoping for cognitive radar facing a jamming attacker.
Another anti-jamming work using DRL is [28] where the DRL has been employed for
secondary users in a cognitive radio network.

[29] studied an anti-jamming technique in a POMDP problem using long short-term
memory (LSTM) and RNN. The authors in [3] however, employed a CNN to solve the
jamming problem in a wireless network. The authors in [2] considered the same problem,
and as their proposed method, they combined CNN and RNN and came up with a recur-

rent convolutional neural network (RCNN) using recurrent convolutional layers (RCLs)



CHAPTER 2. RELATED WORK 6

[30] to reduce the number of parameters in an ordinary CNN. However, the number of
parameters for the proposed CNNSs is yet significantly large.

As an emerging ML technique, TL has been employed in ML since the last decade
to improve learning speed. In recent years, TL has also been employed in many commu-
nication systems. More specifically, [31, 32, 33] studied the use of TL in anti-jamming
wireless networks. [31] studied the jamming attacks in in-body sensors in a wireless body
area network using RL and TL. The authors in [32] proposed a way to change the explo-
ration rate for the model in the target domain using relative entropy, which is calculated
based on the different jamming probability distributions. However, it is not practical to
assume that users have access to the jammer’s jamming probability distributions. The
idea of [33] is to confront an intelligent jammer using the DRL model used for jamming
decisions. So, both users and the jammer use the same DRL model and have access to
the same DNN. However, the jammer and users have different objectives, and the answer
to the critical question of whether they can follow the same policy to fulfil their objec-
tives by using the same model has not been discussed in the paper. [32, 33] used a weight
initialization (W]) transfer learning [34] which means the weights of the trained DNN
in the source domain are used as initial values for the weights of the DNN in the target
domain. One of the limitations of using WI is that it does not reduce the number of pa-
rameters. Even though it makes the convergence of the model faster but does not reduce
the model’s complexity. On the contrary, IFE transfer learning makes the target model

significantly simpler if applied and implemented correctly.



Chapter 3

System Model

As depicted in Fig. 3.1, the studied wireless network consists of a number of radio access
points (AP), each serving several wireless users, e.g., internet of things (IoT) devices or
mobile sensing robots, in a particular region with a frequency hopping based system. All
the APs are connected via a backhaul network. There are /V channels available at each
AP. The time is slotted. At each time slot, there is one active user associated with an AP,
and the AP chooses one channel to communicate with the active user. The user signal
takes 7 time slots to be transmitted. The jammer tries to disrupt the user signal by trans-
mitting the jamming signals on the same channel. Each AP is equipped with a DRL-based
agent, which makes decisions (i.e., which channel is selected for transmission) based on
its observations from the wireless network.

At any time slot while the user signal is being transmitted, if the jammer succeeds in
disrupting the signal by jamming the same channel, the user signal transmission is consid-
ered disrupted. Otherwise, the transmission is considered a successful one. As a result, the
throughput of the wireless network is defined as the ratio of successful transmissions to
all the transmission attempts. Hence, the objective of the wireless network is to maximize
the throughput of the network.

There are different types of jammers [8], and in this thesis we consider two types of

jammers:
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Figure 3.1: Studied System Model

* Sweep jammer: The jammer sweeps all the frequency channels cyclically according

to a fixed order to find the chance of disrupting the user signal.

* Random jammer: The jammer randomly jams a few frequency channels based on a

specific probability distribution.

The jammer may choose the same or different jamming pattern to jam the transmissions
at each AP. One AP will train the DRL model from scratch, and then transfer the learned
model to other APs to help accelerate their DRL training process. The wireless network
environment used for this AP to train its DRL model is called the source domain, whereas
the network environment used for the other APs to train their DRL model is called target

domain.



Chapter 4

The Proposed Anti-Jamming Method

The proposed anti-jamming methodology can be divided into three components, as de-
picted in Fig. 4.1. The first part is the DRL model which is the main algorithm used to
learn an anti-jamming strategy in source and target domains. The second part is IFE-based
TL which accelerates the learning process in target regions. The third part, named feature
relevance explanation (FRE), introduces an idea to quantitatively measure the difference
between a source and target domain, and based on that we can determine appropriate TL

model settings.

4.1 Deep-Reinforcement Learning

The DRL model can be seen in Fig. 4.1. In a DRL model, the agent interacts with the

environment by taking actions based on a policy and observing the results of its action. In

RL IFE
- Storing XRL Ttorati
) Qiteration — ; Q teration
[Envuronmve\m] State D{ y orithm ] P[m}iwmqu-vml — Random ‘ 4 e l‘::‘ete,\‘rmméng [Enwronm:\nt} State }‘qomhm }
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Figure 4.1: The Proposed Methodology
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our DRL model, the policy is learned by a DNN.

We denote the observation after each signal transmission as O; whose index ¢ is a
multiple of signal duration (7 time slots). We consider the observations to be the status of
all channels during the signal transmission. We denote a channel’s status at time slot ¢ as
F.(t), where c is the index of the channel, i.e., ¢ € 1,2, -, N. We can write observation in

time slot 7 = [£] as,

Oi:

(Fi(i—(r—1)) Fi(i—(r—2) Fi(i) |
Fi—(r-1) FK@i-(r-2) Fy (1)
Fy(i—(r=1)) Fyli—(r—=2) - Fy()

F.(t) in our system model can be one of the following four cases: 1) idle, 2) occupied
by the user with successful transmission, 3) jammed with no user signal, and 4) dis-
rupted signal (i.e., the user transmission is corrupted by the jammer). After observing
the environment, the agent will generate states based on them as the input to a DNN.
The DNN then tries to learn a policy following the double Q-learning algorithm [35].
Afterwards, the agent takes actions based on e-greedy exploration [36]. The action a €
{C1,Cs,--- ,Cn} is defined as the frequency channel that the active user in the AP’s
coverage region should use for transmission. After a user takes an action the agent will
have a new observation which makes the next state. If the obtained next state is desired,
i.e., the user has sent its packet successfully, the agent will be rewarded by 1. If a col-
lision has happened because of that action, i.e., the user transmission is corrupted by the
jammer, the agent will be punished by 0.1; therefore, we define the reward at time slot

1 if successfull
tasr(t) = . To formulate the state, we propose using the last K

—0.1 otherwise
observations which can contain more jammer behavior information than only the last one
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observation. Therefore, the state is defined as,

s(t) = [Or—(k-1), Or—(k—2), - -+, Oyl 4.1)

K can be flexibly chosen based on the memory space of the AP. Subsequently, the double

Q-iteration update is as follows:

Q1(s(t),a(t)) «—r(t) + 'ng(arglrerfol(s(t +1),d(t+1))),

where + is a discount factor, and A is the set of all possible actions; A = {Cy, Cy, - -+ ,Cn}.
After [ update iterations, (), will be updated by ()2 «+— ;. Lastly, the DNN can be
trained with s(¢) as input and updated @, (s(t), a(t)) as the label.

We propose using RNNs as the neural network architecture since in our specific model,
the input is time series. We use the LSTM layer [37] due to its best performance in handling
time series input [4]. Moreover, we utilize dropout in our DNN architecture to reduce the
calculations by randomly dropping out a specific percentage of the output of some layers
in each iteration to speed up the training process. Dropout also helps avoid overfitting
in neural networks. The proposed DNN architecture is as follows: LSTM with 8 units
(neurons) and 10% dropout rate, ReLU [4] with 64 units and 10% dropout rate, ReLU
with 32 and 10% dropout rate, ReLU with 16 units, and softmax with size equal to the

number of actions.

4.2 IFE-based Transfer Learning

Although DRL is helpful, its learning process consumes considerable amount of time and
energy. To accelerate the learning process with less time and energy, we deploy TL. The
benefits of using TL are twofold: 1) instead of letting each AP learn the optimal DRL
policy from scratch, one AP (in the source domain) can transfer the knowledge of the

learned jammer behaviour to the other connected APs in the vicinity (i.e., target domain)
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to enable them to employ the learned knowledge to speed up their learning process. 2)
When the jammer changes its jamming behaviour, we can use TL to enable the DRL agent
to quickly learn a new policy to adapt to such a change rather than taking a long time to
learn a new policy from scratch.

TL techniques vary depending on the applications, and some TL methods, such as WI,
do not differ much from a DRL model in terms of complexity. As the proposed method,
we employ IFE to exploit its advantage in training a lower number of parameters in the
target domain. So, when the target AP receives the transferred knowledge from the source
domain in the form of a DNN parameters, before employing it, it will apply some changes
by freezing some layers, using them as feature extractors, and training the other layers to
learn the jammer pattern in case the jammer is using a different pattern in the target region.
To do so, the AP in the target domain will decide how many layers of the transferred DNN
should be frozen and how many learnable layers are needed. This decision depends on how
much the jammer behaviour in the target domain differs from that in the source domain.
As aresult, in the target domain, we need information about the jammer behaviour in both
the source and target environment.

Since the APs in the network do not communicate with the jammer, technically, the
jammer is not an authorized part of the network, and the other parts do not have access
to the jammer pattern. As a result, the only way to understand the jammer pattern is to
estimate its actions by observing its jamming behaviour in the network. Apparently, an
AP can only observe the jammer behaviour in its own coverage area. Transferring all the
observed frequency spectra by the source AP to the target AP is impractical since such
data can be significantly large. Furthermore, the transferred knowledge in TL, in the form
of a DNN, is not easily explainable in the target AP. The reason is that a DNN is nothing
more than a massive matrix in which its elements are considered as weights. So the policy
stored in a DNN, usually in the form of the weights and the connectivity relation between
units (neurons) of the DNN, is not understandable by the target AP to extract the piece

of information related to the jammer behaviour. Therefore, we propose an explainable
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artificial intelligence (XAI) [38] approach to interpret the DNN. From that, we can extract
information about the jammer behaviour stored in the black box of the transferred DNN.
The details of the proposed XAI method will be described in the subsequent section.

Using the proposed XAl method, we approximate how different the jammer behaviour
is in the target domain from the one in the source domain. Using this information, we can
decide the number of learnable layers. By constructing a DNN whose first few layers are
from the transferred DNN learned in the source domain, and the last few layers are new
layers with randomly initialized weights, the target AP can start the learning process of
DRL in which the adopted layers from the transferred DNN are not being updated. Hence,
the total number of learnable parameters can be significantly lower than in a regular DRL
model, which leads to dramatically faster convergence.

The reason to adopt the first few layers from the transferred DNN but not the last few
layers is that the first few layers store general feature information about the input data,
and the last layers are more critical for a specified task [34].

Compared to the case where all the APs in different regions need to train a separate
DRL model from scratch, the proposed TL method only requires one AP to train a com-
plete DRL model from scratch, whereas all the other APs can use the transferred knowl-
edge to train the DRL model with much fewer parameters and faster convergence, thus
saving a significant amount of time and energy.

Depending on the differences between the source and target domains, the need for
learning differs. We propose IFE to achieve flexible learning based on different needs.
When the jammer behaviours in the target domain and in the source domain are slightly
different, fewer learnable layers are needed. On the contrary, when the target domain is
very different from the source domain, more learning would be required. In this case,
fewer layers should be frozen and more learnable layers are needed because the more

layers are frozen, the more skeptical the TL model will be.
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4.3 Feature Relevance Explanation

Another challenge in this study is measuring how different the jammer behaves in the tar-
get domain from that in the source domain. One important fact about this measurement
is that we do not have access to the jammer decision-making system. Hence, the only
possible way is to estimate the difference. As described in the previous section, the in-
formation of jammer behaviour is not stored in the DNN explicitly. On the other hand,
XAI techniques can help interpret the DNN decision-making process; from that, we can
extract information about the jammer behaviour already learned by the DNN.

To our best knowledge, the first paper that has investigated the necessity of inter-
pretability for Al techniques is [39], motivated by the European Union’s new General
Data Protection Regulation (GDPR) in the use of automated decision making algorithms
in data protection law. [40] further investigated interpretability in machine learning. [38]
has surveyed the challenges and applications of XAl in different machine-learning tech-
niques. More specifically, [41] surveys the use of XAl in reinforcement learning. Among
the different techniques listed in this survey, Linear Model U-Trees [42] are more useful
in our system model, especially the feature extraction part.

The technique we use here in XAl taxonomy is called FRE [38], in which we try to
extract the importance of the input space features. The reason is that the input space in our
DRL model is the observed status of frequency channels. By extracting the importance of
the features, we can figure out which channels are of higher importance during the DNN
decision-making process. We propose using a random forest model [43] for extracting
the features. The random forest model consists of several tree models such as decision
tree (DT) models [43]. A sample of random forest DTs is illustrated in Fig. 4.2. In this
figure, in each node, a condition/feature is considered (second line in the node). Gini
index of each feature is on the third line and the fourth line represents the probability
distribution of the next action. To interpret this specific DT, we start from the first node.

The conditions/feature considered in this node by the random forest model is if channel 4
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is disrupted or successfully occupied by the user. If either of these conditions holds, i.e.,
if channel 4 is occupied by the user successfully or disrupted by the jammer, it indicates
the DRL agent’s decision is to transmit through channel 4 with 100% certainty (node 17).
If none of the conditions hold, i.e., channel 4 is idle or occupied by only the jammer, it
will go to node 2. This will continue until the last node in the DT model. In a random
forest model, m number of features among all features set, M, are randomly sampled.
The feature resulting in the lowest Gini index will be chosen as the splitting criterion [44].
This process will be repeated until a DT is created. Afterward, other trees will be created
by different feature samples. After getting all the trees, we calculate the importance of the
features using the random forest trees.

We define M as the set of all tree nodes, M; as the set of nodes splitting on feature
1 (F}) and C; as the set of child nodes of node d. Based on [45], the importance of the

features in DT models can be calculated as,

j D aem; (WaGa — 30, w-Gz)
Fz’ - 9
> aem(WaGa — Zzecd w,G)

(4.2)

where i € {1,2,..., N}, I, denotes the importance of feature i, wy and G}, denote the
weighted number of samples reaching node k£ and the Gini impurity value of node £,
respectively. From Equation (4.2), it can be implied that the purer children of a node
are, meaning that the child nodes have low Gini impurity values, the more important the

feature will end up with. The normalized importance of the features is given by Zp, =

ELI;I Finally, the normalized importance of the features for a random forest model
j=1 Fj

I, : : .
equals Z‘Tﬂ " where 7T is the set of all trees in the random forest model and |77| is the

cardinal number of set 7.

The proposed FRE method aims to quantitatively measure the difference between
source and target domain environments. To this end, the source AP first extracts the
importance of the environment features using a random forest model and transfers that

information along with the DNN. Then, the target AP tests the transferred DNN in the
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node #1
Ch. 4 Disrupted/Successful
gini = 0.561
value = [0.098, 0.019, 0.01, 0.64, 0.033, 0.008, 0.124, 0.017
0.05]

False
True
node #2

Ch. 7 Disrupted/Successful node #17
gini = 0.0
value =[0.0, 0.0, 0.0, 1.0, 0.0, 0.0, 0.0, 0.0, 0.0]

gini = 0.773
value = [0.272, 0.053, 0.028, 0.0, 0.092, 0.023, 0.345, 0.047
0.14]

Figure 4.2: Part of a sampled DT from the random forest model.

new environment to gather enough data in the target domain and pass them to the random
forest model.

Using the obtained data in the target domain, the target AP extracts the importance
of the features out of the transferred DNN and compares them with those obtained in the
source domain using relative entropy. Relative entropy can tell how distant the two impor-
tance of the features distributions are from each other, which can be used as a quantitative
metric to measure the difference between the source and target domains. Relative entropy,
also known as Kullback—Leibler divergence, of two probability distributions P and ) on

the sample space & is
z)

B
Q(z)

The reason for testing the transferred DNN obtained from the source domain in the

Dy = Z P(z)log

TEX

(4.3)

target domain is that the importance of the features gives information about the DRL agent
actions, not the jammer behaviour. So if a feature has different importances in source and
target domains following the same policy (the same DNN), it means the policy learned
from the source domain is not effective enough in the new environment (due to the change

of jammer behaviour) and needs to be retrained.



Chapter 5

Numerical Results

To evaluate the proposed method, we simulate! the wireless network environment as fol-
lows. We consider 9 channels available at each AP. Each time slot lasts 1ms, and each
active user signal transmission lasts 10ms. At any time, there is always an active user
trying to send data to an AP. The other simulation parameters are listed in Table 5.1.

For the jammer behaviours, we consider four scenarios in our simulations, one as the

source domain and the rest as target domains:

* Source: We consider a sweep type of jammer for this scenario which jams each
channel for 7ms, and after each 2ms it starts jamming the next channel. In this
scenario, the probability of channels being jammed is the same for all channels,
hence it is uniformly distributed. This scenario is considered as the source domain,

and the DRL model is trained from scratch under this scenario.

* Case I: This is the most similar scenario to the source domain with a slightly dif-
ferent jamming pattern. The jamming duration for each channel is 9ms, and there
is a delay of 6ms after sweeping all the frequency channels and before starting the
next sweeping cycle. It is notable that the jamming probability in Case 1 is even

between channels.

"This thesis’s simulation Python source code is available online at
https://github.com/SiavashBarqiJaniar/TransferLearningWirelessNetwork

17
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Table 5.1: Simulation hyperparameters
Symbol Definition Assigned Value
N The number of transmission channels/features 9
Fi(t) Channel status/input feature idle/successful
for channel ¢ at time slot ¢ jammed/disrupted
K Number of observations in a state 10
¥ Discount factor 0.9
Exploration rate in DRL model 90%
¢ Exploration rate in TL models 50%
e decay e discount factor 0.9994
[ Secondary DNN Q update rate in double Q-iteration algorithm 100 iterations

* Case 2: The jammer in this scenario follows a totally different pattern from the

previous two cases. Considering the nine channels, the jammer jams each channel
with [3, 18, 18, 3, 18, 17, 3, 17, 3]% probability distribution. The jammer jams 6
channels for 100ms, then reselects channels to jam following the probability distri-

bution.

Case 3: The reason for introducing this scenario is to illustrate the flexibility of our
proposed methodology in adapting the appropriate number of frozen layers in the
IFE-based TL algorithm. This case is similar to case 2. The difference is that in this
case, the jammer jams each channel with the probability distribution [14, 2, 14, 11,

14, 14, 14, 14, 3]1%.

Case 4: The probability distribution designed for this case is [12.4, 12, 12, 12, 12,
13, 11.8,7.2, 7.6]%.

Case 1 is the most similar one to the source case since it has identical jamming probability

distribution (both uniform) and the same pattern, followed by Cases 2 and 3, while Case

4 is the most different from the Source case. The probability distributions for Cases 2 to 4

do not clearly show how different they will make the target environment from Source. It is
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worth noting that changing the jammer probability distribution does not necessarily mean
that the learned policy in a different environment will not work. The relation between a
learned policy and the jammer probability distribution is difficult to be unveiled. Hence,
finding jamming probability distributions to distinguish the difference between the target
domain and the source domain, i.e., making the policy learned in the source domain have
different level of effectiveness in the target domain, is not easy. However, without loss of
generality and for the sake of simulation, to find jamming probability distributions mak-
ing three different cases different from the source domain, we first extract the importance
of the features in the source domain and then design the scenarios in a way with different
KL divergences between the feature importance distribution and the jammer probability
distribution. Among Cases 2 to 4, the KL divergence value in Case 2 is smallest whereas
that in Case 4 is the largest, indicating that Case 4 is the most different from the source do-
main, followed by Case 3, and then Case 2. The purpose of designing such different cases
is to show the capability of the proposed method in adapting to different environments
with different levels of learning. It is worth noting that the DRL agents at the APs do not
have the prior knowledge of the jammer pattern and the jammer probability distribution
in all the cases.

We first evaluate the RNN structure and compare it with the CNN structure that is com-
monly adopted in many existing works [2, 3, 33] as well as another benchmark method,
named Random, in which the AP randomly chooses a channel for the user to transmit. Fig.
5.1 shows the comparison result in the Source scenario. In Fig. 5.1, the y-axis represents
the throughput of the wireless network, and the x-axis represents time. Note that the DRL
models with RNN and CNN consume different time in each iteration due to their different
computational complexities. To have a fair comparison, we have to illustrate the simula-
tion time of each model in proportion to their time complexity. To do so, we first show the
computational complexity in terms of the number of parameters for the RNN and CNN
models in Table 5.2. As can be seen from Table 5.2, even though in CNN the smallest pos-

sible convolutional layer is used, it still has a higher number of parameters than the RNN
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Figure 5.1: The performance of different DRL models and Random. Since Random does
not have any learning parameters, it has not scaled in this figure.

model with the LSTM layer, while the utilized LSTM Ilayer is not the smallest possible
one’. From Table 5.2, we can see that the RNN has 777 parameters less than the CNN.
Since the Random scheme has no parameters to be trained, we do not represent its result in
the table. Then we use the number of iterations as the scale of the x-axis of Fig. 5.1 for the
CNN model (i.e., the model with higher number of parameters) as a yardstick and shrink
the scale for the RNN model in proportion to the ratio of its number of parameters to that
in the CNN. Fig. 5.1 shows that the DRL model with RNN outperforms that with CNN
structure, in terms of the convergence rate and the achieved throughput after convergence.
Also, there is a big gap between the throughput of the Random scheme and DRL models
after convergence. This justifies the advantage of DRL models even though they are more
complex than the Random scheme.

After the DRL model is trained at the first AP in the source domain, we extract the im-
portance of the features of the source domain DNN in the source and target domains based

on the FRE method, as described in Chapter 4. Fig. 5.2 shows the extracted importance

2We have not investigated the optimal LSTM size or DNN architecture for the considered system model
as it is not the main concentration of this study.
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Table 5.2: Training parameters of different models

Model Layer Number of parameters
LSTM 576
ReLU 576
ReLU 2080
RRN ReLU 528
Softmax 153
Total 3913
1D convolutional layer 1801
ReLU 128
ReLU 2080
CNN ReLU 528
Softmax 153
Total 4690

21

of the features in different scenarios, using the DNN trained in the source domain. Each
bar indicates the importance of the channels from a scale of 0 to 1. Fig. 5.2a indicates that
channels 1, 4, 7, and 9 are the most important, even though the jammer does not have any
preference between different channels. We can model the sweep jammer probability dis-
tribution as uniform. The policy learned by the black box of AI (DRL model in our study)
is hard to be interpreted as how such a policy is selected by the Al. As a result, it is hard
to explain why channels 1, 4, 7, and 9 are more important from the Al’s point of view,
however, this policy leads to a significantly high throughput and performance. As shown
in Fig. 5.2b, channels 1, 4, 7, and 9 still have the highest importance, but since the jammer
in this scenario is less aggressive, the agent still has opportunities to select the rest of the
channels. As a result, we can see from this figure that the other channels could achieve an
importance value close to the aforementioned channels. In the rest of the figures, we can
see that channels 1, 4, 7, and 9 have higher importance than the others, similar to Fig. 5.2a.
It 1s because the tested DNN is the one that is trained in Source scenario. Even though it
is the same DNN in all scenarios, we still see differences in the importance of features in

different target domains. This will allow us to quantitatively estimate how much different
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Figure 5.2: The importance of the features.

they are from the source domain.

We estimate the differences between the source and target domains, gathered in Ta-
ble 5.3, by calculating the relative entropies based on the random forest results. As can
be seen in Table 5.3, the estimation matches the expectation that Case 1 has the lowest
relative entropy, followed by Case 2 and Case 3, and Case 4 has the highest value. The
higher the relative entropy, the more different the target and source domains are.

Defining a general algorithm determining the number of frozen layers from the esti-
mated relative entropy values is challenging. Nevertheless, to see the optimum number of
layers to be frozen, we test the performance of different possible layer selections to freeze

and compare the throughput and convergence rate, as shown in Fig. 5.3. Similar to Fig.
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Table 5.3: Relative entropy values obtained from the simulation.

Target Domain Casel Case2 Case3 Case4
relative entropy values 0.1231 0.1619 0.1833 0.1945

5.1, we scale the x-axis for each curve in proportion to their computational complexity
in each iteration. IFE-X in the graph means the last X layers of the RNN are learnable
and the rest are frozen. As can be seen, for Case 1 (Fig. 5.3a), IFE-1 converges faster
than the other IFE models since it is the most similar scenario to Source and the jammer
follows the same pattern. As a result, the optimal policy in Case 1 and Source are close
and not much learning is needed in the target domain (Case 1). For Case 2 (Fig. 5.3b), it
is IFE-2 that works the best. Even though Case 2 has close probability distribution to the
Source importance of features distribution, since it has a totally different jamming pattern,
it needs more layers to be trainable. Considering the similarity to the source domain, Case
3 is a scenario in the middle (Case 1 is the closest one to the source domain, followed
by Cases 2, 3, and 4). In this case, IFE-3 outperforms the others, while in Case 4, I[FE-4
is the supreme model meaning that more learnable layers are needed. In Fig. 5.3c, both
IFE-3 and IFE-4 converge to higher throughput, outperforming IFE-1 and IFE-2. How-
ever, between IFE-3 and IFE-4, IFE-3 obviously surpasses in terms of the convergence
rate because of its lower complexity. Fig. 5.3d indicates that even though freezing more
layers is time and energy efficient, when the target model is too different from the source
domain, models with fewer learnable layers do not have enough parameters to find the
optimum policy. As a result, we can see that IFE-1, IFE-2, and IFE-3 converge to a value
significantly lower than IFE-4. It is worth noting that Figs. 5.3b, 5.3c, and 5.3d do not
converge to 100% throughput in contrary to Case 1 since the jammer takes more random
decisions in Cases 2 to 4. Random decisions are not predictable by ML models as they do
not follow any certain pattern, as a result, there is nothing except estimating the probabil-

ity of the random decisions to be learned by the DRL model. By comparing the results in
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Fig. 5.3 and Table 5.3, we can see that the relative entropy value is an important indicator
that can guild us to appropriately choose the number of learnable layers in the IFE method,

i.e., the higher the relative entropy value, the more learnable layers should be chosen.
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Figure 5.3: IFE based TL models convergence rates for different scenarios

We further compare our proposed TL method with other existing TL methods as well
as the benchmark method, i.e., training the DRL model from scratch (marked as DRL in
Fig. 5.4) under the four considered cases, as illustrated in Fig. 5.4. We consider classifier
TL (marked as TL-C in the figure) [46], weight initialization TL (marked as TL-WI in
the figure and explained in Chapter 2). In TL-C, decisions are naively made based the
transfered DRL without any training. For each case, we choose the IFE model that offers
the best performance as our proposed TL method. From Fig. 5.4, we can see that all

the TL methods converge faster than the traditional method, i.e., training the DRL model
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from scratch. However, some TL methods may not achieve good throughput after con-
vergence. It is apparent that TL-C is the fastest and simplest model among others since
there is no learning occurring in TL-C. In Fig. 5.4a, we can see that TL-C performs well
in Case 1 since Case 1 is similar to the source domain, yet, it is still not able to achieve
the throughput as high as what the other models have achieved after convergence since it
does not learn anything from the new environment. Also, in Figs. 5.4b, 5.4c, and 5.4d, it
can be seen that TL-C achieves a throughput significantly lower than all the other models.
It is clear from Fig. 5.4 that our proposed TL method (IFE-based TL) outperforms the
other TL methods and the traditional method that trains the DRL model from scratch in

all considered scenarios.
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Figure 5.4: Different ML models convergence rates for different scenarios
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Conclusion

6.1 Summary of the Thesis

We have studied a time-efficient anti-jamming method in wireless networks where the
jammer attempts to disrupt multiple communication regions. We have discussed the ad-
vantage of using RNNs in wireless network system models and compared it with a DRL
model with CNN. However, training a DRL model from scratch in each regional AP can
be considerably long. To accelerate the training process of the DRL model, we have pro-
posed utilizing IFE-based TL due to its flexibility in adapting to the target environment
depending on how different the jammer behaves in the target domain compared to the
source environment. To measure the difference between the source and target domains,
we have proposed an FRE-based technique using a random forest model. Experiment re-
sults show that our proposed TL method can effectively speed up the training process of

the DRL model and outperforms the other TL methods.

6.2 Future Directions

In future directions, one can study a jamming scenario where more than one active user

attempt to communicate through the available frequency channels. This problem is a re-

26
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source allocation/management which is an existing hot research area in wireless networks
and many researches are being done to do the resource allocation in its fairest and opti-
mum way using ML and RL. Also, the exact relation between relative entropy values and
the optimal number of learnable layers is yet to be found. It is worth noting that relative
entropy bounds are [0, co) while the number of learnable layers in a DNN is finite and
dependant on the DNN architecture. The proposed method can only measure the differ-
ence between the source and target domains, and use that as a guideline for appropriate
tuning settings in TL. However, we cannot guarantee that the selected tuning setting is
optimal. Finding the precise relationship between the measured data and the correspond-
ing optimal tuning configurations is challenging and deserves further study. In this thesis,
we only utilized one of many kind of XAI techniques. One open challenge is to study
different types of XAI which provide different ways to explain the behaviour of the DRL

model in different source and target domains.
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