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Abstract

Securing information through encryption is essential in data communication, but to effectively detect malicious

activities, it is crucial to distinguish between encrypted and non-encrypted traffic. Traditional encrypted traffic

classification methods, including rule-based systems and conventional machine learning approaches, often struggle

with scalability, generalization, and class imbalance, leading to suboptimal classification performance. This study

introduces a novel hybrid model for encrypted traffic classification, integrating Multi-Head Attention mechanisms

for feature enhancement and LightGBM as the final classifier. The proposed model follows a two-step classification

process: first, performing binary classification to separate encrypted and non-encrypted traffic, and second, applying

multi-class classification to categorize encrypted traffic into TOR, VPN, I2P, Zeronet, and Freenet. To improve

model interpretability, SHAP is employed to validate the importance of attention-based features, while LIME

provides insights into misclassified instances, enabling adjustments such as weight threshold tuning and handling

class imbalances.

Furthermore, this study incorporates a refined dataset preprocessing pipeline, leveraging NTL Flowlyzer—an

advanced traffic analyzer that extracts over 400 features, including entropy-based attributes. To address class

imbalance issues, strategic adjustments such as SMOTE augmentation for Freenet and class-specific threshold tuning

were applied based on SHAP and LIME insights, resulting in improved classification performance. The experimental

evaluation demonstrates that the proposed hybrid model outperforms existing approaches in accuracy, precision,

and recall while maintaining efficiency in both time and computational complexity. By integrating explainable AI

techniques and adaptive optimization strategies, our approach enhances classification performance and improves the

transparency and interpretability of encrypted traffic detection. These findings contribute to advancing cybersecurity

by enabling more robust and interpretable encrypted traffic classification models.
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1 Introduction

The rapid proliferation of encrypted traf�c has reshaped network security landscape, fundamentally altering

how data is transmitted and analyzed across digital infrastructures. Encryption has become a cornerstone of

modern cybersecurity, driven by heightened privacy concerns, evolving regulatory frameworks, and the increasing

sophistication of cyber threats [68]. As of 2023, an estimated 95% of global web traf�c is encrypted using

HTTPS protocols, re�ecting a signi�cant shift toward prioritizing con�dentiality in digital communications [69].

However, this widespread adoption of encryption has introduced critical challenges for network management,

security monitoring, and cyber threat detection [70].

While encryption enhances privacy, it also enables cybercriminals to obfuscate malicious activities. A recent

report by Zscaler ThreatLabz indicates that 85.9% of cyberattacks now leverage encrypted channels, representing

a 20% increase from the previous year [71]. The widespread deployment of TLS 1.3, while improving security,

further complicates threat visibility by removing legacy interception techniques [72]. These trends necessitate

the development of sophisticated encrypted traf�c analysis (ETA) techniques capable of detecting threats without

compromising encryption integrity.

Machine learning (ML) and deep learning (DL) have emerged as promising solutions for encrypted traf�c detection

and classi�cation [73, 74]. By leveraging statistical patterns and behavioral anomalies, ML-based approaches offer a

viable alternative to traditional deep packet inspection, enabling privacy-preserving security analytics. Supervised

and unsupervised learning techniques have been extensively explored, with convolutional and recurrent neural

networks (CNNs, RNNs) demonstrating success in traf�c pattern recognition [75, 76]. However, interpretability and

computational ef�ciency remain key challenges, limiting the widespread adoption of deep learning in real-world

security infrastructures.

A growing body of research has underscored the importance of balancing security and privacy in encrypted

traf�c classi�cation. While security mechanisms aim to prevent unauthorized access and mitigate threats, privacy-

preserving techniques seek to maintain con�dentiality in data transmission [77, 78]. Emerging solutions, such as

secure multiparty computation (SMC) and differential privacy, offer new avenues for ensuring privacy while enabling

robust encrypted traf�c analysis [79]. Additionally, the convergence of blockchain technology with encryption

mechanisms has strengthened the resilience of IoT networks, ensuring secure and decentralized communication

[80, 81, 82].

Within the domain of anonymity-preserving networks, encrypted traf�c classi�cation faces additional challenges.

Research into Tor, I2P, and ZeroNet has highlighted the complexity of analyzing obfuscated traf�c patterns without

decrypting the underlying content [83, 84]. Traf�c analysis techniques for anonymity networks must carefully

balance detection accuracy with user privacy, a challenge compounded by the evolving nature of obfuscation

strategies [85, 86]. These considerations underscore the need for adaptive and interpretable classi�cation models to

analyze encrypted traf�c while preserving privacy effectively.

This thesis aims to address these challenges by introducing several key contributions to the �eld of encrypted traf�c

classi�cation:

• A Comprehensive Literature Surveyon encrypted traf�c analysis, examining state-of-the-art techniques,

datasets, and tools.

• The Development of anOpen-source Cybersecurity Network Traf�c Analyzer, an enhancement of
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NTLFlowlyzer, incorporating additional features for enriched traf�c characterization.

• The creation of anAugmented Datasetthat combines CIC-Darknet2020 and Darknet-Dataset-2020 to improve

the diversity and representation of encrypted traf�c patterns.

• The design and implementation of anExplainable AI-powered Classi�cation Model, integrating a Hybrid

Attention + LightGBM architecture for improved interpretability and performance to evaluate the ef�cacy of

model re�nement techniques guided by XAI tools such as SHAP and LIME.

The integration of Explainable AI (XAI) techniques into encrypted traf�c classi�cation plays a crucial role in bridging

the gap between model performance and operational transparency. In cybersecurity applications, understanding

why a model �agged a particular �ow as suspicious is as important as the detection itself. By employing SHAP and

LIME, this thesis not only enhances model interpretability but also enables actionable insights for cybersecurity

professionals, fostering trust, auditability, and improved decision-making in encrypted environments.

The remainder of this thesis is structured as follows.Section 2 (Literature Review)presents a comprehensive

analysis of encryption techniques, traf�c classi�cation models, and recent advancements in encrypted traf�c detection.

Section 3 (Proposed Model)introduces the proposed methodology, detailing the design and implementation of the

network traf�c analyzer, dataset augmentation process, and classi�cation model.Section 4 (Selecting and Creating

the Training and Testing Dataset)focuses on dataset selection, preprocessing techniques, and feature extraction

work�ows, emphasizing the importance of structured representation in encrypted traf�c classi�cation.Section 5

(Experiments & Results)details the experimental setup and presents an in-depth evaluation of the proposed model,

including comparisons with existing classi�cation techniques.Section 6 (Analysis & Discussion)provides a critical

analysis and discussion of results, highlighting key �ndings and their implications for real-world encrypted traf�c

detection. Finally,Section 7 (Conclusion & Future Work) concludes the study by summarizing contributions and

outlining future research directions.

Table 35 in the Appendix lists the acronyms and abbreviations used in this thesis, providing a reference for technical

terminology.
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2 Literature Review

The increasing complexity and prevalence of encrypted network traf�c have necessitated advanced analytical

approaches for effective classi�cation and detection. This section presents a comprehensive review of encryption

techniques, detection methodologies, and classi�cation strategies as detailed in our taxonomy �gure 1. By sys-

tematically categorizing existing research, we provide insights into the fundamental techniques shaping this �eld.

We �rst discuss encryption traf�c techniques and services, followed by an extensive review of machine learning,

deep learning, and hybrid models employed for encrypted traf�c analysis studies. Each approach is critically

analyzed, assessing its strengths, limitations, and contributions to the broader network security landscape. Finally,

we synthesize the limitations of the literature to highlight open challenges and future research directions.

Figure 1: Taxonomy of Encrypted Traf�c Detection Models Derived from Previous Technical Literature
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Figure 2: Overview of Virtual Private Network (VPN) Functionality[1]

2.1 Encryption Traf�c Techniques/Services Protocols

Encryption techniques and services form the backbone of modern cybersecurity frameworks, ensuring the con�den-

tiality and integrity of data transmitted across networks. This section provides an in-depth examination of various

encryption protocols, ranging from traditional methods and protocols to advanced privacy-preserving services such

as VPNs, Tor, and other anonymization technologies. By analyzing their operational principles, advantages, and

limitations, we aim to establish a foundational understanding of how these encryption mechanisms in�uence traf�c

analysis and detection methodologies.

• VPN (Virtual Private Network) (1996, Gurdeep Singh-Pall) - VPNs create a private network from a public

internet connection, encapsulating and encrypting data packets to provide secure and anonymous access to

the internet. This technology is fundamental in bypassing geo-restrictions and safeguarding sensitive data

from unauthorized access, especially bene�cial in environments that require con�dentiality like corporate

networks[87].Fig.2 illustrates the working mechanism of a VPN, showcasing how it encrypts data to protect

users from hackers, adware, and surveillance while masking the original IP address.

• TOR (The Onion Router) (2002, Paul Syverson, Michael G. Reed, David Goldschlag - U.S. Naval

Research Laboratory)- TOR is a network of servers that enables anonymous communication by directing

internet traf�c through a free, worldwide, volunteer overlay network consisting of more than seven thousand

relays. The design ensures that the user's location and usage from anyone conducting network surveillance

or traf�c analysis is hidden, making it a crucial tool for preserving privacy and freedom online [88].Fig.3

illustrates the Tor connection process, highlighting the layered routing through entry nodes, relays, and exit
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Figure 3: Representation of Onion Routing in Tor Network[2]

nodes to ensure anonymity.

• I2P (Invisible Internet Project) (2003, I2P Team and Community)- I2P specializes in allowing anonymous

communication over the internet. It uses a peer-to-peer-like routing structure to create a private network

layer that enables secure and anonymous communication. Unique to I2P is its use of garlic routing, which

encapsulates multiple messages together to enhance security and privacy beyond traditional onion routing

[89].Fig.4 depicts the I2P network architecture, demonstrating the use of inbound and outbound tunnels to

facilitate secure and anonymous peer-to-peer communication.

• Zeronet (2015, Tamas Kocsis)- Zeronet[90], introduced in 2015 by Tamas Kocsis, employs Bitcoin cryp-

tography and BitTorrent technology to establish a decentralized web. This framework ensures open, free,

and uncensorable websites by leveraging peer-to-peer networking, where content is hosted across multiple

nodes, making takedown efforts signi�cantly challenging. The architecture of Zeronet, illustrated in Figure 5,

showcases its decentralized nature, highlighting its reliance on cryptographic security and distributed hosting

mechanisms. This structure has led to increasing research interest in analyzing its ecosystem, particularly in

understanding its role in the modern dark web [4].

• Freenet (2000, Ian Clarke)- Freenet, introduced in 2000 by Ian Clarke, is a peer-to-peer platform designed

for censorship-resistant communication. It utilizes a decentralized distributed data store to securely keep and

deliver information while supporting various services such as websites, forums, and �le-sharing. The platform

emphasizes privacy and anonymity by routing data through multiple nodes, ensuring that user activity remains

untraceable [91]. Figure 6 illustrates the fundamental concept of peer-to-peer communication within Freenet,

showcasing how users share data without relying on central servers.

• HTTPS (Hypertext Transfer Protocol Secure) (1995, Netscape)- HTTPS was introduced by Netscape in

1995 and ensures secure communication over a computer network, with widespread use on the Internet. It
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Figure 4: Illustration of Anonymous Routing in the I2P Network[3]

Figure 5: Illustration of Zeronet's decentralized architecture and its cryptographic security mechanisms [4].
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Figure 6: Illustration of peer-to-peer �le sharing in Freenet, demonstrating the decentralized communication model [5].

employs encryption mechanisms to protect the integrity and con�dentiality of data exchanged between a user's

device and a web server, making it a cornerstone of secure online transactions and data privacy [92]. Figure

7 illustrates the HTTPS communication framework, showcasing its role in securing data transfer through

encryption layers, proxies, and application servers.

• TLS (Transport Layer Security) (1999, IETF) -Transport Layer Security (TLS), introduced by the IETF in

1999, is a cryptographic protocol designed to provide secure communication over a computer network. It is the

successor to SSL and is crucial in safeguarding internet traf�c from eavesdroppers and tampering. Encrypting

data transmission and ensuring authentication, TLS strengthens privacy and integrity in network commu-

nications [93]. Figure 8 illustrates the TLS architecture, detailing its structure and functional components,

including protocol operations and security mechanisms.

• SSL (Secure Sockets Layer) (1995, Netscape) -Secure Sockets Layer (SSL), developed by Netscape in 1995,

establishes an encrypted link between a web server and a browser, ensuring data con�dentiality and integrity.

This encryption mechanism protects sensitive online transactions, such as banking and e-commerce. SSL

uses digital certi�cates to authenticate the identities of communicating parties and employs a combination of

public-key and symmetric-key encryption to secure data transmission [94]. Figure 9 illustrates the layered

architecture of SSL, showcasing its record protocol, encryption mechanisms, and interaction with underlying

network protocols.

• IPSec (Internet Protocol Security) (1995, IETF) -Internet Protocol Security (IPSec), standardized by the

IETF in 1995, is a framework designed to secure internet communications across an IP network by encrypting

and authenticating each IP packet in a communication session. IPSec is fundamental in establishing secure

Virtual Private Networks (VPNs), ensuring con�dentiality, integrity, and authentication of transmitted data. It
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Figure 7: Illustration of HTTPS communication architecture, highlighting encryption mechanisms and proxy interactions [6].

Figure 8: Illustration of the TLS architecture, showcasing its layered security structure and cryptographic protocol components
[7].
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Figure 9: Illustration of SSL architecture, depicting its encryption layers and protocol structure [8].

employs cryptographic techniques, including the Encapsulating Security Payload (ESP) and Authentication

Header (AH) protocols, to provide robust security mechanisms [95]. Figure 10 illustrates the architectural

components of IPSec, highlighting its encryption, authentication, and key management processes.

• SSH (Secure Shell) (1995, Tatu Ylönen) -Secure Shell (SSH) is a cryptographic protocol designed for

securely operating network services over an unsecured network. It is widely used for remote login due to its

superior security to older protocols like Telnet. SSH encrypts all transmitted data, including authentication

credentials, and prevents eavesdropping, connection hijacking, and various network-level attacks [96]. Figure

11 illustrates the architecture of SSH, detailing its encryption process, padding mechanisms, and message

authentication system, which collectively enhance security against unauthorized access and tampering.

• PGP (Pretty Good Privacy) (1991, Phil Zimmermann) -Pretty Good Privacy (PGP), developed by Phil

Zimmermann in 1991, is a data encryption and decryption program designed to provide cryptographic privacy

and authentication for secure communication. It is widely used to encrypt emails, secure �les, and even

protect entire disk partitions. PGP combines symmetric-key cryptography for fast encryption with public-key

cryptography for secure key exchange, typically utilizing the RSA algorithm. Unlike centralized trust models,

PGP employs a web of trust, allowing users to sign each other's keys to verify identities [97]. Figure 12

illustrates the PGP encryption and decryption work�ow, highlighting the role of private and public keys in

ensuring data integrity and authentication.

• S/MIME (Secure/Multipurpose Internet Mail Extensions) (1995, RSA Data Security, Inc.) -Secure/Mul-

tipurpose Internet Mail Extensions (S/MIME), developed by RSA Data Security, Inc. in 1995, is a widely

adopted standard for securing email communication through encryption and digital signatures. S/MIME

ensures con�dentiality by encrypting email contents and guarantees authenticity and integrity through digital

signatures. It employs a hierarchical Public Key Infrastructure (PKI), where Certi�cate Authorities (CAs)

authenticate users and devices, making it particularly suitable for enterprise environments where centralized

management of certi�cates is necessary [98]. Figure 13 illustrates the S/MIME email security process,

demonstrating encryption, digital signatures, and certi�cate validation.
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Figure 10: Illustration of IPSec architecture, demonstrating encryption, authentication, and key management mechanisms [9].

Figure 11: Illustration of SSH architecture, showcasing its encryption, padding mechanisms, and authentication structure [10].
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Figure 12: Illustration of the PGP encryption and decryption process, demonstrating key exchange, authentication, and hashing
mechanisms [11].

Figure 13: Illustration of the S/MIME process, depicting encryption, digital signatures, and certi�cate-based authentication
[12].
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Figure 14: Illustration of OpenPGP encryption and decryption, demonstrating key-based �le security [13].

• OpenPGP (1997, IETF) -OpenPGP, standardized by the IETF in 1997, is an open standard for data encryption

and signing, designed to provide a secure and non-proprietary framework for cryptographic protection. Derived

from the original PGP software, OpenPGP enables encryption of emails, �les, and directories, ensuring privacy

and security. Unlike S/MIME, which relies on a centralized trust model, OpenPGP uses a web of trust, allowing

users to validate each other's keys without requiring a certi�cate authority [99]. Figure 14 illustrates the

OpenPGP encryption and decryption process, detailing using public and private key cryptography to secure

data transmission.

• WPA2/3 (Wi-Fi Protected Access 2/3) - WPA2 (2004, Wi-Fi Alliance) and WPA3 (2018, Wi-Fi Alliance)

- Wi-Fi Protected Access 2 (WPA2), introduced by the Wi-Fi Alliance in 2004, and its successor, WPA3

(2018), are security protocols designed to protect wireless networks from unauthorized access. WPA2

employs AES encryption and provides high security for wireless communications. At the same time, WPA3

enhances security further by introducing features such as stronger encryption, protection against of�ine brute-

force attacks, and individualized data encryption. WPA3 also improves security for open networks through

Opportunistic Wireless Encryption (OWE) [100]. Figure 15 illustrates the architecture of WPA2-Personal and

WPA2-Enterprise, highlighting the key differences in security mechanisms and authentication approaches.

The study of encryption techniques and services underscores their indispensable role in securing digital communica-

tions. As encryption technologies evolve, so must the analytical frameworks designed to classify and detect encrypted

12



Figure 15: Illustration of WPA2-Personal and WPA2-Enterprise security architectures, showing authentication mechanisms and
access control [14].
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traf�c accurately. Understanding these encryption mechanisms is critical for developing robust detection strategies

that balance privacy with security, ensuring effective monitoring without compromising user con�dentiality.

The following subsection discussesPrevious Works, which provides a comprehensive review of various studies

in the �eld of Encrypted Traf�c Analysis (ETA), focusing on machine learning (ML), deep learning (DL), and

hybrid models. This discussion highlights advancements in traf�c classi�cation methodologies, the effectiveness

of different model architectures, and the challenges researchers have addressed in adapting ETA frameworks to

evolving encryption protocols.

2.2 Previous Works

Encrypted Traf�c Analysis (ETA) has become a critical area of research, driven by the growing adoption of

encryption protocols that obscure network traf�c from traditional monitoring techniques. This section provides

a structured and comprehensive overview of the methodologies employed in detecting and classifying encrypted

traf�c, offering insights into the evolution of research in this domain.

To systematically analyze existing approaches, this thesis presents anexpansive taxonomy of encrypted traf�c

classi�cation models, capturing the breadth of methodologies employed in contemporary research, as illustrated

in Figure 1. This taxonomy classi�es existing techniques into three primary categories:Machine Learning

Approaches, Deep Learning Approaches, and Hybrid Approaches, each representing distinct paradigms in

encrypted traf�c classi�cation.

• Machine Learning Approachesinclude foundational algorithms such asJ48, Random Forest (RF), and

Instance-Based Learning (IBk), which have been instrumental in developing baseline classi�cation models.

These approaches rely on statistical learning from handcrafted features, offering computational ef�ciency but

often struggling with complex traf�c patterns.

• Deep Learning Approachesextend beyond traditional ML models, leveraging hierarchical feature extraction

and automated representation learning. This category encompasses architectures ranging frombasic neural

networks to advanced modelssuch asConvolutional Neural Networks (CNNs) with multi-head attention,

Spiking Neural Networks (SNNs), Generative Adversarial Networks (GANs), and Transformer-based

models. These techniques have demonstrated superior performance in capturing intricate traf�c behaviors,

making them well-suited for encrypted traf�c classi�cation.

• Hybrid Approaches integrate machine learning and deep learning methodologies, combining the inter-

pretability and ef�ciency of traditional algorithms with the representational power of neural networks. These

include ensembles such asLSTM + RF, SVM + KNN, and Decision Trees (DT) fused with Recursive

Feature Elimination (RFE) and Multi-Layer Perceptrons (MLP) to enhance predictive performance and

adaptability to dynamic network conditions.

This taxonomy delineates the structured evolution of encrypted traf�c analysis techniques and provides a foun-

dation for evaluating their ef�cacy in real-world scenarios. Thefollowing subsections critically analyze these

methodologies, emphasizing their strengths, limitations, and practical applications. Through an extensive review of

high-impact literature , we ensure a comprehensive and methodologically rigorous assessment tailored to the �eld's

most in�uential and innovative contributions. Finally, we synthesize key limitations into a cohesive conclusion,

identifying research gaps and future directions that can advance encrypted traf�c detection and classi�cation.
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2.2.1 Machine Learning Models in Encrypted Traf�c Detection

Machine learning (ML) techniques have played a pivotal role in classifying encrypted traf�c, leveraging statistical

patterns and feature-based learning to distinguish between different types of encrypted �ows. This section reviews

key ML-based approaches, analyzing their effectiveness in handling real-world encrypted network traf�c. Various

classi�ers, including decision trees, random forests, and ensemble methods, have been employed to enhance detection

accuracy while maintaining computational ef�ciency. By exploring these techniques, we provide insights into the

evolution of ML-driven encrypted traf�c classi�cation and its impact on network security.

The paper by Zaki et al. [15] addresses the critical issue of encrypted traf�c classi�cation at multiple granularity

levels, speci�cally focusing on network security and administrative ef�ciency. The authors propose GRAIN, a

granular multi-label classi�cation method using a classi�er chain that uniquely classi�es network traf�c at the

application name, inter-application, and intra-application service levels. Illustrated in Fig. 16, This approach utilizes

two chained Random Forest classi�ers that leverage seven novel statistical features derived from packet payload

lengths, which remain effective despite encryption, thus preserving user privacy. The performance evaluation

demonstrates that GRAIN achieves high classi�cation accuracy, with F-measure scores of 99%, 93%, and 88% at

various levels, highlighting its effectiveness and potential for implementation in complex network environments.

Figure 16: GRAIN model architecture proposed by [15]

In the work by Shi, Dong [16], the critical challenge of classifying network traf�c types in imbalanced datasets

is tackled. The author proposes a novel method utilizing a cost-sensitive Support Vector Machine (SVM) with

active learning, termed CMSVM, which aims to adjust weights to resolve the imbalance problem effectively and

dynamically. The methodology is detailed in Fig. 17 of the paper, illustrating the �owchart of the CMSVM

process. This method optimizes the classi�cation accuracy by iteratively adjusting the training process based on the

imbalanced data characteristics. Applying the CMSVM algorithm to two different datasets, the MOORE_SET and

NOC_SET, the results demonstrate a signi�cant enhancement in precision, recall, and overall accuracy, indicating its

ef�cacy in handling complex and varied network traf�c scenarios.

Yao et al. [101], authors tackle the critical challenge of encrypted traf�c classi�cation in a network security context.

They present a novel traf�c classi�cation model named MGHMM, which combines Gaussian mixture models

and Hidden Markov Models to distinguish between different types of encrypted traf�c effectively. MGHMM

signi�cantly enhances the ability to monitor and control encrypted traf�c, improving both the detection of various

encrypted protocols and the identi�cation of obfuscated traf�c. This model's application demonstrates substantial
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Figure 17: CMSVM model architecture proposed by [16]

Figure 18: Model architecture proposed by [17]

improvements over existing methods, veri�ed through comprehensive testing across multiple dataset scenarios.

Using machine learning techniques, Choorod et al. [17], the authors address the challenge of classifying Tor traf�c

from nonTor traf�c using encrypted payloads. They propose a novel machine learning approach that relies on

character statistical-based features extracted directly from encrypted payloads, which is illustrated in Fig.18. This

method signi�cantly enhances the ef�ciency and accuracy of traf�c classi�cation, demonstrated by their method's

ability to achieve an average accuracy rate of 95.65% across various application types without the need for multiple

packets or in-depth packet inspection, thus maintaining user privacy and network ef�ciency.

Machine learning-based approaches have demonstrated considerable success in encrypted traf�c classi�cation,

offering scalable and interpretable models for identifying encrypted traf�c patterns. However, as encryption methods

grow more sophisticated, ML techniques alone may struggle to adapt to evolving attack vectors and obfuscation

strategies. This limitation underscores the need for hybrid models integrating ML with deep learning and other

advanced analytical techniques.

16



2.2.2 Deep Learning Models in Encrypted Traf�c Detection

Deep learning (DL) has emerged as a transformative force in encrypted traf�c classi�cation, enabling models to

learn hierarchical representations of traf�c patterns without extensive manual feature engineering. This section

explores the application of DL methodologies, including neural networks, convolutional models, and generative

architectures, to encrypted traf�c analysis. By automatically leveraging their ability to extract complex features from

raw traf�c data, DL models have set new benchmarks in detection accuracy and adaptability.

2.2.2.1 Auto Encoders

Autoencoders (AEs) have been widely utilized in encrypted traf�c classi�cation due to their ability to perform unsu-

pervised feature learning and anomaly detection. These architectures encode traf�c patterns into lower-dimensional

representations, facilitating ef�cient detection and classi�cation. This section explores various AE-based models,

assessing their ef�cacy in extracting meaningful patterns from encrypted �ows while minimizing reconstruction

errors.

In the work by Lv, S. et al. [18], the authors introduce an innovative one-class classi�cation model, AAE-DSVDD,

designed explicitly for VPN traf�c identi�cation. The model leverages Adversarial AutoEncoders (AAE) to construct

an aggregated posterior distribution that closely matches a prede�ned prior, which is then used to constrain the

output of Deep Support Vector Data Description (DSVDD). This approach mitigates the hypersphere collapse

problem—a common issue in DSVDD models—by ensuring a well-structured latent space representation. The

proposed model demonstrates superior performance in identifying VPN traf�c, particularly distinguishing between

unseen, known classes (UKCs) and unseen, unknown classes (UUCs), a crucial challenge in encrypted traf�c

classi�cation. Their experimental results on the ISCXVPN dataset show that AAE-DSVDD outperforms traditional

one-class classi�cation models such as OCSVM, iForest, and GANomaly, achieving higher AUC scores across

traf�c types. The overall methodology and architecture of the AAE-DSVDD model are illustrated in Fig. 19.

Aceto, G. et al. [19] introduce DISTILLER, a deep learning-based classi�er that leverages a multimodal multitask ap-

proach for encrypted traf�c classi�cation. Unlike traditional models that rely on a single input modality, DISTILLER

capitalizes on heterogeneous traf�c features, extracting both intra-modality and inter-modality dependencies. This

enables the classi�er to perform multiple classi�cation tasks concurrently, including encapsulation identi�cation, traf-

�c type classi�cation, and application recognition. The model incorporates a two-phase pre-training and �ne-tuning

procedure to avoid modality dominance, ensuring robust feature learning across diverse traf�c patterns. Evaluation

of the ISCX VPN-nonVPN dataset demonstrates DISTILLER's superiority over single-task and single-modality

deep learning models, achieving higher classi�cation accuracy with reduced computational complexity. The overall

architecture of the DISTILLER framework is illustrated in Fig. 20.

Autoencoders provide a promising direction for encrypted traf�c analysis by leveraging unsupervised learning to

uncover latent structures in network data. Their ability to detect anomalies and optimize feature representations

makes them valuable for encrypted traf�c classi�cation. However, their reliance on reconstruction-based learning

poses limitations in handling dynamic and adversarial traf�c patterns, necessitating further re�nements.
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Figure 19: AAE-DSVDD model architecture proposed by [18].

Figure 20: DISTILLER model architecture proposed by [19].
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2.2.2.2 Neural Networks

The exploration of neural networks in network security represents a critical evolution in identifying and classifying

encrypted traf�c [102]. Neural network models, with their profound learning capabilities, offer nuanced approaches

to understanding complex data patterns, thereby enhancing the identi�cation of cyber threats within encrypted

data �ows [103]. This section outlines signi�cant advancements across various neural network architectures, each

contributing uniquely to ETC. It includes a dedicated subsection on models integrating CNNs to enhance feature

extraction and classi�cation accuracy.

The use of neural networks in the domain of ETC has witnessed several innovative contributions that enhance network

security systems' functionality and accuracy. Jorgensen, S. et al. [104] explore the application of Probabilistic

Neural Networks (PNNs) with Uncertainty Quanti�cation (UQ) to enhance VPN application labeling in encrypted

network traf�c. Their approach leverages prototypical networks combined with relative Mahalanobis distance-based

out-of-distribution (OOD) detection, enabling the model to assign con�dence scores to its predictions. This method-

ology improves the classi�er's robustness by distinguishing predictive uncertainty (when the model is indecisive

between known labels) from model uncertainty (when encountering unseen application traf�c). The framework also

incorporates wavelet-transformed features and �ow statistics, ensuring adequate traf�c characterization even with

limited labeled data. The model achieves an F1-score of 0.98 on their dataset and successfully adapts to enterprise

network traf�c by systematically integrating new classes.

Song, Z. et al. [20] propose I²RNN, an Incremental and Interpretable Recurrent Neural Network designed to address

key limitations in encrypted traf�c classi�cation. Unlike conventional deep learning models that require retraining

on the entire dataset when new traf�c types emerge, I²RNN introduces a �ngerprint learning process that enables

incremental adaptation by training additional independent modules for newly encountered traf�c types. This modular

design reduces computational overhead and allows real-time updates in dynamic network environments. Moreover,

I²RNN enhances model interpretability by ranking time-series features for each traf�c type and calculating inter-class

distances, facilitating transparency in encrypted traf�c classi�cation. Experimental results on CIC-IDS2017 and

ISCXVPN2016 datasets demonstrate that I²RNN achieves state-of-the-art performance with higher adaptability,

interpretability, and classi�cation accuracy than traditional deep learning methods. The architectural work�ow of

I²RNN is illustrated in Fig. 21.

Zhou, K. et al. [21] propose a hybrid approach integrating entropy estimation and neural networks for encrypted

traf�c classi�cation. Their method introduces a two-phase classi�cation framework, where entropy estimation �rst

differentiates encrypted from plaintext traf�c, followed by a deep neural network (DNN) that performs application-

level classi�cation on encrypted �ows. The entropy-based method relies on Shannon entropy calculations and Monte

Carlo estimations to measure statistical randomness in packet sequences, effectively �agging encrypted connections.

The DNN model, designed with a 23-feature input layer, a 100-neuron hidden layer, and an 8-class output layer, is

trained to classify encrypted traf�c into distinct application types, such as VoIP, streaming, and P2P communications.

The proposed combined method improves classi�cation precision by 1–7 percentage points compared to traditional

ML techniques while achieving notable performance gains of nearly 30 percentage points in speci�c application

categories. The combined entropy estimation and neural network approach work�ow is illustrated in Fig. 22.

Pathmaperuma, M. H. et al. [22] introduce a Deep Neural Network (DNN) framework tailored for �ne-grained

in-app activity classi�cation in encrypted traf�c. Their approach enhances traditional encrypted traf�c classi�cation

(ETC) models by integrating a probability-based �ltering mechanism that identi�es and discards previously unseen
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Figure 21: I²RNN model architecture and incremental learning framework proposed by [20].

Figure 22: Work�ow of the entropy estimation and neural network-based classi�cation model proposed by [21].
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Figure 23: Deep learning-based encrypted traf�c classi�cation and unknown data detection framework proposed by [22].

data, signi�cantly improving classi�cation robustness. Unlike conventional methods that struggle with untrained

data instances, their unknown data detection module leverages the probability distribution of the DNN's output

layer to differentiate between known and unknown traf�c patterns. The framework uses a time-segmented analysis,

effectively capturing short sequences of encrypted �ows to identify speci�c in-app activities without relying on

complete session data. Empirical results demonstrate that their model achieves over 90% accuracy in recognizing

previously trained in-app activities and 79% accuracy in �ltering unknown activity data, outperforming existing

deep learning-based approaches. The proposed framework and its operational work�ow are illustrated in Fig. 23.

Rasteh, A. et al. [23] explore the application of Spiking Neural Networks (SNNs) for encrypted internet traf�c

classi�cation, marking the �rst use of biologically inspired neural models in this domain. Their approach leverages

Surrogate Gradient Learning, a technique that overcomes the limitations of standard backpropagation in SNNs by

approximating gradient updates using differentiable surrogate functions. The model processes encrypted traf�c

using histogram-based feature extraction, capturing packet size distributions and inter-arrival times while preserving

temporal correlations—a critical advantage over traditional deep learning models. The proposed feedforward SNN

architecture, consisting of a single fully connected hidden layer, demonstrates remarkable classi�cation performance,

achieving an accuracy of 95.9% on the ISCX VPN-nonVPN dataset, surpassing prior approaches such as Flowpic

and Deep Packet. The work�ow of the proposed SNN-based traf�c classi�cation model is illustrated in Fig. 24.

Xu, Y. et al. [24] introduce FastTraf�c, a lightweight deep learning-based framework optimized for real-time

encrypted traf�c classi�cation (ETC) on resource-constrained network devices. The model leverages a Multilayer

Perceptron (MLP) with N-gram feature embedding, ensuring an optimal trade-off between computational ef�ciency

and classi�cation accuracy. Unlike conventional deep learning models that require extensive preprocessing and

large input sizes, FastTraf�c employs packet-level tokenization and truncation strategies to process encrypted

network packets ef�ciently. The N-gram embedding technique extracts structural and sequential byte-level features,

enhancing the model's capacity to differentiate encrypted traf�c patterns with minimal computational overhead.

Compared to eight state-of-the-art ETC methods, FastTraf�c achieves superior classi�cation performance while

maintaining a small model size of only 0.43M, making it ideal for real-time deployment on mainstream network
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Figure 24: Spiking Neural Network-based encrypted traf�c classi�cation model proposed by [23].
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Figure 25: FastTraf�c classi�cation model architecture proposed by [24].

devices. The work�ow and architecture of the FastTraf�c classi�cation model are illustrated in Fig. 25.

2.2.2.2.1 Convolutional Neural Networks (CNNs) CNNs have become a cornerstone in network security,

especially for the ETC [105]. By exploiting spatial hierarchies in data, CNNs offer an unparalleled ability to

extract features and identify patterns within complex, encrypted data streams[106]. This segment showcases various

innovative approaches leveraging CNNs, each addressing speci�c challenges in analyzing encrypted traf�c [28].

The utilization of CNNs in the analysis of encrypted traf�c has evolved with several innovative contributions

enhancing the accuracy and ef�ciency of classi�cation. He, Y. et al. [25] introduce an image-based approach for

encrypted traf�c classi�cation, leveraging Convolutional Neural Networks (CNNs) to achieve end-to-end feature

extraction and classi�cation. Unlike traditional statistical and machine learning-based methods that require manual

feature engineering, this approach converts network session's �rst few non-zero payload sizes into grayscale images,

capturing intrinsic traf�c patterns. The converted images are then processed through a 1D-CNN, automatically

extracting salient traf�c characteristics, improving classi�cation accuracy and reducing computational overhead.

The model is evaluated on the ISCX VPN-nonVPN dataset, demonstrating an F1-score of 98.64% for conventional

encrypted traf�c and 99.55% for VPN traf�c classi�cation, outperforming traditional ML-based classi�ers. The

work�ow of the image-based classi�cation framework is illustrated in Fig. 26.

In the work by Moreira, R. et al. [26], the authors extend the application of Convolutional Neural Networks

(CNNs) in encrypted traf�c classi�cation by integrating them with Reinforcement Learning (RL) to optimize TOR

traf�c classi�cation in real-time. Their proposed framework employs adaptive packet sampling, where a Deep

Q-Network (DQN)-based RL agent dynamically adjusts the sampling rate to optimize classi�cation accuracy while

reducing computational overhead. This method allows for real-time TOR and non-TOR traf�c classi�cation, making

it particularly suitable for high-performance networks with stringent processing constraints. Additionally, the

authors incorporate SqueezeNet, a lightweight CNN architecture, to ensure rapid prediction capabilities without
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Figure 26: End-to-end image-based encrypted traf�c classi�cation framework proposed by [25].

Figure 27: Adaptive CNN-RL-based TOR traf�c classi�cation framework proposed by [26].

compromising classi�cation accuracy. Evaluation of the ISCXVPN2016 and ISCXTor2017 datasets demonstrates that

the proposed approach achieves 99.84% classi�cation accuracy, outperforming existing Darknet traf�c classi�cation

methods. Fig. 27 illustrates the adaptive sampling framework combining CNN and RL.

Cheng, J. et al. [27] propose MATEC, a lightweight neural network framework that integrates multi-head attention

mechanisms with Convolutional Neural Networks (CNNs) to enhance real-time encrypted traf�c classi�cation, unlike

traditional deep learning models that rely on recurrent neural networks (RNNs) for sequential feature extraction,

MATEC leverages multi-head attention to allow parallel processing of packet interactions, signi�cantly reducing

computational complexity. The model extracts global (�ow-level) and local (packet-level) features through a thin

module, ensuring computational ef�ciency while maintaining high classi�cation accuracy. Transfer learning enables

MATEC to adapt to new traf�c types with minimal retraining, making it suitable for dynamic network environments.

Evaluation across three encrypted traf�c datasets demonstrates that MATEC achieves higher accuracy while reducing

the number of model parameters to just 1.8% of conventional CNN-based models, ensuring faster inference times.

The architectural design of the MATEC framework is illustrated in Fig. 28.
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Figure 28: MATEC framework integrating multi-head attention with CNNs for encrypted traf�c classi�cation proposed by [27].

Figure 29: Deep Packet framework integrating CNNs and SAEs for encrypted traf�c classi�cation, proposed by [28].

Lotfollahi, M. et al. [28] propose Deep Packet, a novel encrypted traf�c classi�cation framework that combines

Convolutional Neural Networks (CNNs) and Stacked Autoencoders (SAEs) to enhance both feature extraction and

classi�cation accuracy. Unlike conventional models that rely on manually engineered statistical features, Deep

Packet automatically learns hierarchical traf�c representations by leveraging CNNs for spatial feature extraction and

SAEs for unsupervised deep feature encoding. The model effectively classi�es both VPN and non-VPN traf�c at a

granular level, simultaneously handling traf�c characterization and application identi�cation tasks. Evaluations on

the ISCX VPN-nonVPN dataset demonstrate that Deep Packet outperforms prior methods, achieving an F1-score

of 0.98 for application classi�cation and 0.94 for traf�c characterization, surpassing traditional ML classi�ers and

earlier deep learning models. The architectural work�ow of the Deep Packet classi�cation framework is illustrated

in Fig. 29.

Wang, M. et al. [29] propose a hybrid encrypted traf�c classi�cation framework, leveraging Convolutional Neural

Networks (CNNs) and Stacked Autoencoders (SAEs) to enhance classi�cation accuracy while mitigating information

loss from raw traf�c trimming. The CNN component extracts high-level spatial features from raw network traf�c,
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Figure 30: CNN-SAE-based encrypted traf�c classi�cation model proposed by [29].

while the SAE module encodes 26 statistical features, preserving essential session-level characteristics. The outputs

from both models are then concatenated into a uni�ed feature representation, signi�cantly improving the classi�cation

granularity of VPN and non-VPN traf�c. Evaluations on the ISCX VPN-nonVPN dataset demonstrate that this

approach achieves an F1-score of 0.98, outperforming traditional deep learning methods that rely solely on raw

traf�c features. The architectural work�ow of the proposed CNN-SAE classi�cation model is illustrated in Fig. 30.

Soleymanpour, S. et al. [30] address the challenges of class imbalance in encrypted traf�c classi�cation by

introducing CSCNN, a Cost-Sensitive Convolutional Neural Network that incorporates a cost-aware learning strategy

into its architecture. Unlike traditional deep learning models, CSCNN assigns higher misclassi�cation penalties

to minority classes through a cost matrix formulated during preprocessing, ensuring better representation learning

for rare traf�c types. The model enhances classi�cation sensitivity by dynamically modifying class weights during

training, effectively mitigating over�tting to dominant traf�c categories. Evaluations on the ISCX VPN-nonVPN

dataset reveal that CSCNN achieves higher precision and recall for minority classes, surpassing deep learning-based

models (e.g., Deep Packet and Datanet) and traditional ML classi�ers. The schematic work�ow of the CSCNN

framework is illustrated in Fig. 31.

Xu, L. et al. [31] introduce ETCNet, a novel encrypted traf�c classi�cation model that leverages Siamese Con-

volutional Networks (SCNs) to classify network traf�c while addressing dataset limitations effectively. Unlike

conventional deep learning classi�ers, ETCNet transforms multi-class classi�cation into a binary similarity problem,

signi�cantly reducing the amount of labeled data required for training. The model consists of two key components:

a Siamese Neural Encoder, which extracts low-dimensional embeddings from encrypted traf�c �ows, and an Appli-

cation Prediction Module, which evaluates �ow similarity to determine whether two traf�c streams belong to the

same application. This design enables ETCNet to achieve high accuracy with as few as 40 �ows per application,

making it particularly effective in low-data environments. The architecture of the Siamese Convolutional Network

used in ETCNet is illustrated in Fig. 32.

Lin, C. Y. et al. [32] propose an ef�cient encrypted traf�c classi�cation framework that integrates Convolutional

Neural Networks (CNNs) with Bidirectional Gated Recurrent Units (Bi-GRUs) to enhance both spatial and temporal

feature extraction. Unlike conventional deep learning methods that rely on static feature representations, this model
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Figure 31: CSCNN framework incorporating cost-sensitive learning for encrypted traf�c classi�cation, proposed by [30].

Figure 32: Siamese Convolutional Network architecture for encrypted traf�c classi�cation proposed by [31].
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