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ABSTRACT

Transparency and privacy are two fundamental paftsany democratic society. Although both
transparency and privacy are essential in today&@nment they are often conflicting. Allowing neor
transparency is likely to impact privacy, likewiggeserving privacy often reduces transparencyh Wit
consistently evolving nature of information techogy and a tremendous amount of data being generated
on a daily basis, there is a growing need to balgmivacy and transparency in order to exist infést

paced environment.

The purpose of this work is to understand the cairstate of software transparency and privacy dsase
how it is being perceived in the workplace. Thiesis focuses on the following three objectivesstfit
supports the development of the catalogues documgeatl existing privacy concerns and how they
relate to transparency. Second, it narrows dowrioitsis to a healthcare domain. Lastly, it evaluates

current state of software transparency in exidtieglth information systems.
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CHAPTER 1INTRODUCTION

1.1 TRANSPARENCY

Transparency is an integral part of any democsaimety. Recent calls for more transparency haea be
made with regards to both public and private sectdore transparency is required on how government
conducts decision making and how spending are bedingated [46]. Private sector organizations also
require transparency in order to prevent corrupéind build trust among the stakeholder and cust®mer
[28] and [67].

Exponential increase in demand for transparencyrscat the same time when software is becoming
pervasive to daily operations of both public antvgie organizations. Therefore, coping with demands
for transparency requires organizations to havenvsoé that are prepared to deliver transpareney, i.

software transparency.

The term software transparency is still relativeéw. Some works [71] define software transparerscy a
“a condition that all functions of the software disclosed to users” while the overall purposeddivgare
transparency is to enable proper risk managemeher§) identify software transparency as a soluion
“ensure confidence and reduce perceived risk insaetional experiences” [70] and as “an attribdte o
communication in software development that enabtakeholders to answer their questions about the
software system during its software life cycle.1?]. Yet, the most comprehensive definition of waite
transparency has been provided by Leite and Capjee], who defines software transparency as:
“Software is deemed transparent if it makes thermftion it deals with transparent (information
transparency) and if it, itself, is transparenattis it informs about itself, how it works, whatdioes and
why (process transparency)”. The authors also m®jotransparency ladder (Figure 1) consistingvef f
sequential steps required to achieve complete adftwransparency. These steps of the ladder are as

following: Accessibility, Usability, Informativerss, Understandability, and Auditability.



———————————

Transparency

Auditability

Understandability

Usability

Accessibility

Figure 1: Transparency Ladder [15]

In this thesis, as well as in other works [62],tsafe transparency is considered as a non-fundtiona
requirement (NFR) which needs to be addresseckiranly stages of requirements elicitation. Th&kNF
framework and more specifically the use of Softdagérdependency Graphs (SIG) is used to elicit and
model software transparency, as well as all otbltted NFR such as Privacy. In the context of a &IG
softgoal is defined as a goal to be “satisficedtéad of “achieved/satisfied”. The term ‘satisfidehotes
the idea that an NFR can rarely be 100% satisfigtiier it will be satisfied within acceptable limit
Solutions at the bottom of SIGS are known as Opmralizations. Operationalization options were
initially defined by Chung [20] as linkage of a nfamctional requirement to possible “implementasion

in functional terms. Links are defined as eithentdbution links or correlation links and are ladelto
describe their strengths (make, help) and/or wesdase(hurt, break), or whether they are decompasiti
(AND) links or specialization links (OR) [62].

Leite also suggests a set of non-functional regquents that can help achieve software transparemdy
that are being representing in a form of Softgagrdependency Graph (SIG). The author identifies t
following softgoals that can help achieve softwaagsparency at each of the corresponding steps:

AccessibilityStep — Portability, Availability, and Publicity.
Usability Step- Uniformity, Simplicity, Operability, Intuiteness, Performability, Adaptability,
and User-Friendliness.



InformativenessStep —Clarity, Completeness, Correctness, Current, Coalpey Consisten
Integrity, Accuracy.

Understandability Step — Conciseness, Composability, Decomposability, Extbility,
Dependability

Auditability Step —Validity, Controllability, Verifiability, Traceabity, Accuracy

Figure 2 shows the transparency network in a form G
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Figure 2: Transparency as Softgoal Interdependency Gray [62]

A more detailed description of transparency charéastics are provided belcin Table 1



Accessibility The quality of being easy to deal with

Portability The quality of being light enough to be carried
Availability The quality of being at hand when needed

Publicity The quality of being open to public view

Usability The quality of being able to provide good service
Uniformity The quality of lacking diversity or variation

Simplicity The quality of being free from difficulty or hardptor effort
Operability The quality of being treated by operation

Intuitiveness

The quality of being spontaneously derived frompomsmpted by a natura
tendency

Performability

The ability of giving a good performance

Adaptability The ability to change (or be changed) to fit chahgecumstances

User-friendliness The ability to use easily

Informativeness The quality of providing or conveying information

Clarity The ability to be free from obscurity and easynderstand

Completeness The quality of being complete and entire; havingrgthing that is needed

Correctness The quality of being conform to fact or truth

Current The quality of occurring in or belonging to the ggat time

Comparable The ability to be compared

Consistency The ability to express logical coherence and aaurd with the facts

Integrity The quality of being undivided or unbroken comphetgs or totality with
nothing wanting

Accuracy The quality of being near to the true value

Understandability

The quality of comprehensible language or thought

Conciseness

The ability to express a great deal in just a fewvds

Composability

The ability to put together out of existing matéria

Decomposability

The ability of separating into constituent elemeortparts

Extensibility The quality of being protruded or stretched or eukout

Dependability The quality of being dependable or reliable

Auditability The ability to examine carefully for accuracy with the intent of
verification

Validity The quality of being valid and rigorous

Controllability The ability of being certain of something

Verifiability The quality of being tested (verified or falsified)y experiment o
observatio

Traceability The quality of following, discover, or ascertaire tbourse of development

something

Accountability

The quality of being explained; neagsbmething plain or intelligible

Table 1:



1.2PrIVACY
Privacy, like transparency, is also a core valuargf democratic society. However, unlike transpeyen

the concept of privacy is not new. It has tradiibyn been considered as the “right to be let alone”
[98] and has traditionally focused on being lefire while at home. This right, however, is not ajatile

to public places, and cease to exist once an iha@tileaves its premises [98].

With the development of internet technologies axaesion of information technologies, governments
around the world amended their legislation and em@nted laws protecting individual privacy while
conducting businesses online. The spotlight of gmyvlaws differs considerably across countries. In
Europe, for example, the focus is on the corposat#or, and the government is viewed as a savior of
privacy. The European Union privacy laws are ratpd mainly by the European Union Directive on
Data Protection and in the future by the Generah[Paotection Regulation (GDPR) [34]. In the United
States, on the other hand, the focus is on thergment, and private sector standards of privacysees

to be evolved by a “healthy competition” MercurD[7 In Canada, the Personal Information Protection
and Electronic Documents Act (PIPEDA) [78] is simniko the European Directive on Data Protection
and it became a law in 2000. PIPEDA protects irtligl privacy by collecting only information requdre
for business purposes to which the customer gapticéxconsent. PIPEDA also gives individuals right

know why their personal information has been ctdd@nd how it is intended to be used in the future

Privacy is especially significant in domains suéalthcare. Some jurisdictions have establishedraepa
legislation to protect personal healthcare infoiamatin Ontario, Canada, for example, the Personal
Health Information Protection Act sets out the suller collection, use and disclosure of personalthe
information about the individuals and includesfalims of records including written, photographiadan

electronic.

With fast and continuous development of new teabgiels, governments around the world continue
expanding existing and introducing new legislationorder to comply with new technologies. For
example, introduction of General Data ProtectiomguRation in Europe now accounts for globalization
perspectives such as transfer of data outsideedEthiopean Union (EU) and the use of new techneogi
such as cloud technologig26]. In Canada, the Personal Information Proteciot Electronic Document
Act (PIPEDA) now recognizes and protects biomdtrformation (such as age, height, weight, medical
records, blood type, DNA code, fingerprints, voiée) and electronic information (such as email
address, email messages and internet protocol @Bjiresses) associated with an individual as pafso
information in line with other personal informatiGuch as name, social insurance number, ethnic
background, financial and behavioral informationc{s as income, tax returns, banking details, spendi

habits purchases, credit card information) [80].



1.3TRANSPARENCY ANDPRIVACY IN HEALTHCARE
Based on the previously identified need for sofavéniansparency and privacy, legislations starts to

address technological innovations such as cloudntdogies [20], cross border information flow [107]
and storage of biometric material [6]. Therefolere is now a real need to establish a balanceeleetw

privacy and software transparency.

The issue of providing more visibility into infortman without violating individual privacy is spemélly
apparent in the health care domain. In this domaatients have the right to access information abou
diagnoses and treatment options but may not allvays free and complete access to all of their pafso
health information (PHI). Although the healthcamndin is moving towards an integrated healthcare
delivery system by aligning multiple health infation systems, patients remain mainly unaware of
who had access to their personal health informatisnwell as when, why and how it was used.
Independent studies [9],[87] conducted in the &bhiKingdom on patient perception of the electronic
health records (EHR) indicate that participantsrewveonfident in EHR security from a technical
standpoint such as using encryption and token atitlagion to access the file. However, they weng/ ve
much concerned with their personal health infororagnding up in the wrong hands. The major threat
they perceived was not associated with breachiegystems, but rather with their information besotd

to or accessed by third parties such as a poteeigdloyer, insurance companies or pharmaceutical
companies without the patient’s consent. In oreeeliminate these concerns, healthcare information
needs to be more transparent. Moreover, it is @asén building systems that not only are transpar
but also can demonstrate software transparencgrdar to build such information systems, software
transparency needs to be addressed in the requitestietation stage of the software developmeiat li
cycle. The NFR framework and specifically Softgdalerdependency Graph (SIG) is the optimal

modeling tool used for a softgoal such as softwanesparency [62].

1.4THESISCONTRIBUTIONS
The purpose of this thesis is to understand theentstate of software transparency and privacy ias

being reflected in the academic publications ad asshow software transparency and privacy aregoein

perceived in the workplace. To accomplish that tesearch focuses on the following three objestive

The first objective is to conduct extensive literat review across all domains and catalogue egistin
privacy concerns using Non-functional RequiremeédER framework and more specifically Softgoal
Interdependency Graph (SIG). Alternative desigutsmhs uncovered as part of an extensive literature

review may also be suggested. However, in orddintib the scope of the study, the focus remains on



cataloging privacy issues leaving deeper considematregarding alternative design solutions astposn

for future research.

The second objective is to concentrate on catadpgiisting privacy concerns and how they fit irte t
transparency ladder within the healthcare domaingua Softgoal Interdependency Graph (SIG). It is
expected that the catalogue for healthcare domalnbe less versatile in comparison to domain
independent catalog, although new issues may asiseell. In this thesis, the assumption is that @om
independent catalogues may allow future researd¢bersply domain independent solutions togethen wit
some general solutions geared towards the Health d@@amain to help mitigate privacy and transparency
issues in this domain. Future work will narrow doWivese solutions to better contextualize particular

matters relating to the Health Care Domain.

During this process this work will capture and esamt this knowledge using SIGs. SIGs will be used
first because the only existing knowledge on Transpcy is expressed using SIGs. Aside from that,
SIGs have been used in many works to capture kmiysleon NFRs. Cysneiros [25] carried out an
empirical study which results suggest that usingsStelp to obtain models that better deal with NARs
is true that SIGs do not scale too well but uti$ thesis was developed there were no other maihod

tool to promote NFR reuse available in the literatu

The last objective is to perform an initial explorg validation of the findings by assessing thetesof
software transparency in existing health informatiystems and measuring perceived value of privacy

and transparency in future health information systén one of the healthcare organizations.

It is important to stress that this thesis will pobduce a complete set of alternatives for achgewieither
privacy nor transparency and much less both togeftas is and will probably be a perennial ongoing
process. This thesis is meant to be used as a ebemwive knowledge on alternatives to help software
engineers to develop software that copes with potlacy and transparency requirements. This thesis
also aims to serve as a starting point from whéneraesearchers and perhaps even practitiondrbevil

able contribute with further knowledge covering pet identified alternatives.

This thesis is structured as follow. Chapter 1 mes introduction to concepts of privacy and

transparency; Chapter 2, describes a privacy assparency catalogue based on domain-independent
research papers; Chapter 3, describes a privadyarsparency catalogue based on healthcare rbasearc
papers; Chapter 4 describes a case study thatagealthe current state of software transparency in

existing health information systems and measueesgived value and budget of software transparancy



future health information systems. Lastly Chaptesuflines overall conclusions, limitations and fetu

research on privacy and software transparency.



CHAPTER 2DOMAIN INDEPENDENT PRIVACY CATALOGUE

As stated in Chapter 1.4, the first objective 6$ tihesis starts with summarizing the current stétie
knowledge on satisficing privacy in the form of SIGn order to accomplish this goal the steps bello

were followed:

First, identify various operationalization optiotieat may hurt or help privacy. This is done by
reading the articles and compiling a comprehenéisteof all privacy issues, challenges and
solutions identified in the literature. All of treeftems are being referred to as operationalization
options. Then, all operationalization options areuged into logical groups and their impact on
privacy is identified. The impact on privacy is ididied by finding a direct reference to it in the
article or identifying the impact on privacy inditey by getting a comprehensive understanding
of the article and how issues discussed in thelartmpact privacy. The indirect impact on
privacy is based on author's knowledge and expeeiemorking with privacy issues in real life
systems in the past ten years.

Second, map privacy issues and/or solutions tar@gponding softgoal of the transparency SIG.
Third, identify either positive or negative impact transparency.

Fourth, compare how each operationalization or gafoperationalizations impact privacy.

Last, identify groups of operationalization optiomgh conflicting relationship between privacy
and transparency (where either privacy being negigti affected and transparency being

positively affected or vice versa).

As a result of this undertaking, a comprehensiveo$eSIGs tackling the interdependencies between
privacy and transparency is developed. Additionalpossible solutions balancing privacy and
transparency for each of the SIG softgoals arstithtied. It is important to note however, that& point

in the thesis, solutions are being targeted taobajlaudience. It is recognized that each busihassts
needs and, therefore, should opt for differenttimhs. The first goal of this work is to bring upetlarger
set of possible alternatives to help software esmi®m to choose among options. Later this thesis wil

instantiate the knowledge depicted in this chafoten the perspective of the health care domain.

It is important to clarify that the SIGs on thise#lis do not evaluate the alternatives to satisfmeh
softgoal. As mentioned before it is understood #®th business and each project will involve its1ow
reality leaving it to different projects to choadifferent solutions. Therefore, this work aims aptring
the largest set possible of alternatives so deeetomay choose later among these alternatives vanieh

fits better the project at hand.



2.1METHODOLOGY
To determine relevant sources of information, aesyatic literature review with focus on go forwant

go backward approach is used to identify the adidb be used for this project. Go forward approach
included articles selected from the major informatiechnology databases, while go backward approach
included articles cited in publications found in dorward approach. Specifically, the review
methodology included the following three stepserhiture search, literature selection, and liteeatur
analysis. The major Information and Information Arglogy database libraries such as IEEE Explore,
Web of Science, ABI Inform, Google Scholar as vesllconference papers on privacy, transparency and
software engineering were used to search for thevaet articles. All the materials gathered forsthi
project are peer reviewed. The search conductealldhe data sources toncept-centricand includes
key words such as “privacy and transparency” tontifle articles that discusboth privacy and
transparency. A separate search containing keywmigdacy” was conducted to identify articles that
discuss only privacy. The search was also restritte articles published between 2008 and 2014.
Although this search generated a considerable nuofbgeer reviewed articles, some of them were not
relevant. Theinclusion criteria consisted of first, a defined research questiomygothesis related to
privacy in information technology systems; secoresonably stated research design/strategy and the
target population; third, a clearly stated findiag outcomes of the study stating impact on privacy.
Additionally, papers with all research design tyges case studies, observational, archival, dizive

and survey research methods were included. Thaugiral criteria consisted of not having a defined
research question, research design/strategy aadychtated findings related to privacy. Also, doale
studies were excluded. Tlata extractedrom each study were: author(s) and year of thdystresearch
guestions, variable investigated, research metmgadygce of data or target population and sample ke
findings, comments and limitations. All data extiac was conducted by the author. As the resulhef
search, 60 peer reviewed articles have been sélestethese articles have been thoroughly read and
analyzed. As a result, the final 45 articles haserbchosen to be examined in detail and includekisn
research. These articles have then been clasbifiseld on the issues, questions and solutions \Gqyri
raised by researchers in different domains. Theapy aspects raised in the final selection of teerp
reviewed articles have been used to develop Sdftgerdependency Graph (SIG). A list of the aggl

used to develop domain independent cataloguesikable in Appendix A.

Sofgoal Interdependency Graph represents softgwhtheeir interdependencies as part of Non-functiona
Requirement (NFR) Framework. Within the NFR framewacoftgoals are considered the most basic unit
characterizing a non-functional requirement. Saftgonay be of two types: operationalization softgoal
that help achieve a non-functional requirement alaiim softgoals that help justify a non-functional

requirement. Interdependencies represent refdtipa between the softgoals. To build a SIG, it is
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necessary to identify all operationalization optiagathered as the result of the literature revied a
group all these operationalization options intoidafygroups composed of softgoals and corresponding
operationalization options. Quite frequently to ¢®tone operationalization we have to decompose the
main softgoal into another softgoal and keep ddingtil we get to the operationalization we waot t
represent. Decomposition can be made using eitheAMD/OR decomposition or a contribution
decomposition. In this work we opted to use onlgtabution decomposition in order to keep trackhwit
the trend among the i* community. Contribution @®positions can have either a negative or a pesitiv
impact into the parent softgoal. Contributions t@nMake, Help and Some++ for positive impact on a
softgoal; or Break, Hurt, Some -- for a negatmeact on a softgoal. Makecontribution denotes that
this operationalization alone is enough to satsfiee parent softgoal. A Help decomposition meariké
operationalization in case will have some relevamditive contribution to the parent softgoal, while
Some+ decomposition denotes that although we leetigi¢ operationalization will positively contrileut
for the satisficing the parent softgoal we are tiwt certain about it as when we use the Help
contribution. Similarly, aBrake contributions denotes that this operationalizatddone will cause the
parent softgoal not to be satisficed at all (deni@édHurt decomposition means the operationalizatio
guestion will jeopardized the satisficing of thegra softgoal but not necessarily would deny itsifhoe
contributions from other possible operationalizatiomay neutralize the negative impact of this
operationalization. A Some- Contribution indicatésat this operationalization will at some level

jeopardize the satisficing of the parent softgadlvee cannot be certain to what extent.

Correlations are similar to contributions. The eliffince is that while contributions are internaNteR
decomposition, correlations occur between two difié NFRs. For example: 128 bit Encryption as a

Security Operationalization will hurt Performance,

A complete list of StarUML elements used for cregtsIGs in reflected in Table 2.
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Non-functional requirement softgoal

Operationalization softgoal

Claim softgoal

AND Decomposition

©

—t
OR Decomposition
Equal Contribution
<>
Unknown Contribution
_
Some positive contribution
_—
Make contribution
_—
Strongly Positively Satisficing or Hel
- contribution
Some negative contribution -
_—
Break contribution
_—
Strongly Negatively Satisficing or Hu
- - contribution

-~

Correlation link Some +

.

Correlation link Make

-

Correlation link Help

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Correlation link Some -

Correlation link Break

Correlation link Hurt

Table 2: StarUML Softgoal Interdependency Graph Noéation
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SIGs were developed using a software modeler tbel StarUML. StarUML is one of the leading open
source software modeling tools that is compatibildtn WML 2.x standard, supports all UML diagrams,

provides a user friendly interface and allows faehart learning cycle for novice users.

2.2HIGH LEVEL CATALOGUE
This section of the thesis describes high level dethil level catalogues developed as the result of

systematic literature review. The high level aagale containgroups of operationalization options
uncovered during literature review, while detailedel catalogue reflects all operationalizationiom

uncovered during literature review.

Since this portion of this thesis is not focusedamy particular domain, there is a wide variety of
operationalization items that have been identifiad organized into twenty two groups that may diyec
impact privacy. The operationalization options agted from the articles are based on challenges or
solutions discussed in the articles that impactvgmy. Once all the operationalizations have been
identified, they have been logically grouped int@mty two groups that represenhigh level catalogue
The groups identified in the high level catalogueude: data collection and use including dateeatsy
and profiling; societal norms including social goeace, individual preferences and demographics;
storage; exposure giersonal information (Pl); lack of awareness of PI collection; cloud; anwoity;
security, legislation; industry frameworks (adaptedcorporate level); organizational policies; pdy
controls; ethics; IT Frameworks & Architecture; ogjing & auditing; communication; and trust. Figide
represents a high level catalogue, with every group form of a soft goal and its overall impact on
privacy. The detailed level catalogue, presentedsestions 2.31-2.317 represents a detailed level
catalogue. Because each of the detailed level 8i&sbe used independently (for instance the Storage
SIG may be used with or without the Cloud SIG) smdnsure comprehensibility of the each independent
SIGs, the operationalization options listed as pathe one SIG may also be listed as part of thero
SIG. For example, operationalization options distugstorage issue in a cloud environment arediage
part of the Storage SIG as well as part of the €I&IG. This is applicable to Storage, Cloud,

Anonymization, Corporate Frameworks as well as enaarks and Architecture SIGs.
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2.3DETAILED PRIVACY CATALOGUE
This section describes a detailed level catalogige®loped as the result of the literature revieach=

section of this chapter starts with a paragrapimgisall operationalization options used to compase
particular operationalization group, followed by@ef summary of the articles used to compose a SIG
and then the figure of the SIG.

In order to trace back each of the operationabmatiptions depicted on the SIG, the keyword used in
naming of the operationalization options are statiethe beginning of each section and are italitire
the summary of each of the article. For exampleframe operationalization option named “use of
contextual metadata” reflected in Figure 4, itirstflisted in the first paragraph section 2.1.4 &nen

italicized in every article that discusses usearftextual metadata. For example:
First paragraph of the section:

Data collection and use are discussed from theppetive of collection, processing and sharing obylI
multiple systems [92], [18], [89]; collection ande of contextual metadatd89], [107], [53], 92], data
handling processes [50], system/database merggr[f3 data mining [63], [91], unauthorized usk
data mining [91] as well as lack of governmentéliability [85].
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Summary of the articles that discuss contextuahdsdh:

From the perspective abllection and use of contextual metadd&Rachert [89] highlights the importance
of using subscribemobile location informationfor emergency and crime prosecution. The author
highlights that users would only be able to conthelir privacy in the context of mobile telephofyhiey
limit the frequency of transmissions, which in tusncontrolled by the service provider. William<p]
highlights the importance of data sharing in thatert of social networking and states that onehef t
challenges of managing privacy is dueinproperly handling data contextHooper [53] discusses the
overall lack of validation and auditing in transfeg of highlysensitive metadatacross global networks.
Ruotsalainen [92] identifiesollection of contextual metadata for secondary aselrug development,

surveillance and business application developmenna of the major threats to privacy.

2.3.1DATACOLLECTION ANDUSE
Data collection and use are discussed from theppetive of collection, processing and sharing obylI

multiple systems [92], [18], [89]; collection andeuof contextual metadata [89], [107], [53], %%ta
handling processes [50], system/database merggr[f3 data mining [63], [91], unauthorized usk
data mining [91] as well as lack of governmentéliability [85].

As such, Ruotsalainen [92] discusses the importafidbe data sharingprinciple in pervasive health.
The author states thatata sharing across multiple systenssa major threat to privacy due to an
increasing number of applications that collect pescand share personal information. The number of
such applications is usually unknown for end useid changes frequently. Likewise, Charlesworth [18]
also highlights current practices dita sharing across multiple virtual machinaad cloud service
providers. The author highlights immediate needeslrict data use by additional service providerd a
without explicit written permission to share. RetH89] discusses howocation information of mobile
usersis being shared with third party providers witheubscriber awareness of what type of information
is being collected and who is it being used bynitbe perspective afollection and use of contextual
metadata Rechert [89] highlights the importance of usingpscribermobile location informatiorfor
emergency and crime prosecution. The author higtdighat users would only be able to control their
privacy in the context of mobile telephony if thiayit the frequency of transmissions, which in tusn
controlled by the service provider. Williams [10¥ghlights the importance of data sharing in thetexgt

of social networking and states that one of thelehges of managing privacy is due itaproperly

handling data contextuch as what information is considered personatedsas how and what type of
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consents to share personal information are beirtgiradd. Hooper [53] discusses the overall lack of
validation and auditing in transferring of higtdgnsitive metadatacross global networks. Ruotsalainen
[92] identifiescollection of contextual metadata for secondary afsérug development, surveillance and
business application development as one of the mthjeats to privacy. Fadata handling processges
Henze [50] suggests use of daendling annotatiorthat allows service provider to understand privacy
requirements and handle data according to thesgreeaents. Penn [83] highlights privacy concerns
from the perspective alatabase or system mergdrhe author highlights, that with the use of catre
technology the vast amount of non-identifiable infation currently available online through social
networking sites and e-commerce sites, may vergkijubecome identifiable and therefore pose a threa
to privacy. Likewise, Anthonysamy [5], points otiat there is significant disconnect between privacy
policies and privacy controls on social networksites. Specifically, only 23 percent of the privacy
policies were correlated to privacy controls on gbeial networking sites used in the study. Faata a
mining perspective, Lilley [63] discusses existing dataing practices on social networking sites such as
the Facebook as a threat to privacy. The authtessthat most of the study participants were igmioo&
privacy and data mining employed by Facebook, uhéke privacy implications were explained to them
in detail. In their work Rubinstein [91] highlightise benefits of usindata miningtechniques for counter
terrorism purposes, but at the same time urges std policies to prevent data mining for anyeth
reasons. The author suggests using data labelihgitpies that specify how data should be accessed i
order to preventinauthorized data miningrinally, Prins [85] reflects the existing stafelte government
information management practicaad highlights the vulnerability of the governmergervices that are
fully digitized but where information flow is notg@perly managed among its agencies, therefore rogusi

privacy violations.

Overall, the current state of practices around dali@ction and use that have been discussed by wfan

the authors is considered to have somewhat negatpect on privacy.

Some of the data caveats associated with profilietude different data semantics [13], data sharing

practices [38], centralization of personal inforimat[63] and data mining [63].

Booch [13] points out that the meaning of privasyot universal and therefore it is difficult toveéop
applications that can both maximize and marginglizeacy. Penn [83] points out that participatiarthe
“Internet economy” constitutes a loss of privacyHawing no control over who gets to learn abouirthe
personal details and preferences once this dasairget a profiler's databases. Fernback [38] pomis
that data sharingprinciples of the social networking sites, suchtlae Facebook, that “scrape” user

profile information making it available to third npi@s regardless of the user privacy setting. Addilly,
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the author points out that the meaning “public” floet mean public on Facebook, but rather public on
the Facebook’s ecosystem. Likewise, Lilley [63]esy thatentralizationof user profile information and
data miningis mainly unknown to many of the Facebook useid @mce potential privacy threats are
explicitly explained, the majority of surveyed peigiants opposed centralization of user profile

information practices.

Issues of profiling from a sociological perspectisaliscussed mainly as consequences of profilirdp s
as subjective profiling [21], profiling with errof21], [105] as well as the impact of visual suhegice

and profiling [21], lastly profiling and personafdrmation protection [99] options are discussed.

Cohen [21] highlights theubjective profilingthat creates “potential erroneous judgment” angrigse to
errors. It therefore, may create baseless discriminatldawever, the author points out thaideo
surveillanceby itself does not have a significant impact oofiing unless combined with additional
information stored in third party databases. Vajk [i05] echoes the idea gfofiling with errors and

the author states that profiling technologies assgyusers into segments, can then limit user actmes
certain information or services such as loans suriance. Meanwhile, users remain unaware thataue t
suchsubjective profilingheir requests to such services have been denfedaiithor states, that possible
solution to limit profiling include propertizatioof personal data; this option however is seen as
problematic due to property rights of the softwHrat collects such personal information. Titirigg®]
discusses profiling not only from the perspectivdoosing privacy, but rather from the perspectofe
economic income generated from collection and a&malgf such personal data. The author once again
provides an example of Facebook, where personatmEtion is being collectedentralized profiled
and sold to third parties, therefore generatingsm®@rable income for the corporation. Titiriga [29fues
that in order to limit profiling, the ownership hts have to be created to create copyright ovéisttal

data that result in over collection and processingersonal information.

Having access to personal or behavioral data detleby different systems and then consolidating it
helps improving profiling at the cost of hurtingdimidual privacy. Data caveats group that contains
miscellaneous items such as semantics and datmghmaances, brings inconsistency to profiling and
thus may somewhat negatively impact profiling. nfiation systems that allow this type of organized
profiling of customer information negatively affesbcietal norms, which in turn negatively impact

overall privacy. A detailed SIG is presented inuFe4.
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2.3.230CIETALNORMS
Social acceptance such as to how privacy tradéwoifsict our social interaction with each other [13]

[63], what are the consequences of misidentifical& , [91] and controlled surveillance [21], [88low
privacy tradeoffs impact our emotional well-beingdavhat are the emotional damages it carries [27],
[83]; lastly what role does public sector play mpporting individual privacy [48] and how privacy

tradeoffs are being accepted in our society [2ZB] are discussed in this group.

Personal preferences are one of the leading distisssamong the researchers. The main
operationalization issues are centered around ighav perception of privacy and what it means to
different individuals [84], [91], [103], [3], howerception of privacy changes depending on inftiona
sensitivity [86], [31], control and loss of corltaver personal information [54], [1], ability teexkify own
personal information [92], mandatory sharing ofgosal information [63] , voluntary sharing of parab

information on social media [99] and vulnerabili&y].
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Additionally, the operationalization issues incluthe tradeoffs between privacy and social stat@$, [9
[13], [63] and tradeoffs between privacy and peadiaation that most users have to make [99], [86] i
today’s environment. These individual preferenaese also dependent on demographics such as age
[80], gender [80], cultural background [80] andadisity [103].

Booch [13] states that the modern world of netwagksociety is changing our perception of privacg an
adjusting our behavior. By selecting to being & péftoday’ we often give up our privacy, whichtise
case of social networking sites. One of such exanplhaving a Facebook account. Essentially, by
sharing our pictures and statuses onlinetrade offour privacy forsocial interactionandsocial status
The author states that we do have a choice of amihy a social networking site account or of nahge
part of a group picture that is “tagged” onlinewewer, more often than not, we willingly choose twt

preserve our privacy in order to order to be a@xpt the modern society.

Lilley [63] also claims that social networking sitehange the way we perceive privacy. However, the
author looks at it from a different perspective. Agh they quote Facebook’s CEO Mark Zuckerberg,
who states that Facebook’s users are willinglyrgjuiip their privacy in order to be more transpaneat
social world. The website makes it perfectly cl#at by enforcing more privacy restriction of user
profile diminishes one’social interaction Nevertheless, there is no mandatory disclosutheopersonal
information on the website, with exception of pliafj information such as providing real name amthbi

date of the user.

Balanoiu [6] discusses possibimisidentificationas the result of using biometric material such as
fingerprints in the new version of passports usedhe European Union. The author states that by
accepting more technology enhanced travelling decus) we must also accept possible consequences of

misidentification.

Rubinstein [91] reviews privacy from the perspeetiof data mining and profiling and discusses the
consequences cdhisidentification The author states that in the event of falsetpaesdata mining or
profiling analysis, all the actions taken as thsuleof such misidentification should be reversgédr
example, the person should be removed from noidtyifl he or she was put on the list as the restilt
misidentification. The author also states thataltih internet privacy is an important topic, mosthe
users become apathetic towards it and therefomeoticonsider using anonymization/pseudonymization

tools.

Penn [83] states that privacy trade off ca@motional damagesAn example provided by author is the

use of a shared computer by different family memb#rt for instance, a family member conducted a
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search on the internet and a cookie has been savéte user's hard drive, the next time a persamgus
the same computer will be exposed to advertisitajed to a product viewed by the previous user. The
author also questions the USA PATRIOT Act that tgaxtended power to government when it comes to

investigation concerning online activities and viigy on the damages it may cause.

Cohen [21] discusses the issuecohtrolledsurveillance how it is being treated from the legislative goin
of view and states that the greatest threat fronaedlance comes from combining video surveillance
with data surveillance. Therefore, allowing for lboeal-time identification and consequent searcthén
existing data repositories. The author also sttias surveillance “shapes the past: by creatingadfix

records of presence, appearance, and behavioeikamee constitutes institutional and social meytor

Rajamaki [88] discusses the aspecsoifveillancefrom the perspective of law enforcement, stathmaf t
in order to build citizen trust in the law enforaemh conducting various types of technical survedi

there should be more transparency.

de Laat [27] discusses hasmotions and vulnerabilitgre impacted by blogging. The author states that
increased transparency offered by online bloggiriggs emotional discomfort and vulnerability when

people who read such blogs make comments. Sucbdtffacbetween transparency and privacy tend to be
emotionally challenging for both the author theinds, and those who they write about. Nevertheless,

such blogging is becoming an accepted norm of ociesy.

Cheong [48] discusses some challenges of adoptiernealth system in South Korea. The author states
that one of the anticipated key concerns is privadyich will best be addressed bypport from the

public sectorather than asking for individual cooperation.

Titiriga [99] describes the evolution of privacyise 19' century and states that in today’s environment,
first of all, privacy is not as regulated in the @S much as it is regulated in Europe. Secondl omaist
of us, voluntarily share too much of their persan&rmation on social media such as the Facebsok a
well as e commerce website. Therefore, willinglyking tradeoffs between privacy and social staéiss

well as between privacy ampersonalizatiorof their shopping experience.

Pope [84] conducted a survey on perception of pyia Canadian and US consumers and found out that
privacy perceptiorwas generally the same, but the measures takgmotect privacy were different
between US and Canadian consumers. These measeres dwven byage, gender and cultural

backgroundof the two groups.

*4



Vaccaro [103] discusses the meaning of privacy ftbenbusiness perspective and distinguishes between
privacy introduced by law and privacy expectedHwy stakeholders such as employees and beneficiaries
The author reviews privacy concepts from the pethge of the members of the Italian Association of
Blind People and points out that there was a gfeatand that identity of the group members i.e. |geop

with visualdisability remain confidential.

Al-Fedaghi [3] discusses perspectives of privagyrfrorganizational and individual perspectives, wher
individual privacy is how the user expects his ddeftial information will be handled in the systefime
author states that disconnect between how usekiper privacy and how personal information is

handled in the system may create complicationsiger and service provider relationship.

Pu [86] points out that the more sensitive is #rgpiested information, the more confidential useastwo
keep it. Additionally, when the users perceive mprovement of their experience, their original pdy
concern generally decrease. The author also sth#dsit is important to bring the balance between

privacy andpersonalization

Dinev [31] agrees with Pu [86] in that perceivedueaof information sharing decreases perceived risk

while the degree dhformation sensitivityncreases perceived risk of information sharing.

Hung [54] echoes similar concerns raised by otlesearchers about growirlgss of controlover
personal information. In their study the author tidguishes between customer information,
communication privacy and personal privacy. Thehauttates that e-service providers were keen on

ensuring customer information and communicatiomgmy but not personal privacy.

Acquisti [1] states that although control over pe information is a very much desired featurehef
future information systems, it may not necessaritprove customer decision making. Paradoxically,

morecontrol over personal informatiomay cause customer riskier use of their persoatal. d

Ruotsalainen [92] reviews current methods of infation collections and processing in healthcare
domain and argues that further system developnientld be flexible enough to allow usssntrol and

verification of their own informatioand how their information is being used by thedtiparties.

Social acceptance has both positive and negatiy@mdmon societal norms. Some aspects such as
emotional damages resulted from exposure or valyrgharing of information, misidentification and
controlled surveillance negatively impact societaims and privacy. Public sector support in adgptin
information systems that ensure privacy as weihasased social interaction offered by social ek

have positive impact on societal norms. Individua&ferences and demographic may have both positive
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and negative impact on social norms and privacytawdto be looked at in the specific context. Satie
norms and individual preferences are being outlingtiis thesis only to demonstrate some of theetsp
that may influence user behavior and may thereffieed to be addressed when incorporating software
transparency in the design of the information syste Individual preferences are not being used for

further analysis of privacy and software transpayen

A detailed SIG is presented in Figure 5.
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Figure 5: Privacy Catalogue-Social Norms

2.3.3CLouD COMPUTING
Cloud computing has been split into a separatepyftam a technical group as it represents a readbtiv
new area with a lot of privacy issues. The majagrapionalization topics discussed by many reseasche

include cloud geography, policy, storage, featarebtechnical aspects.
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Geographical location in the cloud computing envinent was considered as a very distinctive issue of
privacy. Operationalization matters in this gronpliuded actual location of data [50], [18] and &bdity

to host cloud in the same country as data user lB&h Henze [50] and Charlesworth [18] agree theg

to self regulating nature of cloud technologies &uk of standardization it is practically impodsilo
pinpointphysical location of the dataherefore creating significant threat to privatiierefore making it
impossible to host data in any spectdmuntry Charlesworth [18]. However, as Charlesworth [18hfs

out some of the European Union countries now imgegeslative requirement on storing data on the
cloud, as such, Germany does not pewrtoud storageof in its citizen’s tax informatiomn any other

country with some exception of some of EU countbesunder no circumstances in the United States.

Considering disperse geographical locations of dataters of cloud computing, many privacy issues
were raised by researchers with regards to datagaoSpecifically, issues raised by researchetade
guaranteed deletion of data [50], data deletioceiiain countries [50], guaranteed deletion aftpet@od

of time [50] and data leakage [18].

Henze [50] states lists key privacy requiremenkenvstoring personal information on the cloud and
states some of the complication that are associatibdit. For example, in order to enforgearanteed
data deletioron a cloud, the server providers need to knowdiraace when and what kind of data needs
to be deleted in order to enforce secure data re@sphysical destruction. Datdeletion in certain
countriespose another issue. As such EU does not pernaittdaisfer to jurisdiction with weaker privacy
laws. This however is practically impossible inlaud environment as it is problematic to pinpoint a
physical location of the data server and whichsgligtion it is located. Yet, another privacy regquient

is to delete data after a certain period of timehis is called a “right to be forgotten”. The laot states
that this requirement poses another challenge wsutd require service provider to know if the deta
covered by EU jurisdiction. This option howevercigrently not available. Additionally, Charlesworth
[18] points out thadata leakagedue to sharing of physical resources is one ofkéne concerns of
commercial clients when storing data on the clood ia listed as one of the top privacy and secimty

Cloud Security Alliance.

In addition to above mentioned privacy concerne@ased with privacy on the cloud environment,
policy group includes two operationalization opsauch as lack of government standards with redgards
a cloud [71] and inability to host cloud for goverent services [71]. Mutavdzic [71] discusses
implementation otloud technology for public organizatiomhe author specifies that although there are
number of options that can make implementationlaficc computing in the public sector a reality, ther

are also many privacy, security and financial isstimat would prevent this from happening in thernea



future. Specifically the author states that in ordeimplement cloud technology in the public secib
would require a dedicated cloud environment withdlata center hosted in the same country. Thismpti
however, is not likely to be implemented due tohhigst of setting up a dedicated cloud computifg T
author also points out that standards developnmeatdloud environment is still in the very earlggsts

and requires further work in both public and prévagctors.

Cloud features that have significant impact onaivinclude inability to determine data sensitiyB9],
unintended use by third parties [50], lack of adhee to regulations [50], lack of machine readable
privacy policy [50], customer ability to check Idizan of their data [50], loss of control [50], [1]0918]

and insight into which controls protect privacy$l.0

Henze [50] provides a very comprehensive list ddlleimges as per privacy in a cloud environment.
Specifically the author states cloud service presddare unable tadhere to privacy regulationsainly

due to their inability to determindata sensitivitystored on a cloud. The author suggests that omieeof
possible ways to determingata sensitivityis to usedata handling annotationso ensure machine
readable way of determining data sensitivity. Tdgiproach however is quite complex and requires the
use privacy policy languages and commitment froenstbrvice providers to comply with these annotation
obligations. Another significant challengel@ss of controlwith regards to who has access to data stored
on the cloud neither there is any traceability deed of who had actually accessed the data. Thetefo
making it troublesome to comply with regulationscontracts. Likewise, due to the very dynamic rextur
of cloud computing it is impossible to identify hgal data locationand tag data as sensitive and
therefore protected by law. Xia [109] also points that the survey conducted with IT executiveswsho
loss of data contrahs a key challenge in a cloud environment. Likewibe author addresses the need or
distinguishing between protected and unprotected g using a hardware-software framework called
HyperCoffer that allows some insight into what col# protect privacy. Additionally, Charlesworth8]1
states that virtualization andss of controlover data location as we all information as to whentitled

and who has actually accessed data, is the kegqyrithreat.

Technical aspect of cloud environment and its impacprivacy discussed by the authors include secur
partitioning [61], encryption [50], data annotatigh0], expressing annotations [50] and desktop

application through the cloud [102].

In order to address many of the privacy threatsesded by the industry, Leistikow [61] propose®w n
approach is ensuring privacy of the images, spetifi pictures stored on a cloud. Particularly, iu¢hor
suggests usingecure partitioningutilizing “facial recognition and stripping algttm”. This algorithm

records position of the face in the original imagel marks all positions as either public aka norsitiee
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or private i.e. sensitive. Alternatively, Henze J[S0Qiggests that usingncryptionis no longer sufficient
and therefore suggests using “cross layer datalinghdannotationsandexpressing annotation£ross
layer data handing annotation is where all enthigsdling data can add their own data annotatishie

all these entities must comply with this obligatiminhandling these annotations. The use of anmotsti
allows to adhere to regulatory policies and speaiffy to guarantee data deletion policies. Addiibn

the author suggest using binding data with anratafi where policies bond “cryptographically to the
data”, this method is also being referred ttstecky” policy. Expressing annotations on the other hand
use privacy policy languages that allow matchingrusquirements privacy policies with service pdevi
privacy policies. Finally, Ullrich [102] discusséie issues surrounding creation of cloud extensions
highly computationatiesktop applicationso be used in a public cloud, while maintainingadsecurity

and privacy.

Geographies SIG such as hosting cloud in the sametry as the data owners and ability to identify
actual data location positively impact privacy. kit the policies SIG, lack of government IT poliie
has negative impact on privacy while having privateuds for government services is generally
considered more secure and therefore has positigadt on privacy. Data deletion such as guaranteed
data deletion, deletion of data after a periodimketand data deletion in certain countries havétiges
positively impact privacy. Some of the cloud steraglated features such as data leakage and tzedral
data storage of the cloud data have negative impagirivacy. Inability to determine data sensitiyit
unintentional use of data stored on the cloud fyttird parties, loss of control over data, indpito
check physical location of the data and lack ofemdhce to legislation negatively impact privacyhédt
features such as having some insight into whichrotmprotect privacy and availability or utilizati of
machine readable privacy policies positively imppigvacy in a cloud environment. Lastly, encryption
alone is not sufficient way on ensuring privacy awiloud, while secure partitioning positively impac
privacy. It is yet unclear how extending cloud tesktop application would impact privacy, while
allowing data and expressive may positively impaiivacy annotations. Figure 6 represents Cloud

environment impact on privacy in a form of SIG.
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Figure 6: Privacy Catalogue- Cloud

2.3.4DATASTORAGE
With continuously growing amount of data, data at@r and privacy have become one of the key issues.

Topics such as centralization of user PI [63],a&gerof biometric information [6], guaranteed deletof

data [50], [92] and time limits on data deletio@]%vere discussed.

Lilley [63] points out thatentralizationof user personal information from social netwogksites such as
Facebook creates a rich database of data thapen“to all takers”. The author argues that, theoilsl

be a better way of keeping in touch online and kegpersonal information either on the cloud based
host of their own data, thus allowing users to camd control their own data and data about them.
Balanoiu[6] discusses the issue of storingmetric identification In their study, the author points out
that storage of biometric information associatethwilentification documents issued by some of the
developed countries, such as countries of the Eampnion as well as the United States, has raised
many privacy concerns. The current plan of storiigmetric data associated with identification
document is to store it in a centralized locatiblowever the author points out that such storage may
create privacy threats that are not currently feeesby law. The author suggests using decentralized
storage of the identification document’s chip cer@rder to avoid future privacy violations. Her{s€]

and Ruotsalainen [92] discuss the importance afigoaible todelete datastored on either virtual or
physical location. As such, Henze [50] suggestaigusinnotations tqyuarantee data deletiomnd

imposing time limits on data stored in a cloud environment. Ruotsalaii®@) on the other hand,
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discusses the importance of deleting data from psespective. The author argues that applications
should allow users to control not only updating amddification of their information, but most

importantly deletion of their own information ortdaabout them.

Centralization of personal information and storafidiometric information may result in data leakage
and therefore negatively impact privacy. Guarardata deletion and enforcing time limits on data

deletion positively impact privacy.

Figure 7 represents Data Storage impact on privaayform of SIG.
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Figure 7: Privacy Catalogue-Data Storage
2.3.5EXPOSURE
Exposure of personal information was another highdypular topic in this category. Issues such as
profiling [99], [83], [38], indentifying behaviorapreferences online [21], [83], physical location
disclosure [89], exposure of photos as personalmmtion [61] were raised as privacy red flags angn

of the authors.

Titiriga [99] discusses the use jifofiling information to generate profit for commercial eptéses. The
author argues that all statistical information ealed about the individual should be copyright.rBeenn
[83] and Fernback [38] point out on unconnecteposxreof personal information for commercial use
Penn [83] suggests using opt-out options wheningsibnline retailer's website, that would allow itas
to specify how to handleollection and sharing aheir information suclshopping trendsFernbeck [34]

discusses exposure from the point of view of sooetworking. The author highlights Facebook’s
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practice of gathering personal information and tegposing it to the a “larger networking community”
However, the author also points out in contextamiia networking sties, personal information is esgd

not only by the corporations but also by other siskat have access to such information. Both C@2gn
and Fernback [38] discuss surveillance of behaVviomrmation online. Fernback [38] argues that
surveillance of behavioratends onlinenow allow to be linked to useffline activities Cohen [21] also
points out that it is practically impossible to tmh “self exposure” online.. As such the authoreg an
example of body images originally indented to préentfeminist self-ownership” but were instead
interpreted as pornography. Rechert [89] discusbesat to privacy wherdisclosing userlocation
without their knowledge or conseiithe author argues that users are mainly unawhog when and why
collects their location information. The author gests using “user controlled software stack” torassl
location discloser privacy threats. Leistikow [G#&]ses the question @hages as personal information
The author argues that with growing number of aatiieralgorithms allowing to identify individuals on
the picture and tag them. Picture storing in a @leavironment may pose a privacy threat as they may
include sensitive information. As a potential smntthe author suggest using face recognition coegi
with stripping algorithms to allows users keep #@&resdata. However, in what way exposed personal
information can be used is of greater concern. dxample, Lilley [63], Penn [83] and Fernback [38]
discuss practices dfelling of personal informationLilley [63] discusses the Facebook datzaring
practicessuch as when clicking “Like” option or playing gasmon Facebook. Penn [83] specifies that
consumers are “unaware thtaeir online behavior is being tracked by third qmaniesand how it is
conducted. The author also points out that too mrextking of user activities and “being followedy b
previously viewed images may create adverse eftedhe advertisers. Lastly, Fernback [38] poini$ o
that social networking companieme selling user personal dateo advertisers while data mining
companies such as Acxiom or Choicepoint sell petisdata not only do commercial enterprises but also

to law enforcement and government agencies.

Additionally, some of the academia [84], [83], [3B$cusses issue of misuse of personal informaimh
identity theft [85]. Pope [84] provides analysisprivacy concerns between Canadian and US consumers
and specifies thanisuse of informationvas equally raised on both sides of the bordersudh, issues
raised by both Canadian and US consumers incdatie of personal data and behaviaorot requested
contacting by certain businesses as well as acgufaoformation that is a being saved about indixls

in third party databases. Penn [83] points out itifatrmation leaks of behavioral profiling and nefating

may causemotional and financial damageSernback [38] points out atisuse of personal information

on social networking site. As such the author gmcimisuse of personal information by stakeholders

identity thieves and social networking sites itséfisuse of personal information afentity theftwas
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echoed by Prins [85]. The author states, that witdmy different flows of information in today’s

environment, it is not surprising the issues oftitg theft come to light.

All aspects of personal information exposure swgloaation disclosure, data selling practices, ngrof
behavioral information and profiling as well as espre of images such photographs, have negative

impact on privacy. Figure 8 represents Exposureanpn privacy in a form of SIG.
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Figure 8: Privacy Catalogue-Exposure of Personal liormation

2.3.6ANONYMITY
In order to prevent the above mentioned issues,ynwnthe authors discussed implementation of

anonymity [21], [91] and pseudonymity [91] featur€®hen [21] states generally assumed that although
anonymityis not generally accepted in a real life, it ixdm®ing more accepted in the network world.
Rubinstein [91] discussemonymity and pseudonymiigchniques as a way of preserving privacy online
and as a way to avoid profiling. As such technigmege use of tokens from multiples service prodder
that allow user to use services without user id password. These techniques are proven to provide
security against identify theft and profiling. Howes the drawback of such techniques is that it ipiexs/

difficulties for the government agencies in ideyitifj an individual.

*3



Anonymization has positive impact on privacy. Opieralization options such as use of anonymization
tools and pseudonyms help improve anonymity ancefoee have positive impact on privacy. Figure 9

represents Anonymity impact on privacy in a fornst®.
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Figure 9: Privacy Catalogue-Anonymity

2.3.7CORPORATHEPOLICIES

Operationalization topics of the policies grouplinie: certification of privacy policies [84], [91]5],
independent validation [91], change of policieerafnroliment [13], allowing anonymization of data
[91], unlinkable pseudonyms [91], data deletionroperiod of time [50], data deletion [50], Service
Level Agreements that lack focus on informatiorets§73], [18], Service Level Agreements with liedt
feedback to consumers [73], Service Level Agreeméhat neglect security issues [73], situation-
specific, context-aware and granular personal pyivand trust policies [92], de-identification [67E-
identification [67], ineffective audit policies2 [18], IP as PI [72], location disclosure [189], lack

of consistency in existing policies [107].

Pope [84] points out that regardless of imposingariegislation on internet websites, many of the e-
service providers fail to preseatceptable and accessible privacy policiB@siotsalainen [92] agrees with
Pope [84] onlack of availability and accessibilitgf decentprivacy policies However, the author goes
further to specify that according to analysis preddor US Congress it had been identified thatemnir
privacy policies and existing legislation are ‘pgorspecified’” especially regarding e-health.
Anthonysamy [5] provides analysis of tlpeivacy policies and privacy controlavailable on popular

websites such as Facebook, PerfSpot’s and Orketatithor concludes that in 43 percent of the s@dey



websites, privacy policies could not be mappediwapy controls, therefore not allowing users tstriet

their activities even based on the privacy polisigscified by the service provider.

Rubinstein [91] calls for accountability in dataninig and profiling. The author argues that govemime
should be accountable to developing standardsabald validate data mining@nd profiling models. The
author states that “Just because a pattern exiiie idata does not mean that the pattern is mgfahior
valid”. In the same study the author points out tiidernet Service Providers benefit financially b
collecting personal data and therefore are noiquéaitly interesting in supportingnonymity toolsand
techniques. Alternatively, the author suggestsgusinlinkable pseudonynt® conduct business online.
Having unlinkablgpseudonyms and anonymaredentials protects users from revealing persoatz.
Booch [13] points out that although consumers maygdncerned about their privacy and beirgked
by applications or deviced is difficult to resist for example a new camevith build in GPS features as
well as stop using a website after thailvacy policy has change¥he author mentions that “computers

and humanity are engaged in a dance that is bgregpout the co-evolution of both” .

Henze [50] suggestslata annotationin order to address data and privacy concerns ioload
environment. The author argues that using suchtations would allow service providers to adhere to
legislations andlelete data based on a predefined condibomvera defined period of timeThe author
states that “If the storage provider knew in adeaat which point in time data should be deletecould
group data with similar deletion dates on one ptajlgievice” from which data could be security dedet
The author however recognizes that it would bealehge to have a service provider accept annoisitio

as their policy and commit to them due to ever givapnature of privacy policies and legislation.

Muller [73] states that corporate practice of adgeto contractual obligationds throughservice level
agreemen{SLA). However, SLA tend to focus on either seevar technical issues and therefore neglect
security and privacy issues. AdditionallylLAs do not allow for any feedbafdt the consumers as per
how their privacy is protected under such agreen#m author suggests an approach that would allow
service providers and consumers to develop a datutmespecify security specific SLA that would allo

assessing and accountifoy agreed upon controls

Charlesworth [18] also suggests incorporating @yvas part ofcorporate policies and service level
agreements However, in contrast to Muller [73] the authasigs out that with exception of large

corporations it would bdifficult to replace generic SLAs with more custames



Ruotsalainen [92] argues that corporations shoaldnbre privacy focused and should commit to more
granular, dynamigprivacy policies that may automatically upgradedowngrade user privilegeshd
context aware privacy and trust policiés order to regulate how information is being eoted and

processed.

McGraw [67] discusesnplementation of de-identification policidsat would provide greater protection
for personal and in particular health data. Théaupoints out that current US legislation i.e. AR
accounts fode-identification of health dathut does not account foe-identification Essentially, once
health data has been de-identified under HIPP#ioi longer covered under its protection. Therefiore
example, if de-identified dates sold or shared with third partieand then re-identified there is no
existing policy on corporate or national level thatuld protect privacy of the individuals whose gmral

information has been re-identified.

Pauley [82] conducted empirical study on a numidedaud providers and found out that although &ll o
the cloud providers stated that they did perf@udits none of them publicly specified what control
groups they have used. Charlesworth [18] reflentiok of effective corporate audit polici@sa cloud
environment. The author states thraiditional audit policies and techniques are lalg@neffective in a
cloud environmentAlternatively the author suggests incorporatimg ight to audit cloud subcontractors,
use of doudTrustprotocols such aSloudAudit(CSA2010c) and using third party auditors.

Muir [72] weights on pros and cons ® address as personal informatiofhe author states, that
according to European Data protection law, IP asklie considered as personal information. However,
when it comes to file sharing and copyright, mawyporations pursue tracking of IP addresses that
unlawfully share copyright content and then requestrnet service providers to link them with an
account. Therefore, there is a question of whetbeyright holders are conducting lawful actionshwit

regards to privacy.

Policies as per data location disclosurea cloud environment, has been discussed byl€dveorth [18].
The author states that inability of pinpoint dateation in a cloud environment raises a key privhcgat
and consequently suggests a corporate accoungahilitdel that would take into account law and
jurisdictions when moving data across the bordechert [89] discussdack corporate transparency in
disclosing how mobile location information is beiogllected, processed and usédiditionally, based
on “user controlled GSM stack” the author suggseptxific measures that can help protect user tmtati

privacy when using mobile devices.



Williams [107] discusses the impacts of not haviglpbally consistent” privacy policiesThe author
points out that such limitations gives risedyber bulling and identity fraudAdditionally the author
points out that existing privacy policies are cdeseéd weak on a global scale as the governmestttail
enforce privacy constraints on the business pmctieaving privacy policies up to the individual

enterprises.

Lack of corporate policies with regards to datadestification and change of policies after enrahnh
negatively impact privacy. Lack of consistent cogte privacy policies and guidelines to enforceadat
location disclosure as well as lack of effectiveliapolicies and ineffective Service Level Agreerntrat
provider limited feedback to customers and do ratec information specifics also negatively impact
privacy. On the other hand, corporate policies tlediiect data deletion and data deletion over time,
granular, dynamic and context specific and contexéire corporate policies have positive impact on
privacy. Techniques that allow for anonymizatiord @seudonymization of data, de-identification and
those allowing independent validation have positivepact on privacy. Additionally, allowing
certification of privacy policies and generallydtieg IP address as personal information, alsctigebi

impact privacy.

Figure 10 represents Corporate Policies impactrimaqy in a form of SIG.
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Figure 10: Privacy Catalogue-Corporate Policies
2.3.8CORPORATEHFRAMEWORKS
Operationalization options of the corporate framdwoclude data standards [91], Cyber Trust global
standard [53] and enforcement of certification fsas ISO 27001) [73].

Rubinstein [91] discusses privacy and current pngfipractices. The author argues that althougla dat
mining and profiling is beneficial for governmenirposes such as counter terrorism, it is less alef
in a daily life such as e-commerce. The author sstggusinglata quality standardsin order to avoid
profiling with errors and violating privacy whenrahucting data mining. The author however, recognize

that it would be a challenge to implement theaedsrds by law.



Hooper [53] suggest implementation ©fberTrust global standarthat would allow corporations and
specifically cloud providers to share informaticrrass the borders. CyberTrust global standard would
allow classifying data into Privacy, Confidentigliand Identity classes and then including them into

classification scheme for “Transfer of Sensitivetdtiata”.

Muller [73] discusses incorporation ofdustry standards such as ISO 270@fo cross organizational
framework rather than single organization therefore allowifuy security management in cross
organizational settings. Additionally, the authoaggests automating compliance verification with 1SO
27001 standard to allow for better data managenrers cloud environment. Availability of data
standards, enforcement of industry certificatiod anilding global standard cyber trust would cdnggi
positive impact on corporate frameworks and woubditpvely impact privacy. Figure 11 represents

Corporate Framework impact on privacy in a fornsts.
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Figure 11: Privacy Catalogue-Corporate Frameworks

2.3.9LEGISLATION
Operationalization topics of legal group includegdl issues with regards to data ownership [98])e s

without permission [84], [83], collection of dat84], [107], use of data [84], [83], [107], [67],adtity
theft [84], errors and misuse of Pl [84], Pl aspamy [99], [105], conflict between data owners§JL0
control over boundaries between environment [1@&dmetric material [6], cross border/legislation
boundaries of data [107], traceability of actiorfsaathorities [88], cloud provider compliance with

legislative acts [82], cloud location in country0]5de-identification [67], re-identification [67property
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rights vs. rights of internet users [83], [73], 48 PI [83], location disclosure [18], [89], datgpesure
without consent [38], data handling by third par{i@3], [73] and control over online privacy [88]2].

Titiriga [99] discusses the rather unusual perspedf ownership and copyrighThe author argues that
since there is economic benefit generated fronstitatl data that is being collected on social roeking

sites, he suggests enforcing copyright over sutdn da

Pope [84] conducted an empirical study on how comswattitude towardselling their personal dat&ao
other business or government sector. The studylsiétat consumer in both US and Canada didn’t have
much objection over companies sharing or selliregrtata with government due to existing legiskatio
and general trust in government handling of persdata. However, consumers did object to their data

being sold to other private companies.

Penn [83] discusses the issueti@cing consumer behavior onlirend thenselling this datato third
parties. The author states, that such practicebsttefrustrate consumers and lack transparencywhio,
how and why collects and uses their data. A paiesblution to this issue is to use the new guisi
suggested by the Federal Trade Commission’s ondumsumer information is collected and processed.
Additionally the author states that although privélereats include serious issues such as ideritdit,t
customers are having growing concerns that thdwrimation and information about them will be

misused.

Williams [107] discusses collection and procesdegata from social networking sites. The authotesta
that the state of purpose fdata collectionon social networking sites are very generic andnge
frequently. Moreover, the author finds it is pldaeithat providers of social networking site adgual

know how the collected information will be used.

McGraw [67] discusses these of datdrom the perspective afe-identification and re-identification of
data The author argues that use of de-identified dataompletely regulated under Health Information
and Protection Act (HIPPA), the unauthorized restdation of data should be made illegal to prave

privacy breaches.

van Dijk [105] discusses the meaningpodperty and privacyn a digital age. The author states that it is
difficult to balance privacy and personal infornoatias intellectual property due to the fact thaspeal
information is beingeollectedby means of software that has its own copyrightsthermore, the author
states that in situations where collected data doéselate to a single person, there willdunflict of

ownershipamong all parties whose data is being used. Mg[ID5] also suggests that although there is



a growing demand fgpropertization of personal datdt will still be difficult to control across diffrent

environmental boundaries

Ruotsalainen [92] discusses privacy issues fronp#ispective of ubitiguous health. The author ssigge
that in order for Electronic Health Record, Persdtealth Records and sensor systems to work as an
integrated system, there should be a considetaldt in the systerand that it adheres to legislation
However, one of the key challenges is to know hbes¢ systems are used by secondary users and

whether they adhere to legal rules.

Balanoiu [6]discusses the use lmbmetric materialin passports of EU countries. In their study, the
author points out that some of the requieghl steps were missethen making a decision to go ahead
with implementation of passports containing bioticetnformation. The author specifies such steps as
first inability to consult European Data Protect®upervisor and conduct a detailed impact assessrhen
the biometric implementation in EU passports anddliag of biometric information for children and

elderly whose biometrics may either be not accéssibchange over time.

Williams [107] discusses thehallenges of legal systenwghen it comes to conductinigusiness in
multiple countriesThe author states that there are significanedifices between EU and l¢gislations
when it comes taesharing information across the bordeAs such EU countries prohibit sharing of
personal data with other countries have weakerl legstem. Currently, US has been granted only

temporary special permission for data sharing.

Rajaméaki [88] discusses the extendsdrveillance capabilities that have beegranted to legal
enforcement authoritieand weights on whether such measures are necemsarijow to build citizen
trust in allowing legal enforcement authoritiesctinduct video and audio surveillance as well agroth
monitoring such as emails and financial transastigkuthor also proposes that in order to build such

trust, actions of the authorities should likewisetfaceable.

Pauley [82] states that currently Cloud providers aot legally required to make privacy breach
information public unless personal data have begracted. The author also points out that in 2 & o

surveys cloud providers that loss of data has weh &een published.

Henze [50] points out that with exception of the/fEU countries such as Germany that does not allow
transfer of its citizen’s tax information to ber&d outside the country, there @ legal requirements as

per moving sensitive data across jurisdictional hdaries



McGraw [67] states that although Health Insuranogdbility and Privacy Act (HIPPA) protects data
personal health information by enforcing dd&identificationon all personal data, it does not prevent
from re-identifying such data, nor there are amgalgrovisions or penalties as per privacy loss@ated

with re-identification of de-identified data.

Penn [83] points out thatrivacy rights of internet uselia US are largely ignored. Unlike, European Data
Protection law that requires all databases to bestered, US lack such or similar legislations legv
online privacy in a ‘grey area’. Likewise, Mull¢r3] also points out that lack of control i.e. lega

framework with regards to cloud services, leavésrination management assets unprotected.

Muir [72] points out that the question Bf addresses as personal informati@mains as a controversial
topic. Although it is identified as personal infation under the European Data Protection Act, hiagdl
of IP address as personal information depends @rdhtext of the case and in fact is not alwayadei

treated as personal information.

Charlesworth [18] points out that there are certamal questions when it comes to complying with
legislation with regards ttbcation and privacy in a cloud settingShe author raises the questions of
legal responsibilities in outsourcing, offshoringdavirtualization. Some of the questions raisedhis
study include, whose responsibility is it to enswtata is being handled as per original privacy
requirements; which jurisdiction is to hear theecasthe event of privacy breach and which jurigdic
to conduct law enforcement. Rechert [89] pointstbat data retention practices are usually regdlat
mobile networks, the location disclosure may dt#l associated with privacy loss depending of the

density and frequency of data collection.

Fernback [38] points out at the information mamaget practices of social network providers and @gic
a big opposition from the users when it comes forination sharing and data use by third partie® Th
author provides number of examples, where diffecemmunities of users would prefer to makdegal

to share user personal information without usersmnt

Penn [83] states that although there is no legisigtrotecting consumer privacy and how thdata is
beingcollected and handled by third parti@s the US, there is a proposed Bill 5777 that aot® for
such provisions. Some of the provisions of thisibitlude inability to use information unless ushes/e
given explicit consent or have been notified of tise of their data. This provision offers some llefe

user control as to whether or who may use thesqgre information.

Muir [72] offers a debate on whether copyright &fd anti-piracy bills may impact individual privacy

when internet service providemsonitor user sharing practices online
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Current state of the legislation does not alwaye tadividual privacy into account. Although priyac
legislation differs significantly between Europedahe US, where European laws provide more privacy
protection in comparison to the US, the followingemmdments would positively impact privacy: aspects
of data ownership especially in a pooled data envitent where there are multiple owners; provisions
with regards to data use, sale of data and datdysbke third parties; handling of biometric maagri
better guidelines with regards to property righid @rivacy rights; clearer specifications on hamglliP
addresses as part of personal information; guidelon handling of re-identified and de-identifiextad
improved legislation on data collection and expesuir personal information that would include exiplic
user consent; availability of regulation for clopdoviders and how to control boundaries between
environments; regulations preventing location disate and granting more traceability to the actioins
authorities and lastly, regulations that would allgreater control over user privacy in an online

environment. Figure 12 represents Legislation whpa privacy in a form of SIG.
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2.3.10LACK OF AWARENESS
Awareness of how personal information may hurt mpriove privacy is yet another group on the

individual level. Major operationalization optionmgluded in this group focus on awareness of exgsti
policies [84], [40], rarely read policies [84], angaess of existing educational programs [86], [48],
[107], awareness of certification of policies [8d}ailability of opt-in/ opt-out programs [84],][983],
unawareness of anonymization tools [91], awarepésghat, why, when, how data is used [84], [63],
[10], [83], [1], [31], unclear consents [83], [1ck of insight into privacy control [73], [1], [5lack of
standardized assessment [82], lack of awarendsgvobrowsing, mining, linking, merging is conducted

at a granular level [91] and lack of knowledgehs amount of information collected [84].

Pope [84] reviews marketing implication on privasyJS and Canada. The author states that consumers
remain mainly unaware gdrivacy protecting policiesEven though e-commerce and internet in general
has come a long way since its origin, many websitesstillunable to provide easily accessible privacy
policy. Additionally, since privacy policies are complgteoluntary, they tend to be quit®nfusingand
because of that they ararely read by consumersToday, consumers still remain mainigaware what
type of their information is being collected andahib is being usedThe author suggests usingt-out

and opt-in programss a possible solution. However, the author reaagnihat opt-in programs tend to
be more effective than opt-out programs. The augien suggestsertification of policiesin order to

build awareness, transparency and trust betwegitsgroviders and consumers.

Pu [86] states thatducating usersn why the system is suggesting to accept spguifi@cy settings of

the system tends to promote greater user trusgjgader user involvement in the system.

Gao [40] specifies that use Brivacy Feedback Awareness todsmt allow users to make information
privacy decision within the context of the systehowd be a preferred privacy approach for social

networking sites.

Anthonysamy [5] also subscribes to the idea of iwwnore ofawareness mechanisrtizat would help
users understand privacy policies and make nmfoemed decisionsThe author also supports the idea of

opt-in and opt-out program® enable third party cookies on their computer.

Likewise, Penn [83] also reviewspt-in and opt-out programso control user privacy. The author
however, recognizes the difficulty of implementisgich programs from both user and consumer
perspective due to being too time consuming anergdg too restrictive. This on the other hand Hssu

in accepting privacy policies withoatear consent
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Williams [107] claims that web service provider®ghl educate userabout privacy setting and to alert

users to changes to privacy policies.

Although there are many suggestions to use anomyioiztools to control privacy, Rubinstein [91]te®a
that there is limited user awareness of such tddis. author states that theck of awareness due to
first of all to poor usability and general user thyatowards privacy. Second, due to the lack obrpri
commercial success and therefore lack of intem@sh fentrepreneurs. Third, internet service provider
reluctance to promote anonymity due to financiakmtive of collecting user data and lastly duehi t

fact that many existing anonymization tools areptynflawed and vulnerable for privacy breach.

Lilley [63] states that at the time when sociaMmaking is ever so popular, usesnain unaware of how
their personal information is being collected arsbdfrom social networking sites and therefore should
become more educated on data profiling, data miairdyprivacy protocols. Bhattacharya [10] discusses
awareness from the perspective of e-governmentcesivThe author states that citizens must be made
aware as per how, when and why their personal mftion is collected and processetien conducting
e-government transactions. Penn [83] states tt@amdionof what, why and how personal data is being

usedshould not only be legislated but at least regdlateFederal Trade Commission.

Likewise, Williams [107] also calls for web servipeoviders to makesers aware of how, when and why
their personal information is being usethe authors also adverted for user ability todradormation
flow about them and delete unnecessary informatidioquisti [1] suggests that difficulties in priwac
decision making are due to user lafkawareness of who, when and how use their palsoformation
Dinev [31] also highlights the importance of inf@tion transparency, stating that user awarenes$fof

when and how collects informatiatout them is the « reasonable expectation oapyiw.

Penn [83] points out that although web service jgerg offer privacy policies on their website, $sdo
not necessary understand the detaitgl thereforenay not have full picture of what they are consenti
for. Acquisti [1] points out that improving readabiliéand usability of privacy policies would allowsers

consent to be more informed

Muller [73] states that in a cloud environment gsbaveabsolutely no insight into which privacy
controls protect their informatiarin their study the author suggests using autan@®-27001 standard
to tackle privacy permission across multiple orgations. Acquisti [1] points out that paradoxically

moreprivacy controlsmight actually increase riskier discloser of imf@ation.
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Anthonysamy [5] specifies that in the study, 43cpet of the surveyed website hadvacy statements
while not allowing users to act upon these statémen select appropriaterivacy controlsto enable

privacy policies stated on the website.

Pauley [82] states that in 50 percent of the sweslegloud providers did not publish their securibda
privacy policies and 40 percent did not proviatandardized assessmauft their security and privacy

policies.

Ruotsalainen [92] points out at theck of user awarenessf how their health data is being manipulated
on a granular level and suggest that users shaultidde aware of any conflicts between their peisona

privacy settings and stakeholder’s privacy poliégieEHR environment.

Pope [84] points out that paradoxically, thigger amount of informatiomsers share online, thess

worried they tend to be about sharing personal information

Lack of general user awareness about how userspmagct their privacy negatively impact overall
privacy. Specifically, lack of awareness of wheimywhow and the amount of data that is being used
negatively impact awareness and therefore neggtiirepact privacy. Lack of awareness of the
techniques or mechanisms that may improve privésty @egatively impact awareness and privacy. Such
methods and techniques include educational progmmmgprivacy, availability of privacy certificates,
awareness about opt-in/opt-out programs and datayamzation tools. Figure 13 represents Awareness

impact on privacy in a form of SIG.
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2.3.11ETHICS
Ethics is another significant group identified astf the overall catalogue. Operationalizatiotias in

this category include collection and use of PI [&mantics of privacy [13], misidentification [@lata
sharing/selling practices [63], systems and autilesrcollecting, processing and sharing data [6ttics

rules minimizing risk of Pl loss [97] as well asfitability vs. ethics [38].

Rajamaki [88] reviews transparency and privacy assalhile conducting citizen surveillance activities.

The author states that it is of a paramount impogathat when law enforcement agenaiesduct



technical surveillancenot only human right needs to be taken into actbunalso professional ethics of

the enforcement officer.

Booch [13] states that although privacy issues bBezoming of great importance in Western law, the
definition of privacy is not universal. The authstates, that privacy has ethical implications on
development of information system as theaning of privacy varies across cultuiesd therefore either

maximizing or marginalizing privacy controls in tan cultures.

Balanoiu [6] points out at system imperfections whesing biometric enabled password. The author
argues that proposed use of biometric passportddiaccount fomisidentificationerrors and inability
to use such passport. As well, the author statsthis type of passport should account for exemnpaif

enrollment such as children and diminishing quadityhe fingerprints such as with the case of aging

Lilley [63] reflect that Facebook’'sharing and selling practicesf user personal information without
offering proper education of their lengthy and emiig privacy policies is an exploitation of usarsi

their social networks.

Ruotsalainen [92] states that in order for e-heaitbtems to be successful they need to comply with
existing ethic frameworks and regulations such las World Medical Association and the International
Medical Informatics Association (IMIA) and to ensuhatdata is processed ethically and legally and in
compliance with patient's privacy settingddditionally, the author suggests that e-healgistems

collecting and processing patient information stddae publishing relevant ethical rules.

Taylor [97] states thatthical rules minimizing loss of privasyere considered the top priority in quality
assurance study that surveyed over 130 hospitaitabsystems. Although the author does not diyectl
link this feature to system development and impletaton, the author of this thesis finds it highly

beneficial to include such principles when deveigpor enhancing information systems.

Fernback [38] in their study of surveillance andseeillance state the current practices of Facelaook
social networking sites alike are overusing perkoimdormation collected from their website.
Additionally, the author gives an example of a Iswt that states that the social network site cé®os

profit over privacy

Availability of ethic rules help privacy. As sucthi& rules minimizing loss of personal informationles

on data sharing practices, ethic rules on collactié personal information and ethical handling of
semantics of privacy all positively impact privac¥igure 14 represents Ethics impact on privacg in
form of SIG.

00



Rules Minimizing Loss of PI S

: <2

* Semantics of Privacy
Privacy
Rules while
Conducting Q
s Collection of PT
Surveylance Q
Data Sharing/Selling Practices Profit
vs
Privacy

Figure 14: Privacy Catalogue-Ethics

2.3.12INDUSTRYFRAMEWORKS ANARCHITECTURE
Many authors refer to system architecture and freonkes as a starting point in developing privacy

configuration of information systems. Specificallppics such as privacy by design [107], lack of
privacy boundaries [105], unintentional system smavency [13], planning of architecture [13], cross
border information flow [107], control over accdsbiy and traceability [50,] and Service Level

Agreements as information assets [82] are discussed

Williams [107] states that in order to balance acy and transparency in the age of new information
systems, the industry needs to accepivacy by desighprinciples allowing to building information
systems with privacy in mind from the very begirmmather than having an ad hoc approach that rggbei

used today.

Van Dijk [105] reflects on historical evolution obncept of privacy starting from the laté™@ntury

and how is it being treated today. The author godntt that as the concept of privacy evolves it is
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becoming more difficult to define and protect witldifferent contexts, such as individual data vs.
privacy as part of shared data. Therefore, makidgficult to define the boundariesf what data is
considered private. In order to ensure privacysetdnore clear boundaries the author suggest using
“architecture that enables uniform and directlyoeodable privacy choices by users when circulating

through different digital environments”

Booch [13] also points out that, as humans, we nmaistakes in our daily life and as well when coding
information systems that may result imintentional transparencyand loss of privacy. The author
therefore calls for greater use of industry beattices in both privacy and architecture. And estatber
authors call forprivacy by design principlestating that “poorly crafted architecture may teean

illusion of privacy”.

Williams [107] states that IT industry requires dmative solution that would allow tmollect and process
information across different jurisdictionand therefore facilitate cross border informatftow while

adhering to privacy principles, the law and userios.

Henze [50] suggests using privacy annotations asvaframework tacontrol accessibility of personal

datain a cross layer cloud environment.

Pauley [82] in their study on cloud provider trazsmcy included evaluation of availability of seevi
level agreements. The study found ti&ltfs were offered by 5 out of 6 providers and for nadstheir
services. Therefore, it is reasonable to conclude$LA are becoming part of the industry standéndn

choosing a cloud provider.

Frameworks and Architecture have both positive aadative impact on privacy. Lack of technical
privacy boundaries between the environments, fresscborder information flow and unintentional
system transparency negatively impact privacy. &rgganning of IT architecture that keep privacy in

mind, privacy by design principles and control ogecessibility, positively impact privacy.

Figure 15 represents Industry Frameworks and Agctute impact on privacy in a form of SIG.
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2.3.13REPORTING ANDAUDITING
Operationalization options discussed within repgrtand auditing group include: auditing [91], [53],
[50], [82], [18], monitoring [53], [72], traceabi}i [91], [53], [50], [5], cyber forensics [53], stes
reporting [73], reports on data mining [91] anddépdndent validation [91].

Rubinstein [91] discusses the importance of audd &acing functions in data mining and profiling
applications in the context of government survadia The author states that since data mining and
profiling tools use large amount of personal d#taere must be eegular auditing and tracing activities
of government analysts in order to “watch the watsh Additionally, the author states that governtne
should be publishing regular reports on any unifladsdata mining programs as well as enable

independent validationf the validity of the data mining models to emsaccuracy.

Hooper [53] states that current VPN technologiek laropermonitoring auditability and traceability
mechanismgs well as cyber forensics. The author stateswifihtgrowing number of various databases
containing sensitive data and transfer of this datass numerous protocols and applications, difiliya

and traceability become of paramount importancee @tthor suggests development of an innovative
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network design consisting of specification contra@sd classifications schemes in addition to

configuration to network infrastructures, topolagimterfaces etc.

Pauley [82] conducted as an evaluation study otlkiwd providers that included existence or conmuié
with auditability standards The author states that in about 30 percent ofsthrgeys cloud providers
either didn't offer external audit didn’t comply thiauditing statements such as SAS 70 Type I, Raym
Card Industry Data Security Standard, HIPAA or @ads-Oxley.

Charlesworth [18] states thaditional auditingis becoming largely ineffective in a constantlyaeging

cloud environment.

Muir [72] states that conductingroactive monitorings not always appropriate. As such, in the case of
illegal sharing of copyright material, proactive mtoring by the internet service providers may ooly

be problematic to service providers but would tEppropriate as it would violate user privacy.

Anthonysamy [5] calls for greatéraceability between privacy policies and system runtime fuometiity.
In their study of mapping privacy policies to prcyacontrols offered to users, the author finds ifigemt
disconnect between the two. Offering more tracdgbar rather interpretation of how certain privacy
policy is reflected in the privacy controls woultfes more trust in the system and user understgnain

how their personal information is being treatedtmsy service providers and third parties.

Henze [50] also highlights the importance aifditing in cloud environment and suggest extending
auditing capabilities to validation of machine reblé privacy statements such as verification of
information location, compliance with data protentiregulation and adherence to data deletion. The
author states that data annotation allows for afdit traceability of commitments and obligatiorigie

data handling annotation method.

Muller [73] suggests conjoint approach to privaag aecurity management in a cloud environment. The
author suggests usirggatus reportingon implanted privacy controls to service providansl customers

as part of the validation of the security requieats agreed upon between user and service providers

Availability of various reporting and auditing tagues help validate appropriate use and accessof
personal information and therefore positively intpacivacy. As such auditing, traceability, active
monitoring and status reporting function of thetegs positively impact privacy. Availability of the
cyber forensic standards, independent validatfaheosystem activities and availability of the oes on

data mining of unclassified data improve privacy.
Figure 16 represents Reporting and Auditing imjeacprivacy in a form of SIG.
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2.3.14PRIVACYCONTROLS
Many authors suggest practical propositions ongggvcontrols within existing or new information

systems. Options such as data labeling [91], aizdosn without contextual information [92], use of
dynamic and context-dependent privacy policies,[§P8], [81], data minimization [91], data hand]in

annotations [50], privacy portal [82] use of ex@tdon interfaces [86], PFA (Privacy Feedback
Awareness) tools [40], machine readable privacycias [50] and self regulating technologies [18} ar

discussed.

Rubinstein [91] suggests usidgta labelingfor rule-based processing of sensitive data irgthernment
or law enforcement agencies. Specifically the augioposes to use data labeling to specify howdttea
should be accessed and to incorporate user aulioriznto search queries that would allow or desgr
see the results of the query based on their peons®r availability of a search warrant. Addititipa
such data labeling technique may include metadath as the source of the information, reliabilinda
age of the information. This would allow for perabinformation to be disclosed only after ‘sanitze

guery results point out that access to this inféionais indeed required. Lastly, the author suggestre

03



widespread use of user centric identity solutidreg tvould include core privacy principle suchdata

minimization

Ruotsalainen [92] states that traditional privaoptool system do not take into account tostext and
that privacy can be easily breached if authorization to use peesonal information is made without
contextual informationThe author suggests, that new privacy controtallshbegranular and context
dependentTherefore, allowing users to specify in which o their information is used and to what

extent it is being shared.

Charlesworth [18] suggest that there should beifa sbm what the author refers to “command and
control” legislation of technology solutions to acatability bases regulatory approaches. As suwh, t
author states that legislation should apply to @atal but technology solution to adhere to ldgislation
should be applicable ohothsystem and data level§he author suggests having an ultimate technology
toolbox that would allow users to specifsivacy measures within certain contdmt usingself regulating
technologiesuch as preventive (to allow for proactive accobilitg) and detective (to allow for reactive

accountability) controls.

Henze [50] discusses the usedata handling annotatiomvhich are similar to data labeling. The author
suggest that when using data handling annotatlmmaiser should be allowed not only to specify their
own privacy controls by selecting from a set ofgafined policies but also to parameterize thesieipsl

For example, specify not only that the data ndedse deleted but when it needs to be deleted. Such

policies should benachine readable using privacy poliewguages.

Pauley [82] states that althoughivacy portalis a common feature that allows users choose gyriva
setting, it is not always available. In their studyevaluating cloud provider features, the aufivats that

privacy portals were not available in 2 out of peoximately 35 percent) of the cloud providers.

Oyomno [81] discusses how to balance personalizationobile and ubiquitous devices and privacy. The
author proposes a model that combipessonal information and contextual informatiam order to

deliver personalized services in a dynamic modewéder, the author argues that in order to ensure
privacy, this annotation should be done by theisereconsumer rather than service provider because

different service consumer may have different dedin of private information.

Pu [86] specifies that usingxplanation interfaceshat explicitly list the benefit of sharing specif
information and how this information will be used|l balance privacy and transparency on the web an

build user trust in the system.
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Gao [40] suggests another form of explanatory faters througtreedback Awareness Tdbht allows

illustrating privacy choices within the contexttb&ir own activities.

Availability of privacy controls have positive imgiaon privacy. Privacy controls that allow speaityi
data labeling or data handling annotations havetipesimpact on privacy. Availability of controls
allowing anonymizing user data, providing feedbagith regards to selected privacy controls and
availability of these features within accessiblvairy portal also improve privacy. Lastly availdtyilof

self regulating privacy controls, that are abléémdle machine readable privacy statements andmgna
context dependent policies would also help privagigure 17 represents Privacy Controls impact on

privacy in a form of SIG.
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2.3.15&ECURITY
Security is an integral part of enabling privachefefore, in order to improve privacy — securitysinie

enabled. Issues discussed within security domailude availability of facial recognition and syipg
algorithms [61], availability of facial recognitiocand its positioning information [61], data setuas
prerequisite to privacy [107], encryption and deritification [6], [109], [67], [50], backend prioers
and data sensitivity [50], data sensitivity & gety levels [113], security controls [53], [92]82] as

well as verification of the machine-readable privaolicy statements [50], [18].

Leistikow [61] discussed picture data security etibon the cloud. The author states that accordirgy t
study published by Berlecon Research, 70 percethteo$urveyed companies would store data on a cloud
only if all of the sensitive data remained withiie tcompany control. Since digital pictures or insagkso
constitute sensitive information such as technaralwings it also needs to be protected. The author
suggests a new approach based on data separatigingstripping algorithmsandfacial recognition

This approach would allow to record positioningoimation of the original picture, separate data int

sensitive and non-sensitive and then tag portiétiseoimages according to user specifications.

Williams [107] discusses the importance of privatyoday’s networked environment and suggests that
in order to ensure data privacy it needs to be reecurherefore, makingecurity a prerequisite to

privacy.

Balanoiu [6] discusses the useaslymmetri¢requiring both public and private kegihd symmetriguses
the same cryptographic key for encryption and deag) encryptionand decryption techniques as part

of the system storing biometric information of theropean passport holders.

Xia [109] suggests a new architectural design taid®d in a cloud environment that would enable more
privacy and security of the data stored on guesguali machines. Specifically, the author suggests

memory encryption and integrity verificatiohthe virtual processor.

McGraw [67] discusses expert method and ‘dafebor’ method of data de-identificaticas a standard
adopted by HIPAA. The expert method involves areeipe. statistician to verify that data does poge

any risk in being indefinable. The safe harbor radtincludes removal of 18 identifiable data items
containing address, names and dates (except tie péthough these two methods have been used since
early 2000, there is a wider discussion taking glac a healthcare industry as per validity of such
methods. The experts argue that since there is amatenore personal data become publicly availdble i

is becoming easier to re-identify previously denitifeed health data.
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Henze [50] states that althoughcryptionis one of the techniques to secure data, it issafficient in a
cloud environment. Additionally, the author statieat the lack of backend service provider’s abitity
determine which data is considered sensitive csesgeurity issues. To address this security gap, th
author suggestasing machine-readable privacy policy statemehtt would allow verifying level of

data sensitivity and providing security measureoediagly.

Yun [113] discusses the use of application leraryptionthat are scalable to support different levels of

data granularity and security levels.

Hooper [53] proposes to use neecurity controlghat would allow using the need to validate andfye

techniques to enable security and privacy.

Ruotsalainen [92] discusses the need to implerdgnamic and context aware security contrdist

would enable users to set their own privilegesim-dnealth environment.

Pauley [82] in their assessment of cloud providgases thasecurity portalspecifying available security
policies were available in 5 out of 6 providersdige the study. The author also considered eass®f
navigating such security portals as it is an impartfeature for end user when navigating provider’s

security policies.

Charlesworth [18] also states thadrifiable machine-readable policiés the optimal way of handling
data security in a cloud environment. However,abthor points out that prior to using machine rééela
policies, existindegislation needs to be ‘translated’ into machie@dable policySuch translation of the
other hand cannot be exact as legislation andftrerereates room for interpretation and is protwehe
difficult.

Availability of security features such as encrypti@bility to select different security permissions
controls as well as availability of secure machieadable security policy annotation positively iTipa
privacy. Additionally, availability of the facialecognition and stripping algorithms help ensurauggc
of the digital images and therefore also improvegmy. Lack of the backend provider security feasu
to identify and protect sensitive information, nidggly impacts privacy. Additionally, ability to cobine
facial recognition techniques with geographicablimn information creates security threat and ttoeee

negatively impacts privacy. Figure 18 represeetsuity impact on privacy in a form of SIG.
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2.3.16COMMUNICATION
Communication was yet another important group ifiedtin the catalogue. Operationalization itenfis o

communication issues raised by the academia ate gutensive and include clarity of the privacy
policies [63], [84]; benefits of sharing Pl [84)alability of alerts to privacy settings [63]; diqit data
flows [91]; explanations why and how data is uset];[unclear privacy consent [83]; lack of disclasu
how when and where discloser applies [83]; lackafiimunication of what type of information is being
collected [83]; opt-out of information collectioB3]; Pl maintenance [107];, controls protectind¥];
effectiveness of controls protecting PI [1];, cormimation of location of data storage [18]; easineks
accessibility [82]; policies and procedures [92]iblished certifications [82]; communicating how
browsing, mining, drilling, linking and merging @dais conducted at the granular level [92]; avdlitgb

of explanatory interfaces [86], [5]; availability explanations of recommended results [82].
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Lilley [63] state that privacy settings on the sdanetworking sites often lack clarity and tendb®
“lengthy, confusing, complex” and usually difficuth find. The author states that in order to batanc

information sharing and privacy, social networksigs should be able #&dert users to privacy

Pope [84] states that havietear privacy policiesor including third party privacy policy certifidah on

the website increases sales and decreases numbwoaiplete transactions on e-commerce websites.
The author also states that in the e-commerce@mwient it is important if the service providers ooty
state privacy polices but also what benefits thesamer may receive if they agreestware their personal
information Additionally, in order to build consumer’s trustusing e-commerce provider’'s services, the

service providers must be transparent in why amd ¢ansumer’s personal information is being used.

Penn [83] states that as behavioral advertisirtgkilg over the web, consumers generally do noe hav
any say when it comes to protecting their privagine. One of the issues the author points ouhidaar
privacy settingglo not actually allow a user to weigh the risk gfeging with service provider’'s privacy
settings. Quite often, the userc®nsenting to service provider's privacy policiesthaut having
understandingvhen and how their behavioral data might be usebvehen and where disclosure of their
behavioral data will apply. Therefore, even thouglstomers consent to service provider's privacy
policies, such privacyxonsents are unclearAdditionally, the author states that some of Hesvice
providers haveno control as to what information is being collettey the third partieghat are using
tracking cookies. The author suggesfst-out optionas a potential solution for data collection and
sharing, however since it is considered as somewafraburden to send a request not to collect aades
personal information, most of the e-retailers tadagence of clear communication request on ndtdeces

their personal information as a consent to dotjustpposite.

Rubinstein [91] states that when designing pseudhityytools it is critical that these tools allow to
explicitly demonstratehe flow of personal datauch as what time of personal data is being celtbct

who has access to this information and potentfadly it might be used.

Acquisti [1] states that privacy controls statedmast of the website tend toeffectively communicate

privacy risksdue to being difficult to understand and easy tsimérpret.

Williams [107] states that due to the lack of trgarency and inability to remove or delete datahim t
information spacemaintaining privacy of personal information remaimsoblematic The author
however, states that companies that understandalnd their client privacy, tend to exists longethe

market space.
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Charlesworth [18] states that main advantage otthed environment is scalability. However, inatyili
to pinpoint physical location of the data in anyegi time brings many privacy issues. Thereforéhafe
is a trusted infrastructure that can me be availahla cloud it can ensure that service providendavbe

able to provide datstorage location informatian

Pauley [82] in their assessment of the cloud pvédtransparency verified whether provider’s sigur
policies were all located in one place and whethely wereeasily accessibleLikewise, the author

evaluates whether the cloud providers publish wegurity certification online

Ruotsalainen [92] states that abilitygablishprivacy andproceduress of paramount importance of the
future e-health systems. Likewise, the author stHtat in order to preserve privacy in the futuealth
information systems, users must be made awarevokdiorowsing, mining, drilling, linking and merging
data is conducted at thgranular level. Although, Penn [83] states this with regards health
information systems, the author of this thesis|sfekat it should be applied to all future inforiat

systems.

Pu [86] points out that a good solution to balapgeacy and transparency in the information spad®i
use exploratory interfacethat would explicitly state the benefits of shgripersonal information.
Additionally, the author suggests using recommeéandatof the privacy setting would help build user
trust in the system and be in control of their acy. However, in order for these recommendatiortseto

accepted by users, they must be carefully wordddobated in a strategic area of the user webpage.

Anthonysamy [5] conducted a study tracing privacjigies to available policy controls and identified
that in order for information flow to be more trgasent, there should a néarm of privacy controlshat
would allow users understand what would happen to theispnal informatiorif they select a particular

setting.

Communication has generally positive impact ongmu As such, clear and explicit privacy policiss a
well as explanation what, when, why and how perssaolasa is being collected and used offer more
transparency and therefore positively impact userapy. Ability to state user benefits and tradsoff
when sharing their personal information, providarahels of feedback and offer explanatory interfaces
when selecting appropriate privacy controls alssitp@ly improve privacy. Ability to maintain persal
information by stating that personal informationyniee deleted as well as providing explanation ef th
privacy settings positively impacts privacy. Figaklearly specifying privacy policies and certiftions

by publishing them in an easily accessible way aleding users to changes in privacy policies ov ho
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privacy settings may impact them also helps ovegihl of privacy. Figure 19 represents

Communication impact on privacy in a form of SIG.
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Figure 19: Privacy Catalogue-Communication

2.3.17TRUST
Trust from technical perspective was discussederndpics of use of TTP (trusted third party) [98B],

[65]; confidence in organizational data handlingqtices [3]; trust in the system [92], [36] pubiig of
trust and privacy attributes [92].

Ruotsalainen [92] reviews the issues of trust iredtealth environment. The author is stressinghted

of patienttrust not only in the direct users of the system bub akcondary usersThe author states that
new e-health solutions needs to be built with tasta requirement during the design phase. However,
trust requiresprivacy rules that need to be verified by the tipadtiesas well as users themselves. This

type of verification may be conducted by publishingt and privacy attributes and contextual feature
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Liu [65] calls for more transparency wheerifying privacy by use of trusted third parti€ETP). The
author illustrates CEM (certified email protocoljat would allow greater TTP transparency than the

original protocol.

Rajamaki [88] points out at the usetadisted third party for verification sensitive dataed by the law
enforcement agencie$he author states that a third party systemedubty the public should store all
encrypted sensitive information. This informatiohosld only be disclosed when law enforcement

representative is present and has a decryption key.

Al-Fedaghi [3] reviews the link between perceivedvg@cy and transparency, stating thatreased
system and data handling transparency leads to tgreust and consequently to greater perceived

privacy.

Joshi [59] states that trust is formed by meanmfoirmal exchanges. With exponential development in
information technologies, many of such interactioecome obsolete due to automation therefore,
reducing thdevel of trust in the systerfihe author suggest that in order to realize lgpitential of new

technologies, trust should be included as a catife of system development.

Ensuring that organization or a service providdsligshes their trust attributes and conducting ethiata
handling of the user data would help build usesttio the system and improve privacy. Additionally,
trust not on the in the immediate system but atsthird party providers would help improve privaay

the whole ecosystem. Figure 20 represents Trusiétgm privacy in a form of a SIG.
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Figure 20: Privacy Catalogue-Trust
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2.4PRIVACY CATALOGUE AND TRANSPARENCYSIG

This chapter covers the analysis of the possilterdependencies between privacy operationalizations
and transparency softgoals. Each sub-chapter vepial one aspect of privacy and analyze its

interdependencies with Transparency softgoals velppticable.

2.4.1DATACOLLECTION ANDUSE
Accessibility

Many of the data collection and use features paitimpact theAvailability softgoal of transparency on
the accessibility step. As such, data mining oniadamedia, data mining for counter terrorism and
unauthorized data mining allow to uncover new infation and therefore expand existing knowledge
base. Collection, processing and sharing of datanbitiple systems allows having data available on
multiple systems and therefore helping achieve tgreavailability. Collection and use of contextual
metadata increases overall amount of data andftierbelps achieve availability; system & database
merger allows to combine previously isolated infatimn into a new knowledge base and therefore
contribute towards greater availability; finallytilization of standard data handling processes slath
handling annotations allows for greater informati@availability to its rightful users without

compromising privacy of the disclosed information .

Usability
Widespread collection and share of data acrossrdiit system allows for greater standardization and
interoperability of the collected information arkteforepositivelyimpactsOperability and Adaptability

softgoals of the information systems and thus p@syt affect transparency.

Informativeness

Data sharing practices as well as data mining ambkmedia, data mining for counter terrorism and
unauthorized data mining allow to access and coenpdormation available across different informatio
systems and therefore positively imp&xampletenessnd Integrity softgoals of the data and thus are
considered as positive impact on transparency. Bh&ae and user privacy vs. transparency SIG is

presented on a figure below.
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Figure 21: Privacy vs. Transparency SIG- Data Colletion and Use

2.4.2CLOUD ENVIRONMENT
Accessibility

Cloud computing and availability of cloud envirommi® for government services, decentralized storage
as well as extension of cloud to the desktop apptin allow for lower cost of information storageda
therefore to greater availability and portabilityy the information that has previously been storedao

traditional client-server architecture. Therefdraying positive impact on th&vailability andPortability

softgoals of transparency on the accessibility.step

Under the storage category, guaranteed deletiotatd, data deletion in certain countries as well as
guaranteed data deletion after a period of timdrimre towards standardization of the data hagdlin
policies and therefore positively impaaiformity softgoal of software transparency. Under the polic
category, availability of government policies andhitability of cloud environment for government

services also allow standardization of informatisolicies and thus improveniformity softgoal of

transparency.
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Features of the cloud environment such as utitimatif machine readable privacy policy will allow to
have only pre-defined information available to thgers, reduce amount of irrelevant information
therefore help achieveintuitivenesssoftgoal of transparency. Customer inability tedh the actual

location of the data will huthtuitivenessand therefore hurt transparency.

Informativeness

Inability to determine information sensitivity afallure to check the location of the data will lirniser’s
knowledge about the data and therefore negativegbactclarity softgoal of transparency. Availability of
machine readable privacy policies will automatergeiy requirements in cloud computing and therefore

will positively impactintegrity softgoal.

Ability to find out the actual location of the dataosting cloud at the same country and availgbdlit
data annotations for privacy requirements enhaneeatl knowledge about the data and therefore helps

achievecompletenessoftgoalof the geographical groups

Understandability

The distributed principle and multitier framework the cloud environment allows to host multiple
applications on the same cloud and to utilize warioomponents available on each of the layerseof th
cloud computing therefore, positively impactiftxternability and Decomposabilitysoftgoal. Cloud

privacy vs. transparency SIG is presented on adigelow.
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Figure 22: Privacy vs. Transparency SIG-Cloud Envionment

2.4 3DATASTORAGE
Accessibility

Storage category includes two options that poditivenpact Availability softgoal of transparency:
centralization of user personal information thabvas for availability of previously decentralizectd
and storage of biometric information that may pttdly enhance availability of personal data by

combining biometric and non-biometric information.

Usability
Centralization of user personal information, aslwasl storage of biometric material may help esshbli

new and enhance existing standards data standaaisheélp achieve information interoperability,

therefore improvinghe Uniformitysoftgoal.
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Informativeness

The previously mentioned centralization of persanfdrmation and storage of biometric material wbul
enhance data stored in such systems and wouldahefositively impact th€ompletenessoftgoal and
thus positively influence transparencidowever guaranteed data deletion and time limits on data
deletion negatively affect th€urrency softgoal unless data deletion policies are staledrly and
explicitly.

Understandability

Centralization of user personal information woulldwa having a new comprehensive set of information
out of isolated data sources, therefore also pegjtimpacts the&Composabilitysoftgoal. Storage privacy

vs. transparency SIG is presented on a figure bhelow
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2.4 4EXPOSURE
Accessibility
The exposure group includes the following itemg thasitively impact theAvailability and Publicity

softgoals of software transparency by making infation available when needed and making it available
to general public: location disclosure and accesphotos as part personal information, data selling
profiling for commercial enterprises and profiling copyright, as well as information on user bebravi
preferences online.

Informativeness
Location disclosure, use of photos as personalrnmdtion, as well as information on behavioral

preferences, would contribute towards making inforon more comprehensive and would therefore
improve the Completenessoftgoal of transparency. Exposure of personabrmétion privacy vs.

transparency SIG is presented on a figure below.
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Figure 24: Privacy vs. Transparency SIG-Exposure oPI
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2.4 5ANONYMITY
Usability
Anonymization tools and extensive use of pseudonymsild prevent from linking user profiles

information from various systems and therefore tiegly impact the Operability softgoal of

transparency at the usability step.

Informativeness
Anonymization tools and extensive use of pseudonyvesild prevent from linking user profiles

information from various systems negatively impdbe Clarity and Completenesssoftgoals of
transparency at the informativeness step. Anonypritsacy vs. transparency SIG is presented onwadig

below.
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Figure 25: Privacy vs. Transparency SIG-Anonymity

2.4 6CORPORATHEPOLICIES

Accessibility
Corporate policies that would limit availability afformation and information availability to public

include utilizing situation-specific, context-awarand granular personal privacy and trust policies,
dynamic and context-dependent policies, certifaratdf privacy policies, data deletion over peridd o

time, data deletion and Service Level Agreementh Vunited feedback to consumers. Therefore, these
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operationalization options would have a negativednt on Availability and Publicity softgoals of

transparency under legal category

Corporate policy allowing location disclosure amdlépendent validation would improve information

availability and would therefore positively impabtailability andPublicity softgoals of transparency.

Usability
Polices such as certification of privacy policiesl allowing re-identification would improve qualitf

the information and would therefore positively imapan Operability and Intuitivenesssoftgoals of
transparency. While policies such as allowing amgimgition of data, allowing use of unlinkable
pseudonyms, guaranteeing data deletion and dagtiadebver time, as well as de-identification would
diminish quality of available information and thine would negatively impaddperability softgoal of

transparency.

Informativeness
Operationalization options such as context-awargangar personal privacy and trust

policies/annotations; re-identification; identifiman of all stakeholders involved in data procegsin
dynamic and context-dependent policies as wellvaslability of bilateral agreements with third part
providers would make information easy to understand to be expressed in a logical way. And

therefore, would positively impa@larity, Consistencyandintegrity softgoals.

Operationalization options such as change of miefter enrollment; allowing anonymization of ¢lata
unlinkable pseudonyms; Service Level Agreements |tttk focus on information assets; Service Level
Agreements that provide limited feedback to congsm®ervice Level Agreements that neglect security
issues would diminish the true value of the infalioraand would make it less comprehensive. Theegfor

it would negatively impacAccuracyandCompletenessoftgoals of the transparency.

Auditability
Ineffective auditing policies would reduce rigoraass of the information and would therefore negétiv

impactValidity and Accountabilitysoftgoals of transparency. Corporate policiesgmyws. transparency

SIG is presented on a figure below.
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Figure 26: Privacy vs. Transparency SIG-Corporate Blicies

2.4.7CORPORATHFRAMEWORKS

Usability
Establishing frameworks of data standards, cyhest tand privacy certification at least at the coap®

level would help standardize information collectiand use and would therefore positively impact

Uniformality softgoal of transparency. Framework privacy vansparency SIG is presented on a figure

below.
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Figure 27: Privacy vs. Transparency SIG-Corporate Fameworks

2.4 8LEGISLATION
Accessibility
Some of the operationalization options concertiegidlating privacy issues may both help and hurt

transparency. Regulating collection, sale, use eemntralization of data may reduce the amount of
information being collected and would therefore thtransparency by having negative impact on
Availability andPublicity softgoals of transparency. Legislating traceabiit actions of authorities and
data handling practices by third parties would eélase amount of traceable information and expose dat
handling practices by the third parties, thereforgroving Availability and Publicity softgoals of
transparency. Legislating data ownership may betp and hurt transparency depending on what type of

information data owners are willing to share and lextensively.

Informativeness
Legislating most of the operationalization itemfleced in legal catalogue enforces clarity intoatvh

type of information can be legally collected anaviibmay be used. This would positively imp&iarity

softgoal. However legislating the very same operationalization itemay reduce amount and limit
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different type of information being collected amgtefore negatively affectingompletenessoftgoal of
transparencyPlease note, that these relationships are not el in a figure below as too many impacts
will impact readability of the figure. Instead, @k from overall softgoal of legislation shows both

positive and negative impact on Clarity.

Auditability
Allowing for traceability for actions of authoriBeof government operated surveillance systems ivepro

Traceability softgoal of transparency. Legislation privacy wansparency SIG is presented on a figure

below.
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Figure 28: Privacy vs. Transparency SIG-Legislation

2.4 .9LACK OFAWARENESS
Accessibility
Confusing policies, lack of privacy related eduma#il programs, lack of familiarity or awareness of

anonymization tools, rarely read policies contrébtdg user full or partial unawareness of how tagub
their privacy and thus causing more exposure oihawnkngly sharing their personal information that

positively impactsAvailability andPublicity softgoal of transparency.
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Informativeness

Confusing and rarely read company policies, lackfafrmation or availability of opt-in/opt-out
programs as well as a lack of insight into privaolicies prevent users from making information dixi
about sharing their personal information and theeehegatively impadtlarity softgoal of transparency

Awareness privacy vs. transparency SIG is presamefigure below
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Figure 29: Privacy vs. Transparency SIG- Awareness
2.4.10ETHICS
Accessibility

Having access to the list of system and/or autlesritollecting, processing and sharing personal
information positively impacdPublicity softgoal of transparency

Informativeness

Lack of ethic rules for data sharing and sellinggtice of different semantics of privacy contribute

towards having diverse meaning and handling of graisinformation and therefore negatively impact

Consistencyoftgoal of transparency. Ethics privacy vs. tpamency SIG is presented on a figure below
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Figure 30: Privacy vs. Transparency SIG-Ethics

2.4.11 FRAMEWORKS ANARCHITECTURE

Accessibility
Unintentional system transparency and uncontraieds border information flow improve availability

and facility exposure of the information that isngestored in the system, thus improviagilability and

publicity softgoals of transparency.

Usability
The operationalization items such as unintenti@yatem transparency and uncontrolled cross border

information flow contribute towards quality and disity of the information being collected and uaaed
therefore helps achieve Operability softgoal ohsarency. Careful planning of IT architecture help
establish privacy policies and facilitate how arttbimype of personal information may be used, foeze

helping achievéniformity softgoals of transparency.

Informativeness
Control over accessibility & traceability, and oy by design concepts set up boundaries of wipat ty

of personal information may be collected and treeefnegatively impacCompletenessoftgoal of

transparency, however, positively affec@®nsistencysoftgoal of transparency. Lack of boundaries
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between IT environments allows for vast informatisharing and therefore positively impact

Completenessoftgoal.

Understandability
Planning of IT Architecture and privacy by desigmcepts allow for careful planning of what privacy

tools may be used in the systems therefore impgo@omposabilityand Decomposabilitysoftgoals of

transparency.

Auditability
Control over accessibility and traceability postivimpactsControllability andTraceability softgoals of

transparency. Frameworks and Architecture privacytransparency SIG is presented on a figure below.
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Figure 31: Privacy vs. Transparency SIG-Frameworksand Architecture

2.4.12REPORTING ANDAUDITING

Accessibility
Making auditing reports as well as reports on daiaing available to users as well as allowing répor

independent validation positively impakvtailability andPublicity softgoals of transparency.

Informativeness
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Availability of traceability features, auditing reqts as well as reports on data mining provide
comprehensive set of audited information and tleeefpositively impactintegrity softgoals, while

availability of such up to date status reportingipeely impactCurrencysoftgoal.

Auditability
Availability of monitoring and traceability featuwepositively impactTraceability and Controllability

softgoal while status reporting and independenidatibn positively improveVerifiability softgoal of

transparency. Reporting and Auditing privacy vansparency SIG is presented on a figure below.
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Figure 32: Privacy vs. Transparency SIG-Reporting ad Auditing

2.4.13PRIVACYCONTROLS
Accessibility
Use of dynamic and context-dependent privacy pagiciavailability of data handling annotations,

availability of privacy portal, data labeling, PRRrivacy Feedback Awareness) tools and having globa



standard for cyber trust allow users and serviaigers to restrict access to information, therefor

negatively impactind\vailability softgoal of transparency.

Usability
Dynamic and context-dependent privacy policies,ilaldity of privacy portal and PFA (Privacy

Feedback Awareness) allow to access and use tipss of information that was allowed by the data

owner therefore s positively impacti@perability andUser-friendlinessoftgoals of transparency.

Understandability
Dynamic and context-dependent privacy policies adl vas use of expressing annotations allow

distinguishing between various access types andnipsions and therefore positively impacting
Decomposabilitysoftgoal of transparency. Privacy Controls privasytransparency SIG is presented on

a figure below.

Figure 33: Privacy vs. Transparency SIG-Privacy Cotrols
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2.4.14SECURITY

Accessibility
Lack of backend provider security unnecessarilyosgppersonal information but at the same time help

achieve theAvailability softgoals of transparency. The use of facial raitagn in combination with
location information also unnecessarily expose grakinformation and therefore hefvailability and
Publicity softgoals. By marking data sensitive restrictseascto personal information and also has

negative impact on thivailability softgoals of transparency

Usability
Machine readable privacy annotations help facditativacy setting by allowing access only to certai

information therefore has positive impact on thgefability softgoal of transparency.

Understandability
Stripping algorithms that allow separating faci#brmation as sensitive and non-sensitive and aseal

security measure in facial recognition, positivehpacts theDecomposabilitysoftgoal of transparency

Security privacy vs. transparency SIG is preseated figure below.

Figure 34: Privacy vs. Transparency SIG-Security
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2.4.15COMMUNICATION
Accessibility
All of the operationalization options of communiocat havepositiveimpact onavailability softgoal of

transparency. For example, statements of what amdihformation is being collected and used brings
more transparency to organizational data processtagdards. The use of explanatory interfaces,
availability of opt-out options, explanations ofde-offs involved in sharing user personal infoiorat
and explanations of privacy control build user tiinghe system which then prompts them to shareemo
of their personal information. Therefore, theufig below lists overall impact of communication on

transparency as positive impact on availability.

Usability
Utilization of explanatory interfaces, privacy ateand explanations of how selected options impsaet

privacy (i.e., interpretation of the result) helpets understand their privacy setting within specif

context and therefore positively afféntuitivenesssoftgoal of transparency.

Informativeness
Operationalization options such as clarity in hawiormation is being communicated to users; use of

alerts, explanatory interfaces and explicit explimmaof the tradeoffs involved in using the systetmen
choosing privacy settings; explanations of wheny whd how user information would be collected and
used; publishing certificates, policies and procedwith regards to data collection and use - tladise
would positively impactClarity softgoal of transparency. Therefore, figure bekhaws overall positive

impact on transparency. Communication privacy ndparency SIG is presented on a figure below.
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Figure 35: Privacy vs. Transparency SIG-Communicatin

2.4.16TRUST

Accessibility
The concept of trust was discussed from the petispeaf trust in service providers, trust in thpdrties

using the system and publishing trust certificatebrust can help achievAvailability softgoal of
transparency if the users are confident in theiserproviders as well as third parties the service
providers works with. Likewise, trust may hérvailability softgoal if users are not confident about using
services offered by a service provider and thirdigs they may collaborate with. Pu [86] stated tha
Amazon has established itself over the years aspatable company valuing privacy of its users and
keeping it confidential. Therefore, Amazon usess more willing to share their personal informatas

well as their opinion about the products they pased on the website.

Auditability
The same is true for Auditability softgoal. Oncevese provider establishes customer trust, theralavo

not be any need to conduct verifications for andipurposes and therefore would h¥lgrifiability and
Accountability If the service provider, on the other hand, dustsprove to be trustworthy, then they risk

losing their customer base or customers may requaee verifications when doing business with such
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service provider and thus huwerifiability. Trust privacy vs. transparency SIG is presented digure

below.

Figure 36: Privacy vs. Transparency SIG - Trust

2.5AN ANALYSIS OF INTERDEPENDENCIES

In the previous section of this thesis, every smtgwas reviewed, and its impact on privacy and
transparency was determined. Softgoals wihkitive (+)impact ontransparencyandpositiveimpact on
privacy are deemed to havesginergetic relationshipSoftgoals with gositiveimpact ontransparency

but negative(-)impact onprivacy (or vise versa), are deemed to haweaflicting relationship
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In order to build balance between transparencypaivaicy, the analysis chapter of the thesis focuses
conflicting relationship between privacy and traargmcy. Sections 2.5.1 to 2.5.5 provides analykis o
interdependencies depicted in Figure 37 while emsti 2.5.6 to 2.5.11 reasons about the
interdependencies illustrated in Figure 38. A sumymaf the figures 37-38 below is provided in

Appendix B.

Figure 37: Conflicting relationship SIG
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Figure 38: Conflicting relationship SIG

2.5.1DATACOLLECTION ANDUSE
1. Accessibility Softgoal - the disconnect betweervaey and transparency exists in data collection

and user group because very few service providéizeudata minimization techniques as they want
to learn more about their customers. Also, serpiciders are trying to account for any information
that is not required right away but may be necgssaithe future. Although these massive data
collection practices improve availability softgadltransparency, it negatively impacts user privacy
2. Informativeness Softgoal - the disconnect betweaeragy and transparency exist in data collection
and user group due to the fact that it is not abaagar what type of information may be uncovered
or released due to merging multiple databases ewsrsidering all service providers follow
legislated privacy standards, making it positive flompleteness and integrity softgoals of

transparency but negative for privacy.

2.5.2CLOUD ENVIRONMENT
1. Accessibility Softgoal - this conflicting relatidmp exists due to the decentralized nature of the

cloud environment that makes it readily availabhel accessible from anywhere (i.e., portable),

which is considered positive impact portability aadailability softgoals of transparency. This
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combined with the lack of standard practices addingsprivacy concerns on the cloud, negatively

impact privacy.

2. Informativeness Softgoal - the lack of clarity dfievhas and at what point in time would be able to
access information stored on the cloud negativafyaict both privacy and transparency.

3. Understandability Softgoal - high degree of decosafdity and sharing resources improve
decomposabilityand externability softgoals of transparency however, when left withmachine
readable privacy controls it negatively impactsacy.

2.5.3STORAGE

1. Accessibility Softgoal - although centralized sg®aof user personal information positively

contributes to theavailability operationalization option of transparency, it @ases the risk of
privacy violations in the event of privacy breach.

Informativeness Softgoal - centralized storagesarpersonal information adds upcmmpleteness
and currency softgoals. However, it also increases the charfigerivacy violations or misuse of

personal information if privacy or security breastoccur.

2.5.4EXPOSURE OFPI
1. Accessibility Softgoal - the reason for this tydedisconnect is that personal information (location

disclosure, photo and behavioral information) igxganade available which is good favailability
andportability softgoal of transparency but negatively impacisaay.

Informativeness Softgoal - location disclosure,tphdisclosure and behavioral information are not a
standard type of personal information that is idexat under existing legislation. This kind of

information improves informationompletenesat the cost of violating user privacy.

2.5.5ANONYNIMITY

1.

Usability Softgoal - utilization of anonymizatioadls and pseudonyms negatively impact operability
by restricting service providers to get greaterigints into user information and how it can be
manipulated further (i.e. data mining, profilingcetand thus negatively impact transparency.
However, these features (anonymization and pseudiaayion) offer more privacy to users.

Informativeness Softgoal - because anonymizatiahstand pseudonymization mask certain data
elements, it thus contributes towards lack of catgpless of the information generated by the

service providers. At the same time, this limitatincreases user privacy

2.5.6SECURITY
1. Accessibility Softgoal - this conflicting relatianp exists because lack of backend provider sagurit

use of facial recognition in combination with laoat information increases information exposure
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and thus improvesvailability and publicity softgoal of transparency while reducing individual
privacy.

2.5.7LEGISLATION
1. Accessibility Softgoal — legislating data ownershipollection and use negatively impact

transparency by fully or partially restricting aladiility of information being collected. At the sam
time, this limitation positively impacts individuptivacy.

2. Informativeness Softgoal - legislating data owngrsitollection and use negatively impact
completeness of the information being collectedth&t same time, this limitation positively impacts
individual privacy.

2.5.8CORPORATEPOLICIES
1. Accessibility Softgoal - utilizing situation-speicif context-aware, and granular personal privacy an

trust policies, dynamic and context-dependent psidave negative impact availability and
publicity softgoals of transparency from the service pravjakrspective. However, availability of
such corporate policies substantially improve iriral privacy.

2. Usability Softgoal - allowing anonymization of datallowing use of unlinkable pseudonyms,
guaranteeing data deletion and data deletion oegog of time, as well as de-identification, allow
less consistency and thus negatively impgadrability softgoal. However, these operationalization

items would also improve individual privacy

2.5.9AWARENESS
1. Accessibility Softgoal - lack of awareness abpaticies and tools helping users protect their

privacy has positive impact on transparency by ovijmrg availability and publicity softgoals at the
cost of reducing user privacy caused by this uniideal user behavior.

2.5.10FRAMEWORKS ANARCHITECTURE
1. Accessibility Softgoal - unintentional system traarency and uncontrolled cross border information

flow make information stored in the system mavailableand morepublic. These operationalization
options do, however, hurt privacy more than anyeothperationalization option that were discussed
in the chapters due to the fact that ituisintentional and uncontrollable making organizations
unaware that potential privacy violations or brescimay even exist. Without knowing potential
privacy leaks or breaches, it would be difficulpi@vent it.

2. Understandability Softgoal — careful planning ofAfchitecture and utilization of privacy by design

concepts allow moreomposabilityand decomposabilityof Information systems which in turn
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improve transparency. However, without privacy colst protecting different levels of information
system that allow composability and decomposabiityinformation system, may cause privacy
violation. Additionally, cross border informatiotoW that may result in unintentional transparency

and may negatively impact privacy.

2.5.11PRIVACYCONTROLS
1. Accessibility Softgoal -granular and context departcprivacy policies and controls, availability of

data labeling mechanisms and availability of Prwgeedback Awareness tools positively impacts

availability softgoal of transparency but has negative impagirivacy.

2.5.12TRUST
Trust is not reflected on the figure representmgerse relationship between privacy and transpsren

because, although not having enough trust in seqMioviders would hurt availability, verifiabilignd

accountability softgoals of transparency - it witlt have any impact on privacy.

2.6 CONCLUSION
This section of the thesis outlines possible sohgithat may help balance privacy and transparaacy

well as provides some ideas for practical use efctitalogues

2.6.1ALTERNATIVESOLUTIONS
This section of the thesis outlines possible sohgifor each group of the catalogue that help &ehie

balance between privacy and transparency startitigeaAccessibility step and up to Auditability ste

Majority of conflicts between privacy and transpang are identified afAccessibility stepof software
transparency framework. This type of relationshipswexpected to happen due to the nature of
transparency to expose as much information aslgessind the principle of privacy to conceal as muc
information as possible. It won't be possible tdiage complete transparency or complete privacy
without violating either of these principles. Thiere, it is suggested to havebalancedapproachwhen

it comesto privacy and transparency

Information technology solution may directly impabe following softgoals identified in Chapter H o

this thesis: Cloud environment, Storage, Secufityareness and Privacy controls.

Recent developments in th€loud environmentand its adoption in many of the industries has
significantly improved overall accessibility of safre applications. However, being a relatively new
concept with a focus on maximizing shared servidesiately raises privacy issues. The better sotuti

that have been suggested by the researchers inaladlability of machine readable privacy policydan
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privacy annotations [50]. The solution of annotgtsensitive data allows carrying these annotations
across different layers and environments of theidldnform about its sensitive nature and enable
stakeholders to react accordingly to specified tatiom. Additionally, secure partitioning of semngit

and non-sensitive elements has been suggestedtheralternativgs1] .

Many of the authors raised the question of inforamastorage particularly with regards to centralized
storage and storage of biometric material. A pdssblution that has been suggested by the ressrarch
is quite drastic, and focuses on minimizing or diragj storage of biometric information [6]. Although
might be a theoretically valid solution, with akw technologies utilizing fingerprint scanners aslas
other biometrics as an authentication method, ihds a practical solution. This area of storage of
biometric information remains sensitive as inforimattechnologies evolve and new control measures ar

being identified.

Issues such as data sensitivity and ability to doenlblata generated by face recognition software and
combining it with location information generated BIS technologies were the major privacy threat
identified under thesecurity category. Although these features enhance Awailability softgoal of
transparency, the impact on privacy violation dyeaxceed the benefits of having this type of
information transparency on regular (where not ireguby law) basis. Information technology salus

that may help solve this issue include the use athime readable privacy annotations [50] to allow
annotations of any sensitive information. To adslrése issue of facial recognition software, it is
suggested to use stripping algorithm allowing tstidguish facial information as sensitive and non-

sensitive and to store it on corresponding prieaie public cloud61].

The recent developments in information technolobige impacted the way we conduct daily and social
interaction. Many of the authors discuss widespredtization of new software applications and
increased information transparency along with #uk lof useawarenes®f what type of information is
being collected and how it is being processed &m@d. One of the information technology solutidimest
may help balance privacy and transparency in taisgory is availability of educational programs], [5
[40], [86],[107] as part of the software solutioxp&aining what type of information may or may n& b
collected, processes or used. Additionally, makpriyacy statements readily available on service
provider website and easily understood is anotpépo that may allow for more transparency and help

bring awareness to user privacy.

Privacy controlscan be considered as an essential point to edlieww more privacy or more
transparency. There have been many improvemeritavimg more granular privacy controls. However,

privacy controls are still dependent on how they laging set up and what information it is suppdsed
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guard. Considering an always evolving notion ofoinfation technologies, a solution that may help
provide balance between privacy and transpareneydanstantly changing environment is introduction
of dynamic-context dependent privacy controls [I81], [92] and utilization of expressing annobais
[50], [92]. Context dependent privacy policiesadatine risk and appropriate data protection dependi
on the context of the information being protectedhile expressing annotations use privacy policy

languages that allow matching user requirement&gyipolicies with service provider privacy poligie

The second most frequent stage of conflicts betvgertacy and transparency was identified as part of
Informativeness softgoal This type of disconnect is also considered natdige to the goal of

informativeness softgoal of transparency to inaeaarity, completeness and accuracy of the
information and processes, while the goal of pyveeto conceal most of the information that may

contribute to achieving transparency goals.

Information technology solution may directly impabe following softgoals identified in Chapter tf

this thesis: Cloud Environment and Storage.

Cloud environmentvas one of the leading topics among academiarimst®f lack ofclarity about how
data is being handled while stored on a cloud. oldder to achieve balance between privacy and
transparency or rather for the Cloud to have pasitimpact on both privacy and transparency, the
following solutions have been suggested: abilith&awe more insight into privacy controls [109] il

to identify the actual location of the data [SUjjliy to identify data sensitivity using machineadable
annotations [50], ability to store data in the samoantry as a client with the purpose of havingemi-

regulated solution in case of privacy breach.

Centralizedstorage of user personal information adds up Gompletenessoftgoal, however, it also
increases chances of privacy violation, or misuspessonal information had the privacy or security
breach occur. We were not able to identify a pdsgdchnical solution that would narrow down the ga

between privacy and transparency and it is sugdestee resolved on a case by case basis.

Information technology solutions that may also helgate more balance between privacy and
transparency of thesability softgoalinclude anonymity and corporate standards.
Anynomizaitontechniques and tools are believed to impact pyivasitively by masking personal
information. At the same time masking certain dataments has somewhat negative impact on

transparency as it does not completely exposernrdton and, therefore, may affect systeperability.
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Although anonymity had been suggested by Cohen §2d] Rubinstein [91] as the privacy measure,
current state of technology with multiple data ®esr available for linking data and using
pseudonymization may turn non-identifiable datakb&wo personal identifiable data. Therefore,
anonymity is not considered a strong solution fivazy as it only creates an illusion of privacy.
Corporate standard€an have either positive or negative impact oplnalsoftgoal of transparency.
Corporate standards that aim at consistent, coateate and dynamic organizational privacy poliees
considered realistic solutions of balancing priveanyd transparency by positively impacting both.
However, unclear corporate standards that allownghaof privacy polices after enrollment, lack
consistency and allow disclosure of questionablwape information such as location disclosure,
negatively impact both privacy and transparencye ®hly possible solution for this category is timal

more consistency across corporate standards.

The two softgoals representing conflicts betweamapy and transparency of thénderstandability

softgoalinclude Cloud Environment and Frameworks and Aedhure.

Architecture of thecloudis very complex which is comprised of multiple éay including hardware, laaS
(Software defined environment), PaaS (Cloud Opmgatnvironment) and SaaS (API) allowing for
multiple components on each of the layers. Thig typarchitecture positively impaatemposabilityand
decomposabilityf softgoals of transparency. However, the lackmisistency and clarity into the layers
of the Cloud and how privacy policies are beingdiedh at each of the levels, results in lack of caraf
where client information is located at any giverinpan time and how the third parties may use it .
Therefore, lack of consistency and clarify of tHeud layers, results in a negative impact on pygvdhe
solution of balancing privacy and transparency his tcategory that is to maintain high degree of
decomposability without violating privacy, is tooprde high level user information on the architeetaf

the Cloud and how data may be stored at a givant potime.

The compromise solution that can help balance pyihand transparency on the usability softgoal is by
incorporating these solutions as part of itdustry frameworks and software architectuF®r example
by creating system boundaries, limiting cross bond@rmation flow and reducing unintentional syste
transparency. Although these options may negativepact transparency, it would allow more privacy

and control over what type of information is beaagessible in the system.
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Availability of auditing is considered as positivepact on both privacy and security of theditability
softgoal Easy access to the audit log by authorized pasdar automatic notification on deviation from

standard privacy practice improve both privacy aadsparency.

2.6.2CONSIDERATIONS FORRACTICALIMPLEMENTATION
In order to facilitate easier implementation ofta@fre transparency features, we suggest the above

mentioned catalogues to be used when developingte§ic Rationale (SR) models and Strategic
Dependency (SD) models during system design phideeSR model describes relationship among actors
in the organization, while SD model connects vagiaators within the organization using a set dfdin
Both of these models allow identifying how doestwafe transparency fit into a particular organizati
in the early phase of software development proosbile the catalogues offer a greater selection of

operationalization options to consider when impletimg software transparency.

Additionally, we grouped all of the catalogs in wihvee refer to as a software transparency adoption
pyramid. We believe that adoption of software tpamency will be triggered by either changes in the
industry norms (top down approach) that includengea in legislation, societal norms and ethicsyor b
significant changes in the perception of softwaamgparency on individual level (bottom up apprdach
that includes changes in individual perceptionrdfgry, awareness and trust. It is unlikely thda@tion

of software transparency will be initiated from tbeganizational level because incorporating soféwar
transparency will increase development efforts thedefore project costs. Thus, prompting organizesti

to defer adaption of software transparency. A SafenT ransparency Adoption Pyramid is illustratedcaon

figure below.
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Figure 39: Software Transparency adoption pyramid
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CHAPTER 3HEALTHCARE DOMAIN PRIVACY CATALOGUE

Equivalent to what was done in Chapter 2, to addties second objective of this research involves th
following steps:
First, identify various operationalization optiotieat may hurt or help privacy. This is done by
reading the articles and compiling a comprehenéisteof all privacy issues, challenges and
solutions identified in the literature. All of treeftems are being referred to as operationalization
options. Then, all of the operationalization opicare grouped into logical groups and their
impact on privacy is identified. The impact on py is identified by finding a direct reference
to it in the article or identifying the impact omiyacy indirectly by getting a comprehensive
understanding of the article and how issues digtlissthe article impact privacy. The indirect
impact on privacy is based on author’s knowledge experience working with privacy issues in
real life systems in the past ten years and deirgjop-health solution in the province of Ontario
over the last eight year.
Second, map privacy issues and/or solutions taregponding softgoal of the transparency SIG.
Third, identify either positive or negative impact transparency.
Fourth, compare how each operationalization or gafoperationalizations impact privacy.
Last, identify groups of operationalization optiomgh an inverse relationship between privacy
and transparency (where either privacy being neeglgti affected and transparency being

positively affected or vice versa).

As a result of this undertaking, a comprehensiveo$eSIGs tackling the interdependencies between
privacy and transparency in the healthcare domaas developed. Additionally, possible solutions
balancing privacy and transparency for each ofSie softgoals are illustrated. It is important wten
however, that at this point in the thesis, solwiane being targeted to a global audience. Itdegeized
that each business has its needs and, therefaeldsbpt for different solutions. The first goal iifis
work is to bring up the larger set of possible raltdives to help software engineers choose among

options.

3.1IMETHODOL OGY
To determine relevant sources of information, acstired literature review with focus on a go foravar

and go backward approach was used to identify thieless to be used for this project. Go forward
approach included articles selected from the miaformation technology databases, while go backward

approach included articles cited in publicationsnio in go forward approach. Specifically, the rewie
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methodology includes the following three stepseréiture search, literature selection, and liteeatur
analysis. The major Information and Information Aiealogy database libraries such as ABI Inform,
IEEE and ACM as well as health and health inforomatlatabases such as ScienceDirect, PubMed, Web
of Science, Medline (Ovid), ABI Inform (Global) werused to search for the relevant articles.
Additionally, Google Scholar and publications featli in the International Conference on Privacy,
Security and Trust were used in the quest. Allatieles gathered for this project are peer reviewdne
search conducted on all the data sources is coweefric and included key words such as “privacg an
transparency in healthcare” and “privacy in heatbt with publications limited to years between 200
and 2014. There was one exception in terms of ¢ae gf publication of one article that was publdsie
2001. It was selected using the go backward appread included in the analysis due to important
concepts discussed by the author. Although thisckegenerated a considerable number of peer rediewe
articles, some of them were not related to thesparency and privacy in the healthcare domain or
discussed privacy in general rather than listingtipalar issue and/or solutions on privacy in the
healthcare field. The articles were not specifichialthcare domain of any particular country. The
inclusion criteria consisted of first, a defined research questiomymothesis related to privacy in e-
health information systems; second, reasonablgdtasearch design and the target population;, third
clearly stated finding or outcomes of the studyisgaimpact on privacy. Additionally, papers with a
research design types i.e. case studies, obserahtiarchival, and quantitative and survey research
methods were included. Thexclusion criteriaconsisted of not having a defined research questio
research design and clearly stated findings relkatgxivacy in modern healthcare. Also, duplicatel&es
were excluded. Thelata extractedfrom each study were: author(s) and year of thelystresearch
guestions, variable investigated, research metmgaygce of data or target population and sample ke
findings, comments and limitations. All data extiac was conducted by the author of this thesisth&s
result of the search, over 45 peer reviewed asticbeve been selected. All these articles were tighly
read, analyzed and classified based on the isquestions and solutions of privacy raised by redeas

in the healthcare domain. As a result, the finahB&les were chosen to be further examined amndiesd

for this project. A list of articles used to deyela healthcare domain catalogue is available inefppx

C. The set of healthcare domain articles was differfrom the articles used to compose domain
independent catalogue. There was intersection efasticle that was used in both domain independent
and healthcare domain catalogue. That particulpempavas found as part of the healthcare domain
catalogue however, since the issues raised byutthemcould be applied to any domain, it was degtie

include it in both of the catalogues.
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3.2HIGH LEVEL CATALOGUE
This section of the thesis describes high level detiil level catalogues developed as the result of

systematic literature review. The high level aagale containgroups of operationalization options
uncovered during literature review, while detailedel catalogue reflects all operationalizationiaps

uncovered during literature review.

The operationalization options extracted from theclas are based on challenges or solutions désclis

in the articles that impact privacy in healthca@mdin. Once all the operationalizations have been
identified, they have been logically grouped inighé groups that representhégh level catalogueThe
groups identified in the high level catalogue im&u legal concerns, patient centric privacy/access
controls, security, data share and secondary useata, IT architecture, auditing and trust. These

concepts are presented in a form of SIG diagratharfigure below.

Figure 40: Healthcare Privacy Catalogue-High Level

3.3DETAILED LEVEL CATALOGUE
This section describes a detailed level catalogige®loped as the result of the literature revieach=

section of this chapter starts with a paragrapimgisall operationalization options used to compase
particular operationalization group, followed by@ef summary of the articles used to compose a SIG
and then the figure of the SIG.

In order to trace back each of the operationabmatiptions depicted on the SIG, the keyword used in

naming of the operationalization options are statiethe beginning of each section and are italitine
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the summary of each of the article. For examplé;aoe operationalization option named “health réso
accessibility by the third parties a” reflectedFigure 41, it is first listed in the first paraghapection

3.3.1 and then italicized in every article thatdisses use of contextual metadata. For example:
First paragraph of the section:

Data share is discussed from the following perspest health records accessibility by the thirdipa
[17], [45], access to health records when storedha cloud [7], [114], access feersonal health
information (PHI) in mobile ehealth [2] and personality aspects sashpatient health status and

decision to release personal health informatiof. [41

Summary of the articles that discuss health recacdsssibility by the third parties:

Chang [17] in their study on adoption of electroh&alth records in Taiwan states that medical paper
records are no longer sustainable in today enviesimue to involvement ohultidisciplinary specialists
(i.e. third parties other than a primary physiciain)the treatment of a single patient. Therefowsitng
access to most recent information as well as historpatient information is a crucial element

determining a course of treatment.

3.3.1DATASHARE
Data share is discussed from the following perspest health records accessibility by the thirdipa

[17], [45], access to health records when storedha cloud [7], [114], access feersonal health
information (PHI) in mobile ehealth [2] and personality aspects sashpatient health status and

decision to release personal health informatiof. [41

Chang [17] in their study on adoption of electroh&alth records in Taiwan states that medical paper
records are no longer sustainable in today enviesim@ue to involvement ohultidisciplinary specialists
(i.e. third parties other than a primary physiciain)the treatment of a single patient. Therefoweitg
access to most recent information as well as historpatient information is a crucial element

determining a course of treatment.

Haas [45] provides a background information abdetteonic health records systems where electronic
health records are no longer maintained by anyiddal organization, but rather is a combination of

records across multiple health service providetse Author suggests a patient centric design of an
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electronic health record system that allows platient to decide which of the third parties maywda

access to their personal health informatemd enforce legal obligations on such disclosure.

Bamiah [7] states that one of the key reasons twgithcare organizationgre not adopting cloud
services is its inability to specify location okteensitive data, inability security store sensitiealthcare

data and inability to offer auditing capabilities.

Zhang [114] recognizes the threat facing senshira@lth data when being stored a cloud and suggests
core components that would keep cloud based etectreealth systems safe. These components include
first, secure collection and data integration by meanseshantic interoperabilitySecond, secure storage
and access by utilizing “storage server and thesscontrol engine”. Third, using a model thatizgd

electronic signatures and verifications.

Ahamed [2] discusses adoption of e-health emabile systemghat utilize real time sensor for home
bound patientsThe author points out that although many of tludbite systems allow patient monitoring

over distance, they lack privacy protection capitidd.

Gaurav [41] reviews the aspects of privacy, trusd #ransparency on thgatient decision to share
personal health information onlindhe author states that there are multiple deteants that play an
important role in the patient decision to make rthe@alth data available online. Such determinants

include data sensitivity, health status, trughm system and previous experience using the system

Data share in the e-health environment has a megathpact on privacy. As such, emerging
environments such as cloud and mobile e-healthesystdo not offer enough privacy protecting
capabilities and therefore negatively impact prywakdditionally, inability to determine or restrittird

party access to health information and inabilityattow patients decide who their health information
should be shared with -also negatively impactsgayv Figure 41 below represents Data Share impact o

privacy in healthcare a form of SIG.



Figure 41: Healthcare Privacy Catalogue-Data Share

3.3.2S5ECONDARYUSE OFDATA
Topics discussed in this category discuss aspéascondary use of data. Data is considered tosbd u

as secondary if it was originally collected for soother purposes. For example, if the data wasatell

for one research study, but is being subsequea#y for another research. The operationalizatitiomg

in this category include the lack of framework wide secondary data use[79] including collectiod an
use of contextual data [92], inability to destr@talonce it has been stored by a third party |82k of
knowledge about organizations that process ané skxrondary data and the fact that these orgamizati
are changing consistently [92].The key points ofadshare in research settings involved the use of
secondary data in research settings [32] and gemanallingness to share data among researchersadue
existing structure of how research grants are bellogated and requirements for researchers tagtubl
research articles [79]. Secondary data use wasistisd in many works. The primary focus is on how
secondary data is being used [11], [92], [42] aB asequality of analysis based on secondary d&@§ [

in research settings. Lastly, a call for more vigjbinto how personal health information was bgin

processed was also observed by [39].

Olson [79] in their report for Institute of Medi@rdiscussesecondary use of health data for research
purposes The author points out that there is a great rieedstablishing a framework that would guide
secondary data in a way it would enable transparéimgit collection of unnecessary data and praved
secure. The author points out that currently resess are not willing to share data collected Fairt

own research purposes due to the complexity oftgaiacation process and requirements to publish
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research articles based on this data. The authorsthtes that quality of secondary data is an fitapb
issue in the industry as there is a growing feam@fuse or misinterpretation of the secondary cdihi
data that may result in grave consequences foemiatif a research article based on the secondarpiu

clinical data that has been misinterpreted getstim news.

Ruotsalainen [92] states that the current challeofy¢he information space is a riatollection of
contextual metadata that is violating privacy irgsts of the patientg\dditionally, the author states that
once secondarglatais stored in the third party systenisis practicallyimpossible to deleté& nor it is
possible to identify in advance which third parygtem will actually be using secondary datad how it

is intended to be used.

Bombard [11] conducted a study regarding storagth®fnewborn screening blood samples and using
such secondary data for research purpos@deir study points out that although parents beshtly
supported storage of blood sample for confirmattingnosis and anonymous research purposes, there
was a great concern on how such secondary datébenaged and whether it may cause any harm. The
study finds, that there should be greater transiggrabout use and storage of the secondary dadhiise

newborn screening program.

Geissbuhler [42] states that International Medisfdrmatics Association call faegulatory approach on
how secondary data should be used. @héhor also states that without standardized amstworthy

approach to handling secondary data, patient safatybe at risk.

Elger [32] advocates for greatezuse of clinical data for research purposdhe author recognizes
privacy threat associated with reuse of de-idexdifbersonal health information, however arguesriat
identification of personal health information opeans new horizons in healthcare research. In order t
protect privacy when re-using clinical data, thehau suggests following World Health Organization
(WHO) guidelines of “reasonable anonymity” for dkemtifying health data that includes but is not

limited to anonymization, pseudonymization and chaitaimization.

Gajanayake [39] suggests the usénébrmation accountability principlesrhen developing new ehealth
solutions. The author points out that many of tlagigmts are concerned about how their health
information will be used, therefore are reluctamptovide details of their health information ifethdo

not have enough confidence that it will be reasbnahfeguarded. Therefore, new ehealth solutions
should incorporatenformation transparency and accountability by desiThis concept would allow
patients have more visibility confidence how thp&rsonal information is being used and all the

processes it goes through.
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The current state of secondary use of data hagative impact on privacy. General unavailability of
information of the organization that may be usiagandary data, how this data will be used and lityabi

to delete secondary data in the information space la negative impact on privacy. Extensive use of
contextual metadata may also negatively impactagsivLastly, lack of standards and framework when
using secondary data for research purposes as aselbck of visibility into data processing also
negatively impact privacy. Figure below represddasa Use impact on privacy in healthcare in a fofm

a SIG

Figure 42: Healthcare Privacy Catalogue-Secondary && of Data

3.3.3LEGISLATION
Although the fundamental privacy rights are pratddby Health Insurance Portability and Accountbili

Act (HIPPA) [97] in the United States, Europeand@Btotection Directive 95/46/EC [37] in Europe and
by Personal Health Information Protection Act (PAMIfh Canada, many health data accessibility issues
remain unanswered due to legislation that is oftenflicting and is open to interpretation [12]4]1
Questions that have been raised by researchergdnchatters such as: who should have the right to

access health information/record of a deceasedithdil [22], [12]; liability of a psychiatrist whgrant
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access to their patient progress notes to patj@éisregulations used by third parties who haveeas to
personal health information may be unknown [92]clear consents forms when using personal health
information for research purposes [79] ; regulatidgth regards to collection of genetic materialghe
past [79]; poor service level agreements betweedltthecare providers and network cloud service
providers [7]; storage of health data on the clthat is distributed across different jurisdictionith
different laws on privacy and security [7]; lack lEgislation with regards to ehealth [101], [33];
inadequate rights to access and correct healthmafiton [85]; no legal requirement imposing mandato
notification of privacy breach without harm [60]p regal obligation with regards to privacy violatiof

non-electronic records [60].

Other regulatory issues include lack of regulatigth regards to data reuse such legal data ownershi
and shared data ufkr], [30],[92], [79], [22], [44], [37], [42]. Lack of harmonmation across jurisdictions
with regards to data sharing and re(ig@], [7], [101], [60] was the second most frequently raised
concern. Data sharing and Intellectual propertirtségvere the key topic in the area of health retear
[30], [7]- Another interesting issue that uncovededing this study was the use of biometric infatiora
such as DNA.

Kierkegaard [60] discuses how DNA information idgrigetreated in different jurisdictions. The author
points out thatmost of the states in the United States do notgmize DNA as personal health
information Another crucial aspect is thack of legislation preventing or penalizing re-itiéoation of
de-identified data.McGraw [67], Ferndndez-Aleman [37]. This means that omezsonal health
information has been de-identified ( as requiredHblyPA) and later linked again, there is no regatat
that would restrict or make a third party organaatccountable for privacy breach as the resulisaig
re-identified personal health information. Othey kmints highlighted by Ruotsalainen [9#]clude lack
of legal agreements between stakeholders and gartlesand unknown regulation of the third parties.
Kierkegaard [60] on the other hand, points ouhalack of consistency in breach notificatioft$iPPA

— 60 days, state laws-45 days ) ¢k of established substantial fines as a perfaltyrivacy breach

The major concerns discussed as part of healthheasmrch were lack of legal requirement to disclose
meaningful information on clinical trials and resgaviolations [94], lack of awareness of regulati®f
secondary use of data [92] ], patient’s legal rigghtbe consulted on how personal health information
should be used as secondary data [44] and lagtlidda that enforcing legal requirement on notiftra

in privacy breach may expose organization caretsssand damage organizational reputation [60].

Most of the operationalization options in this tag@aie negatively impact privacy. This is mainlyedio

lack of legislative provision in protecting privaay e-health domain. With the exception of HIPPA th
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rest of the operationalizations have a negativeathmpn privacy. These operationalizations include:
conflicting legislation on federal and state leyddsk of previsions with regards to accessing mdsof
the deceased, no liabilities in granted accessttods notes of mental health patients, generaligiear
consents granting access to PHI, lack of provisiith regards to collection of genetic material lre t
past, poor SLA agreements among healthcare pravigenerally inadequate rights to access contnols,
legal provisions on ownership of PHI data, lackrefuirements for mandatory notification in case of
privacy breach, lack of provisions preventing omaleing re-identification of PHI data, no legal
agreements between stakeholders and third partthbage providers, lack of guidance with regards to
intellectual property rights in healthcare researletk of legislation preventing use of biometric
information such as DNA and finally, lack of enfensents to disclose meaningful information during

clinical trials. Figure below represents Legislatimpact on privacy in healthcare in a form of &SI

Figure 43: Healthcare Privacy Catalogue-Legislation

3.3.4PATIENTCENTRICPRIVACYACCESSCONTROL
Patient centric access control is discussed in mamks such as [17] [45], [108], [33], [92], [791L6],

[7], [37], [14]- focused on granting permissionsptients to decide who can access their persaadihh

information and under which circumstances. Supp®éthis concept argue that patients should le ab

36



to allow or restrict access to their personal teatformation not only to their primary health care
provider but also be able to define if their peeddmealth information can be accessed and usetidy t
third parties [45]; who has the right to accesspeal health information without patient’s congd:@8]

and under what circumstances [41]; whether patiitts sensitive health conditions, such as psychiat
should be granted access to their health progrss prepared by the therapist [36]; how accessalon

is handled in the area of mobile ehealth [2] ; hpatient privacy may be compromised when Application
Programming Interfaces (API) are being stored aimgssed on the cloud [7] as well as what should be

the access control polices in case of emergen8@s [

All of the operationalization options included ihig¢ catalogue have a positive impact on privacy.
Specifically, ability to grant or deny permissidondifferent individuals or healthcare providersility to
restrict access to PHI to third party providerdlitstto restrict access to PHI based on data $eitgi
ability to securely access PHI data via mobile #hear on a cloud; finally access control provision
case of emergencies all have positive impact omapy. Figure below represents Patient Centric
Privacy/Access Control impact on privacy in headttecin a form of SIG

Figure 44: Healthcare Privacy Catalogue-Access Coruls
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3.3.5SECURITY
Security was also one of the frequent questionsreavin the literature. HIPPA requires all persatath

to be encrypted or de-identified, however, reseahdws that although secondary data may be priitate,
is possible to re-identify it if linking it with ber data such as postal codes; therefore de- fidatibn
does not guarantee confidentiality [67]. Other atghdiscussed concepts of encryption [45], [512],[3
[37], patient controlled encryption [100], anonyatipn [51], [32], - [37] and pseudonymization [45],
[51], [32], [37] as possible ways to secure hedéta.

As part of this security catalogue, re-identifioatimechanism poses as a threat to security anefdner
negatively impact privacy. Encryption, anonymizatimechanisms and pseudonymization mechanism
help security and therefore positively impact peywaFigure below represents Security impact ongayv

in healthcare in a form of SIG

Figure 45: Healthcare Privacy Catalogue-Security

3.3.6ARCHITECTURE

The majority of design related topics focus on @etive approach to privacy and thus building pryvac
centered information systems. The concept of pyiyacdesign and policy by design are suggested by
[16], [39]. It is argued that not taking into acobprivacy at the design stage of the system devedmt

life cycle complicates de-identification processd anakes it more expensive [79]. Additionally, it is
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suggested that systems design with regards toqgyrisaould be done with the presumption of non-
disclosure [79]. Software design is also closehkdid to legislation. Troshani [101] suggests that
legislation should drive software design. Limitidgta collection during the design phase of theesyss

yet another option to minimize privacy breached wettlice liabilities [79], [4].

Architecture principle such as privacy by desighe tpresumption of non-disclosure and data
minimization during system design phase would padit impact privacy in healthcare domain. Figure

below represents Architecture impact on privachealthcare in a form of SIG

Figure 46: Healthcare Privacy Catalogue- Architectue

3.3.7AuUDIT
General principles of auditability have been diseasin seven of the articles [45], [44], [37], [2H]14],

[49]. Audit logs are primarily discussed in the tax of patients having the legal right to know whes
access to their health record and when, as welbgity to verify the correctness of the informatif4],
[33]. Audit as the foundation for access controchanism is discussed by [29]. This type of fouimhat
for access control mechanism is heavily basedrmmonditional trust and therefore not preventing any
type of privacy breach, but rather on uncoverirgjtiér the fact. General importance of keeping tlods

in various environments including cloud and smarts is discussed by [45], [114], and [49].
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Operationalization options that would positivelypatt privacy include ability to find out who and evh
has accessed personal health record, audit asdtandor control mechanism as well as availabitify
audit logs for smart cards and in a cloud envirammeould positively impact privacy in healthcare

domain. Figure below represents Audit impact awgay in healthcare in a form of SIG

Figure 47: Healthcare Privacy Catalogue-Audit

3.3.8TRUST

The major topics discussed in this category incldkde impact of privacy on trust between patierd an
physician [17], [108], impact of privacy on trushang health care providers [17] as well as impdct o
privacy on trust between patients and third pafti&$, trust in mobile healthcare [7], [2], [33]s avell as

general concepts of trust, privacy and transparétly [39], [41], [77].

Another perspective of trust have been discussed foe following angles: trust level between thiecth
party systems is discussed by [45], [32], [92Ftiin sharing personal health information with ezsbers
and among researchers [79], lack of transparenciican de-identified data is being used and how it
impacts patient’s trust is discussed by [67]. Tiostloud providers is discussed by [7] and genkrsd

of trust as the result of loose legislation is d&sed in [60].

According to Chang [17] e-health solution may ptitdly change thedraditional relationship between

patients and doctors as well as among healthcaoeigers Specifically the author states that availability
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of health related data allows patients to verify ayjuestion doctor’'s orders. Additionally, thereais
potential fear among physicians that their diagaoaed treatment options may be assessed and
guestioned by other doctors. The author also pointshat there is a growing concern about confidén
information being shared electronically with mulkgipnstitutions that may result in inappropriate s
such data. As a potential solution the author dalidegislative and technical measure to ensuceriy

and privacy of the information and, therefore, hgteater trust in the system.

Whynia [108] introduces the concept of health infatimn trustee, where trustee is defined as “ amgque
or organization entrusted with identifiable heattire information”. In this study the author prodde
comprehensive analysis of numeraethical expectations that are intended to proteetspnal health
information an ensure confidentialitAs the result of this undertaking the author ptes numerous
guidelines on the treatment of personal healthrin&tion. One of such guidelines is limiting the w$e
health data to only originally intended purposed smwhich explicit consents have not been obtained
The author highlights, that the use of personaltheaformation to which explicit consent have been

obtained would violate privacy and trust in headttectrustee /provider.

Bamiah [7] states that the key barrier of not zitlg cloud solution for ehealth is fear of losirensitive
data and therefore lack of trust cloud computir@m8 of the reason that result is statk of trust is lack

of service level agreementsat would offer user to audit their data storectlioud and ability to audit
security and privacy mechanisms used by the cloadgers. The author states, that in order to thioe
cloud service within the healthcare domain, trigstnelationship between clients and cloud service

providers must be established.

Ahamed [2] discusses the issuetmist in mobile healthcarewhere patient’s vital signs are collected at
patient's home and then are being processed amgtitution. Such mobile healthcare solutions offer
much better healthcare service for “homebound”’gmési in comparison to traditional intuition based
healthcare services. However, one of thajor drawbacks of mobile healthcare is the isstisezurity
and privacy.Transmission of vital signs on the figcks privacy protecting featurek order to overcome
this challenge, the author suggests udgiygamic trust model for system desi@@uch model offers
constraint based access, where access can befiekm@ased on the value obtained from the trusted

healthcare provider or party and dynamically updidébe future interaction.

El-Haadadeh [33] reviews challenges impeding imgletation of e-services including mobile health in

the state of Qatar. The author points out thatlalvidity of e-health services may help rebuild public trust
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in using government online serviceghile the lack of such may impact trust and imgadplementation

of e —health services in the public sector.

McNabb [68] studiegylobal surveillanceand its challenges. One of suchallenges is lack of trust,
perceived benefits and transparency in the sysitdra. author states that in order to build trusthe t

system, it has to be transparent.

Gajanayake [39] proposes aocountability based framewofkr e-health services. Such a framework is
based on knowing who, what and how accessed pasiensitive information. Thenformation
accountability (1A) frameworkitilizes software agents that make decision ongpjate access and use
of patient health information. In this model patis should be notified when their information is
accessed and warned how it will be used. Theref@eping users informed on the use of their health
data and preventing any potential misusfeit. The author states that patient trust is kbg feature in

implementing successful e-health services.

Gaurav [41] discusses the impact of personal disposof patient decision to disclose sensitive ltiea
information using e-health services. The authaestéhatpersonal disposition impacts user trust in the
systemand, therefore, their decision on whether to udeadth services. The author claims that
customization and personalization of ehealth serwidl help build patient trust in the system. Some
customization options that may potentially increaser trust in the system include, asking patiabtsut
their perceived health, asking to complete sunadysut their health or conducting data mining ofruse

online activities.

Kierkegaard [60] states that the lack of trustublg health ehealth system is due to the fact tthere is
confusing legislation protecting electronic medioatords This is due to undisclosed number of privacy
breaches being conducted by employees as welleagath that existing legislation does not consider
breach of privacy in authorized access to mediealth records, unless such breach has cause ham to
patient. The author states that implementing pesalfor breach of privacy anduilding more

transparency about privacy breaches would helpaase patient trush the system.

Haas [45] discusses the concept of trust in thetreleic health records system, where patients are
expected to trust health service provider in emgugrivacy and confidentiality of their data. Orfetlee
recent flows of such concept comes from linking lpulslata sources to obtain patient personal

information. The reason for such linking is thetfdmat all EHR personal data is stored on a semre

$40



it is being encrypted and different healthcare ers hold the encryption kepdthough privacy policies
are being published by each individual healthcarevjer, they do not include confidentiality toward
the provider itselfAdditionally, there is no means of verifying thedalthcare providers actually comply
with their own privacy policies. In order to ovenge such flaws in provider’'s systems, the author
suggests usingatient controlled trust model of the EHR systdm such system, personal health
information of the patient would only be disclogedhird parties when there is “previously agrepdmnu

privacy policy”. Additionally, it would give thegiient an opportunity to verify their own accesgslo

Elger [32] discusses ensuring privacy and confidétyt of health information by means of
pseudonymizationvhere isenabled by trusted third partyThe author refers to European Medicines
Agencies, stating that in case i@-identification of health data for research pugag no researcher
should hold a key to data used by various researsbeause linking of multiple data sources maylresu
in data re-identification and therefore may causeapy breach. Instead, a qualified third partyt ikanot

involved in the research should hold the key taléferent data sources.

Ruotsalainen [92] provides some guidelines as to what softdevelopers should take into account when desigeing
ehealth systems. As such the author states thtieat ghould be able tenify trust levels of any application involved in
collection or processing patient health dafdis can be achieved by greater system transpaszid making trust
certificates publicly available.

Olson [79] discusses sharinghafalth data among researchefe author states, the current way of scientiiearch
publishing and availability of grant to fund sdkntesearch, creates barriers for data sharimmgmesearchers. The author
suggeststewardship models that would ensure public thadt research data used for secondary reseapubsgsiis
handled with best confidentiality and privacy pples. The principles of such stewardship modelside: absolute
transparency on how health data will be used,irgsumimization techniques when conducting dattaation, obtaining

explicit patient consent, ensuring data integrityguality as well as guaranteeing security anitlentiality of the data.

McGraw [67] discusses conceptdefidentification and re-identification of healthtal Specifically, the author provides
policy guidelines that would ensure public trusisimg de-identified data. These policies inclirge naking unauthorized
use ofre-identified data illegalSecond, making sure that vigorous de-identificathethodologies are being used. Lastly,

ensuring proper security measure for de-identifiéel

Availability of ehealth systems and patient actmettgeir own health records, may undermine palisctbr relationship and

relationship among doctors, but would improve pyhand patient trust in healthcare services. abiiiy of privacy and
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security mechanism in mobile healthcare and loual @nvironment would positively impact trust a@ngacy. Ability to
verify such mechanism in third party systems waldld positively impact patient trust in the system, therefore, would
positively impact privacy. Likewise, availability policy and technical measure ensuring privacy cmdidentiality of
patient information in research setting would jpesitimpact trust and positively impact privatyack of principles guiding
re-identification of de-identified health data dhe use of re-identified data would hurt trust pridacy in healthcare

domain. Figure below represents Trust impact ovagyi in healthcare in a form of SIG

Figure 48: Healthcare Privacy Catalogue-Trust

3.4PRIVACY CATALOGUE AND TRANSPARENCYSIG
This chapter covers the analysis of the possililerdependencies between privacy operationalizations

and transparency softgoals. Each sub-chapter demioe aspect of privacy and analyzes its
interdependencies with Transparency softgoals velpgticable. Each group of operationalization opgion
is analyzed based on its applicability to softgoafssoftware transparency such as Accessibility,

Usability, Informativiness, Understandability andditability.

3.4.1DATASHARE
Accessibility
Granting access to health records to third parsieating access to health information via portafddbile

devices allows to access health information whesded therefore, positively impadwailability and

Portability softgoals of transparency. Specifically, the puailiy softgoal is characterized by ability to
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access health information via mobile devices whiy involve using a specific mobile application to
access health records that is different from adstahdesktop type application. Data Share privacy v

transparency SIG is presented on a figure below.

Figure 49: Privacy vs. Transparency SIG in Healthcee-Data Share
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3.4.2SECONDARYUSE OFDATA
Accessibility
Use of secondary data in research settings, asasetiollection and use of contextual metadata and

inability to delete data once it's been saved im tthird party systems allows for easier accessibilf

secondary data and therefore positively impAstEilability softgoal of transparency.

Usability
Lack of framework of secondary data collection adlws use and unwillingness to share existing data

among researchers promotes diversity and variafitihe collected data and therefore negatively ictgpa

Uniformity andOperability softgoals of transparency.

Informativeness
Lack of framework for secondary data collectionuies lack of logical coherence of the collecteatal

also therefore negatively impa&®nsistencyoftgoal of informativiness of transparency laddata use

privacy vs. transparency SIG is presented on adigelow.
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Figure 50: Privacy vs. Transparency SIG in Healthcee-Secondary use of Data

3.4.3LEGISLATION

Accessibility
The following accessibility options feature eith@mrestricted or limited restriction to access of th

personal health information and therefore promotiogitive impact on théwvailability softgoal: the
right to access health information/record of a deed individual; liability of a psychiatrist whoagt
access to their notes about the progress of tkewvery; regulations used by third parties who have
access to personal health information may be unknawiclear consents forms when using personal
health information for research purposes; lackeglitation with regards teollection of genetic materials

in the past; poor service level agreements betwesalth care providers and network cloud service
providers; storage of health data on the cloud thadlistributed across different jurisdictions with

different laws on privacy and security.
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Usability
The following options positively help reduce resgion of how the collected data may be used and

therefore help achievé®perability softgoal: current state of legislation that is eltéerized by lack of
regulation with regards to data reuse such legal danership and shared data, lack of harmonization
across jurisdictions with regards to data sharimdyr@use, absence of legislation preventing or |pmg
re-identification or data de-identification, tlarrent state of how biometric information is being

regulated also provides limited barrier for sharfignformation,

Informativeness
The following operationalization options result having difficulty understanding how personal

information should be used and therefore have nheganhpact onClarity and Accuracy softgoals of
transparency: lack of legal requirements to discloeaningful information on clinical trials and easch
violations, lack of legal agreement among stakedrsléind third party providers, lack of legal righte
consulted on how personal health information shdaddused as secondary data Legal privacy vs.

transparency SIG is presented on a figure below.
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Figure 51: Privacy vs. Transparency SIG in Healthcee-Legal

3.4.4PATIENTCENTRICPRIVACYACCESSCONTROLS
Accessibility

The following operationalization options limit patit's and service provider’s access to PHI and
therefore, negatively impact Availability softgaltransparency. Ability to grant permission téfetient
individuals and under different circumstances,ighiib restrict access to PHI to primary healthcare
providers and third parties, ability to restrictipat access to their own PHI based on information
sensitivity Ability to access PHI via mobile desfcand via API stored on IT cloud as well unrestdc
access to PHI in case of emergency allow for fraebess PHI via different devices and thus posjtive

impact Availability and Portability softgoal.
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Figure 52: Privacy vs. Transparency SIG in Healthcee-Patient Centric Privacy/Access Controls

3.4.5SECURITY
Accessibility
Security features such as encryption, anonymizadéind pseudonymization restrict access to certain

information and, therefore, have negative impact Awailability softgoal of transparency. Re-

identification, on the other hand, positively imfs&vailability softgoal of transparency.

Informativeness
Security features such encryption, anonymizationl pseudonymization mask the original information

and therefore negatively impaClarity softgoal of transparency.
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Figure 53: Privacy vs. Transparency SIG in Healthcee-Security

3.4.6ARCHITECTURE
Accessibility
There are very few concepts discussed in Architeatategory, such as incorporating privacy by desig

concepts, systems design with pre-assumption ofdmmiosure and utilization of data minimization
principles at design stage. All these principlesitithe amount of data that can be freely availaivid

therefore negativelyimpactAvailability softgoal of transparency.

Usability
IT architecture principles of privacy by designeqassumption of non-disclosure and data minimipatio

principles introduce standardization of data ceitecand therefore positively impaldniformity softgoal

of transparency. Architecture privacy vs. transpayeSIG is presented on a figure below.
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Figure 54: Privacy vs. Transparency SIG in Healthcee-IT Architecture

3.4.7AuDIT

Accessibility
Availability of audit logs represented in patiendlility to find out who had accessed their heeditords

have positive impact oAvailability softgoal of transparency.

Informativeness
Ability to verity correctness of the information gwided in the logs would improv€larity and

Correctnessoftgoals of transparency.

Auditability
Availability of audit logs provides patients witm aopportunity to verify and trace who and when

accessed their personal health information. Thesefeuch availability of audit logs positively ingia
Verifiability and Traceability softgoals of transparency. Although utilizatioh audit functions as a
control mechanism for access control is based aonditional trust and usually pinpoints to privacy
violations after the fact, it would improv€ontrollability softgoal of transparency. Additionally,
availability of auditing mechanism would help impeotrust. Audit privacy vs. transparency SIG is

presented on a figure below.
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Figure 55: Privacy vs. Transparency SIG in Healthcee-Audit

3.4.8TRUST

Accessibility
Many of the trust issues such as trust betweemmasind physician, trust among health care prosjder

trust between patients and third parties and trustobile healthcare systems would allow usershtres
more of their personal information and would therefpositively impact availability of the Accesdiyi
softgoal. Stronger trust policies among third gartcollecting, processing and sharing personattheal
information as well as standardization of trustigjes among researchers sharing clinical healtla dat
would positively impact availability of the Accebiity softgoal of transparency. Availability of trust
policies on a cloud environment in a form of SLAeaments that allow cloud users to audit their data
would allow users to verify their health recordsaaty time and therefore would positively impact
Portability, Availability and Publicity softgoals of transparency. Additionally, trust &l of the
operationalizations, with exception of de-identfion of health data; positively impagtraceability,
Validity andVerifiability of the Auditability softgoal. Trust privacy vsatrsparency SIG is presented on a

figure below.
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Figure 56: Privacy vs. Transparency SIG in Healthcee-Trust

3.5PRIVACY AND TRANSPARENCYPARADOX
In sections 3.3 and 3.4 of this thesis, every saftgvas reviewed, and its impact on privacy and

transparency was determined. Softgoals with a igesitnpact on transparency and positive impact on
privacy are deemed to have a synergetic relatipnsboftgoals with positive impact transparency but

negatively impact privacy (or the other way argumde considered to have a conflicting relatiopshi

In order to build a balance between transparendy @ivacy , this section of the thesis focuses on
conflicting relationship between privacy and traargmcy.
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Figure 57 represents high level catalogue of growjts inverse relationships between privacy and
transparency in healthcare domain. The detail leatdlogues are described in sections 3.5.1 t6.3A.

summary of the figure below is provided in AppenBix

Figure 57: Operationalization Items and its impacton transparency & privacy

3.5.1DATASHARE
Accessibility
There is a conflicting relationship at the accealgibsoftgoal that exists due to existing praetiof

sharing health records with third parties and usebitiquos health systems for home bound patients
without explicitly consulting individuals whose Hemainformation is being shared or providing seturi
measure of data transfer. These two operation@impositively impact availability and portability
softgoals of transparency but negatively impactgmy. This happens due to two reasons. A potential
reason, why such inverse relationship exists i, fitue to lack of privacy centric controls allowing
patients to restrict access to their health infaiomato primary healthcare providers as well asdthi
parties. And second, due to the current state gisleion in regions like Ontario, Canada, where
healthcare providers collecting health informatibpom patients are official owners of the data they
collect.
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3.5.25ECONDARYDATAUSE

Accessibility
There is a conflicting relationship between privany transparency of the secondary data use cgtegor

Existing practices of secondary data use, suckxtesngive collection and use of contextual metadath
inability to destroy data saved by the third parti#hese two operationalizations positively impact
availability of the Accessibility softgoal but nediya&ly impact privacy. Improvements to industry
practices in secondary use of data such as prayitiore visibility into what type of data is beinged

and how it is data processing, would have a pa@sitiyoact on privacy.

3.5.3PATIENTCENTRICACCESSCONTROLS
Accessibility

All of the operationalization of the patient ceattciontrols such as ability to grant permissiongitfzrent
individuals, ability to restrict access to PHI tonpary healthcare providers and third parties,ightid
restrict access to PHI based on information sefitgithave negative impact on availability of the
Accessibility softgoal but positive impact on preya Ability to access PHI via mobile devices and
accessibility via API stored on IT Cloud positivaéigpact portability softgoal of transparency while

negatively impact privacy.

3.5.4LEGISLATION
Accessibility
Most of the legal issues reflected in the cataldgase a negative impact on privacy mainly becaligeet

is limited legislative support when it comes to &tie services. Some of the operationalization mstio
such as lack of clarity in accessing health recofdfie deceases, granting access to health nbtee o
psychiatric patients, unclear patient consents wgranting access to PHI, poor state of SLA agreésnen
between healthcare providers and cloud providers bf legislative support regarding storage of PHI
data on the cloud and storage of biometric matem@ae positive impact on availability of the
Accessibility softgoal of transparency. This, hoee\has a negative impact on privacy. At the same,t
since lack of legislative support creates morelalidity it also improves operability of data. Aiby to
manipulate data from different data sources i.eralplity negative impacts privacy. The conflicting
relationship between privacy and transparency xisaiccessibility softgoal due to first, the cotretate

of legislation presented in the literature, thatlides both North American and the European Union
legislations. Second, due to often unclear and lictinf legislation across jurisdictions. However,
currently there no information technology mearet timay impact existing laws and bring more balance

between privacy and transparency.
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3.5.5&ECURITY
Accessibility
The conflicting relationship that exists in the wé#y category is at accessibility softgoal of sparency

SIG with security negatively impacting transparendyowever positively impacting privacy.
Operationalization options such as encryption, gnoration and pseudonymization negatively impact
availability of the Accessibility softgoal but pasely impact privacy. Re-identification mechanisms
positively impact availability of the Accessibilityoftgoal but negatively impact privacy. This type
inverse relationship is very natural as the corgeptprivacy and transparency have opposite obesti
of preserving and opening up health informatiomc8iprivacy preservation is of higher importananth
transparency, this gap will continue to exist. Hogre it may get smaller as new security features ar

introduced.

Informativeness
Encryption, anonymization and pseudonymization tiegly impactclarity of the Informativeness

softgoal but positively impact privacy.

3.5.6ARCHITECTURE
Accessibility
The inverse relationship between privacy and traresy at accessibility softgoal is due to the fhat

some of the principles aimed at increasing privaagh as privacy by design and principles of non-
disclosure have direct adverse impact on avaitgtoh accessibility softgoal of transparency. Tiyise of
relationship will continue to exist as long as boththe concept (privacy and transparency) aregoesed
in the system. However, the significance of it nm@yreduced by allowing for compromises that can be

decided on the case by case basis.

3.6 ALTERNATIVE SOLUTIONS
This section of the thesis outlines possible atteve solutions that may help to create balancesdxt

privacy and transparency. These alternative solstivere discovered in the articles used to create

catalogues for the previous section on this thesis

3.6.1ACCESSIBILITYSOFTGOAL
Most of the issues are being centered around tbesaibility softgoal. One possible reason for hgvi

most of the issues related to accessibility lieshie fact that healthcare domain lags behind other
industries in utilizing IT for individual use sues personal health records. Another possible reiagbe

lack of patient centric access control, prevenpatients from having free access to their medicsbty
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and ability to allow and/or deny access to theitspral health information to different entities.eTtoot

cause of this problem is the state of the existagislations on ownership of personal health resord
According to HIPPA, patients have legal rights toess their medical health records. However thal leg
ownership of individual's medical record belongsatdiealthcare provider. Current state of legishatio

does not allow much freedom in deciding how patmsonal health information shall be handled.

In order to address the above mentioned issuedpliosving solutions may be applied. First, employ
granular patient centric access controls allowiagignts to grant or revoke access to primary, sgmgn
or third party healthcare providers. It would bghty beneficial if new healthcare systems were giesil
with a set of flexible boundaries allowing grantiogdenying a user access to specific data elenients
the system. This approach, however, requires dgpkfaning as not to complicate the work of headtiec
providers who may need access to patient healthrivdtion. For example, lab technicians updating
patient blood work without having the patient graxplicit consent to do so. Another, situation to

consider would be accessibility to patient headitords during an emergency.

3.6.2INFORMATIVENESSOFTGOAL
The primary IT concern of Informativeness softg@ldata share and security. There is a growing

concern in the academia that due to the lack a$lkgigpn protecting secondary use of data and slaae,

the re- identification of health data,(based kihg multiple data sources) remains a possibility
Although there are numerous examples of securimgopal health information on the level of primary
health care provider, such as encryption [32,3345,and anonymization [32,37,51], protecting
secondary use of data remain practically complitafesolution that may potentially solve the proble

of inability to control the flow of secondary dagato try to limit the flow of primary data. For ample,
setting up system limitations of what type of datay be exported directly from the system such as
restricting export of records level data and alloggvonly aggregated data to be exported. Also, ilngit
the amount of data that is being exported suchuadreds of thousands of rows in comparison to a few
hundred data rows of aggregated data. This wdlafor more transparency in having more clarityla
integrity of the type of information is being stdren the healthcare information systems, and wdba

maintain privacy of health information of individeavhose information is being stored in the system.

3.6.3USABILITY, UNDERSTANDABILITY ANBAUDITABILITY SOFTGOALS
Usability, Understandability and Auditability categes remain the least represented on Leite’'s 8IG.

number of operationalization options and solutithreg would balance privacy and transparency fosghe
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categories include first, privacy by design consapat would help improve uniformity operationatina
option of the usability softgoal. And second awaility of and access to audit logs that would imgro

validity, verifiability and controllability operatihalization options of the Auditability softgoal.

However, the number of publications that fall unday of these softgoals are not sufficient to deay
meaningful conclusions. The small number of pulilices on these softgoals may perhaps be explained
by the fact that the first two softgoals of acceidity and informativiness are not mature enougloiider

to initiate research with regards to other softgaal Transparency SIG.

3.7 CONSIDERATIONS FORPRACTICAL IMPLEMENTATION

In order to facilitate easier implementation ofta@fre transparency features, we suggest the above
mentioned catalogues to be used when developingte§ic Rationale (SR) models and Strategic
Dependency (SD) models during the system desigsephBhe SR model describes the relationship
among actors in the organization, while SD modaheets various actors within the organization using
set of links. Both of these i* models allow to iti§nhow does software transparency fit into a jgaittr
organization in the early phase of software develamt process, while the catalogues offer a greater

selection of operationalization options to considhen implementing software transparency.

3.8.ANALYSIS OF THEDOMAIN INDEPENDENT ANDHEALTHCARE DOMAIN CATALOGUES

This literature review demonstrates that both domiaidependent and the healthcare domains are
currently in the early stages of software transpare Questions raised by the academia on the
Accessibility softgoal demonstrate that accessybith information is technologically enabled. Howeyv
there are still outstanding niche issues such essado sensitive health information and psycluiaisire

and health information of deceased individuals tegtire further clarification.

Privacy questions remain in a very primitive stat¢he Informativeness stage. This stage of trapspy
regarding both domain independent and healthcameas can be defined as evolving and requiring

considerable improvement.

There is limited number of articles discussing @ci on usability and understandability softgoals of
transparency SIG. Therefore, It is difficult to Wrany meaningful conclusions on the state of saftwa
transparency with regards to these softgoals. Abdity softgoal is being discussed as part of sgcu
features and is much more widely examined in domaiependent rather than in the healthcare field.

One of the primary concerns of the healthcare dernsaihe inability to check who had access and when
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to personal health information. This is central the auditing functionality. Availability of auditg
features are widely used and are viewed as vergflogad in both domain independent and healthcare

domain.

Concepts of privacy, transparency and trust apjoelae closely linked as part of the healthcare donia
can be explained by the sensitivity of the healthaimain where trust is an integral part of thetole
patient relationship. Approximately 50 % of theidets that discussed privacy at any given softgdal
transparency SIG in the healthcare domain have difsmissed trust. Interestingly, some of the asicl
presented trust based on compliance with legisiatiosecurity permissions rather than merely a ephc
of trust or unconditional trust. Additionally, tleeare different viewpoints of trust on Accessiiliével
and Usability level. Trust on Accessibility softaa mainly viewed from patient-doctor perspective.
While, trust on Usability softgoal is primarily sefrom the technological perspective of ensuringpttr

among third party systems.

$**



CHAPTER 4 CASE STUDY

This chapter of the thesis discusses a case shadyalidates the research hypothesis, which vell b
stated in the section below. To validate the hypsid) a case study on the value of privacy and
transparency has been conducted in one of the hiceadt organizations overlooking strategic
developments in the healthcare sector in Ontartbsapporting service delivery of the major healtbca
IT transformations. Finding validation consiststafo parts.Part onefocuseson gqualitative system
assessment of thexisting information systems. This involves the evaluatafnsystem features and
functionalities and how they satisfice any stagekeite’s software transparency framewoBRart two
focuses on guantitative assessment of softwarspeaancy features ifuture information systems and
has been conducted in a form of a self-completeesuiThe survey covers all stages of Leite’s software
transparency framework. However softgoals idertifie the literature review representing the majorit
of the issues between privacy and transparencgarered in more detail. It is expected that sofewar
transparency is viewed as an important feature. dédewthe true value of software transparency may be
assessed by the willingness to allocate time angdemto enable software transparency. Thereforayeve
operationalization option of transparency SIG ikofeed with a question on how software transparency
impacts privacy and a question on what percentdg@eoproject cost should ideally be allocated to
enable software transparency. It is important t rioat, since one of the objectives of this redea to
identify areas of inverse relationship between gmjv and transparency and since operationalization
options used in Leite’s transparency $i@sitivelyimpact transparency, the survey focuses on evatpat
whether these operationalization options have nagamnpact on privacy. Although it is important to
understand aspects of positive correlation (wheté privacy and transparency are positively impacte
between privacy and transparency, its impact onsaer making is not as strong as with the inverse
relationship. Therefore, the evaluation of positeerelation between privacy and transparencyefs for

future work.

It is important to point out though, that validafithis kind of knowledge empirically is a challergya is
rarely done. For Transparency for example, it & fitst attempt to evaluate not only the importante
Transparency but also how each previously estadisiperationalization is perceived by professiomals

the health care domain.
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4.1EXISTING SYSTEMSVALIDATION

4.1.1RESEARCHHYPOTHESIS ANINULL HYPOTHESIS
The objective of this part of the thesis is to eat¢ the current system compliance with software

transparency features as defined in Leite’s frammkwoexisting health information system. Formathe

hypothesis is:
HO: There is a “profound” degree of software tramspcy in the existing information systems.

H1: There is a limited degree of software transpeydn the existing information systems.

4.1.2RESEARCHDESIGN ANDSTRATEGY
The research design used in this study is desegiptisearch design, using a case study.

This type of research design allows to evaluatettealth information systems, where one of the syste
is considered a primary system and the secondmyisteonsidered a small system if measured in the

number of users and business impact.

While conducting system assessment, custodians tregitedethically, by maintaininganonymityand
confidentiality Anonymity was ensured by not releasing the namesontact information of the
custodians. Confidentiality was guaranteed by @idgi system custodians that the name of the system

as well as the name of the organization, wouldoeateleased.

The assessment used for this project was baseckibeid Transparency Framework for non-functional

requirements and thus considered to be reliable.

4.1.3SAMPLING
The target population was a public health orgaitimain the province of Ontario with hundreds of

employees and multimillion dollar operating budgetbrief overview of the objective of this studydan
concepts of software transparency and privacy we&mained to the participants before conducting an
assessment. The system experts, such as appliealtiinistrators, were selected for each of theesyst
used in the assessment to provide demonstratiaihe @xisting software transparency features. Al wit

two participants participated in this assessmeath Bf the participants had Bachelor Degrees akasel
professional training and certifications. During thssessment, participants were asked to demenstrat
software transparency features for each step dfefte’s framework. Data collection was condudted
form of demonstrations with the description of gvigrature recorded by the study administrator. aibet

of the system assessment are provided in Appendix E
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4.1.6INTERNAL ANDEXTERNALVALIDITY
4.1.6.1 Threats to Internal Validity

Maturation, as a threat to internal validity, ontrolled in the research. Specifically, age factor is

controlled by having one time system assessment.

Instrumentationas a threat to internal validity controlled by having the assessment conducted by the

same person and in similar settings.

Biased subjecselection as a threat to internal validity remaiagially uncontrolleddue tonon-random

selection of the systems used for the assessment.
Experimental mortalitys fully controlledby completing the assessment within a 1 hour gderio

Other threats to internal validity such faistory, statisticalregression,andtestingare not applicable to

this research.

4.1.6.2 Threats to External Validity
Interactions between selection biases and the erdbgmt variable are partially uncontrolled duehe t

non-random selection of the subject systems. Tamrdfndings may only apply to the systems used in
the assessment. However, participants have worktd several systems for different business in the
health care domain and as such it is possibleititinfys may also apply to the health care domaia as

whole.

Reactive testing, reactive effects of experimeatedngements and multiple treatment interferencath

are not applicable to this research.

4.1.7RESEARCHVARIABLES ANDOPERATIONALIZATION
The research design used for this project is datbezi research design. Therefore research varizssd

for analysis areriteria variables For H1, the criteria variable is whether softwaensparency features

are present in an information system.

4.1.8ANALYSIS OF THECATALOGUEVALIDATION

The system assessment included evaluation of tfeonmation systems in a healthcare organization in

Ontario. System A is a health information systemat throvides analytical reporting for hospital and
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community care centers in Ontario. This system dasultimillion dollar operational budget and over
1000 users, who are medical professionals. SystamaBsmall internally used information system that
helps track and facilitate changes and issueseoffttprojects. The evaluation has been conducasdd
on Leite’s transparency framework and the domaileiendent catalogue generated in the first chapter
this thesis. Those operationalization options ueces during the assessment that are part of olasitoi

the operationalization options reflected in the domndependent catalogue appealtatic font. Those
operationalization options revealed during the s@wsent that are not part of the operationalization

options reflected in the domain independent catsagppear in regular (non Italicized) font.

For the purpose of this thesis, the degree of ciamgd with software transparency requirements is

provided as following:

Fully Compliant All operationalization options are available andtechnologically
enabled.
Mainly Compliant Most of the operationalization options are ava#alidut some of the

options may not be available to general users.

Limited Compliance Some of the operationalization options are avadlabkhe system.

Not Compliant None of the operationalization options are avadablthe system.

Table 3: Compliance Matrix

4.1.9ANALYSIS OFSOFTWARETRANSPARENCY
Availability
Systems reviewed in the case study rmenly compliant System A and system B satisfice availability

features with the exception @ublicity features that were technologically enabled bu qdrtially

available due to business requirements of the s\ste

Usability
System A and system B reviewed in the case stuglynamly compliantwith usability features with the

exception toadaptability and operability, which had limited transparency for general ugersare fully
enabled for administrative users. The reason fovinga limited transparency for these two
operationalization options include specific busshnegeds as well as the need to standardize system

options and reduce performance degradation ag#udt iof custom created functions.
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Informativeness
System A ismainly compliantwith informativiness features with the exceptiondompletenesst's hard

to verify completeness due to the difficuity comparing similar systems in the same domairnhas
information system used in the case study is fairigue in its nature and are difficult to gain esx to.
System B demonstratdamited compliancewhere some of the software transparency features ar

available in each of the categories however inrg kimited capacity.

Understandability
Systems reviewed in the case study appear to loeited compliancevith understandability features. As

such they are limited by depending on other datigers, lack of ‘live’ connectivity to third party

services and limited functionality of custom feathandled by end -users.

Audit
Systems reviewed in the case studyfally compliantwith Auditability features, offering high level of

traceability and control for administrative usensdasome traceability to end users as well strong
accountability processes which are available inolanfof legal agreements and formal established

business processes which are readily availabladaisers.
The findings of the system assessment indicatéottoaving:

1. The Null hypothesis is accepted, which means prulodegree of software transparency in the

existing information systems.

2. Overall, both of the systems demonstrate better #xpected state of transparency than compared to
what was observed in the literature review acrdlsm@ustries. However, they are in inline with the
literature review from which means software tramspay is more represented at Accessibility,
Informativeness, and Auditability softgoals but daa improved significantly at Understandability
softgoal. The literature review demonstrates a tacksability features, however, system assessment
shows sufficient compliance with many of the udgbifeatures as defined in Leite’'s software

transparency matrix.

3. System A, which is public facing system and setaeger user group demonstrates a greater number

of software transparency features than system Bghesed internally.

4. Additionally, system assessment demonstrates antaitber of software transparency features that

were not part of the domain independent cataloglinderstandability and Usability softgoals. This
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discrepancy is attributed to the fact that thereeweo negative or positive correlation between
transparency and privacy uncovered in the liteeatrgview at Understandability and Usability

softgoals.

4.2FUTURE SYSTEMSVALIDATION

4.2. 1RESEARCHHYPOTHESIS ANOINULL HYPOTHESIS

The hypothesis of this chapter of the thesis i Hudtware transparency is an important and desired
feature of the future health information systemie Burvey evaluates the importance of the software
transparency features as identified in Leite’s gpamency framework, how valuable would this type of
non-functional requirements be for the future infation systems in healthcare domain and the
percentage of budget allocation to enable softwaresparency. Additionally, the survey evaluatew ho
transparency impacts privacy as well as identifiggriers impeding implementation of software

transparency. The formal hypotheses are as follgwin

HO: Software transparency features are neither iitaponor desired features of the future healtle car
information systems.
H2: Software transparency features are importaot @esired features of the future health care

information systems.

HO: Introducing software transparency would notategly impact privacy.

H3: Introducing software transparency may negatiirmpact privacy.

HO: Healthcare organizations would not value sofenmsansparency as non-functional requirements
in future health information systems.
H4: Healthcare organizations would value softwasmdparency as non-functional requirements in

future health information systems.

HO: Healthcare organization would not allocate asiderable amount of project budget to enable
software transparency.
H5: Healthcare organizations would allocate a aersible amount of project budget to enable

software transparency.
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4.2 .2RESEARCHDESIGN ANDSTRATEGY
The research design to be used for this portiathethesis is descriptive research design usisgreey

method

This type of research design allows evaluatingpbeeeived value of software transparency and how it

may impact privacy in the health care domain.

The survey consists of restricted questions andopa:-ended question. The questions are composed
using simple words and are short in length makirggsy to understand. There arenmsleading(loaded,
leading or double-barrel) questions utilized in Huevey. The questionnaire are organized aolaerent

way with all related questions being kept togethegrieurecontinuityand establishingpgical navigation
path.The Likert rating scale of 0 to 10 with labelingtlé end points is used for questions relatedeo th
value of software transparency and budget allooagsociated with software transparency. The sifale

0 to 10 allows a broad range of choices while nar@helming survey participants. Although using the
11 points Likert scale is not very common, it hagroused by other researchers [58]. The reasomtLike
scale consisting of 11 points was used in thisesuis because survey participants were more usaddo
more comfortable using an 11 point scale. An a@dalternatives list of three options (positive aop

on privacy, negative impact on privacy, no impagtpsivacy) is being used for questions that measure
respondent’s privacy impact associated with eaatufe of software transparency as well as percentag

of budget allocation to enable software transparefAaopy of the survey is provided in Appendix F.

Participants have been treateithically, by maintaininganonymityand confidentiality of the responses.
Anonymity was guaranteed by not asking any persorfatmation on the survey that would uniquely
identify an individual. In order to ensure that thhoderator does not know the order in which theeys
were being submitted, participant were asked taptete anonymous surveys online or to fold surveys
and deposit them in a bag identified by the suradyninistrator. Confidentiality was guaranteed by
advising participants that no data on the individeurvey form would be disclosed, and that survey

results would be presented in an aggregated form.

The survey is based on Leite’s Transparency Frameteo non-functional requirements and has been

validated by the research supervisor — Dr. Luizd#a€Cysneiros to ensure survealiability.
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4.2 .3SAMPLING
Data collection has been conducted in a form otlecomplete survey. Before conducting a survey, a

brief overview of concepts related to software sgarency and privacy had been described to alef t
participants. The target population consists ofpfdfessionals of various levels working in the publ
health organization overlooking strategic developtaef the healthcare systems in Ontario. The targe
population included various roles such as Busingsalysts, Information Management Specialists,
Project Coordinators and Managers and various ggnlevels that include the most recent recruis a
well as employees with over 20 years of experiemaeking with information technology systems for the
public health sector. Age and gender does not iinpag of the thesis hypotheses and therefore this
information is not collected in the survey. All tife participants had Bachelor Degrees in Computer
Science or Information Systems, many of them aéb Master's Degree and some had PhBishough

in a real life, budget and time allocation is beffupe by the project manager, project managersdifpi
rely on the business analysts/clients and subjeattem experts to identify granularity of business
requirements and time/resource estimates corresmind By addressing the question of budget
allocation to software transparency not only tojgmbmanagers but also to subject matter expetis, w
usually provide time/resource estimates to projeanagers (such as technical team leads), allows to
reasonably assume that survey participants areierped in assessing the real need and cost atlacat
to enable software transparency from the cliensestive and are qualified to provide reasonable
technical estimates from the technical viewpoinherefore, survey participants are deemed to be

knowledgeable and experienced to provide such asgsifor the survey.

4.2.4SAMPLE REPRESENTATIVENESS
Currently, there is no published data on the peiwemf software transparency or the need of softwa

transparency in the industry. This study aims awigling an initial analysis in identifying if thelie a
need for software transparency. Therefore, forpilmpose of this thesis, the sample size considt@® o

participants.

In order to guarantee high response rate and tlr@oop close to the overall target population of
information technology professional working in thealthcare domain, the sampling technique used for
the survey is mon-random samplingAlthough such type of sampling technique limhe generality of
the survey findings, the selection bias was mingaiby selecting information technology professienal

working in the same organization but on differesalthcare projects.
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4.2 5DATACOLLECTION
In order to have a high response rate over a gf@ibd, the survey has been administered using the

group administrationtechnique and conducted insengle administrationAll participants were invited
into a boardroom, where a survey administrationegavbrief presentation on software transparency
principles and current challenges. The participawvgse then asked to complete a questionnair@kan

of appreciationwas offered for all participants in order to ename survey participation.

4.2.6DATACODING
The responses to the survey were coded and eritgéoethedata matrixworksheet in atacked format

using Excel spreadsheet. In order to verify acourd the data entry, every survey form was numihere
This allowed going back to a particular survey asadidating incorrect or missed data entry. Every
guestion on the survey was coded in the followiogmiat: Question #: <Wording of the question>
followed by the value between 1 and @=Positive Impact on Privacy, 1=Negative ImpactRyivacy, 2=

No Impact, where numbers represented responseocatagd 0, 1, 2 were used to code variables with
binary response categories)arange of percentage allocation such as 0%, 0%f&it that were selected for

the survey. A copy of the data dictionary is included in AppenG.

4.2 . 7TINTERNAL ANDEXTERNALVALIDITY
4.2.7.1 Threats to Internal Validity

Maturation, as a threat to internal validity, has beentrolledin the research. Specifically, there was no
age factor involved while executing the surveyidtat was controlled by having a relatively shorvey

that takes approximately 15 minutes to complete.

Instrumentationas a threat to internal validity wasntrolled by having the survey administered by a
single person and in similar settings such as aingeeoom. The same token of appreciation was effer

to all participants.

Biased subjecselection as a threat to internal validity hasagmduncontrolleddue to thenon-random

groupselectionmethodused to obtain a sample population.

Experimental mortalitywas controlled by using the group administration method of thevey thus

resulting in the completion of the survey of alllimg participants within a 15 minute time period.

Other threats to internal validity such lastory, statisticalregressionandtestingwere not applicable to

this thesis.
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4.2.7.2 Threats to External Validity
Interactions between selection biases and the emtlmt variable remained partially uncontrolled thue

the non-random sample selection. Therefore findingg/ only apply to the subjects representing a

sample group.

Reactive testingeactive effects of experimental arrangememdmultiple treatment interferendareats

are not applicable to this research because tregdéen no pretesting involved that may have &ffiect
reactions to experimental variables. There is ramipulation of subject's knowledge of software
transparency and privacy that may have potentgflcted the results. Lastly, and there is no expo®
early treatment (i.e., the survey was conducted single phase) that may have impacted resporiises o

the survey.

4.2.8RESEARCHVARIABLES ANDOPERATIONALIZATION
The research design used for this project is arigise research design; therefore research vasabl

used for the analysis amgredictor variable and criteria variable For H2, the predictor variable is
software transparency feature, while the criteagable is the degree of importance associated &gt

of the transparency features listex a survey. For H3, the predictor variable isfiveare transparency
feature, while the criteria variable is the impact privacy related to each of the listed transpayren
features. For H4, the predictor variable is sofeviansparency as a non-functional requirementlewnhi
the criteria variable is the value associated widving software transparency as a non-functional
requirement in the development of health informasgstems. For H5, the predictor variable is soféwa
transparency feature, while the criteria variable percentage of the budget allocated to enalilezse

transparency.

Non-parametric statistics was used to evaluatelallH3, H4, H5 and the corresponding HO hypothesis.
The reason non-parametric statistics was usedciguge a non-random sampling was used to select the
sample size, therefore violating one of the thregsumptions of parametric statistics. The reason the
sample size was selected non-randomly is to erfsgie response rate while facing a low number of

experts available to be surveyed. Additionally nadliand nominal scales were used to record the data

To evaluate all four thesis hypothesis, the Chiasgquand Kolmogorov-Smirnov statistical tests wesedu

to determine statistical significance and to makleeision on whether to reject a null hypothesis.

A Chi-square is a statistical test used to evalifatee distribution of variables of nominal scalifers

from one another. Also, a chi-square test is useehwhe dependent variable is frequency count aach
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how many respondents would consider that transpgrevould have no impact/negative impact on

privacy.

A Kolmogorov-Smirnov is a statistical test usedet@luate if the distribution of variable of ordirsadale

differs from one another. It is a powerful alteimatto chi-square test.

A table below provides a summary of each hypothasiscorresponding statistical tests used.

Hypothesis Statistical Test ‘ Scale Variables
HO: Software transparency features pkKolmogorov- Ordinal Software transparency
neither important nor desired features &mirnov feature as predictor
future health care information systems. variable
H2: Software transparency features gare Degree of importance
important and desired features of future is criteria variable
health care information systems.
HO: Introducing software transparen| Chi-square Nominal | Software transparency
would not negatively impact privacy. feature as predictor
variable
H3: Introducing software transparency
may negatively impact privacy. _
Impact on privacy as
criteria variable
HO: Healthcare organizations would ndcolmogorov- Ordinal Software transparency
value software transparency as nOBmirnov as non-functional
functional requirements in future health requirement as
information systems. predictor variable
H4: Healthcare organizations would o
value software transparency as non- Likelihood of
functional requirements in future health acceptance as criteria
information systems. variable
HO: Healthcare organization would n Kolmogorov- Ordinal Software transparency

allocate a considerable amount
project budget to enable softwg
transparency.

H5: Healthcare organizations would
allocate a considerable amount of
project budget to enable software
transparency

Smirnov

as predictor variable

Project budget
allocation as criteria
variable

4.2 9STATISTICALDEFINITIONS

Mode- is the measure of the center and provides meguéntly used score in the distribution.
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Mean- is the measure of the center that measuresemageyof all scores in the distribution.

Skewness is the measure of the asymmetry of the proliglaistribution. Skeweness may be positive or
negative or unidentified.

Std. Deviation standard deviation is the measure of spread wsatkasure variations in a set of values.
Standard deviation is measured in the same unitsigigal numbers.

Std. Error Mean is a calculation of the standard deviation of shenpling distribution of the population
from where the sample was used.

4.2.10DATAANALYSIS
4.2.10.1 HO and H2-Value of Software Transparency
A Kolmogorov-Smirnov statistical test with 95 pemteconfidence was used to evaluate HO and H2

hypothesis for each of the transparency softgodB. evaluates the importance of each software
transparency softgoal in the development of fuhealth information systems on a scale between 0 and
10, where 0 being not important and 10 being vempdrtant. The most perceived value of the
transparency characteristics was indentified inltifiermativeness softgoal of Leite’s ladder, folleavby
Accessibility Softgoal, Auditability Softgoal, Usdty, and Understandability Softgoals. Such
characteristics as accuracy (mean=9.3), consistémean=9.25), correctness (mean=9.25), currency

(mean=9.1) and completeness (mean=8.7) demontimtéghest degree of importance.

With regards to Accessibility softgoal, availalyiliimean=9.05) was considered to be of high impogan
while portability (mean=6.45) and publicity (mean2)/were deemed to be not particularly important.
Accessibility and Portability operationalizationgndonstrate statistically significant results tha¢ a
reasonable to reject HO hypothesis. Publicity aj@malization did not demonstrate statistically

significant outcome. Therefore HO is accepted.

With regards to Auditability Softgoal, features Buas accountability (mean=8.6), validity (mean=8.5)
and traceability (mean=8.2) were identified as vemportant with means ranging between 8.2 and 8.6.
Validity and Accountability softgoals both demoméé statistical significance and therefore HO is

rejected. Traceability on the other hand didn’eoftatistical significance. Therefore HO is acedpt

With regards to Informativeness softgoal, featumeech as completeness (mean=8.7), integrity
(mean=8.25), clarity (mean=9.00), currency (meahr%onsistency (mean=9.25), accuracy (mean=9.3)
and correctness (mean=9.25) were deemed as higiggriant. All of the operationalizations of the

Informativeness softgoal, with the exception of pteteness, demonstrate statistical significance and

therefore HO is rejected. For completeness operaization, HO is accepted. Lastly, Usability artte
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Understandability softgoals were also considerdaetomportant with means being equal to 8.4 in lwth
the softgoals and also demonstrated statisticalfgignce. Therefore, HO has been rejected for Wlisab
and Understandability softgoals. A complete sunyn@routcomes of the chi-square statistical test is

included in Appendix H.

One-Sample Statistics

Q 1-Availability 20 9.05 1.191 .266
Q 3-Portability 20 6.45 2.064 462
Q 5-Publcity 20 7.20 1.852 414
Q 7-Completeness 20 8.70 1.218 .272
Q 9-Integrity 20 8.25 1.713 .383
Q 11-Clarity 20 9.00 1.257 .281
Q 13-Currency 20 9.10 .788 176
Q 15-Consistency 20 9.25 .967 .216
Q 17-Accuracy 20 9.30 .733 .164
Q 19-Correctness 20 9.25 1.164 .260
Q 21-Comparability 20 8.40 1.314 .294
Q 23-Traceability 20 8.20 1.609 .360
Q 25-Validity 20 8.50 1.960 438
Q 27-Accountability 20 8.60 1.698 .380
Q 29-Usability 20 8.40 1.231 .275
Q 31-Understandability 20 8.40 1.188 .266
Lo # $



%& ! " # $

4.2.10.2 HO and H3-Transparency Impact on Privacy
H3 evaluates the impact of each of software tramesuy softgoal on privacy. A Chi-square statistiest

with 95 percent confidence was used to identify stetistical significance of the impact of software

transparency on privacy

The Accessibility Softgoalf Leite’s ladder had been identified as the swdtgvith the higheshegative
impact on privacy. Specifically portability and pieity features of transparency had mode of 11 &nd
correspondingly, while availability has been idéet as having no impact on privacy. Both availpil
and portability softgoals demonstrate statistigghiicance and therefore HO is rejected. Publiotty the

other hand, didn’'t demonstrate statistical sigaifice and therefore HO is accepted.
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The Auditbaibility Softgoahad been identified as the softgoal with the highgositive impact on
privacy. Specifically, traceability had a mode 8ligdity had a mode of 10 and accountability had enofi
11. Validity and accountability softgoals demoastd statistical significance and therefore HO is

rejected, while traceability didn’t provide staitst significance and therefore HO is accepted.
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The Informativeness softgodlad been identified as having no impact on privaCpmpleteness
operationalization had a mode of 8, integrity hadade of 12, clarity had a mode of 10, currency had
mode of 14, consistency had a mode of 17, accuradya mode of 15, correctness had a mode of 15, and
comparability had a mode of 18. The completenessatipnalizations failed to demonstrate statistical
significance and therefore HO is accepted, whil®thler operationalizations did demonstrate siatifly

significant results and therefore HO is rejected.
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The Usabilityand Understandability softgoalsvere identified as having no impact on privacy.tiwi
Usability softgoal having a mode of 12 and Underdédbility softgoal having a mode of 17. Usabilityda

Understandability softgoals demonstrate statissglificance and therefore HO is rejected.
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A summary of the chi-test hypothesis testing isvgled in Appendix .

4.2.10.3 HO and H4-Value of Transparency as Non-Fetional Requirement
Based on the detailed questionnaire on variousifesitof transparency and its impact on privacy, the

participants were asked to rate the overall valueawing transparency as a non-functional requirgme
on the scale of 0 to 10, with 0 being not importand 10 being very important. Kolmogorov-Smirnov
statistical test with 95 percent confidence waslusedentify statistical significance. The resujtslded

a mean of 8.5 out of 10 and were negatively disteétd. The Kolmogorov-Smirnov statistical test
demonstrates statistical significance and therefond0 is rejected. A summary of statistical test i

provided in Appendix C.

Statistics

Q 34-Overall Value
Mean 8.50
Median 9.00
Mode 9
Skewness -.930
Std. Error of Skewness 512

# $ %/
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4.2.10.4 HO and H5-Budget Allocation for Software fansparency
The survey results demonstrate that participanta pérticular healthcare organization were willing

allocate additional budget to enable software parency features. However, the percentage of budget
allocation varied among the software transparepeyationalization options. The Kosmogorov-Smirnov
test with 95 percent confidence level was usedviuate statistical significance also varied across
software transparency operationalizations. A surgnséating modes of budget allocation are listed in
Table 7. A summary listing statistical significanoé the budget allocation to each of the software

softgoals is provided in Appendix C.
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Software Transparency Operationalization Budget Allocation (Highest

Softgoal Options Mode)
Accessibility Availability >4%
Portability 2.0-2.5%
Publicity 2.0-2.5%
Usability All Operationalization >4%
Options
Informativeness Completeness >4%
Integrity 3.0-3.5% &>4%
Clarity 2.0-3.0%
Currency >4%
Consistency >4%
Accuracy >4%
Correctness >4%
Understandability All Operationalization 0% & 2.0-2.5%
Options
Auditability Traceability 2.0-2.5% & >4%
Validity >4%
Accountability 2.5-3.0%
0&

A more detailed budget allocation distributionigtdd below.

Availability demonstrates the highest Budget allocation of d%and is statistically significant .
Portability and publicity demonstrated 2.0-2.5&@det allocation to, but did not demonstrate steéb

significance.

%& , 0& 1 1" % %& ,0& 1 ! %
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All of the operationalization options of th&sability softgoal including uniformity, simplicity,
operability, intuitiveness, performability, adaptdp, and user-friendliness were assessed in amestipn
under usability softgoal and demonstrate overdtication of over 4%. The Kosmogorov-Smirnov test
also demonstrates statistical significance of thalility softgoal.

%& ,(0& 1 2 %

The majority of the software transparency operaii@aation options of the Informativeness softgoal
demonstrate overall budget allocation of over 496hsas completeness, currency, consistency, aggurac
and correctness. Integrity operationalization destrates budget allocation of 3.0-3.5% and over 4%.
However, neither of the above mentioned operatipa@bns demonstrates statistical significancerityla
had modes of 2.0-2.5% and 2.5-3.0% but does nobdstrate statistical significance either.
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All operationalization options of th&lnderstandability softgoaincluding conciseness, comparability,
decomposability, externability, and dependabilityrevassessed in one question under usability sboftgo
and demonstrate overall allocation of equal modé¥®and 2.0-2.5%. Operationalization options @ th
Understandability softgoal do not demonstrate staél significance.
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Operationalization options of théuditability softgoal demonstrate a variety of options, such as

traceability had equal modes of 2.0-2.5% and o%&rvhlidity had a mode of over 4% and accountabilit
of 2.5-3.0%. However, only accountability operatibration demonstrates statistical significance.

%& "0& 1 %

%& '(0& 1 # % %& ()0 & 1 1
%
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Overall, according to the survey results, the dvdradget allocation to enable software transpayenc

should be between 10-11%. These results, howeneenad statistically significant.

%& " 0& 1 $

4.2.11SURVEYFINDINGS

1. HO and H2. All of the software transparency operatlizations, yielded means ranging between 6.45
and 9.3 and, therefore, were identified as veryoiignt. All of the software transparency
operationalizations with the exception of publicigpmpleteness and traceability, also demonstrate
statistical significance. Therefore, HO is accepfed publicity, completeness and traceability and
rejected for all other operationalizations. It meresting to note, that portability and publicrgre
identified as the least valuable features, whicimast likely due to first, lack of wide availabylibf
portable health solutions and second, due to datsitévity surrounding health information when it

comes to publicity.

2. HO and H3. The survey results indicate that privawgty be negatively affected only at the
accessibility softgoal, specifically with regardsportability and publicity. However, since stdtiat

significance was demonstrated for all softwaredpanency operationalizations with the exception of
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publicity, completeness and traceability, we mighihclude that software transparency impacts

privacy only with regards to portability operatidimation.

3. HO and H4. A particular healthcare organization ldoualue software transparency as a non-
functional requirement in future health informateystems. A mean of 8.5 out of 10 has been proven
statistically significant demonstration that usesath non-functional requirements would be highly

valuable.

4. HO and H5. Survey results demonstrate that a gheaithcare organization would be willing to
allocate additional funding to enable availabilitpmpleteness, accuracy, correctness, accounyabilit

and usability operationalizations of software tgrency.

4.2.12 Barriers Impeding Implementation of SoftwareTransparency

Some of the key barriers impeding implementatiosaftware transparency were identified as the tesul
of having one open ended question in the survey ianbthde availability of resources, business
requirements and privacy. The less frequently maeatl reasons include, but are not limited to, latk

awareness about software transparency, lack ofefrnaork allowing to accurately measure software

transparency and ability to balance software trarespcy with barriers that impede its implementation

The most frequently mentioned barrier associateth winplementing software transparency is the
availability of resources. It was anticipated thtatvould be one of the critical barriers. Howevdr,
wasn't expected to be one of the most frequentlgtiored reasons. A possible explanation why ihés t
top reason is because the reasons impeding imptatitenof software transparency was asked as part o
the survey measuring cost allocation of softwaa@dparency. Some of the issues mentioned as part of
the resource allocation was client’s willingnespéy for some transparency features such as trdigeab
but not other software transparency features sgchomparability or composability. Another barrier
associated with resource allocation to softwar@sparency is the inability to measure Return on
Investment (ROI) related to implementing softwar@ngparency in a given organization. Therefore,

making it difficult to make an informed decision whether to invest in software transparency.

A business requirement is the second most frequeméintioned barrier identified by the participants.
Some of the respondents indicated that clientsimeagcking awareness of software transparency, iwvhat

does and what are the long term and short termeatables when implementing software transparency.
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Also, considering client’s lack of awareness oftwafe transparency principles, it would naturade

longer to formally approve the mandate of softwesiasparency.

Privacy has been identified as another key bammgreding implementation of software transparency.
Some of the issues in this category included imétgtion of legislation protecting privacy such as
PHIPA,; inability to provide access to record ledata; as well as level of awareness on how to balan

privacy and enabling software transparency.

Lack of formal frameworks to implement softwarensparency such as how would the software
transparency fit into System Development Life Cyaled Project Management Methodologies were
identified as crucial issues. Considering an orgmion is willing to commit to software transpargnc
lack of the standard framework to measure the impacsoftware transparency is another concern
preventing adequate evaluation of the successilordaof the initiative. Software Transparency was
perceived as a very intangible feature that woddlifficult to implement without incorporating imto

standard methodologies and establishing means asure the outcomes.

Other less frequently mentioned barriers, but res lenportant ones, include: lack of resources and
expertise to implement software transparency atetpretation of correctness in the context of safewv
transparency. Difficulty satisfying completenesfigoal was considered a barrier due client wiltiags

to access and compare data from different dataceswand current organizational inability to meathsu

broad client needs.

Inability to satisfy portability features may berdutable to the very fast pace of informationhteclogy
development and devices, which makes it difficalkeep up with all of them or even the most recent
ones. Additionally, introducing software transpanemvould raise some trust issues due to the fat th
every user may raise questions and, thereforeag@ potential auditor. This in turn would increase
resources to support and resolve such clarificatjpastions. Some of the organizational issues that
impede implementation of software transparencyuishelcultural change and organizational culture such
as who will be taking the lead, how will softwamartsparency impact already established business
processes and applications. From a communicatiarist pf view, potential inability to clearly
communicate processes between IT departments andi¢imt, as well as between the client and the end
user was raised as one of the issues. Lastlytjrexidata stored in the system was one of the cosaes
well. When implementing software transparency, datguired from other systems must also be
transparent. It was highlighted that quite oftetadabtained from other systems is either flawedhas

originally been collected for other purposes ahdrefore, is considered as a secondary use. ltdaueil
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difficult to implement software transparency folgen system without the source systems, therefore

expanding the scope of the overall project.

A summary of all barriers impeding implementatichsoftware transparency features is provided in
Table 8.

Resources constraints

Ability to measure ROI

Client willingness to pay for some ST featurestmitall of the them

Business requirements

Lack of awareness of ST principles

Privacy

Interpretation of privacy according to differengilglations

Inability to provide record level data

Difficulty understanding how to balance privacy &8t

Lack of formal frameworks to implement softwarensparency in SDLC and PM
methodologies

Lack of formal frameworks to measure success tures of ST

Lack of resources and expertise to implement soéwansparency

interpretation of correctness in the context dfveare transparency

inability to satisfy completeness may due to nwusrsources

inability to meet portability features due to yéast pace of IT development and deviges

Trust issues due to every user being a potentditau

Organizational Culture

Cultural Change

Inability to clearly communicate processes betwi@etiepartments and the client as wel
as between the client and the end user

Flawed source data and secondary use of data

'24 0 $

4.2.13SURVEYLIMITATIONS
The non-random sampling technique used in thiseptognd the relatively small sample size have

prevented research findings from being able to fy@ied to the general public. Therefore, in order t
generalize research findings, a simple random dampechnique has to be used, and the sample size

needs to be increased.
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CHAPTER 5CONCLUSIONS

This chapter of the thesis discusses related wodoftware transparency that is currently availabline
research community, outlines overall conclusiothefthesis and states research contribution, lioita

and opportunities for future work.

5.1RELATED WORK
This chapter of the thesis aims to reflect existiegearch on software transparency and privacygt, Fir

defines the concept of software transparency, thafefines the concept of privacy in the age of
information technology and lastly, it discusses semg research that brings together software

transparency and other software characteristids asi¢rust and interoperability.

As mentioned in the introduction chapter of thiedils, the concept of software transparency is qéte
The concept of software transparency is startingpioear in research only in 2005 and has beenyslowl
but gradually increasing in popularity up until noNumber of researchers [70-71] define software
transparency. However, the most comprehensive itefinof software transparency is coined by Leite
[62]. Meunier [71] defines software transparensy‘a condition that all functions of the softwane a
disclosed to users” while overall purpose of sofeMaansparency is to enable proper risk management
Mercuri [70] defines software transparency as atgni to “ensure confidence and reduce perceivad ri
in transactional experiences” and as “an attrilmfiteommunication in software development that eesbl
stakeholders to answer their questions about theva® system during its software life cycle.” The
definition that is used in this thesis and thatbeeve reflects the most comprehensive view otwsoe
transparency is by Leite [62], who defines softwaamsparency as “Software is deemed transparént if
makes the information it deals with transparenfiofimation transparency) and if it, itself, is trpasent,

that is it informs about itself, how it works, whatloes and why (process transparency)”.

Existing research shows that some of the challemgpeding implementation of software transparency
include inability of software developers to undeanst how software transparency is applicable toiBpec
projects [111] and ability to represent transpayes patterns for reuse [23]. As such, Yu-Chen@]11
conducted a preliminary study in a form of a surgayconcepts of transparency in software developmen
and concluded that developers are familiar with ¢bacept of software transparency but are having
difficulty relating to its applicability in softwardevelopment. Additionally, the author reports iedliate
cost in implementing software transparency and -emgn net benefits. Cunha [23] points out at
challenges representing software transparency @sripa for reuse. The author states that usalofity

HELP contribution link in softgoal interdependengsaph (SIG) is not always adequate to use and
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suggests using correlation links instead. Howedepending on the scenario, it is difficult to betaim in

which links to use when developing softgoal int@etedency graphs for software transparency.

Unlike software transparency, the concept of pgviecnot new. Its definition goes back to early @90
when it was primarily referred to “right to be latone” [98]. However with the birth of modern
information technologies such as the internet, daitsing and cloud services the concept of privacy i
becoming more complex. As pointed out by [13], tledinition of privacy is no longer universal and
therefore it is difficult to develop applicatiortsat can both maximize and marginalize privacy. Mueg,

the ever fast development and adoption of new édion technologies make it difficult for bureauara
process of proposing and approving legislative @tdoce to catch up with concepts in information
technology. As a result, existing legislation tendoe not specific enough when protecting privacy
various technological domains [84]. Industry reskashows that quite often privacy policies do not
correspond to privacy controls [5] as well as legavacy disclosures tend to be ambiguous and
confusing [63]. As a potential solution, Yonge akmton [111] argue that in order for applicationsb®
compliant with its own privacy policies, these pglidocuments need to be embedded into software
requirement documents. As such, the authors suggestommitment analysis methodology’ that
classifies policy statements into commitments, if@ges and rights and then uses these classificatio

the software requirement documents.

A unique blend of software transparency and otheracteristics such as trust and interoperabibiyeh
been researched by Cysneiros [24, 25]. Cysneigs2Z] provides an initial analysis on interdeperaye

of software transparency and trust by looking atouss trust issues when activating software licanse
installing new applications or generally conductordine transaction. The author demonstrates that t
may not only help but also hurt transparency. la tiher work, Cysneiros reviews the impacts of
software transparency on interoperability in a thea@re domain and concludes that system
interoperability may sometimes result in errorse3dinaccuracies would consequently pose transparen
problem impacting accuracy and completeness ofiriff@mation of the Informativeness softgoal of

software transparency.

5.2CONCLUSION
The purpose of this thesis was to understand thermustate of software transparency and privaayias

being reflected in the academic publications as ag&how software transparency and privacy aregoein
perceived in the health care domain. To accomgligti, this thesis focused on the following three

objectives.
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The first objectivewas to conduct extensive literature review acalsgomains and catalogue existing
privacy concerns using Non-functional Requirem&hBR) framework and more specifically Softgoal

Interdependency Graph (SIG).

To address the first objective, an extensive syatiemeview consisting of over 45 peer revieweitks
published between 2008 and 2014 has been condudkethe result, a comprehensive privacy catalogue
composed of 22 groups and 166 operationalizatidiomg listing both positive and negative impacts on
privacy has been developed. Alternative designtieols uncovered as part of an extensive literature
review have also been suggested. However, in ¢odénit the scope of the study, the focus remaiaed
cataloging privacy issues leaving deeper considemtregarding alternative design solutions astpon
for future research. Finally, inverse relationshgsween privacy and transparency have been idmhtif

and presented in a form of a SIG.

The second objectivavas to catalogue existing privacy concerns usitg-Ninctional Requirements

(NFR) framework and more specifically Softgoal hdigpendency Graph (SIG) in the healthcare domain.

To address the second objective of this thesigstemsatic review consisting of over 36 peer revigdwe
articles published between 2008 and 2014 has bm®iucted. As the result, privacy catalogue composed
of 8 groups and 53 operationalization optionsrigtboth positive and negative impacts on privacy ha
been developed. As expected, the catalogue forthoaaé domain appeared to be less versatile in
comparison to domain independent catalogue. Inuelationships between privacy and transparency in

healthcare domain have been identified and predémtz form of a SIG.

Some of the important observations uncovered wdeleloping the operationalization catalogues are as

following:

According to the literature review software tramgp&y remains in initial stages of development.
The domain independent catalogue was far more tleréa comparison to healthcare domain
across all stages of Leite’s framework.

The catalogues were most extensively representeth@nccessibility softgoal followed by
Informativeness, Auditability, Usability and Undensdability softgoals.

The majority of the inverse relationship betweelary and transparency was also observed at
the Accessibility softgoal followed by Informativess, Auditability, Usability and

Understandability softgoals.
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The last objective of this thesis was to evalubhteitmpact of software transparency on privacy in a
healthcare organization. To address this objectivegse study in one of the healthcare organization

in Ontario has been conducted. The key findingh®fcase study are as following:

The case study partially contradicts the theorktpzat of healthcare domain in that software
transparency is available in health informationtenrys. Specifically, an assessment of existing
health information system demonstrates that heéaftrmation systems used in a case study are
mainly compliant with software transparency priteg This was an unexpected finding that could
be due to an overall organizational commitmentré&mdparency. In order to draw more generic
conclusions on overall current state of softwasmgparency, health information systems in other
healthcare organizations need to be assessed.

The case studpupportsfindings of the theoretical part in that Accessibilsoftgoal has the
majority of privacy implications, followed by Inforativeness, Auditability, Usability and
Understandability softgoals. These accessibilityplioations are focused on publicity and
portability features. It is interesting to note tthitnere is a growing concern in the academia with
regards to data share by third parties at Infoweatiss softgoal. This concern, however, did not
appear to be too strong in a case study with therityaof the respondents rated privacy concerns
at Informativeness softgoal as having no impacpiivacy. This paradox may be explained by the
fact that healthcare domain in Canada is fairlyl wepported by the legislation. In Ontario, where
the case study took place, the majorities of heafth organizations are being publicly funded and
follow strict and well established system archiieetframeworks and privacy legislation when
developing and implementing new healthcare syst@imstefore, it minimizes many of the privacy
iIssues mentioned in the theoretical portion of shigly.

The case study demonstrates the need for adopbfigvase transparency in future health
information systems. Specifically the importanceimplementing software transparency ranged
between 6.45-9.3 out of maximum 10. Additionallye ttase study supports the need for software
transparency by having the average value assocwitbdusing software transparency as a non-
functional requirement of 8.5 out of 10.

Another, reliable indicator is organizational willjiness to allocate additional resources to enable
availability, completeness, accuracy, correctnasspuntability and usability operationalizations of
software transparency. However, it is importanhaote, that although a given organization finds it
reasonable to allocate additional budget to ensdiee features of software transparency, some of
the fundamental constraints that may impede impteat®n of software transparency include

availability of additional funding, business reaunrents, and privacy concerns.
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5.3RESEARCHCONTRIBUTION

Software transparency is a new concept. This thesiased on the definition and framework of sofeva
transparency coined by Leite [62]. In his latestks, Dr. Leite and his colleagues discuss thélermge

of developing transparency patterns when captiiRg§ knowledge [23].

We hope that this thesis will first, help furthenderstand concepts of software transparency and its
relationship to privacy in various domains. Second adds to the existing work of Dr. Cysneiras o
relationship between software transparency andapyinn the healthcare domain [25] by introducing
newer issues and potentially new solutions to mxjsissues. Third, it should serve as groundwork to
bring more awareness about software transpareoeyjtimpacts organizations and what can be done to
achieve it. Fourth, validation of our findings ajgs@duced a unique feedback extracted from prangtis

on the importance of Transparency to them and hawh esolution for satisficing transparency is
perceived by them in terms of importance. Peshapst importantly, it creates a body of knowledge
possible solutions to develop software that caisfia both Transparency and Privacy. Such body of
knowledge can be quite useful to both researchedgpeactitioners. Reusing this knowledge might help

to avoid omissions and missing conflicts as suggkist the work of Cysneiros [25].

5.4RESEARCHLIMITATIONS AND FUTURE WORK
This research has first, focused on the high lefeprivacy issues and how they relate to software

transparency. It has then been narrowed down ttéladthcare domain. However, since the healthcare
domain has traditionally been behind other indastin adopting new technologies, it has a relativel

limited number of research articles and narrowecspm of issues in comparison to other sectors.

For the future work, it would be helpful to condmebre specialized research on solutions that mgy he
to balance privacy and transparency in the heakthdamain. It would also be beneficial to extend th
current research to other healthcare organizaiioosder to have better understanding of the ctistate

of software transparency that can make it genemlia the whole industry.
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APPENDIX B- ANALYSIS OF INTERDEPENDENCIES OF THE GENERIC

CATALOGUE
Data Collection & | Accessibility Availability + -
Use
Informativeness Completeness +
Integrity + -
Cloud Accessibility Availability + -
Portability + -
Informativeness Clarity +
Understandability Externability +
Decomposability + -
Storage Accessibility Availability + -
Informativeness Completeness +
Currency + -
Exposure of Pl Accessibility Availability + -
Portability + -
Informativeness Completeness +
Anonymity Usability Operability - =5
Informativeness Completeness -
Clarity - +
Security Accessibility Availability - +
Publicity - +
Legislation Accessibility Availability Or + +
Informativeness Completeness -
Corporate Policies | Accessibility Availability K +
Portability K +
Usability Operability K +
Awareness Accessibility Availability + -
Publicity + -
IT Frameworks | Accessibility Availability W+ -
Publicity + -
Understandability Composability +
Decomposability +

Privacy Controls

Accessibility

Availability
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APPENDIX D- ANALYSIS OF INTERDEPENDENCIES OF THE HEALTHCARE
CATALOGUE

Data Share Accessibility availability + -
portability + -
Secondary Data Use | Accessibility availability + -
Legal Accessibility availability + -
Usability Operability - +
Patient Centric Availability - +
Access Control
Portability + -
Security Accessibility availability - +
availability + -
Informativeness | Clarity - +
IT Architecture Accessibility availability - +
Usability Uniformity + -
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APPENDIX E- SOFTWARE TRANSPARENCY AND PRIVACY ASSESSMENTSUMMARY

Availability

Data collection & use (DC) + - 24/7 availability + No
impact

Cloud (Cl) -

St: Only limited amount of personal

Storage (St) -

information is being collected from the users(
i.e., name, employment details, and contact

Expose of Pl (Exp) i information)
Legislation (Leg) +
Corporate Policies (CP) + St: All PHI data is being encrypted

Awareness (Aw) -
St. Data is being stored on local servers

IT Frameworks (ITFrm) -

Reporting & Auditing (RA) +

AW: The system is accessible to the general

24/7 availability

AW: Unrestricted data access t
all registered internal users

Comm: Basic information such
as background information on
what the system is about and
what it intends to do is readily
available

No impact

$7/




Communication

(Comm)

Trust (T)

public with brief background information about
the application;

Comm: There are instructions to login for
registered users and who to contact in order tg
become a registered user.

CP: Unrestricted data access to all registered
users with the exception of PHI (personal
health information) data;

AW: There are portlets

containing copy of the recent email
communication to all registered users, recent
system updates, upcoming system updates,
current and past reports of the most popular
searchers.

AW: There is detailed information on the sourg
of information offered by the system and how i
was obtained;

AW: There are user guides for each specialty
area detailing names of each sub specialties,
description and time frames for updates;

AW: There are detailed user guides specifying
how to use the system and providing hands on
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examples allowing self learning of the system;

There is a portal search enabled and contact
information provided for those requiring
assistance.

Security (Sec)

Legislation (Leg)

Corporate Policies (CP)

Communication (Comm)

Sec: Users have limited ability to update their
profile information.

Sec: There are standard security rules in place
to ensure security, availability and integrity of
the system.

Leg: There are legislative restrictions in place
that restrict publishing of the information
obtained from the system without prior consen
from the system owners.

Trust (T) CP: There are corporate policies in place that
restrict access to certain type of users.
Portability
Cloud (CL) Compatibility with standard browsers + No Compatibility with standard No impact
impact browsers

Availability of multiple export options: xIs,
pdf, html.

Availability of multiple export
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Supported on mobile devices

options to xls format

Publicity

Exposure of PI (EXpPi) AW: There is publicly available registration No No impact
process and publicly available copy of the impact

Ethics (Eth) license agreement

Corporate Polices (CP)

Awareness (Aw)

IT Frameworks (ITFrm)

Reporting and Auditing

(RA)

Auditing (Aud)

Security (Sec) AW: Only the landing page is publicly No AW: Application is not No impact
available impact available to public users

Corporate Policies (CP)
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Uniformity

Cloud (Cl) There are established processes to execute + No There are standard processes o+ No impact
system function such as account impact execute processes in the system
Storage (St) registration/deactivation, ability to find data
and run reports.
Frameworks (Frm)
IT Frameworks (ITFrm)
Simplicity
Information is presented in logical, coherent + No Information is presented in + No impact
and easy to follow manner impact logical, coherent and easy to
follow manner
The website is AODA (Accessibility to
Ontarians with Disabilities) compatible
Operability
Data collection and use + +
(BC)
Security (Sec)
Corporate Policies (CP)
IT Frameworks (ITFrm)
Anonymity (An) - No - No impact
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Corporate Policies (CP) + impact
CP: There is limited degree of flexibility for CP: There is very limited
common users i.e. only predefined function degree of flexibility for
can be used by common users; common users i.e. only able to
create reports in the personal
folder
Intuitiveness
Cloud (Cl) No impact | The system is designed in a way not to No Comm: System features and No impact
accede 3 clicks to perform most common impact functionality are grouped in an
Corporate Policies (CP) + tasks; intuitive manner
+

Communication (Comm)

Comm: All information offered in the
system is grouped in a logical manner;

Comm: The language used is clear and
specific leaving no ambiguity or
misrepresentation of the facts/information;

Performability
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The system is performing within set No The system performs within No impact
performance indicators and within SLA impact predefined performance
(service level agreement) standards; standards.
Adaptability
Data collection and use No impact | Many of the customization options are No Many of the customization No impact
(DC) available to administrative users, however impact options are available to
customization choices are applied accordirlg administrative users, however
to business needs customization choices are
applied according to business
needs
Customization options are available in a very No Customization options are not No impact
limited capacity to common users such as impact available for common users.

availability of bookmarks and some
preferences

User-friendliness
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+ + The system is compliance with the most + No Availability of search + No impact

recent AODA (Accessibility for Ontarians impact functionality and its

with Disability Act) legislation accessibility from webpage
The help desk contact information is The help desk contact
available and easily accessible information is available and

easily accessible

Folder navigation path is clearly stated

Linkage between different system
components is easily assessable from every

page

Availability of search functionality and its
accessibility from webpage

The system allows to stop and save starteq
activities and to resume at a later time

- Automatic logoff feature is enabled and is | - No Automatic logoff feature is - +
currently set to 30 mins impact enabled and is currently set to
60 minutes.

Informativeness
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Clarity

Legislation (Leg)

Corporate Policies (CP)

Communication (Comm)

Leg: All policies are specified in the legal

agreement using easy to understand languag

Comm: System functions and information is
presented in clear language and is logically
grouped i.e. Recent Update, upcoming syste
changes, availability of user guides and onlin

training material

Comm: Availability of making comments on ta

certain publications.

@

Comm: System functions are
presented in clear language
and are logically grouped

No impact

Cloud (Cl)

Anonymity (An)

Awareness (Aw)

Completeness
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Data collection & Use
(DC)

Cloud (Cl)

Storage (St)

Exposure of Pl
(ExpPi)

IT Framework
(ITFrm)

DC: Registered users have complete access
obtained by merging different databases as
defined by higher authorities or existing
standards

tot+

No
impact

DC: The system provides

complete access to information

as defined by the business
needs

ITFrm: The systems is
considered an industry

standard and its functions are

comparable with similar
systems in the domain

No impact

Anonymity (An)

Legislation (Leg)

Corporate Policies
(CP)

The system is not easily comparable with oth
systems as it is fairly unique in its nature

el-

Correctness
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Information can be easily verified by other | + No
authorities such as CIHI impact
- Information cannot be easily No impact
verified by other authorities but
can be verified though internal
business processes
Current
Reporting & Auditing (RA) RA: System information is being updated | + No RA: There ongoing system No impact
regularly and on a scheduled basis impact updates and communication
issues through the system such
as automatic email
) ) notifications and reminders
Urgent announcements are being publishef
within the few hours of official email
communication.
Consistency
Corporate Policies (CP) The system allows multiple ways in + No The system allows multiple ways No impact
performing the same task and generates the impact in performing the same task and

Ethics (Eth)

same results i.e. navigation as well as actugl
system functions such as report generatior.

generates the same results i.e.
report generation.

Integrity
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Data Collection & Use (DC + - + No + No impact
impact
Reporting & Auditing (RA) +
Corporate Policies (CP) +
RA: The information provided in the system RA: The information provided
is authentic, verifiable and unbiased in the system is authentic,
verifiable and unbiased
Accuracy
+ The information is accurate and regularly | + No Information provided in the + No impact
goes though well established impact system is easily verifiable i.e.
verification/cleaning/testing process there are options of attaching

screenshots, email
communication etc.

Understandability

Conciseness
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Information generated by the system can be+ No Reports regenerated by the No impact
provided in an aggregated form such as a impact system can be presented in an
report representing only data in an aggregated/summary form
aggregated form or listing only subject lines
of the announcements with links to further
details.
Composability
Storage (St) St: The system allows to integrate + No
information obtained from multiples data impact
sources
IT Frameworks (ITFrm)
The system does not allow ‘live’ - No The system does not allow No impact
connectivity with third parties or data impact integration with other system
providers.
Decomposability
Data collection and DC: The system allows to generated detailed No DC: It is possible to drill down No impact
reports i.e. row level access impact to individual record to see

Use(DC)

Security (Sec)

IT Frameworks (ITFrm)

Privacy Controls (PrC)

Cloud (Cl)

further details

Extensibility
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- There is some but limited functionality - No It is not possible to integrate - No impact
adding new features by the users: currently impact with other systems.
available are only bookmarking pages,
personal folders for reporting and ability to
save ‘favorite’ i.e. most frequently used

documents.
Dependability
+ + The system is completely + No impact
independent of other data
providers
- The system is dependent on other source for No -
key data. impact

Auditability

Validity
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The system is using predefined roles and
access controls

There have been TRA and PIA conducted,
validated and approved by the review boar
prior to system implementation

There is well defines set of
roles, groups and access contr
templates

=2

No impact

Controllability

IT Frameworks (ITFrm)

Reporting & Auditing (RA)

RA: There is detailed level of traceability of
user actions which is stored for extended
period of time but available only to
administrative users

RA: There is no user validation as to when
their account was last accessed or from
which location

No
impact

Verifiability

Reporting & Auditing

(RA)

RA: The information provided through the
system is easily verifiable by the higher
authorities

No
impact

RA: Information is verifiable
through detailed audit trail
notes and server logs.

No impact

Traceability

Legislation (Leg)

RA: User activities are actively monitored i
real time by administrative users

n+

No impact
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IT Frameworks (ITFrm)

Reporting & Auditing

(RA)

RA: Logs tracing user activity on the syster

in readily available

=)

RA: There is very detailed leve
of traceability such as when,
who, why and what data
element was accessed and
modified.

RA: There are granular privacy
controls being setup for
different user roles.

Accountability

Corporate Policies (CP) CP: There are legal agreements in place | + No impact
with regards to privacy and information
sharing with third parties
- Information generated by the No impact

system cannot be shared with
third parties

$3%




APPENDIX F- SURVEYS

SURVEY |

Dear Survey Participant,

The goal of the survey is firsidentify if there is a need in introducing applion transparency as
non-functional requirement and secoidentify if increased application transparencywdohave any
impact on privacy.

Application is deemettansparent if it makes the information it deals with transpatr (nformation
transparency) and if it, itself, is transparent, that is itdnis about itself, how it works, what it does
and why process transparency.

In this survey you will be presented with somehsf tore features of the application transparendy an
asked to rate it's important on the scale of 0Go 1

There are no known risks or benefits in participgin the survey.
You have the right not to participate, not to ansargy questions, and/or to terminate participatibn
anytime without prejudice.

No personal information will be collected and alsponses will be kept confidential.
Results of the survey will be published in an aggted form.

All responses will be stored for the duration ohénth after completion of this research project. At
which time all soft copies of the responses wilpeemanently deleted and all paper based responses
will be shredded.

The survey does not take more than 15 minutesnplade and we asking you to complete it within 5
business days. We are offering a small token ofesggtion for your help in completing this survey.

If you have any questions about this study, pléeskfree to contact me or York University directly

The survey does not take more than 15 minutesnpl=ie

Principal Researcher Graduate Program Office Manager of Research Efbicthe
University at the Office of Research
Services

Olena Zinovatna Office: 3068 Tel Bldg Office: 214 York Lanes,

Phone: 647-830-3536 Fax: 416-736-5287 phone 416-736-5914

Email: ozinovat@yorku.ca  E—mail:lapsitec@yorku.ca

Please rate the importance of following transpargnfeatures as part of the future health information
system on a scale of 0 to 10 (0 is Not importantdd® is Very Important)

Accessibility Features
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1. Availability -the ability of being readily available when needed
{Example: healthcare information system is avaiéabhline; there is a standard process of regis@grin gain
access to the information system; once registele@quired information is readily available}

0 1 2 3 4 5 6 7 8 9 10
Not important Very Important

2. Inyour opinion, would availability have any impacton privacy?
o Positive
o0 Negative
0 No Impact

3. Portability -the ability of being “light enough” to be carried
{Example: ability to access via mobile/ubitiquowides, ability to access from different browsetsiity to export
information in different formats (xIs, html, pdf)}

Not important
Very Important

4. In your opinion, would portability have any impact on privacy?
o Positive
o0 Negative
0 No Impact

5. Publicity-the quality of being open to public
{Example: ability to make healthcare informationbfialy available such as key health indicator byogephical
location}

0 1 2 3 4 5 6 7 8 9 10
Not important Very Important

6. In your opinion, would publicity have any impact onprivacy?
o Positive
0 Negative
0 No Impact

Informativeness Features

7. Completenessthe quality of being complete and entire; hawengrything that is needed
{Example: ability of health information systempmvide a comprehensive set of services or infapnasuch as
access to individual healthcare profile and preptian medication or access to multiple data soursesh as
National Ambulatory Care Repository System and|\&tats}

0 1 2 3 4 5 6 7 8 9 10
Not important Very Important

8. In your opinion, would completeness have any impaain privacy?
o Positive
o0 Negative
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0 No Impact

9. Integrity — the ability of being undivided or unbroken conplesss, or totality with nothing needed
{Example: Ability of health information system tmyide unbiased, authentic and verifiable inforroati ability to
confirm health profile or user settings}

0 1 2 3 4 5 6 7 8 9 10
Not important Very Important

10. In your opinion, would integrity have any impact onprivacy?
o Positive
0 Negative
0 No Impact

11. Clarity —the ability to be free of obscurity and easy tdenstand

{Example: ability to provide access to clear priyagolicies; use of adequate vocabulary; definitmnprocesses
performed using the system; ability to link to etbeurces of information; availability of only fosed and logically
organized information; search capabilities}

0 1 2 3 4 5 6 7 8 9 10
Not important Very Important

12. In your opinion, would clarity have any impact on givacy?

o Positive

o0 Negative

0 No Impact
13. Currency — the quality of occurring or belonging to a preadene
{Example: ability to provide timely and recent infaation/data refreshes}

Not important Very Important

14. In your opinion, would currency have any impact onprivacy?
o Positive
o0 Negative
0 No Impact

15. Consistency- the ability to express logical coherence and mtzowe with the facts
{Example: ability to generate the same resultsmidgtiple processes/actions}

Not important Very Impdant

16. In your opinion, would consistency have any impaaobn privacy?
o Positive
0 Negative
0 No Impact
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17. Accuracy — the quality of being near to the true value
{Example: limit ambiguity of information such aseoterm having different meaning; no process orrimfation
redundancy; performing processes according to éfnition}

0 1 2 3 4 5 6 7 8 9 10
Not important Very Important

18. In your opinion, would accuracy have any impact orprivacy?
o Positive
0 Negative
0 No Impact

19. Correctness- the quality of being conform to fact or truth
{Example: ability to verify processes and informatiof health information system}

Not important Very Important

20. In your opinion, would correctness have any impacon privacy?
o Positive
o0 Negative
0 No Impact

21. Comparability — the ability to be compared
{Example: ability to compare information generatadthe health information system over period o&}im

Not important Very Important

22. In your opinion, would comparability have any impad on privacy?
o Positive
o0 Negative
0 No Impact

Auditability Features

23. Traceability — the quality of following, discover or ascertaetcourse of development of something
{Example: ability to monitor user actions, who haatess to health information and when}

0 1 2 3 4 5 6 7 8 9 10
Not important Very Important

24. In your opinion, would traceability have any impacton privacy?
o Positive
0 Negative
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0 No Impact

25. Validity — the quality of being valid and rigorous
{Example: ability to verify privacy and access qoig; Is it possible to verify the offered inforrmat by the
website through tests}

Not important Very Important

26. In your opinion, would validity have any impact onprivacy?
o Positive
0 Negative
0 No Impact

27. Accountability — the quality of being explained; made somethiranpbr intangible
{Example: ability to set standards on informaticrcass and sharing by third parties;
ability to notify information custodian about angmstandard activities}

Not important Very
Important

28. In your opinion, would accountability have any impat on privacy?
o Positive
o0 Negative
0 No Impact

29. Usability Features- the quality of being able to provide good servie
{Example:_uniformityability to execute processes according to a prieéefstandard such checking blood test
results online;_intuitivenessbility to easily follow system controls sucheagcute most popular actions from
the main page; operability ability to have some degree of flexibility isngsthe system such as adding, modify
or delete information and processes)

Not important Very
Important

30. In your opinion, would usability have any impact onprivacy?
o Positive
0 Negative
0 No Impact

31. Understandability Features- the quality of comprehensive language or thought
{Example: _Concisenessbility to provide required information in aggrega form such as report;
composabilityability to integrate multiple data sources in te@me system; dependabiabpility of the system
to support itself without relying on external soescsuch as relying on data received from other eigsh

0 1 2 3 4 5 6 7 8 9 10
Not important Very Important
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32. In your opinion, would understandability have any impact on privacy?
o Positive
0 Negative
0 No Impact

33. Please rank the above mentioned categories of trgparency in the order of importance from 1
to 5 (e.g.1l-accessiblity means accessibility is the most ingot and 5-Understandability means
the least important. Do not enter the same numbesreathan once).

____Accessibility
____Informativeness
____Auditability
___Usability
____Understandability

34. Based on the above mentioned non-functional requineent, how much value would you assign
to such set of requirements while working on healtinformation system.

0 1 2 3 4 5 6 7 8 9 10
Not important Very Important

35. Are you familiar with existing legislation proteetj privacy such Personal Health Information
Protection and Electronic Documents Act and Privact?
o Yes
o No

36. Are you familiar with existing privacy measure pratiing personal (health) information such as
encryption, anonymization, data minimization anditig?
0 Yes
o No

Thank you for completing the survey!
Please fold your survey and deposit it in a paperdg specified by survey administrator.

Please note, that this survey is anonymous and dle responses will be presented in an
aggregated form.
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SURVEY Il

Dear Survey Participant,

1. The purpose of this research project is to undedstiae current state of software transparency dsagdow
software transparency is being perceived in thekplace.

2. We would like to validate our findings by conducfia survey on the perceived value software traesgsgrin
the healthcare domain in one of the healthcarenizgtions in Ontario. If you are tmplement software
transparency in your organization with limited funds and resources and you haveion of implementing
software transparendyow much cost would you allocate to each of the safare transparency principles?

Software is deemetlansparent if it makes the information it deals with transpeatr (nformation
transparency) and if it, itself, is transparent, that is itamfns about itself, how it works, what it does artdyw
(process transparency.

This research has been reviewed and approved fopl@nce to research ethics protocols by the Human
Participants Review Subcommittee (HPRC) of Yorkuénsity

There are no known risks or benefits in participgin the survey.

You have the right not to participate, not to ansargy questions, and/or to terminate participatibanytime
without prejudice.

No personal information will be collected and a&léponses will be kept confidential.

Results of the survey will be published in an aggted form.

All responses will be stored for the duration ah6nth after completion of this research projectwhich time
all soft copies of the responses will be permaneatleted and all paper based responses will ezidid.

The survey does not take more than 15 minutesrplaie and we asking you to complete it within Sibass
days. We are offering a small token of appreciattornyour help in completing this survey.

If you have any questions about this study, pléaskfree to contact me or York University directly

Principal Researcher Graduate Program Office Manager of Research Efbicthe
University at the Office of Research
Services

Olena Zinovatna Office: 3068 Tel Bldg Office: 214 York Lanes,

Phone: 647-830-3536 Fax: 416-736-5287 phone 416-736-5914

Email: ozinovat@yorku.ca  E—mail:lapsitec@yorku.ca
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Accessibility Principles

Availability-the ability of being readily available when needed

{Example: healthcare information system is avaiabhline; there is a standard process of regisggtim gain

access to the

37. In your opinion, how much of the overall project cst would you be able to allocate to enable
Availability?

a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0% e) 2.0-2.5 % i) 3.5-4.0 %
c) 1.0-1.5% f) 2.5-3% h) >4%

Portability-the ability of being “light enough” to be carried

{Example: ability to access via mobile/ubitiquowides, ability to access from different browsetsility to export

information in different formats (xIs, html, pdf)}

38. In your opinion, how much of the overall project cat would you be able to allocate to enable
Portability?

a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0% e) 2.0-2.5 % i) 3.5-4.0 %
c) 1.0-1.5% f) 2.5-3% h) >4%

Publicity-the quality of being open to public

{Example: ability to make healthcare informationbfialy available such as key health indicator bygephical

location}

39. In your opinion, how much of the overall project cat would you be able to allocate to enable
Publicity?

a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0% e) 2.0-2.5 % i) 3.5-4.0 %
c) 1.0-1.5% f) 2.5-3% h) >4%

Informativeness Principles

Completenessthe quality of being complete and entire; havewvgrything that is needed

{Example: ability of health information systempimvide a comprehensive set of services or infaonauch as

access to individual healthcare profile and preptiain medication or access to multiple data sousagsh as

National Ambulatory Care Repository System and|\&tats}

40. In your opinion, how much of the overall project cat would you be able to allocate to enable
Completeness?

a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0% e) 2.0-2.5 % i) 3.5-4.0 %
c) 1.0-1.5% f) 2.5-3% h) >4%

Integrity — the ability of being undivided or unbroken congahess, or totality with nothing needed
{Example: Ability of health information system toyide unbiased, authentic and verifiable inforrati ability to
confirm health profile or user settings}

41. In your opinion, how much of the overall project cst would you be able to allocate to enable

Integrity?

a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0% e) 2.0-2.5% i) 3.5-4.0 %
c) 1.0-1.5% f) 2.5-3% h) >4%
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Clarity —the ability to be free of obscurity and easy tdenstand

{Example: ability to provide access to clear priygmlicies; use of adequate vocabulary; definitafrprocesses
performed using the system; ability to link to etbeurces of information; availability of only foeed and logically
organized information; search capabilities}

42. In your opinion, how much of the overall project cst would you be able to allocate to enable

Clarity?

a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0% e) 2.0-2.5% i) 3.5-4.0 %
c) 1.0-1.5% f) 2.5-3% h) >4%

Currency- the quality of occurring or belonging to a preséme
{Example: ability to provide timely and recent infaation/data refreshes}
43. In your opinion, how much of the overall project cat would you be able to allocate to enable

Currency?

a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0% e) 2.0-2.5 % i) 3.5-4.0 %
c) 1.0-1.5% f) 2.5-3% h) >4%

Consistency- the ability to express logical coherence and agance with the facts

{Example: ability to generate the same resultsmaidgtiple processes/actions}

44. In your opinion, how much of the overall project cat would you be able to allocate to enable
Consistency?

a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0% e) 2.0-2.5 % i) 3.5-4.0 %
c) 1.0-1.5% f) 2.5-3% h) >4%

Accuracy- the quality of being near to the true value

{Example: limit ambiguity of information such aseoierm having different meaning; no process orrimfation
redundancy; performing processes according to éfénition}

45. In your opinion, how much of the overall project cat would you be able to allocate to enable

Accuracy?

a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0% e) 2.0-2.5 % i) 3.5-4.0%
c) 1.0-1.5% f) 2.5-3% h) >4%

Correctness the quality of being conform to fact or truth
{Example: ability to verify processes and informatiof health information system}

46. In your opinion, how much of the overall project cat would you be able to allocate to enable

Correctness?

a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0% e) 2.0-2.5 % i) 3.5-4.0 %
c) 1.0-1.5% f) 2.5-3% h) >4%

47. Comparability— the ability to be compared
{Example: ability to compare information generatadthe health information system over period o&}im
In your opinion, how much of the overall project cat would you be able to allocate to enable
Comparability?
a) 0% d) 1.5-2% g) 3.0-3.5%
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b) 0.5-1.0% e) 2.0-2.5 % i) 3.5-4.0 %
c) 1.0-1.5% f) 2.5-3% h) >4%

Auditability Principles

Traceability— the quality of following, discover or ascertairetcourse of development of something
{Example: ability to monitor user actions, who haatess to health information and when}

48. In your opinion, how much of the overall project cat would you be able to allocate to enable
Traceability?

a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0% e) 2.0-2.5 % i) 3.5-4.0 %
c) 1.0-1.5% f) 2.5-3% h) >4%

Validity — the quality of being valid and rigorous
{Example: ability to verify privacy and access awts; Is it possible to verify the offered inforrat by the
website through tests}

49. In your opinion, how much of the overall project cat would you be able to allocate to enable
Validity?

a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0% e) 2.0-2.5 % i) 3.5-4.0 %
c) 1.0-1.5% f) 2.5-3% h) >4%

Accountability— the quality of being explained; made somethiinpbr intangible
{Example: ability to set standards on informatiaztass and sharing by third parties; ability to fyti
information custodian about any non-standard atitgi

50. In your opinion, how much of the overall project cst would you be able to allocate to enable
Accountability?

a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0% e) 2.0-2.5 % i) 3.5-4.0 %
c) 1.0-1.5% f) 2.5-3% h) >4%

Usability Principles- the quality of being able to provide good servic

{Example:_uniformityability to execute processes according to a prieeédfstandard such checking blood test
results online;intuitivenessbility to easily follow system controls suchexgcute most popular actions from
the main page; operability ability to have some degree of flexibility isngsthe system such as adding, modify
or delete information and processes)

51. In your opinion, how much of the overall project cat would you be able to allocate to enable
Usability?
a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0% e) 2.0-2.5% i) 3.5-4.0 %
c) 1.0-1.5% f) 2.5-3% h) >4%

Understandability Principles— the quality of comprehensive language or thougfiExample:

Concisenesability to provide required information in aggrega form such as report; composabilébpility to
integrate multiple data sources in the same systiEpendabilityability of the system to support itself without
relying on external sources such as relying on dateived from other agencies}
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16. In your opinion, how much of the overall projet cost would you be able to allocate to enable
Understandability?

a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0% e) 2.0-2.5 % i) 3.5-4.0 %
c) 1.0-1.5% f) 2.5-3% h) >4%

17. In total how much you'd consider to pay more fosoftware that would help your company to be
transparent

a) 0-1% d) 3-4% g) 6-7% )9-10% l) 12-13%
b) 1 -2% e) 4-5% i) 7-8 % i) 10-11% n) 1344
c) 2-3% f) 5-6% h) 8-9% k) 11-12%  m) 14-15%

18. What are the potential barriers that you forese that may prevent implementation of any of the
above software transparency principles? Please elatate:

Thank you for completing the survey!
Please fold your survey and deposit it in a paperdy specified by survey administrator.
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APPENDIX G- SURVEY DICTIORARIES

SURVEY DICTIONARY |

Survey Questions

Data Matrix Worksheet

Please rate the importance of following transpargn
features as part of the future health informatio
system on a scale of 0 to 10 (0 is Not importanta
10 is Very Important)

1. Availability -the ability of being
available when needed
{Example: healthcare information system is avakg
online; there is a standard process of registertioggain
access to the information system; once registerdd
required information is readily available}

readily

wron a scale of 0 to 10 (O is Not important and 10Msry
Important)

1. Availability -the ability of
available when needed
{Example: healthcare information system is avaiabhline;

being

information system; once registered all requireébrmation
ig readily available}

cPlease rate the importance of following transparen
nfeatures as part of the future health informatiorystem

readily

bthere is a standard process of registering to gainess to the

O0to 10

e e e e e e e e
o 1 2 3 4 56 7 8 9 10
Not important Very Important

2. Inyour opinion, would availability have any 2. In your opinion, would availability have any

impact on privacy? impact on privacy?

o Positive Positive=0

0 Negative Negative=1

o0 No Impact No Impact =2

0
3. Portability -the ability of being “light enough| 3. Portability -the ability of being “light enough

to be carried
{Example: ability to access via mobile/ubitiquosvides,
ability to access from different browsers, abiltty export
information in different formats (xIs, html, pdf)}

10

Not important Very Important

to be carried
{Example: ability to access via mobile/ubitiquosvides,

information in different formats (xIs, html, pdg}to 10

ability to access from different browsers, abiltty export
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4. In your opinion, would portability have any
impact on privacy?

o Positive

0 Negative

0 No Impact

4. In your opinion, would portability have any
impact on privacy?

Positive=0

Negative=1

No Impact =2

5. Publicity-the quality of being open to public
{Example: ability to make healthcare informationbfialy
available such as key health indicator by geograph
location}

5. Publicity-the quality of being open to public
{Example: ability to make healthcare information biialy
available such as key health indicator by geogragh
location}

e e e e B e e e 0to 10
o 1 2 3 4 56 7 8 9 10
Not important Very Important
6. In your opinion, would publicity have any 6. In your opinion, would publicity have any
impact on privacy? impact on privacy?
o Positive Positive=0
0 Negative Negative=1
0 No Impact No Impact =2
7. Completenes- the quality of being complete 7. Completenes- the quality of being complete

and entire; having everything that is needed
{Example: ability of health information systempmvide a
comprehensive set of services or information sichaeess
to individual healthcare profile and prescriptionedication
or access to multiple data sources such as Natig
Ambulatory Care Repository System and Vital Stats}

and entire; having everything that is needed
{Example: ability of health information systempmovide a
comprehensive set of services or information sucacaess ta
individual healthcare profile and prescription medifion or

pregdcess to multiple data sources such as NationabuAaory

Care Repository System and Vital Stats}

e e e e e e o 01010
o 1 2 3 4 56 7 8 9 10
Not important Very Important
8. In your opinion, would completeness have 8. In your opinion, would completeness have
any impact on privacy? any impact on privacy?
o Positive Positive=0
0 Negative Negative=1
o0 No Impact No Impact =2
9. Integrity — the ability of being undivided qr 9. Integrity — the ability of being undivided g

unbroken completeness,
nothing needed
{Example: Ability of health information system tmvyide
unbiased, authentic and verifiable information; ldki to
confirm health profile or user settings}

or totality w

t

h unbroken completeness, or totality with noth
needed

{Example: Ability of health information system tooyide
unbiased, authentic and verifiable information; ldbi to

confirm health profile or user settings}
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0 1 2 3 4 56 7 8 9 10

Not important Very Important

0to 10

10. In your opinion, would integrity have any
impact on privacy?

o Positive

0 Negative

o0 No Impact

10 In your opinion, would integrity have any
impact on privacy?
Positive=0
Negative=1
No Impact =2

11 Clarity —the ability to be free of obscurity and
easy to understand

{Example: ability to provide access to clear privac{Example: ability to provide access to clear priygoolicies;
policies; use of adequate vocabulary; definitiopodcesses use of adequate vocabulary; definition of procegmrformed
using the system; ability to link to other source$
information;
organized information; search capabilities}

performed using the system; ability to link to eteeurces
of information; availability of only focused andgically
organized information; search capabilities}

0 1 2 3 4 56 7 8 9 10

Not important Very Important

Oto 10

11. Clarity —the ability to be free of obscurity and
easy to understand

availability of only focused and logity

12.In your opinion, would clarity have any
impact on privacy?

o Positive

0 Negative

0 No Impact

12.In your opinion, would clarity have any
impact on privacy?
Positive=0
Negative=1
No Impact =2

13. Currency — the quality of occurring or
belonging to a present time
{Example: abilty to provide timely and

information/data refreshes}

0 1 2 3 4 56 7 8 9 10

Not important Very Important

recen{Example:
information/data refreshes}

0to 10

13. Currency — the quality of occurring of
belonging to a present time
ability to provide timely

and recent

14. In your opinion, would currency have any
impact on privacy?

o Positive

0 Negative

o No Impact

14.In your opinion, would currency have any
impact on privacy?
Positive=0
Negative=1
No Impact =2

15. Consistency — the ability to express logical

15. Consistency — the ability to express logica
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coherence and accordance with the facts
{Example: ability to generate the same results wialtiple
processes/actions}

10

Not important Very Important

coherence and accordance with the facts
{Example: ability to generate the same results wialtiple
processes/actions}

Oto 10

16. In your opinion, would consistency have any
impact on privacy?

16. In your opinion, would consistency have any
impact on privacy?

o Positive Positive=0
0 Negative Negative=1
0 No Impact No Impact =2
17. Accuracy — the quality of being near to the 17. Accuracy — the quality of being near to the true
true value value
{Example: limit ambiguity of information such aseoterm| {Example: limit ambiguity of information such aseoterm
having different meaning; no process or informatiohaving different meaning; no process or informatijon
redundancy; performing processes according to |itedundancy; performing processes according to éfinition}
definition}
Oto 10
|"“I“"I““I'“'I“"I““I"“I““I““I““|
0 1 2 3 4 56 7 8 9 10
Not important Very Important
18. In your opinion, would accuracy have any 18. In your opinion, would accuracy have any
impact on privacy? impact on privacy?
o Positive Positive=0
0 Negative Negative=1
0 No Impact No Impact =2
19. Correctness- the quality of being conform to  19. Correctness - the quality of being conform tp

fact or truth
{Example: ability to verify processes and informatiof
health information system}

10

Not important Very Important

fact or truth
{Example: ability to verify processes and informoati of
health information system}

0to 10

20. In your opinion, would correctness have any
impact on privacy?

20. In your opinion, would correctness have any

impact on privacy?
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o Positive
0 Negative
o0 No Impact

Positive=0
Negative=1
No Impact =2

21. Comparability — the ability to be compared
{Example: ability to compare information generateyl
the health information system over period of time}

10

Not important Very Important

21. Comparability — the ability to be compared
{Example: ability to compare information generatby
the health information system over period of time}

0to 10

22. In your opinion, would comparability have
any impact on privacy?

o Positive

0 Negative

0 No Impact

22.In your opinion, would comparability have
any impact on privacy?
Positive=0
Negative=1
No Impact =2

Auditability Features

23. Traceability — the quality of following,

Auditability Features

23. Traceability

the quality of following,

discover or ascertain the course |of discover or ascertain the course of development
development of something of something
{Example: ability to monitor user actions, who had {Example: ability to monitor user actions, who had
access to health information and when} access to health information and when}
|""I"“I"“I“"I“"I"“I““I““I““I““| 01010
o 1 2 3 4 56 7 8 9 10
Not important Very Important
24.In your opinion, would traceability have 24. In your gpinion, would traceability have any
any impact on privacy? impact on privacy?
o Positive Positive=0
0 Negative Negative=1
0 No Impact No Impact =2
25. Validity — the quality of being valid and 25. Validity — the quality of being valid and

rigorous
{Example: ability to verify privacy and access colx;
Is it possible to verify the offered information the
website through tests}

rigorous
{Example: ability to verify privacy and access aof; Is
it possible to verify the offered information by tivebsite
through tests}
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10

Not important Very Important

0to 10

26. In your opinion, would validity have any

impact on privacy?

26.In your opinion, would validity have any
impact on privacy?

£S

fion

o Positive Positive=0
0 Negative Negative=1
o0 No Impact No Impact =2
27. Accountability — the quality of being 27. Accountability — the quality of being explained;
explained; made something plain or intangible made something plain or intangible
{Example: ability to set standards on information {Example: ability to set standards on informatioocass
access and sharing by third parties; and sharing by third parties;
ability to notify information custodian about anpm ability to notify information custodian about anym
standard activities} standard activities}
|““I““I'“'I'“'I'“'I"“I““I““I““I““| 01010
0 1 2 3 4 56 7 8 9 10
Not important Very Important
28. In your opinion, would accountability have 28. In your opinion, would accountability have
any impact on privacy? any impact on privacy?
o Positive Positive=0
0 Negative Negative=1
0 No Impact No Impact =2
29. Usability Features- the quality of being able 29. Usability Features - the quality of being able
to provide good service to provide good service
{Example: _uniformityability to execute process¢s {Example: _uniformityability to execute processeé
according to a predefined standard such checkingd! according to a predefined standard such checkirapd!
test results online;_intuitivenesability to easily follow test results online;_intuitivenessbility to easily follow
system controls such as execute most popular &ction system controls such as execute most popular ac
from the main page; operability ability to have some from the main page; operability ability to have some
degree of flexibility is using the system such @diray, degree of flexibility is using the system such ddirag,
modify or delete information and processes) modify or delete information and processes)
Oto 10

10

Not important Very Important

30. In your opinion, would usability have any 30. In your opinion, would usability have any
impact on privacy? impact on privacy?

o Positive Positive=0

0 Negative Negative=1
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0 No Impact

No Impact =2

31. Understandability Features- the quality of
comprehensive language or thought
{Example: _Concisenesility to provide required
information in aggregated form such as repg
composabilityability to integrate multiple data source

to support itself without relying on external soesq
such as relying on data received from other agesjcie

10

Not important Very Important

S
in the same system; dependabiltyility of the system

31. Understandability Features- the quality of

comprehensive language or thought
{Example: _Conciseneszhility to provide
information in aggregated form such as
composabilityability to integrate multiple data sources
the same system; dependabibyility of the system t
support itself without relying on external sourcegh as
relying on data received from other agencies}

required
rt;

0to 10

32.In your opinion, would understandability
have any impact on privacy?

32.In your opinion, would understandability
have any impact on privacy?

repart;

O

o Positive Positive=0
0 Negative Negative=1
0 No Impact No Impact =2
33. Please rank the above mentioned categories  33. Please rank the above mentioned categorie
of transparency in the order of importance of transparency in the order of importance
from 1 to 6 (e.g. l-accessiblity means from 1 to 6 (e.g. l-accessiblity mean
accessibility is the most important and 6- accessibility is the most important and
Understandability means the least important. Understandability means the least importar
Do not enter the same number more than Do not enter the same number more tha
once). once).
____Accessibility ____Accessibility
___Informativeness ___Informativeness
____Auditability ____Auditability
____Usability ____Usability
____Understandability ____Understandability
34.Based on the above mentioned non-  34.Based on the above mentioned non-functiona
functional requirement, how much value requirement, how much value would you
would you assign to such set df assign to such set of requirements whil
requirements while working on health working on health information system.
information system. Oto 10
e e e e e e o
o 1 2 3 4 56 7 8 9 10
Not important Very Important

al

D

35. Are you familiar with existing legislatio
protecting privacy such Personal He3g
Information  Protection and  Electron

N35 Are you familiar with existing legislation proteng
[thrivacy such Personal Health Information Protectiod
icElectronic Documents Act and Privacy Act?

Documents Act and Privacy Act?
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o Yes
o No

Yes=0
No=1

36. Are you familiar with existing privacy measure

protecting personal (health) information such protecting personal (health) information such
as encryption, anonymization, data encryption, anonymization, data minimizati
minimization and auditing? and auditing?

o Yes Yes=0

o No No=1

36 Are you familiar with existing privacy measure

as
olp|

SURVEY DICTIONARY I

Survey Questions

Data Matrix Worksheet

Accessibility Principles

Availability-the ability of being readily available whe
needed

{Example: healthcare information system is avaikabl
online; there is a standard process of registetiogain
access to the

1. Inyour opinion, how much of the overall
project cost would you be able to allocate to
enable Availability?
a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0% e) 2.0-2.25% i) 3.5-4.0 %
c) 1.0-1.5% f) 2.5-3% h) >4%

In your opinion, how much of the overall project
cost would you be able to allocate to enable
Availability?

Percentage range as specified in the questiorD¥g.
1.5-2.0% etc.

Portability-the ability of being “light enough” to be
carried

{Example: ability to access via mobile/ubitiquowides,
ability to access from different browsers, abitibyexport
information in different formats (xIs, html, pdf)}

2. Inyour opinion, how much of the overall
project cost would you be able to allocate to
enable Portability?

a) 0% d) 1.5-2% g) 3.0-3.5%

b) 0.5-1.0% e)2.0-2.25% i) 3.5-4.0 %

c) 1.0-1.5% f) 2.5-3% h) >4%

2. Inyour opinion, how much of the overall project
cost would you be able to allocate to enable

Portability?

Percentage range as specified in the questiorD%g.
1.5-2.0% etc.

Publicity-the quality of being open to public
{Example: ability to make healthcare informationbfialy
available such as key health indicator by geograghi
location}

3. In your opinion, how much of the overall project
cost would you be able to allocate to enable

Publicity?

3. In your opinion, how much of the overall
project cost would you be able to allocate to Percentage range as specified in the questior0%g.
enable Publicity? 1.5-2.0% etc.

a) 0% d) 1.5-2% g) 3.0-3.5%
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b) 0.5-1.0%
¢) 1.0-1.5%

e) 2.0-2.25 %
f) 2.5-3%

) 3.5-4.0 %
h) >4%

Informativeness Principles

Completenessthe quality of being complete and
entire; having everything that is needed

{Example: ability of health information systemptmvide a
comprehensive set of services or information schcaess
to individual healthcare profile and prescriptioredication
or access to multiple data sources such as National
Ambulatory Care Repository System and Vital Stats}

4. In your opinion, how much of the overall
project cost would you be able to allocate to

enable Completeness?

a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0%  €)2.0-2.25 % i) 3.5-4.0 %
) 1.0-15%  f) 2.5-3% h) >4%

4. In your opinion, how much of the overall project
cost would you be able to allocate to enable

Completeness?

Percentage range as specified in the questiorD¥%g.
1.5-2.0% etc.

Integrity — the ability of being undivided or unbroker
completeness, or totality with nothing needed
{Example: Ability of health information system toyide
unbiased, authentic and verifiable information; lapito
confirm health profile or user settings}

5. In your opinion, how much of the overall
project cost would you be able to allocate to

enable Integrity?

a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0%  €)2.0-2.25 % i) 3.5-4.0 %
) 1.0-15%  f)2.5-3% h) >4%

5. Inyour opinion, how much of the overall project
cost would you be able to allocate to enable

Integrity?

Percentage range as specified in the questiorD%g.
1.5-2.0% etc.

Clarity —the ability to be free of obscurity and easy t
understand

{Example: ability to provide access to clear priyac
policies; use of adequate vocabulary; definitiorpafcesses
performed using the system; ability to link to etbeurces
of information; availability of only focused andjically
organized information; search capabilities}

6. Inyour opinion, how much of the overall
project cost would you be able to allocate to

enable Clarity?

a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0%  e)2.0-2.25 % i) 3.5-4.0 %
) 1.0-15%  f)2.5-3% h) >4%

06. In your opinion, how much of the overall project
cost would you be able to allocate to enable

Clarity?

Percentage range as specified in the questiorD%g.
1.5-2.0% etc.

Currency- the quality of occurring or belonging to a
present time

7. Inyour opinion, how much of the overall project

cost would you be able to allocate to enable

{Example: ability to provide timely and recent

Currency?
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information/data refreshes}

7. Inyour opinion, how much of the overall
project cost would you be able to allocate to
enable Currency?

a) 0% d) 1.5-2% g) 3.0-3.5%

b) 0.5-1.0% e)2.0-2.25% i) 3.5-4.0 %

c) 1.0-1.5% f) 2.5-3% h) >4%

Percentage range as specified in the questiorD%g.
1.5-2.0% etc.

Consistency- the ability to express logical coherenc
and accordance with the facts

{Example: ability to generate the same resultsmiatiple
processes/actions}

8. In your opinion, how much of the overall
project cost would you be able to allocate to
enable Consistency?

a) 0% d) 1.5-2% g) 3.0-3.5%

b) 0.5-1.0% e)2.0-2.25% i) 3.5-4.0 %

c) 1.0-1.5% ) 2.5-3% h) >4%

e8.

In your opinion, how much of the overall project
cost would you be able to allocate to enable
Consistency?

Percentage range as specified in the questiorD%g.
1.5-2.0% etc.

Accuracy- the quality of being near to the true value
{Example: limit ambiguity of information such aseoterm
having different meaning; no process or information
redundancy; performing processes according to its

definition}

9. In your opinion, how much of the overall
project cost would you be able to allocate to
enable Accuracy?

a) 0% d) 1.5-2% g) 3.0-3.5%

b) 0.5-1.0% e)2.0-2.25% i) 3.5-4.0 %

c) 1.0-1.5% f) 2.5-3% h) >4%

9. Inyour opinion, how much of the overall project
cost would you be able to allocate to enable

Accuracy?

Percentage range as specified in the questiorD%g.
1.5-2.0% etc.

Correctness the quality of being conform to fact or
truth

{Example: ability to verify processes and informatiof
health information system}

10. In your opinion, how much of the overall
project cost would you be able to allocate to
enable Correctness?

a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0%  e)2.0-2.25 % i) 3.5-4.0 %
c)1.0-15%  f)2.5-3% h) >4%

10. In your opinion, how much of the overall project
cost would you be able to allocate to enable
Correctness?

Percentage range as specified in the questiorD%g.
1.5-2.0% etc.

11. Comparability— the ability to be compared
{Example: ability to compare information generatad
the health information system over period of time}
In your opinion, how much of the overall

11. In your opinion, how much of the overall project
cost would you be able to allocate to enable
Comparability?
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project cost would you be able to allocate to
enable Comparability?

a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0%  e)2.0-2.25 % i) 3.5-4.0 %
) 1.0-15%  f)2.5-3% h) >4%

Percentage range as specified in the questiorD%g.
1.5-2.0% etc.

Auditability Principles

Traceability— the quality of following, discover or

ascertain the course of development of something
{Example: ability to monitor user actions, who had
access to health information and when}

12. In your opinion, how much of the overall
project cost would you be able to allocate to
enable Traceability?

a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0%  €)2.0-2.25 % i) 3.5-4.0 %
) 1.0-15%  f) 2.5-3% h) >4%

12. In your opinion, how much of the overall project
cost would you be able to allocate to enable
Traceability?

Percentage range as specified in the questiorD%g.
1.5-2.0% etc.

Validity — the quality of being valid and rigorous
{Example: ability to verify privacy and access cmit;
Is it possible to verify the offered information the
website through tests}

13. In your opinion, how much of the overall
project cost would you be able to allocate to
enable Validity?

a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0%  e)2.0-2.25 % i) 3.5-4.0 %
) 1.0-15%  f) 2.5-3% h) >4%

13. In your opinion, how much of the overall project
cost would you be able to allocate to enable
Validity?

Percentage range as specified in the questiorD%g.
1.5-2.0% etc.

Accountability— the quality of being explained; mad
something plain or intangible
{Example: ability to set standards on information
access and sharing by third parties; ability toifot
information custodian about any non-standard
activities}

14. In your opinion, how much of the overall
project cost would you be able to allocate to
enable Accountability?

a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0%  e)2.0-2.25 % i) 3.5-4.0 %
) 1.0-15%  f)2.5-3% h) >4%

e 14. In your opinion, how much of the overall project
cost would you be able to allocate to enable
Accountability?

Percentage range as specified in the questiorD%g.
1.5-2.0% etc.

Usability Principles- the quality of being able to
provide good service

15. In your opinion, how much of the overall project

cost would you be able to allocate to enable
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{Example: uniformity-ability to execute processes
according to a predefined standard such checkiogd!
test results online; intuitiveness- ability to dagollow
system controls such as execute most popular actior
from the main page; operability — ability to havense
degree of flexibility is using the system suchdxdireg,
modify or delete information and processes)

In your opinion, how much of the overall

project cost would you be able to allocate to
enable Usability?

15.

a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0%  e)2.0-2.25 % i) 3.5-4.0 %
) 1.0-15%  f) 2.5-3% h) >4%

Usability?

Percentage range as specified in the questiorD%g.
1.5-2.0% etc.

Understandability Principles— the quality of
comprehensive language or thougkiExample:
Concisenesability to provide required information in
aggregated form such as report; composabidibjlity to
integrate multiple data sources in the same system;
dependabilityability of the system to support itself without
relying on external sources such as relying on detaeived
from other agencies}

16. In your opinion, how much of the overall
project cost would you be able to allocate to enadl
Understandability?

a) 0% d) 1.5-2% g) 3.0-3.5%
b) 0.5-1.0%  e)2.0-2.25 % i) 3.5-4.0 %
) 1.0-15% f)2.5-3% h) >4%

16. In your opinion, how much of the overall project
cost would you be able to allocate to enab
Understandability?

Percentage range as specified in the questiorD%g.
1.5-2.0% etc.

17. In total how much you'd consider to pay more
for software that would help your company to be
transparent

a) 0-1%  d)3-4% g)6-7% i)9-10%l) 12-

13%

b)1-2%  €)4-5% e)7-8% j)10-11%) 13-

14%

c)2-3%  f)56% h)8-9%k) 11-12% mj-1
15%

17. In total how much you'd consider to pay more fo
software that would help your company to be
transparent

Percentage range as specified in the questio®-i185,
1-2.0% etc.
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APPENDIX H- STATISTICAL TESTS

HO AND H2- IMPORTANCE OFSOFTWARE TRANSPARENCY
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HO AND H3- THE IMPACT OFSOFTWARE TRANSPARENCY ONPRIVACY
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HO AND H4- VALUE OF SOFTWARE TRANSPARENCY ASNON-FUNCTIONAL REQUIREMENT
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HO AND H5- BUDGET ALLOCATION FOR SOFTWARE TRANSPARENCY
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