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Abstract

Applications that tailor information to the user rely on data being collected and communicated.
This may lead to privacy concerns about personal data and how it can be used. Even when privacy
controls are available, it is not always clear which settiog$rol the data collection. Furthermore,
with the volume of data that is being collected, it is not always obvious how the data is collected.

Other researchers have proposed solutions to assist the user to manage privacy. Yet there is a
need for a saoition that will support privacy management on different devices, for multiple
applications anaveb services.

PrivateMeincludes a privacy goal model to capture privacy goals, a generic taxonomy of
privacy settings and permissions, and an ontology to store reusable knowledge about how the
privacy settings and permissions interact. PrivateMe is evaluated with three eséheashow

its applicability to managing privacy on multiple devices.
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Chapter 1:Introduction

This researcls motivated by the privacy concerns that arise ftbewolume ofdatathatis
being collected and useldy applications Preserving privacy is important as it protects
fundamental democratic freedoms and riglWanaging pracy, howevercan becomplicated as
privacy controls fowvariousdevices and applications can differ. Algwivacy is abstract and
subjectiw, as illustratedn Figurel. Additionally, there arether aspects of privacy thatake it
complex such as time, context, atdlancingo n epdivacy with the needs dadociety these

aspectare described in more detail in Sectih

~ "

o
Albert likes to keep personal Brenda tells her colleagues Conrad posts a message on
matters private; he says about where she plans to go for  social media when he is at the
nothing about his vacation her vacation but she chooses to airport, ready to leave for his
destination to anyone except only share pictures of her vacation, and posts or tweets
his travel companion. holiday with her close family pictures of his vacation
and friends activities while he is there
No disclosure Full public disclosure
Most Private Least Private

Figurel: Privacy is subjective

1.1 Motivation

In this Section| begin withexamplef applicationghat use private datnd the benefits that

theapplications cawoffer. Thenl considerthe compromises between sgwbenefits and privacy



| show that managingo n epdvate dataacrossmultiple devices and applidahs can become

complex | discussthe privacy concernsnd the issuethat can arise from using applicatipns

which leadto the research objective;n Section1.2

introduction of PrivateMe.

| refer to the European Union (EU) General Data Protection Regulation (GDPR) as an example

| conclude this section with a brief

of legislation that is in place farotect private dataSo, hroughout thigproposall use the GDPR

term data subjecto indicate the person about whgrersonal data ibeing captured, processed,

or stored[8]. Although if data about aseris captured, theiserbecomesa data subjectthe

reverse is not necessarily the gabat is,thedata subjectnay or may not be theser. | also use

the GDPRterms datacontroller, to refer to the person or organization that is collecting the data

data processaqrto refer to the person or organizatiprocessing the daf&]. When referring to

either adata controlleror adata processomr both, | use the terservice provider | discuss the

GDPR more fully in Sectio.2
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Mobile devicesmobileapplicatiors (apps) andweb servicegonstantly gather, transmit, and
process data to provide services thir functionality and added conveniencés illustrated in
Figure 2, the ckvice settings control access to data such as the locatiist the application
permissions determine whether the application may access the Eataxamplea financial
servicesapplication requests access to the location of a mobile devime alte to find offices in
the vicinity. If theLocationdevicesettingsi On 0 and t he permi ssion i s ¢
whenever the user searches for nearby offitesapplicatiorsimply accesses the location of the
device and it shows the results on a map. If, however, the application does not have the required
permission, or theocationdevicesettingi s fitRefapplbicatiomequests that thgermission be
granted and that thieocationdevices et t i ng b e daherwiseit reqeices uSeD imput,
Anotherexampleis a photo repositor web servicethat offers the convenience adutomatically
backingup the photos, with thaddedbenefit of identifying and filtering photos based on the
contents of the photés

There are also several examples of the compromise betweea 6 s p rthewenefits an d
that one may realize when using applications. In the example fiidneial servicespplication,
one museither switch thé.ocationdevices et t i ng A Ono6 or i npuwivingl ocat i
up some location privacyOnce theLocationdevices et t i ng i s AOno, It may a
to be accessebly other applications that request this permission. In the example phtite
repositoryweb servicethe potentid threat to privacys thatover time, the photos could provide
information about the time of year one goes on vacation and whether one has a favourite vacation
spot. One magelectthe privacy optiorfor theweb servicenot to storelocation history anahot

totrackactivity. Nevertheless, photos that contain a distinctive landmark in the background, which

2 https://www.google.com/photos/about/



https://www.google.com/photos/about/

could be identified by the photweb servicefunctionality [14], could provide details ofo n e 6 s
| ocation history ,partiduladyrsiacé the data of the picaurelsostoredt i e s
If facial features are analyzed to determine which photos congairtiaulardata subjectthis data
could be captured by the data controtta.

Attempts at managing n epilvate datacanbecome rather complex as it may lead tdflotis
between therivacysettings on different devices or betwgemmissions fomultiple applications
When a data subjeasesmultiple devices, applications, ameéeb servics, the privacy settingr
permissionselected for onef thesemay affect he selections previously made for anotheor
example, ifthe financial servicesapplicationand a shopping application both start with the
Locationpermission grantedvhile theLocationdevicesettingisii Of f 6, t hen nei t her
has acces# the location of the devicelf the Locationdevices et t i ng i s ,tleewi t che
financial servicespplicationis permitted toaccess the device location butisdhe shopping
application. The data subjetipwever,may be unaware that the shopping application now has
this permission.If the data subject doemt want to permit the shopping applicatioraccess the
location thiscauses a conflict b mwivasyegeah antl thelLocatient a s u't
permissionof the shopping application.

Although data collection is necessary fapplications to functionit can lead toprivacy
concernssuch adndirect data collectioninference, aggregation, and unethical use ofddu@.
According to Sengu[15], indirect data collection occurs when data is being captured for a
particular purpose but it also inadvertently collects additidatga Vojkovio [16] provides the
example of video surveillanca a smart cityindirectly providing the means to identifjata
subjectdy the carghatthey drive If the video isbeingrecorded to model traffic patternsjs

not necessary to identify the drivetbg data should be restricted to only what is necegsary



pseudonymizing, or preferablyy anonymizing, thegersonally identifiable datd 6]. Inference
occurs when the available data is used to ascertain additional pieces of inforhakiorror
example Fernquist etl. [18] shows that metadata such as time and event profiles can be used to
infer the identities of loT usersven thoughhe metadataoes not include data about the dser
Observing the data over a longer period of time, increasing the volume odidtaggregatign

that is,combiningdifferentpiecesof datg alsoimprovesthe accuracy with which the user can be
identified [18]. Finally, it is considerediunethicadb to disseminate the dafd9] or to have a
secondary use for the data, thettd use it for purposes other than that for which itavegnally
collected without obtaining explicit conseffitom the data subje¢0], [21].

Data protection and privacy laws such as the European Union (EU) General Data Protection
Regulation (GDPR), airto protect the privacy of data subjects in the collection, processing, use
and storage of personal d§8& The GDPR applies to aiU companiesndto any international
companies that conduct business in the EU, that process personal data of EU [Slibjaalis
[22].

Despitelegislatiors such as the GDPR, data subjects may still remaaware of how, why,
and when the data is collected, or how it will be used in the f{t8le[23], [24] According to
Anthonysamy et a[25], there are some discrepancies between the privacy policies of soale soci
network sites and the privapgrmissioncontrols that areffered to the data subjectZimmeck
et al.[26] finds thatthere is a difference between the dettlectedand usedy some mobile
applications and what is stated in the privacy policieAdditionally, Almuhimedi et al.[27]

indicatesthatdata subjects changleeir appprivacy permission®nce they are aware thddtais

3 Note that here | use the terrserrather thardata subjecbecause in this case, the data does not include data about
the person.



being collected This makes it necessary for the data subject to trust that the service gravlider
only use the data for the intended purpf2dd, [28]. Accordingly, when the service provider is
accountable for the use and protection of the datelps the data subject to trust the service
provider and the technolod¥9], [21].

For a data subject to manage and coriti®lor herown dataColley and Crabtrefl 9] offers
a possible solution, anérec [28] surveys currently available solutions, however these are for
only one particular type of applicatio®el-adaptive systems for privacy have also been proposed
in [23], [24], [29], however, these rely on the application itself to manage private ddta
solution inAlmuhimedi et al[27] monitors and warns the data subject when data is collected by
apps on a device. It is, however, limited to time device.The solutions offered bjd0], [31],
are designed for ubiquitous computing environmentangheinrich[30] has proposed using a
private proxy to manage data dissemination in a ubiquitous computing environment, when data is
requested by other proxiesSchaub et al[31] proposes a solution for autonomous pay
management in ubiquitous computingvhich adapts to changes in context and makes
recommendations to the user when need@dthough [31] helps the data subject to manage
multiple devices, including mobile phones, it does describe how any conflictsetween the
device settings and app permissians resolved.

The related work discussed abgwatects privacy by limitinglata collection and sharing.
While Tun et al[29] associatethe private data with functionalitj23], [24] balance privacy with
benefit to the data sjdrt, and[31] discusses tried entities irthe environment. @ the best of
my knowledge, none of the related work uak®f these and othefata subject privacy goat®

determine how to manage the private datdor do they address the interaction of the device

4 Here,service provideindicates the data controller or the data processor or both.
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privacy settings with thprivacy permissions @pplicatiors or web servicg | propose PrivateMe
as a technique to assist a data subject with managing privacy settings on multiple dadices,

permissiongor multiple applications and web services.

1.2 ResearclObjectives

Theconcern about how much data is being colledbedy it is being collected, how it will be
used and by whom, haked tothe following research questions:

RQ1: How cana data subjecensue that theselectedprivacy settingsand permissions
correctly reflectthel at a spriagygoal® 0 s

RQ2: How dces a data subjectetermine ifthere are any conflicts between thevacy
settingsand permissiors

RQ3: How cana data subjeananage various privacy settingsd permissionsn multiple

devices applicationsandweb serviceg?

1.3 ResearclContributions

With this research | address the difficulty that a data subject may have with managing privacy
settings on multiple devices, in multiple applications, and for multiple web serRceateMe is
a technique thancludes a softgoal interdependency graph (SIG), a taxonomy, and an ontology.
SIGs are used tilustrate andepresenhonfunctional requirement@dNFRs) as softgoal$o show
howthe NFRsaffect each other (their interdependencid$)ePrivateMe SIG captureheprivacy
softgoals The data subjectuses the SIG toassess the privacy softgoals and their
interdependenciedo decide onhis or her privacyequirements The data subjecefersto the

generictaxonomy of privacy settings determine which settings to usemanage privacy on the



dat a sdewcg andfor the application or web servic®y including knowledge about how
the privacy settings interact, the resulting ongglean be used tensurehat the privacy settings
andpermissionsupport the data subj ectcandeuysadiioendfe y go al
any conflicts betweethe settings and permissions.
The contributios of this thesis are as follows:
1 A softgoalinterdependencgraph (SIG) that captures the privacy goals
1 A taxonomy of privacy settings, common among multiple applications and devices
1 An ontology that capturdbe knowledge ofiow the settingand permissiaminteract
PrivateMe ievaluaéed with three use casds.UseCasel, thedata subject refers RrivateMe
to ensure that her privacy goals are eethedecides on the appropriate settings and permissions
to select for an applicatiaon her mobile pham In Use case Zhe does not waltitesettings and
permissiongrom Use Case 10 conflict withthe settings and permissions foo#rer application
on thesamedevice. In Use Case 3he data subject wants the settings and permissions for the
applicationand the websitdp be consistent on all her deviceShe uses Privatedto help her
decide which settings and permissions will support her privacy,dodiglp her find the settings

and permissions on her devicaadto identify any conflicts betweerthem

1.4 ThesisOrganization

| have discussed the concerns about privacy, resulting from how much data is being collected
by applications, as the motivation fthis researcHeadingto the Research Objectives| have
described theResearch Cdnbutions. In the remainder of thighesis Chapter 2contains a
discussion ofthe Backgroundandthe Related Work PrivateMeis presentedn Chapter3.

Chapterd describes three use cases #valluae PrivateMe Chapter5 concludes thishesis



Chapter 2:Backgroundand Related Work

Privacyi s a word t hat i s used in everyday | ang
subjective. To understarmtivacy, in Section2.11 first define the ternandthendiscussaspects
of privacythat make icomplex. | provideexamples of private and sensitive data that are protected
by legislationandl consider why privacy is necessaigince | refer to the GDPR throughout this
document, | provide some further details of the GDPR requirements in SB@&ioBection2.3,

ends this chapter with a discussiortle# Related Work.

2.1 Privacy

The Cambridge Dictionary defingsivacya s fAsomeoneds right to kee
and relationsé&ti ates et [3B]¢Smmlayly, Mdrr@am\Eebster dictionary
definesprivacyas @At he quality or state of ,beeoabusipanod
or Afreedom fr om [B3.a Botove §34],i hoveeder, arguésrthatsifi omen is
secluded, privacy is not an issue, sipc@acyis about the person in a community, and freedom
from interference into privat e Thaaondepofgrivacys uc h e
is abstract and subjective. As illustrated Rigure 1, different individuals have different
preferences as to how much personal information they share.

The t ertaenpfherriewwa i s puesresdo ntaol ssuugrgreosutn di ngs, wit
information is disclosedSimilarly, in Figure3, | illustrate information about the data subject as
a sphere Different views of private and public informatiaare illustrated as spot lights on
particular portions of thephere. Thelata subject has a complete view of the d&fartain data

controllers have a view to some private data, whilst others have a view of some sensitive data



which may also be accessed by data processors, if and when necdssasgocial view and the

public view may overlap, however the public view amdrate view do not.

O

e —

°

Social View
Depending on who the individuals are,
and the social context, this view is a
subset of Personal Data which includes
some public data and may include some
private/ sensitive Data

Data Subject

Private ?
Sensitive

N

fg 2

8

Q

Data Controller
with a view of some
Private Data
e.g. Financial Advisor

Data Processor

Data Controller with a view of some data Public
with a view of some sent by Data Controller

Sensitive Data for processing

e.g. Physician e.g. Medical Laboratory Technician

Figure3: Different Views of One's Personal Data

Privacy needs change depending on the environmental context. The context includes what the
individual is doing, where the user is, and whoewewhatevels in the vicinity[29], [31]. For
example, one may be willing to share details of a private issue at home or with someone who has
been a close friend for several years. That same individual, however, may be unwilling to share
such details at work, with a colleague or an acquaietanc

Privacy changgover time. Itis influenced by culturandas it has become more commonplace
to have space available for private activities, historical concepts of privacy have also ¢§ddhged

There arehoweverothertemporal aspects to privagyhich differ from the historical changen

10



the concepof privacy. Palen ad Dourish[35], discuss managing privacy within boundaries of
Disclosure Identity, andTemporality to control what private data is disclosed, by and to whom,
and when. To accommodate changes to privacy goals due to changes in context arjd3]me,
uses privacy norms to specifycondb ns, such as where, when, and
information may or may not be disclosed or inferred from other detandicated i{35], the use
of technology changes how data is captured and stored; it makes the information more readily
available, possibly to a wider audience than it would have been otherwise.

In analyzing theories of privac{34] indicatesthat there is a complexity fwrivacythat leads
to aspects of privacy being omitted if theories &ro narrow; conversely, if the theories are too
broad, they fail to provide a precise enough definitioprofacyto be used in privacy protection
laws. Legislation protects personal information, such as age, financial information, and location,
as wel as sensitive information, such as culture, health, religion, and political 48liefBrivacy
in such matters is necessary to protectmredi nt ai n oneés dignity, oneb
freedoms, and o [8e[d8, [34).eAccomlingatd[34]ssamedawycourts have
maintained that once something is public, it is no longerate. The GDPR, however, has a
stricter definition of what persondhtais publicdatg it is public as long as the person him or
herself makes it publi8].

A data subject has the right to control who has access to the getatmyaby consenting to
the collection or use ofthe dd&22]. Never t hel ess, the data subject
by the rights of others and of soci¢dy, [20], [21], [34] For example, although a person may not
wish to share health information with others, if the person is a patiehnetessary to disclose

pertinent information to the attending physician.

11



Privacy is complex. It depends on contdkhe, and a balance between the needs of the
individual and the rights of other$2rivacy legislation requires thptivate and sensite data is

protected to ensurethat per sonds rights and freedoms are

2.2GDPR

We refer to current legislation such as the GDRRch became effective May 25, 20185],

I

toobtan i nf or mati on about the data subjectods rigl

As it is an EU regulation, the GDPR applies to all companies established in the EU that process

personal data of EU subjed¢®, [20]. However, since the data could berstl and/or processed

internationall vy, according to i1its ATerritor.i

international companies that do business in thef@JJ20]i [22]. It is applicable regardless
whether any payment is made for the servj8gs

As part of the data protectiothe GDPRrequires data controllers to be accountable fo
ensuring that the GDPR principles are met, and to have the appropriate privacy policies in place
to protect personal daf8]. The data coimoller and data processors are also responsible for
ensuring that data protection is maintained by design, and that protection for the data is the default
[8], [20], [21], [36] The GDPR includes six principles for which the data controller is responsible
Lawful, fair use and Transparency, Purpose Limitation,aDdinimization, Data Accuracy,
Storage Limitation, and Integrity and Confidentia[®y.

To maintain transparency, the data controller muevige the terms of data collection,
including the type of personal data that is being collected and processktthe reason for
collecting the datd8], [20]i[22]. Limiting the use and retention to the spedifipurpose,

contributes towards the principle of Purpose limitafib®], [21]. Similarly, collecting only the
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personal data that is necessary, and retaining the personally identifiable data for only as long as it
is required, contributes towards upholding the principles of Data minimization and Storage
limitation [16], [21]. Removing personal data, fataample by applying data pseudonymization,
should be done as soon as posq®le[16], [21].

The GDPR protects he data subjectés rights by specif
average person, as a data subject, to make an informed decision when consenting to the use of
personal data. The data controller must proth@eterms of data collection in easyutaderstand
languagd8], [16], [22]. Therequest for consemiustbe made in clear, simple languagehould
be easy to access, asgparate from any other informati{8], [22]. The data controller must
request additional consent for any new additional use of the[@@{a[21]. When providing
consentthe data subjecinug do sofreely andexplicitly andmust also be abke easilywithdraw
theconsen{8], [21], [22]. If machine decisioimaking or profiling is usedhe data subjechay
havethe right to object and to request thia decision is made by a natural per$8h [22]. The
dat a s ubj ewetefneedto beddlanced witt the rights of others and society, and the
legal responsibilities of the datantroller[8], [21], [22].

Although the GDPR principles of Lawful, fair use and transparency, the Purpose limitation
and the Dataminimization principles may be according to the data n t r teimk ef daias
coll ection and use, ther e rpavacy goasstispossibtethatl e x i t

a per s on privacy gnab aenstillenat met.

2.3 RelatedWork

In this section, | discus®lated workthatusemodek of Privacy. Since privacy policies are

an important way thatervice providers communicdie the data subjectbouthow private data
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is protected | discuss related work that assesses these privdmyepo | then discuss some
solutionsthat allow the data subject to manage his or her own data priasoyell as some
solutionsthatautonomously manage privacy goals attiome. Throughout this section, | discuss
the models that are used, the privgoals, threats, and settings or permiss@vailable to the

data subject to manage privacy.

2.3.1.PrivacyModebk

Other researchers use models to illustrate privacy requirements and typical solutions, to build
business processes that support pivacy requiremenisand to ensure that the privacy
requirements are met. Here, | briefly describe some of this related work and | discuss how these
methods may be applied to aid a data subject in a similar manner.

The Cambri dge Dircetaitoon aarsy fAdtehfel npeoss sfitbhi | i ty t h
happen, or a person or thing that [375 Sdlovekel y t
[34] reviews various legal casesdlassifydifferent aspects dPrivacy, by using a #Apr adg
fbottomupdme t hod . By revi ewi ngssnes of thé hatnalene, and theé h e ¢
financial, emotional, and social impact of the harm to the privacy victim/s, his resulting
ATaxonomy of Pri vtareatsd idesameé bef hpmwi Waextend o
of Privacy (threats) in Sectidhl

Veleda and Cysneirof38] presenta tool to help requirements engineers ticit non
functional requirements (NFR$ndto helpsoftware engineersearchthe existingknowledgefor
typical solutionsto the NFRsandhow they affect each othem [38], Privacyis oneNFR along
with other NFRs includingsecurityand Trust Zinovatna and Cysneird89] contribute the

knowledge ofPrivacy and Transparency Both [38], [39] indicate that softgoal interdependency
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graphs (SIGs) can become larg\Nevertheless|38], [39] illustrate the NFRas SIGs According
to[38], itis easier to view thgraphicaimodels than to find the knowledge in tdesed references

Kalloniatiset al.[40] introduce a methodology to include privacy requirements in the system
design and to match the privacy solutions to the reqents. The goal model is arranged as a
hierarchy of strategic goals which are broken down into operational goals and busineggoals
Their work identifies a set of eight privacy and security goals (to protepritree data) and the
corresponding processes that are typically used to maintain the required ptdjadyhe business
processes are adjusted to include the privacy processes and the appropriate privacy technology
solutions are selectdd0]. Thus,[40] proposes a methoih which the privacy solutionsare
selected during the design phase of a system to ensutkdlsatiutionsnatch the privacy goals.

Liu et al.[41] propose a framework that uses goal models and a methodology to @ayture
analyzesecuity and privacy requirementsFirst, [41] identifies the actorsthen modek the
requirementsn i* (iStar) strategic rationale mode{(SR), and thedependenciesf the actorgor
roles)in strategic dependency models (SO)jo conduct the security and privacy analydis]
determireshow access for each rateuldbe abusedAccording td41], the dependencies indicate
where tleremay bea weakness that could be explditelrhen [41] refers to existing knowledge
to identify the corresponding threats and typical mitigation stratedgiesselect the appropriate
solutions[41] evaluates how the options that are available to mitigate the threats, affect the goals
Finally, [41] assigns roldased access control which they assess based on least privilege and
separation of duties.

Ahmadian et al[42] propose a methodologhatuses modelso perform a privacy impact
analysis (PIA). The PIA is conducted during the desigmsplof a system. The analysis step is

described more fully ilMhmadian et al[36]: the swtemUnified Modeling Language (UML)
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models are analyzed to identify the private data, where it is processed, aidshmabtected
according to the privacy level agreement (PLA)PLA specifies the level of privacy protection

a data controller negaties with the data process@B$], [42]. The next stefs to identify the
security and privacy threa42]. The impact is calculated based on the sensitivity of the data. To
mitigate the risks, the appropriate security standards and controls are apgissdepresenting

a methodology for conducting a PlAetwork in[36], [42] shows thathe use omodelshelps to
identify privacy threatsand that these models and threat assessments help increase privacy
awareness.

The knowledge and the methods contributed38]i [41] include g@l models to aid the
software engineers during the design phase of a system, to goralgoy NFRs and to select the
appropriate solutionto meet the requirementsAlthough [36] includes a step that identifies
private data, bth[41], [42] identify threats to conduct a threat assessméhe PIAin [42] is also
done during the design phase of a systgbmce the system is operationhbwever,the data
subjectmay be presented with privasgttingso manage privacyTherefore, the data subject also
needs to understand what data is managed by the options that are offered, as well as the possible
privacythreats. Furthermore, the data subject needs to be able to assess the threats effectively to
select the appropriatgption.

The work in this thesigliffers from[36], [38]i[42] sincel use goal models taid the data
subjectto assesshe privacy optionsandto ensure that the selected options support the data
subjectds pheiSlGCacygyapgobate.the data subjectds pr
privacy threats| model them separately fronthergoals. By including in the SIG, théype of

data that make these threats possible, the data suhjaetderstandhe impact of releasing the
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data Thus, the data subjecan assesthe threats against other goals suclpa&sonalizinghe

application

2.3.2.PrivacyManaged by th®ata Subject

Data controllersare requiredo be transparent about the collection and use of personal data
and to limitit to what is necessary for the speciffpradposg8], [20], [21]. This includes providing
information about what data is collectechere it is processethy whom,for what purpos¢l6],

[20], [22]). Such information is typically provided in privacy polic[@8], [26]. In this section, |
describe the related work thataminegrivacy policies. Then, | discuss work that aims to enable
the data subject to manage personal.dataonclude this section with a discussimouthow
PrivateMe differs fronthese solutions.

Makri and Lambrinoudaki$43] propose grivacy audit methodologythat focuses on data
controller transparencyvith documentationsuch asprivacy policies According to [43],
conducting an audit and making the audit results and documents avéddbée data subject
promotes trusf43].

Zimmeck et al[26] contributean automatednethod to audithe privacy policies of mobile
apps. The authors suggest that the audit can be used by authorities, as well as by data controllers,
to check that they are transparent about their data collection affblisAccording to the authors,
although[26] is done on mobile apsr Android, it can be applied tapps foiOS and site cookies.

The audit in26] determines which apps have privacy policiééclassifiesthe appsaccording to
whetherthe policieanform the data subject about changeswell as whetheahe policies include
information abouhow the data subject may control the d&@j. It also classifies the policies

according to the terms for personal data collection and processing, and data E&ring
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Additionally, [26] analyze$iow the appsollect, use and dissemiegiersonal datandascertains
thatthe majority of the pps thatdo not have a policy, should have ofithe same analysaf the
apps that do have a privacy poli@nd subsequentomparisorto what is stated in the privacy
policy, shows thathere are some variances between what is stated in the palcasat the
apps dd26].
Anthonysamyet al.[25] studieghe privacy policies of several social network sitesatches
what is stated in the privacy policies to the site settihgsmanage data privacyThe work in
[25] finds that thesettingsare not always sufficient to maaghepersonaldatg and that some
policies may be ambiguous regarding how additional data is colleetistharedvith third parties
Frece[28] reviews various options for dastorage Theserange from personal data storage
(with no data sharingjo options which allow théata subjecto determine who has access, and
finally to solutions which autonomously manage data sharing on behalf of the data. $nbject
doing s0[28] highlights the issue of trust and the opposing goals of the data subject and the data
controller. As indicated in[28], the options for a data subject to consider when selecting data
storageare interdependent. Therefore, options such as the business model, encryption, and access
to the data for analytid28], need to be balanced achievda h e d at @rivacydoglse ct 6 s
Colley and Crabtrefl9], present Object Based Media and Datalithe system works with
loT devices in the environment to provide muitodal media that adapts and is personalized to
each person in the rooih9]. To meet the GDPR requirement of accountability tatta subject
the Databox has a dashboard which provides the nteantrolpersonal dat§l9]. The data
subject authorizes the dgteocessingwhich is thendone locally onthel at a sdataopct 6 s

only the results of the processing are transmitted to the data cortt8]ler
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Almuhimedi et al[27] presents a solution to alert the ugata subjectjvhen private data is
collected byappson an Android 4.3or 4.4device The study conducted 427], showsthatthe
data subject responds to the promptsdasewing and revising the privacy permissions of the
apps. The prompts help the data subject to know which apps are coltatndnow often data
is collected, and what type of data is being collef2&l

For the data subjetd control private datdirst, the data must clearly correspond to the service
that is being offered Then, thedata sufect needs to understand and assess the possible .threats
Finally, the data subject must have the privacy settiogmanage the dataThe audits and
assessment of privacy policied2b], [26], [43]promote data controller transparen@ccording
to [25], [43], this helps thedata subjecto trust the data controller and the servidéhe audit in
[43], however,does not associate the data use with possible thréatf26], personal datas
associaté with the possible threats of data collection and disseminatsince[26] audits apps,
it considers theapability of the apps to collect and process personal dataaudit, howger,
does not check the retime behaviour of garticular installationwith settings angbermissios
grantedor deniel by the data subjectAlthough not indicated as potential thred®§] lists data
collection and dissemination, as well as indirect data collection, aggregation, and personalization.
According td25], there is a neefr privacy controls to match the corresponding tladidiis being
collected and used Neither[25], [26], however assist the data subject to select the appropriate
controls(or permissiony nor do theyconsider the interaction between device settingstaabp
or sitepermissons. Although [28] mentions threatto data storage optionsyuch as access to
decrypt the data and unauthorized, utsgoes notnclude the privacy settings of tbethe privay
permissions of the afgpat isused to access the data.[19], the Databox dashboard enables the

data subjedto controlprivacy. Still, [19] does not include a solution to help the data subject relate
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the data to possible threatsto configure the privacy setting3.o assess the threat resulting from

releasing the data, the data subject needs to understand the functionality that the data collection

supports. As noted in[27], three participants in the field study had to revise the permissions
previously removegsince the functionality they needed was lost.

My work differs from[19], [25]i [28], [43] sincel use SIG4o illustratethe privacy goalsThe
SlGsassociate the data withe benefits from the service but also to fhessible threats The
SlGsalsomodelother privacy goals to be balanced against the possible threatastust This
guides the data subjedb consider the threats that may arise from permitting the use of the data
The data subject cahen decide whether torust the service My work alsofocuseson how
privacy settingsre presented to a data sulijelcprovide a taxonomy of the privacy settings and
permissionsand | include an ontology to store the knowledge of how the settings and permissions
interact. Thishelpsthe data subject toontrol the private data accordito the privacy goalsand
to manage the interactidretween theettings and permissions of thevice and the app, as well

as between multiple devices, apps, and sites

2.3.3.Managing Changes tBrivacy Goals due to Changes in Context

In this section, | discuss some related work that proposes syttataddress changes to the
data subjectds pri vac ydisgussddvike prbposed solutiondentifit e x t
threats and assess them, then adapt to mitigate the threatsclude this sectiohy indicating
how PrivateMediffers.

Tun et al.[29] discusseghe issue that the privacy requirements of a data subject depend on
context and therefore changeer time The work of[29] contributes privacy arguments that an

adaptive system could use to reason about the conltextoing so[29] addresssthe temporal
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aspect of privacy.According to[29], the context includes the roles of the data subjecdatal
recipient, the location, and time. These factors are usedptoirethe privacy norma (rules, or
goals)of thedata subjedi29]. The privacy argumentdescribe the circumstances under which to
apply the privacy norsi29]. Theyhave parameters so that the conditions @taloredby the

data subjecf29]. These arguments are implemented using event calculus so that the system can
reasorabout the context to ensure that the privacy goals arf28jetWhen the recipient requests

data, he systenmensures that the privacy norm is met in the current context andtheaidata

cannot be used to reveal additional information that would negate the privacy28rnThus,

[29] selectively disclosinformation to the recipient.

Omoronyia et al[24] contribute a toofor software engineers to design systems that adapt to
changing context| discuss it here, sindke privacy awareness requirements (PAlR¥cribed in
[24] areimplemenedas part of théramework in[23].

Omoronyia et al[24] suggestshat the context needs to be monitored continually to identify
privacy threats Sinceit can be difficult for a data subject to control private d@4] recommends
aselfadaptive systerthatuses selective disclosure tmanagepersonaldata. According to[24],
the attributes used to determiaechange in contextnay themselves, alschange The self
adaptivesystemfirst determine which attributes(PAR) need to be monitorethenit conducts a
threat analysis, anfihally completesathreat assessmej@4]. To determine th®AR, [24] finds
attributes that are specified in gi@vacy policiesas well ashedomain model anthebehavioual
model The threat analysis examines cur@ritextanddata previously obtained by the recipient
to identify threats thatill not meet the privacy goalspecifial in the privacy policy{24]. The

threats are then assedse determineseverity[24]. The systemreasons about privacy based on
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threat severityas it simulates the transitions in statemakes recommendations the system
designeiaccordingly[24].

Omoronyia et al[23] describe their framework for sedidaptive systems to address privacy
requirements As in[29] they use selective digsure as a solution. Their approach, however is
one in which privacy is offset by the functional benefit to the (8} The context model
describes the domaithat is, the entities, &ir relationships, and their attributelse behavioural
model describes their current state and how they transition from one state to fgjtHed].

They idenify the PAR by finding the subset of attributes that are in the context model, the
behaviour al model , and [23].eThayiddantiy the privgcyetiordatb s p r i
based on theontextand thehistory of informationpreviouslysent between the data subject and

the recipien{23]. They assess the severity of the privacy thbeaed on the social connections

of therecipient andevaluate it againshe benefitto thedata subjedf the informatiorwere to be
disclo®d[23].

Schaub et a[31] acknowledge that solutions for protecting privacy are difficult to configure,
and that changes in context make it difficult to define privacy goals in advance. They highlight
the issue of data collection amubiquitous computing environmedging unobtrusive to the data
subject and thereforé p a s $3il].v Eheé solution proposed if81] provides a way for a data
subject to manage multiple devices in the environméné context model includes tluata
subjectresources (sensors or devices), activibigthe data subje@nd the entities with whom or
which the data subjednteracts their statesand the environmern81]. The privacy decision
engine ignitiated based on personality ty[8l]. It evaluateschange in contexty comparing
it to cases stored ithe knowledge bag81]. It infers the privacy goals based on trusted entities

within the context and privacy policies which state multydg's to meet privacy goals of the user
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[31]. A confidence score threshold is determined basgatevious decisionas well as the data
subject 6 s pesporsetothel decisigigl]a In aither autonomously selects an option,
or if the confidence level is below a threshold, it requests user[Bput

In [23], [24], [29], the focus is on one application that adapts to the contemaibage data
subject privacy. They associate the data with the functionality that the app offers, and mitigate the
threat of data disclosure to other users of that applica{i®8], [24] also conduct a threat analysis
and assessment. None of these solutions, however, help to identify and mitigate any other types
of privacy threat oother aspectselating toprivacy, such as trust.Even though29] mentions
multiple apps as part of their future wofR3], [24], [29] do not address the interaction between
the device privacy settings and privacy permissions of multiple apps and sites. W8g}eas
manages data for multiple devices, it does not specify whether a data subject is made aware of the
corresponding potenti@lrivacy threats, or how the data can be used to benefit the data subject.

In PrivateMe, | use SIGs to capture privacy goals as well as the potential privacy threats. The
SIGs associate the data with the functionaliiyt isoffered by the data contrelland thatcould
beof benefitto the data subjecfTheSIGs also associate tHata with theotential privacy threat
Thus, by illustrating théenefitthat can beffset against the possible thredie tSIGs can guide
the data subjedb decidewhether topermit the use of the dataThe taxonomy helps the data
subject to find the settings and permissitrag managehedata. The knowledgeaptured in the
ontology, of how these settings and permissions intanatyis the data subject to ensure that
selected settings and permissions do not resulbmflicts betweenmultiple devices apps and

sites
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Chapter 3:PrivateMe

| propose PrivateMe tprovide a technique that can be used to manage privacy settings on
multiple devices, and permissions for multiple applicationsagetzservics. It includes a softgoal
interdependency graph, a taxonomy, and an ontology. The softgoal interdependeihcy grap
represerdthe privacy goalsit shows whatlata is used to realize the softgoals, and how the data
contributes towards the privacy softgoals. The taxonomy proadgmeric classification of
device privacy settings and permissions. The ontology kptine knowledge of how the privacy
settings and permissions interadthis chapter is organized as follows: In Sections 3.4, and
3.3 | describe the main components of PrivateMiie softgoal interdependency graph, the
taxonomy, and the ontologespectively In Chapter4, | showhow | evaluaé PrivateMe with

threeuse cases.

3.1.Softgoallnterdependencéraph

To ensure that the privacy settings and permissions selected by a data subject correctly reflect
t he data subj ect 6s nauassay compagedbettings afdRp&miysionsi t i
with the privacy goals.First, however,one must know what those privacy goals, awell as
what data contributes towards therhe privacy goals must lvepresergdin an effective manner
such that oe canassess and balance them with other privacy concémnrthis section) briefly
discuss the characteristics of amctional requirements (NFRs). Thepoy reviewing the
characteristics oprivacy goalsand compaing them to NFRs, kexplain why pwacy goals are
NFRs. | discussthe use ofSoftgoal Interdependency Graphs (SIGs) #r@lNFR Framework
[44] to represeniNFRs as softgoals. | list and organize the concerns that are mentioned in the

literature to illustrate them in the SIGs that are used with Privateptevide an example of a
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PrivateMe SIG. 1 conclude this section by exjéng how the SIGs address the research
objectives.

As discussed in Chapter 2, privacy is abstract, subjective, depends on context, and it can
change over time. Privacy legislation such as the GDPR applies to all software. Furthermore,
within any one prticular piece of software, privacy goals apply regardless of the functionality that
is being used. The previous chapters provided examples of compromises between maintaining
privacy and the benefits that can be gained by using some privateSoagaivacy needs must be
balanced with other concerns. Since privacy is subjective, each data subject will have different
privacy goalsTherefore privacy is complex and privacy goals are difficult to articulate.

Non-functional requirement§NFRs) are often referred to as quality requirements
constraintghat applyto the systemegardless of what functionality is being u#sli [47]. These
constraints include regulatiof46], [47] such as pvacy legislation[47]. NFRs camalsoaffect
each other, making it necessary to compromise between[#4nj45]. According to Chung et
al. [44], it is typical for NFRs to be subjective but this makes it difficult to measure how well the
NFRs are satisfied Sinceprivacy goalsapply regardles of what functionality is being used, they
are subjectiveand they may need to be balanced with other congaimacy goals argtherefore,
alsononfunctional requirements.

The NFR frameworl44], is used taepresentNFRs in Softgoal Interdependency Graphs
(SIGs) so that the can beanalyzed and appropriate solutions can be sele@ette NFRs are
subjective, we refer tthemas softgoal$44]. Due to compromising Ieeen softgoals, we accept
them beingsufficiently satisfiedor satisficed44] . | use the NFR Framework to create the SIGs
in PrivateMe because the SIGs provide a visual representation of softgoals. With the NFR

Framework, the softgoals are broken down systematically into more specific sofégolals
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aternativemehodsof satisficing those softgoals airecluded so thatcanthenbe assessed and
decisionsbetween the alternativesn bemade In the following paragraphs, | summarize parts
of the NFR frameworkas described if#4], which | use in Privatile.

High-level NFR softgoalscanbe broken down in a systematic manmeijecomposednto a
hierarchy ofmore specificsoftgoals(sulgoak). An AND decomposition linketweena softgoal
and its subgoalsndicates that all subgoals mustdaisficedfor the softgoal to be satisficed.nA
OR decomposition linikdicates that at least one subgoal must be satidiicdtie softgoal to be
satisficed Decomposition of the softgoal in this mannekplicitly states how the subgoals
contributetowards the highelevel softgoal.Explicitinterdependenciesuch as thessre indicated
in the SIG as solid lired44].

Possible solutions foa softgoal are illustrated in the SIGs agerationalizations These
operationalizations can be processes, functions, or even data that is used to thegtsbitgoal
[44]. The operationalizations &y be decomposed in a similar manner to the softgoalse
explicit interdependencidsetween the softgoals and the operationalizations which are added to
the SIG as solutions to the softgoals, are indicated with a solid;atrewolid line shows that i
is anexplicit interdependenycand the arrow indicates the direction of the interdependenbg
following contributionsindicate how the operationalizatioaectthe softgoal:strongly negative
(Break or--), negative (Hurt of), neutral or unknown (?), positive (Help or +), or strongly positive
(Make or ++). The Sis used to indicate Some Negative and can be used to show Break or Hurt.
Similarly, the S+ indicates SonResitive and can be used to show Help or Make.

Softgoals, however, also affect each other. Theselationsbetween different softgoals,
between operationalizations and other softgoals, or between different operationalizitions

need tdoe assessedccording tg44], thecorrelations arenferredbased on existing knowledge
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experienceexpertise, or some combination thdreés such, hey are documented in the SIG as
implicit interdependencieswith dottedlines [44]. The contributionof the correlationcan be
indicatedin a similar manner ttheexplicit interdependencidgd4]. For example, if a softgoal, A,
works positively towards another softgoal, B, and softgoal A is satisfied, tHtgoaoB is
satisficable if softgoal A, works against softgoal B, and softgoal A is satisficed, then softgoal B
is deniable[44].

Whendesigning a software system, decisianemade to select theperationalizationshat
will be usa@l. The reasons for these decisiansillustrated in the SIGs adaims The design
decisiors, targets arethentranslated intdunctional requirementgl4], [48].

RE-Tools[49] is open source oudelling software whicls used for requirements engineering
It is available as a plugin to the open source software version of StafeNILI use RETools to
apply the NFR frameworkand create the SIGs for PrivateMe The softgoals,their
interdependencieandcorrelationswith their contributionsare illustrated in the Si§&according
to the legendn Table 1. The SIGs in PrivateMe aanly intended to help visualize tkeftgoals
and theinterdependencieghey are not usedto obtainfunctional requirementd=Rs) for a new

system As suchin Table 1 below,| do not include all theicons used inthe NFR framework

Table 1: Softgoal Interdependency Graphgend [44] using the icongvailable inf49]

Icon Meaning

Q NFR Softgoal

NFR
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Icon

Meaning

000

Operational ziation

Operationalization Softgoal

Claim Softgoal

< &

Contribution Link AND decomposition
Decomposition may be on NFR type or NFR top

here llustrating decomposition on NFR type

NFR A NFR B
(_':} Contribution Link OR decomposition
NFR
/4 \ Decomposition may be on NFR type or NFR top
hereillustrating decomposition on topid-urther
PR PR decomposition on topimay also be done and
[TopicAl [TopicBI

illustrated as [Topic.Attribute]

o

NFR
[SynonymA]

eql

o

NFR
[SynonymB]

Contribution Link: Equal
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Icon

Meaning

NFR

S+

Operational zation

Contribution

May be any one of thiellowing:

S- Somei (range includes Break and Hurt)

- - Break

T Hurt

? Unknown
Some + (range includes Help and Make)
Help

Make

Explicit Interdependency

(Contributionmay be as above)

Implicit Interdependency (correlation)

(Contribution may be as abgve

In the following paragraphs, | describe the method to determine the comueludedas

softgoals in the SIGs for PrivateMe. Then, | use the Trust SIG as an example to describe the use

of the NFR Framework in developiniget PrivateMe SIGs.

To determinavhich concernso include in theéPrivateMe SIGs, | gather thivacyconcerns
discussed in the literature and tabulate them a#\ppendx A.
operationalizations that help mitigate the privacy threatscerns abouhaintaining privacy and

freedom (hich therefore needb be protected from privacy thregtand concerns about things
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that may result iprivacy threats The table imMppendix Bis the result o§roupingtheseconcerns
accordingly,and matchingtheh o Sol ove 6s T afpheaty3dly | usefthe Bame v acy
terminology ag34] in the SIG of Privacy ThreatsAppendix Q. | illustrate technologies and
sources of data that could lead tteeseprivacy threats. | have however,extended[34]6 s
Taxonomy of Privacy for information technology as follows:

1 Insecurity is a threat that applies throughout the data lifecycle, from the point of
collection, to transmission, processing, storage, and data removal. Rather than
illustrating it as a subcategory of Data Processing, | illustrate it as a separaté type o
Privacy Threat.

1 Irefer to Data Collection, rather than Information Collection, as | consider information
to be the interpretation and understanding of the data that is used. Similarly, | refer to
Data Processing, rather than InformatRnocessing.

71 Indirect data collection occurs in tandem with other data collection. An example of
this would be a person in the background of a photograph, or a recording of a discussion
in the background, that is captured during the intended recordirtavel therefore
decomposed Data Collection further, by adding Indirect Data Collection.

1 Solove[34] describes Interrogation as a way to seek answaedsdiscusses how
inferenceduringinterrogation could lead to distortioiData Mining and Infererecof
additional information from datare similar in that they also are means of gathering
informaton. They also depend on interpretation of the data that is available and
similarly can result in Distortion. However, they are data processes rather than strictly
means of gathering datalso, [15] indicates tht inference and derivation are alternate

names for the results of data mining, aggregation, or analysis. [S#icmcludes
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Aggregation as one of the possible threats that results from Data Processing, here, |
add anothePrivacy Threasubgoalfor DataProcessing.Derivatiort show Inference

as an operationalization contributing positively éods DataProcessing.Derivatio

and Data Mining and Data Analysis as alternative operationalizatiomtributing
towards Inference Since the Data Aggregation operationalization contributes
explicitly towards the Privacy Threat DataProcessing.Aggregatioshow Data
Aggregation as an implicit contribution towards DataProcessing.Derivation.
Similarly, 1 show Inference contributing implicitly towards the Interrogation and
Distortion Privacy Threats.

The exampleg34] provides for Increased Accessibility are of making data that is
already public information, more easily available to view and exgge, thereby
facilitating dissemination. However, data persistence may also contribute to having
dat a mor e A aherefere, & iillistrage ODataPersistenceas another
decomposition type of a Privacy Threat.

| add Encroachment on Freedoms as am@adion Privacy Threat, since it does not fit
with other types of privacy threatd.arus et al[51] raises the conceraboutusing
machine learning forsocial engineering | show Social Engineeringas an
operationalizatiorof Encroachment on Freedom# is related to Intrusion since it
influences peoplebs decisions suchal as
Interference since it influences autonomy in decisi@aking. Solove[34], however,
limts Deci si onal Il nterference to private
i . e. 0ne.03ncedtis & tgpe of myasionhave includednother subcategory,

AEncroachment on Freedomso
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The SIG for Privacy Threats iAppendix Cshows the privacy threats and the data that is
associated with the privacy threatsote thatmost ofthe contributions are shown as S+ since the

operationalizations contribute to various degrees towards the privacy thxedt¢salsothat these

privacy threats workgainstt he pri vacy softgoal AAvoi d Pri vac

one of atchye ThRreiat 0 subgoal s i s s ddninbdeBesads| e ,
privacy concerns, the literature also includes other concerns. Since privacy concerns are balanced
with other concerns, | extend the tableAippendix A to obtainAppendix D These additional
concerns are grouped into business eoms, data subject rights, legal concerns, social concerns
(which will not be considered for PrivateMe), and trust.

Several of the concerns listed Appendix Dare shownin the SIGsas operationalizations.
This was either determined from the literature, such as, for example, Automated Decision Making
which supports decisions that were previously made without such sy&Em®Otherwise, they
are known to be operationalizations from own experiencefor example, Globalizatiomhich
builds Market ShareThe (GDPR) Data Subject RighiG isbased on8], [22]; it extends on a
SIGthat | had prepared to illustrate the GDPR, parts of which were shown at OASTAB[52].

Surveillance is not listed as a concerrAppendix O however, it is mentioned ii5], [16]
as an example dfowpersonal data can be collected indirectly, simply by usialgnology Since
Surveillanceis one of the privacy threats includedn Sol oveds Tafgénhemy of
different types of surveillance data are included as operationalizations in the SIG for Privacy
Threats Appendix Q.

The SIGs for these concerns are included in Appendi¢€&DPR) Data Subject Rights,
Appendix EandAppendix F Data SubjecPrivacy, Appendix G Business Concerngppendix

H, Legal ConcernsAppendix | and TrustAppendix J
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Figure4: Trust

The SIG for Trus{Figure4) is included here to illustrate the components of a SIfaist can
be decomposed into mutual trust (of the data controller and the data sabjesting 3 trusted
agent[28]. Mutual trust can be furthedecomposedhto data controller trustlfat is, the data

cont r ol of the data sultjecgndddta subject trusfThis means that both must getisficed
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for mutual trustto be satisficed Further decomposition of the data subject trust shows that it
includes trust of the data controller, trust of the service, and trust of the techfi®h®8]. The

dat a cont r oilty, epuatonaadiransparentyas bvell aethical use, all contribute
positively towards the dat al[l% y2i]] Sioce the datar u st
contr ol | er pascountabdity ang ethical nserg required by the GDPR], theyare

explicit contributions for compliance with the GDPR, thereftireyprovide correlationstowards

t he dat a s Adgrdeng to[IPk thetdata controller accountability carakeor break

trud. Itis, howeverpne of several contributing softgoads, | show ithelpsthe data subject trust

the data controller, trust the service, and tr
reputation helps the data subject trust the data contrattearding to Varadi et aj21], legal

liability is harmful to tle datacontroller reputation Thiswor ks against the dat
Consequentlyandasthelegal liability canbe of differing severitiest is shown with aontribution

of some minuéS-) towards dataontroller reputation Datacontroller transpancyhelpsthe data

subject trust the data controlleData Protection by Design is required by GDPR amglipsthe

data subject trug21]; again, it would be explicit for compliance with the GDP&a, herd show

it has (anmplicit interdependencya positivecorrelationt owar ds t he Data Subj e
Data Controller and the Servic8imilarly, the GDPR requires that the data controller use the data
subjectbés private data ethically (I[8pwdhare,l v an:
it is shownas (animplicit interdependencya correlationhelpingt he dat a subj ect 6s
data controller. Information securitty s necessary to protect t he ¢
system, also the GDPR holds théedeontroller accountable for doing[8). Information security

helpsthe data subjedb trust the servicandthe technology21], [28]. | show them agmplicit

interdependenciesince the primary reason for having information security is to protect the data.
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Note that | do noshow the Data Protection by Design contributing towards legal compliance
in this Trust SIG. This is because Data Protection by Design is only one of several requirements
of the GDPR. There are other requirements for legal compliance with the GDPRdwhch
show in this SIG showing the interdependency in this diagram would suggest that legal
compliance is satisficed with just the Data Protection by Design.

The right half of the Trust SIG shows that as an alternative to mutual trust, the datdezontrol
and data subject could use a Trusted Agent. This could be either a trusted[$9ktsi] or a
trusted third partyj28]. As long as one of these softgoals is satisficed, the Trusted Agent is
satisficed, and therefore, so is the Trust softgoal.

To ensure that the privacy settings and permissions selected bysalgjatd, correctly reflect
t he dat a s ugoglsdRQt)i is nepessary ta angerstand the privacy softgoals of the
data subject and to balance them with the benefits of the service offered by the data controller.
The privacy concerns gathered from the literaturepaesented in PrivateMe with the SIG for
Privacy Threats. It includes the data that can be used to realize these privacywhigats
therefore needs to be protected to avoid the privacy threats. The service provided by the data
controller will be of some benefit to the data subjadtit will need data to realize the benefit.
This can be balanced against the data that needs toteetpd to avoid privacy threats. The
trustworthiness of the data controller and the service also needs to be consiteiedhe SIGs
in PrivateMe help the data subjectunderstand what data is necessary to realize a benefit of the
dat a c osetvicemffeting.r itk this, the data subject can understand how it may impact
privacy softgoals. The data subject can consider trusting the data controller and the technology.
The data subject can thelecide what data needs to be proteetedthe pivacy settings can be

selected accordingl
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3.2.Taxonomy

For a data subjedb determine whether there are any conflicts between privacy settings and
permissions (RQ2Jt is necessarfor the data subje¢d know where to find theesettings andto
understand whahe settingsontrol. Likewise, for a data subject to manage the privacy settings
on multiple devices, applications, and web services (RIQR)necessarfor the data subjecd
know where to find the settings devices withdifferentoperating systemend tounderstandhow
theyare similaror how theydiffer. Saq it is helpful toclassifywhat is known about therivacy
settings and permissiond.he taxonomy in PrivateMis a classification of the privacy settings
and permissionthat are available on multiple devices, applications, and web#itéisis section,
| first explainwhat a taxonomy is | briefly discuss thescopeof the taxonomy in PrivateMe |
discussthe privacy settings and permissigras well aghe similarities and differences between
them based orhow they are accessed amthat they control | conclude this section with a
description of the taxonomy that is used for the ontology in Se8tin

A taxonomy is a classification syst¢d8], whichplaces real objects intmtegorie orgroups
based on someriteria orcommon featuresThe criteria for determining how to group the objects
is subjectiveas it depends on what one selectshaglefining featues of the category or group.
This means that there are multiple ways lassify the objects. For example, when classifying
two-dimensional shapes, we usually classify them according to the number of edges. In this way,
we classify the shapes as triangles if they have three sides, quadrilaterals if they have four sides,
and ® on. However, we could easily classify the shapes based on cwtaad

The categories or group$ a taxonomy classification systeare also known as classekhe
objectsin a classan be classifiethto more specific classdayown assubclasses or child classes

The more general class ctrereforealso be referred to as tiseperclass oparent class. This
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results in a class hierarchy-or example, @uadrilateral classthe supeclass,may havethe
sulrlasses Square and Rectanglestances or embersof these classesare still quadrilaterals
but a square differs from a rectangle in that all four of its sides are the same length.

The classification is abstract since the objects are noalbctohysically being placed in
groups As an abstraction of the real thing, the taxonomy is a mofd#éie objectswithin a
particulararea of interestvhich is known ashedomain of discourse

| use Protéggh4] to model the taxonomy as well as to build the ontology which is described
in more detail in SectioB.3. Whereas the taxonomy is the classification of the privacy settings
and permissions, the ontology adds information about the associations between the different
classes in the taxongmAdditionally, the ontology contains the knosdge about how the settings
and permissions on each deweark togethe. According toNoy and McGuinneg®5], the scope
and the anticipated use of the ontology for which the taxonomy is being created, dictates how the
domain of discourse is modetl The purpose for the taxononity PrivateMeis to classify the
privacy settings and permissions on different devices. Therefore, the domain of discthese
privacy settings and permissioms multiple devices The scope includes the privacy setimnd
permissionsthe associationdbetween themand whateverthey control, such as access the
location orto privatedata.

To create a taxonomy, it is necessary to have an understanding of the similarities and
differences between thabjectsin the domain of discourse. Whereas the similarities are used to
define classes, the differences are used to distinguish one cladsclassurom anotherThe
privacy settings and permissmimclude: the privacy settings that are available on a device, the
application settings, thegoplicationpermissionsthewebsite settinggndthewebsitepermissions

| describe each more fulip the following paragraphs
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Thedevice privacy settirggare part of a larger group @berating systerdevice settingghat
are used to configure how the device works.
t o n eF®roPrivateMe however, | limit the scope to thievice privacy settirgy The device
privacy setting control acceds private datanthe device They supersede permissions requested
by appications. As such, they need to be included in the taxonomy for PrivateMé)at the
ontology can store knowledge about how they manage this corimlexample ofa device
privacy settingon all devices) is the Locatialevicesetting, which controls whether or not any
apdication can access the location of the device.

The application (app) settingscontrol the configuration odn app Some app settings are
available and set from within the app, others are available with the device selkagsples of
app settings arthe account setting for an email client, the soufdbeContacts listandthe sort
orderof the Contacts | include app settings in the PrivateNMexonomy since this is where the
data subject can set up or access an account or préfien the data subject is signed in to the
app, pivate data such ab¢d at a s actlvify bistary@rsluse ofthe appmaybe associated
with theaccount or prfile. Browser settings are application settings for the browser application
These settingsonfigure the browser, for exampte automatically sign in for the data subjeot,
open with a specific web paga to specify the default search engifidne website (site) settings
are similar to app settings but they are applicable to a website.

The application (app)yermissions are the permissions that applications display to request
accesgo other app®r to private data on the devjsich as the locatio The app permissions
differ from app settings because they are used to request access to othertagjatathat is
external to the apmather than being used to configure the app itdaliclude the permissions in

the PrivateMe taxonomy because of the requoestcess private datdVebsite (site) permissions
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areaccessed andanaged through the browser settingsey do nothoweveraffect the browser.
Site permissions request aceés other apps or to data such as the location of the device. As with
application permissions, the site permissions control what the site is permitted to abeysse

similar to app permissions but they are applicable to a website.

PrivacyDeviceSetting b

BrowserAppSetting

N ~—is-a
Permission Pl =2 AppPermission
<7
-a

OperatingSystem B

Figure5: Generic Taxonomy of Privacy Settings and Permissions

The PrivateMaenericcaxonomyof privacy settings and permissiasshown inFigure5. In
the taxonomy, the settings and permissions are organized into subclasses of a superclass called
Setting, si mply bec aheysaee typiteaccessad nthroagh &aniconea A s et 0
menu item named SettingsThe device privacy setting the application settings, the browser
settings, the website settings, the application permissions, and the website permissions are the
subclasses in the taxonomyhe settings and permissiorancbe grouped togethand classified
according tahesimilaritiesin what they control. There are settings tt@ttrolconfiguration and
there are settings thatontrol permissions. The taxonomy therefore includes the Setting
subclassesConfigurationSetting and Permission.

The ConfigurationSetting class has the subclasses DeviceSetting and AppSetting since these

settings configure the device, or are used to configure the app ik, thatl havementioned
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device privacy settings previous paragraphs refer to privacy settings that are on the device
In the taxonomy, this group of settings is called the PrivacyDeviceSéttifjlow a naming
convention suclihat the parent class is indicatedthe suffix of the class nanig5]i [57]. The
PrivacyDeviceSetting class is a subclass of DeviceSetfisgoreviously mentioned, the browser

settings are app settings for the browser app. Therefore, the BAppSetting is a subclass of

the AppSetting class. hE AppSetting class also has the subclass SiteSetting, since SiteSetting is

used to configure a websiapp in the same way as an AppSetting is used to configure an app.

Permissions control what the app or the site is permitted to access. The Peroléss has

the subclasses AppPermission and SitePermission. Site permissions are more similar to the app

permissions than to the browser settjreyen though they are accessed and set in browser settings
Noy and McGuinnesb5]r ecommend t hat the classificati
that is, based on the characteristics of the set{s8js Thereforethe SitePermission class is
classified as a subclass of the Permission class, rather than as a subclass of thajrSetey

as shown irigure5.

As mentionegreviously eachoperating systermanages settings and permissions somewhat
differently. The differencesbecome more evidenn the details of how the settings and
permissionsre accessed ahdw theyinteract. These details form tkeowledge that is captured
in theontology | continue to add classes and subclassésetdtaxonomy discussed heFagure

5) to buildthe knowledge for thentology in Sectior3.3.

3.30ntology

To ensure thathe privacy settings and permissions supportdhe t a s pribagcyaeals 6 s

(RQ1) itis necessary to know hawe settings and permissions interatmilarly, to ensure that
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there are no conflicts betwedmem (RQ2), it is important to understand tlwwerall resultof the
settings and permission$o manage the privacy settings and permissions on multiple devices, for
multiple applications and websites (RQB)s helpfulto understand theimilaritiesas well as the
differences between thenthe ontology in PrivateMe captureschknowledgeaboutthe privacy
settings and permission&ach operating system has a different patadoesshe settings.The
permissiongequested by thapplicationsalsodiffer depending on the operating system. There
are, however, some common aspects of the settings and permissions, selietin thissection
The differences are more evident and are covered with the use c@bepiard. | begin withthe
reasons fousing an ontology anghatit can offer thatis not available in a class diagramin an
entity relationship diagram (ERD) discwss the componentsof the OWL2 Web Ontology
Languagg59] (OWL2) that | use to create the PrivateMe ontologprovide an example of how
the ontology can be navigated to chebk privacysettings and permissiond conclude this
section with an explanation of hothe SIG, the taxonomyand theontology in PrivateMe
addressethe research questians

When creating an ontologybjects in the domain of discourse are organized into a taxonomy
of classe$55], [57], [60]. The classes are sets of class men{b&ils[60]. The object properties
associate the individuals of one class with individuals of other cl§&SEJ60], [61] These
features of the ontology are similar to other models such as a UML class djégfaman Entity
Relationship Diagram (ERD). However, there are other features of an ontology that distinguish it
from either of these types of models and make it more appropriate for sharing knowledge.

OWL2is used for ontologies which are made available as semantic web doc{B8gnThe
MerriamWe bst er dictionary defines [B3dm&antbridged as

Dictionary defines fASemantic Webod as storing
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such that its accessible and readable by macl@4¢. The semantics add meaning to the structure
of the ontology59]. Therefore, a semantic web document is a document that contains information.
The document has a meaningful structure, is maat@iadable, and it can be shared via the World
Wide Web. Consequently, an ontology creates a common vocabulary to be used in the domain of
discoursg55], [59], [60]. OWL2 uses logical statements to describe obprutitheir associations,
within the domain of discourgb5], [59], [60]. Reasoners are computer programs that can be used
to check these logical statements (axioms) to ensure that they are cartsiatest that there are
no contradictions between the statements which would result in an emj60kg61]. OWL
uses ope-world reasoningvhich means thagven if something is not stateitlis still possible-
unless there aretherstatementso the contrary{60], [61]. Therefore, reasoners can also infer
information about the objects thanhot stated explicitly57], [60]. The ontology makes it possible
for the knowledge to be shared and relisad it makes tacit knowledge explif#t], [60], [62].
Therefore, the main reasons to use an ontology are 1) to share knowledge via the Web, 2) to create
a common vocabulary, 3) to create a document that has a meaningful structure so that it is machine
readable, 4) to check for consistenagd5) to make tacit knowledge expliciinother reason for
using an ontology is to separate domain knowledge thatnofbusiness processfsb]. | discuss
this more fully below.

Class diagrams and ERPare used to design solutions to support functional requiremients.
an ERD, a entity is something in the domain of discoualeout which datas retained (for
example in a database). Each entity in an ERDrelatedto one or more other entitiesThe
relationshipin an ERD describes theassociation betweetwo or moreentities, whilstthe
cardinality indicates the minimum @maximum numbeof the associateentities A UML class

diagram is usetb designthe classethat araused in objecbriented application development. The
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classes are arranged hierarchically such that each subclass is more specialized than isssupercla
Class diagrams include attributes of the class as well as mettuds describe theclass
functionality. The class diagram also assosiatelass with otheclasss. These associations

have a cardinality to describe the numbeasgociations an instance of the class can have with
instances of the associated clasSdse class is instantiated as the program is runmegording

to Hitzler et al.[60], in an onblogy, an entity refers not only to the classes, but also the object
properties, the data properties, and even statements that form new sets af dbjestan entity

in an ontology, has a broader meaning than an entity in an EBRiD, heclasses iran ontology

differ from UML classesincefunctionalmethods are not part of the ontologhhus the domain
knowledge in the ontology is sepafeom the business processes.

In the next few paragraphs, | discuss components of the OWL2 language tadbt tie
PrivateMe ontology.| briefly discuss the naming convention that | use and the reasons for the
exceptions to the naming convention. Then, | discuss the use of primitive and defined classes in
the ontology. This is followed by a discussion al@maoms, which capture the knowledge of how
the settings and permissions interact to manage privacyable2, | show how the ontology can
be navigated.As mentioned in Sectiof.2, | use Protég§s4] to create the ontologyl use the
HermiT reasonerandl useOWLViz for theontology graphsboth are available in Protégé

| follow a naming conventiorfor the ontologyas recommeretl in[55], [57]. There are,
however, some exceptigrespecially if it is more indicative of what is normally usdtherefore,
the operating systems do nodandthei®$8 eperdtidppsysterat i n g S
beginswith aninitial lowercasdetter. Although[55] recommendagainst using abbreviationis,
abbreviate some names to avoid overly lengthy names once the suffix is added. For example, |

use. . .LocPrivDevSetting rathahan. . . LocationPrivacyDeviceSetting
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The PrivateMe ontology uses the reasoner to determine whether the settings and permissions
allow an App or a Site to access private data. It does so by reasoning about class menhbership.
an ontologyasulxlassonly states that itis necessary faa memberto be a member of thearent
class this, however, does not mean tlaainember of the parent clasglefinitely a member dhe
sulxlass[60]i [62]. A class with only necessary conditioisscalleda primitive clasg57], [62].

If the classaxiomsthat describe the subclaase enougHor aninstance or an individual, to
definitely be a member of theukclass, then the axiomagenecessary and sufficient conditions

[61], [62]. As mentioned in SchreibgB2], in OWL, the axioms can define aquivalent class
According to Horridgg61], in Protégé the axioms that define the equivalent class can be used to
change a primitive class talafined classthe reasoner can then infer additional information about

the class Individuals can belong to more than one class, unless the classes are mutually exclusive,
ordisjoint[57], [60]. Therecommendation if61], howeverjs to modebkulclassesvith only one
supeclass andto allow the reasoner to infevhat is inherited fronotherclases Therefore,in

the PrivateMeontology, the reasoner infewhether an instanaef oneclassis also a member of

the defined class.
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Figure6: Ontology graph of DeviceSetting class showing settings inferred as LocationDeviceSetting
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Figure 6 shows how although the path to access the Location device setting is different for
each operating system (AndroidLocDevSetting, iOSLocPrivDewnfget  or
Windowd_ocDevSetting), each one is also inferred to be a LocationDeviceSetting. The reasoner
infers which individuals of these subclasses also belong to the defined classes (indicated by the
colour orange) LocationDeviceSettingEnabled and LooB@viceSettingDisabled.

The operating system names are trademarks of their respective owners. Typically, these would
not be concatenatedth other wordsnor would they be shortengl], [3], [65]. In the ontology,
however,they are class namesAccording to[55], Protégé allows spaces in the class names,
however, it also depends on where else the ontology may be used. Here, since the goal is to make
the ontology reusable, | use class names that sirgle string. Each class namassd to describe
the operahg systenthat manages a particular type of privaeyting The operating system name
is concatenated with other descriptive wording to follow the naming convention mentioned

previously, that is, to indicate the parent class

WindowsAppPermission 2
BrowserAppPermission

a AndroidAppPermission ), 5
2 .’ AndroidLocAppPermission
2| “ }
LocationPermission
<] -2
-a
|OSLod\ppPermlsS|on
-~ 1I0SAppPermission <7} 4
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PermissionRequest ChromeSitePermission

Figure7: Ontology graph of Permission class showing settings inferred as LocationPermission

PermissionDenied

WindowsLocAppPermission

Figure 7 shows the AppPermissionlasses that are inferred to be LocationPermission
subclasses. The reasoner infers which individuals of these classes belong to the PermissionDenied,

PermissionRequest, or PermissionGranted classes.
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McCrae and Ungd66] indicate thaan OWL2 axiom for a propertg expressed as a triple:
a subject, a predicate, and an objdat[56], the classto whichthe subjectbelongsis called the
domain the predicatés theproperty, and the clas® whichthe objecbelongdscalled theange
An object prgerty associateindividuals ofadomain class with the individuals of the range class
[55], [57], [60]. A datatype propest associateindividuals of the domain class with data of the
specfied XML schema data typé&5], [57], [60].

An object propest in OWL2 may haveninverse propest. This means that if the domain
class D is associated with the range class R, via the property P, then R is associated with D with
the specified inverse property[B7]. Most of theobject properties in the PrivateMe olutgy have
an inverse so that the property can be navigated via the inverse. An example of this in the
PrivateMe ontology is hasApp (which is used with the Device class) and its inverse
isAppOnDevice

Settings have valuesssigned to them. Sib is possible to use datatype projesto associate
the Setting subclasses with thppropriatevalues. Some of the settings haBbolean values
(On/Off). Others, such asheé values for the permissignspecify conditionssuch @ A Whi | e
Usi ngo, . These valdes differ depending on the device operating systetine case of a
website, the permissions available depend on the brdhvaers used Datatype propeigs can
also be used for the permission values. In thae,c® possible values could be listed
(enumeratef[55]. There are situations, however, where the literateicemmendsising classes
for the values in the range. Themain classs arethen associatedith the values via object
properties rather than via datatype propertie$or example,fithe values are to be used as
restrictions for other classes if individuals in the domain classe distinguisheffom each other

because of theiralues [55]. Uschold[67] alsostates thasince adatatype propertgoes not have
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an inverse, itannot be used as a subject in a trigfel sugges thatin that caseit may bebetter
to use a class for the valueRector[56], and Horridgeg61] showhow this is dondy usinga
value partitionandcovering axiom | use a value partition for the PermissionValue class. This is
so that the values can be usedl&ssify the applications and sites according to their permissions.
The PermissionValue class includes On and Off permissions so that they can be handled in the
same manner as the other possible values for permissions.

Table2 liststhe ontology classet)eobject(or datatypeproperties, antheassociated range
classes in sequend® show how the individuals ofétclasseare associated with each other, as
well as what the reasoner infers about the individudlee ontology can be navigated in this
mannerto determine whether an app lzsess to the location datathe example, | focus on the
location of the device as it requires the privacy setting to be enabled, as well as the permission to
be granted, before an app or website can access the locgBimtements for equivalent classes

have been omitted for &vity buttheycan beexported fronthe ontology in Protégg.
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Table2: Classes and Object Properties for LocafmviceSetting andApp Permissions

Domain Class Object Property Property Restriction Range Class

(Datatype Property)

11 Device hasOperatingSystem some OperatingSystem
1.2 OperatingSystem hasDeviceSetting some DeviceSetting
1.3 ... LocDevSetting enablesAccessToData exactly 1 LocationData
131 .. . LocDevSetting enablesAccessToData exactly 1 LocationData

(inferred subclass of

LocationDeviceSetting)

1.4 ... LocDevSetting isEnabled some xsdboolean
(DataType Property inherited

from DeviceSettinglas3

1.4.1 a | LocationDeviceSettingEnabled
or (individual setting hamferred

class membership)

1.4.1 b | LocationDeviceSettingDisabled
(individual setting hamferred

class membership)
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Domain Class Object Property Property Restriction Range Class
(Datatype Property)
2.1 Device hasApp some App
2.2 App hasAppPermission only AppPermission
(subclass of Permission)
2.3 ... LocAppPermission permitsAccessToData exactlyl LocationData
(subclass of AppPermission) (Object Property inherited from (subclass of Data)
Permission class)
2.3.1 LocationPermission permitsAccessToData exactlyl LocationData
(individual/subclass peatission
hasinferred membership)
2.4 .. . AppPermission hasPermissionValue some
(Object Property inherited from (applicable subset of
Permission class) PermissionValue class)
2.4.1 a | PermissionDenied
or (individual permission has
inferred membership)
2.4.1b | PermissionGranted
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Domain Class

Object Property

(Datatype Property)

Property Restriction

Range Class

or

(individual permission has

inferred membership)

241c

PermissionRequest
(individual permission has

inferred membership)

2.5

App or Website

aggregatesData

(Datatype Property)

some

xsd:boolean

3.1

AppWithAccessToLocation
(individual app hainferred
membershipr

DesktopApp idnferred subclasy

3.2

LocationAggregation
(.. . PrivacyThreat
(individual App orWebste has

inferred membership)
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If the LocationDeviceSettingEnabled is true and the app has PermissionGranted, then the app
has access to the location of the devitlus, t is passiblewith the ontologyto determine how
the privacy settings affect the data that i s
services.

Therefore, ® ensure that the privacy settings and permissions selected by a data subject,
correctly refl eiwdcygbals éRQY)thde G capiubes theciviady softgoals
The taxonomy classifies the device privacy settings and the application permissions that are used
to manage the datarhe ontology stores the knowledge about howelsettings and permissions
interact to effectively manage the dati is necessary to mention, that the PrivacyThreat class
includespotentialprivacy threats such as Aggregatiohhe ontologyincludesknowledgeabout
data, such as location datahich is also associated witta potentialprivacy threat Sincethe
reasoner inthe ontologycan infer which apps caaccess this data and therefore posgiage a
privacy threatthe data subjeatan ensure that the settings and permissions result in tineddes
privacy softgoad.

It is important for the data subjectdetermine if there are any conflicts between the settings
and permissionsRQ2. This is because any change to one of these settings, may result in the
privacy goals of the data subjectrto longer be fully met. A conflict occurs wharthange to the
privacy settings or permissiof@ oneapp on a devigaesults in a change the net effect of the
combined privacy settirsgand permissios for another app on the same devid@ereasonein
theontology can infethe net result of the settings and permissiongach app Thus the data
subject can ensure thas the settings and permissions are selected foagméhe net effect of

the settingdor the othempps continue toesult in the desired privacy.
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Finally, to manage the privacy settingad permission®n multiple devicesfor multiple
applications and websites (RQ8)e ontologycan determine if there are any conflifisthe same
app on multipledevices, or between the app and the website (also on multiple devibesgfore,

RQ3 is similar to RQdut applies to multiple devices, apps and websites. Steps 1.3, 1.4, 2.3, and

24 inTable2, show f. . .0 in the Domain and Range
applicabl e prefi x fiAnAswithRM)2, the antbldaywpwvill,show whethiewi n d o \
there are conflicts between the sajtinas well as whether a change to any settings will result in a
conflict.

The SI G in PrivateMe shows how the data cor
softgoals. Thetaxonomy classifies the device privacy settings, and the permissions for
applications and websites. Tlatology modelshow theprivacy settings and the permissions
interact to manage access to the data subject
about how the data contributes towards the privacy softgoals, as in the SIG, it is also possible to
check that the settings support the privacy softg&sl). The ontology is also used to determine
if there are any conflicts between the settings and permissions (RQ2), avashdge vaous

privacy settings on multiple devices (RQ3).
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Chapter 4:Evaluaton

| evaluaé PrivateMe withoneuse caseer research question introduce the use cases by
providing a description of a data subijlhemct 6s a
dada a subjectds privacy <concerns and delba si ons
PrivateMe technique involves reviewing the SI
identify the data associated withosesoftgoals. By referring to ttexonomy, the data subject is
able to find which privacy settings and permissions control the data. The data sabgtice
ontology to checkhow the privacy settings and permissions interaicti to determine whether
there are any conflicts betweemth This helps the data subj¢atselecttheappropriatgrivacy
settings and application permissions to meet the privacy softgBgl$ollowing the PrivateMe
technique for the use casé show that the PrivateM8IG, taxonomy, and ontology satisfy the

research objectives.

4.1Use Cas&Summary

~ .

-~
Albert is extremely cautious about Brenda uses some apps that Conrad uses several features
using apps that require his private may require her private data but of popular apps without any
data. He prefers to only use apps she chooses the apps and concern about his private data.
that are necessary. selects the features carefully.
Most Private Least Private

Figure8: Use Cas®ata Subject
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Brenda Figure8) is the data subject in the use case. She is interested in attending an up
coming concert. As a data subject, she makes decisions regarding the privacy settings and
permissions for the devices, apps, and sites that she uses to find information atanuteheand
to purchase tickets. This use case summary describes her actions in sequence and it relates her
decisions to the research objectives. The use cases then describe how Brenda uses PrivateMe to
assist her in selecting the appropriate settimglspgrmissions to support her privacy softgoals.

Brendausesher tablet, which is running the Windows 10 Home operating systema and
Chromé= browser to view the website that is promoting the concéitie site redirecs visitors
to the Ticketmaster vixsite (site)to view the venues and dates for the concert performances and
to purchase ticketsThe Ticketmastersite requests access to her location so that it can filter the
results of her search accordingly. Alternatively, she may input the actual @nue where she
would like to see the concerShe finds thato purchase tickets, sineeds to create a profile. She
is not opposed to releasing some information, such as her location, but she prefers to restrict it to
people she knows or to compasishe trusts; these are her privacy softgoals.

As she browses thEcketmastesite, Brendarealizes that an app is also availabféhenshe
next meets her friend8rendacould usethe app on hemobile phoneto tell them about the
concert. Then, if she does decide to go to the concert, she can present her electronic tickets at the
concert. These are some of the benefits of using the app.

Brendadecides tadownload the app for henobile phonewhich is ruming the Android
6.0.1operating systefn (Hereafter, Ireferto he fAmobi | e p NWasswhomgimphh Andr

asmobile phong Once the app is installedheneed to selectthe appropriate privacy settings

5 As requested if65], this trademark is as [68]
6 The trademark is used here as showi6&j.
"The tmebilewphdne wittAndroidd i s usedin®s suggested
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and permission®r herlocation and her profileShe wants to ensure that the privacy settings and
permissions she selects correctly reflect her privacy softgoals (RQ1).

Brenda alsovants to make sure that the privacy settings and permissions @ffexithe
permissions o&ny other existing apps on haobile phone To do this, she must check that there
are no conflicts between the settings and permissions that she chooses for the Ticketmaster app
and the permissions she has already set for the other appsmabilerphoe (RQ2), such as the
Cameraapp.

The following weekend, tven Brenda is out on a boating trip, hawbile phondalls into the
lake. Although she manages to retriéyeshe has to replace it. She chooses an iBhmoakile
phoné which is running the i033.5.1operating system. She loads the Ticketmaster app on her
new iPhonemobile phone Having the apmn hercell phoneis convenienbut when Brenda
decides to purchase the concert ticketeprefers tado sovia the site, simply because her tablet
has a larger screeffhere is no reason for her to change the trust she has in Ticketmaster (the data
controller), so her decision about wihet to permit access to her location remains the s&he.
wants to manage the privacy settings and permissions she chooses on her nemadBhepdone
such that they match what she had omhelile phone Shealsowants to ensure that she manages
the privacy settings and permissions consistently, whether she uses the apgelhgiemeor
she accessthe site by using the browser on her tafieD3).

The following use cases show how Brenda uses the PrivateMe tech&haeaises the SIGs,
the axonomy, and the ontologlyp select the appropriate privacy settings and permissions to
support her privacy softgoals (RQ1yhe then uses the taxonomy and the ontdiogletermine

if there are any conflicts between the privacy settings and permidsiotiss new app andny

8iPhone is a trademark of Appledn

°The trademark notice above and the [fjpeneric term fAimobi l
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other appgRQ2), so that she caavoidany suchconflicts. Finally she uses the taxonomy and
the ontology to manage the privacy settings and permissions for the app and the site on multiple

devices (RQ3).

4.2Use Casd.: To Ensure that Privacy SettingadPermissions reflect
Privacy SoftgoalsRQ1)

4.2.1.Use Casd Softgoal Interdependency Gragph

Brenda needs to decide whether to permitihgaccess to her location (data) and whether to
create a profile.She refers to the RiateMe SIGs to help her make these decisidfise SIGs
help Brenda identify the private data that is being used by the service and the associated potential
privacy threat, which she considers and weighs against the benefits that she receives from the
senice.

Figure9 shows the parts dheBusiness Concerns, Privacy Threats, and T3St found in
the Appendices that apply to the use casdt includes operationalizations to represém
Ticketmaster event gpand the datthatcontributes towards the softgoaldt showsthe stepshat
Brenda takesvhen using the SIGsSThese steps are described in the following paragraph and
numbered (in parentheses) to correspond with the labelsgure 9. Although Brenda is
navigating the SIGs to select the appropriate privacy settings and permissions for the app, the steps

mentioned here also apply to the site.
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Figure9: Use Casd SIG for Location Permission

Beginning with he Business Concerns SIG (1), the service that is being offered by
Ticketmaster is access to view information about events and to purchase tickets for the events

(1.1). The app makes it possible to search for events (1.2) and to filter the resultseafrife
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(1.3), for example, by location (1.4). Brenda can either allow access to her location or she can
input a location (1.5). If she allows access to her location, it would make it easier for her to find
events that are occurring nearby.

From the Pracy Threat SIG, she sees that location data can be aggregated with other data (2)
and this could possibly pose a threat to her privacy (2.1). Brenda would like to avoid potential
privacy threats (2.2), however, she is not opposed to releasing someaindori it is only to
people that she knows or companies that she trusts.

Brendarefers to the Trust SIG (3). She must decide whether to ttrastlata controller,
Ticketmaster(3.1), the service (3.2), and the technology )(3TBiis refersto Ticketmasteras a
companyanddata controller The servicemakes it possible to searabrinformation about the
events and to purchasthe tickets The technologysupportsthe serviceand it includeghe app,
payment processingata transmission antbsage.Si nce t he data controll e
helpstust it is indicated by the positive contrib
SIG. Different people base their trust of others upon various factors. For example, it nasgbte b
simply uponag ener al fi g u tecorhneerdatiomfrd a tousted driend. In this case,
Brenda maymake her decision when shefeist o t h e A A b[®u tSherday lhaselhér n k
trust on theother companiethat are listedh s i t s A Fr i [@0) didch ghemBykmoww ner s 0
and recognize Shemayrefer to the privacy policj71] to read about their data security and with
whom the data is shared.

As shas satisfied with the informatiaiat is providegBrendadecides thathe data controller,
the service, and the technoloane trustworthy She alsa@onsiders how convenient it is when she
does not have to input a locatjand she weighs thiggainst the potential privacy thregshe

decides to grant the app peims si on to the | ocation dat a. T
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permission to her location reflects her privacy goal of limiting it to people she knows and
companies she trusts (RQ1).

Before Brenda can purchase tickets, she must create a pr8iieereers to the PrivateMe
SIGs to make sure that her privacy softgoals continue to be suppdiedsteps she takes are
described in the following paragraphThe numbersn the parentheses;orrespond with the

numbered labels Figurel0.
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Brenda refers to thBusiness Concerns SIGhe service that is being offered (1), is realized
by theTicketmastefeven) app(1.1). She can purchase tickets (1.2) but she must create a profile
to do so (1.3). Having a profielows herto storethe names ofier favouritebands (1.450 that
shecan useéhemas search parameters (1.9he app camlsonotify her when upcoming concerts
or eventdeature her favourite bands.6).

B r e n pessdnal data, however, makes it possible for the data controller to prof{@)her
which could lead to her beingentified (2.1). Similarly, her purchase history2j2orovides data
about her activitie€.3) which can be aggregated with other ddarthemore, there is a positive
correlation between aggregation gmofiling (2.4). Brendawould like to avoid privacy threats
(2.5) and maintain her privacy.

She refers to the Data Subject Privacy SIG\Bgre she sees that to maintain the privacy of
her personal data (3.1), she has rights (3.2) which are protected by privacy law©(&3yay
that these rights are protected is by her informed consent to the use of the dat®Ag3shE
previously dd, before granting permission to her location data, she finds and reads the information
that the data controller provides regarding the collection and use of her data.

Brenda sees from the Legal Concerns SIG (4), that the data controller has a redydasidili
to protect the data (4.2).Since her purchase is a financial transaction, however, data for the
transaction needs to be retainednaintain traceability (4.3).

From the Trust SIG, Brenda sees that legal compliance implicitly helgséhe a cont r ol |
reputation (5). The data controll er 6sbutf good)
she needs to also trust the service (5.2) and the technology (5.3). Again, as she did previously, she
reads the information regarditige services provided. She finds that the Ticketmaster app makes

it possible to resell tickets. Brenda decides that although she can trust Ticketmaster, it would be
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difficult for her to trust a ticket reselleAs she prefers to limit her information those she trusts,
she makes sure that the tickets she is purchasing are directly from TicketrBhstegyoes ahead
and creates a profile, confident that the decision meets her privacy softgoals (RQ1).

By navigating the SIGs in PrivateMe, Brenda assosthteservice with the data that is being
used. She understands the possible privacy threats that can arise from allowing the app to access
her location dataShe considers her trust in the data controller and the technology, her desire to
purchase thedkets, and the convenience of not having to input location each time she uses the
site or the app. She balances these against the potential privacy threats to ensure that her privacy
goals are maintainedNext, she refers to the taxonortty find which ®ttings and permissions
need to be set to achieve the privacy softgoi® ontology contains knowledge abthé settings

and permissions for the app hermobile phoneso that she can set therocordingly

4.2.2.UseCasel Taxonomy

Once Brenda decides to allow access to her location, she needs to select the appropriate settings
and permissions to meet her privacy goals (Rherefers to theaxonomy inPrivateMeto
determine whichsettings and permissiorshie needso set on hemobile phoneto grant the
Ticketmaster app permission to access her locationthis section, | review the settingsd
permissions hat ar e applicabl e IdiscusBheeffechatéachomd@ayp and

in enabling access to her locatian Section4.2.3

LocationDeviceSetting <

AndroidLocDevSetting

Setting p<l—s-2

ConfigurationSetting p<t+==2

Figurell Taxonomy of Use CaskApp on AndroidLocation Device Setting

AN
|A |

DeviceSetting B

AndroidDeviceSetting
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As previously discussed, the taxonomy Setting class has two subclasses: ConfigurationSetting
and Permission. As shownlhigurell, the DeviceSettingubclass AndroidDeviceSetting, has a
subclass AndroidLocDevSetting. This class is also inferred to be a subclass of

LocationDeviceSetting. From this, Brenda ascertains that she needs to use the device setting on

hermobile phondo manage access to loaati

Setting Pl 15-3 AndroidLocAppPermission

1S-a
LocationPermission p—

Figurel2 Use Case 1 App on Android Location Permissions

Similarly, as shown irFigure12, the Permission class has the subclasses AppPermission and
AndroidAppPermissionTh e Ti c ket ma st emobilaghgneeguestsermaissidrat®d s
access the locationThis permissioncorresponds with the AndroidAppPermissiarsubclass of
AndroidLocAppPermission and also of LocationPermissithis confirms that Brenda needs to
set this permission to permit access to her location.

Brenda proceeds to set the location pesioin in her applin the following section, | describe
the effects of setting individuals of the AndroidLocDevSetting class and the

AndroidLocAppPermission class.

4.2.3.Use Case Dntology

By looking at the taxonomy, Brenda can see that there are two classstrgfs that affect
the access to the locatiothe AndroidDeviceSetting and the AndroidAppPermissiaNithin
Protégeé, classes are instantiated as individudlke individuals have object properties and
datatype properties which relatee individualsto each other.For Use Case 1he individuals
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created n t he ont ol o g ynobileglponeths Bchetma®ler apmndithed settings
and permissionsBy expressing the propertiasaxiomsrelating the individuals to each othére
reasonein Protegecan show the net effect of adjustitige settingson the actual deviceThus,
Brendauseghe ontologyto ensure that her privacy softgoals are mieén she selects the settings
to permit the Ticketmaster app on Ineobile phondo access her locatidRQ1).
In Table3, I show how the individualfor the Use Case are set for the Ticketmaster app to
have thenecessarp er mi ssi on t o a c cThe sepsBa nembdreadieginnihgp c at i o

with themobile phonewith Android operating system and device setting.
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Table3: Ontology of Use Case 1 Individuals

Domain Class Individual Object Property Range Class Individual
(Superclass/e¥ (Datatype Property) (Superclass/es)

1.1 | AndroidPhone APhone hasOperatingSystem | Android Android6.0.1
(MobilePhoneDevice (OperatingSystein
Device

1.2 | Android Android6.0.1 hasDeviceSetting AndroidLocDevSetting APhonelLocSetting
(OperatingSystem) (AndroidDeviceSetting

DeviceSetting)

1.3 | AndroidLocDevSetting APhonelLocSetting enablesAccessToData | LocationData APhonelLocData

1.3.1| AndroidLocDevSetting APhonelLocSetting enablesAccessToData | LocationData APhonelLocData
(inferred subclass of
LocationDeviceSetting)

1.4 | AndroidLocDevSetting APhonelLocSetting isEnabled xsd:loolean true
(DeviceSetting)

1.4.1| LocationDevice APhonelLocSetting

SettingEnabled
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Domain Class Individual Object Property Range Class Individual
(Superclass/e¥ (Datatype Property) (Superclass/es)
(individual setting has
inferred class membershig
2.1 | AndroidPhone APhone hasApp EventApp APhTicketmaster205.(
(Device) (App)
2.2 | EventApp APhTicketmaster205.¢ hasAppPermission AndroidLocAppPermissiorf APhTMLocPermission
(App) (AndroidAppPermission
AppPermission
Permission)
2.3 | AndroidLocAppPermissiory APhTMLocPermission| permitsAccessToData | LocationData APhonelLocData
(Data)
2.3.1| AndroidLocAppPermissiory APhTMLocPermission| permitsAccessToData | LocationData APhonelLocData
(inferred subclass of
LocationPermission)
2.4 | AndroidLocAppPermission APhTMLocPermission| hasPermissionValue On on
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Domain Class

(Superclass/e¥

Individual

Object Property

(Datatype Property)

Range Class

(Superclass/es)

Individual

(Permission)

(PermissionValue)

24.1

PermissionGranted
(individual permission has

inferred class membershig

APhTMLocPermission

2.5

EventApp

(App)

APhTicketmaster205.(

aggregatesData
(Datatype Property

inherited from App)

xsd:boolean

true

3.1

AppWithAccessToLocatior
(individual hasnferred

membership)

APhTicketmaster205.(

3.2

LocationAggregation
(Aggregation
PotentialPrivacyThreat)
(individual App has

inferred membership)

APhTicketmaster205.(
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In Table3, the AndroidLocDevSetting class enables access to LocationData. Therefore, it is
inferred to be a subclass of the LocationDeviceSetting disssass member, APhoneLocSetting,
which enables access to the APhoneLocData, is also inferred to be a LocationDeviceSetting. By
enabling this setting, (isEnabled is set to true in Step 1.4), it infers that the Location of the device
is enabled. This eans that by switching thmobile phond.ocation device setting on, access to
the location is enabled.
The app, however, also needs permission to access the locatienis shown irStep 2.3
The APhTMLocPermission permits access to the LocationBateoneLocData. Again, since it
is LocationData, the APhTMLocPermission is inferred to be a LocationPermission. By giving it
a PermissionValue of Aono, the Permission is
TheLocationDeviceSettingeedgo be enabledndthe APhTMLocPermission needs to have
PermissionGranteftbr the APhTicketmast@05.0 app to be able to access the location. Since this
is the case, Step 3.1 shows thatAiRhTicketmaster205.8pp is inferred to be a member of the
AppWithAccessToLocation class.
Step 3.2 is added to show that the app aggregates data, which may be a potential privacy threat.
NeverthelessBrenda has already assessed the potential threat and has decided to permit the access
to her location. Thus, the pawy settings and permissions that Brenda sets fanbbile phone

and for the Ticketmaster app on her phone correctly reflect her privacy softgoals (RQ1).

4.3Use Case 2: To Determine that thereray€onflicts between Privacy
Settings and Permissions (RQ2)

Use Case 2 continues from Use Case 1, in wBiednda enables location access for the

Ticketmaster app on henobile phonewith Android. She switches thieocationdevicesetting

fiOno and provides the Ticket mas tAdhouglaghellonser mi s s
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the Ticketmasterapp permission to access her location, she wémtprotect her location from

being disclosed to other apps. For example, she wants her location privacy to be protected when
she takes photos. Therefore, she wants ézlcihnow having thé& ocation device settindOno,

affects the Camera app on her pho&ée refers to the PrivateMe ontology to check if there are
any conflicts between the currdnbcationdevicesetting andapp permissionsandthosewhich
shepreviouslyhad set for the Camera afipQ2) Brenda refers to the PrivateMe taxonomy to
determine which settings and permissions need to be checked. Then, she refers to the ontology to
determine how they affect the Camerpdps a c c e s s . Inibe nextparadraphlyexiéewi o0 n
theLocation devicesetting andhe Camera appermissionsas they may have bebefore Brenda
adjuststhe settings to enablihe Ticketmaster apjp access her locatiorThen,in Sectiord.3.2

| list the classes, properties, and inferences for the Camera approplier phoneas modelled

in the PrivateMe ontology| conclude this use case wihbrief discussion about the irgetion

of theLocationdevicesettingand the Camera app permissions.

4.3.1.Use Case daxonomy

Brenda is concerned about protecting her location privacy in her pherios the PrivateMe
taxonomy, she knows that there isAamdroidDeviceSetting, AndroidLoc&rSetting thatis also
a LocationDeviceSetting andnanages access to the device locationThere is an
AndroidAppPermission, AndroidLocAppPermission, that is also a LocationPermis&omas
the case with the Ticketmaster app, she determines that ther&app alsbas alocation app
permissionnShe determines that she may need to mana
the app permissionFor now, | assume thdhe Locationdevice settingand the Camera app

permissionsverepreviously seais shown irthe left and the centre screenshaftigure13. The
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screenshot on the right Bfgure13is included to show thabcationt aggi ng i n t he ap
when the Locati on dAs mentoeed B dJset dasedl, howseverfifarftife o .
Ticketmaster app to be able to ags¢he location, the Location device setting needs to be enabled

and the app permission needs to be granted to the Ticketmaster app.
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Figurel3 Use Case RocationDevice ®ttingand Camera App Permissi&on mobile phone withAndroid

Google and the Google logo are registered trademarks of Google LLC, usgerifesion4], [10]i [13].

4.3.2.Use Case Dntology

In Table 4, the APhCameraApp is the individutiat represents the Camegepp in the
ontology; he APhCameralLocPermission is the individual that represents the location permission
for the Camera app. RAbther individuals are the same as those for the Ticketmaster app in Use

Case 1. As modelled in the ontologwwitching theAndroidLocDevSettingi On 0 sthea b | e

APhCameraApp taccessthe location f t he APhCamer alL dlisikseotwhaas si on
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Brenda wants for the Camera applherefore, liere is a conflict between the settings and
permissions for the Ticketmaster app and the Camerghap@enda needs to resolvd.able5

showst hat, as modell ed in the ontol o(pw24)thé t he
reasoner doesot infer that APhCamera belongs to the AppWithAccessTolLocation ¢lass

3.1). 1 discuss these interactions between the privacy settings and permissions further in the

concluding paragragof this section
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Table4: Ontology of Use Case 2 Individuals

Domain Class Individual Object Property Range Class Individual
(Superclass/es) (Datatype Property) | (Superclass/es)
1.1 | AndroidPhone APhone hasOperatingSystem Android Android6.0.1
(MobilePhoneDevice (OperatingSystem)
Device)
1.2 | Android Android6.0.1 hasDeviceSetting AndroidLocDevSetting APhonelLocSetting
(OperatingSystem) (AndroidDeviceSetting
DeviceSetting
ConfigurationSetting
1.3 | AndroidLocDevSetting APhonelLocSetting enablesAccessToDal LocationData APhonelLocData
(Data)
1.3.1| AndroidLocDevSetting APhonelLocSetting enablesAccessToDal LocationData APhonelLocData
(inferred subclass of
LocationDeviceSetting)
1.4 | AndroidLocDevSetting APhonelLocSetting isEnabled xsd:loolean true
(DeviceSetting)
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Domain Class Individual Object Property Range Class Individual
(Superclass/es) (Datatype Property) | (Superclass/es)
1.4.1| LocationDevice APhonelLocSetting
SettingEnabled
(individual setting has
inferred class membershig
2.1 | AndroidPhone APhone hasApp App APhCamera
(Device)
2.2 | App APhCamera hasAppPermission | AndroidLocAppPermission APhCameralLocPermissid
(AndroidAppPermission
AppPermission
Permission)
2.3 | AndroidLocAppPermission APhCamer&ocPermission permitsAccessToDat| LocationData APhonelLocData
(Data)
2.3.1| AndroidLocAppPermission APhCamerd.ocPermission permitsAccessToDat| LocationData APhonelLocData

(inferred subclass of

LocationPermission)
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Domain Class

(Superclass/es)

Individual

Object Property

(Datatype Property)

Range Class

(Superclass/es)

Individual

2.4 | AndroidLocAppPermissiony APhCamer&ocPermission hasPermissionValue| On on
(AppPermission) (PermissionValue)
2.4.1| PermissionGranted APhCameraocPermission
(individual permission has
inferred class membershig
25 | App APhCamera aggregatesData xsd:boolean false
(Datatype Property
inherited from App)
3.1 | AppWithAccessTolLocatiof APhCamera
(individual/subclass App
hasinferred membership)
3.2 | LocationAggregation
(Aggregation

PotentialPrivacyThreat)
(individual App has

inferred membership)
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Table5: Use Case 2 Camera App Permissions

Domain Class Individual Object Property Range Class Individual
2.4 | AndroidLocAppPermission APhCameralLocPermissig hasPermissionValu( Off off
2.4.1| Permissiobenied APhCameralLocPermissio

(individual permission has

inferred class membershig
3.1 | AppWithAccessToLocatior
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As modelled in the ontology, if the APhLocSetting and the APhCameraAppPermission are
both AONno, the Camer a dlipegnowedge captaredeasdsnodella t he |
theontology suggestthatt o pr ot ect the data subj ecwhies | oca:
the APhLocSettingi s  AiDia necessary to switcthe APhCameraAppermissionfi Of. f 0
Indeed, this is how the Camera app permissions operate bthtimeemobile phoneand thetablet
with Windowsdeviceswhich are also usdd the use case The Camera app on the test devge
a Samsung SM500W, with the Android 6.0.1 operating system and Camera app version 3.0
The App permissionsvarns thathe devicewill not work as expectedf the Location permission

is not granted.

02 M0E D 7 .4 46%= 12:48 AM O @E @ 7 .4 6% 12:48 AM

& Location ([ ) & App permissions

Mode o G

High accuracy

[ Camera «
Improve accuracy

Q@ Location |
Recent location requests & Microphone «
) Camera @8 Storage «

Battery usage: high

Google Play services
Battery usage: low

b

Location services
~ . "
«2 Emergency Location Service
G Google Location History

Figurel4: Necessary Location Devicetting, Camera App Permission, and Camera App Setting

Google and the Google logo are registered trademarks of Google LLC, usgemiiksior{4], [10]i [13].

The screenshot on the righftFigure14 shows the Camera app setting for tagging photos with

BN

the | ocati on, switched nAOff 0. Since this s
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PrivateMe taxonomy as anpfSetting, another subclass of the ConfigurationSetting class, along
with the DeviceSetting classSo, in the use case, for Brenda to protect her location, she needs to
set the Location device setting and the Camera app permissions as shown in thehstseam
the left and in the centraf Figure14. Shealso needs to ensure that the app seftngagging
photos with the location s A Of f o0 .
Figurel5shows how the Location device setting, the Camera app permission, and the Camera
app settingvould appear if the location is to begged inthe photos. It is worth noting that the
Camera app settingonthestd evi ce i s aut omawhenthaelotajon dedceet t o

setting i s Hthe ltocatior deviceé €ettifigds. subsequéeny s wi t ched A ON

howeverthe app setting for tagging photos withthe locatiome ds t o be switched

022 B © T 4% 1245AM Q2 @E @ % M %m 1246 AM

& Location [ ) < App permissions

Mode o Camera

High accuracy

B Camera «

Improve accuracy
Q Location «
Recent location requests & Microphone «
Camera B8 Storage [ ¢

Battery usage: high

Google Play services
a Battery usage: low

Location services
~ . .
«2 Emergency Location Service
o~
<J

Google Location History

Figurel5: Location Device Setting and Camera App PermissemExpected from the Ontology

Google and the Google logo are registered trademarks of Google LLC, usgemiiasiorn4], [10]i [13].
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In this use casetherefore,Brendacan confirmthat herlocation privacy is protected in the
Camera appf shealso checks that app setting for tagging photos with the locaten i @f f 0
doing this, she ensures that there are no conflicts between the privacy settings and permissions she

has selected for the Ticketmaster app and the Camera app (RQ2).

4.4Use Cas8&: To Manage Privac8ettingsand Permissions on Multiple
Devices, Applications, and Webservices (RQ3)

In Use Case Brendawants to ensure thahe manages herivacy settings and permissions
for the Ticketmaster appndsite consistehy, whichever deice she uses (RQ3). Recall that in
Use Case 1, Brenda enables the Location device settirggrmobile phonewith Android and
she allows the Ticketmaster apprmission to access her locatiolhenshe installs the app on
her newiPhonemobile phongshe wants it to havsimilar privacy settingsand permissionsShe
also wants to configure h@abletwith Windows 10 in a similar manner for the Ticketmaster site.
Brenda refers to the PrivateNBxonomy to find the settings and permissithrag she needs to use
on each of these deviceg\lthough there aresomesimilaritiesin how the devices manage the
privacy settings and permissions, there are also some differ@rieeknowledge in the PrateMe
ontology helpBrendato manage theesettings and permissiogensistently across devices

In Sectiord.4.], | reviewtheprivacy settings and permissidigitare availablen each of her
devices. briefly discusghe settings and permissionkich Brenda needs to seTheinteractions
between thesgettings and permissions are discussed more fully in the ontology which is presented

in Sectiord4.4.2
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4.4.1.Use Case Jaxonomy

Brenda refers to the PrivateMe taxonomy to determine which privacy settings and permissions
manage access to her device location data on each of her deésfmebas Ticktmastewersion
205.0 on her iPhone 8, which is running i@%$.5.1 Brenda accesses the Ticketmaster site on her
tabletwith Windowsvia a Chrome browser loaded as a desktop dpiereafter, | refer tahe
tablet with Windows, simply athetable). She has Chromérowserversion 83.0.41087 and
Windows 10 Home Version 1511, OS build 10586.1176.

In this section, I first reviewhe privacy settings and permissions for the Ticketmaster app on
B r e n iPlodemobile phone | discuss the similarities to the privacy settings and permissions
on her mobile phonewith Android (hereafter,mobile phong | briefly describe thd.ocation
settings and permissions for an app on Wind@®&$1ome since these aralsosimilarin some
ways,to themobile phone and th&honemobile phone Then, | review the Ticketmaster site

settings as they are managed via the Chrome brales&top pponB r e n tkded s

&

is-a
<
@—‘L ConfigurationSetting = < =

iOSLocPrivDevSetting

LocationDeviceSetting h<!

Figurel6: iOS Location Privacy Device Setting

Brenda sees that the PrivateMe taxonomy has a PrivacyDeviceSetting subclass,
iIOSLocPrivDevSettingwhich is inferred to also be a subclass of the LocationDeviceSetting class
as shown irFigure16. Thus, Brenda knows that access to her device lot&imanaged by a
Privacy device setting. The iOSLocPrivDevSetting is similar to the AndroidLocDevSetting,

Table3 andTable4, however, it is accessed via an additional step; Brenda needs to navigate from
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the Settings on héPhonemobile phoneto the Privacy device settings to find the Location privacy

device setting.

iOSLocAppPermission

1S-a
LocationPermission p~

Figurel7: iOS Location App Permission

She also sees that there is a subclass of AppPermission, iOSLocAppPermission, which is
inferred to be a suttass of the LocationPermission class, as shoviaigare1l7. As she did with
her mobile phoneshealso needs tograntthe Ticketmasterapp on heriPhonemobile phone

permissiorfor it to access andse thdocation

WlndowsLocDW

—_

ocationDeviceSetting

D 9453— WindowsLocPrivDevSetting

Figure18: Windows Location Device Setting

Similarly, the taxonomy shows that there is a PrivacyDeviceSetting subclass,
Windowd. ocDevSetting, that is inferred to also be a LocationDeviceSetting subclass, as shown in
Figure18. This setting however,s one of two subclasses thfe Wirdowd ocPrivDevSetting
classshown inFigure19. Theadditional settingWindowd.ocAccSettingmakes it possible for
the primary Location device settingp be managetly an administratqrthis secondary Location

device settingan then b managed bthe individual who is logged ianthe devicd72].
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WindowsLocAccSetting

WindowsLocDevSetting

o=

WindowsPrivDe

<
WindowsLocPrivDevSetting 2

Figure19: Windows Location Privacy Device Settings

WindowsLocAppPermission

WindowsAppPermission

Figure20: Windows Location App Permission

As shown inFigure 20, there is also a permission class, WindowsLocAppPermission, which
is inferred to be a LocationPermissisubclass. Again, this is similar to the iPhone and Android
app permissionsSo, other than the additional setting for the person logged in to the device, the
Windows Location device settings and permissions are similar to those hibiee mobile
phore. The app permissions are also similar to those afnibigile phoneand the iPhone mobile

phone

AppPermission

Figure21: BrowserAppPermission

BrowserAppPermission

Since Brenda accesses the site via a browser, she also needs to consider the permigsions of t
browser. The taxonomy shows the BrowserAppPermission class as a subclass of the

AppPermission class as showrFigure21.
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MSEdgeBrowserApp
ChromeBrowserApp

DesktopApp

Figure22: App class showing the BrowserApp subclass

Desktop apps, however, may have access to the device location regardless of these settings
[72], [73]. As shown irFigure22, the ChromeBrowserApp class is a subclass of the BrowserApp
class. ltis also a desktop app, though, and as shmoligure23, a DesktopApp is inferred to be

a subclass of the AppWithAccessToLocation class.

) EventApp

App

DesktopApp
ChromeBrowserApp
MSEdgeBrowserApp

Figure23: App class showing the DesktopApp as an inferred subclass of AppWithAccessTolLocation

SiteSetting

BrowserAppSetting

Figure24: Site Setting and BrowserAppSetting

Setting W<is-2

DN

ConfigurationSetting p<J s-2 AppSetting )4

As shown in Figure 24, the taxonomy distinguishes between SiteSetting and
Browser AppSetting. I n this use case, the Sit:

Favorites. The BrowserAppSetting clasarmages how the browser operates.
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4.4.2.Use Case 3 Ontology

Brenda wants to ensure thgtieis consistent irhow she managesccess to her location,
whether she is using the Ticketmaster app onRtenemobile phoner she is accessing the site
on her table{RQ3). The knowledge of how the settings and permissions interact is captured in
the PrivateMe ontology. So, Brendefers to thePrivateMeontology to understand how the
privacy settings and permissions waokjether to manage access to her device locafiable6
shows the privacy settings and permissidhsir object and datatype properties, and the resulting
inferencesfort he 1 ndi vidual s that repr esikhanemobilae e Ti c |
phone (Here, due to trademark guidelinésgfer to thandividualrepresenting the iPhone mobile
phoneas bPhonehowever, his individual is named differently in the ontology Table7 shows
the samefor the individualsthatrepresent the Ticketmaster site and the Chrome browser on her
tabletwith Windows

In Table6, row3.1, we see that the reasoner in the ontology, infers that iPhTicke20adler
the individual r e pr eiPhomemabite gpghonetdoes have pccessrto hBrr e n d ¢
device locatio. The TicketmasterSite individual ifable7, represents the Ticketmaster site as
accessed via the Chrome br owith&Vindoyvad EabldZtraavp app)
5.1,shows thathereasoner in the ontology, infers tiatketmasterSitbasaccess to the location.
Thus, the knowledge in the PrivateMe ontology helps Brenda to select the applicable privacy
settings and permissions, such that the Ticketmaster app oRHwmere mobile phoneand the

Ticketmaster site on her tablet, has access to her location.
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Table6: Ontology of Use Case 3 Individuals i&®honemobile phone

Domain Class Individual Object Property Range Class Individual
(Superclass/es) (Datatype Property) | (Superclass/es)
1.1 | IPhone bPhone hasOperatingSystem iOS i0S135.1
(MobilePhoneDevice (OperatingSystem)
Device)
1.2 |iOS i0S135.1 hasDeviceSetting iOSLocPri\DevSetting | iPhoneLocSetting
(OperatingSystem) (IOSPrivDevSetting
DeviceSetting
ConfigurationSetting)
1.3 | iOSLocPriDevSetting iPhoneLocSetting enablesAccessToDal LocationData iPhoneLocData
(Data)
1.3.1| iOSLocPri\DevSetting iPhonelLocSetting enablesAccessToDal LocationData iPhonelLocData
(inferred subclass of
LocationDeviceSetting)
1.4 | iOSLocPriDevSetting iPhoneLocSetting isEnabled xsd:lpolean true
(DeviceSetting)
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Domain Class Individual Object Property Range Class Individual
(Superclass/es) (Datatype Property) | (Superclass/es)
1.4.1| LocationDevice iPhoneLocSetting
SettingEnabled
(individual setting has
inferred class membershig
2.1 | IPhone bPhone hasApp App iPhTicketmaste205.0
(Device) (EventApp
App)
2.2 | EventApp iPhTicketmaster205.0 | hasAppPermission | iOSLocAppPermission | iPhTMLocPermission
(App) (iIOSAppPermission
AppPermission
Permission)
2.3 | iOSLocAppPermission iPhTMLocPermission permitsAccessToDat| LocationData iPhonelLocData
(Data)
2.3.1| iOSLocAppPermission iPhTMLocPermission permitsAccessToDat| LocationData iPhoneLocData

(inferred subclass of

LocationPermission)
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Domain Class

(Superclass/es)

Individual

Object Property

(Datatype Property)

Range Class

(Superclass/es)

Individual

2.4

iOSLocAppPermission

(AppPermission)

iPhTMLocPermission

hasPermission&ue

WhileUsing

(PermissionValue)

whileUsing

241

PermissionGranted
(individual permission has

inferred class membershig

iPhTMLocPermission

2.5

EventApp

(App)

iPhTicketmaster205.0

aggregatesData
(Datatype Property

inherited from App)

xsd:boolean

true

3.1

AppWithAccessTolLocatior
(individual hasnferred

membership)

iPhTicketmaster205.0

3.2

LocationAggregation
(Aggregation
PotentialPrivacyThreat)
(individual App has

inferred membership)

iPhTicketmaster205.0
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Table7: Ontology of Use Case 3 Individuals for Tabhéth Windows

Domain Class Individual Object Property Range Class Individual
(Superclass/es) (Datatype Property) | (Superclass/es)
1.1 | WindowsTablet WinTablet hasOperatingSystem Windows Windows10Home
(TabletDevice (OperatingSystem)
Device)
2.1 | WindowsDevice WinTablet hasApp ChromeBrowserApp Chrome
(BrowserApp
App)
2.2 | ChromeBrowserApp Chrome isDesktopApp xsd:boolean true
(BrowseApp (Datatype Property)
App)
2.3 | DesktopApp Chrome isDesktopApp xsd:boolean true
(individual hadnferred (Datatype Property)
subclass membership)
3.1 | DesktopApp Chrome
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Domain Class Individual Object Property Range Class Individual
(Superclass/es) (Datatype Property) | (Superclass/es)
(inferred subclass of
AppWithAccessToLocation|
4.1 | BrowserApp Chrome appliesSitePermissio| ChromeSitePermission | WinChromeTM
(App) (..., Permission) SitePermission
4.2 | ChromeSitePermission WinChromeTM isSitePermissionFor | Website TicketmasterSite
SitePermission
4.3 | ChromeSitePermission WinChromeTM permitsAccessToDat| LocationData WinTabLocData
SitePermission (Data)
4.3.1| LocationPermission wWinChromeTM permitsAccessToDat| LocationData WinTabLocData
(individual hadnferred SitePermission (Data)
class membership)
4.4 | ChromeSitePermission WinChromeTM hasPermissionValue| Allow alow
SitePermission (PermissionValue)
4.4.1| PermissionGranted WinChromeTM hasPermissionValue| Allow alow

(individual hasnferred

class membership)

SitePermission

(PermissionValue)
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Domain Class Individual Object Property Range Class Individual
(Superclass/es) (Datatype Property) | (Superclass/es)
5.1 | SiteWithAccessToLocation| TicketmasterSite
(individual hagnferred
class membership)
6.1 | Website TicketmasterSite aggregatesData xsd:Boolean true
6.2 | LocationAggregation TicketmasterSite
(Aggregation

PotentialPrivacyThreat)
(individual App has

inferred membership)
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There are some similarities as well as some differences between the ways the settings and
permissions are managed on the devices for Use Case 3. This can be seen from the classes and
subclasses irsection 4.4.1, in Table 6, and inTable 7. | summarize these similarities and
differences in the paragraphs that follow.

The operating systems on mobdevices fnobile phone and tablets) manage access to the
location with a Location device setting. The access is then managed perthpd_bgation app
permission which grants or denigsermissionto the app In the following paragraphs, | briefly
discuss the similaritiesnd differences between the ways the operating sydieshsare used in
Use Case 3nanage this access.

The Location device setting supersedes the Location app permission. The Location device
setting is typically found under Settings. Whereas it can bedfalirectly under Settings on
deviceswith Android, the iOSLocationdevice settingand the Windows Location device setting
is found within Settings, under Privacy device settings.

App permissionsn Androidar e bi nary, that is, either fAO0ONO
for Use Case 3, Windows app permissions are also binary. iOS app permissions are more granular,
all owing a choice of H#ANever o, AAs ko, AWhil e U
is loaded as an app, it also needs permission to access the device location; when a browser is loaded
as a desktop app, however, it may already have access to the device [G2tia13].

SitePermission is similar to AppPermission and is used in this thesis tdorg@iemissions
that allow the site access to data that is on the device (including the device location data). The site
permissions, are managed via the brow$eeChromebrowseroffers thesite permissiooptions
ABl oc ko, i A s, khey,aretloereforémfolrleo wgor anul ar t han t he bi

AOf f o. I n this regard, they are si mheCheome t o t h
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browserhoweversuchSi t e Per mi ssi ons a rAppSettiad ahd&teSetfin§,ias e Se't
defined in this thesis, are similar in that they manage app functionality and site functionality
respectively. For the Ticketmaster site, this includes the data subject profile, purchase history, and
Favorites. Furthermorérowsers ar¢hemselvesalso apps, they therefocan fave their own set

of app permissions and app settings.

Use Case 3 focuses on the Location device setting and app or site permissions. The ontology
has been developed to have individuals that represent thesgsbutaas such, it is limited to the
Location device settings and permissions for the devices specified TieeeMicrosoft Edg¥
browser can be loaded either as an app, or as a desktq@2pp-uture work may therefore
include developing the ontology to include the Microsoft Edge browsementioned previously,
future work may also include developing the AppSegttilass. Inthat case, the SiteSetting class
could be developed further as part of that scope of weinke as defined herthe SiteSetting
classcorrespondwith theAppSetting class. Ithe Ticketmaster app that is used here,itlulsides
data subject profile,yrchase history, and Favorites. The caveat is that the app settings are specific
to each app and therefore can only be used as an example. Even so, iteNptdtighlight the
differences between the SitePermission and SiteSettisigised for a websit It would also help

to distinguish these classes from the AppPermission and AppSetting classes as used for a browser

app

10 The trademark is used here accordin{Pio
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Chapter 5:Conclusion

Privacy is subjective and complex, and it changes depending on comtedata subject
benefisfrom services offered bgdata controllebuttheseserviceftenrequire the use of private
data. This raises privacy concerns about how much private data is being collected, how it is being
used, and whether it is being aggregatvith other data or used to infer additional personal
information. Privacy settings on devices and permissions for apps ands#@sovided so that a
data subject can manage the disclosure of such data. The settings and permissions, however,
interad¢ with each other. Thimay make it difficult for a data subject to know what to select to
effectively control private data.Considering sch concerns ledo this research A data subject
maywant to ensure that the selected privacy settings and pemsisseet his or her privacy goals
(RQ1). Also, snce a data subject may have several apps on a dbgioe shenaywant to ensure
that there are no conflicts between sle¢ectedsettings and permissis(RQ2). Similarly, since a
data subject may haveore than one device, he or simay want to ensure that there are no
conflicts between the settings and permission selauntetthe device$or the apps and websites
(RQ3).

This research contributes PrivateMe, a technique to manage privacy settingseoeniff
devices, for multiple applications and web servicesPrivateMe includes asoftgoal
interdependency graph (SI@&hichc apt ures the data subjectds pri
are also captured in a SIG. The SIG fowvacy threatsincludes he data operationalizations, to
illustrate the type of data that contributes to the possible threats. Sl&sean be used by the
data subject to assess the possible threat and to balance it against disclosing the data to obtain the
services and functionality offered by the data controllePrivateMe also includes generic

taxonony; it classifies the device prcy settings and the permissions that are requested by the
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applications and web servicesThe taxonomy helpthe data subject find the settings and
permissions that can be s@helast component of PrivateMe is antologywhich storesnachine
readableand reusabl&nowledge of how the settings and permissions interact to manage the
private data. Tis researclids the data subject to select privacy settings and permissions that will
support the dat.aAs the thrpeeusetcasss shdtvivaeMet canobe ssdar
multiple devices and for multiple applications and sites

In this chapter, | discugbke resultf this research as well as aagditionalfindings | also
discuss angomplications that arose while conducting the researdmgtthto internal and external
validity, and how thes&vere mitigated. | conclude this chaptewith a discussion about future

work.

5.1. Summaryof the PrivateMe Use Case Results

PrivateMe isevaluaéd with three use cases. The results of the use cases are summarized in
the following paragraphs. Additional results are also discussed here as they may lead to
opportunities to develop PrivateMe further in the future work.

Use Case 1 shows how Privislie can be used to ensure that the settings and permissions
support the dat a s ulBymadgatingthe®BIGs asahowyn inguseaCase 1,( RQ1
the data subject can reldbe data that is being requested (such as Locatioti)e teervicehat is
realized by the app This will benefit the data subject for example, by filtering the results
accordingly. The SIGhows how such data contributes towards a possible privacy threat. This
helps the data subjett identify what the possible threat mbg. The Data Subject Privacy SIG
(Appendix B shows that the data subject has the right to be informed and to consent to the data

collection This prompts thelatasubject to find information about why the data is collected, for
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example, by referring to the privacy policy provided by the data contrdltez.decision whether
to permit access to the data is also based on trust. Legal compliance makes a posibué@mont
towards the dat a(Agpendix)y ot her bepuepttani ahfects
Therefore, Use Case 1 shows how the data subjesthiseSIG to ensure that the privacy goals
are upheld when deciding whether to permit access to the data (RQ1). The taxonomy helps the
data subjecto understand where to find the appropriate settings and permissions. The ontology
shows how the selected settings and permissions interact to provide the desired level of privacy
(RQL).

Use Case 2 shows how PrivateMe can be used to determine whetbearthany conflicts
between the privacy settings and permissions for multiple apps on the same device YR€)?2).
Case 2 showthat the Location device setting takes precedence over the app permissions. Thus,
to grant the Ticketmaster app permissiorhm [bcation of the devicéhe Location device setting
must first be switched O n dhis change to the Location device setting, howawer affect
other applicationshat may also havpreviouslyhad the permissionThe oppositeis also true
that is, f the data subject wanted to remove the Ticketmaster access to the device location, and did
so by switching t he [sclahge wilhalsa adfect the ethes appgsthatn g A
have the permissionThus, the PrivateMe taxonomy and ontoldgyp the data subject to identify
when there are conflicts between the privacy settings and permissions (RQ2).

Use Case 2 provided an opportunity to show the difference between an app setting and an app
permission, even though this was not planned. Ab#wnning of the use case, all three devices
had the Camera app with permission to access the location. The Location device setting on all
three devices was daOff o, therefore none of th

data. However,uposwi t chi ng the Location device settin
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permission to access location, this enabled the Cameras d?httreemobile phoneand on the
tabletwith Windows {ablef) to start tagging the picture§.he ontologyreasonghatthe Camera
will behavethis way On themobile phonewith Android (mobile phong however, the Camera
app setting for tagging the pictures is aut ol
setting is switched nAOffo. This setting was
setting was swit ch eds, UséCuase 2 ailso showsta eonflicthenmohilea s e .
phone between the Location device setting, the Camera app permission, and the Camera app
setting on thanobile phone The data subject also needs to resalveh a conflict ifat a later
date, she want® start tagging pictures with her location

Use Case 3 shows how Privateb#m be used to help the data subjeabhage privacy settings
and permissionfor the same app or for the sitey multiple devices (RQ3). The taxonomy helps
the data subjecbtfind the Location device settings. This is slightly different for each device.
There are also some differences between the granularity of the app permissions on the different
devices. On the tablet withWindows (table), instead of using an ape ste is accessed via a
browser. Consequently, theite permissions are managed via the browser. The browser may have
access to the location or it may also need permission to access the joletibepends on whether
the browser is loaded as a desktpp ar an app72], [73]. Use Case 8Section4.4.2 includes a
detailed discussion about these differencétse Case 3 shows how the ontology stores the
knowledge about these fifences and thus, helps the data subject to manage the settings and
permissions for the app on multiple devices, as well as for the site.

There are also ®me alditional findingsthat result from conducting the use cased-or
example, whereas Ticketmasbn Android requests permissionarcess th€alendar, Camera,

Contacts, Location, Phone, and Storage, the corresponding app if®hdnemobile phoneonly
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asksto accesd.ocation, Siri & Search Badkground App Refresh, and Cellular Dafehese
differences may contribute towards the data subject finding it difficult to reconcile permissions to
the data that is being collected or the use of that data to the functionality of thErepmay be

a topic tharesearchers may wish to study furtirethe future

5.2 Challenges

The operating systems of the devidhat were used tevaluaé PrivateMe,were set to
automatically update, as is typically recommended for secufty. example, iOS 13.3.1 was
updated during the project to iIOS 13.5These updates, however, did not result idiscernable
change neither to the access path for the device privacy settings nor to the way they manage the
privacy. Therefordf was not necessary to update téveonomy or th@ntology knowledge of the
deviceprivacy settings

Similarly, the apps loaded on the two mobile phones were previalssiget to automatically
update. The updates, however, did not include any changes to the permissions requested by the
apps Nevertheless,hie mainconcernwhile condwting this researchwas toensure thathe
ontology was up to dateand captured theurrentversionsof the appsat the timewhen the
evaluaion was done This made it necessary to check the ontology to ensure that the permissions
requested by theewer versions of the apps contidue work in the same manner and if not, to
update the ontology accordinglySo, the ontology was firsreated with individuals to represent
the Ticketmaster apgersion 1.57.0 and then 1.58d0 Android, andthe Ticketmaster appersion
1.76.2for iPhone Theindividualsin the ontologyepresenting the Ticketmaster appsidoth the

mobile phone with AndroiéndtheiPhone mobile phonevere updated to the app versiorb20
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for the use caseEven with the update® the apps, thentologyknowledge of how the settings

and permissions interact did not need to be updated.

5.3 Threats to Internal Validity

Here,l discuss the threats to internal valicity well asvhat | have done to mitigatee threats
| have madeffortsto create the SIG, the taxonomy, and the ontqlegstematically antbgically.
To make it easier to navigate the SIGs | have decomposed the softgoals in a systematic manner,
as recommended i#4]. So, for examplein Appendix G the Data Subject Privacghows
Peasonal Data decomposég NFR inta Data Subject Control, Ownership, and RigHtbelieve
that including the topic [Personal Datajakes it clear thain this case, thessubgoalsrefer
specifically to Personal Datalhe SIGs were created with information from the literatooe as
indicatedin [34], [43], the technologiesontinue to be developed and along with theew n
possibleprivacy threatsnay surface Therefore the SIGswill need to beupdated, appended to,
andmaintainedo keep them current

As mentioned previously, the taxonomy is subjectotbers may choose different criteria to
classify the settings angermissios. Again, as recommended [B5], | classifythe settings and
permissiondased on what they contrdtven so, wen creating the ontologly¢couldhave created
aSetting class and its subclasses, for each operating sysenfor exanple, | could have created
an AndroidSettingclass (or a completely separate ontology}teAndroid operating systerand
done the same faheWindows and iO®perating systemdnstead, thoseto createone Setting
class with thesubclassebwer in the hierarchy distinguished by naroedach operating system
So, | have an AndroidDeviceSettinglass a WindowsPrivDevSetting class, and an

iIOSPrivDevSetting clasOther developers may classify the ses and permissions differently.
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| have included theteps to follow when navigating the SIG and the ontologgnture that the
process could be followed by other researchers

The mobile phone with Androidhat was used for the use cases had the DeselOptions
switched AOno (f r e@wan sanomperoktivei options weperaotyaky cselerted.
Another devicevith Android was not available.The permissions listed in the App Manager on
the device, are the same as thosg#}, [75], whi ch correspond to the
in [76]. The Developer Optionthereforedo not agear to have any impact on the way the device

manags the permissions for the Ticketmaster dipgt wasused for the use cases.

5.4 Threats to External Validity

Threats to external validitwould occur if the devices in the use casesnot commonly used
or if the use case scenarios themselves areepogsentative of gypicald at a subj ect 0s
and actions.In this section, | describe thpossible threats to external validity discuss how |
evaluatedhese threats arftbw | ensured that they weenot going to affect the end results of the
evaluaion.

I had a limited number of devices and operating system versions that were avadabladé
PrivateMe With this limitation, came the possible threat that these deviney not be
representative of devic#lsat arecurrently usedby the general populatiomhe main concern with
the deviceshoweverjs that the settings and permissions modelled in the taxonomgraakbgy
are current at the time of the resear€themobilephonewith Androidis a Samsung SM500W.

It is running Android version 6.0.1According to[76], Android 6.0 is the minimum operating
system version that offers the data subject an opportunity to select and change the permissions

after an app is loaded Oder versions of the operating systegquire that the settings and
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permissionde selected at the time of app installatié6]. Therefoe, Android version 6.0.1 is
current in the way it manages the settings and permisgibad._enovo tables running Windows
10 Homeversion 1511 which is pastthe end of its service peridd7]. However, since a
Ticketmaster app is not available for Windows, this dei¢iosed to access the site via the Chrome
browser instead.The browser is loaded as a desktop app, therefore it is not dependent on the
Windows operating system device settings and app permissions for access to the device location
[73]. The Chrome browserversion 83.0.4103.97 was current as at the timeewéluaing
PrivateMe. Each time the browser version is checkenvever,via Help>>About Google
Chrome it automatically updates; the current version is 84.0.4147afh@5s now installed on the
tablet Finally, theiPhone mobile phonis the most ugio-date of the three devicemce it was
purchased within the last yeahe iPhone 8 used for the research is running iOS 13l&h
confident that it provides a gd representation of the device settings and app permissions for iOS.
The use case scenarios are intended to be representative of the typical decisions that a data
subject would need to make when installing an app on a device and selecting the dppropria
settings and permissions. There are three use cadealtae PrivateMe. Use casesthowshow
PrivateMe can be used to aid the data subjetiatch the data that is used by the app to the privacy
softgoals,andto selectthe correspondingrivacy settings and permissiofRQ1). Use Case 2
shows how PrivateMe can be used to resolve any conflicts between settings and permissions
selected for the app and any otlags on the same devid®Q2) Use Case 3 shows how
PrivateMe can be used to ensurattthere are no conflicts between the privacy settings and
permissions selectexh multiple devicedor theapps or thesite(RQ3). Although there is one use
case per research question, it may be more typical that selecting settings and permissions, and

resolving conflicts are not done on distinctly separate occasions. The actual steps that the data
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subject follows to use PrivateMe, however, would be the same regaodlledwetherthey are
completed on one occasionnot.

A dat a s ubj evacy @and wilkngness ® trustfis sybjedtive. Therefore, threats to
external validity may also arise due to the subjective nature of privacy and trust. To minimize
these threats, the data subject in the use cases is neither too private, nor too \siikng personal
information. Similarly, the data subjectods
controller, and technology, is intended to be reasonable. Use Case 1 includesamiplesas
to how such a decision can be made, such as rigetve privacy policy. According tf26],
however, most people do not check the privacy policy. Althoughaytnot be possible to mitigate

this threat entirely, Use Case 1 shows how PrivateMe can be used to aid the data subject with such

decisions.
Apps that offer to find the device if it 1is
The Location dvice settinginUseCa% however, i s switched AOno f

access the location, whilst the Camera permission to access the locatibegguentlgwitched

A Of. indhe Use Caseahe Location device setting waseviouslyii O f Having the Location
device setting AOffd may or may not .PheUse he wa)
Casesare intended toevaluaé that PrivateMecan find conflicts between the settings and
permissions Therefore, it is important that the PrivateMe shdles conflicts when a change in

the initial state affects the net result of other settings and permisSiomsequently e starting

state of he settings and permissioinsthe Use Case isotaconcern

100



5.5 Future Work

This researclaims to help thelata subject to control private datccording to the privacy
goals (RQ1)andto avoid conflicts between the settings and permissions (R@&)ss mltiple
devicesapps and sitegRQ3). PrivateMeincludes SIGs which offethe data subject a way to
understand the privacy threats associated with data use, and to assess the threats against the benefit
of using the data and trusPrivateMe also incldes a taxonomy and ontology of privacy settings
and permissions which offer the data subject a way to control interactions between the settings and
permissions.To further this research, futureork may includeconducting astudy, asurvey, or
both, with human subjectgp confirm the efficacy of PrivateMeThe discussions for the results
in Use Case,AJse Case 3ndthe additional findingsndicate that the knowledge in the ontology
for the AppSettingnd the AppPermissiariasgscould bedeveloped furtherFinally, PrivateMe
may be packaged as an ajigr ease of use, particularty make it easieto navigate the SIG, the
taxonomy, andhe ontology. | describe these points in further detail in tbkowing paragraphs.

An empirical stugt or a survey with human subjeatsuld confirm the benefits of PrivateMe.
Such studiesouldevaluatehe use ofjraphical representatiofsuch asSIGs)as a means toelp
the data subject to understaamdassess privacy goalshich include the datahat is collected
by appsthe service or services that agalized by using the datghepossible privacy threatand
trust. Conduding anempirical studyover a period of timecould also confirm ifpackaging
PrivateMe as an app woulte helpful to the data subjecthis may make it easier for them to use
PrivateMeinteractively as they load apps on their devicegcide which privacy settings and
permissions will meet their privacy goamnd resolveany conflicts between the settisgand

permissions
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Use Case 2liscusseshe AppSetting class in the ontologyAs future workthe AppSetting
classcould be developed furthéo show the difference betweennaapp settingand an app
permission For example,hie AppSetting classould be developed to show hoan the device
with Android, the Camera app setting floocationconfigures it to tag photos but to do so, it needs
app permissiomo access the location on the device. This also requireththdevice Location
settingi s i @thaugh many app settings are specifithe app, the AppSetting class could
also ke developedurtherto include examples adfomecommonsettingssuch as Account Profile
or History. Along with this,as discussed in Use Casel corresponding SiteSetting class could
be developed to show the similarity between the AppSetting and the SiteSkisises

Use Case 3 shows that site permissmmesmanaged via the browsérhe granularity of the
app permissions requested byagup, differ depending aihe operating systeof the device The
site permissions may similarly differ depending on the brow§ke ontology couldhereforebe
developed further to includgifferent browsers to capture how the site permissions are menag
via the browser Use Case 3 was focused on the Locagiermissions for thapp and site.The
AppPermission and SitePermission subclasses oP#mmissionclassmay also be developed
furtherto includeadditionalpermissions such as Body or Healths@'s, or the Microphone.

As part of the future worlerivateMecouldbe developed intan apfication (or appXo make
it easier forthe data subjedb navigat the SIGs and the ontology. It could provide a more
interactive interfacehan static SIG$o display theprivacy goals and potentigkivacy threats
Validation testing for a new version of the ontology could be conducted with devices that are
currentat the time of testing. These devices would ideally be used solely for the research, to ensure

that no automatic updates are switched on and that no other atypical features are enabled.
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Appendix A. Privacy Concerns
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Concern of/with About [78] | [20] | [21] | [16] | [51] | [19] | [18] | [28] | [27] | [30] | [23] | [24] | [31] | [29]

Automated Decision

Making Bias X

Automated Decision | Explainable Decision

Making Making X

Data Aggregation

Data Confidentiality X

Data Data Integrity X

Data Data Minimization

Data Data Persistence X

Data Disclosure

Data Future Use

Data Indirect Data Collectior X

Data loT User Identification X X

Data User Activities X X

Data User Location X X X

Data User Profiles X X

Data Volume X X
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Concern of/with About [78] | [20] | [21] | [16] | [51] | [19] | [18] | [28] | [27] | [30] | [23] | [24] | [31] | [29]
Data Controller Interests X
Data Controller Market Share X
Data Controller Rights X
Control of Personal
Data Subject Data X X
Data Subject DataOwnership X
Data Subject Freedom X
Data Subject Personal safety
Data Subject Privacy X X
Rights, including
Data Subject Informed Consent X X
Unaware of data
Data Subject collection/use
Ethics Obtaining Consent X
Ethics Ethical Use X
Machine Learning Bias in Algorithm
Machine Learning Bias in Training Data
Machine Learning Confusing the model
Effective, feasible
Machine Learning testing
Machine Learning Social Engineering
Privacy Complexity
Privacy Context Awareness
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Privacy Social Engineering X
Privacy UserManaged Privacy
Security Data Breach X
Security Data Protection Org X
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Security Data Transfer X
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Appendix B. Concerns an@orrespondind hreats

Concerns that are not related to Privacy Threats:

1 Data Controller interests, market share, rights

T Trust

Missing from the list:

1 Inference (i.e. determining data values from other pieces of2ijtaas opposed to indirect data collectj@B] , which may be

unintentional)

To Prevent To Protect from Privacy
Concern of/with Privacy Threat Threat Direct Privacy Threat Privacy Threat$34]

Automated Decision

Making Bias Distortion

Automated Decision Explainable Decision

Making Making Distortion

Data Aggregation Aggregation

Data Confidentiality Breach ofConfidentiality

Data Data Integrity Distortion
Increased Accessibility,

Data Data Minimization Secondary Use
Increased Accessibility,

Data Data Persistence Secondary Use

Data Disclosure Disclosure

Data Future Use Secondary Use

Data Indirect Data Collection | Exclusion

Data IoT User Identification Identification

Data User Activities Surveillance

Data User Location Surveillance

Data User Profiles Identification
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To Prevent To Protect from Privacy
Concern of/with Privacy Threat Threat Direct Privacy Threat Privacy Threat$34]

Identification,

Data Volume IncreasedAccessibility

Data Subject Control of Personal Data

Data Subject Data Ownership

Freedom Surveillance,

Interrogation,

Data Subject Intrusion

Data Subject Personal safety Intrusion

Data Subject Privacy All

Rights,including
Data Subject Informed Consent Exclusion
Unaware of data

Data Subject collection/use Exclusion

Ethics Obtaining Consent Exclusion
Secondary Use,
Exclusion,

Ethics Ethical Use Insecurity

Machine Learning Bias in Algorithm Distortion

Machine Learning Bias in Training Data Distortion

Machine Learning Confusing the model Distortion

Machine Learning Effective, feasible testing Distortion

Machine Learning Social Engineering

Privacy Complexity Multiple

Privacy ContextAwareness Disclosure

Privacy Social Engineering Decisional Interference

Privacy UserManaged Privacy N/A

Security Data Breach Dissemination

Data Protection Insecurity, Breach of
Security Organizational measures Confidentiality, Disclosure
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Concern of/with

To Prevent
Privacy Threat

To Protect from Privacy
Threat

Direct Privacy Threat

Privacy Threat$34]

Data Protection Technical

Insecurity, Breach of

Security measures Confidentiality, Disclosure
Insecurity, Breach of
Security Data Security Confidentiality, Disclosure
Insecurity, Breach of
Security Data Transfer Confidentiality, Disclosure
Insecurity, Breach of
Security loT Architecture Confidentiality, Disclosure
Security Privacy Breach Any
Insecurity, Breach of
Security Standards Confidentiality, Disclosure

Service Provider

Accountability

Multiple

Service Provider

Legal Compliance

Multiple
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Appendix C. PrivacyThreatsSoftgoal Interdependency Graph (SIG)
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Appendix D. GeneralConcerns

(Note that[23] usesinference for their model, therefore it is not listed as a concern, here.)
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Appendix
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Appendix F.
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Appendix G. Data SubjecPrivacyConcernsSIG
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Appendix H. BusinesLoncernsSIG
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Appendix I.
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Appendix J. TrustSIG

Data Control er

Trust
Mutual Trusted
Trust Aaent
Trusted Agent
Data_l(}ronsttrol o [Trusted3rdPartvl
Trusted Agent
Data [TrustedSystem]
Subject
eql rust
Data Control er Trust
[Data Subiect]
Data Subject Trust
m}r\ol drl
7 I\
A [\ o0
/ \ Data Subject
/ | \/\/ 7 Trust [Ee}r\vice]
+ -_—
7 — | \ \ _ -—\- — — 2 Data Subject Trust
- — - [Tech ploavl
T o y
Data Control er \
[Ac ou nabi ty] | \ \ |
< b N
\
| \

. /;Repu ation] | \
g T I\ \
Legal

_ |
Compl ance Q \ !

|

|

|

|

|

|

|

¥

\ v
Data Control er O

[Transparencvl \ l \ |

|

|

|

|

|

\ \
Legal Data Btection Information
[Liabi tv1 by Desian Security

128



	Abstract
	Acknowledgements
	Table of Contents
	List of Tables
	List of Figures
	Chapter 1:   Introduction
	1.1. Motivation
	1.2. Research Objectives
	1.3. Research Contributions
	1.4. Thesis Organization

	Chapter 2:   Background and Related Work
	2.1. Privacy
	2.2. GDPR
	2.3. Related Work
	2.3.1. Privacy Models
	2.3.2. Privacy Managed by the Data Subject
	2.3.3. Managing Changes to Privacy Goals due to Changes in Context


	Chapter 3:   PrivateMe
	3.1. Softgoal Interdependency Graph
	3.2. Taxonomy
	3.3. Ontology

	Chapter 4:   Evaluation
	4.1. Use Case Summary
	4.2. Use Case 1:  To Ensure that Privacy Settings and Permissions reflect Privacy Softgoals (RQ1)
	4.2.1. Use Case 1 Softgoal Interdependency Graphs
	4.2.2. Use Case 1 Taxonomy
	4.2.3. Use Case 1 Ontology

	4.3. Use Case 2:  To Determine that there are no Conflicts between Privacy Settings and Permissions (RQ2)
	4.3.1. Use Case 2 Taxonomy
	4.3.2. Use Case 2 Ontology

	4.4. Use Case 3:  To Manage Privacy Settings and Permissions on Multiple Devices, Applications, and Webservices (RQ3)
	4.4.1. Use Case 3 Taxonomy
	4.4.2. Use Case 3 Ontology


	Chapter 5:   Conclusion
	5.1.  Summary of the PrivateMe Use Case Results
	5.2. Challenges
	5.3. Threats to Internal Validity
	5.4. Threats to External Validity
	5.5. Future Work

	References
	Appendices
	Appendix A. Privacy Concerns
	Appendix B. Concerns and Corresponding Threats
	Appendix C. Privacy Threats Softgoal Interdependency Graph (SIG)
	Appendix D. General Concerns
	Appendix E. (GDPR) Data Subject Rights [8], [22] SIG
	Appendix F. (GDPR) Data Subject Rights [8], [22] (Consent and to Be Informed) SIG
	Appendix G. Data Subject Privacy Concerns SIG
	Appendix H. Business Concerns SIG
	Appendix I. Legal Concerns SIG
	Appendix J. Trust SIG


