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Abstract

Traditional techniques for Tor user de-anonymization through a side-channel by means of
traffic-watermarks are generally implemented through utilization/modulation of server-side
originating traffic (SSOW). However, the effectiveness of SSOW is often hindered by significant
amounts of traffic noise that accumulates along Tor’s communication pathways. In this thesis,
we outline the key ideas behind our novel user de-anonymization technique that utilizes client-
side originating watermarks (CSOW). We describe some potential ways this scheme could be
implemented in practice while not requiring the control of any Tor node or other resource. We
also demonstrate significantly superior real-world performance of our CSOW approach vs. those
previously discussed in the literature. Finally, we propose the use of Long Short-Term Memory
(LSTM) DNN for the purpose of more effective watermark detection. The real-world
experimentations demonstrate excellent potential of our proposed LSTM-Based CSOW
watermark detection system to accurately de-anonymize Tor users while keeping the number of

false positives (e.g., users mistakenly accused of wrongdoing) at an absolute 0.
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Summary of Main Contributions

In this thesis we cover many topics regarding Tor User De-Anonymization, to better
understand how we contribute to this field we will be briefly outlining our main contributions.
Firstly, we propose a methodology to overcome the limitations of existing Tor User De-
Anonymization Techniques that utilize Server-Side Originating Watermarks (SSOW). Our
methodology changes the direction of the watermark flow to originate from the client through the
use of Post Requests, we call this our Client-Side Originating Watermark (CSOW) approach. The
advantage of using our CSOW methodology is that the watermark is detected without having to
pass through the Tor Network, which is key a limitation in standard SSOW methodology as the
Tor Network induces lots of noise into the network traffic often altering the watermark beyond
recognition. Our results sections go into further detail proving this argument and outlines the
superior results of our CSOW methodology. Furthermore, we utilized a machine learning
algorithm Long Short-Term Memory (LSTM) to leverage deep learning for automated and
accurate recognition of traffic patterns. Our experimental results indicate that LSTMs can
successfully and accurately depict our watermark from standard Tor Network traffic in more than

85% of instances while maintaining an absolute 0% false positive rate.
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Chapter 1

Introduction

1.1 Chapter Overview

In this chapter we go over the motivation behind our research and the problems we have
aimed to solve. We also describe a high-level application scenario to provide context and outline
some of the key assumptions of our work. We conclude the chapter with an overview of the thesis

structure and the content of the subsequent chapters.

1.2 Motivation

In today's era of invasive digitalization, which has infiltrated every aspect of our lives, the
general public awareness about the importance of online privacy has substantially grown [1]. As a
consequence of this awareness, the popularity of anonymity browsers and VPN services that offer

affordable protection of online user privacy have also seen a rapid surge [2]. Unfortunately, these

1



services have inevitably attracted the attention of cybercriminals who seek anonymity to carry out
various illegal activities online [75].

In the realm of digital world, the concept of anonymization refers to the general process of
removing human/user identifying information. Identifying information exists in many different
forms, and can constitute any of the following: user’s name, home address, IP address, or anything
the user interacts with or produces on a daily basis (such as browsing history or online purchases).
Identifying information is commonly utilized and sold by corporations (or in some case by
malicious actors) to target users with specialized commercials or malicious phishing schemes.
Hence, to protect their privacy and avoid becoming a victim of these campaigns, many users turn
to online anonymity services such as Tor. Tor (The Onion Router) is an anonymity browser whose
operation is supported by a network of anonymization nodes, which are built off the concept of
Onion Routing [3]. Since its launch in 2006, the Tor browser and Tor network have become one
of the most popular anonymity services [4]. The graph in Figure 1 illustrates the number of daily
users connecting to Tor over the last two years [4], showing a clear trend of increasing popularity.
In addition to providing low-latency anonymity to end users, Tor also offers the ability to host
anonymous services/servers also known as ‘onion services’ (often implicated in the context of the
Dark Web), while remaining completely open-source and free to the general public. Tor’s
connection with the Dark Web, and the fact that it serves as the key enabler of various illicit
activities online and beyond, is what has inspired many cyber security researchers to look for ways
to break Tor’s Anonymity [5]. Or, more specifically, to develop effective techniques of Tor-user
de-anonymization that could potentially be used against cyber criminals. This is exactly what has

motivated the work presented in this thesis.
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Figure 1: Tor Metric Of Daily Tor User Connections [4]

The process of user de-anonymization is very much the opposite of anonymization - its
goal is to uncover (some) hidden identifying information that can ultimately reveal the user’s true
identity. Exactly what information is being targeted by de-anonymization process varies from
attack to attack. In this thesis, and for the purposes of our research, the goal is to reveal the user’s
real IP address and nothing else.

To date, many Tor-user de-anonymization techniques have been proposed in the research
literature. Unfortunately, many of these methods no longer hold up in real-world scenarios. On
one hand, this can be attributed to the fact that Tor is open-source and through the efforts of its
volunteers and researchers is constantly upgrading and evolving to withstand the latest security

and privacy threats. On the other hand, certain de-anonymization methods against Tor, especially



those that utilize server-originating traffic watermarks!, are set to fail due to their inherent
susceptibility to traffic delays and traffic noise, which are generally unavoidable and tend to
accumulate inside the Tor network (ultimately making traffic watermark schemes ineffective). An
illustration of this phenomenon is shown in Figure 2, which is based on our real-world
experimentation and shows: a) the shape of the original traffic watermark as generated by the
server (blue line) and intended for one particular target-user, and b) the shape of this same
watermark after passing through the Tor network and as observed at the other end of the respective
Tor circuit (red line) — i.e., in the target-user’s network vicinity. The obvious distortion caused by
Tor-network induced traffic delays and noise evidently change the shape of the original watermark
beyond recognition, ultimately leading to suboptimal user de-anonymization performance. Our
work has been motivated by the need to develop novel more effective approaches to user de-
anonymization in Tor, that could overcome the limitations of the existing techniques — including
the ones that utilize traffic watermarks, as illustrated in Figure 2.

Server-Originating Traffic Watermark
== \Natermark at Server (Source) End == \Natermark at Client (Destination) End
800

600

400

Packets/1 sec

200

0
5 10 15 20 25 30

Time (s)

Figure 2: Server-Originating Traffic Watermark as Observed at Two Ends of a Tor Circuit

L A traffic watermark is a unique, embedded identifier in network traffic that enables tracking, attribution, or
authentication without significantly altering the content of the traffic.



1.3 Application Scenario Considered in This Thesis

As mentioned previously, user anonymization tools are frequently abused by those who
seek to conceal their identity while conducting various malicious activities online (e.g., cyber
criminals, amateur hackers and hacktivists, nation state groups). Effective and accurate de-
anonymization and tracking of these actors is of critical importance for cyber-investigators and
threat-intelligence teams affiliated with various organizations - from law enforcement and
government agencies to security product and service-provider companies. The work presented in
this thesis aims to equip these teams with a novel deanonymization strategy that can aid in accurate
identification a particular malicious actor from a group of malicious suspects.

The specific user de-anonymization scenario considered in the research of this thesis is
illustrated in Figure 3. As the figure shows, in this use-case scenario, we assume an Undercover
Law Enforcement Agent (ULEA) is interested in de-anonymizing a particular Malicious Tor User
(MTU) that is an active forum member of a Criminal Chat Group (CCG) hosted on the Dark Web.
While ULEA knows (only) the chat group alias of this malicious user, MTU’s actual (real-world)
identity is not known; though, there are several Potential Suspects (PSs). With an appropriate
network surveillance warrant, ULAE and its agency are able to monitor encrypted traffic going
to/from each of PS’s respective device and/or home network — as shown in Figure 3. (E.g., the
surveillance tools could be run by the suspect’s ISPs, or a surveillance software could be installed
on the suspect’s LAN routers.) Unfortunately, since PSs deploy online anonymization tools, traffic
surveillance alone cannot help with either of the following: a) determine which specific Internet
sites they visit, b) whether they are members of the malicious Dark Web forum in question, and c)

which one of them is potentially the actual MTU. In order to reveal MTU’s real identity, ULEA



sends a direct/private ‘bait message’ to MTU through CCG (i.e., a message visible only to MTU),
with the aim to entice/lure MTU to visit a specially crafted decoy’ webpage hosted on ULEA’s
private server (see Figure 4). This decoy webpage is carefully designed so that during its rendering
by the MTU’s device it triggers the creation of a unique traffic watermark (i.e., a unique pattern of
network packets flowing to/from MTU’s device), which stands out from all other traffic and is
easily detectable. In other words, if (i.e., as soon as) MTU takes the bait and clicks on the *decoy’
webpage link (causing MTU’s browser to start the rendering of the page by retrieving its content
from ULEA’s private server), the given action will results in the appearance of the unique
watermark only in the traffic flow of that particular PS — ultimately allowing ULEA to reveal that
this PS is the actual criminal behind the MTU alias. One clear and very important advantage of
this technique, from the perspective of general user privacy, is that the anonymity of other suspect
users is entirely maintained, while only the identity of the targeted malicious user is

revealed/compromised.
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Figure 4: MTU De-Anonymization Using Traffic Watermark

1.4 Thesis Content

The remainder of this thesis is organized as follows: In Chapter 2 we will delve into the

general Tor topology to establish a strong understanding of the inner workings of Tor, and we will



provide a survey of previous works on Tor User De-Anonymization and some of their
shortcomings. Chapter 3, we will take a closer look into the workings of an existing Server-Side
Originating Watermark (SSOW) approach with focus on analyzing its performance and
limitations. In Chapter 4, we will provide full coverage of our novel Client-Side Originating
Watermark (CSOW) user de-anonymization approach, including: our assumptions, the details
of CSOW implementation and our experimental framework, as well as the obtained experimental
results. In Chapter 5, we will give an overview of state of the art in deep learning traffic
classification algorithms, the purpose of which is to select an algorithm that could/will be utilized
to improve the detection capability of our CSOW watermark technique. In Chapter 6, we will delve
deeper into the motivations behind the practical utilization of the selected deep learning algorithm
(LSTM autoencoder), and we will thoroughly cover its integration into the CSOW user de-
anonymization framework. In this chapter we will also present the experimental results obtained
using LSTM-based CSOW to demonstrate its favorable practical performance. Finally, in Chapter
7, we will close this thesis with a comprehensive summary of the main contributions of our

research and potential future directions.



Chapter 2

Tor Topology &
User De-Anonymization Overview

2.1 Introduction

Given its great popularity as well as its connections with the Dark Web, Tor has been the
subject of numerous studies looking for effective approaches to user de-anonymization. In this
Chapter, we first provide a detailed overview of Tor topology and operation. Subsequently, we
present a comprehensive survey and classification of the most impactful works on the topic of Tor
user de-anonymization to date — discussing their limitations and the ultimate motivation for our

work.



2.2 Tor Topology

Tor is an overlay network that is built on top of the Transmission Control Protocol (TCP)
and that utilizes multiple (typically three) encapsulated layers of cryptographic protection, as
illustrated in Figure 5. Each layer of encryption is removed by the corresponding relay node, which
only knows the previous and next step in the Tor Circuit but not the entire route or the origin.
Hence, this layered form of encryption is called "onion". This prevents any single relay node from

seeing both the source and destination of the data, ultimately ensuring strong user anonymity.

From the networking perspective, and as illustrated in Figure 5, to actually support
communication between a Tor client and a destination server, Tor creates a special circuit which
in most cases consists of two relay nodes and one guard node [6]. An exception to this is a Tor
circuit involving Hidden Services (also known as ‘Onion Services’). Hidden Services are websites
or services that operate exclusively within the Tor network, allowing both users and providers to
interact anonymously. (By default, Tor does not provide anonymity to service providers, while
Hidden Services ensure anonymity for both parties.) While the work of this thesis does not deal
with de-anonymization of Hidden Services, it is still important to mention their components and

operation, as some of the subsequently surveyed literature discusses attacks against them.

In the reminder of this section, we describe the role of different nodes in the Tor topology

and the key mechanisms of Tor circuit establishment.
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Figure 5: Tor Standard Network Circuit

2.2.1 Standard Client-Server Circuit in Tor

A Tor Relay Node (RN) is a volunteer-run server in the Tor network that helps to
anonymize and route users’ internet traffic. Specifically, these relay nodes are responsible for
execution of onion routing, allowing data to be encrypted and passed over the Internet, while
keeping the anonymity of the user's IP and their destination protected. There are three types of
relay nodes within a standard client-server circuit, which include: Guard Node, Middle Node, and

Exit Node. (In the later parts of this section, we describe each relay type in more detail.)

One of the most critical elements of the Tor network are Tor Directory Servers (DSs). Each
Tor DS stores and distributes the list of currently available Tor relay nodes, enabling users to select
and then establish connections with one of these nodes [8]. This list is also known as ‘consensus
document’ and it includes information such as: relay IP addresses, bandwidth capacity, exit

policies, and other relevant metadata.
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The Onion Proxy (OP), also known as the Tor Client, is a software application installed on
a user’s device that serves as an intermediary between the user’s Tor browser (i.e., the user’s Tor
GUI component) and the Tor network [7]. In particular, OP facilitates communication between the
respective Tor client and a Tor’s directory server, which in turn allows the client to obtain the list

of available relay nodes and establish a circuit within the Tor network.

The Guard Node (GN) is the first (entry) node in an established Tor circuit through which
the user’s traffic is routed [7]. The OP selects a guard node randomly from a list of trusted RNs (a
RN can become a trusted RN after it has been within the Tor network for at least 8 weeks) provided
by the DS, and this GN is used as the entry node for all circuits originating from this OP until a
different pool of trusted (i.e., potential guard) nodes is selected. The selection of guard node
follows a procedure aimed at minimizing the risk of a compromised node potentially being
owned/controlled by an adversary becoming the GN [7]. Since the GN is the first (entry) node in
the user’s Tor circuit, with a direct connection to the user’s OP, this node will inevitably know the
user’s actual Internet Protocol (IP) address. This, in fact, is the reason why many traditional user
de-anonymization attacks are aimed at compromising GNs, through which it is then relatively easy

to perform user/traffic deanonymization.

The Exit Node (EN) is the final relay in a Tor circuit, after which the traffic exits the Tor
network and reaches the destination server. This node acts as the interface between the Tor network
(i.e., respective circuit) and the rest of the Internet, and performs the final (i.e., the inner Tor/onion
layer) decryption of passing traffic. As the last node in the circuit, EN not only knows the IP
address of the destination server but is also potentially able to observe unencrypted traffic exiting
the Tor network [7]. This is the reason why, in addition to GNs, Tor’s ENs are also frequent targets

of user de-anonymization attacks.
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2.2.2 Hidden Service Circuit in Tor

Tor in its standard configuration (only) provides anonymity to its users/clients against de-
anonymization attacks conducted by: a) the destination server, or b) any potential adversary being
able to observe the client’s Tor circuit between the Guard Node and the destination server. On the
other hand, in this configuration Tor provides far less anonymity protection to the destination
server, as the IP address of the destination server is clearly visible not only to the connecting user
but also the respective Exit Node. To address this problem and be able to conceal the IP address
of the accessed website/server, the Tor community has introduced the concept of Hidden Services
(HS), also known as Onion Services, (see Figure 6). A HS is a web server (i.e., domain) hosted on
either a node inside the Tor network or an external node, and is assigned a URL ending in “.onion”
[9]. The existence of this HS is generally advertised to the public over social media or a more
targeted audience on a dark web forum, as standard search engines do not index onion services.
Unfortunately, the provided anonymity of HSs is very attractive for cybercriminals seeking to

circumvent detection of their illegal websites.

Introduction Points are nodes selected by each HS to register its services with the Tor
network. Each HS typically deploys several of these nodes to prevent/mitigate potential impact of
Denial of Service (DOS) attacks against a single Introduction Point [7]. Hidden Service Directories
are used by the HSs to advertise their Introduction Points and its public key. Given the
configuration of the Tor Circuit, the Introduction Points do not know the IP address of the HS as

they are connected to the HS via multiple intermediate nodes [10] (as shown in Figure 6).
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In the Hidden Service configuration, a Rendezvous Point (RP) is a Tor node that serves the
same function as the EN in a standard three-hop Tor circuit. Before the client OP initializes a
connection with any of the Introduction Points advertised by the Hidden Service Directories, it
selects a Rendezvous Point (RP) [7]. Similarly to a standard Tor circuit, the OP also selects two
other nodes (GN and middle) and establishes a Tor circuit to the RP via these nodes. As a result,

the RP does not know the IP address of the client.

As mentioned previously, DSs maintain a publicly accessible list of existing relay nodes in
the Tor network, and this information is often used by an ISP to censor and block the operation of
Tor network. To circumvent this issue, Bridges were introduced as another component of the Tor
infrastructure. Bridges are standard Tor relay nodes that are not listed publicly in the main Tor
directory. Their position in the Tor circuit takes the place of a GN, which are used by both OP and

HS. As a result, ULEAs and ISPs are unable to obtain a complete list of bridge nodes [7]. An OP
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or HS that is interested in using a bridge can request bridges directly through the Tor browser or

email the Tor project team [11].

2.2.3 Tor Circuit Establishment Procedure

To use Tor services, the user first must install OP software (together with a Tor browser)
on its device. To establish a circuit through the Tor network, the OP first contacts a DS and requests
a list of active relay nodes on the network. The OP selects three nodes from the list to act as the
guard, middle, and exit nodes, and incrementally creates a circuit by exchanging encryption keys
with each [7]. The key exchange is done via the Diffie—Hellman handshake. After the Tor circuit
that consists of three hops has been established (see Figure 5), the user can start to communicate

with the intended destination server over the Tor Network [12].

To increase the difficulty of traffic analysis attacks against its users, Tor uses fixed-length
packets — also referred to as ‘cells’ consisting of 512 bytes [7]. There are two main types of cells,
which are control cells and relay cells. Control cells are interpreted at the receiving nodes and can
carry Tor commands (e.g., create, padding, destroy, etc.). Relay cells carry the actual end-to-end
(client-server) data and consist of an additional packet (i.e., relay) header. This relay header
includes a stream ID (i.e., the ID of the respective communication stream), end-to-end checksum
for integrity checking, a relay command and the payload length. The relay header and the payload
are encrypted with the 128-bit counter mode Advanced Encryption Standard (AES) and, using the

symmetric encryption keys negotiated during the Diffie Hellman Key Exchange procedure [13].
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2.3 User De-Anonymization Attacks in Tor: General Taxonomy

Based on our in-depth survey of the relevant research literature ([7], [14] to [46]), we
conclude that most user de-anonymization attacks in Tor are based on the concept of Traffic
Correlation, and can be further split into two main subcategories: Timing and Watermarking

attacks.

Traffic Correlation (also known as Traffic Confirmation) attacks take place when an
adversary has the ability to monitor both ends of a network connection (Tor circuit) — e.g., from
the target/victim user end as well as from the respective destination end [15]. In the Tor network
the adversary can achieve this objective by either compromising both the Guard and Exit nodes,
or by monitoring their respective links out of the Tor network (i.e., between the client and the GN,
and between the EN and the destination, as shown in Figure 5). By confirming that the traffic
patterns seen at both ends are identical or highly similar, the attacker can directly link a user to

their server-side activity.

One special case of correlation attacks are Timing Attacks, where one particular aspect of
observed network traffic — timing characteristics — are used to determine correlations between
network traffic at the user vs. destination end. In particular, the adversary compares the timing of
packets entering the network (e.g., at the GN) with packets exiting the network (e.g., at the EN).
If similar timing patterns are observed, the attacker infers that the entry and exit streams are likely
correlated. These attacks most predominantly rely on the observed/measured inter-packet arrival

time as well as packet rate and latency.
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Watermarking Attacks are another special case of correlation attacks where the adversary
is able to proactively manipulate Tor’s traffic flow (between the target/victim user and the
respective server), by either injecting, modifying, delaying or deleting packets. The main goal of
a watermark attack is to produce a uniquely distinguishable traffic pattern that can be injected into
the network traffic stream at one end and observed and detected at another. Our own novel
approach to user de-anonymization (as described in Chapter 4) utilizes this particular attack

methodology.

2.4 User De-Anonymization Attacks in Tor: Taxonomy Based on Node
Involvement

Another way to categorize various de-anonymization attacks in Tor is by considering the
level of control the adversary is required to have over the Tor network and its different
components. Based on our survey of the related literature, we distinguish between works in which
the adversary needs to control one (of more) of the following aspects of Tor network: a) Guard
and Exit Nodes, b) Client or Single Relay Nodes, c) Side Channel (traffic flow), and d) a
combination of a) to c). In general, Guard and Exit Nodes attacks require the attacker to control
both the entry and exit nodes of the circuit at the same time. Client or Single Relay Node attacks
are launched by an attacker that controls a single Tor node. Side Channel attacks are typically
carried out by monitoring and/or manipulating the links between different circuit components. It
should be noted here that most of the existing Side Channel attacks have been based on the so-
called Server-Side Originating Watermarks (SSOW) — i.e., watermarks that are generated by/from
the server end of a Tor circuit. The work of this thesis introduces a completely novel Side Channel
(i.e., watermark) paradigm, in which watermarks get generated by/from the client end of a Tor

circuit, and which we name Client-Side Originating Watermark (CSOW). Lastly, Hybrid Attacks
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is a category Tor user deanonymization techniques that are a combination of the former
approaches.

Given an extensive volume of related research literature, in the reminder of this chapter we
will be surveying 3 most representative and impactful papers per each attack category to keep
information condensed. Nevertheless, in Table 7, we systematically group all the surveyed works
based on the type of control over Tor components the adversary is required to have in order to

launch a successful user de-anonymization attack.
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Figure 7: Table Overview of Preliminary De-Anonymization Attacks

2.4.1 Guard and Exit Nodes De-Anonymization

target/victim Tor circuit, which can be achieved by either compromising some of the existing Tor
nodes or by introducing new attacker-controlled relay nodes into the Tor network. (Figure 8 shows

the general attack scenario for this category where a malicious entry guard and a malicious exit

This category of attacks requires an adversary to gain control over both GN and EN of the
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node are nodes that are either compromised or run by the attacker.) Conceptually, both
compromised nodes also need to be connected to another attacker-controlled device called ‘central
authority’, which is able to view and analyze (i.e., correlate) the data from both ends of the

target/victim circuit, ultimately leading to de-anonymization of the respective client/user.

When pursuing this particular type of attack by means of newly introduced malicious relay
nodes, certain steps should be taken by the adversary to increase the chances that these specific
Tor nodes get selected as an entry or an exit node of the target/victim Tor circuit. For example,
malicious Tor nodes can specify that they only should be used as exit nodes and that they support
some specific (sought-after) protocols. Furthermore, a malicious node can falsely advertise high

available bandwidths and high uptime to be considered a preferred entry guard.
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Figure 8: Guard and Exit Node Attack Topology
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Wright et al. [14] introduced the so-called Predecessor Attack, a de-anonymization
technique that targets users and is applicable to various platforms; however, in this study, we will
only discuss its Tor application. In this method, an attacker is assumed to control multiple relay
nodes within the network, and it first attempts to identify the communication circuits that consist
solely of these particular nodes, using techniques like timing analysis. If the attacker can ensure
that an entire circuit comprises only their controlled nodes, they can trace the user’s IP address.
However, this attack relies on several unrealistic assumptions, specifically: both guard nodes and
exit nodes are required to be under the control of the adversary; and, only one user is connected
through the circuit at a time. While potentially feasible in the early days of Tor, such assumptions
are simply unrealistic in today’s real-world scenario, given the Tor’s growth in both the number
of relay nodes and its popularity (i.e., number of users).

In 2007, Bauer et al. [16] published a paper that introduces low-resource attacks against
the Tor network, which exploit Tor’s mechanisms for routing optimizations to gain control over
GN and EN. Namely, by design, Tor favors high-bandwidth, high-uptime nodes for circuit
establishment and routing in order to reduce latency. Inadvertently, this makes it easier for
attackers to compromise Tor circuits by controlling/owning such high-bandwidth/high-uptime
nodes. Though, attackers do not need to necessarily own such nodes, but instead can conduct the
attack by simply misrepresenting their resources to increase their likelihood of selection. Similar
to other attacks which aim at controlling both GN and EN these methods have assumptions that
are simply unrealistic in a real-world application. Primarily, the likelihood that an adversary would
end up controlling both GN and EN nodes belonging to the same circuit for a particular target user

is unrealistic, despite using false resource representation.
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In 2009, Bauer et al. [18] have described another user de-anonymization attack that exploits
the vulnerability of Tor paths while targeting specific type of application traffic, such as SMTP,
and peer-to-peer (P2P) protocols. Namely, Bauer points out that applications using specific
protocols and ports (e.g., SMTP and P2P) face a higher risk of path compromise. This is due to a
limited number of Tor relay nodes that support these ports, which makes it easier for attackers’
nodes which support these protocols to be selected as exit nodes. However, such attacks are very

niche and not very likely to successfully de-anonymize a targeted user.

2.4.2 Tor Client/Relay Node De-Anonymization

In this category of attacks, the adversary uses a single compromised Tor network
component - such as the Tor client of the targeted user or a Relay Node (RN) - to conduct de-
anonymization. The functionality of the compromised component is usually altered to match the
requirements of the attack (e.g., send periodic traffic bursts/patterns). Some of the attacks in this
category are aimed at de-anonymizing HSs, unlike the methods described in Section 2.3.1 which

are almost exclusively geared towards de-anonymization of Tor users.
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Figure 9: Tor Client/Relay Node Attack Topology
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Le Blond et al. [22] introduced a de-anonymization attack that focuses on the vulnerability
of Tor users that utilize peer-to-peer (P2P) applications, particularly BitTorrent, to compromise
their anonymity. The researchers demonstrate that when a Tor user utilizes an insecure application,
like BitTorrent, it can inadvertently expose their IP address. This insecure application or
misconfiguration of the application allows the adversary to link the Tor user directly to an
adversary controlled EN, thereby bypassing the remainder of the Tor network (i.e., Tor Client
connects directly to malicious EN, exposing their IP address). Unfortunately, the assumptions
required for this attack are not feasible in a real-world scenario. Particularly, the target user is
required to be using a mis-configured BitTorrent application over the Tor network while also
having the adversary’s malicious EN included in its Tor circuit, all of which is exceptionally hard

to accomplish in an actual real-world scenario.

2.4.3 Side-Channel De-Anonymization

Side-channel attacks use means other than compromising the main Tor components to
execute a de-anonymization attack. The most common form of side-channel deployed against a
Tor user is the intercepted (encrypted) traffic exchanged between this user’s Tor client and its
respective GN. This channel/traffic is readily accessible by network administrators or Internet
Service Providers (ISPs) that manage or control the underlying communication link. It is important
to understand that the attacks in this category do not require any element of Tor network to be
owned or compromised by the attacker. A special subcategory of side-channel attacks are Passive
Side-Channel attacks (i.e., attacks that do not alter the traffic in any way), which very often utilize

the concept of ‘website fingerprinting’. Website fingerprinting is a technique used to identify
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websites that a user visits by analyzing the patterns of encrypted network traffic generated during
the website’s retrieval/rendering - even without knowing the actual content or purpose of the
communication. More specifically, during a passive side-channel attack, the attacker observes the
size, timing, and other characteristics of packets sent and received by the victim user, and then
matches the observed traffic against the traffic patterns of known websites, potentially revealing

sensitive browsing activities despite encryption and anonymization efforts.
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Figure 10: Side-Channel Attack Topology

Panchenko et al. [25] discusses a passive side-channel attack which utilizes website
fingerprinting to identify specific sites visited by Tor users. By examining characteristics such as
traffic volume and timing, the authors are able to build a machine learning model (specifically, a
support vector machine (SVM) model) that is capable of recognizing associated patterns with
targeted websites. However, this approach has several drawbacks. Namely, Tor network utilizes a
3-hop system which induces a lot of natural noise that can greatly reduce the accuracy of such

attacks. Furthermore, utilizing SVMs with large datasets makes this approach computationally
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intensive, paired with the need to constantly re-train the SVM due to changing watermarks (i.e.,
website fingerprints) — which makes this methodology unrealistic in a real-world setting.

Wang et al. [29] propose improvements for website fingerprinting in user de-
anonymization attacks against Tor (and other anonymity networks). They introduce a k-Nearest
Neighbors (k-NN) classifier that leverages a feature set to achieve higher accuracy in identifying
websites based on traffic patterns. The classifier adjusts feature weights in an effort to improve
robustness of fingerprints against various obfuscation techniques. However, Tor induced traffic
noise still greatly impacts the performance of such an attack. Other drawbacks of this technique
include practical and computational complexity, as the utilized k-NN classifier requires a large
training dataset.

Arp et al. [30] introduce a new side-channel de-anonymization attack on Tor called Torben
—which, effectively, is a form of ‘active’ side-channel attack. (In an active side-channel attack, the
adversary is able to directly manipulate the side-channel’s traffic.) This attack takes advantage of
two key scenarios/concepts: 1) the attacker’s ability to manipulate a web page so it loads content
from an untrusted origin, and 2) the attacker’s ability to observe (raw) traffic patterns that
correspond to request-response pairs, even though the traffic itself is encrypted. The core idea of
the attack is to embed a web page marker in the server's response, creating a recognizable traffic
pattern that a passive observer can detect at the user's end. Arp et al. describe two variants of the
proposed attack based on the type of marker used. The first variant, deploying ‘remote markers’,
exploits non-malicious (i.e., trusted) web pages that can load content from external sources, such
as advertisements. The second variant, deploying ‘local markers’, involves the use of a web page

under direct control of the attacker. Similar to other side-channel attacks, this attack assumes that
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the adversary is able to observe the traffic between the Tor client and the GN, and its performance

can also be greatly impacted by the traffic noise that inherently accumulates along Tor circuit(s).

2.4.4 Hybrid De-Anonymization

If a mix of Tor network components from the previous categories is used for an attack, we

place that attack/work in the so-called Hybrid category.
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Figure 11: Hybrid Attack Topology

Abbot et al. [15] introduce a browser-based timing attack targeting Tor users’ anonymity,
leveraging JavaScript and HTML meta refresh tags to perform traffic analysis. The attack involves
amalicious Tor exit node inserting JavaScript into web pages accessed by the user. This JavaScript
periodically sends a unique signal to an external server, generating identifiable traffic patterns. If,
the user’s circuit also utilizes a malicious GN, the attacker can correlate this traffic and acquire
the user’s IP address. Unfortunately, the assumption of a Tor circuit containing both a

compromised GN and EN is simply unrealistic in a real-world scenario.
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Rochet et al. [21] present a so-called ‘dropmark’ traffic confirmation attack aimed at user
de-anonymization. The dropmark attack is an end-to-end correlation method for associating entry
and exit traffic flows in Tor. It works by marking traffic with dropped packets at specific timing
intervals, which a guard node can detect. The method capitalizes on Tor's handling of unrecognized
cells and achieves high correlation rates without visibly impacting user experience. Similar to
standard GN and EN de-anonymization attacks, it is unrealistic to assume that both GN and EN
are compromised.

Yang et al. [23] propose an active website fingerprinting user de-anonymization attack
against Tor. Unlike some of the passive fingerprinting techniques discussed in our side-channel
category, which simply observes traffic, this active method manipulates data packets at the GN
(controlled by the adversary), introducing delays in HT TP requests to separate distinct web objects,
thereby creating a clearer traffic pattern for classification. This is done through the following steps:
by controlling an GN, the attacker actively delays selected HTTP request packets, effectively
separating web objects in Tor’s encrypted traffic. After delaying the traffic, the attacker records
the modified packet sequences and extracts identifiable features, such as cell positions and
transmission patterns. Finally, using machine learning classifiers, the attacker compares these
features to a known dataset to identify the likely website being accessed. Similar to other
techniques, this approach is also based on a few unrealistic assumptions. Firstly, in today’s Tor, it
may be hard for the adversary to actually control the GN of the target user. Secondly, this attack
only works on HTTP applications, meaning that in the case of HTTPS client-server
communication the attack would not work. Finally, the deliberately induced delay in the client-
server traffic can negatively affect the user browsing experiences and thus raise the risk of

detection.
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2.5 Conclusion

In this chapter we have presented the main categories of user de-anonymization techniques
in Tor, and we have surveyed the most relevant and impactful research works in each of these
categories. Overall, we found that many of the existing user de-anonymization techniques simply
have unrealistic assumptions, or deploy methodologies that are not easy to execute in today’s real-
world environment. Nevertheless, we believe that side-channel methods are the most feasible ones
as they do not require actual compromise of any Tor network components. This is what motivated
us to propose our own side-channel user de-anonymization approach that can effectively address
the shortcomings of the earlier techniques. Our novel approach (which is presented in Chapter 4)
is partially based on the ideas of Torben [30]; hence, in the next chapter, we provide a more detailed

overview of Torben as well as our initial experimentation using this de-anonymization technique.
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Chapter 3

Study of Torben’s Server Originating
Watermark Effectiveness

3.1 Introduction

It was explained in Chapter 2 that considering the current size and popularity of Tor, the
side-channel user de-anonymization techniques are not only most effective but also significantly
less involved (i.e., less complex to execute) for the adversary. One common feature of all existing
side-channel user de-anonymization techniques is the fact that they rely on server-side originating
watermarks (SSOW). In our survey, we have identified Torben [30] as one of the most promising
SSOW side-channel user de-anonymization solutions, as it requires the adversary to control only
the destination server while being able to passively observe the first hop of the target user’s Tor
circuit. The first stage and objective of our research has been to evaluate Torben’s real-world
performance and identify its potential drawbacks. In this chapter, we showcase the main aspects

of our experimentation with a Torben based SSOW user de-anonymization framework. We also
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present samples of the real-world results obtained using this framework, which highlight the key
drawbacks of Torben and have motivated the development of our novel Tor-user de-
anonymization technique using client-side originating watermarks (CSOW) — which will be

presented in Chapter 4.

3.2 Torben Based Server-Side Tor User De-Anonymization: Our
Implementation

The user de-anonymization approach named ‘Torben’, proposed by Arp et al. [30], is a
technique that deploys server-side originating watermarks, as depicted in Figure 12. The technique
allows two possible implementations (i.e., actual origins of the watermark) - one via an online ad
injected into a third-party webpage, and the other via a webpage that is in full control of the
attacker. In our evaluation of Torben we have utilized the second approach. From the page-level
implementation both approaches are very similar. However, in terms of the actual mounting of a
Torben attack the second approach is practically more feasible, given the fact that the first approach
would require a hacking of a legitimate website. It is important to note that as a side-channel
method, this approach makes no specific assumptions about the Tor network, and the attacker does
not need to own/control any of its elements. Instead, it is assumed that the attacker (only) has full
control of a webpage and some means of listening to the network traffic arriving at the machine
running the victim user’s Tor client/browser. E.g., if the victim user is on a public WiFi, the
arriving traffic can simply be sniffed off the wireless medium. On the other hand, if the victim user
is on their home network, the attacker (i.e., ULEA from Chapter 1) needs to either compromise
the victim’s router or obtain a warrant for traffic monitoring by the user’s ISP in order to observe

(i.e., acquire) the passing traffic.
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In terms of its actual implementation, the main premise of Torben de-anonymization attack
is to embed one or more ‘markers’ (e.g., special-purpose HTML tags or JavaScript snippets) into
the source code of the attacker-controlled webpage, which the victim user is lured into visiting
using the approach previously described in Chapter 1. As also previously explained, the actual
purpose of the HTML markers is to cause the target user’s browser to generate a unique
traffic/packet pattern (i.e., watermark) during the downloading/rendering of the adversary’s
webpage. By observing this specific watermark in the network flow that streams from the server
hosting the attacker’s page to the machine of a particular victim user, this user can be fully

identified/de-anonymized [30].
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Figure 12: Server-Side Originating Watermark Topology

In our evaluation of the Torben attack, and assuming the role of the adversary, we have
created an HTML watermark-generating webpage which the target-user would be lured into
visiting. (This page can be accessed from: [80].) On the surface, our Torben webpage appears to
be rather ordinary; however, the HTML body of the page contains several pieces of ‘malicious’
JavaScript code — i.e., code that results in the creation of a desired traffic watermark. (Further

details of this code and the webpage appearance can be found in Appendix 1.) Namely, when
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executed, this code loads an image into each of the three already defined HTML division (“<div>")
elements which are invisible to the user until certain (predefined) delays are met. The delays are
simple in the sense that they only check for a certain amount of time to pass in order to t induce
additional traffic (i.e., trigger the retrieval of the aforementioned image), thereby resulting in a
unique traffic watermark. The deployed image is approximately 835kB in size, and its purpose is
to generate large and observable traffic peaks during the rendering of the adversary webpage. With
three division elements in the adversary webpage, the image downloading process is repeated three

times, with an inter-request delay of 7500ms between each division element.

As for the stealthiness of our Torben implementation, the image that appears in our attack
page and is responsible for the creation of the traffic watermark is made visible to the user.
Nevertheless, the image could easily be made hidden (e.g., using HTML tags to reduce it display
size to <0 by 0> pixels), without affecting the attack performance. Namely, the size in which an
image is displayed on a webpage does not impact the number of bytes transmitted during its
transfer/downloading from the server to the client. Of course, in the case of a more advanced user
(i.e., user that inspects the source code of each downloaded page for potential signs of malicious
intent or activity) some form of code obscuration may be necessary to make the attack stealthier.
Note, however, this aspect of Torben attack was never discussed by its original authors [30], and

thus was out of scope of our research as well.
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3.3 Torben Based Server-Side Tor User De-Anonymization: Our
Experimental Results

The real-world experimentations with our own variant of Torben attack have revealed
major performance issues that ultimately render suboptimal de-anonymization results. (We believe
these issues are inherent to all other side-channel de-anonymization techniques that deploy server-
originating traffic watermarks, such as those presented in [28,29,31,32].) Namely, since the
watermark generated by the server has to pass through the Tor network before reaching the target
user - and the respective watermark detector set up by the adversary in the target’s network vicinity
(see Figure 12) - the watermark inevitably ends up being corrupted by different types of traffic
noise which accumulates along the Tor’s pathways. (This could be either Tor specific as well as
general Internet traffic noise). In some cases, the noise can cause the watermark to get altered
beyond the point of recognizability. Figures 13 and 14 are samples of our experimental results
with Torben that illustrate this point. In particular, Figure 13 shows the original 3-spike watermark
as captured in the network vicinity of the server. Figure 14 shows the appearance of the same 3-
spike watermark when finally captured/observed by the watermark detector in the network vicinity
of the victim’s machine. The detrimental impact of the network noise on the look of this watermark
IS very evident since the watermark captured in the target-user vicinity appears to contain

numerous (i.e., certainly more than three) ill-shaped spikes.
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Figure 13: Server-Side Originating Watermark (SSOW) as Captured in Server Network Vicinity
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Figure 14: Sever-Side Originating Watermark (SSOW) as Captured in Client Network Vicinity
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3.4 Conclusion

To summarize, in this chapter we have outlined our user de-anonymization framework
based on a Torben inspired implementation of server-side originating watermark (SSOW). The
experimental results obtained using this framework showcase some key drawbacks of Torben in
a real-world environment. Specifically, SSOW techniques are shown to be highly susceptible to
traffic distortion while passing through the Tor network, which can cause alteration of the actual
watermark beyond recognition. In the following chapter we present our novel user de-
anonymization approach based on client-side originating watermark (CSOW) methodology, and

we compare the performance of CSOW against that of SSOW based techniques.
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Chapter 4

Novel Tor
User De-anonymization Technique
Deploying Client-Side Originating
Watermark (CSOW)

4.1 Introduction

In order to overcome the challenges of user de-anonymization techniques in Tor that rely
on server-side originating watermarks (such as Torben [30]), we propose a novel Client-Side
Originating Watermark (CSOW) paradigm. In particular, as illustrated in Figure 15, we propose
an approach in which the ‘markers’ (i.e., special malicious traffic-generating JavaScript
elements) placed inside the adversary’s page are designed in a way so as to trigger transmission
of modulated traffic bursts (i.e., traffic watermark) from the victim’s Tor browser towards the
server hosting the given page —i.e., in the direction opposite to the one assumed by Torben [30].

With this inverted watermark traffic-flow scheme, which now ensures very close network
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proximity of the watermark’s origin and the watermark detector (see Figure 15), the effects of
traffic noise on the appearance of the captured watermark are greatly reduced, ultimately
resulting in much higher accuracy of the user de-anonymization process. In this chapter, we give
an overview of the implementation details of our CSOW scheme, and we present some of our
experimental results which prove the performance superiority of this scheme over those that rely

on server-side originating watermarks.
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Figure 15: Client-Side Originating Watermark (CSOW) Topology

4.2 CSOW User De-Anonymization Technique: Assumptions

Before we further elaborate on the technical aspects of our Client-Side Originating
Watermark (CSOW) user de-anonymization scheme, let us outline our key assumptions

concerning the attacker and the target user.

Assumption 1: The adversary conducting the user de-anonymization attack owns (or has

managed to successfully compromise) a publicly accessible webpage. For the reminder of this
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document we will refer to this webpage as ‘CSOW-page’. The CSOW-page’s content is
structured/coded in such a way that it generates a unique ‘in upload direction’ watermark while

being loaded (i.e., rendered) by a browser of any user requesting this page.

Assumption 2: By deploying some of the social-engineering schemes discussed in
Chapter 1, the adversary manages to successfully lure one (or more) users specifically targeted

by CSOW attack into requesting the CSOW-page.

Assumption 3: By holding a strategic position that allows monitoring of the
communication link between the target-user’s machine and its respective ISP router (i.e., the first
hop of the respective Tor circuit), the adversary is able to observe if/when the watermark appears

in the traffic flowing over the monitored link — see Figure 15.

Assumption 4: The target-user is (may be) visiting webpages other than the CSOW-page.
However, we assume that all webpages are visited ‘in sequence’; or, in other words, no two pages

are being rendered at the same time by the user’s browser.

Assumption 5: The target-user’s dwell-time on each requested page is long enough to
ensure that all relevant objects of that webpage are fully retrieved before the next page is
requested or the tab/browser is closed. Put another way, the entire ‘traffic fingerprint’ of each
webpage is always acquired, and never overlaps with the ‘traffic fingerprint’ of another page.
(Note, in the reminder of this thesis we will use the terms ‘traffic fingerprint of a webpage’ and

‘webpage fingerprint’ interchangeably.)

Assumption 6: Based on the shape of the observed traffic - specifically the end-tail of a

web-page fingerprint which is typically characterized by a significant drop in traffic intensity -
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attacker is able to detect/observe when the retrieval of one webpage is over and the retrieval of

new web-page has begun.

It should be noted that the above assumptions have been deployed by most previous works
on user de-anonymization using traffic-watermarking, and our research (i.e., CSOW technique)

is not expanding the list.

4.3 CSOW User De-Anonymization Technique: Implementation Details

In the course of our research, we have tested a variety of methods for creating the inversed
(i.e., upload direction) client-side originating watermarks (CSOWSs), most of which have relied on
the use of HTTP Post Requests. As it stands, the best approaches we have identified for creating
Post Requests that produce significant, reliable, and well-shaped bursts of traffic are the ones that
utilize images (i.e., image bytes) already present in the attacker controlled CSOW-page requested
by the target-user. More specifically, this approach operates as follows: In order to send the bytes
of an image present in the (CSOW) webpage back to the server, it is necessary to utilize HTML
‘Canvas’ element [76], since simply using a POST request on an ‘image’ element would only send
out its source (URL). Once the Canvas is created, the desired image is drawn onto the canvas and
then used to crate a Blob, where JavaScript *Blob’ element [77] represents a file-like object/chunk
of raw data (in our case the raw data of the manipulated image), which can be used as a payload
for the Post Request(s). Once this is completed, an ordinary fetch function is used to send the actual

Post Request. The full code is shown in Figure 16.
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sendPostRequest(imageElement, url)

var canvas = .createElement("canvas");

.drawImage(im
.toBlob(function (blob) {
var formData = new FormData();

blob, "image.jpg");

col
1)
.catch({function (error)

onsole.log(error);

"image/jpg");

Figure 16: Post Request Example Code
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Two specific implementation that we have devised, based on the above procedure and

ensuring the best possible watermark-generating results, include:

CSOW Implementation 1, which utilizes a for-loop to send a specified number of
consecutive Post Requests and thus generate traffic spikes of desired amplitude

(i.e., a desired watermark) — as shown in Figure 17.

10; i++) {

=st(imageElement, url);

val (LoopReguests,

Figure 17: CSOW Implementation 1 Example Code

CSOW Implementation 2, which utilizes a JavaScript function “Promise.all()” [78]
to send a pre-set amount of Post Requests concurrently — as shown in Figure 18.
”Promise.all()” is a utility function which takes an iterable input and returns an
output that is a combination of all elements in the iterable input. The output is
resolved only when all elements have been resolved. As a result, an array of
resolved elements from the original iterable input is returned. In pseudo terms,
Implementation 2 consists of the following steps. First, we get the reference to the
image we wish to use for Post requests (out of potentially multiple images
appearing on CSOW-page). With the image chosen, and by calling the

sendPostRequest.js function, we create an array of POST requests that use the bytes
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of the given image as their payload. Next, we send all requests concurrently using
the ”Promise.all()” utility function. The implementation/operation of this function
can be separated into three components, ”.then”, ”.catch”, and ”.finally”. The first
two components are both response indicators - where ”.then” is an indicator of
successful completion, while ”.catch” returns an error code should something
unexpected occur. The third component ”.finally”, is where additional steps
pertaining to the function can be executed. In our implementation, the first step
under “.finally” is to increment a global counter to keep track of the total number
of iterations performed. The next step under “.finally” uses an if statement to check
if a preset maximum number of iterations have been reached, at which point the
function terminates. If the number of iterations has not reached the maximum, a

recursive call for sendRegeust.js function is made.
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completed:", res

, error);

f (currentIteration < totalIterations)

ut (function()

Figure 18: CSOW Implementation 2 Example Code

The main advantage of Implementation 2 (using “Promise.all()” to simultaneously send a
number of Post Requst) over Implementation 1 (a simple for-loop that sends Post Requests
consecutively) is the fact that Implementation 2 is able to produce larger-amplitude and narrower-
in-time traffic spikes, which together result in better shaped and thus more accurately identifiable

traffic watermarks. This point is illustrated in Figure 19, where the green watermark (CSOW
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Implementation 1) is contrasted against the blue watermark (CSOW Implementation 2), and as

observed by the watermark detector located in the client’s network vicinity (see Figure 15).
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Figure 19: Traffic Watermark Comparison Between All Implementations

Additionally, Figure 19 confirms not only the superior performance of CSOW

Implementation 2 (CSOWI2) over CSOW Implementation 1 (CSOWI1) watermark, but also

demonstrates that both of these watermarks are considerably less susceptible to traffic noise and

are able to produce traffic spikes of considerably larger amplitude relative to those produced by

SSOW approach.
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4.4 CSOW User De-Anonymization Technique: Experimental Setup

For the purpose of collecting traffic data generated during an actual real-world CSOW
attack, we have set up an experimental environment as depicted in Figure 20. In this environment,
the adversary’s webpage is hosted on a York University’s server located at the Keele campus in
Toronto. (The webpage is hosted on a personal domain provided by York University to Lassonde

students.)
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— |
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| Traffic sent to server by CSOW Webpage
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User’s
TargetUser o “cliant Home Router Guard Node Middle Node Exit Node

Server Hosting
Adversary’s Webpage

Figure 20: Traffic Capture Points (CNV = Client Network Vicinity, SNV = Server Network Vicinity)

The target user is located in a home/residential network within the GTA area, and is
serviced by one of the leading Canadian ISPs. A WireShark packet sniffer is deployed on a
Windows device that is located in the same home network (and is connected to the same home
router), but is different from the device used by the presumed target user. The WireShark sniffer
is tasked with continuous monitoring of the communication link (i.e., the traffic exchanged)
between the target-user’s machine and the respective home router. We refer to (i.e., mark) this

specific WireShark location as Client Network Vicinity [CNV] Point.

The process of collecting traffic data generated during an SSOW attack is conducted within

the same general experimental environment as shown in Figure 20. However, given that WireShark
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packet sniffing is generally not permitted within the York University’s network domain, for the
purposes of SSOW attack simulation we had to ‘flip’ the physical locations of the server and the
client. In particular, during the SSOW attack simulation, the adversary’s webpage was hosted on
a Linux machine located in the previously described home network, while the target user was now
located at York University. The traffic exchanged between the SSOW server and the home router
was collected in a similar way as described in the case of CSOW attack — though, now the location
of the traffic sniffer was referred to (i.e., marked) as Server Network Vicinity (SNV) Point. In this
attack scenario, the same victim user machine located at York University network was used to run

the Tor client as well as the WireShark sniffer responsible for the CNV-Point traffic collection.

As for the procedure for measuring of the fidelity and/or similarity of the captured traffic
watermark(s), we had considered several options suited for time-series data, but ultimately chose
Dynamic Time Warping (DTW) method [10]. (Appendix 2 provides details on the workings of
DTW when applied to traffic traces, as was the case in our research.) The main reasons we opted

for DTW are:

1) DTW is able to handle small and irregular variations in time-series data, commonly
referred to as jitter. This is very important as Tor deliberately induces many of these
smaller-scale distortions over their network in order to combat some possible
correlation attacks by causing misalignment between corresponding traffic points.
From the perspective of traffic watermarks, this implies that two points of an
identical watermark that gets transmitted at two different time instances may be
allocated rather different time-stamps. Put another way, DTW will align two

sequences even if they are not fully synchronized, which is very useful if one is
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looking to measure the similarity of two watermarks transmitted in/through noisy

network environment(s).

2) DTW takes amplitudes of a time-dependent data series into account, unlike other
common metrics such as Time-Series Correlation. This is extremely important as
one of our key watermark characteristics is the amplitude (magnitude) of traffic
peaks. Without the amplitude information taken into account, we lose an important
aspect of watermark measurement, which could lead to incorrect matches or
mismatches, and consequently result in a significant number of false-positives or

false-negatives.

In our analysis, DTW algorithm is applied to watermark captures as the first step in
assessing their similarity — with the intention to best align their respective time-points. (In the
reminder of this document, watermarks transformed with DTW for purposes of their comparison
will be referred to as DTW watermarks.) Subsequently, to determine the actual similarity score
between two DTW watermarks, we calculate Euclidean Distance between their respective points.
A Lower Euclidean Distance implies a greater similarity between the watermarks, and vice versa.
Or, in the context of SSOW and CSOW attack, a greater similarity between the original and
captured watermark implies a higher certainty that the user in question had visited the attack

webpage — which is the key for successful user de-anonymization (as explained in Chapter 1).

4.5 CSOW User De-Anonymization Technique: Experimental Results

The goal of this experimentation was to perform a comparative analysis of the user de-

anonymization effectiveness of the traditional server-side originating watermark (SSOW)

47



approach (as described in Chapter 3) against our novel client-side originating watermark (CSOW)
approach (as described in preceding sections of this chapter). Specifically, the experiments were
conducted to compare the quality of SSOW and CSOW watermarks (each produced/generated in
a separate experiment), and as appearing at the Client Network Vicinity (CNV) Point — i.e., the
point where the adversary is assumed to conduct surveillance of the target-user’s in- and out- going

traffic, as shown in Figure 20.
Overall, two main groups of experiments were conducted:

1) SSOW Experiments, in which the target user is lured into accessing a SSOW

webpage controlled by the adversary.

2) CSOW Experiments, in which the target user is lured into accessing a CSOW

webpage controlled by the adversary.

In each set of experiment (SSOW Experiments and CSOW Experiments), 10 repeated and
independent retrievals of the attacker’s decoy page by the target-user (i.e., by the target-user’s Tor
browser) were performed — resulting in a total of 20 independent experiments. In both sets of
experiments, SSOW and CSOW pages were designed to ensure that the original watermark traffic
consisted of 3 main traffic spikes and were generated by transmitting the same overall volume of
traffic — approximately 900 kB of traffic per traffic spike. By ‘original watermark traffic’ we mean
the SSOW and CSOW traffic as first appearing at their respective sources — i.e., at the moment the
watermark traffic is first placed ‘on the wire’. In each individual experiment, during each decoy
page retrieval, the passing traffic was observed (i.e., collected by WireShark sniffer) at the CNV

Point.
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From each group of 10 retrievals (involving SSOW and CSOW watermark, respectively),
we selected one representative capture (the capture with the best performance i.e., highest
amplitude, fewest distortions, etc.) and showcased them in Figure 21 — where black graph is a
capture corresponding to the server-side generated traffic-watermark, while blue graph is a capture

corresponding to our novel client-side traffic-watermark. (The opaque red traffic-watermark will

be discussed later).
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Figure 21: Comparing SSOW against CSOW

A simple visual inspection of the watermarks in Figure 21 shows that time-wise both types
of watermarks (SSOW and CSOW) have a duration of approximately 30 seconds. However, the
traffic amplitudes of our CSOW method are much better preserved - reaching peaks of over 800

packets/second versus approximately 400 packets/second in the server-side approach - making the
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CSOW watermark stand out much better and thus be much easier to detect. It should be noted here
that the distortion in the SSOW watermark is evident not only in the lower and partially flattened
amplitudes of individual traffic peaks, but also in the presence of ‘additional peaks’. Namely, even
though the original watermark (as generated by the server and observed at the SNV capture point)
consisted of 3 main and well-formed traffic bursts, the delays and noise imposed on traffic as it
moved over the Tor pathways appear to have caused these bursts to get deformed, ‘stretched’, and

ultimately broken into multiple smaller bursts.

Next, to quantify the performance of each of method individually (SSOW and CSOW),
and their actual susceptibility to noise, we compare two different DTW watermarks from the same
approach as observed at the CNV capture point. For this purpose, the two DTW watermarks of
the same attack approach selected for relative comparison are: a) the watermark with the best
performance (i.e., highest amplitude, lowest disturbance) vs. b) the watermark with the worst
performance (i.e., lowest amplitude, highest disturbance). Figure 22 illustrates two DTW
watermarks from SSOW attack. It is pretty obvious that the time alignment of these DTW
watermarks is fairly good; however, where SSOW approach clearly fails is in the consistency of
the watermarks’ traffic peaks (amplitude, y-axis). Namely, even with the help of DTW alignment,
the amplitudes of the two instances are noticeable different from one another, and ultimately result
in Euclidean Distance of 1210. Likewise, Figure 23 illustrates two DTW watermarks from CSOW
attack. Clearly, with CSOW approach, we are seeing a good alignment in the time of arrival as
well as the amplitude (i.e., traffic peaks), ultimately resulting in a much lower Euclidean Distance
of 120. (Recall, a lower Euclidean Distance implies a greater similarity). Based on these
observations, we can state that the CSOW attack approach is far less sensitive to noise, and as such

is able to ensure more robust detection and, ultimately, more reliable user de-anonymization.
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Figure 22: Two Representative Instances of Server-Side Originating DTW Watermarks as Observed at CNV
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DTW CSOW: Euclidean Distance = 557
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Figure 23: Two Representative Instances of Client-Side Originating Watermark (CSOW) as Observed at CNV

One final remark in terms of the obtained results is related to the potential (in)effectiveness
of deploying CSOW watermarks with excessively large traffic peaks. To understand this point,
note that back in Figure 21 the opaque-red traffic-watermark is the result of our attempt to triple
the number of POST requests in the CSOW attack, and thus potentially further improve the size
and detectability of the produced watermark. Unfortunately, our experimentation shows that
sending this many post requests did not achieve the desired objective, and it only resulted in a
performance drop (i.e., an overly distorted watermark). In more general terms, this implies that
attempting to increase the number of POST requests beyond a certain point will only result in
deformed and spread-out traffic bursts/peaks. Therefore, during a real-world utilization of the
CSOW de-anonymization technique, it is critically important to balance the size of watermark

spikes and not attempt to send too much data over a short period of time.
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4.6 Summary and Important Open Issues

To summarize, in this chapter we have outlined the six key assumptions of our CSOW user

de-anonymization framework (which are also deployed by SSOW techniques of previous research

works). We have also described the implementation details of our CSOW technique, and presented

the experimental setup used to validate the performance of this technique in the real world. The

obtained results showcase the obviously superior performance of the CSOW based user de-

anonymization against that of the SSOW approach.

It should be pointed out that most of the analysis of this chapter has been based on simple

(manual) analytical and visual inspection of collected watermark(s) and traffic captures. By

‘inspection’ we refer to the process in which the original CSOW watermark is compared against

another (random) packet capture in order to determine whether the given capture contains the

original CSOW watermark - as illustrated in the below figure.
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Figure 24: Initially assumed operation of CSOW based user de-anonymization system

To better understand Figure 24, note that our procedure for obtaining/establishing of the

‘Original CSOW Watermark’ has consisted of the following two steps:
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Step 1: The retrieval of the adversary’s CSOW page is initiated from the victim user’s Tor
browser (i.e., machine), during which the network traffic passing to and from this machine is
collected. We will refer to the entire traffic capture collected during this step as ‘full watermark

traffic capture’.

Step 2: From the full watermark traffic capture only the ‘outgoing’ Tor packets - i.e.,

packets sent from the victim user’s browser/machine to the respective Guard Node and effectively
carrying the upload traffic triggered by the rendering of the CSOW page - are isolated, ultimately

constituting the CSOW watermark.

(It should also be noted that in theory the Watermark Detector in Figure 24 could deploy a CSOW
watermark collected on another communication link during the retrieval of the CSOW page by
another machine/browser. But, given that each machine/browser behaves in a unique manner when
retrieving and rendering a web-page, such a watermark could potentially yield suboptimal results.

We discuss this particular point in more detail in Chapter 6.)

In Figure 24, the ‘Traffic Capture’ fed into the Watermark Detector is acquired in a
similar manner as the Original CSOW Watermark, and it consists only of outgoing Tor packets
collected on the respective communication link during the retrieval of an “‘unknown’ web-page by
the victim user. Clearly, a high degree of similarity between the Traffic Capture and the Original
CSOW Watermark would imply a high likelihood that the ‘unknown’ web-page being retrieved

by the victim user is actually the CSOW page.

Now, in this chapter we have discussed potentially detrimental impact of traffic noise on
some aspects of watermark detection — primarily on the ‘shape’ of (random) Traffic Capture
(Figure 24). For simplicity purposes, we have assumed that the ‘Original CSOW Watermark’

remains largely unaffected by noise; or, more specifically, that extracting of the CSOW watermark
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from one single traffic capture will provide accurate watermark detection and user de-
anonymization results. However, we do recognize that in some real-world environments and/or
situations, the Original CSOW Watermark itself could potentially be impacted by traffic noise
(e.g., if during the watermark capture there are other networking applications running on the
victim’s machine and causing variable delay to different segments of full watermark traffic

capture).

Therefore, if we are to build a truly effective and robust CSOW user de-anonymization
framework, it would be necessary to incorporate into this framework an automated module capable
of building a well-established noise-resistant watermark ‘profile’ from (not only one but) a number
of observed watermarks - as illustrated in the below figure. This very idea is what has motivated
our research presented in the subsequent chapters, where we pursue the development of an

automated CSOW watermark detector using a Deep Learning algorithm.
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Figure 25: De-anonymization system with an automated ML-based CSOW watermark detector
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Chapter 5

Deep Learning for
Traffic Classification: Overview

5.1 Introduction

As outlined in the conclusion of Chapter 4, one shortcoming of our initial implementation
of CSOW-based user de-anonymization technique is its lack of built-in robustness against
possible presence of traffic noise in the benchmark CSOW watermark. Namely, the CSOW
solution outlined in Chapter 4 creates/extracts the ‘Original CSOW Watermark’ profile out of
one individual traffic capture. Obviously, if this single traffic capture happens to be affected by
noise, the fidelity of the extracted CSOW watermark as well as the accuracy of the entire
watermark detection process could be significantly impaired. This shortcoming has inspired us
to look for possible ML-based solutions for building a robust and generic model/profile of the
CSOW watermark — a model/profile that would be trained on a number of CSOW watermark

instances collected at different times (i.e., under different conditions and noise levels). One
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challenge, though, in identifying such a solution is the fact that each CSOW watermark is
effectively an instance of time-series data. Hence, the selected ML algorithm would have to be

able to operate on time-series data.

In this Chapter we provide a survey of previous research work on the use of machine and
deep learning solutions for the purpose of network traffic and/or time series data classification.
The main focus of the survey are papers specifically discussing Tor traffic classification and
anomaly detection problems. In total we survey nine high quality papers, and group them into 3
categories based on the type of traffic being classified and the chosen model — as shown in Figure
26. The main takeaways of the survey is that LSTM model [79] seems to be the most suitable

ML algorithm for automated building of a robust CSOW watermark.
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Deep Learning Traffic Classification Survey

Tor Traffic Classification Non-LSTM

Paper

Finding

2019 Radha [53]

Showcases reduced false-positives from DL models and outlines the increase in efficiency over larger data.

2020 Sarkar [54]

Showcases significant increase in performance of DL models over traditional ML models.

2023 He [58]

Showcases increased performance and efficiency of FlowMFD over other DL models.

Tor Traffic Classification LSTM

Paper Finding
2021 VishnuPriya [56] Showcases increased performance and robustness of RNN-LSTM versus traditional ML models.
2021 Sarwar [57] Showecases increased accuracy of CNN-LSTM over other DL models, furthermore outlines performance in
identifying type of traffic (browser, video-stream, audio stream, etc.).
Non-Tor Traffic Classification LSTM
Paper Finding

2020 Akbari [55]

Showcase inadequacies of DL models relying on features from TLS handshake header fields, propose novel feature
that utilizes LSTM to increase performance and robustness.

2020 Elsayed [61]

Showecases a novel LSTM-Autoencoder model with improved performance and accuracy, furthermore lower
computational overhead allowing for practical real-time deployment.

2023 He [59]

Showcases the superior performance of LSTM models versus traditional ML models for identifying encrypted
versus non-encrypted traffic.

2023 Malekghaini [60]

Showcase the effects of data drift of encrypted traffic on standard ML models and illustrates the superior
performance LSTM based models in combating the data drift issues.

Figure 26: Deep Learning Traffic Classification Survey Table

5.2 Tor Traffic Classification Using Non-LSTM Models

5.2.1 Detection and Classification of Tor Traffic using Deep Neural Network Learning

In their 2020 paper “Detection of Tor Traffic using Deep Learning”, Sarkar et al. outline

their approach to identification and classification of Tor traffic using deep learning techniques

[54]. The authors utilize the UNB-CIC Tor and non-Tor real-world dataset, which includes 8,044

samples labeled as Tor and 59,784 samples labeled as non-Tor traffic. The UNB-CIC dataset was

originally acquired by setting up three users to perform various activities on the Tor network and

two users to conduct non-Tor traffic activities, while capturing their aggregate traffic using
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WireShark. The dataset includes 28 different features, including: source and destination IP

addresses, ports, flow duration, packet counts, and inter-arrival times.

The methodology employed in this study involves a preprocessing phase where two
prominent feature selection methods were applied: Symmetric Uncertainty (SU) and Correlation-
Based Filter Selection (CFS). SU is based on information theory and measures the uncertainty of
a random variable, helping to identify relevant features by reducing bias. CFS evaluates the
predictive power of an attribute and its redundancy relative to other features, ensuring the
selection of the most significant attributes for the final model. Using these methods, the original
28 features were reduced to a more manageable subset of 11 features, optimizing the model’s

overall performance.

The machine learning models used in this research are deep neural networks (DNNs) of
various configurations, specifically designed to handle the complex task of traffic classification.
The models consist of multiple layers of non-linear processing units, with neurons in each layer
responsible for mapping inputs to outputs. During the training phase, the weights of the neurons
are adjusted using backpropagation and gradient descent algorithms to minimize the

classification errors.

Evaluation metrics such as precision, recall, F-measure, accuracy, and the Area Under the
Receiver Operating Characteristic Curve (AUC-ROC) are used to validate the models. (70% of
the original dataset are used for training, 10% for validation, and 20% for testing.) The authors’
best performing configuration was able to achieve an accuracy of 99.89% in distinguishing Tor
traffic from non-Tor traffic. For the multi-class classification task, where the goal was to identify

specific types of Tor traffic, the model achieved an accuracy of 95.6%.
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The authors acknowledge that their methodology has a few weak points and limitations.
Primarily, the DNN models developed for detecting Tor traffic are vulnerable to Generative
Adversarial Network (GAN) attacks. GAN synthetic traffic is not detected by the authors’ DNN
classifiers. Furthermore, the authors discuss potential issues with overfitting of the DNN models
when they are trained on a specific dataset and then evaluated on a separate synthetic dataset.
The authors raise concern that the model might not generalize as effectively to entirely new
datasets or in real-world applications where the traffic characteristics can differ significantly from
the training data. Furthermore, such model requires a substantial amount of training data (the

others had nearly 70,000 samples) and training time could take upwards of 10 hours.

5.2.2 Tor Traffic Classification using Feed Forward Deep Neural Network Learning

In 2019, Radha and Upadhyay published a paper entitled “Tor Traffic Classification using
Deep Learning” [53]. The study employs a deep learning approach, specifically a Feed Forward
Neural Network (FFN), to analyze and classify Tor traffic. The researchers have utilized the
UNB-CIC Tor/non-Tor dataset for training and evaluation of their FFN model. The methodology
involves extracting various time-based features from network traffic data, such as Forward Inter
Arrival Time (FIAT), Backward Inter Arrival Time (BIAT), Flow Inter Arrival Time
(FLOWIAT), among other time-based features. These features help in distinguishing the

characteristics of Tor traffic from regular internet traffic.

The deep learning model is trained using Keras and TensorFlow frameworks, with the
architecture comprising multiple hidden layers to capture complex patterns in the data. The
performance of the model is improved by using backpropagation which adjusted the weights of

the neurons based on the error between the predicted and actual outputs. The authors have
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experimented with different numbers of hidden layers and found that eight hidden layers provides

optimal results.

The authors compare the performance of their FFN deep learning model with various
traditional machine learning algorithms, including Naive Bayes, Logistic Regression, Support
Vector Machine (SVM), and Random Forest. Their results indicate that the deep learning
approach achieves a higher accuracy in classifying Tor traffic compared to the other traditional
methods. Specifically, the deep learning model attains an accuracy of 98.27%, slightly
outperforming the Random Forest classifier, which achieves 98.26%. The performance of other
classifiers, such as SVM and Logistic Regression, exhibits significantly lower performance, with

accuracies of 93.40% and 93.86%, respectively.

The authors emphasize the importance of reducing false positives in detecting non-Tor
traffic, and highlight that the deep learning model performs better in minimizing these errors
compared to traditional machine learning methods. They also note that while the dataset used in
the experiments was relatively small, the deep learning model's performance is expected to
improve with larger datasets, where traditional machine learning algorithms may require more

computational resources to retrain.

The methodology proposed for Tor traffic classification using a deep learning-based feed-
forward neural network unfortunately contains limitations in several areas. The authors
acknowledge that the dataset used is relatively small for deep learning systems, which may hinder
the generalizability of the model to diverse network scenarios. Additionally, while the model
performs well with larger datasets, the increased computational demand for training on such
datasets is not thoroughly addressed. Furthermore, the reliance on features like inter-packet

arrival times and flow durations assumes consistent traffic patterns, which may not hold in real-
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world applications with variable network conditions, particular network conditions such as ones

found in Tor.

5.2.3 Tor Traffic Classification using Convolutional Neural Network Learning

In their 2023 paper “FlowMFD: Characterisation”, He et al. have illustrated a new
approach for classification of Tor traffic using a Mount Frequency Direction (MFD)
chromatographic feature and spatial-temporal modelling [58]. The methodology employed in
this study begins with the extraction of time series features from packets of a Tor traffic capture.
The authors observe that Tor traffic exhibits distinct interaction patterns between applications
and servers, which can be captured through the amount-frequency-direction of packet
transmissions. These interaction patterns are then represented using a Mount-Frequency-
Direction Chromatographic Features (MFDCF). These features integrate multiple low-
dimensional Timing Synchronization Functions (TSFs) into a single plane, preserving essential

pattern information while enabling the characterization of traffic from different Tor applications.

To capture the spatial-temporal dependencies between MFDCF, the study employs a
cascaded model combining a two-dimensional convolutional neural network (2D-CNN) and a
bidirectional gated recurrent unit (Bi-GRU), as shown in Figure 27 [58]. The 2D-CNN extracts
spatial dependencies by processing MFDCF images, while the Bi-GRU captures temporal
dependencies within the traffic data. This hybrid model allows for feature extraction and

classification of complex Tor traffic patterns.
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Figure 27: FlowmMFD Framework [58]

The researchers validate FlowMFD using the public ISCXTor2016 dataset and a self-
collected dataset comprising dynamic Tor traffic. The results demonstrate that FlowMFD
achieves an accuracy of 92.1% on the ISCXTor2016 dataset and 88.3% on the self-collected
dataset. The authors compare their performance to traditional machine learning algorithms to
highlight the effectiveness of MFDCF and spatial-temporal modelling in enhancing the

classification performance of Tor traffic.

The FlowMFD methodology for Tor traffic classification exhibits certain limitations as
outlined by the authors. The reliance on specific packet sizes for feature extraction may not
generalize well to dynamic or highly variable traffic patterns, potentially limiting applicability in
more divergent network environments such as Tor. Additionally, although the method leverages
both spatial and temporal dependencies using 2D-CNN and Bi-GRU networks, it assumes

relatively uniform connections in traffic, which may not hold in real-world scenarios involving
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noisy data. The evaluation is conducted primarily on controlled datasets, such as ISCXTor2016
and self-collected AAT, which may not adequately capture the diversity and complexity of real-
world Tor traffic. Furthermore, the model tends to overfit to typical packet sizes, as evidenced

by calibration bias and overconfidence in predictions.

5.3 Tor Traffic Classification Using LSTM

5.3.1 DarkDetect LSTM Classifer

[ In their 2021 paper entitled “DarkDetect: Darknet Traffic Detection and Categorization
Using Modified Convolution-Long Short-Term Memory” [57], Sarwar et al. have presented their
findings pertaining to identification and categorization of darknet traffic using deep learning
techniques. The study specifically focuses on Convolutional Neural Networks (CNN) integrated
with Long Short-Term Memory (LSTM) networks. The dataset used for training and validation
purposes is an amalgamation of previously published datasets, enhanced to include various
categories of VPN and Tor traffic. The final aggregated dataset comprises 85 features, including
labels for traffic types (Tor, Non-Tor, VPN, Non-VPN) and application categories (Audio-

Stream, Browsing, Chat, E-mail, P2P, Transfer, Video-Stream, VOIP) [57].

In the preprocessing stages, the proposed system performs several data handling steps,
starting with a stage/technique for addressing of missing data, as shown in Figure 28 [57].
Specifically, dataset rows with missing information are removed to avoid any adverse effects on
the learning process. The dataset is then balanced using the Synthetic Minority Over-sampling
Technique (SMOTE) to ensure that every class is adequately represented, and thereby improve
the accuracy and precision of the classifier. The study specifically increases the instances of the

Tor class, which initially had fewer samples.
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Figure 28: DarkDetect Taxonomy [57]

The authors point out to feature selection as a critical part of their methodology, involving
Principal Component Analysis (PCA), Decision Trees (DT), and Extreme Gradient Boosting
(XGB). These methods help identify the most relevant features out of the 85 available, so as to
ultimately reduce the dataset dimensionality and improving the overall performance of the

classification models. PCA is particularly noted for producing orthogonal, uncorrelated features
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ranked by their explained variance, while DT and XGB use different criteria to select the optimal

features based on their importance.

The core classification task is approached using modified deep learning models: CNN-
LSTM and CNN-GRU (Gated Recurrent Unit). These models are designed to handle sequential
data, capturing the temporal dependencies in network traffic. The CNN layer extracts features
from the input data, while the LSTM or GRU layer handles the sequence prediction. This dual

approach allows the models to effectively learn and classify complex patterns in darknet traffic.

The authors compare their performance using various metrics such as precision, recall,
F-score, and accuracy. The study finds that the CNN-LSTM model outperforms other models,
achieving higher precision, recall, and F-score. The CNN-LSTM model achieves 1%, 4%, and
3% better precision, recall, and F-score respectively compared to the CNN-GRU model on

different traffic types.

The authors also perform darknet traffic categorization at a more intricate level, analyzing
specific traffic categories like Audio-Stream, Chat, Email, P2P, VOIP, Video-Stream, Transfer,
and Browsing. The results show that traditional machine learning models like Random Forest
Regressor (RFR), Gradient Boosting (GB), and Decision Tree (DT) achieve significant
performance, but the deep learning approach, particularly CNN-LSTM, provides superior

accuracy and stability.

The methodology proposed in "DarkDetect" for traffic detection and categorization
shows several advancements but also several limitations as outlined by the authors. While the
CNN-LSTM model achieves competitive accuracy, its reliance on oversampling techniques like
SMOTE for data balancing may introduce overfitting or bias, especially in real-world scenarios

with more complex imbalances. The approach also heavily depends on the performance of XGB
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for feature selection, yet the interplay between feature selection and classifier performance in
different traffic types is not extensively explored. Additionally, the method's evaluation on only

one dataset may limit its generalizability to broader darknet traffic contexts.

5.3.2 RNN-LSTM Based Deep Learning Model for Tor Traffic Classification

The work titled “RNN-LSTM Based Deep Learning Model for Tor Traffic Classification”
by VishnuPriya et al. provides insight of how deep learning models, particularly those using
Recurrent Neural Networks (RNN) and LSTM, can be applied to classify network traffic as either
Tor or non-Tor [56]. The methodology employed in this study is centered on using the UNB-CIC

Tor and non-Tor dataset (8,044 Tor samples, 59,784 non-Tor samples).

In the preprocessing phase, two feature selection methods are applied: Correlation Based
Filter Selection (CFS) and Symmetric Uncertainty (SU), similar to the process outlined in [54].
CFS evaluates the predictive power of an attribute and its redundancy relative to other features,
ensuring that only the most relevant attributes are ultimately deployed. SU, on the other hand,
measures the uncertainty of a random variable, helping to identify the most informative features.
These methods reduce the original feature set to a more manageable subset, which is then used

to train the deep learning models.

The core of the study is the implementation of deep learning models, specifically RNN
and LSTM architectures. These models are well-suited for handling time-series data, which is
crucial for analyzing network traffic that changes over time. The RNN-LSTM model developed
in this study consists of multiple layers that process the input data sequentially, capturing
temporal dependencies and patterns that are indicative of Tor or non-Tor traffic. The model was
trained using the Adam optimizer, which adjusts the learning rate to improve the model's

accuracy over time.
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The performance of the RNN-LSTM model is compared to traditional machine learning
models like DNN. The results show that the RNN-LSTM model achieves e higher accuracy and
precision in classifying Tor traffic. Specifically, the RNN-LSTM model achieves an accuracy of
88%, while the DNN model only achieves 86%. The precision and recall metrics also indicate
better performance for the RNN-LSTM model, highlighting its effectiveness in distinguishing

between Tor and non-Tor traffic.

To further validate the model's performance, the researchers have generated additional
traffic samples using the CIC Flowmeter tool in a controlled virtual environment, with the
ultimate purpose to balance the original dataset (see Figure 29) [56]. Even on the extended
dataset, the RNN-LSTM model continues to outperform the DNN model, achieving an accuracy

of 97%.

Additionally, the study explores the robustness of the RNN-LSTM model by comparing
it to other traditional machine learning classifiers such as ZeroR, J48, Naive Bayes, Random
Forest, and K-Nearest Neighbors (KNN). The results show that while some traditional classifiers
perform well, the RNN-LSTM model consistently provides better accuracy and precision,

making it a more reliable choice for Tor traffic classification.

The RNN-LSTM-based deep learning model for Tor traffic classification addresses
challenges in time-based feature extraction but exhibits limitations. The dataset imbalance,
particularly the underrepresentation of Tor samples, poses a challenge despite the use of data
augmentation. While the authors achieve improvements in precision and recall, the study uses
only two datasets (ISCXTor2016 and a generated dataset), which constrain the generalizability

of the findings to broader or more diverse network environments. Additionally, the model’s
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heavy computational requirements, exacerbated by the parameter-intensive nature of LSTMs,

make it less feasible for deployment in resource-constrained settings.
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Figure 29: RNN-LSTM Block Diagram [56]

5.4 Non-Tor Traffic Classification Using LSTM

5.4.1 Network Traffic Classification Using a Combined CNN and LSTM Model

In the 2023 paper titled “Network Traffic Classification Model Based on Attention
Mechanism and Spatiotemporal Features” [59] Hu et al. introduce a model capable of handling
large and complex volumes of network traffic, including encrypted traffic. The model integrates

an attention mechanism with spatiotemporal features to enhance the accuracy and reliability of
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traffic classification. To validate the model performance, the authors use multiple datasets,
including the ISCX VPN-nonVPN, USTC-TFC2016, and a YouTube dataset. These datasets are
chosen for their diversity, encompassing both encrypted and unencrypted traffic, as well as
normal and abnormal traffic patterns. Dataset preprocessing proposed in [59] consists of three
main steps: traffic filtering, image generation, and IDX (Incremental Design Exchange) format
conversion. The first (traffic filtering) step involves splitting raw packets into session-level
packets and cleaning the data to remove any empty or duplicate files that could affect model
training. In the second (image generation) step, the network session flows are converted into 784-
byte images, which are then used as inputs for the CNN network. The visual representation of
these images allows for clear distinctions between different types of traffic, demonstrating the
feasibility of using session flow-generated images for traffic classification. It the final third step,
the images are converted into the IDX format, which is commonly used for storing large
multidimensional arrays or tensors efficiently. This format ensures compatibility of input data
for both the LSTM and CNN networks used in the study, facilitating further analysis and

classification tasks.

The core of the model is the integration of LSTM and CNN with an attention mechanism.
LSTM networks are well-suited for analysis of network traffic as they can learn long-term
dependencies and are effective for handling of temporal correlations. The LSTM network used
in this study consists of several long- and short-term memory units, allowing it to save and
retrieve values and gradients over several subsequent time steps. The CNN layers extract spatial
features from the input data, which are then processed by the LSTM layers to capture the temporal

dependencies.
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The attention mechanism is incorporated into the classification model to enhance its
ability to focus on the most relevant parts of input data. This mechanism dynamically assigns
weights to different parts of the input, allowing the model to prioritize more significant features.
The combination of CNN, LSTM, and attention mechanism enable the model to effectively
capture both spatial and temporal features, resulting in a more accurate and reliable traffic

classification.

The evaluation of the proposed model is based on its comparison against traditional
machine learning models such as Random Forest, Gradient Boosting, and Decision Tree, as well
as other deep learning models. The results demonstrate that the proposed model outperforms
existing methods in terms of accuracy, precision, recall, and F1-score, including classification

accuracy of different types of encrypted vs. unencrypted traffic.

The proposed spatiotemporal network traffic classification model leveraging LSTM,
CNN, and Squeeze-and-Excitation (SE) mechanisms demonstrate increased accuracy but has
several disadvantages. The methodology relies heavily on predefined datasets, such as ISCX
VPN-nonVPN and USTC-TFC2016, which may not fully reflect the diversity of real-world
encrypted network traffic. Additionally, while the model employs the SE mechanism to refine
features, the computational overhead introduced by such attention mechanisms is not adequately
addressed, especially for deployment in resource-constrained environments. The preprocessing
steps, which involve converting traffic data into 28x28 images, can result in the loss of nuanced
temporal information critical for certain traffic patterns. The experiments focus on balanced
datasets, however the model's performance under imbalanced noisy traffic conditions is not

thoroughly evaluated.
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5.4.2 A Look Behind the Curtain: Traffic Classification

In the 2020 paper titled “A Look Behind the Curtain: Traffic Classification in an
Increasingly Encrypted Web” Akbari et al. present a novel approach to traffic classification of
encrypted web traffic corresponding to protocols like HTTP/2 and QUIC [55]. The authors’
methodology begins by highlighting the inadequacies of current deep learning models, which
often rely on simplistic logic derived from certain header fields of TLS handshake packets. The
authors claim this reliance not only limits the robustness of the models to future versions of
encrypted protocols but also overlooks crucial domain-specific considerations. To address these
issues, the authors design a novel feature engineering approach that generalizes well across
encrypted web protocols and developed a neural network architecture that leverages Stacked

LSTM layers and CNN (see Figure 30).

The feature engineering process involves extracting three types of features: 1) raw bytes
from the TLS handshake packets, 2) flow time-series data (including packet sizes, directions, and
inter-arrival times), and 3) standard flow statistics (such as mean, standard deviation, and median
of packet sizes, TCP flag counts, and flow durations). This comprehensive feature set is crafted
to capture the intrinsic characteristics of encrypted traffic without relying on easily identifiable

but potentially misleading header fields.

For the neural network architecture, the authors implemented a three-part model that
processes these three types of features separately before concatenating their outputs and passing
them through additional fully-connected layers for the final classification. The raw handshake
bytes are fed to a one-dimensional CNN, the flow time-series is processed by a stacked LSTM

network, and the flow statistics are handled by the fully-connected network, see Figure 30.
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The training strategy involves using an Adam optimizer with manual reduction of the
learning rate as training progresses, which helps balance the trade-off between parameter search
granularity and training speed. The dataset used for evaluation comes from a major ISP and
Mobile Network Operator, and includes both service-level and application-level classifications.
The results show that their model achieves a 95% accuracy in service classification with fewer
false classifications compared to other methods surveyed by the authors.
CNN and Stacked LSTM layers that is used to extracted features for distinguishing between
different traffic classes. Real-world mobile traffic dataset from an ISP is used to showcase their
methodology performance in service classification of encrypted web traffic. The authors achieve

an average accuracy of over 95% for classification exclusively over HTTPS.

The proposed methodology for traffic classification in an encrypted web environment
leverages feature engineering and hybrid CNN-LSTM architecture but presents several
disadvantages. The reliance on pre-defined datasets, such as the Orange’20 dataset, raises

concerns about generalizability to other real-world traffic patterns, especially in diverse or highly
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dynamic network conditions. Additionally, the computational expense associated with the
proposed model, limits its scalability in large-scale or resource-constrained environments.
Furthermore, the use of manual preprocessing techniques, such as flow time-series extraction,
could introduce bias or limit the applicability of the model in fully automated or real-time traffic

analysis systems.

5.4.3 Deep Learning for Encrypted Traffic Classification in the Face of Data Drift

In 2023 Malekghaini et al. publish a paper “Deep Learning for Encrypted Traffic
Classification in the Face of Data Drift: An Empirical Study” [60], in which they outline the
challenges and solutions associated with classifying encrypted network traffic, particularly under
the conditions of data drift. Data drift refers to a situation when the distribution of input data
changes over time, which can degrade the performance of pre-trained models as they encounter
new and evolving traffic patterns. The authors use several real-world datasets, collected from a
major ISP's mobile network over two years, to observe the extent of data drift and its impact on
traffic classification models in practical settings. The datasets include traffic encrypted using TLS

and Quick UDP Internet Connections (QUIC) protocols.

The authors used two encrypted traffic classifiers as the basis for experiments: the
University of Waterloo's tripartite model and the UCDavis CNN model. The tripartite model
consists of three parts: convolutional neural networks (CNNSs) operating on TLS header bytes,
long short-term memory (LSTM) layers processing traffic-flow time-series data, and dense layers
analyzing statistical flow data. The UCDavis CNN model, on the other hand, focuses on early

classification using the first few packets of a flow.

To evaluate the effect of data drift, the models are trained on one and then tested on

another dataset collected at a different time. This approach is intended to show how changes in
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traffic patterns over time can impact the model performance. The study reveals that both models
experience significant performance degradation when applied to newer datasets, with the degree
of degradation correlating with the gap between the collection time of training and testing

datasets.

One interesting finding of this work is that the tripartite model's performance drop is more
pronounced in its TLS header component compared to the flow time-series component. This
suggests that time-dependent traffic features are more robust to data drift than TLS header byte
features, which can change more significantly over time. The researchers also observe that some
service classes, such as streaming and download, are more affected by data drift than others,

leading to higher misclassification rates.

To mitigate the impact of data drift, the paper proposes several architectural adaptations
and best practices. For instance, reducing the dropout rate in the LSTM layers and simplifying
the model architecture by using bidirectional LSTMs (BLSTMs) or one-dimensional
convolutional layers (CONV1D) for smaller datasets to help improve model robustness. The
study also emphasizes the importance of updating model architectures to accommodate changes

in dataset size and distribution.

The study further examines the role of application-layer protocol negotiation (ALPN)
fields in TLS traffic. It is noted that the performance of the tripartite model is significantly
affected by changes in the ALPN field values over time. For example, the decline in the use of
the SPDY protocol and the rise in HTTP/2 adoption appear to have contributed to the observed
data drift. To determine its actual impact on classification accuracy, the researchers have

conducted additional experiments by obfuscating the ALPN field, revealing that clear ALPN
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values slightly enhance model performance but are not the primary cause of performance

degradation.

The methodology proposed for encrypted traffic classification in the face of data drift
demonstrates several limitations. While the authors address the decay in model performance over
time, its reliance on specific datasets from a major ISP's mobile network may limit
generalizability across diverse network environments. The methodology also assumes a
relatively consistent distribution of labeled flows, which is not reflective of the real-world
imbalance and variability in traffic data, Tor in particular. Furthermore, the computational
complexity of adapting the model architecture to smaller datasets, while effective, is not

evaluated for deployment feasibility in real-time or resource-constrained environments.

5.4.4 Network Anomaly Detection Using LSTM Based Autoencoder

Lastly, Elsayed et al. have published a paper entitled “Network Anomaly Detection Using
LSTM Based Autoencoder” [61], which examines the use of a combined LSTM autoencoder and
One-Class Support Vector Machine (OC-SVM) for purposes of anomaly detection in network
traffic. The central objective of the study is to address the challenge of identifying anomalies in
network traffic, which is of particular importance for security of Software-Defined Networks
(SDN). The methodology employed in this paper involves several key steps. First, the study uses
the INSDN dataset, which contains diverse network traffic data, including both normal and
malicious traffic. The dataset is preprocessed to convert it into a suitable format for machine

learning models.

The core of the proposed approach is an LSTM-autoencoder model, designed to learn and
reconstruct the normal patterns of network traffic. The autoencoder compresses the input data

into a lower-dimensional latent space and then reconstructs it. The reconstruction error is used as
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an indicator of anomalies, with higher errors suggesting anomalous traffic. This approach
leverages the temporal correlations in network traffic data, making LSTM a suitable choice due

to its capability to model sequences effectively.

To enhance the anomaly detection capabilities, the authors integrate the LSTM-
autoencoder with an OC-SVM, see Figure 31 [61]. The OC-SVM is trained on the compressed
representations obtained from the autoencoder, learning the boundary of normal data and
identifying points that fall outside this boundary as anomalies. This hybrid approach addresses
the limitations of using OC-SVM alone, particularly its inefficiency in handling high-

dimensional data directly.
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The evaluation of the proposed model involves training it on normal traffic data and then
testing its performance on a dataset containing both normal and anomalous traffic. The study
measures performance using precision, recall, F1-score, and accuracy metrics. The results
indicate that the hybrid LSTM-autoencoder-OC-SVM model achieves high detection rates with

significantly reduced false positives compared to traditional methods.

Additionally, the authors discuss the computational efficiency of the proposed model,
emphasizing its suitability for real-time intrusion detection in SDN environments. The hybrid
model not only improves detection accuracy but also offers a more practical solution for real-

world operational deployment due to its lower computational overhead.

5.5 Conclusion & Chosen Technique

Out of the techniques surveyed in this chapter, we believe the one outlined in [61] is best
suited for the purposes of our Automated CSOW Watermark Detector (see Figure in Chapter 4).
Although several other papers utilize similar LSTM-based solutions to achieve traffic detection
and/or classification, and some even deal specifically with Tor network traffic [56, 57], the
approach outlined in [61] has most overlap with our intended application and goals. Namely, the
main objective of the LSTM solution from [61] is to ‘learn’ a single type/class of traffic (which
is considered to be a “normal” traffic category), and then label any other/different type of traffic
as an “anomaly”. This is very similar to what we are aiming our ML model to accomplish, which
is: 1) learn a very general profile of CSOW watermark (using a larger training dataset of collected
and possibly noisy watermarks), and 2) utilize the trained model to categorize any new traffic
instance as ‘“contains watermark™ if it is deemed sufficiently close/similar to the established

model/profile, or “does not contain watermark™ otherwise. It is also important to point out that
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the authors of [61] claim that their hybrid model is ideal for real-world operational deployment

due to its lower computational complexity compared to other models.
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Chapter 6

CSOW User De-Anonymization
Deploying LSTM Autoencoder
With OC-SVM Classifier

6.1 Introduction

In Chapter 4 we have discussed a potential real-world deployment and some inherent
challenges of our originally proposed CSOW approach to User De-Anonymization, shown in
Figure 24. We refer to this entire application frameworks/system as CSOW-UDA system. In this
section, we build off the initial CSOW-UDA system by introducing an LSTM component, and
ultimately arrive at the LSTM-Based CSOW-UDA system shown in Figure 25. We also present
and discuss some illustrative experimental results obtained using our novel LSTM-Based

CSOW-UDA, which confirms the system’s highly effective real-world performance.
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6.2 Motivation for Using LSTM Autoencoder

For the reasons explained in Chapter 5, LSTM was selected as the main ML component

for our CSOW-UDA system in Figure 25, with the purpose to achieve the following: a)

build/learn a robust watermark profile, and 2) use the built profile to reliably detect the presence

(or absence) of a watermark in a selected traffic capture. Some of the reasons justifying the

selection of LSTM as our ML of choice included:

1)

2)

3)

LSTM networks are known for their ability to effectively handle long-term dependencies
[62]. Namely, in time series data, past information is critical for making accurate
predictions, and LSTM's architecture is designed to remember and utilize information
from previous time steps over long sequences. This capability is essential for our
watermark detection, as the sequence of packet volumes needs to be analyzed over

extended periods to reliably identify patterns indicative of a watermark

LSTM networks address and mitigate the vanishing gradient problem, which is a common
issue in traditional RNNs [62]. In standard RNNs, gradients can become exceedingly
small during backpropagation through time, leading to poor learning of long-range
dependencies, hence the name ‘vanishing gradient’. LSTM's unique cell structure with
gating mechanisms (input, output, and forget gates) helps maintain more constant error
gradients, thereby supporting more effective learning over long sequences. This is crucial
for watermarks that spawn over longer sequences in order to induce more robust traffic

patterns.

LSTM networks are adept at learning complex patterns and trends in sequential data.
There may exist watermarking scenarios which involve detecting subtle and/or

potentially intricate variations in packet volumes in order to accurately signify the
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presence of a watermark. For example, when a user is browsing the webpage intended to
generate the watermark while also having a secondary application or webpage generating
traffic. LSTM networks are particularly capable of modelling non-linear and
sophisticated relationships within the training data, therefore being better suited for

capturing these cases versus standard RNNSs.

4) LSTMs offer flexibility with irregular time steps. Real-world data often does not follow
perfectly regular intervals, and the ability of LSTMs to handle such irregularities without
significant loss of performance makes them ideal for our application. As discussed in
previous chapters, irregularity of data flow through the Tor network (to obfuscate traffic
correlation) is the key contributor to the suboptimal performance in many traditional
watermarking approaches. This flexibility ensures that even if packet arrival times vary,

the model can still accurately detect the watermark.

6.2 LSTM-Based Client-Side User De-Anonymization Overview

In the previous chapters, we have discussed a potential real-world application scenario
and some of the key assumptions for our initially proposed CSOW-UDA system. In the case of
LSTM-Based CS-UDA much of the initial assumptions remain the same. Particularly, all
elements involved in the generation of traffic watermark remain unchanged. This includes the
webpage and the methodology used to generate the traffic watermark from the victim user’s
machine. Likewise, all previous assumptions pertaining to the ULEA with the ability to lure the
Malicious Tor User (MTU) into visiting the webpage as well as the ability to monitor their traffic

remain the same. The type of traffic being observed also has not changed, with the traffic
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remaining encrypted and the attacker only being able to observe the time and number of packets

arriving, in order to prevent unintended privacy breaches.

A depiction of our updated LSTM-Based CSOW-UDA approach can be seen in Figure

32. The key difference between Figures 4 and 30 is (only) the addition of the LSTM Autoencoder

model which replaces the previous ‘naive’ watermark detection procedure. Also note that in the

real-world deployment of the system in Figure 32, the LSTM element is trained prior to the luring

of the MTU to visit the CSOW webpage, at which point the (trained) LSTM element is used as

a watermark detector.
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Figure 32: Depiction of LSTM-Based CS-UDA in a Real-World Environment

6.3 LSTM-Based CSOW-UDA: Training/Testing Data Acquisition and

Conditions

Given the encrypted nature of Tor traffic - and thus our acquired traffic captures - our

model is effectively trained on traffic-capture instances that consist only of arrival times of
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observed packets and the respective volume of data/bytes in these packets. There are two
important categories of data to consider for our LSTM-Based CSOW-UDA: training and testing.
In our model, training data consists of only “normal” traffic instances collected during the
retrieval of the watermark-generating CSOW webpage (i.e., traffic instances that contain the
CSOW watermark in them —though, possibly corrupted with noise). Test data, on the other hand,
contains both normal and anomaly traffic instances to evaluate the ability of our model to

accurately detect the presence of the watermark.

To generate our actual training and testing data, we deployed two different

methodologies:

1) Data Collection — Methodology 1. The first methodology is visualized in Figure 15, and
it assumed us generating the traffic data on/from our own personal machine. To
accomplish this, we created a python script that would launch Tor browser and then
request (i.e., issue the rendering of) the CSOW webpage while simultaneously running a
Wireshark (i.e., collecting a traffic capture) for 35 seconds, after which the browser would
completely shut down and restart for the next capture. (The python script is able to take
parameters such as the number of iterations, destination server, and the duration of the
capture.) For our training data we set the number of iterations to 1000 and the destination
server to be the one hosting our CSOW webpage. Overall, the collection process took
approximately 38 hours which spanned over the course of about a week. Majority of the
time spent collecting the data was not from the capture duration but rather from the restart
and bootup time of the Tor browser. As for the collecting of ‘normal’ test data, the process
remained largely unchanged, except for the iterations parameter (i.e., number of page

retrievals) which was reduced to 200. This collection process took approximately 8 hours
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and was done over the course of two days. To generate ‘anomaly’ test data, the destination
server parameter was changed 10 times (i.e., to retrieve 10 ‘anomaly’ pages? different
from the CSOW page), and included 10 iterations of each of these “anomaly” webpages,

for a total of 100 iterations - which took approximately 4 hours.

Now, we do recognize that in the context of CSOW deanonymization attack, this data
collection methodology is somewhat unrealistic, as it would practically imply that the
attacker (i.e., adversary owning/controlling the LSTM-Based CSOW-UDA system) has
access to the victim-user’s machine and is able initiate the collection of LSTM’s training and
testing data from that machine. To address this issue, we have also deployed another more

realistic data collection methodology, discussed next.

2) Data Collection — Methodology 2. In this approach, visualized in Figure 33, the training
data was the same as the one collected in Methodology 1. However, to collect testing
data, we utilized a completely different machine (connected to the same router as the
machine used for collection of training data). In total, from this second machine, we
gathered 200 instances of ‘normal’ test data which took approximately 11 hours and was
done over two days. For ‘anomaly’ test data we gathered 100 instances which took

approximately 5.5 hours and were done in one day. The main purpose of this second data

collection method is to evaluate the performance of our LSTM-Based CSOW-UDA in a

more realistic scenario — when the adversary does NOT have direct access to the victim-

user’s machine, but rather needs to train the LSTM model on data (i.e., watermark traffic

captures) generated from another machine.

2 The 10 anomaly webpages consist of varying forms of media, links to which can be found in the references [63 —
72].
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The total time spent to generated and gather data for all methodologies is illustrated in

figure 34.
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Figure 33: External Data Collection Topology

Total Training/Testing Data Acquisition
Training Data
Instances Time-Taken
Normal 1000 38 Hours
Test Data — Method 1
Instances Time-Taken
Normal 200 8 Hours
Anomaly 100 4 Hours
Test Data — Method 2
Instances Time-Taken
Normal 200 11 Hours
Anomaly 100 5.5 Hours

Figure 34: Total Training/Testing Data Acquisition Table
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6.4 LSTM-Based CSOW-UDA: Components, Features and Setup

Our implementation of the LSTM Autoencoder closely follows the research of [61], using
mostly the same parameters and procedures — including various stages of data handling and
processing. To begin, we start off by feeding training data to the LSTM Autoencoder in order to
learn/build the “normal” traffic (watermark) pattern. Subsequently, the trained LSTM model is
presented both normal and anomaly test data. This allows us to evaluate how well the model is
able to both detect/recognize the CSOW watermark in a randomly presented traffic instance, as

well as to differentiate the learned CSOW watermark profile from other webpages’ traffic.

Different components of our LSTM model can be seen in Figure 35. Note that this figure

depicts the model in the training stage. The only difference compared to the testing stage is that

the OC-SVM will also begin classifying inputs as anomalies.
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Our model from Figure 35 is implemented in Python, and we have utilized several
libraries that provide robust tools and frameworks to build and train our model efficiently. These
libraries include numpy and pandas for file conversion, management, and reading. Sklearn is
used for OC-SVM implementation and preprocessing scalers as well as metrics reports. Keras’
libraries are used to build the LSTM autoencoder itself. Lastly, TensorFlow is incorporated to

generate representations of the data.

The first operational component in our model is the pre-processing stage that involves
converting pcap files (which are packet capture files that contain network traffic data from
Wireshark) into csv format. Csv files are easier to handle and manipulate using various data
processing tools. Proper formatting arrangements are made to ensure that the data is structured
in a way that is suitable for our intended purpose within the model. This step includes cleaning
the data, removing headers, handling missing values, and normalizing the features to ensure

consistency and accuracy.

After the data has been pre-processed (now forming properly formatted ‘input data’), it
IS passed to the encoder which consists of four layers with decreasing numbers of neurons (128,
64, 32, and 16 neurons) from layer 1 to layer 4, respectively. The encoder compresses the input
data into a lower-dimensional representation, capturing the most critical features while discarding
redundant information. This process of dimensionality reduction helps in focusing on the
essential aspects of the data that are most relevant for anomaly detection while also reducing the

total training time needed for the OC-SVM given the reduction in dimensions.

The encoder will then output the encoded data which will be passed to both the decoder

and the OC-SVM. The purpose of the OC-SVM in our model is to serve as the classifier that
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distinguishes between normal data (i.e. watermark) and anomaly data (i.e. other webpages). After

training, the OC-SVM performance is tested on both normal and anomaly data.

The other segment to which the encoded data is sent is the LSTM decoder which
reconstructs the encoded data. The decoder is structured in reverse order of the encoder, with
four layers containing 16, 32, 64, and 128 neurons, respectively. Its role is to reconstruct the input
data from the encoded representation. The output data produced by the decoder is then compared
to the original input data to calculate the Mean Squared Error (MSE). This comparison helps in
validating the accuracy of the detection process by ensuring that the reconstructed data closely
matches the original input data, indicating that the encoding and decoding processes have

effectively captured the essential features of the training data.

Additional parameters/features of our LSTM model are as follows: The model uses Adam
optimizer [83], as it outperforms other similar algorithms. The selected loss function is MSE,
which allows us to minimize reconstruction error. The activation function employed is Tanh [84],
a well-suited function for time series data. The number of learning epochs (iterations) is set to
100, and the batch size to 32, ensuring a thorough training process without excessively long
training times. However, if there is no gain in performance after several epochs the model is

designed to cease further training.

For the OC-SVM component, the following parameters have been selected to optimize
its performance. The gamma value is set to 0.01 [85], controlling the influence of individual
training examples. The parameter nu is set to 0.4 [85], defining an upper bound on the fraction
of training errors and a lower bound of the fraction of support vectors. Finally, the Radial Basis

Function (RBF) kernel is chosen for its effectiveness in handling anomaly detection.
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6.5 LSTM-Based CSOW-UDA: Experimental Results

In our experimental results, we present some representative samples of our obtained
experimental results, which include: training and validation loss per epoch as well as confusion
matrix for various categories of data. First, our training and validation loss is shown in Figure
36. Observing this graph, we can see there is no underfitting as both training and validation loss
descent smoothly, until they stabilize at a specific point - which is the exact characteristic of a
good fit. Likewise, there is no overfitting as the validation loss remains very close to the training

loss.
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Figure 36: Training and Validation Loss Graph

There are five important confusion matrices we wish to discuss, each pertaining to a
different aspect of the results we collected using two previously explained data collection

methodologies. Beginning with the training data collected using Methodology 1, its respective

90



confusion matrix is shown in Figure 37. From this matrix, we can see that the fully trained model
was able to accurately identify 90% of instances. As for 10% of misclassified data, it is likely
that these were watermarks experiencing above average traffic noise. This percentage could be
potentially remedied by increasing our MSE threshold. Though this also would have potential to

increase the chances of false positives and would require further testing.

precision recall fl-score support
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Normal 1.88 .08
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Figure 37: Confusion Matrix for Training Data Collected Using Methodology 1

The confusion matrix for ‘normal’ test data collected with Methodology 1 (see Figure 38)
shows that we were able to achieve a very high accuracy of approximately 93% for 200 test
samples. From the practical point of view, this implies that our proposed LSTM CSOW-UDA
system is able to very accurately depict when a user visits our watermark webpage. Or, in other

words, the system is able to accurately de-anonymize the MTU in 93% of cases.

Perhaps even more important are our results for the anomaly portion of the test data
collected with Methodology 1, shown in Figure 39. Namely, we can see from Figure 39 that for
the 100 samples of traffic instances corresponding to non-CSOW webpages, not one of them was

mistaken for our watermark - resulting in 100% accuracy. From the practical point of view, this
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confirms excellent performance of our CSOW watermark as well as LSTM-Based CSOW-UDA
system that guarantees 0% false positives, which is especially important in the cases of real-world
user de-anonymization by an ULEA. Namely, a false positive greater than 0% would suggest the

possibility of an innocent user getting falsely accused of being the MTU.

precision recall fl-score support
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Figure 38: Confusion Matrix for ‘Normal” Testing Data Collected Using Methodology 1
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Figure 39: Confusion Matrix for ‘Anomaly’ Testing Data Collected Using Methodology 1

In the confusion matrix for ‘normal’ test data collected with Methodology 2 (Figure 40),
we see a drop in accuracy down to 85% from 93%. This drop is not entirely surprising, given that
Methodology 2 means that the model is being validated on data generated (i.e., the CSOW page
being retrieved) by a completely different machine than the data used for the model’s training.

Regardless, 85% accuracy seems still reasonably satisfactory, from the practical point of view.

92



Figure 41 shows the confusion matrix for ‘anomaly’ test data collected with Methodology
2. This matrix once again shows no false positives, which further proves: a) that our CSOW
approach is highly effective in generating a watermark unique enough to not be mistaken for any
other traffic pattern/instance, and b) our LSTM-based detector is robust enough even when

trained on data generated by a machine other than the machine of the target user.
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Figure 40: Confusion Matrix for ‘Normal’ Testing Data Collected Using Methodology 2
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Figure 41: Confusion Matrix for ‘Anomaly’ Testing Data Collected Using Methodology 2

6.6 LSTM-Based CSOW-UDA: Conclusion

In this chapter, we have detailed the integration of an LSTM-based autoencoder with an

OC-SVM classifier with our original CSOW UDA framework. In particular, we first outlined the
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motivation for employing LSTM models, given their ability to handle sequential data with
temporal dependencies and noise resilience. Subsequently, we have described the design and
implementation of the LSTM-based CSOW UDA system, while highlighting its key
components, feature selection, and experimental setup. The experimental results obtained
demonstrate the system’s effectiveness in accurately detecting client-side watermarks with no
false positives, ultimately proving its robustness and usefulness in real-world applications

involving de-anonymization of Tor users.

6.7 Final Remarks: Impact of Noise

As mentioned previously, our samples are under the assumption the user is only
accessing one webpage at a time (no exterior noise outside of standard network traffic), however,
it is important to clarify what kind of noise is in fact problematic to our approach. For network
traffic to impact our watermark it has to stem from the same machine accessing the CSOW
webpage (meaning if there are multiple devices in use under the same router their noise can be
filter out from the p-cap by observing the IP addresses). Furthermore, the noise being generated
on the machine as to be generating specifically from the same Tor browser (i.e., traffic is going
to the same Guard Node) as traffic heading to any other IP address can also be filtered out and

does not constitute as problematic noise and will not impact the performance of our technique.

94



Chapter 7

Conclusion

In this thesis we showcase the limitations of the existing Tor user deanonymization attacks
that utilize SSOW watermarks. As an alternative, we have proposed reverse-flow CSOW
watermarks, and demonstrate their superior performance and much better resistance to traffic
noise. Furthermore, we have proposed the use of LSTM deep learning algorithm for automated
and more robust watermark detection, and we have demonstrated its excellent performance
through real world experimentation.

As for our future work, we plan to focus on further improvement of LSTM-Based CSOW-
UDA system to better deal with: a) exterior (Tor network induced) noise, and b) noise in the testing
data caused by simultaneous network activity of the machine generating the test data (e.g., the
target user is streaming traffic to their machine at the same time when requesting the CSOW page).
Regarding objective b),

in our research we have found that the noise in data caused by simultaneous network

activity of the machine generating the test traffic may have a significant impact on the system
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performance. However, we have also observed that most streaming applications (producing video
and/or audio streams, such as YouTube or TikTok) or social media sites (like Instagram and
Facebook) ultimately generate recognizable traffic patterns. This claim is further supported by
some of the LSTM research papers we have surveyed, in which their proposed LSTM models are
able to accurately identify different categories of network traffic (browser, video, audio, etc.).
Lastly, we would like to discuss some of our ethical considerations in the context of the
privacy of ordinary/innocent users. Our work points to the weaknesses existing in Tor and although
our goal is to De-Anonymize Malicious Tor Users (MTU) our work also brings awareness to the
regular users about the possibility of De-Anonymization. Furthermore, there are possible ways for
users to go about defending themselves against our approach. For instance, users can ultimately
negate this methodology by disabling JavaScript or generating additional traffic specifically

through Tor to alter the watermark to avoid detection.
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Appendices
Appendix 1

The JavaScript code behind the implementation for the Torben webpage has two crucial

functions:

The first function is responsible for setting the delays on when the payload should arrive.
This is done using the “setTimeout()” function present in JavaScript. It is also important to
understand that the delays are not sequential (i.e., the second delay of 15 seconds will not wait

until the first delay is passed and will always launch at the 15 second mark).

The second function is responsible for loading the payload into the appropriate element on
the HTML webpage. To accomplish this, we first create the image element of which we want to
store and set the appropriate attributes (should we want to we can also make the element invisible
and have the same impact on the network traffic). Once the element is created, all that is left is to

append it to the appropriate section within the HTML which we created before hand.
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Figure 42: Torben Implementation Code
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TOR-User Deanonymization

Deploying Client-Side JavaScript-Generated Watermarked Side-Channel

Tor Metrics Torben Network Flow Watermarking

About Tor Marker 1

In today’s world TOR is the most commonly used anonymity
network with over 2 million consecutive users worldwide.

The browser itself is based on Firefox but modified to include
features that improve user's security and privacy but also built
in function to connect users to the TOR network upon start-up.

The network consists of over 8000 routers that are
geographically scattered around the world in a decentralized
manner.

About the Attack

In this framework we are using an attacked called "Network
Flow Watermarking" which as an active tracffic analyzer.

Network flow watermarking works by embedding a watermark
into selected flows in order to be able to identify that pattern at
specific points in the network.

Our watermark will be 3 markers carrying a large amount of
bytes and are spaced out by delays for the purpose of creating
a uniquely identifable watermark.

Currently the first marker has a delay of 6000ms.

The Authors

Professor Natalija Vlajic

Marker 2

Figure 43: Torben Implementation Webpage

Undergrad Daniel Brown
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Appendix 2
Dynamic Time Warping (DTW) is a robust algorithm commonly used for measuring the

similarity between two temporal sequences that may vary in speed or timing. In the context of
watermark comparison, DTW is applied to align and evaluate the similarity between two
sequences, such as a reference watermark and a potentially altered version extracted from a
medium, see figure 44. Euclidean distance plays a central role in DTW by serving as the local
distance measure between corresponding points in the sequences. At its core, DTW computes the
cumulative distance between all potential alignments of the sequences by constructing a cost
matrix, where each cell represents the Euclidean distance between points in the two sequences
and the minimum cumulative distance needed to reach that point. The algorithm identifies the
optimal warping path through this matrix, which represents the best alignment between the
sequences under time shifts or distortions. The smaller the total warping cost along this path, the
greater the similarity between the sequences. In watermark comparison, this approach helps
account for non-linear distortions in the watermark due to noise, compression, or other

transformations, making DTW particularly effective for robust similarity assessments [81].

Euclidean distance Dymamc Time Warping

Figure 44: Dynamic Time Warping Sample Figure [82]
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