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Abstract

Smart contracts automate agreements in blockchain systems but their immutable nature makes them vul-

nerable to permanent flaws once deployed. This thesis evaluates 256 smart contract vulnerability detection

tools developed between 2018 and 2024, including approaches such as fuzzing, symbolic execution, formal

verification, and artificial intelligence–based analysis. Tools were classified by detection strategy (static,

dynamic, hybrid), domain (academic or industry), and scope. The evaluation involved a theoretical review

of architecture, usability, and documentation, alongside an empirical assessment of accuracy, speed, and

false positive rates. Findings show that while certain tools excel in specific areas, none achieve balanced

performance or comprehensive coverage. To address these gaps, a modular six-layer evaluation framework

is introduced, defining functional areas such as code analysis, coverage, integration, and user experience.

The framework offers a benchmark for tool assessment and future development. Additionally, a graph-based

detection model is proposed, demonstrating improved accuracy in both binary and multi-class settings.
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1 Introduction

The rapid expansion and widespread use of blockchain technology have made Smart Contracts (SCs) a key

element in secure and automated digital transactions. SCs, often referred to as self-executing agreements, op-

erate directly on blockchain networks, eliminating intermediaries and improving transparency. Their ability

to simplify processes, build trust, and lower costs has made them vital to modern blockchain-based appli-

cations. As a result, these contracts are widely utilized in various domains, including finance, supply chain

management, and healthcare.

However, the immutability and autonomy that make SCs appealing also introduce significant security chal-

lenges. Once deployed, SCs cannot be altered, meaning any vulnerabilities in their code could lead to

irreversible losses. As a result, ensuring the security and reliability of SCs has become a critical focus for

researchers and practitioners in the field. This research underscores the pressing need for robust vulnera-

bility detection tools for smart contracts (SCs) to enhance the security and reliability of blockchain-based

applications. Our study offers a thorough evaluation of current tools based on both theoretical insights and

practical applications.

SCs vulnerabilities are complex and continually evolving, making them difficult to analyze and address ef-

fectively. This thesis responds to that challenge by conducting a thorough review and categorization of 256

tools, using a balanced approach that combines theoretical research with practical evaluation. This work

required a significant investment of time and effort, with over 780 hours dedicated to theoretical analysis

and more than 1300 hours spent on hands-on testing and validation. To ensure accuracy and relevance, the

analysis focused on peer-reviewed publications, emphasizing developments up to the year 2024. The goal

of this thesis is to provide a comprehensive overview of the current landscape of SCs vulnerability detection

and to offer a reliable foundation for future research and improvements in this critical area.

This thesis begins by presenting the search methodology used to collect and screen literature on SCs vulner-

ability detection tools. Two distinct strategies are applied—one for survey papers and another for technical

studies—ensuring a comprehensive and unbiased selection of high-quality research. Clear inclusion and ex-

clusion criteria are defined to focus on relevant work. In the following section, eighteen survey papers are

analyzed and grouped into experimental, theoretical, and comparative categories. This review identifies sev-

eral gaps in existing research, such as limited evaluation depth and insufficient attention to specific aspects

of vulnerability detection. These observations help clarify areas where further development is needed and

provide direction for this thesis.

The subsequent analysis examines 256 available tools, categorized by methodology, including fuzzing, ma-

chine learning, symbolic execution, and formal verification. These tools are classified as either detection or

identification tools to clearly distinguish their roles in SCs security. Each methodology is examined in terms

of the types of vulnerabilities it addresses and the techniques it employs. The Evaluation Criteria, Analysis,
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and Discussion section further assesses these tools by dividing them into academic and industry categories

and classifying them as static, dynamic, or hybrid. This structured evaluation offers a detailed understanding

of tool capabilities and limitations, supporting both academic research and real-world applications.

A key part of this thesis is the Practical Analysis of SCs Vulnerability Tools section, where selected tools

from both academia and industry are evaluated in detail using the most up-to-date dataset. This analysis

emphasizes the practical relevance of the study by focusing on seven tools chosen for their demonstrated ef-

fectiveness in detecting vulnerabilities. The substantial time and effort invested in this practical component

reflect a strong commitment to advancing the understanding and evaluation of SCs security tools.

Building on insights from both theoretical and hands-on analysis, this thesis introduces a structured six-layer

framework for evaluating SCs vulnerability detection tools. The framework is developed by analyzing the

strengths of high-performing tools and organizing their capabilities into functional layers—such as code anal-

ysis, detection, monitoring, integration, and usability. Each layer is composed of specific components that

reflect practical performance expectations. These components are assessed using a binary scoring method,

combined with weighted contributions from each layer. This structure enables consistent and transparent

evaluation of tools, while also revealing commonly missing or underdeveloped features in current solutions.

In summary, this thesis provides a comprehensive theoretical and practical analysis of SCs vulnerability de-

tection tools, offering detailed insights into the current state of the field and establishing a strong foundation

for future advancements. The main contributions of this work include: (1) a structured review and classi-

fication of existing survey and technical papers on SCs vulnerabilities, (2) an in-depth categorization and

evaluation of 256 tools based on core methodologies such as fuzzing, machine learning, symbolic execution,

and formal verification, (3) a systematic evaluation approach that addresses the distinct needs of academic

and industry contexts by organizing tools into static, dynamic, and hybrid categories, (4) an extensive hands-

on evaluation of selected tools to bridge theoretical understanding with real-world applicability, and (5) the

introduction of a modular, six-layer evaluation framework that defines key components and scoring methods

for assessing tool completeness and capability. (6) The development and evaluation of a custom graph-based

detection model that outperforms existing tools in both binary and multi-class vulnerability classification

tasks, using function-level call graphs and semantic embeddings.

The chapters that follow are organized to support these contributions. Chapter 2 details the literature search

methodology and provides a critical review of existing surveys, identifying research gaps that motivate this

study. Chapter 3 presents a detailed analysis of SCs vulnerability detection tools, organized by methodology

and tool type, along with a comparative evaluation based on defined criteria. Chapter 4 introduces the

six-layer evaluation framework, highlighting its structure, components, and application. Finally, Chapter 5

concludes the thesis with a summary of key findings, a discussion of current limitations in detection tools,

and suggestions for future research directions.
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2 Literature Review

2.1 Search Methodology

A structured search methodology was adopted in this thesis to ensure a comprehensive and unbiased review

of the existing literature. Two distinct approaches were used to support this process: one targeting survey

literature and the other focusing on technical papers. In both cases, peer-reviewed articles and academically

published documents relevant to smart contracts (SCs) vulnerability analysis and detection were gathered

from reputable academic databases. Each method used screening and exclusion criteria to ensure that only

the most relevant and high-quality studies were included. The subsections below describe the specific steps

taken to collect and refine the literature related to SCs detection tools.

2.1.1 Survey Literature Search Methodology

To collect survey papers focusing on SCs detection tools, a comprehensive database search was performed

as the first phase of the review. This search strategy is built using a carefully selected set of keywords,

specifically using “smart contracts” and “tools”. The keywords were applied across several major aca-

demic databases, including Web of Science, IEEE Xplore, ACM Digital Library, Elsevier ScienceDirect,

and Springer, covering publications dated from 2018 to 2024. This initial step identified a total of 199

survey papers.

In the second phase, the identified papers were filtered using a set of predefined exclusion criteria to ensure

both relevance and quality. The exclusion criteria included the following:

• Studies not written in English.

• Studies not related to the field of computer science.

• Studies not related to SCs security.

• Studies without a full text available.

• Studies have not yet been published but documented on arXiv.

• Duplicate studies.

After applying these filters, 155 papers were excluded from the review. The third phase involved a closer

inspection of the remaining papers by reviewing their titles and abstracts to determine alignment with the

research objectives. For those potentially relevant, a full-text review was conducted to confirm their suit-

ability. The complete process is illustrated in Figure 1, which outlines the main stages and outcomes of this

methodical selection approach.

2.1.2 Technical Literature Search Methodology

This section defines a strategy to find technical papers on tools for detecting vulnerabilities in SCs. It

consists of two main steps: a thorough search and a detailed screening. In the first step, specific keywords

3



Figure 1: Survey Selection Process

such as ‘’smart contracts” and ‘’tools”, ‘’security”, ‘’detection” and ‘’vulnerabilities”, are used to perform

searches across several major academic databases. These included Elsevier ScienceDirect, IEEE Xplore,

ACM Digital Library, and SpringerLink. To ensure coverage of recent developments, the search focused on

publications from 2016 onwards. The goal was to capture a broad range of technical contributions related to

SCs vulnerability detection. Table 1 summarizes the number of relevant papers retrieved for each keyword

across these databases.

After gathering a large collection of papers, a careful screening process is employed in the second step to

select the most relevant ones. For this screening, papers are excluded based on the following criteria:

• Studies not written in English.

Table 1: Distribution of Retrieved Papers by Source and Keyword

Keyword ACM IEEE Sceince Direct Springer
Smart Contracts and Tools 147 357 60 2126

Smart Contracts and Security 257 368 293 1094
Smart Contracts and Detection 164 245 73 724

Smart Contracts and Vulnerabilities 141 341 64 720
Smart Contracts and Detection Tools 81 138 15 69

4



• Studies unrelated to the field of computer science.

• Studies unrelated to SCs tools.

• Studies without a full text available.

• Duplicate studies.

The remaining papers were then reviewed in greater detail, with close attention to their abstracts, method-

ologies, results, and conclusions, to ensure they were directly related to the development or evaluation of

tools for detecting SCs vulnerabilities. In total, 256 papers are selected as directly relevant to this study. The

overall methodology for identifying and selecting these technical papers is illustrated in Figure 2.

ase : nitia earc 

-

ost- _xc usion: 

it e an one us1ons 

Figure 2: Technical Paper Selection Process

2.2 Previous Survey Analysis and Motivation

According to the surveys identified in Subsection 2.1.1, this section presents an analysis of 18 papers that

specifically focus on SCs vulnerability detection tools. These surveys examine various aspects of existing

tools, including their capabilities, limitations, and methodological foundations. To enable a clearer and more

structured analysis, the reviewed surveys are categorized into three distinct groups: experimental analysis,

theoretical analysis, and comparative analysis. The experimental category includes surveys that evaluate

tools by testing them against specific datasets to measure their performance and accuracy. The theoretical
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category comprises surveys that describe tools in terms of their underlying methods, techniques, and in-

tended applications, often providing a categorization based on these approaches. The comparative category

involves surveys that assess tools using multiple criteria such as detection accuracy, vulnerability coverage,

usability, and performance. To support this classification and enhance clarity, a summary table is included

that outlines the key features of the selected surveys. This structured approach not only facilitates a com-

prehensive understanding of the current research landscape but also helps identify critical gaps and areas for

improvement in the field of SCs vulnerability detection.

2.2.1 Survey Papers with Experimental Evaluations

Some surveys have focused on evaluating SCs detection tools through experimental testing, with the aim

of measuring their performance metrics and execution times. For example, Durieux et al. [1] performed a

detailed study where they tested nine automated analysis tools for finding vulnerabilities in Solidity-based

SCs. To make the tests fair and easy to repeat, they created a new tool called SmartBugs. This framework

was built to provide a consistent environment where different tools could be tested and compared properly.

The researchers used two datasets for their tests. The first dataset, called sbcurated, included 69 SCs that

were already known to have 115 vulnerabilities. These vulnerabilities were divided into ten categories based

on a commonly used list called DASP10. The second dataset, named sbwild, contained 47,518 SCs taken

from the Ethereum blockchain. This large dataset was used to test how well the tools worked on real-world

contracts.

Out of 35 tools they found during their research, only 9 tools met all the requirements to be included in the

tests. These requirements included being available to the public, supporting command-line usage, working

with Solidity code, only needing the source code, and being designed to find vulnerabilities or bad practices.

The tools that were included are: HoneyBadger, Maian, Manticore, Mythril, Osiris, Oyente, Securify, Slither,

and SmartCheck. Table 2 shows a breakdown of which tools were included and which were excluded based

on these requirements.

Table 2: Tools Included and Excluded Based on Criteria

The testing process was huge, involving 428,337 tests, which took about 564 days and 3 hours to complete.

This large-scale effort was made possible by using powerful servers from Scaleway and Google Cloud.
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The results of the study were split into three parts: how accurate the tools were, how they performed on

real-world contracts, and how fast they worked.

• The tools only found 42% of the vulnerabilities in the sbcurated dataset. Out of all the tools, Mythril

performed the best, finding about 27% of the vulnerabilities by itself. The authors also tried combining

tools to see if that would help. They found that using Mythril and Slither together gave the best

result, finding 42 out of 115 vulnerabilities (37%). This is shown in Table 3, which lists how many

vulnerabilities each tool found for each category.

• The tools could not find vulnerabilities in two categories: Bad Randomness and Short Addresses. This

means there are still gaps in the tools’ abilities. Table 4 shows the total number of vulnerabilities found

by each tool, including those not tagged in the sbcurated dataset.

Table 3: Vulnerabilities Detected Per Tool (sbcurated Dataset)

When the tools were tested on the 47,518 contracts from the sbwild dataset, they found that 93% of the

contracts were labeled as vulnerable by at least one tool. This high percentage probably includes many false

positives. One tool, Oyente, reported vulnerabilities in 73% of the contracts, mostly related to Arithmetic

errors.

The researchers looked for patterns to see if the tools agreed with each other about certain vulnerabilities.

When four or more tools agreed, they considered that a stronger result. For example, 937 contracts were

marked as having Arithmetic vulnerabilities by four or more tools. This part of the study is shown in Table

5, which summarizes how many contracts were marked as vulnerable by each tool.

Table 4: Total Number of Detected Vulnerabilities

The researchers also made a graph to show how often tools agreed with each other. Figure 3 shows how

many vulnerabilities were found by only one tool, two tools, three tools, and four or more tools. Most

vulnerabilities were only found by one tool, which suggests that many of the findings are not reliable.
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Table 5: Contracts Marked as Vulnerable (sbwild Dataset)

The tools took an average of 4 minutes and 31 seconds to check each contract. Some tools were very fast,

like Slither and SmartCheck, which only took 5 seconds and 10 seconds per contract, while others, like

Manticore, took much longer at around 24 minutes and 28 seconds per contract. The researchers noted that

tools that use static analysis (like Slither) are usually faster than those that use symbolic execution or concolic

analysis (like Manticore).

Overall, the study by Durieux et al. [1] showed that many tools still have trouble finding certain types of

vulnerabilities. They suggested that combining tools, especially Mythril and Slither, works better than using

any single tool alone. They also pointed out that the high number of false positives is a big problem that

needs to be fixed. The SmartBugs framework they built is a useful tool that can help other researchers test

and compare new tools in the future.

Another study conducted by Kushwaha et al. [2] focused on evaluating 16 tools using the SolidiFI bench-

mark. They categorized the tools based on their underlying analysis approach and their input type, which

could be either Solidity source code or EVM bytecode. The tools were grouped into three categories: static

analysis tools, dynamic analysis tools, and hybrid analysis tools. Static analysis tools, which include Slither,

SmartCheck, and Solhint, primarily focus on analyzing source code without executing the contracts. Dy-

namic analysis tools, such as Manticore and Maian, analyze contracts by executing them and observing their

runtime behavior. Hybrid tools, like Mythril and Oyente, combine both static and dynamic analysis to en-

hance detection capabilities. Table 6 provides an overview of these tools, detailing their functionalities and

methodologies.

The authors conducted their evaluation using the SolidiFI benchmark, a dataset comprising SCs annotated

with known vulnerabilities. They assessed each tool based on its ability to detect specific vulnerabilities, exe-

cution time, and precision-recall metrics. The tools were evaluated against a total of 30 SCs, which included

common vulnerabilities such as re-entrancy, arithmetic overflow/underflow, gas-related issues, timestamp

dependency, and transaction-ordering dependency.

Their results are detailed across several tables and figures. Table 6 provides a comprehensive overview of

the tools considered in their study, detailing their functionalities and detection methods. Table 7 summarizes

the experimental setup, including the datasets, model architectures, and training hyperparameters used in

the analysis. Table 8 compares the tools based on their vulnerability detection performance, specifically

their precision, recall, and F1 scores. The authors further break down their findings by categorizing tools

according to their input type and analysis approach. Table 9 presents the detection performance of static

analysis tools, while Table 10 focuses on dynamic analysis tools.
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Figure 3: Proportion of Vulnerabilities Identified by Number of Tools

They also conducted a comparative evaluation of hybrid tools in Table 11. The performance of each tool was

assessed based on the categories of vulnerabilities they could detect. Table 12 compares dynamic analysis

tools that accept Solidity code as input, while Table 13 does the same for tools that accept EVM bytecode.

Additionally, Table 14 summarizes the vulnerabilities detected by each tool and their corresponding analysis

approaches.

The authors provide graphical representations of their findings to illustrate the performance and detection

capabilities of the tools. Figure 4 shows the architecture of their experimental setup, providing an overview

of the process used for evaluating the tools. Figure 5 illustrates the proportion of the top five vulnerabilities

detected by static and dynamic analysis tools. This comparison highlights which vulnerabilities are most

commonly detected and which ones are often missed.

Additionally, Figure 6 displays the share of various analysis approaches (such as symbolic execution, fuzz

testing, and code instrumentation) utilized by the tools. This figure provides insight into the most commonly

used methodologies and their effectiveness. Figure 7 presents the average execution time of each tool when

tested against 30 contracts, showing that Slither, Solhint, and SmartCheck performed best in terms of speed,
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Table 6: Overview of Tools

while Manticore had the highest execution time.

Figure 8 compares the detection performance of each tool on the top five vulnerabilities. Slither, Mythril,

and Oyente demonstrated better detection performance for re-entrancy and arithmetic overflow/underflow

vulnerabilities. Figure 9 further illustrates the false positive rates of each tool when detecting these vulnera-

bilities. Finally, Figure 10 summarizes the overall detection accuracy of the tools.

The authors emphasize that although certain tools like Slither, Mythril, and Oyente performed well in de-

tecting specific vulnerabilities, no single tool was able to detect all vulnerabilities present in the benchmark.

They suggest that combining tools or developing hybrid approaches may be a more effective strategy. More-

over, high false positive rates remain a significant challenge, especially for tools like Mythril and Securify.

The study concludes that while current tools are effective to some extent, there is considerable room for

improvement, particularly in terms of reducing false positives and increasing detection coverage. They rec-

ommend future work to focus on developing more comprehensive benchmarks and improving the underlying

detection methodologies.

Another study that follows an experimental evaluation approach is by Lashkari et al. [3] who conducted a

domain-specific evaluation of various vulnerability detection tools applied to SCs, particularly focusing on
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Table 7: Experimental Setup

transactive energy systems. The study assessed the performance of popular tools such as Mythril, Slither,

Smartcheck, Honeybadger, Osiris, Solhint, Oyente, Conkas, and Confuzzius. The evaluation was carried out

using the curated SB dataset, which contains known vulnerabilities such as reentrancy, access control, time

manipulation, bad randomness, and arithmetic issues.

Table 15 provides a comprehensive comparison of all tools against different vulnerabilities, noting their

performance based on true positives, false negatives, average runtime, and accuracy metrics. Slither demon-

strated the highest accuracy and shortest runtime, while Honeybadger and Solhint were noted for poor de-

tection performance. Mythril, although commonly used, showed mediocre accuracy with high processing

times.

Figures 11 and 12 provide a graphical summary of detected and undetected vulnerabilities across both energy

and non-energy contracts. The study noted that energy contracts are more prone to vulnerabilities and have

higher processing times than non-energy contracts. This highlights the importance of developing domain-

specific tools or enhancing existing tools to improve detection accuracy in energy contracts.

The authors emphasized that while tools like Slither perform well in general contexts, their effectiveness

varies significantly when applied to specific domains such as energy systems. Furthermore, the study sug-

gests that combining tools or developing new approaches that cater to domain-specific requirements could

enhance detection performance.
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Table 8: Vulnerability Detection Performance

Figure 4: Experimental Setup Architecture

These papers suggest that future work should focus on improving the overall coverage of vulnerabilities

detected by existing tools. Current tools often miss certain types of vulnerabilities or produce high numbers

of false positives, which limits their practical use. Researchers recommend enhancing tool quality through

better algorithms and techniques to reduce false positives and improve accuracy. Another important direction

is to integrate analysis methods more smoothly into the development process. This would allow developers

to detect vulnerabilities earlier and address them before deployment. Making tools more user-friendly and

adaptable to different development environments is also highlighted as a priority.

2.2.2 Survey Papers with Methodological Descriptions

Unlike the experimental evaluations, some surveys have focused more on describing tools and their function-

alities rather than testing them. These papers often provide theoretical categorizations based on the tools’

underlying techniques, intended applications, or operational mechanisms. For example, Almakhour et al.

[4] conducted a comprehensive survey of 25 tools for verifying Ethereum SCs, with a focus on both formal
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Table 9: Static Analysis Tools

verification methods and vulnerability detection methods. Their work aimed to improve the security and

correctness of SCs by providing a detailed description of each tool and method, including their strengths and

limitations.

The survey identifies two major aspects of SCs verification: correctness verification and vulnerabilities de-

tection. For correctness verification, the study explores methods such as theorem proving, model checking,

and runtime verification. Vulnerabilities detection focuses on techniques like symbolic execution, abstract

interpretation, and fuzzing.

The paper provides an extensive overview of vulnerabilities detection tools, which are categorized based

on their verification methods: symbolic execution, abstract interpretation, and fuzzing. Table 16 presents

a comparison of these tools in terms of their type, level, and verification methods, while Table 17 lists the

specific vulnerabilities they detect along with the related attacks.

The authors emphasize that the existing tools are primarily effective for simple SCs and highlight the need

for further research to address more complex contracts. They suggest that combining formal verification

methods with vulnerability detection approaches could enhance the robustness and comprehensiveness of

the verification process.
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Table 10: Dynamic Analysis Tools

Similarly, Vacca et al. [5] reviewed 26 tools that detect vulnerabilities in SCs. They focused on how these

tools work, their methods of analysis, and how well they perform across different blockchain platforms. The

authors grouped the tools based on their approach: static analysis, dynamic analysis, formal verification, or a

combination of these methods. They also checked which platforms the tools support, such as Ethereum and

Hyperledger.

The paper compares how well these tools detect common vulnerabilities like reentrancy, integer overflow,

and denial-of-service attacks. They use tables and figures to show the strengths and weaknesses of each tool.

The authors also explain the main techniques these tools use, such as symbolic execution, formal verification,

taint analysis, and machine learning.

Table 18 shows a summary of the 26 tools. It includes their analysis methods, supported platforms, detected

vulnerabilities, and other important features. This table helps to quickly compare the tools and understand

what each tool focuses on.
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Table 11: Hybrid Analysis Tools

Table 12: Solidity Code Analysis Tools

The paper points out problems with these tools, such as difficulty handling large-scale contracts, user-

friendliness issues, and trouble adapting to new types of vulnerabilities. They suggest improving automation,

making tools work better across different platforms, and combining different methods to increase accuracy.

Another survey by Wu et al. [6] reviewed 32 SCs vulnerability detection tools, categorizing them based on

their primary methods, including auditing, formal verification, and anomaly detection. The paper provides a

general overview of the tools’ methodologies, discussing their strengths and limitations without delving into

specific performance metrics or detailed evaluations.

The authors describe auditing methods as involving manual or automated reviews of SCs to identify vulner-

abilities through feature code matching, formal verification, and symbolic execution. They note that feature

code matching is fast and responsive but has limitations in detecting unknown vulnerabilities.

Formal verification is highlighted as a robust technique for ensuring SCs security, though it is limited by

the need for precise specifications and may require manual interventions. The paper also mentions that

formal verification is widely used to eliminate logical gaps and security vulnerabilities but does not always

guarantee complete coverage.

Anomaly detection is discussed mainly in terms of its application to detecting suspicious transactions and

abnormal contract behavior. The authors describe several methods, including graph-based approaches and

machine learning algorithms, which aim to identify irregular patterns and potential attacks.

Overall, this survey provides a high-level categorization of tools but lacks detailed quantitative comparisons.

It does not include relevant tables or figures to summarize the tools or their performance, making it difficult

to assess how the tools compare in terms of accuracy, efficiency, or coverage.
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Table 13: EVM Bytecode Analysis Tools

Table 14: Vulnerabilities Detected and Analysis Approaches

Hewa et al. [7] also reviewed 17 SCs vulnerability detection tools, focusing mainly on their methodologies

and a general overview of SCs. The survey highlights the principles of SCs, their various applications across

industries, and potential challenges. Additionally, the authors discuss future prospects for improving SCs

security, emphasizing the importance of developing better detection tools and standardizing approaches to

enhance reliability and effectiveness.

Unlike other surveys that provide detailed comparisons or performance evaluations, this paper mainly presents

a broad overview of the tools without quantitative analysis or systematic categorization. The tools are dis-

cussed alongside their general functionalities, but the survey lacks specific tables or figures summarizing

their methodologies, performance, or comparative results. Therefore, while this survey offers useful context

on the application of SCs vulnerability detection tools, it does not provide in-depth analysis or comprehen-

sive evaluation of their effectiveness.

Another relevant survey is provided by Chu et al. [8] who categorized 20 tools based on their detection

methods, including static analysis, dynamic analysis, formal verification, and hybrid methods. They provide
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Figure 5: Top Five Vulnerabilities Detected

Figure 6: Analysis Approaches Used

descriptions of each tool’s operational framework, input requirements, and the specific vulnerabilities each

tool targets. This categorization is organized into several tables to help readers understand the scope and

capabilities of these tools.

The survey explains that most tools are designed for Ethereum, but some are also applicable to other plat-

forms. The authors discuss the tools’ strengths and weaknesses, with emphasis on aspects such as scalability,

precision, and adaptability. However, the paper mainly focuses on categorization rather than a detailed ex-

perimental evaluation of tools.

Table 19 provides an overview of the tools categorized by their detection techniques. The authors classify the

tools based on their methodologies, such as symbolic execution, formal verification, static analysis, dynamic

analysis, and machine learning. This classification highlights the variety of techniques used across the tools

and their applicability to different blockchain platforms. The paper also mentions that the effectiveness of

these tools varies significantly depending on the types of vulnerabilities they are designed to detect.
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Figure 7: Average Execution Time of Each Tool

Figure 8: Detection Performance of Top Five Vulnerabilities

Despite this categorization, the survey lacks experimental evaluations and comparisons of tools. The authors

do not provide quantitative assessments, leaving gaps in understanding how the tools perform in real-world

scenarios. Additionally, the survey does not offer a comprehensive benchmark to test the tools’ capabilities

across multiple vulnerability types.

Liu et al. [9] conducted a broad survey on the security verification of SCs, focusing primarily on two as-

pects: security assurance and correctness verification. The paper categorizes related research into various

approaches, including programming correctness, formal verification, and vulnerability scanning. The sur-

vey places strong emphasis on formal verification methods, identifying them as a promising approach for

enhancing SCs reliability.

Regarding tools, the paper briefly mentions several tools used for vulnerability detection and formal verifi-

cation, particularly in the context of static and dynamic analysis. Most of these tools are described as part of

broader discussions on formal verification techniques and programming standards. However, the survey does

not provide detailed evaluations of individual tools or their effectiveness in detecting specific vulnerabilities.

Instead, the tools are mainly referenced to illustrate different verification approaches, such as program-based

verification and behavior-based verification.
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Figure 9: False Positive Rate of Each Tool

Figure 10: Overall Detection Accuracy

Overall, the survey provides a high-level overview of SCs security verification, with limited focus on in-

dividual tools. It emphasizes formal verification as a crucial area for future research but lacks systematic

comparisons or experimental assessments of existing tools.

Tolmach et al. [10] provided an overview of 34 tools that utilize formal verification techniques, categorizing

them by their verification methods, including model checking, theorem proving, program verification, sym-

bolic execution, and runtime verification. The survey details the use of formal verification tools to rigorously

prove or disprove SCs properties using abstract specifications.

The authors list several tools such as NuSMV, SPIN, CPN, PRISM, UPPAAL, Maude, Coq, Isabelle/HOL,

and Agda, classifying them by their verification technique and detailing their application to SCs. For in-

stance, Coq, Isabelle/HOL, and Agda are used primarily for theorem proving, while tools like Oyente and

Mythril are applied for symbolic execution. This categorization helps identify the strengths and limitations

of various tools and highlights areas where improvements are needed.

Table 20 from the paper provides a partial summary of formal verification tools, categorizing them based

on their analysis techniques and the programming logic they apply. The table is helpful for understanding

the range of tools used in the field and their respective functionalities. While the survey provides valuable

insights into how formal verification methods are applied to SCs, it also highlights several challenges. The

authors emphasize that although formal verification methods are powerful, they are not fully automated and
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Table 15: Comparison of Tools Against Vulnerabilities

often require expert intervention. Additionally, challenges like state explosion in model checking and the

complexity of theorem proving are highlighted as areas requiring further improvement. They recommend

developing more efficient algorithms and creating user-friendly tools to make formal verification more ac-

cessible and effective for practical use cases.

Zheng et al. [11] briefly discussed 12 tools for SCs vulnerability detection, with a focus on bytecode analysis,

machine learning methods, and various vulnerability types such as re-entrancy and Ponzi schemes. They

primarily examined techniques for analyzing SCs through different methods, including control-flow analysis,

decompilation, and symbolic analysis. Tools like Gigahorse, which decompiles bytecode to a higher-level

representation, were mentioned alongside symbolic analysis techniques that map dependencies and check

compliance with security patterns.

The authors conclude that while existing tools provide some coverage for well-known vulnerabilities like

re-entrancy, they still struggle with complex attack patterns and require improvements in precision and ef-

ficiency. They suggest that integrating multiple techniques, such as combining static and dynamic analysis

with machine learning, could enhance the overall effectiveness of SCs vulnerability detection. The need for
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Figure 11: Detected Vulnerabilities Across Energy and Non-Energy Contracts

Table 16: Summary of Vulnerabilities Detection Tools (Type, Level, and Methods)

more comprehensive benchmarks and standardized testing frameworks is also emphasized to ensure consis-

tent and reliable evaluations.

Hu et al. [12] provided a thorough analysis of 40 SCs vulnerability detection tools, systematically catego-

rizing them based on their underlying techniques and the specific vulnerabilities they target. The survey

divides tools into various categories, including those utilizing static analysis, dynamic analysis, formal ver-

ification, and hybrid approaches. For each category, the paper discusses the tools’ operational principles,

their effectiveness in detecting vulnerabilities, and their limitations.

The survey presents a detailed comparison of the tools through several tables, among which Table 21 provides

a comprehensive summary of the most representative research work. This table evaluates tools based on

criteria such as the auxiliary approach used, the analysis level, the number of detectable vulnerabilities, and

whether the tools are open source.

The authors also discuss the strengths and weaknesses of various approaches. For example, symbolic exe-

cution is identified as one of the most widely used techniques but is limited by issues like path explosion.

Formal verification offers greater semantic understanding but suffers from low automation levels. Fuzzing is

noted for its efficiency but struggles when analyzing contracts without source code.

The survey highlights that deep learning-based detection methods are more extensible than traditional meth-

ods but lack interpretability. While the paper provides useful insights into the tools, its focus is more on

categorizing them based on their methods rather than offering a detailed comparison of their performance or

usability.
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Figure 12: Undetected Vulnerabilities Across Energy and Non-Energy Contracts

These papers emphasize the importance of combining static and dynamic analysis methods to improve vul-

nerability detection. Using both approaches can help cover a wider range of vulnerabilities and reduce false

positives by cross-verifying results. Researchers also point out the need for comprehensive benchmarks that

include various types of vulnerabilities to ensure tools are evaluated consistently. Establishing standard-

ized metrics is crucial for comparing tools fairly and identifying their strengths and weaknesses. This can

also help guide the development of more reliable and versatile tools that work across multiple blockchain

platforms. Creating unified frameworks for evaluation would contribute to better progress in the field.

2.2.3 Survey Papers with Comparative Analyses

Furthermore, some surveys contributed to the discussion by conducting comparative studies that evaluate the

tools from various perspectives. For example, Harz et al. [13] reviewed 10 verification tools and methods

for SCs analysis. Their focus was on examining various aspects such as the underlying analysis techniques,

automation levels, compatibility with different programming languages, and the open-source status of the

tools. The paper also highlights how the selected tools differ in their ability to detect various vulnerability

types, emphasizing that tools with higher automation levels tend to be more user-friendly and applicable to

real-world scenarios. Additionally, the authors point out that most tools are limited to specific languages or

platforms, which restricts their broader applicability.

The paper categorizes tools based on their verification methods, which include formal verification, symbolic
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Table 17: Vulnerabilities Detection Tools Based on Vulnerabilities and Related Attacks

execution, static analysis, and runtime verification. In particular, the authors emphasize the importance of

automation in the verification process, noting that fully automated tools are generally preferred due to their

usability and efficiency. Furthermore, they discuss how compatibility with various SCs languages can impact

the applicability of a tool across different blockchain platforms. The survey also addresses the difficulty in

achieving complete automation for formal verification, due to the inherent complexity of SCs and the diverse

range of potential vulnerabilities. This challenge is identified as a critical area for future improvement.

Additionally, Harz et al. provide detailed comparisons through Table 22 and Table 23. Table 22 summarizes

the primary characteristics of the tools, including their verification approach, language compatibility, and

automation level. Table 23 further examines the specific techniques employed by each tool, highlighting

their strengths and limitations in detecting common vulnerabilities in SCs. The tables provide useful insights

into the landscape of SCs verification tools, helping to identify trends and gaps in existing approaches.

While the survey provides useful insights into the different methods employed by verification tools, it lacks

comprehensive performance evaluations or quantitative comparisons. The authors conclude that future re-

search should focus on developing more robust benchmarks and enhancing automation capabilities to im-

prove the effectiveness of vulnerability detection tools. They also recommend that efforts should be directed

towards improving compatibility across different platforms and languages to broaden the applicability of

these tools.

López Vivar et al. [14] reviewed 18 open-source tools for detecting vulnerabilities in SCs, analyzing their

operation, installation requirements, and performance across different blockchain platforms. They examined

each tool individually, describing how it works, the types of analysis it performs, and the platforms it sup-

ports. The tools were grouped based on their methods, including static analysis, dynamic analysis, formal

verification, or hybrid approaches. Common tools covered in their study include Oyente, Mythril, Slither,

and Securify.

After describing each tool, the authors summarized their findings through two tables. Table 24 presents the
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Table 18: Vulnerabilities Detection Tools Based on Vulnerabilities and Related Attacks

main features of the tools, indicating whether they support Solidity or EVM bytecode, their analysis methods,

and whether they perform static analysis, dynamic analysis, or formal verification. Table 25 compares the

tools based on their ease of installation, usefulness, dependency requirements, and whether they are actively

maintained. Tools like Slither and Mythril are considered easy to install and effective, while others like

EtherTrust are noted for their complexity and outdated dependencies.

The authors highlight several problems affecting these tools, such as outdated dependencies, limited doc-

umentation, and lack of active maintenance. They recommend improving compatibility across platforms,

providing better documentation, and ensuring active maintenance to enhance usability and effectiveness.

Rameder [15] provided a detailed examination of 140 SCs security analysis tools, focusing on their methods

for detecting vulnerabilities. The tools are categorized based on their approach, such as static analysis,

dynamic analysis, formal verification, and hybrid methods. This categorization helps highlight common

weaknesses and gaps in existing tools, such as their limited coverage of certain vulnerability types and lack

of support for complex contracts.

The survey describes each tool’s methodology, availability, publication date, supported platforms, and de-

tection techniques. Instead of presenting all tools in a single table, the author organizes them into smaller

groups based on specific criteria. Some groups include tools classified by their detection technique, applica-
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Table 19: Categorization of Tools Based on Detection Methods

Table 20: A Summary of Formal Verification Tools

tion scope, availability, and supported platforms. The survey provides brief descriptions of each tool to give

a clear overview of their functionalities and limitations.

The author discusses general patterns and challenges among the tools. Common problems include difficulty

detecting certain vulnerabilities, limited compatibility with blockchain platforms beyond Ethereum, and

challenges in handling complex SCs. Despite the existence of many tools, most share similar weaknesses

and do not provide a complete solution.

The survey concludes that future research should focus on creating tools that can detect a wider range of

vulnerabilities and improve accuracy by combining different analysis methods. Enhancing compatibility

across various blockchain platforms is also considered a priority.

Di Angelo et al. [16] conducted a comprehensive evaluation of 27 tools designed for analyzing Ethereum

SCs. Their study aimed to fill a gap in the existing literature by reviewing tools originating from academic,

community, and corporate environments. The tools were evaluated based on their purpose, input types,

analysis techniques, and their ability to detect various security issues.

The authors categorized the tools based on their purpose, code level, type, preprocessing requirements, and
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Table 21: Summary of Representative Vulnerability Detection Tools.

methods of analysis. Table 26 provides an overview of all tools considered in their study. The table highlights

which tools are designed for static analysis, dynamic analysis, or hybrid approaches, along with their specific

functionalities and methodologies.

The study also investigated the implementation details of these tools, such as the number of contributors,

active months, programming languages used, and repository commits. This information is summarized

in Table 27. Although this table primarily addresses development aspects, it provides useful context for

understanding the maturity and maintenance status of each tool.

Independent tool comparisons were conducted to assess their accuracy and effectiveness in detecting known

vulnerabilities. Table 28 presents the results of these comparisons, highlighting which tools are considered

most effective across various criteria. Additionally, the authors compared tools against each other from their

own perspective, which is summarized in Table 29.

A critical aspect of this study is the comparison of the security issues addressed by each tool. Table 30 pro-

vides a detailed list of vulnerabilities that each tool is capable of detecting. This table is particularly relevant

for understanding the strengths and weaknesses of individual tools and for identifying gaps in vulnerability

coverage.

The authors emphasized that many tools are specialized, targeting specific categories of vulnerabilities, while

others attempt broader coverage with varying degrees of success. They recommend combining tools or

adopting hybrid approaches to achieve more comprehensive detection capabilities. Furthermore, the study

highlights the need for consistent benchmarks and standardized evaluation methodologies to improve the
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Table 22: Verification Tools and Methods Overview

Table 23: Techniques Employed by Verification Tools

reliability of future tool assessments.

Li et al. [17] performed a comparative analysis of 16 SCs vulnerability detection tools. The authors focus

on the tools’ detection approaches, vulnerability coverage, open-source status, and detection accuracy. By

examining these aspects, the paper aims to highlight the strengths and weaknesses of each tool, providing a

clear understanding of their effectiveness and limitations. The survey also considers the impact of different

detection techniques on accuracy and coverage, emphasizing the need for diverse approaches to handle

various types of vulnerabilities.

The comparative analysis is organized in a table that contains the detection approach, supported vulnerability

types, availability of open-source code, and detection accuracy for each tool. This structured presentation

allows readers to easily compare the tools based on their characteristics and functionalities. The authors

provide explanations of how each tool works, discussing their methodologies and the specific vulnerabilities
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Table 24: Summary of security tools specifications.

Table 25: Summary of the installation of the security tools.

they target. Additionally, they describe the pros and cons of each tool, which helps to identify areas where

improvements are necessary.

The survey also discusses the limitations of the reviewed tools, including issues such as incomplete vulner-

ability coverage, high false-positive rates, and restricted applicability across multiple blockchain platforms.

These limitations indicate the need for future research to enhance the robustness and efficiency of vulnera-

bility detection tools. Furthermore, the authors emphasize that detection accuracy varies significantly among

the tools, which poses challenges for consistent performance evaluation. They suggest that integrating differ-

ent analysis techniques and developing unified benchmarks could improve accuracy and consistency across

various tools.

The comparative analysis provided by the survey highlights gaps in existing tools, particularly in terms of

consistency in vulnerability detection and the lack of a unified benchmark for evaluating tool effectiveness.

This suggests that future research should focus on developing standardized evaluation metrics and enhancing

cross-platform applicability. The authors recommend that future work should aim to improve detection

methods while ensuring that tools remain accessible and easy to use for developers and auditors alike.

Kushwaha et al. [2] conducted a comprehensive study involving 86 SCs vulnerability detection tools, evalu-

ating them based on several important criteria. These criteria include the origin of the tools, distinguishing

between academic and company-developed tools, the availability of source code, whether the tools are open-
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Table 26: Overview of Tools

source or proprietary, interface type such as command-line or web-based, launch year, and programming

language used for implementation. The survey aims to provide a structured overview of the current land-

scape of vulnerability detection tools by organizing them according to these attributes.

The authors categorize the tools by their detection methods, including static analysis, dynamic analysis,

formal verification, and hybrid techniques. They provide detailed descriptions of each category, explaining

how different methods work and what types of vulnerabilities they are most effective at detecting. The paper

emphasizes that while some tools focus on specific vulnerabilities, others attempt to cover a broader range,

though often with reduced accuracy or efficiency.

Additionally, the survey provides comparisons of tools based on their vulnerability coverage, ease of use,

performance, and maintenance status. For instance, some tools excel in detecting specific vulnerabilities

such as reentrancy or integer overflow but struggle with more complex or less common issues. The authors

also note that tools developed by companies tend to prioritize usability and performance, whereas academic

tools often focus on novel detection techniques or enhancing precision.

The paper includes various tables that summarize the tools’ characteristics, methodologies, and effectiveness.

These comparisons highlight significant differences in approach, performance, and applicability. The authors

use these tables to illustrate trends in the development of SCs vulnerability detection tools, noting that many

tools focus on Ethereum while others attempt to generalize to different blockchain platforms.
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Table 27: Implementation Details of Tools

Despite the comprehensive analysis, the authors point out several limitations in existing tools. Common is-

sues include limited vulnerability coverage, a high rate of false positives, and insufficient support for complex

or non-standard SCs. They suggest that future work should focus on developing more robust benchmarks,

improving detection accuracy, and creating tools that are both comprehensive and easy to use. Additionally,

enhancing compatibility across various blockchain platforms remains a critical challenge that needs further

attention.

2.3 Conclusion Remarks

While the analyzed surveys have provided valuable insights into SCs vulnerability detection tools, several

unresolved challenges persist. One major limitation is the absence of standardized benchmarks, which com-

plicates objective comparison across tools. Without consistent evaluation criteria or datasets, it remains

difficult to determine which tools perform best under specific conditions. Additionally, the usability of these

tools for developers and auditors is often underexplored, and there is limited focus on providing actionable

programming guidelines to improve SCs languages and reduce the likelihood of vulnerabilities.

Beyond the 18 surveys examined in detail, some other studies briefly mention detection tools but do not

conduct in-depth evaluations. For example, Bartoletti et al. [18] reference tools like Mythril, Oyente, and

Securify, though their primary focus is on the design and semantics of SCs languages. Similarly, Ressi et

al. [19] highlight the potential of AI-based approaches, such as anomaly detection, for enhancing blockchain

security. However, these studies do not provide technical assessments or comparative analyses of specific
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Table 28: Independent Tool Comparisons

Table 29: Tool Comparisons from Authors’ Perspective

detection tools. As such, they offer useful peripheral insights but fall outside the focused scope of this

section, which centers on comprehensive surveys.

Table 33 summarizes the characteristics of the reviewed surveys, outlining their methodologies—whether

experimental, theoretical, or comparative—and cataloging the number of tools each study examined. The ta-

ble also differentiates between relevant vulnerabilities, which are associated with specific tools, and general

vulnerability references, where no explicit tool mapping is provided. In some cases, surveys describe detec-

tion approaches without specifying the tools that implement them. This inconsistency further complicates

the comparison of studies and the identification of clear patterns.

A notable limitation among prior surveys is their tendency to either evaluate a limited set of tools or neglect

to articulate the connection between tools, vulnerabilities, and detection methodologies. For instance, works

such as [14] and [15] mention general categories of vulnerabilities but do not specify which tools are capable

of detecting them. Others, like [13] and [22], offer only high-level overviews of detection approaches without

detailing their tool-specific implementations. These gaps indicate a need for a more unified and detailed

evaluation framework—one that explicitly maps tools to vulnerabilities and methods.
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Table 30: Security Issues Detected by Tools

Table 31: Comparison of 16 v Vulnerability Detection Tools

Table 32: Comparison of SCs Analysis Tools Based on Various Characteristics
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Table 33: Summary of Previous Surveys

Survey Advantage Disadvantage
Experimental

Analysis

Theoretical

Analysis

Comparative

Analysis

Number

of tools

Number of

Relevant

Approaches

Number of

Irrelevant

Approaches

Number of

Relevant

Vulnerabilities

Number of

Irrelevant

Vulnerabilities

Dataset

Harz et al. [13] Various criteria for the comparison of tools
Focused on different factors related

to SCs rather than tools
✗ ✗ ✓ 10 2 ✗ ✗ ✗ ✗

Di Angelo et al. [16] Comparison of the tools in various areas Only mentioning 27 tools ✗ ✓ ✓ 27 6 ✗ 17 ✗ ✗

Liu et al. [9] Discussing verification methods thoroughly
Focusing on the methods rather than the tools

Mentioning only 11 tools
✗ ✓ ✗ 11 ✗ 2 6 ✗ ✗

Durieux et al. [1] Comprehensive experimental evaluation on two datasets The experiment is done only on 9 tools ✓ ✗ ✗ 9 ✗ ✗ ✗ ✗ SmartBugs Dataset [20]

Almakhour M. et al. [4] Describing the approaches used in tools
Focusing on the methods rather than the tools

Mentioning only 13 tools
✗ ✓ ✓ 13 6 ✗ 8 15 ✗

Vivar et al. [14]
Comparison of tools in new criteria

such as Ease of Installation, Usefulness, Stays Up to Date
Not covering every tool up to the publication time ✓ ✗ ✓ 18 ✗ 3 ✗ 12 Unspecified datasets

Tolmach et al. [10]
Evaluating the effectiveness of

tools in analysing SCs
Focusing on the approaches rather than the tools ✗ ✓ ✗ 34 6 ✗ ✗ ✗ ✗

Zheng et al. [11]
Summarizes platforms and challenges

in smart contract security

Brief descriptions without mapping tools

to specific vulnerabilities
✗ ✓ ✗ 12 ✗ 5 ✗ 5 ✗

Vacca et al. [5]
A comprehensive comparison table with

innovative assessments of various tools

Focusing on different aspects in coding

of SCs rather than tools
✗ ✓ ✓ 26 16 ✗ ✗ ✗ ✗

Hu et al. [12]
Comparison of 40 analysis tools, type and

number of vulnerabilities they can detect
Not focused on the tools ✗ ✓ ✓ 40 5 ✗ 5 ✗ ✗

Rameder et al. [15] Discussing 140 analysis tools A brief theoretical analysis for each tool ✗ ✓ ✓ 140 12 ✗ ✗ 54 ✗

Wu et al. [6]
Provides a clear focus on understanding

different types of vulnerabilities in SCs
Limited cross-platform focus and practical details ✗ ✓ ✗ 32 9 ✗ 8 9 ✗

Hewa et al. [7]
Thorough discussion of challenges and

future potentials in blockchain-based SCs
Brief mention of some vulnerabilities and tools ✗ ✓ ✗ 17 6 ✗ 6 4 ✗

Kushwaha et al. [2]

A comprehensive comparison of tools

Experimental performance evaluation of 30 tools

Not cover the high-level description

related to the full flesh working of the tools

Not mentioning the tools without a name

✓ ✗ ✓ 86 2 ✗ 8 13
SolidiFI Benchmark

(30 contracts)
[21]

Kushwaha et al. [22]

Providing tables that detail vulnerabilities

alongside their associated attacks, causes,

and detection tools

Focusing on the vulnerabilities rather than tools ✗ ✗ ✓ 27 2 ✗ 23 ✗ ✗

Li et al. [17] Presenting a statistical analysis of the existing tools

Covering only 16 tools

Focusing on comparisons

without providing further explanation

✗ ✗ ✓ 16 5 ✗ 9 ✗ ✗

Chu et al. [8]

Comparison of detection tool in various criteria

such as Main technology, Assistive technology,

Analysis level,adv & dis adv

A brief theoretical analysis on only 20 tools ✗ ✓ ✓ 20 5 ✗ ✗ 12 ✗

Lashkari et al. [3] Domain-specific evaluation of tools Limited non-energy domain focus ✓ ✓ ✗ 9 ✗ 7 ✗ 5
Etherscan (40 contracts) [23]

SmartBugs (20 contracts) [20]

This work
Comprehensive evaluation with a new scoring framework

and both theoretical and practical analysis
Limited automation in evaluation process ✓ ✓ ✓ 256 13 ✗ 239 ✗ HajiHosseinkhani et al. [24]
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3 Evaluating the Available Smart Contracts Analyzers

Building on the papers identified in Subsection 2.1.2, this thesis analyzes 256 tools proposed for SCs vulner-

ability detection and identification. Detection tools are designed to uncover potential weaknesses and ensure

the security and correctness of SCs code. These tools apply a variety of techniques, including fuzzing, ma-

chine learning, symbolic execution, and formal verification, to carry out their analyses. Identification tools

extend this functionality by not only detecting vulnerabilities but also classifying and specifying their ex-

act types. Using advanced techniques such as symbolic execution, static analysis, and machine learning,

these tools provide in-depth insights into the specific nature of vulnerabilities, thereby helping developers

understand and address the root causes of security issues in SCs code.

In this chapter, we categorize and describe these tools based on their methodologies and core capabili-

ties. While some related studies focus on enhancing SCs testing efficiency through the development of test

suites—such as the work by Górski [25]—their primary objective is optimization rather than vulnerability

detection or classification. Therefore, such studies are excluded from this analysis, which centers exclusively

on tools explicitly developed for vulnerability detection and identification.

3.1 Overview of SCs Analysis Tools by Methodology

In this thesis, the reviewed tools are organized based on the methodologies employed in each paper to de-

tect or identify SCs vulnerabilities. To achieve this, we examined the underlying techniques used across all

tools and grouped them according to methodological similarities, resulting in 14 distinct categories. These

categories include abstract interpretation, AI-based methods, code instrumentation, control flow analysis,

disassembly analysis, formal verification, fuzzing, model-based testing, mutation testing, pattern matching

and syntactical analysis, runtime verification, symbolic execution, taint analysis, and visualization analysis.

Within each category, tools are further divided based on their primary function—either detection or identifi-

cation. For instance, tools using formal verification are classified as either formal verification–detection or

formal verification–identification tools, depending on their capabilities.

3.1.1 “Abstract Interpretation” Tools

This category involves the use of abstract models to represent program behavior and analyze its properties

with the aim of identifying potential vulnerabilities. Through mathematical abstraction, these tools can

systematically explore a wide range of execution paths, enabling the detection of issues that might be missed

by traditional testing methods. Among the tools reviewed under abstract interpretation, the first two are

focused on detection, while the remainder support vulnerability identification in SCs.

1. Asparagus–detector [26]: It synthesizes parametric gas upper bounds for SCs using polyhedral and

real algebraic geometry. It outperforms existing methods, such as the Gas-Aware SCs Analysis Plat-

form (GASTAP), in terms of applicability and bound tightness. Asparagus, published in 2023, detects

vulnerabilities including “gas limit underestimation,” “out-of-gas exceptions,” and “excessive gas con-

sumption in loops.”
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2. MichelsonLiSA–detector [27]: Introduced in 2024, it is a static analysis tool based on abstract in-

terpretation designed for Tezos SCs. It uses the Library for Static Analysis (LiSA) framework to

analyze the Michelson language, translating its low-level stack-based code into a high-level Interme-

diate Representation (IR). This tool supports various analyses, such as taint and data flow analyses, to

identify “untrusted cross-contract invocations” in SCs by examining Control Flow Graphs (CFGs) and

semantic checkers.

3. Gastap–identifier [28]: Released in 2019, Gastap is a gas-aware analysis platform that prevents “out-

of-gas” vulnerabilities by automatically inferring gas upper bounds for public functions in Ethereum

SCs. It inputs Solidity source code or Ethereum Virtual Machine (EVM) bytecode and uses CFG

construction, size analysis, and gas equation generation to provide precise gas consumption bounds.

Gastap is effective for debugging, verifying, and certifying gas usage and is available via a web inter-

face.

This category provides an effective approach to analyzing SCs by using mathematical models to approximate

and explore a wide range of possible execution paths. Abstract interpretation facilitates the detection and

identification of different vulnerability types, including issues related to gas consumption and unhandled

exceptions. The tools discussed in this category demonstrate how this technique can uncover subtle and

complex risks, contributing to the development of more secure SCs.

3.1.2 “AI-based” Tools

The second category consists of tools that leverage AI-based techniques for SCs vulnerability analysis. This

methodology applies advanced artificial intelligence algorithms—particularly machine learning and deep

learning models—to detect and identify vulnerabilities with high accuracy and efficiency. By recognizing

patterns and anomalies in SCs behavior, these tools can uncover potential security risks that might be dif-

ficult to detect through traditional approaches. In this category, the first twenty-four tools are designed for

vulnerability detection, while the remaining thirty-three are used for vulnerability identification in SCs.

1. Block-Gram–detector [29]: This tool extracts low-dimensional, knowledgeable features from Ethereum

bytecode to improve vulnerability detection efficiency. It converts bytecode to opcodes, segments

them, and mines block and attribute features. This method significantly reduces detection latency and

enhances feature interpretability using Shapley additive explanations (SHAP) values. Blockgram, re-

leased in 2023, can detect various vulnerabilities, including “integer overflow and underflow,” “call

stack depth attack,” “Transaction-Ordering Dependence (TOD),” “timestamp dependency,” and “reen-

trancy vulnerabilities.”

2. Cross-Modality Mutual Learning Vulnerability Detector–detector [30]: This framework was de-

veloped in 2023 to improve SCs vulnerability detection by using a teacher network trained on both

source code and bytecode and a student network trained on bytecode alone. This mutual learning

approach combines multiple modalities for more accurate identification of vulnerabilities, including

“reentrancy,” “timestamp dependence,” “integer overflow/underflow,” and “delegatecall.”
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3. CodeNet–detector [31]: Published in 2022, it is a convolutional neural network (CNN)-based archi-

tecture for SCs vulnerability detection. It transforms SCs into images while preserving their semantics

and context. CodeNet employs a unique data pre-processing method and specialized convolutions to

detect vulnerabilities, including “reentrancy,” “unchecked low-level calls,” “timestamp dependency,”

and “tx.origin.”

4. ContractArmor–detector [32]: It was published in 2024 as a tool for generating attack surfaces in

Solidity SCs, combining a rule-based engine and ChatGPT API for security analysis. ContractArmor

identifies vulnerabilities through numerical values, key variables, and complex queries, which are

evaluated on real-world contracts.

5. Deep Learning-Based Malicious SCs Detection Scheme–detector [33]: Launched in 2022, it uses

Long Short-Term Memory (LSTM), Artificial Neural Network (ANN), and Gated Recurrent Unit

(GRU) models to classify SCs as safe or malicious. It converts bytecode to opcodes, applies one-

hot encoding, and generates feature vectors for classification.

6. Deep Learning-Based Vulnerability Detection Framework–detector [34]: This framework uses

ANN, autoencoders, and multi-label classification models to identify vulnerabilities in SCs, specifi-

cally “reentrancy,” “Denial of Service (DoS),” and “transaction origin” vulnerabilities. Developed in

2023, it extracts features from Solidity code’s abstract syntax trees (ASTs) and applies deep learning

techniques.

7. Deep Learning and Expert Rules-Based Vulnerability Detection Mechanism–detector [35]: This

tool combines deep learning with expert rules to improve the detection of vulnerabilities in Ethereum

SCs. Published in 2023, it uses Graph Neural Networks (GNNs) for initial detection and expert rules

to verify and block risky transactions at the EVM level. The framework detects vulnerabilities such as

“reentrancy,” “call with hardcoded gas amounts,” “timestamp dependency,” and “code injection.”

8. DeepInfer–detector [36]: It is a deep learning-based framework for inferring function signatures and

returns from EVM bytecode. Published in 2023, It lifts the bytecode into an IR to preserve semantics

and uses GNNs to extract type-related knowledge.

DistilBERT-MLP/LSTM Reentrancy Detector–detector [37]: This tool, developed in 2023, uses

a custom tokenizer and DistilBERT-based models for detecting “reentrancy” vulnerabilities in SCs.

The model undergoes three stages: tokenization using a custom vocabulary, pre-training on a masked

language model, and fine-tuning with Multilayer Perceptron (MLP) and Long Short-Term Memory

(LSTM) for binary classification.

9. Dynamit–detector [38]: It is a machine-learning framework designed in 2021 for detecting “reen-

trancy” vulnerabilities in Ethereum SCs. It monitors transactions and extracts features, such as gas

usage and balance differences, to classify them as benign or harmful. Dynamit employs a random

forest classifier to analyze transaction metadata without requiring source code or instrumentation.
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10. EA-RGCN–detector [39]: It is a novel graph convolutional network model for SCs vulnerability

detection published in 2023 that constructs a semantic graph for each function. It extracts content and

semantic features using residual graph convolutional networks and edge attention modules to identify

vulnerabilities, including “arithmetic,” “reentrancy,” “timestamp dependency,” and “unchecked low

calls.”

11. Ensemble Models-Based Digital Forensic Framework–detector [40]: It is a novel methodology

introduced in 2023 using natural language processing and machine learning. It leverages a hybrid

system combining feature extraction with ensemble modeling to classify vulnerabilities, including

“DoS”, “access control”, “arithmetic integer overflow”, “bad randomness”, “reentrancy”, “unchecked

low-level calls”, and “timestamp dependence”. The framework enhances accuracy and minimizes false

positives through techniques such as Synthetic Minority Oversampling Technique (SMOTE) sampling

and Term Frequency-Inverse Document Frequency (TF-IDF), as well as Continuous Bag of Words

(CBOW) and Skip-N Gram models for feature extraction.

12. Extended Multimodal AI Framework–detector [41]: Developed in 2023, this tool uses a multi-

modal AI approach for vulnerability detection in Ethereum SCs. It combines static analysis and var-

ious AI models to create a comprehensive framework. The tool leverages source code, build-based

data, and Ethereum Virtual Machine (EVM) bytecode. It uses models such as bidirectional Long

Short-Term Memory (bi-LSTM) with self-attention, textCNN, and random forest for both training and

inference. The framework supports contracts with and without source code, excelling in feature fusion

techniques.

13. HGAT–detector [42]: Hierarchical Graph Attention Network (HGAT) leverages a hierarchical graph

attention network to detect SCs vulnerabilities by abstracting functions into code graphs using AST

and CFG. Published in 2023, it extracts node features using graph attention mechanisms and splices

vectors to detect vulnerabilities such as “reentrancy,” “timestamp dependency,” “integer overflow and

underflow.”

14. Integrated DL-Based Vulnerability Detector–detector [43]: Introduced in 2023, it employs a two-

step hierarchical approach to enhance feature extraction for vulnerability detection. The first step uses

a transformer for opcode relationship extraction and a Bidirectional Gated Recurrent Unit (Bi-GRU)

for aggregating sequential information. The second step utilizes Text-CNN and spatial attention to

capture local features, emphasizing significant semantics for improved vulnerability detection. It can

detect 13 types of vulnerabilities in SCs. These vulnerabilities include “reentrancy”, “access con-

trol,” “arithmetic integer overflow/underflow,” “unchecked return values for low-level calls,” “denial

of service,” “bad randomness,” “front running (TOCTOU),” “time manipulation,” “short addresses,”

“call stack,” “mishandled exceptions, ”“transaction-ordering dependence,” and “unprotected usage of

self-destruct.”

15. ML-Based SCs Vulnerability Detector–detector [44]: Launched in 2023, this model uses machine

learning to identify valid and invalid SCs. By employing models like k-Nearest Neighbors (KNN),
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Naive Bayes, Support Vector Machine (SVM), and Random Forest, it detects transaction-related vul-

nerabilities, including “transaction origin”, “check-effects-interaction,” “potential reentrancy bugs,”

“inline assembly,” “block timestamp,” “low level calls,” “block hash,” and “selfdestruct dealers”.

16. MSgram–detector [45]: Multi-Semantic gram (MSgram) enhances SCs vulnerability auditing by

generating sequences in three tokenization standards: text, structure, and combined sequences. MS-

gram, developed in 2020, utilizes an N-gram language model to capture multiple semantic contexts

and employs intersection and Union strategies to integrate auditing results from different semantic

perspectives. It can detect vulnerabilities including “reentrancy”, “timestamp dependency”, “inte-

ger overflow/underflow”, “unchecked low-level calls”, “self-destruct usage”, “call stack depth”, and

“tx.origin usage”.

17. Multimodal Decision Fusion Model–detector [46]: This method employs deep learning and mul-

timodal decision fusion to detect vulnerabilities in SCs. It extracts features from the source code,

operation code, and control-flow graph, integrating them through multimodal decision fusion. Devel-

oped in 2023, The tool detects“arithmetic vulnerabilities”, “reentrancy”, “TOD”, and “locked ether

vulnerabilities”

18. SC-Defender–detector [47]: Published in 2023, SC-Defender is designed for detecting vulnerabili-

ties in Internet of Things (IoT)-enabled SCs. It utilizes the Abstract Syntax Tree (AST) of Solidity

code and a Tree-Based Convolutional Neural Network (TBCNN) for vulnerability detection, with a

particular focus on “reentrancy” flaws. The tool incorporates an AST pruning technique to eliminate

redundant nodes and improve detection efficiency.

19. S-HGTNs–detector [48]: Spatial Heterogeneous Graph Transformer Networks (S-HGTNs), devel-

oped in 2022, is an anomaly detection model designed for SCs fraud on Ethereum. It constructs a

Heterogeneous Information Network (HIN) and employs transformer networks to automatically gen-

erate meta-paths, enabling the detection of financial fraud, illegal financing, and money laundering.

20. Semantic ML-Based Reentrancy Detector–detector [49]: Published in 2022, It utilizes machine

learning to detect “reentrancy” vulnerabilities in SCs by analyzing their semantic structure. The tool

identifies vulnerabilities and provides correction feedback by combining AST data with machine learn-

ing models.

21. SG-EA-RGCN Vulnerability Detector–detector [50]: Signed Graph Entity Alignment Relational

Graph Convolutional Network (SG-EA-RGCN) Vulnerability Detector is a graph-based tool designed

for SCs vulnerability detection. It constructs semantic graphs and uses residual GCNs with edge

attention to analyze and identify vulnerabilities, including “reentrancy”, “timestamp dependence”,

“tx.origin usage”, “unchecked send”, “unhandled exception”, “arithmetic vulnerabilities (overflow/underflow)”,

and “TOD”. Developed in 2023, this approach allows for precise detection by focusing on the rela-

tionships and interactions within the SCs’ code.
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22. SVScanner–detector [51]: Smart Vulnerability Scanner (SVScanner), published in 2023, uses deep

learning techniques to detect vulnerabilities in Ethereum SCs. It combines code token sequences and

AST features using a TextCNN for effective vulnerability detection. It detects “reentrancy” vulnera-

bilities, “integer bugs,” and “timestamp dependence” vulnerabilities.

23. Transaction-based analysis with LSTM network–detector [52]: This approach, published in 2021,

focuses on classifying and detecting malicious Ethereum SCs based on transaction behavior. It uses

an LSTM network to train a model on features extracted from contract transactions, including balance

changes and ether flow correlations. The tool detects Ponzi schemes, gambling, and high-risk contracts

based on transaction behavior.

24. ABCNN–identifier [53]: ABCNN, introduced in 2021, is an attention-based CNN model designed

for detecting SCs vulnerabilities. It combines CNN with self-attention mechanisms to improve de-

tection accuracy and speed. The model preprocesses opcode sequences and uses feature extraction

and classification layers to identify vulnerabilities like “reentrancy,” “arithmetic issues,” and “time

manipulation.”

25. ASSBert–identifier [54]: ASSBert, introduced in 2023, employs Active and Semi-Supervised (ASS)

learning combined with the Bidirectional Encoder Representations from the Transformers (BERT)

model. It efficiently labels data using active learning and improves model performance with semi-

supervised learning. It addresses vulnerabilities like “timestamp dependence,” “call depth issues,”

“reentrancy,” “transaction-ordering dependence,” “arithmetic errors,” and “tx.origin usage.”

26. AWD-LSTM–identifier [55]: Average Stochastic Gradient Descent Weight-Dropped LSTM (AWD-

LSTM), introduced in 2020, uses a variant of the LSTM model to classify SCs such as Suicidal,

Prodigal, Greedy, and Normal. The model employs a pre-trained encoder inspired by natural language

processing techniques to improve classification efficiency. Analyzing opcode sequences addresses

vulnerabilities like “invocation depth” issues.

27. AMEVulDetector–identifier [56]: Attentive Multi-Encoder Vulnerability Detector (AMEVulDetec-

tor), proposed in 2021, combines deep learning with expert patterns for detecting SCs vulnerabilities

including “reentrancy,” “block timestamp dependence,” and “infinite loops.” It employs automatic

tools to extract expert patterns, constructs a semantic graph for the code, and uses an attentive multi-

encoder network to fuse graph features and patterns, providing interpretable weights for feature im-

portance.

28. BiGAS Detection Model–identifier [57]: BiGAS, proposed in 2024, combines a bidirectional gated

recurrent unit (BiGRU) with an attention mechanism and support vector machine (SVM) to detect

“reentrancy” vulnerabilities in SCs. It processes SCs into token sequences and uses a functional model

to extract and classify features.

29. Bi-GRU with Attention Vulnerability Detector–identifier [58]: Proposed in 2023, this tool employs

a BiGRU with an attention mechanism to detect vulnerabilities in Ethereum SCs. It uses opcode
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sequence extraction and vector representation to focus on ‘reentrancy” and “timestamp dependency”

vulnerabilities. The model captures contextual information and highlights the most relevant parts of

the input sequence.

30. Blass–identifier [59]: Blass, introduced in 2023, uses a Bi-LSTM with an attention mechanism to

classify SCs vulnerabilities. It targets issues such as “reentrancy”, “integer overflow”, “timestamp

dependence”, and “dangerous delegatecall.” By constructing program slices with complete semantic

code structure features, Blass significantly improves vulnerability detection compared to traditional

methods.

31. CBGRU–identifier [60]: Convolutional Bidirectional Gated Recurrent Unit (CBGRU), proposed in

2022, combines CNN and BiGRU with Word2Vec and FastText word embeddings to detect multiple

SCs vulnerabilities. It focuses on vulnerabilities including “infinite loop”, “reentrancy”, “timestamp

dependency”, “call stack depth attack”, “integer overflow”, and “integer underflow”. The hybrid model

enhances feature extraction and classification by integrating the capabilities of convolutional and re-

current neural networks.

32. CGE–identifier [61]: Contract Graph Embedding (CGE), proposed in 2023, combines GNN with ex-

pert knowledge for SCs vulnerability detection. It constructs contract graphs to represent control and

data flow semantics, highlighting key nodes through a normalization process. The tool detects “reen-

trancy,” “timestamp dependence,” and “infinite loop” vulnerabilities, by integrating temporal message

propagation and security pattern features.

33. Cider–identifier [62]: Cider, proposed in 2022, employs reinforcement learning to infer contract

invariants specifically for proving arithmetic safety in SCs. It formulates the invariant generation

problem as a Markov Decision Process (MDP) and uses a neural policy to predict valuable invariants.

The tool enhances the verification process by reducing runtime assertions and improving the quality

of inferred invariants, specifically targeting ’arithmetic overflow’ vulnerabilities.

34. ContractWard–identifier [63]: Proposed in 2020, ContractWard detects six types of vulnerabilities:

“integer overflow,” “integer underflow,” “TOD,” “callstack depth attack,” “timestamp dependency,”

and “reentrancy.” It employs bigram features extracted from simplified operation codes and utilizes

five machine learning algorithms, including XGBoost, to detect vulnerabilities. ContractWard is also

designed to detect rapid batches.

35. Deep Learning-Based Vulnerability Detector–identifier [64]: Proposed in 2022, this tool employs

deep learning algorithms such as CNN, LSTM, CNN-BiLSTM, and residual networks for detecting

SCs vulnerabilities. It focuses on vulnerabilities including “integer overflow”, “integer underflow”,

“callstack depth attack”, “TOD”, “timestamp dependency”, and “reentrancy”. The tool enhances de-

tection performance by using unigram and bigram feature extraction and optimizing with modified

term frequency-inverse document frequency.
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36. DeeSCVHunter–identifier [65]: Developed in 2021, Deep SCs Vulnerability Hunter (DeeSCVHunter)

is a deep learning-based framework for detecting “reentrancy” and “time dependence” vulnerabili-

ties in SCs. It uses Vulnerability Candidate Slice (VCS) to enhance detection by leveraging data

and control dependencies. The framework includes models such as Convolutional Neural Networks

(CNNs) and Recurrent Neural Networks (RNNs) to learn patterns of vulnerabilities. The tool’s code

and datasets are publicly available.

37. DL4SC–identifier [66]: DL4SC, published in 2024, is a deep learning-based framework for detecting

vulnerabilities in SCs. It combines transformer encoders and CNNs to analyze opcode sequences,

detecting “reentrancy,” “arithmetic,” and “timestamp dependence” vulnerabilities. The tool optimizes

hyperparameters using the Sparrow Search Algorithm (SSA). The dataset and tool are publicly avail-

able.

38. DR-GCN and TMP–identifier [67]: Developed in 2020, these tools utilize GNNs for SCs vulner-

ability detection. They create contract graphs that capture both syntactic and semantic aspects of

the contract. DR-GCN employs degree-free convolutions on these graphs, while TMP uses temporal

message propagation to maintain temporal data relationships. Their methods identify vulnerabilities

including “reentrancy”, “timestamp dependence”, and “infinite loops”.

39. ESCORT–identifier [68]: Introduced in 2023, Efficient SCs Optimization and Risk Tool (ESCORT)

is a deep learning tool for detecting vulnerabilities in Ethereum SCs. It uses a standard feature ex-

tractor and multiple branches to detect various vulnerability types, including “reentrancy”, “integer

overflow,” “integer underflow,” “callstack depth attack,” “transaction-ordering dependence,” “times-

tamp dependency,” “unchecked send,” “tx.origin usage”, “assert violation,” “accessible selfdestruct”,

and “arbitrary jump with function type variable” concurrently. ESCORT operates on bytecodes and

supports transfer learning to add new vulnerability types with minimal data, reducing the need for

multiple tools and minimizing detection time.

40. Eth2Vec–identifier [69]: Released in 2020, Ethereum Bytecode to Vectors (Eth2Vec) is a machine

learning-based static analysis tool that analyzes code similarity to detect vulnerabilities in Ethereum

SCs. It automatically learns features of EVM bytecodes using a neural network for natural language

processing, making it robust against code rewrites.

41. HAM–identifier [70]: Proposed in 2023, the Hybrid Attention Mechanism (HAM) model utilizes a

combination of single-head and multi-head attention mechanisms to detect vulnerabilities in SCs. By

extracting code fragments that focus on key vulnerability points, HAM improves detection accuracy

for “reentrancy,” “arithmetic vulnerabilities,” “unchecked return values,” “timestamp dependency,” and

“tx.origin” issues. Public datasets were used to demonstrate its effectiveness.

42. Machine Learning-Based Vulnerability Detection Scheme–identifier [71]: This tool, presented

in 2020, focuses on detecting three specific vulnerabilities in Ethereum SCs: “has-short-address,”

“has-flows,” and “is-greedy.”. It utilizes a novel slicing matrix method to extract features, improving
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vulnerability detection accuracy. The tool utilizes various machine learning models, including neu-

ral networks and random forests, demonstrating its effectiveness on publicly available datasets from

GitHub.

43. MANDO-GURU–identifier [72]: This open-source tool is designed for vulnerability detection in

SCs, utilizing heterogeneous graph embeddings to analyze control-flow and call graphs. Released in

2022, MANDO-GURU identifies seven types of vulnerabilities, including “reentrancy,” “front run-

ning,” “arithmetic bugs,” “control flow issues,” “call graph issues,” “symbolic execution bugs,” and

“data flow vulnerabilities” at both line-level and contract-level.

44. MODNN–identifier [73]: Multiple-Objective Detection Neural Network (MODNN) is a machine

learning-based tool developed in 2022 for detecting vulnerabilities in SCs. It utilizes the Crucial

Operation Sequence (COS) for feature extraction, enabling it to identify known and unknown vulner-

abilities through explicit and implicit features. MODNN can detect 12 types of vulnerabilities, in-

cluding “integer overflow and underflow”, “callstack depth attack,” “TOD,” “timestamp dependency,”

“reentrancy,” “unchecked send,” “tx.origin”, “assert failure,” and “block timestamp,” and supports the

parallel detection of multiple vulnerabilities, improving scalability and reducing training costs.

45. Multi-Task Learning Vulnerability Detection Model–identifier [74]: This model employs a multi-

task learning framework to detect and identify vulnerabilities in SCs. Introduced in 2022, it utilizes

a shared bottom layer for learning semantic information and task-specific layers with convolutional

neural networks (CNNs) for detection and classification. The model effectively handles vulnerabilities

such as “arithmetic errors”, “reentrancy”, and “unknown addresses.”

46. RLRep–identifier [75]: RLRep is a reinforcement learning-based tool, introduced in 2024, for pro-

viding repair recommendations for SCs vulnerabilities. It uses an encoder-decoder model and policy

gradient algorithm to suggest fixes without requiring extensive labeled data. The tool effectively iden-

tifies and recommends repairs for vulnerabilities including “exception disorder”, “integer overflow”,

“reentrancy”, “TOD”, and “tx.origin”.

47. S-gram–identifier [76]: Introduced in 2020, S-gram is a semantic-aware security auditing tool for

Ethereum SCs. It leverages a novel S-gram model that captures the semantic patterns in contract code

to detect vulnerabilities. By analyzing token sequences and ranking potential vulnerabilities, S-gram

provides a comprehensive security audit, identifying complex vulnerabilities including “reentrancy”,

“integer overflow/underflow”, “timestamp dependency”, and “unchecked low-level calls” that tradi-

tional syntax-based tools may miss.

48. SCLMF–identifier [77]: Introduced in 2023, the Semantic Classification and Meta-Learning Frame-

work (SCLMF) is a meta-learning-based framework for detecting vulnerabilities in Ethereum SCs.

It transforms bytecode into RGB images and employs a learner-meta-learner architecture to perform

few-shot learning. The model accurately identifies vulnerabilities with limited data, utilizing convolu-

tional neural networks (CNNs) and Model-Agnostic Meta-Learning (MAML) algorithms for effective

classification.
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49. SCVDIE–identifier [78]: SCs Vulnerability Detection with Integrated Ensembles (SCVDIE) is a ma-

chine learning-based tool introduced in 2022, leveraging an ensemble of neural networks to detect

vulnerabilities in Ethereum SCs. It combines models such as CNN, RNN, and transformer to enhance

detection accuracy, mainly targeting vulnerabilities including “integer underflow and overflow”, “call-

stack depth attack,” “TOD,” “timestamp dependency,” and “reentrancy.”

50. SecBERT–identifier [79]: Security-enhanced Bidirectional Encoder Representations from Trans-

formers (SecBERT) uses a BERT-based architecture for multi-label vulnerability detection in SCs.

Introduced in 2023, it uses the pre-trained SecBERT model to extract features from the bytecode and

employs an MLP for classification.

51. sGuard+ –identifier [80]: sGuard+, introduced in 2020, is a machine learning-guided automated

vulnerability repair tool. It utilizes binary classification models to identify each type of vulnerability

at the function level, based on features extracted from both the source code and bytecode of SCs. The

tool refines and extends the repair rules of sGuard, preserving the original business logic and reducing

gas overhead.

52. SmartConDetect–identifier [81]: SmartConDetect is a static analysis tool for detecting security vul-

nerabilities in Solidity SCs. Released in 2023, it employs a pre-trained BERT model to analyze code

fragments and identify susceptible code patterns. This tool can detect twenty-three vulnerabilities

including “gas exhaustion”, “unchecked function call”, “misuse of view functions”, “misuse of pure

function”, “this.balance equality check point”, “incorrect return type”, “msg.value zero”, “misuse of

visibility,” “array length manipulation,” “use of insecure math functions,” “redundant fallback reject,”

“locked ether,” “data leakage when using private,” “misuse of approve function in ERC20 library”,

“mistake in solidity compiler version 0.5.0”, “misuse of var,” “misuse of multiple return values in in-

ternal and private function,” “misuse of the transfer function in the loop,” “misuse of inline assembly,”

“hardcode of the address,” “deprecated constructions,” “false return of ERC20” and “misuse of revert

require”.

53. SmartEmbed–identifier [82]: SmartEmbed is a tool designed for clone and bug detection in SCs

through structural code embedding. Launched in 2019, it utilizes deep learning and similarity-checking

techniques to efficiently and accurately identify code clones and clone-related bugs. The tool uses code

embedding vectors for vulnerability detection.

54. SmartMixModel–identifier [83]: SmartMixModel is a machine learning-based vulnerability detec-

tion model for Solidity SCs. Released in 2022, it utilizes high-level syntactic and low-level bytecode

features to enhance detection accuracy. The model identifies vulnerabilities including “unsafe array’s

length manipulation”, “costly loop,” “locked money,” “using tx.origin for authorization”, “checking

for strict balance equality,” “redundant fallback function,” “hardcoded address,” “extra gas consump-

tion,” “send instead of transfer,” and “ETH transfer inside the loop.”

55. Sliced-JGNN–identifier [84]: Sliced Joint Graph Neural Network (Sliced-JGNN) employs a GNN to

detect vulnerabilities in SCs, introduced in 2023. It combines ASTs, control flow graphs, and program
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dependency graphs. It uses program slicing to eliminate irrelevant information, effectively identifying

vulnerabilities including “block information dependency”, “dangerous delegatecall”, “integer over-

flow”, “re-entrancy”, “suicide contract”, “short address attack”, “timestamp dependency”, “TODy”

and “unchecked call return value”.

56. TP-Detect–identifier [85]: Trigram Pixel-Detect (TP-Detect) is a machine learning-based vulnerabil-

ity detection tool for Ethereum SCs that uses trigram feature extraction and pixel value extraction to

create a comprehensive dataset. Introduced in 2023, it employs models like Naive Bayes and Random

Forest to identify vulnerabilities including “integer underflow and overflow”, “call stack depth attack”,

“transaction ordering dependency”, “timestamp dependency” and “reentrancy vulnerability”.

57. VulDeeSmartContract–identifier [86]: Vulnerability Deep SCs (VulDeeSmartContract) uses BiL-

STM with an attention mechanism for “reentrancy detection” in Ethereum SCs. Developed in 2020, it

analyzes contract snippets to capture essential semantic information and control flow dependencies.

In conclusion, AI-based tools offer a state-of-the-art approach for accurately identifying vulnerabilities in

SCs. Through the use of advanced machine learning and deep learning techniques, these tools are capable of

detecting complex security issues that may not be easily identified through conventional methods. The tools

discussed in this category show both the strengths and limitations of AI-based methodologies in improving

the security and reliability of SCs.

3.1.3 “Code Instrumentation” Tools

The third category includes tools that employ code instrumentation techniques. This approach involves mod-

ifying the source code or bytecode of SCs to insert additional logic for monitoring, analysis, or enforcing

security constraints. By instrumenting the code, these tools can detect vulnerabilities, apply runtime protec-

tions, and validate contract behavior—all while preserving the original functionality of the SCs. Here are

three detection tools developed for code instrumentation in SCs:

1. HermHD–detector [87]: Hermes High-Density (HermHD) is an automated security enhancement

tool designed in 2023 to protect Ethereum SCs through code obfuscation. It employs six obfuscation

patterns, including control flow flattening and various instruction-level techniques, to rewrite the byte-

code without affecting functionality. HermHD enhances security by preventing reverse static analysis

tools from cracking the contract.

2. SmartShield–detector [88]: SCs Rectification and Shielding System (SMARTSHIELD), developed

in 2020, is an automated bytecode rectification system designed to fix three typical security bugs in

SCs: “state changes after external calls,” “missing checks for out-of-bound arithmetic operations,”

and “missing checks for failing external calls.” By analyzing and transforming EVM bytecode while

preserving semantics and optimizing gas usage, SMARTSHIELD ensures secure SCs deployment.

3. SolAnalyser–detector [89]: Published in 2019, SolAnalyser combines static and dynamic analysis

for automated vulnerability detection in Solidity SCs. It uses code instrumentation with assertions,
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automated input generation, and execution trace analysis to detect vulnerabilities. The tool supports

eight different vulnerability types and includes a fault-seeding component to assess the effectiveness

of its analysis. It detects vulnerabilities including “integer overflow/underflow,” “division by zero,”

“timestamp dependency,” “transaction origin misuse,” “unchecked send,” “repetitive call functions,”

and “out-of-gas conditions.”

In summary, code instrumentation tools improve SCs security by injecting additional logic into the code for

monitoring and enforcement purposes. The tools discussed above illustrate how varied approaches—such as

obfuscation, bytecode rectification, and the combination of static and dynamic analysis—can be employed to

detect and prevent critical vulnerabilities. These techniques effectively maintain the intended functionality

of the contract while introducing robust layers of security.

3.1.4 “Control Flow Analysis” Tools

The fourth category focuses on control flow analysis. This methodology involves examining the execution

structure of SCs by constructing control flow graphs and analyzing possible execution paths. Through this

analysis, tools in this category can detect critical vulnerabilities and security risks that may compromise

the intended behavior and security of the contract. Here are two detection tools developed for control flow

analysis in SCs:

1. MadMax–detector [90]: MadMax is a static program analysis tool that detects gas-focused vulnera-

bilities in Ethereum SCs. It combines a control-flow analysis-based decompiler and declarative pro-

gram structure queries. MadMax, developed in 2018, analyzes SCs to capture high-level concepts such

as dynamic data structures and safely resumable loops, identifying vulnerabilities such as “unbounded

mass operations,” “wallet griefing,” and “loop overflows” efficiently.

2. WaLi–detector [91]: WaLi (developed in 2022) is a control-flow-based analyzer for detecting security

vulnerabilities in Wasm SCs. It constructs a control flow graph from the Wasm bytecode and identifies

critical paths that may contain vulnerabilities. WaLi simulates a runtime environment using a Wasm

virtual machine to trace these paths and detect vulnerabilities such as “access control vulnerabilities”

based on predefined patterns.

Control flow analysis tools play a critical role in identifying vulnerabilities by examining execution paths

within SCs. By generating and analyzing control flow graphs, these tools can detect key security issues

such as gas-related inefficiencies and access control flaws. The tools discussed in this section highlight the

effectiveness of control flow analysis in uncovering and addressing critical weaknesses in SCs.

3.1.5 “Disassembly Analysis” Tools

The fifth category includes tools that apply disassembly analysis. This methodology involves breaking down

the bytecode of SCs into a more readable and analyzable form. By disassembling the bytecode, these tools

enable a clearer understanding of the contract’s internal operations and assist in the identification of potential
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vulnerabilities. In addition to bytecode translation, many of these tools also generate control flow graphs and

produce representations of the contract’s logic, supporting comprehensive and low-level security analysis.

The following tools use disassembly analysis, with the first two focusing on detection and the others on

identification within software components.

1. Octopus–detector [92]: Octopus, developed in 2020, is an open-source security analysis framework

for WebAssembly modules and blockchain SCs, including Ethereum, Bitcoin, EOS, and NEO. It offers

bytecode disassembly, control flow, call flow analysis, and symbolic execution. Octopus provides a

comprehensive study by generating control flow graphs and converting bytecode to a high-level Static

Single Assignment (SSA) form.

2. Porosity–detector [93]: Porosity is an open-source decompiler for EVM bytecode developed in 2017.

It translates EVM bytecode into readable Solidity syntax, aiding static and dynamic analysis. The

tool enables the examination of compiled SCs, helping to identify vulnerabilities including “reentrant

vulnerability/race condition”, “call stack vulnerability,” and “time dependence vulnerability” by gen-

erating more understandable code.

3. EtherProv–identifier [94]: Released in 2021, EtherProv is a provenance-aware tool that combines

static and dynamic analysis to detect, analyze, and mitigate security issues, including “liquid ether”,

“re-entrancy” and “restricted writes” in Ethereum SCs. It uses CFG instrumentation and datalog

queries for efficient security analysis. EtherProv identifies vulnerabilities across multiple contracts

and transaction histories, offering real-time mitigation for deployed contracts.

Disassembly analysis tools provide valuable insights into SCs by translating complex bytecode into more un-

derstandable representations. These tools facilitate the detection and analysis of vulnerabilities by breaking

down low-level code and generating control flow graphs. The tools covered in this section demonstrate how

disassembly analysis enhances SCs security by enabling developers to better interpret and mitigate potential

risks.

3.1.6 “Formal Verification” Tools

The sixth tool category revolves around formal verification and theorem proving. This methodology uses

mathematical proofs and logical reasoning to ensure SCs adhere to their intended specifications and behavior.

By translating SCs into formal models and verifying them against precise criteria, these tools help guarantee

the contracts’ correctness and safety. Of the tools developed for formal verification and theorem proving, the

first eight are for detection and the remaining seventeen focus on vulnerability identification in SCs.

1. Celestial–detector [95]: It is a framework developed in 2021 for verifying Solidity SCs using F⋆. It

translates contracts to F⋆ for formal verification against blockchain semantics and then erases specifi-

cations to generate deployable Solidity code. Celestial ensures functional correctness by automating

the verification process and providing low entry barriers for developers.

46



2. ConCert–detector [96]: ConCert is a framework for verifying SCs using Coq, focusing on functional

correctness and safety properties. It allows the extraction of verified contracts to executable blockchain

code in languages like CameLIGO. ConCert, introduced in 2020, supports reasoning about contract

interactions, making it suitable for complex decentralized applications. Using Coq’s proof assistant

capabilities helps detect vulnerabilities related to functional correctness and safety properties.

3. FEther–detector[97]: Formal Ether (FEther) is an extensible definitional interpreter published in

2019 for Ethereum SCs verification in Coq. It combines symbolic execution and higher-order logic

theorem proving to ensure consistency between SCs and their formal models. FEther features auto-

matic strategies for execution and verification, with verified functional correctness in Coq.

4. HoRStify–detector [98]: Hostile Resistant Static Analysis (HoRStify), developed in 2023, is a sound

static analysis tool for Ethereum SCs, focusing on dependency analysis to verify security properties.

It uses a formal proof framework for static program slicing and logical encoding with Datalog solvers.

This ensures the detection of vulnerabilities like “timestamp dependency” and “single-entrancy” in

SCs.

5. NuSMV Model-Checking Framework–detector [99]: Developed in 2018, this tool employs model-

checking techniques to verify the correctness of Ethereum SCs. Translating Solidity code into the

New Symbolic Model Verifier (NuSMV) input language and formalizing properties using temporal

logic Computation Tree Logic (CTL) systematically inspects all possible state sequences to ensure

compliance with specified behavioral properties. This framework helps detect vulnerabilities related

to “state reachability,” “safety properties,” “liveness,” and “functional correctness.”

6. PROMELA and SPIN Model-Checking Framework–detector [100]: This framework, introduced

in 2020, employs the Simple Promela Interpreter (SPIN) model checker to verify the correctness of

SCs by translating Solidity code into Process Meta Language (PROMELA) models. It systematically

checks the contract’s logic against specified properties using assertions, deadlock detection, and linear

temporal logic (LTL).

7. SAFEVM–detector [101]: It is a verification tool designed for Ethereum SCs, utilizing state-of-the-

art verification engines for C programs. It decompiles EVM bytecode into C code with SV-COMP

verification annotations, allowing verification by tools like CPAchecker, SeaHorn, and VeryMax. In-

troduced in 2019, SAFEVM efficiently handles “general safety annotations” and “array access verifica-

tions,” providing a comprehensive analysis of SCs safety by transforming invalid bytecode operations

into verifiable C program assertions.

8. VeriMove–detector [102]: VeriMove (2022) is a model-checking framework designed to verify Move

SCs. Built on top of the VeriSolid framework, VeriMove extends its capabilities to the Move language,

allowing for the verification of global properties across multiple function executions. The framework

primarily targets vulnerabilities such as “reentrancy” and “integer overflow/underflow.”
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9. 2Vyper–identifier [103]: 2Vyper is a 2021 Satisfiability Modulo Theories(SMT)-based automated

verification tool for Ethereum SCs written in Vyper. It uses a novel specification methodology tailored

to SCs, enabling sound and precise reasoning even in unverified code and arbitrary “re-entrancy.” The

tool supports modular reasoning about collaborating contracts. It includes domain-specific specifica-

tions for resources and resource transfers.

10. EtherTrust–identifier [104]: EtherTrust, proposed in 2018, is a sound static analysis tool for Ethereum

bytecode. It uses a reachability analysis technique based on Horn-clause resolution to detect critical

vulnerabilities like “reentrancy” and “transaction environment dependency.”

11. eThor–identifier [105]: eThor, released in 2020, is a sound and automated static analyzer for Ethereum

SCs. It employs a Horn-clause-based reachability analysis to detect security properties such as “single-

entrancy.” eThor provides formal security guarantees and supports the analysis of EVM bytecode,

demonstrating precision in large-scale evaluations on real-world contracts.

12. ESBMC-Solidity–identifier [106]: Introduced in 2022, ESBMC-Solidity is an SMT-based model

checker for Solidity SCs. It uses a new frontend to convert Solidity JSON AST into an IR for symbolic

execution. The tool verifies various vulnerabilities, including “integer overflow”, “integer underflow”,

“authorization through tx.origin”, “static array out-of-bounds”, and “dynamic array out-of-bounds”,

providing counterexamples for each detected issue.

13. FSPVM-E–identifier [107]: Formal Symbolic Process Virtual Machine for Ethereum (FSPVM-E),

released in 2020, is a hybrid formal verification system for Ethereum SCs implemented in Coq. It

combines symbolic execution and higher-order logic theorem proving using an FSPVM to ensure the

reliability and security of SCs. FSPVM-E includes a formal memory framework, an intermediate pro-

gramming language (Lolisa), and a formally verified interpreter (FEther). It can detect vulnerabilities

such as “integer overflow”, “stack overflow”, “unchecked send bug”, and “divide zero”.

14. F⋆ Verification–identifier [108]: Released in 2016, F⋆ Verification is a formal verification tool that

translates Ethereum SCs to the F⋆ functional programming language for comprehensive analysis. It

supports Solidity source code and EVM bytecode, allowing for runtime safety and functional correct-

ness verification through formal methods and relational reasoning.

15. Predicate Abstraction-Based Validation Framework–identifier [109]: This tool uses predicate ab-

straction to validate SCs by constructing finite labeled transition systems from contract code. Released

in 2022, it supports auditors by identifying function call sequences and checking the correspondence

between contract behavior and requirements. The tool can expose defects by using predicates based

on required clauses and enum-type state variables.

16. Securify–identifier [110]: Securify is a practical and scalable security analyzer for Ethereum SCs,

introduced in 2018. This static analysis tool uses compliance and violation patterns to verify security

properties and detect violations efficiently. By symbolically encoding the contract’s dependency graph,

Securify helps identify issues such as “reentrancy”, “unrestricted write to storage”, “locked ether”,
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“TOD”, “exception handling”, “unchecked call return values”, and “integer overflows/underflows”

with minimal false positives.

17. SmartFast–identifier [111]: SmartFast is a formal analysis tool for Ethereum SCs. It introduces a

novel intermediate representation, SmartIR, which uses preset rules and taint tracking to identify and

locate vulnerabilities in contract code. Developed in 2022, SmartFast detects a wide range of vulner-

abilities with high precision and recall rates. These vulnerabilities can be categorized into 15 groups,

including “reentrancy and call vulnerabilities”, “access control and authorization”, “state management

and initialization”, “logic and computation issues”, “mathematical errors”, “contract design and stan-

dards”, “security best practices”, “SCs standards compliance”, “gas optimization and cost manage-

ment”, “code quality and readability”, “data handling and logic flow”, “execution and functionality”,

“error handling and recovery”, “assembly and low-level operations”, and “miscellaneous issues”.

18. Solc-verify–identifier [112]: Solc-verify is a source-level verification tool for Ethereum SCs. Re-

leased in 2020, it uses modular program analysis and SMT solvers to verify Solidity contracts by an-

alyzing annotations directly in the source code. It detects various vulnerabilities such as “reentrancy,”

“overflows,” and “assertion failures.”

19. Solicitous–identifier [113]: Solicitous is a formal verification tool integrated into the official Solidity

compiler. Introduced in 2020, it uses constrained Horn clauses (CHCs) to accurately model SCs

behaviors, allowing fully automated verification using generic theorem provers. Solicitous excels in

proving “unbounded safety properties” and generating counterexamples for property violations.

20. Solidifier–identifier [114]: Solidifier is a bounded model checker for Solidity SCs that uses lazy

contract deployment and precise memory modeling. Introduced in 2021, it employs Boogie, an inter-

mediate verification language, to encode Solidity and the Ethereum blockchain. This tool addresses

vulnerabilities by exploring semantic properties rather than specific patterns, ensuring precise and

well-formed state manipulation.

21. Vandal–identifier [115]: Released in 2018, Vandal is a security analysis framework for Ethereum

SCs that converts low-level EVM bytecode to semantic logic relations. It uses datalog-based logic

specifications to detect vulnerabilities, including “unchecked send”, “reentrancy”, “unsecured bal-

ance”, “destroyable contract”, and “use of origin”. Vandal’s logic-driven approach allows for easy

customization and rapid prototyping of new vulnerability analyses.

22. VERISMART–identifier [116]: VERISMART is a safety verifier for Ethereum SCs, focusing on

“arithmetic safety.” Introduced in 2020, it uses a novel domain-specific algorithm to automatically

discover transaction invariants, ensuring exhaustive verification without compromising precision or

scalability. VERISMART effectively detects vulnerabilities like “integer overflows and underflows,”

reducing false positives.

23. VERISOL–identifier [117]: VERISOL is a formal verifier for SCs in the Azure Blockchain, intro-

duced in 2019. It translates Solidity programs into the Boogie intermediate verification language,
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leveraging the Boogie verification pipeline to perform semantic conformance checking and auto-

matic verification. VERISOL has been used to find previously unknown bugs in contracts with Azure

Blockchain Workbench.

24. VeriSolid–identifier [118]: VeriSolid is a framework for formally verifying Ethereum SCs, using

a transition-system-based model with rigorous operational semantics. Launched in 2019, it allows

developers to reason about and verify contract behavior at a high level of abstraction. VeriSolid enables

the generation of Solidity code from verified models, facilitating the correct-by-design development of

SCs. It can detect vulnerabilities such as “reentrancy”, “TOD”, “integer overflow/underflow”, “access

control issues”, and “deadlock freedom”.

25. ZEUS–identifier [119]: ZEUS is a formal verification framework designed to analyze the safety of

SCs. Introduced in 2018, it combines abstract interpretation and symbolic model checking to verify

the correctness and fairness of contracts. ZEUS is capable of checking for adherence to safe program-

ming practices and business logic, detecting vulnerabilities including “reentrancy”, “unchecked send”,

“integer overflow/underflow”, “transaction state dependence”, “block state dependence”, and “TOD”.

In summary, formal verification tools use mathematical methods to verify the correctness and security of

SCs. By translating contracts into formal models, these tools help ensure that contracts perform as intended.

The tools mentioned in this section highlight the importance of formal verification in building reliable and

secure SCs.

3.1.7 “Fuzzing” Tools

The seventh category of tools emphasizes fuzz testing. Fuzz testing, or fuzzing, is a dynamic testing tech-

nique that involves providing invalid, unexpected, or random data as inputs to SCs to discover coding errors

and security vulnerabilities. This method is particularly effective for identifying vulnerabilities and ensuring

the robustness of SCs. Fuzzing tools often combine techniques such as symbolic execution and evolutionary

fuzzing to generate meaningful transaction sequences and optimize mutation processes for thorough testing.

The first twenty tools developed for fuzz testing focus on vulnerability detection, while the remaining ten are

designed for vulnerability identification in SCs.

1. ConFuzzius–detector [120]: It is a hybrid fuzzer developed in 2021 for SCs, combining symbolic ex-

ecution and evolutionary fuzzing. It uses constraint solving for complex conditions and dynamic data

dependency analysis to generate meaningful transaction sequences. It detects vulnerabilities includ-

ing “assertion failure”, “integer overflow”, “reentrancy”, “TOD”, “block dependency”, “unhandled

exception”, “unsafe delegate call”, “leaking ether”, “locking ether”, and “unprotected self-destruct”.

2. CrossFuzz–detector [121]: It is a cross-contract fuzzing tool for detecting vulnerabilities in Ethereum

SCs published in 2024. It generates constructor parameters by tracing data propagation paths and uses

inter-contract data flow to optimize transaction sequence mutation. CrossFuzz can detect a range

of vulnerabilities, including “reentrancy,” “unhandled exceptions,” “assertion failures,” and “block

dependency.”
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3. Echidna–detector [122]: It is a SCs fuzzer that uses random transaction generation to detect violations

including “reentrancy”, “assertion violations”, “gas limit issues”, “integer overflows and underflows”,

and “custom property violations” in Ethereum SCs. It integrates with Slither for initial contract analy-

sis and then runs a fuzzing campaign, leveraging application binary interfaces and constants. Echidna,

launched in 2020, excels in quickly identifying property violations, estimating gas usage, and support-

ing various development frameworks with minimal configuration.

4. EFCF–detector [123]: A high-performance fuzzer introduced in 2023 translates EVM bytecode to

native C++ code for efficient fuzzing. It uses a structure-aware mutation engine for SCs transaction

sequences and leverages the contract’s ABI to generate valid inputs. EFCF accurately models com-

plex interactions, including “reentrancy”, “cross-contract interactions”, “access control bugs”, “integer

overflows”, “delegatecall misuse”, and “compositional reentrancy”.

5. EtherDiffer–detector [124]: It performs differential testing on Remote Procedure Call (RPC) services

of Ethereum nodes. It generates a non-deterministic chain using concurrent transactions and propaga-

tion delays. EtherDiffer, published in 2023, creates and executes test cases to detect deviations in error

handling and return values, identifying bugs and inconsistencies including “invalid argument han-

dling”, “gas estimation discrepancies”, “uncle block access inconsistencies”, “implementation bugs

(e.g., crashes and DOS)”, “method support inconsistencies”, and “fields and formats variations”.

6. EthPloit–detector [125]: It is a SCs exploit generator that uses fuzzing combined with static taint

analysis to generate exploit-targeted transactions. It employs a dynamic seed strategy and an instru-

mented EVM to handle blockchain behaviors and constraints. EtherDiffer detects vulnerabilities, in-

cluding “crash bugs,” “DoS bugs,” and “incorrect gas estimation” for contract executions.

7. EVMFuzzer–detector [126]: It is a differential fuzz testing tool that detects vulnerabilities in EVM

implementations. It generates and mutates seed contracts and runs them on multiple EVMs to iden-

tify execution discrepancies. It uses dynamic priority scheduling and benchmark EVMs as cross-

referencing oracles to detect security issues efficiently. EVMFuzzer, developed in 2019, detects vul-

nerabilities including “illegal stack operations,” “DoS bugs,” and “segmentation faults.”

8. FuzzDelSol–detector [127]: Introduced in 2023, it is a binary-only coverage-guided fuzzer for Solana

SCs. It models runtime specifics like SCs interactions and generates transactions to uncover vulnera-

bilities, including “missing signer checks”, “missing owner checks”, “arbitrary cross program invoca-

tion”, “missing key checks”, “integer bugs”, and “lamport theft”.

9. GasFuzzer–detector [128]: It is a fuzzing tool designed in 2020 to detect gas-oriented exception

security vulnerabilities, including “exceptions disorder” and “out-of-gas” in Ethereum SCs. The tool

employs a two-phase strategy: a gas-greedy strategy that prioritizes gas-heavy transactions for muta-

tion and a gas-leveling strategy that manipulates gas allowances to expose vulnerabilities.

10. HFContractFuzzer–detector [129]: It is a fuzzing tool for detecting vulnerabilities in Hyperledger

Fabric SCs. It employs go-fuzz and SCs written in Go, utilizing unit testing with the MockStub class
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to simulate blockchain state. Developed in 2021, the tool optimizes the fuzzing process through initial

corpus and mutation algorithm enhancements to effectively identify vulnerabilities, including “type

conversion errors,” “logic loopholes,” and “integer overflow.”

11. Hydra–detector [130]: Hydra is a framework designed in 2019 for principled, automated bug boun-

ties on Ethereum SCs. It combines N-version programming with automated bug bounty payouts,

running multiple versions of a program to detect and isolate bugs. A metaprogram coordinates actions

to ensure security, incentivizing disclosure through bounty rewards. The vulnerabilities detected by

Hydra include “logic errors,” “reentrancy attacks,” and other exploitable bugs by ensuring discrepan-

cies between different versions of the program are identified and rewarded with bounties to encourage

reporting.

12. IcyChecker–detector [131]: It is a fuzzing-based framework designed in 2023 to detect State In-

consistency (SI) bugs in SCs. It replays on-chain historical transactions to gather accurate contextual

information, then generates and mutates transaction sequences to identify SI bugs by observing state

differences. This approach effectively uncovers vulnerabilities like “state inconsistency bugs”, “reen-

trancy”, “front-running”, “access control violations”, and “bad randomness” in decentralized applica-

tions.

13. Invariant-Based Scarcity Defect Detector–detector [132]: Published in 2022, this method uses in-

variant analysis to detect scarcity defects in blockchain digital assets. It defines transfer and swap

invariants as test oracles and employs the ConFuzzius fuzzing tool to generate test inputs, effectively

identifying “scarcity defects” in SCs.

14. ILF–detector [133]: ILF, developed in 2019, is an imitation learning-based fuzzer for Ethereum SCs,

combining symbolic execution and fuzzing techniques. ILF effectively detects vulnerabilities such

as “leaking,” “suicidal,” “locking,” “block dependency,” “unhandled exception,” and “controlled dele-

gatecall.” It learns a fuzzing policy from inputs generated by a symbolic execution expert to improve

code coverage and vulnerability detection.

15. ItyFuzz–detector [134]: Published in 2023, ItyFuzz is a snapshot-based fuzzer for Ethereum SCs.

It replaces transaction sequences with state snapshots to reduce re-execution overhead. The tool em-

ploys dataflow and comparison waypoints to prioritize interesting states, enabling fast and efficient

vulnerability detection. ItyFuzz can identify vulnerabilities such as “reentrancy”, “integer overflow”,

“timestamp dependence”, “out-of-gas”, “unhandled exceptions”, and “short address attack”.

16. Language-Agnostic Fuzzing Framework–detector [135]: This framework, introduced in 2022, uses

a single fuzzer to detect vulnerabilities in SCs written in different programming languages by convert-

ing them to Low-Level Virtual Machine (LLVM) IR. It employs American Fuzzy Lop++ (AFL++),

Honggfuzz, and libFuzzer to perform the fuzzing, enhancing scalability and maintainability for enter-

prise Development and Operations (DevOps) setups.
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17. MagicMirror–detector [136]: MagicMirror is a high-coverage fuzzing tool designed in 2023 for SCs.

It integrates dynamic symbolic execution with traditional fuzzing to enhance the detection of vulnera-

bilities. By leveraging dynamic taint analysis, MagicMirror ensures comprehensive vulnerability de-

tection and effectively mitigates security issues such as “integer overflow”, “timestamp dependency”,

“reentrancy”, “unhandled exceptions”, “out-of-gas”, and “short address attacks” in SCs.

18. ReDefender–detector [137]: ReDefender is a fully automated dynamic analysis tool designed to

detect “reentrancy vulnerabilities” in Ethereum SCs introduced in 2022. Using fuzz testing, it prepro-

cesses contracts to create a candidate pool, generates fuzzing inputs to simulate attacks, and analyzes

execution logs to verify vulnerabilities.

19. SeqFuzz–detector [138]: It is a guided mutation fuzzer published in 2023 for SCs testing that com-

bines Dynamic Dependency Learning (DDL) and Dynamic Variables Analysis (DVA). DDL generates

transaction sequences by analyzing state variable dependencies, while DVA handles external parame-

ters using dynamic taint analysis. SeqFuzz enhances branch coverage and bug detection by focusing

on mutations that are relevant to the code. The vulnerabilities detected by SeqFuzz include “arbitrary

write,” “block state dependency,” “control hijack,” “ether leak,” “integer bug,” “mishandled exception,”

“multiple send,” “reentrancy,” “suicidal contract,” and “transaction origin use.”

20. SynTest-Solidity–detector [139]: Developed in 2022, it is an automated test case generation and

fuzzing framework for Solidity SCs. It employs various metaheuristic search algorithms, including

random search and genetic algorithms like Non-dominated Sorting Genetic Algorithm II (NSGA-II)

and Dynamic Many-Objective Sorting Algorithm (DynaMOSA), to optimize test case generation. The

tool provides both a command-line interface and a web service, making it accessible and easy to use

for developers.

21. ContractFuzzer–identifier [140]: Introduced in 2018, ContractFuzzer uses fuzzing techniques to

test Ethereum SCs for vulnerabilities. It generates random inputs to execute contracts and applies

predefined rules to identify vulnerabilities such as “reentrancy”, “timestamp dependence”, “integer

overflow”, “unchecked call”, “exception disorder”, and “out-of-gas”. This approach helps identify

potential security issues by simulating various attack scenarios.

22. Etherolic–identifier [141]: Etherolic, introduced in 2020, is a robust and efficient fuzzing tool for the

security analysis of Ethereum SCs. It combines dynamic taint tracking and concolic testing to analyze

bytecode, identify vulnerabilities, and generate exploits. Etherolic is capable of detecting a wide

range of vulnerabilities such as “integer overflow and underflow”, “bad randomness”, “re-entrancy”,

“locked ether”, “unhandled exceptions”, “denial of service”, “short address attack”, “race condition”,

and “shadow memory”, as well as zero-day attacks at the bytecode level, even without access to the

source code, while minimizing false positives by recognizing protection methods in the code.

23. GFuzzer–identifier [142]: Released in 2022, GFuzzer is a grey-box fuzzing tool for EOSIO SCs. It

uses execution feedback to guide fuzzing and improve branch coverage. GFuzzer detects vulnerabil-

ities such as “fake EOS transfer,” “forged transfer notification,” and “block information dependency.”
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Employing a distance-based mutation strategy generates test cases that cover hard-to-reach branches,

ensuring comprehensive security analysis.

24. Harvey–identifier [143]: Harvey, a grey-box fuzzier designed for SCs, was introduced in 2020. It

enhances standard grey-box fuzzing by predicting new inputs likely to cover new paths or reveal

vulnerabilities. Harvey also fuzzes transaction sequences to explore different contract states, aiming

to detect vulnerabilities such as “assertion violations” and “memory-access errors.” Public datasets

were used to demonstrate their effectiveness.

25. NeoDiff–identifier [144]: NeoDiff is a differential fuzzing framework for SCs virtual machines. Re-

leased in 2021, it uses coverage-guided and state-guided fuzzing to explore VM behavior and uncover

critical differences. NeoDiff has been applied to various blockchain platforms, including Ethereum

and Neo, finding discrepancies and “memory corruption issues.” The tool can be ported to new SCs

platforms with ease.

26. ReGuard–identifier [145]: ReGuard is a fuzzing-based analyzer for automatically detecting “reen-

trancy bugs” in Ethereum SCs. It performs fuzz testing by generating random and diverse transactions,

then dynamically identifies reentrancy vulnerabilities based on runtime traces. Released in 2018, Re-

Guard translates SCs code to C++ for comprehensive analysis.

27. RLF–identifier [146]: Reinforcement Learning Fuzzer (RLF), developed in 2022, is a reinforce-

ment learning-guided fuzzing tool designed to generate vulnerable transaction sequences in Ethereum

SCs. By modeling the fuzzing process as a Markov decision process, RLF effectively identifies com-

plex vulnerabilities requiring specific sequences of transactions. It integrates both vulnerability and

code coverage rewards to detect multiple types of vulnerabilities, including “ether leaking”, “suici-

dal contract”, “block state dependency”, “unhandled exception”, “dangerous delegatecall”, and “ether

freezing”, especially those involving interactions across multiple functions.

28. SMARTIAN–identifier [147]: Symbolic Model Analysis Reasoning Tool for IoT and Applications

in Networks (SMARTIAN) is a SCs fuzzer that enhances fuzzing through both static and dynamic

data-flow analyses. Introduced in 2021, it systematically generates critical transaction sequences to

find vulnerabilities such as “assertion failure”, “arbitrary write”, “block state dependency”, “control-

flow hijack”, “ether leak”, “freezing ether”, “integer bug”, “mishandled exception”, “multiple send”,

“reentrancy”, “requirement violation”, and “suicidal contract” in SCs, utilizing data dependencies to

guide fuzzing. This hybrid approach significantly improves bug detection and code coverage.

29. sFuzz–identifier [148]: sFuzz is an adaptive fuzzing tool for Solidity SCs on the Ethereum platform.

It integrates AFL-based fuzzing with a lightweight, adaptive strategy to achieve high code coverage

and discover vulnerabilities. This tool, which was introduced in 2020, effectively identifies issues

including “gasless send”, “exception disorder”, “reentrancy”, “timestamp dependency”, “block num-

ber dependency”, “dangerous delegatecall”, “integer overflow/underflow”, and “freezing Ether” by

generating and executing numerous test cases through an optimized, feedback-guided process.
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30. WASAIUP–identifier [149]: WASAIUP, introduced in 2023, is a demand-driven concolic fuzzer for

EOSIO SCs. It detects specific vulnerabilities, including “fake EOS”, “fake notification”, “rollback”,

“missing authorization verification”, and “blockinfo dependency”. This hybrid tool combines sym-

bolic and concrete execution to improve detection efficiency and accuracy.

Overall, fuzz testing tools offer an adaptive approach to identifying vulnerabilities in SCs by generating di-

verse and unpredictable inputs. Although fuzzing has limitations, such as requiring significant computational

resources and potential gaps in coverage, it remains a potent method for testing contracts under unexpected

conditions and edge cases. The tools highlighted here demonstrate the value of fuzz testing in improving the

security of SCs.

3.1.8 “Model-Based Testing” Tools

The eighth category uses model-based testing. This approach involves creating abstract models of SCs to

guide the generation of test cases and validate contract behaviors. Using formal models and state machines,

these tools can systematically explore different execution paths and detect potential issues, ensuring thorough

testing and validation of SCs. In the list of tools below, the first five tools leverage abstract interpretation for

vulnerability detection, whereas the remaining six tools are used for vulnerability identification in SCs.

1. ADF-GA–detector [150]: Adaptive Fuzzing with Genetic Algorithm (ADF-GA) is a genetic algorithm-

based approach for generating test cases for Solidity SCs. ADF-GA, introduced in 2020, constructs

control flow graphs, performs data flow analysis to identify variable uses, and optimizes test gener-

ation with an improved fitness function. ADF-GA detects vulnerabilities such as “reentrancy bugs”,

“incorrect state transitions”, and “integer overflow/underflow issues”.

2. FSolidM–detector [151]: FSolidM, developed in 2018, is a framework designed for creating secure

Ethereum SCs using Finite State Machines (FSMs). It includes a graphical editor for specifying Finite

State Machines (FSMs), a code generator for producing Solidity code, and plugins to enhance secu-

rity and functionality. However, since FSolidM focuses on helping developers create secure contracts

rather than detecting vulnerabilities in existing contracts, it is not included in this thesis’s theoretical

and practical analysis of tools. FSolidM helps developers by providing a formal model, reducing man-

ual coding errors, and integrating common security patterns like “reentrancy,” “transaction ordering,”

and “access control.”

3. ModCon–detector [152]: It is a model-based testing platform for SCs on permissionless and per-

missioned blockchains. It uses user-specified models to define test oracles, guide test generation, and

measure test adequacy. With a web-based interface, ModCon supports customized testing processes,

enabling thorough validation of complex statecharts (SCs) by specifying state definitions, transition

relations, and pre- and post-conditions. ModCon, developed in 2020, detects vulnerabilities such as

“state transition errors”, “functional correctness issues”, and security breaches in complex SCs appli-

cations.
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4. SCs modeling and behavior verification–detector [153]: This tool uses a formal modeling approach

based on behavior interaction priorities to verify SCs behaviors. Introduced in 2018, It models SCs,

users, and blockchain interactions to identify potential vulnerabilities through statistical model check-

ing. Simulating different attack scenarios provides insights into security breaches and suggests design

improvements for robust SC implementations. It detects vulnerabilities, including “transaction re-

ordering attacks”, “pending transaction data leakage”, and “network eavesdropping”.

5. SmartInspect–detector [154]: It is a Solidity SCs inspector that uses decompilation techniques and a

mirror-based architecture to represent and interpret contract states. Developed in 2018, it decompiles

the contract’s binary structure and maps it to its source code, allowing developers to inspect and

understand the contract state without redeployment or additional code.

6. Elysium–identifier [155]: Elysium is a bytecode-level patching tool introduced in 2022 for auto-

matically fixing vulnerabilities in SCs. It integrates Osiris, Oyente, and Mythril to detect and patch

issues like “integer overflows”, “reentrancy”, and “unhandled exceptions”. Using CFG and taint anal-

ysis, Elysium generates effective patches. The tool addresses seven types of vulnerabilities, including

“same-function reentrancy”, “cross-function reentrancy”, “delegatecall misuse”, “create-based reen-

trancy”, “transaction origin”, “suicidal contracts”, and “integer overflows and underflows” and is avail-

able on GitHub.

7. ESAF–identifier [156]: Introduced in 2021, Ethereum Security Analysis Framework (ESAF) is a

comprehensive framework that integrates multiple existing SCs vulnerability analysis tools. It simpli-

fies the analysis process by unifying the output formats and managing dependencies through container-

ization. ESAF supports persistent security monitoring and individual vulnerability analysis, leveraging

the combined capabilities of tools like Oyente, Mythril, and Securify.

8. SecSEC–identifier [157]: Introduced in 2024, Securing Smart Ethereum Contracts (SecSEC) inte-

grates multiple SCs analysis tools using logistic regression to enhance vulnerability detection. This

hybrid method combines the strengths of various tools and trains on a large dataset of real-world

contracts labeled with vulnerabilities.

9. SmartBugs–identifier [158]: SmartBugs is an extensible execution framework designed to simplify

the analysis of Solidity SCs. Developed in 2020, it supports multiple analysis tools and datasets, en-

abling reproducible research and comprehensive vulnerability detection. SmartBugs integrates tools

like HoneyBadger, Maian, and Mythril and provides detailed reports on various vulnerability types

such as “reentrancy”, “integer overflow and underflow”, “unchecked send”, “denial of service (DoS)”,

“timestamp dependence”, “TOD/front-running”, “uninitialized storage pointers”, “tx.origin authenti-

cation”, “locked ether”, “access control issues”, and “bad randomness” using Docker images and a

user-friendly command-line interface.

10. SmartBugs 2.0–identifier [158]: SmartBugs 2.0 is an execution framework for the automated analysis

of Ethereum SCs. Released in 2023, it integrates 19 analysis tools and supports Solidity source code
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and EVM bytecode. The framework detects a variety of vulnerabilities, including “reentrancy,” “arith-

metic issues (overflow/underflow),” “access control violations,” “unchecked low-level calls,” “denial

of service,” “bad randomness,” “timestamp dependence,” “front-running,” “short address attacks,”

“unchecked return values,” “unsafe delegatecall usage,” “integer bugs,” “gas consumption issues,” “au-

thentication bypass,” “assertion violations,” “transaction origin usage,” “race conditions,” “shadowing

variables,” and “suicidal contracts.” The framework standardizes output formats and maps findings to

the SWC taxonomy, facilitating large-scale, reproducible analysis.

11. SoliAudit–identifier [159]: SoliAudit is a SCs vulnerability assessment tool that combines machine

learning and fuzz testing. Introduced in 2019, it detects 13 types of vulnerabilities, including “reen-

trancy,” “arithmetic overflow,” “access control,” “unchecked low-level calls,” “denial of service,” “bad

randomness,” “front running,” “time manipulation,” “short address,” “call depth,” “transaction origin,”

“inline assembly,” and “self-destruct,” without requiring expert knowledge or predefined patterns. So-

liAudit employs static machine learning classifiers using Solidity machine code features and a dynamic

fuzzer for online transaction verification.

Model-based testing tools provide a structured approach to analyzing SCs using abstract models and state

machines. While building these models can be time-consuming, they help ensure SCs work as intended by

exploring various execution paths. The tools discussed illustrate how model-based testing can improve SC

reliability.

3.1.9 “Mutation Testing” Tools

The ninth category uses mutation testing. This technique involves introducing small, deliberate changes,

or mutations, into the source code of SCs to simulate potential errors. The modified contracts, or mutants,

are then tested to determine if the existing test suites can detect and handle these errors. This process helps

improve the effectiveness and thoroughness of the test suites. The tools listed below utilize mutation testing,

with the first three being detection tools and the remaining two serving identification purposes in SCs.

1. RegularMutator–detector [160]: RegularMutator, introduced in 2020, is a mutation testing tool for

Solidity SCs. It uses regular expressions to create mutants by introducing common errors into the

source code. Then, the effectiveness of test suites is evaluated based on their ability to detect these

mutants. The tool was proven effective in improving the quality of test suites by detecting additional

defects and providing a more reliable assessment than line coverage metrics.

2. ReSuMo–detector [161]: ReSuMo, published in 2023, is a regression mutation testing tool for Solid-

ity SCs. It uses a static and file-level technique to select a subset of SCs to mutate and a subset of test

files to re-run during a regression mutation testing campaign. By incrementally updating the results

using previous test outcomes, ReSuMo speeds up the mutation testing process for evolving projects

while ensuring comprehensive adequacy assessment.

3. SuMo–detector [162]: SuMo is a mutation testing tool for SCs written in Solidity. It supports a

stand-alone command-line interface and a web service with a REST API, enabling automated mutation
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testing with minimal effort. SuMo, published in 2022, employs 44 different mutation operators and

integrates with Truffle and Ganache to compile and test SCs, providing comprehensive reports on the

mutation testing process and results.

4. MuRE–identifier [163]: Mutation testing approach to Reentrancy detection tools Evaluation (MuRE),

introduced in 2023, employs mutation testing to generate classified sets of “reentrancy” vulnerabili-

ties in Ethereum SCs. It uses symbolic execution to identify potential reentrancy paths and applies

mutation operators to generate reentrancy mutants. MuRE evaluates the effectiveness of reentrancy

detection tools by comparing their ability to detect these classified mutants.

5. MuSC–identifier [164]: Mutation testing Tool for Ethereum SCs (MuSC) was introduced in 2019 and

focuses on mutation testing to evaluate the robustness of SCs testing. It generates mutants using a set

of novel mutation operators specifically tailored for Solidity and performs automated operations, such

as creating test nets, deploying, and executing tests. The tool helps expose various defects in SCs by

modifying specific parts of the code to assess test coverage and effectiveness.

In summary, mutation testing tools provide a framework for evaluating and improving the quality of test

suites for software components (SCs). Mutation testing introduces controlled modifications and assesses if

the tests can catch these errors. This approach measures test coverage and reveals gaps in testing, enhancing

the overall reliability and security of SCs.

3.1.10 “Pattern Matching and Syntactical Analysis” Tools

The tenth category uses pattern matching and syntactical analysis. This methodology involves analyzing the

structure and syntax of SCs to identify patterns and detect potential vulnerabilities. By leveraging predefined

patterns and syntactical rules, these tools can efficiently uncover security risks and coding issues within the

contracts. Among the tools utilizing pattern matching and syntactical analysis listed below, the first fourteen

are aimed at vulnerability detection, while the remaining twenty-one focus on vulnerability identification

within software components (SCs).

1. DeFiRanger–detector [165]: It is a detection tool for price manipulation attacks in Decentralized

Finance (DeFi) applications. Published in 2023, It constructs a Cash Flow Tree (CFT) from raw

transactions, lifts low-level semantics to high-level ones, and applies predefined patterns to detect

“price manipulation attacks.”

2. Ethlint–detector [166]: Ethlint, initially known as Solium and developed in 2016, is a static analysis

tool implemented in JavaScript for checking Solidity code for style and security issues. It standardizes

SCs practices across organizations and integrates seamlessly with build systems. Ethlint offers a user-

friendly Command-Line Interface (CLI) for linting Solidity files, featuring multiple output formats

and automatic code fixes.

3. Horus–detector [167]: Developed in 2021, it automates detecting and analyzing attacks on Ethereum

SCs by leveraging logic-driven and graph-driven methods. It extracts execution-related informa-

tion from transactions, identifies attacks using Datalog queries, and traces stolen assets using graph
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databases. Implemented in Python, Horus provides detailed insights into security issues, facilitating

attack identification and analysis.

4. MSmart–detector [168]: MSmart enhances the Smartcheck static analysis tool by introducing addi-

tional rules and improving existing ones to detect vulnerabilities in Solidity SCs, developed in 2023. It

identifies issues like “integer overflow”, “timestamp dependence”, “self-destruct”, “delegatecall”, and

“DOS” while supporting batch detection to streamline the analysis of large datasets.

5. Naga–detector [169]: Naga is a tool designed in 2023 to detect “centralized security risks” in decen-

tralized ecosystems, specifically targeting Ethereum crypto wallets and SCs. It identifies and analyzes

seven centralized security risks using Information Risks (IRs) for data dependency analysis.

6. SafelyAdministrated–detector [170]: This tool, introduced in 2021, uses pattern recognition based

on nine syntactic features to identify administrated Ethereum Request for Comments 20 (ERC20)

tokens on the Ethereum Mainnet. The tool comprehensively analyzes and classifies administrated

tokens to highlight their ubiquity and associated dangers. The specific vulnerabilities detected by

SafelyAdministrated include “self-destruction,” “contract deprecation,” “change of address,” “change

of parameters,” and “minting and burning capabilities.”

7. SCGraphs–detector [171]: Semantic Contract Graphs (SCGraphs), published in 2023, is a SCs vul-

nerability detection tool that uses semantic contract graphs and approximate graph matching based

on the Weisfeiler-Lehman graph kernel. It constructs SCGraphs from SCs and then calculates simi-

larity matrices to detect vulnerabilities such as “reentrancy”, “timestamp dependence”, “delegatecall

misuse”, and “integer overflow”. The tool builds a library of vulnerability SCGraphs from manually

audited contracts, which helps identify new vulnerabilities.

8. SIF–detector [172]: Solidity Instrumentation Framework (SIF) is a framework for Solidity contract

analysis and instrumentation that operates on the AST. It enables querying, modification, and code

generation of Solidity contracts. SIF includes tools for function listing, call graph generation, control

flow graph generation, and fault seeding, facilitating in-depth security and optimization analysis. Pub-

lished in 2019, SIF detects vulnerabilities including “division by zero,” “overflow,” and “underflow,”

among others.

9. SolChecker–detector [173]: Developed in 2022, SolChecker is an automated static analysis tool for

finding vulnerabilities in Solidity SCs. It uses an AST to analyze the code’s control and data flow.

By examining over 47,000 real-world contracts, SolChecker has shown its effectiveness in detect-

ing common security issues including “Uninitialized variables”, “malicious address”, “function return

default value”, “change array length directly”, “abuse of block information”, “reentrancy”, “unini-

tialized storage variables”, “unchecked send and call”, “divide before multiply”, “constructor name

error”, “balance strict equality”, and “abuse of tx.origin”.

10. Solhint–detector [174]: Solhint is an open-source linting tool for Solidity code, providing both secu-

rity and style guide validations. It offers a range of rules that can be customized via configuration files
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to enforce coding standards and detect potential issues. Solhint, introduced in 2017, can automatically

fix specific problems.

11. SolGuard–detector [175]: SolGuard is a security analysis plugin integrated with the Solhint linter

to detect “external call issues” in Solidity SCs. Developed in 2021, it defines three security rules:

checking the order of state variable declarations, avoiding address parameters in constructors, and

ensuring the presence of a fallback function.

12. TokenScope–detector [176]: TokenScope is a tool designed in 2019 for detecting inconsistent be-

haviors in Ethereum cryptocurrency tokens. It examines the interactions between tokens, users, and

third-party tools by contrasting behaviors derived from core data structures, standard interfaces, and

standard events. TokenScope’s analysis covers 7,472 tokens and identifies 3,259,001 transactions trig-

gering inconsistencies, revealing flaws such as “integer overflow”, “fake deposit”, “lack of standard

events”, “incorrect balance update”, and “mismatched token transfer behaviors”.

13. UBF-ChaincodeScan–detector [177]: Universal Blockchain Framework Chaincode Scanner (UBF

ChaincodeScan) detects vulnerabilities in Node.js-based SCs for Hyperledger Fabric published in

2023. It features a two-phase architecture: validation and scanning. The validation phase includes

script command validation, SCs language identification, and syntax validation, while the scanning

phase executes the scanning and generates a report in JSON format. UBF-ChaincodeScan identifies

issues like “global variable”, “random number generator”, “system command execution”, “external

file libraries”, “unchecked errors”, “range query risks”, “read write conflict”, and “external API”.

14. Vulpedia–detector [178]: Developed in 2022, Vulpedia is a static analysis tool that uses abstracted

vulnerability signatures to detect security issues such as “Reentrancy”, “Abuse of tx.origin”, “Unex-

pected Revert”, and “Self-destruct Abusing” in Ethereum SCs. It combines vulnerable and benign

signatures to formulate detection rules.

15. AChecker–identifier [179]: AChecker, introduced in 2023, is a tool designed for statically detecting

“access control vulnerabilities” in SCs. Unlike previous methods, AChecker infers access control

mechanisms via static data-flow analysis and uses symbolic-based analysis to distinguish between

intended functionalities and actual vulnerabilities.

16. CloudAudit–identifier [180]: Proposed in 2020, this tool uses static analysis based on XPath patterns

to detect “integer overflow vulnerabilities” in Solidity SCs. By defining 83 XPath patterns across 11

types of integer overflow features, the tool effectively identifies vulnerabilities such as “multiplica-

tion,” “addition,” and “subtraction overflows.”

17. EOSIOAnalyzer–identifier [181]: Proposed in 2022, EOSIOAnalyzer is a static analysis framework

for detecting vulnerabilities in EOSIO SCs. It identifies vulnerabilities like “fake EOS transfer,”

“forged transfer notification,” and “block information dependency”. The tool transforms Wasm byte-

code into a high-level intermediate representation and applies a context-sensitive data flow analysis

algorithm.
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18. Graph Embedding-Based Bytecode Matching Tool–identifier [182]: Introduced in 2021, this tool

detects vulnerabilities in SCs using graph embedding and bytecode matching techniques. It normalizes

and slices contract bytecodes to enable accurate similarity measurements between known vulnerabil-

ities and target contracts. The tool identifies vulnerabilities such as “integer overflow,” “reentrancy,”

“bad randomness,” “unprotected ownership,” and “mishandled exceptions.”

19. Matching Rules-Based SCs Audit Tool–identifier [183]: This audit tool, developed in 2020, lever-

ages matching rules to evaluate SCs vulnerabilities. It matches each vulnerability type with a cor-

responding threat level (high, medium, or low) and generates a comprehensive audit report. The

extensible tool allows auditors to customize and add new rules to address emerging threats. It detects

vulnerabilities such as “re-entrancy,” “integer overflow,” “timestamp dependency,” and “permission

theft” by matching specific code patterns in SCs.

20. NeuCheck–identifier [184]: Introduced in 2019, NeuCheck uses a syntax tree-based approach to

transform source code into an intermediate representation, avoiding semantic loss. It detects various

vulnerabilities, including “access control vulnerability”, “reentrancy vulnerability”, “hash collision

vulnerability”, “integer overflow vulnerability”, and “dependence on predictable variables vulnerabil-

ity”. NeuCheck enhances analysis speed and facilitates cross-platform deployment, surpassing other

tools like Securify and Mythril.

21. Remix Solidity Static Analysis Plugin–identifier [185]: This static analysis tool is integrated into

the Remix IDE and was developed to detect vulnerabilities in Solidity SCs. It supports 21 analysis

modules across security, gas, economy, and other categories. Evaluated in 2023, it can detect “access

control”, “arithmetic”, “bad randomness”, “denial of service”, “front running”, “reentrancy”, “short

addresses”, “time manipulation”, and “unchecked low-level calls” with moderate performance in other

vulnerabilities. The tool’s Graphical User Interface (GUI) makes it user-friendly compared to other

command-line tools.

22. SafeCheck–identifier [186]: SafeCheck is a static analysis tool introduced in 2024, designed for de-

tecting six types of vulnerabilities in Ethereum SCs, including “reentrancy”, “timestamp dependency”,

“dangerous delegatecall”, “DoS”, “self-destructible”, and “TOD”. It converts contract bytecode into

an intermediate representation to extract semantic information and employs Datalog-based rules for

vulnerability detection.

23. SASC–identifier [187]: Static Analysis for SCs (SASC), developed in 2018, is a static analysis tool

for Ethereum SCs focusing on topological analysis and logic risk detection. It identifies risks such

as “call stack risks”, “transaction order risks”, “reentrancy”, “timestamp risks”, “tx.origin risks”, and

“zero division risks”. SASC provides a detailed report in HTML format, helping developers mitigate

vulnerabilities.

24. SmartAnvil–identifier [188]: SmartAnvil, introduced in 2019, is an open-source platform for SCs

analysis. It utilizes static analysis, deployed contract binary analysis, and blockchain navigation to
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detect vulnerabilities in Solidity SCs. The platform supports various components like SmaccSol for

parsing, SmartGraph for semantic analysis, and SmartInspect for live state inspection, effectively iden-

tifying issues such as “semantic bugs”.

25. SmartCheck–identifier [189]: SmartCheck is a static analysis tool for Ethereum SCs. Introduced in

2018, the tool translates Solidity code into an XML-based intermediate representation and checks it

against XPath patterns to detect various code issues, including “balance equality”, “unchecked exter-

nal call”, “DoS by external contract”, “send instead of transfer”, “reentrancy”, “malicious libraries”,

“using tx.origin”, “transfer forwards all gas”, “integer division”, “locked money”, “unchecked math”,

“timestamp dependence”, “unsafe type inference”, “byte array”, “costly loop”, “token API violation”,

“compiler version not fixed”, “private modifier”, “redundant fallback function”, and “style guide vio-

lation”.

26. SmartDagger–identifier [190]: SmartDagger is a bytecode-based static analysis tool designed for de-

tecting “cross-contract vulnerabilities” in Ethereum SCs. Released in 2022, it integrates novel mech-

anisms to recover contract attribute information from bytecode, accurately identifying vulnerabilities

during cross-contract interactions. SmartDagger selectively analyzes a subset of functions, reusing

data-flow results to improve efficiency.

27. Smartmuv–identifier [191]: Smartmuv is an automatic source-code-based static analysis tool for

analyzing and extracting the storage state from the storage-trie of Ethereum SCs. Developed in 2022,

it employs ASTs and CFGS to analyze state variables, including mapping types along the inheritance

hierarchy. The tool ensures accurate extraction of storage state, facilitating seamless upgrades and

migrations of SCs.

28. SoliDetector–identifier [192]: SoliDetector is a static defect detection tool for Solidity SCs, lever-

aging a knowledge graph to capture syntactic and logical relationships within the code. Introduced

in 2023, it supports the detection of 20 kinds of defects, including “reentrancy”, “integer overflow”,

“mishandled exception”, “DoS by external contract”, “using tx.origin for authentication”, “missing

constructor”, “locked money”, “unsafe type inference”, “timestamp dependence”, “token API viola-

tion”, “private modifier”, “redundant refusal of payment”, “compiler version problem”, “style guide

violation”, “integer division”, “implicit visibility level”, “balance equality”, “costly loop”, “using fixed

point number type”, and “byte[]”, using SPARQL queries to infer complex relationships and localize

defects accurately.

29. SolidityCheck–identifier [193]: SolidityCheck is a tool designed to detect a wide range of problems

in Solidity SCs using regular expressions. Introduced in 2019, it identifies 20 issues, including security

vulnerabilities such as re-entrancy and integer overflow. SolidityCheck uses regular matching and

program instrumentation to quickly and accurately locate problematic statements in the source code.

30. Solidity Vulnerability Scanner–identifier [194]: The Solidity Vulnerability Scanner is a static anal-

ysis tool designed to identify and categorize vulnerabilities in Solidity SCs. Released in 2022, it uses
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parsing and pattern matching to detect issues including “reentrancy”, “integer overflow and under-

flow”, “floating pragma”, “denial of service”, “bad randomness”, “unprotected function”, “unchecked

external call”, “variable shadowing”, “race condition”, “incorrect interface”, and “forced ether recep-

tion”. The tool provides mitigation suggestions line by line, making it user-friendly for developers

new to Web3 security.

31. SPCon–identifier [195]: Security Policy Conformance (SPCon) is a tool designed in 2023 to find

permission bugs in SCs using role mining and security policy validation. It mines past contract trans-

actions to recover a likely access control model and checks against various information flow policies

to identify potential user permission bugs. SPCon demonstrates superior accuracy in identifying user

roles and effectively detects vulnerabilities such as “unauthorized access”, “incorrect role assignment”,

and “permission bugs related to access control policies”.

32. Static Analysis-Based Vulnerability Detection Approach–identifier [196]: Introduced in 2022, this

study focuses on expanding security vulnerability detection in SCs through static analysis. It identifies

the weaknesses of current static analysis tools. It addresses issues such as “gas-related vulnerabilities”

and “access control vulnerabilities”, using new detection methods that do not rely on pre-existing code

patterns and rules.

33. Static Analyzer for Price Gouging TOD Vulnerabilities–identifier [197]: This prototype tool is

designed to detect and rectify “price-gouging TOD vulnerabilities” in SCs. Developed in 2022, it uses

a static analysis approach to locate these vulnerabilities by extracting data dependencies and modifying

the contract code. The tool implements this approach using Slither, a static analyzer for Solidity.

34. SWAT–identifier [198]: SWAT (SWC-based Analysis Tool) is a static analysis tool designed to detect

SCs vulnerabilities as categorized by the SCs Weakness Classification (SWC) standard. It uses pattern

matching on Solidity code to identify vulnerabilities such as “SWC-100 function default visibility”,

“SWC-102 outdated compiler version”, “SWC-103 floating pragma”, “SWC-111 use of deprecated

Solidity functions”, “SWC-129 typological error”, and “SWC-134 message call with the hardcoded

gas”.

35. VULTRON–identifier [199]: VULTRON is a vulnerability detection tool designed to catch irregular

transactions in SCs. It focuses on mismatches between actual transferred amounts and internal con-

tract bookkeeping, identifying transaction-related vulnerabilities, including “reentrancy”, “exception

disorder”, “gasless send”, and “integer overflow/underflow”. Introduced in 2019, VULTRON provides

a general approach that can be adapted across different SCs platforms.

Pattern-matching and syntactical analysis tools systematically detect vulnerabilities in SCs by analyzing their

structure and syntax. While these methods rely on predefined patterns and rules, they effectively uncover

security risks and ensure coding consistency. The tools outlined in this section demonstrate how pattern

matching and syntactical analysis can contribute to improving SC security.

“Runtime Verification” Tools
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The eleventh tool category focuses on runtime verification. This methodology involves monitoring and

checking the execution of SCs at runtime to ensure they adhere to specified behaviors and properties. By

continuously observing contract interactions, these tools can detect and mitigate issues in real-time, ensuring

the security and correctness of SCs as they execute. Below are tools that use runtime verification: the first

six are detection tools, and the others are identification tools in SCs.

1. ContractLarva–detector [200]: ContractLarva is a runtime verification tool for Ethereum SCs writ-

ten in Solidity and published in 2018. It instruments additional code into SCs based on formal speci-

fications to monitor and enforce correct behavior. ContractLarva captures control-flow and data-flow

events to detect violations and supports custom reparation strategies for handling detected issues, in-

cluding “unauthorized access”, “incorrect function execution”, and “data integrity issues”.

2. DappGuard–detector [201]: It is an active monitoring and defense system developed in 2017 for

Solidity SCs. It analyzes blockchain transactions for signs of attacks, such as high gas usage and

exception rates, and employs a rules engine to detect and mitigate known vulnerabilities including

“call to the unknown”, “gasless send”, “exception disorder”, “type casts”, “reentrancy”, “keeping

secrets”, “immutability”, “ether lost in transfer”, “TOD”, “stack size limit”, “generating randomness”,

“timestamp dependence”, and “integer overflow/underflow” in real-time.

3. ECFChecker–detector [202]: It is a dynamic monitor for verifying Effectively Callback Free (ECF)

properties in Ethereum SCs, introduced in 2017. It detects non-ECF executions using a polynomial-

time online algorithm integrated into the EVM. The tool prevents vulnerabilities like the “DAO” bug

by ensuring callback-free execution paths.

4. EVM–detector [203]: It is a reinforced EVM designed in 2019 to prevent dangerous transactions in

real-time. It uses monitoring strategies, opcode-structure maintenance, and EVM instrumentation to

detect and stop operations that could exploit vulnerabilities, including “overflow bugs” and “timestamp

bugs”.

5. EVM-Shield–detector [204]: EVM-Shield is a novel runtime tool that enforces fine-grained access

control over sensitive states within SCs. It utilizes a hybrid storage analyzer to identify storage lo-

cations dynamically and employs a multi-stage cache-based filter to prevent unexpected state access

efficiently. Developed in 2024, EVM-Shield can detect various vulnerabilities, including “reentrancy”,

“integer overflow”, and “unauthorized state modifications”. This tool enhances security by preventing

transactions that attempt to access sensitive states or Ether without proper permissions.

6. Xscope–detector [205]: Published in 2023, Xscope is an automatic tool designed to detect security

violations in cross-chain bridges. It addresses emerging security issues by providing runtime monitor-

ing and offline analysis functionalities. Xscope identifies three new security bug classes in cross-chain

bridges: “unrestricted deposit emitting”, “inconsistent event parsing”, and “unauthorized unlocking”.

The tool uses security properties and patterns to characterize and detect these vulnerabilities.
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7. ÆGIS–identifier [206]: Introduced in 2020, ÆGIS is a dynamic analysis tool that can detect vulner-

abilities such as “Same-Function Reentrancy,” “Cross-Function Reentrancy,” “Delegated Reentrancy,”

“Create-Based Reentrancy,” “Parity Wallet Hack 1,” and “Parity Wallet Hack 2”. It protects SCs from

being exploited during runtime. It uses attack patterns described in a domain-specific language tai-

lored to Ethereum SCs, enabling real-time detection and reversion of malicious transactions. The tool

supports decentralized and transparent security updates through a SCs-based voting mechanism.

8. ContractGuard–identifier [207]: ContractGuard, introduced in 2020, is an anomaly-based Intrusion

Detection System (IDS) designed to protect Ethereum SCs after deployment. It profiles context-tagged

acyclic paths and detects abnormal control flow to identify intrusions. The tool targets vulnerabili-

ties like ”Reentrancy explicitly,” ”Dangerous delegate call,” ”Arithmetic Over/Under Flows,” ”Default

visibilities,” ”Unchecked send,” ”Tx.Origin Authentication”, ”Denial Of Service,” and ”Logic error,”

providing real-time defense against attacks by rolling back transactions when anomalies are detected.

9. Gas Gauge–identifier [208]: Gas Gauge, released in 2023, is a security analysis tool designed to

detect “Out-of-Gas (OOG) DoS vulnerabilities” in Ethereum SCs. It combines static analysis, white-

box fuzzing, and runtime verification to identify, summarize, and correct loops that could cause OOG

errors. Gas Gauge efficiently analyzes contract loops, generates inputs to trigger OOG errors, and

suggests repairs to prevent such vulnerabilities.

10. SODA–identifier [209]: SODA is a generic online detection framework for SCs on EVM-compatible

blockchains. It can detect vulnerabilities including “reentrancy”, “unexpected function invocation”,

“invalid input data”, “incorrect check for authorization”, “no check after contract invocation”, “missing

the Transfer event”, “strict check for balance”, and “dependency of block number and timestamp”.

Introduced in 2020, it separates information collection and attack detection, allowing users to develop

apps for various attack detections quickly. SODA provides unified interfaces and instruments EVM to

collect necessary information, facilitating quick responses to new attacks.

11. Solitor–identifier [210]: Solitor is a runtime verification tool for Ethereum SCs, developed in 2018.

It uses annotations to specify contract behavior, which are checked at runtime. This method enhances

security by allowing developers to define and verify properties such as invariants, preconditions, and

postconditions directly in the Solidity code.

12. TaintGuard–identifier [211]: TaintGuard is a static analysis tool designed to prevent “implicit privi-

lege leakage” in SCs through taint tracking at the AST level. Introduced in 2023, it analyzes Solidity

contracts to identify and mitigate vulnerabilities related to delegate calls for cross-contract calls, which

can tamper with contract privileges. TaintGuard integrates code instrumentation to monitor contract

state at runtime, ensuring security against malicious privilege modifications.

To conclude, runtime verification tools can enhance the security of SCs by monitoring their execution in

real-time. Even though runtime verification requires additional computational resources, it offers advantages

by allowing immediate handling of vulnerabilities. The tools presented in this section show how necessary

runtime verification is for keeping SCs systems secure.
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3.1.11 “Symbolic Execution” Tools

The twelfth tools category focuses on the Symbolic Execution method. This methodology analyzes pro-

grams by executing them symbolically rather than with actual inputs. It allows exploring multiple execution

paths simultaneously, particularly useful for detecting vulnerabilities in complex systems like Ethereum SCs.

These tools often use decompilation, constraint solving, and control flow analysis techniques to identify reen-

trancy, gas inefficiency, and concurrency exploits. The first thirty tools listed below are detection tools using

symbolic execution, while the remaining twenty-six are identification tools.

1. Abbe–detector [212]: Abnormal BEhavior detection in Ethereum (ABBE), developed in 2019, detects

abnormal behaviors in Ethereum SCs by identifying attack vectors through transaction analysis. It

uses decompilation, symbolic execution, and heuristic-based methods to detect various vulnerabilities,

including “reentrancy”, “gasless send”, “force-sending ether by suicide”, “integer overflow”, “array

overflow”, “uninitialized storage pointer” and “overridden by delegate call”.

2. ConSym-OSIRIS–detector [213]: ConSym-OSIRIS is a tool introduced in 2022 for the combined

symbolic execution and mutation testing of software systems. It aims to identify and analyze potential

vulnerabilities by generating symbolic inputs to explore different execution paths. The tool enhances

traditional symbolic execution by integrating mutation testing techniques and systematically introduc-

ing and testing code variations to uncover hidden bugs, including “integer overflow and underflow”,

“reentrancy”, “arithmetic errors” and “incorrect handling of state variables”.

3. CESC–detector [214]: Concurrency Exploit SCs (CESC) detects “concurrency exploits” in Ethereum

SCs using symbolic execution, developed in 2019. It traces storage operations, merges access flows,

and verifies potential concurrency exploits. CESC effectively identifies “TOD”, “unauthorized Ether

transfers”, “state pollution” and “contract self-destruction” , improving detection scope and reducing

false positives.

4. EtherSolve–detector [215]: It reconstructs precise CFGs from Ethereum bytecode using symbolic

execution. It resolves jump destinations by symbolically executing the operands stack and has been

validated on real-world contracts. EtherSolve, launched in 2023, detects “reentrancy” and “Tx.origin”

vulnerabilities more accurately than other bytecode analysis tools.

5. EthChecker–detector [216]: It is a SCs vulnerability detection tool combining fuzzing and symbolic

execution, developed in 2024. It employs a context-guided genetic programming algorithm to en-

hance code coverage and detect vulnerabilities efficiently. It can detect vulnerabilities including “reen-

trancy”, “timestamp-dependency”, “integer overflow and underflow” and “unhandled exceptions”.

6. Ethainter–detector [217]: It is a security analyzer created in 2020 that detects composite information

flow violations in Ethereum SCs. It models tainted information flow and evaluates the effectiveness

of guard conditions to identify vulnerabilities, including “tainted owner variable”, “tainted delegate-

call”, “accessible self-destruct”, “tainted self-destruct” and “unchecked tainted static call” that escalate

through multiple transactions.
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7. EthRacer–detector [218]: This tool was developed in 2019 to identify “event-ordering bugs” in

Ethereum SCs using dynamic symbolic execution and happens-before relations. It employs sym-

bolic execution, fuzzing, and HB analysis to reduce the search space and flags contracts with differing

outputs under reordered events for efficient detection.

8. EXGEN–detector [219]: Exploit Generation (EXGEN), released in 2022, is a cross-platform frame-

work for automated exploit generation in SCs. It translates Ethereum and EOS contracts to an inter-

mediate representation, generates symbolic attack contracts, and executes them to find vulnerabilities,

including “reentrancy”, “integer overflow and underflow”, “suicidal”, “call injection” and “arbitrary

value transfer”.

9. FSFC–detector [220]: Filter-based Secure Framework for Ethereum SCs (FSFC) is a framework for

SCs fuzzing that combines fuzz testing with symbolic execution, launched in 2020. It generates initial

inputs through fuzzing and refines them using symbolic execution to explore deeper contract states

and identify hidden vulnerabilities, including “reentrancy”, “integer overflow”, “integer underflow”,

“access control issues”, “self-destruct vulnerabilities” and “DoS”.

10. GasChecker–detector [221]: GasChecker detects gas-inefficient patterns in Ethereum SCs, such as

“opaque predicates,” “dead code,” “expensive operations in a loop,” “fusible loops,” “repeated compu-

tation in a loop,” “unilateral comparison in a loop,” “redundant SSTORE,” “SWAP1=DUP2=SWAP1

pattern,” “PUSHx=POP pattern,” and “PUSH1=NOT pattern,” using symbolic execution. Published in

2020, GasChecker scales to analyze millions of contracts by parallelizing execution with a MapReduce

model and employs a feedback-based load-balancing strategy to optimize resource use.

11. GASPER–detector [222]: GASPER is a symbolic execution tool designed in 2017 to discover gas-

costly patterns in Ethereum SCs bytecode automatically. It targets patterns such as “dead code,”

“opaque predicates,” “expensive operations in a loop,” “constant outcome of a loop,” “loop fusion,”

“repeated computations in a loop,” and “comparison with unilateral outcome in a loop.” GASPER

helps developers optimize their contracts to reduce unnecessary gas consumption.

12. HoneyBadger–detector [223]: It is a tool developed in 2019 that detects “honeypots” in Ethereum

SCs using symbolic execution and heuristics. It constructs control flow graphs, performs cash flow

analysis, and identifies honeypot techniques by analyzing bytecode.

13. Jyane–detector [224]: It detects “reentrancy” vulnerabilities in SCs using path profiling. It was

introduced in 2021 and constructs CFG from EVM bytecode, employs an improved Ball-Larus Path

Profiling algorithm to generate unique path IDs, and identifies suspicious paths using Deterministic

Finite Automata (DFA).

14. MPro–detector [225]: MPro is a tool developed in 2019 that combines static and symbolic analysis

to enhance the scalability of SCs testing. It uses static analysis to identify potential vulnerabilities

and symbolic execution to generate test inputs that thoroughly explore these sites. MPro effectively
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detects depth-n vulnerabilities, such as “reentrancy” and “unrestricted suicide”, which require specific

sequences of function invocations to exploit.

15. Mythril Extension for Gasless Send issue detection–detector [226]: This framework, published in

2019, enhances the Mythril security analysis tool to model gas usage and detect “gasless send” vul-

nerabilities in Ethereum SCs. By simulating gas consumption during symbolic execution, it identifies

contracts whose fallback functions exceed the 2,300 gas limit, preventing them from receiving Ether.

16. NPChecker–detector [227]: NPChecker targets vulnerabilities such as “nondeterministic payment

bugs,” “reentrancy,” “transaction-order dependence,” “failed external calls,” and “system property de-

pendence” in Ethereum SCs. Launched in 2019, it systematically models and detects nondeterministic

factors affecting contract payments. Using information flow tracking and model checking, NPChecker

identifies contracts with vulnerabilities caused by unpredictable transaction scheduling and external

callee behavior.

17. Pluto–detector [228]: Developed in 2022, Pluto detects vulnerabilities in inter-contract scenarios by

constructing an Inter-contract Control Flow Graph (ICFG). It symbolically explores the ICFG and

deduces Inter-Contract Path Constraints (ICPCs) to accurately check the reachability of execution

paths. Pluto can detect vulnerabilities including “integer overflow”, “timestamp dependency” and

“reentrancy”

18. Rattle–detector [229]: Rattle is a symbolic execution tool developed by Trail of Bits to analyze

Ethereum SCs. It targets vulnerabilities such as “storage access patterns,” “external calls,” and “control

flow hijacking.” Rattle translates EVM bytecode into SSA form, enabling detailed control and data

flow analysis within contracts. Introduced in 2019, it facilitates the detection of vulnerabilities by

providing an intermediate representation that simplifies the complexity of the original bytecode.

19. ReDetect–detector [230]: ReDetect is a symbolic execution-based tool for detecting “reentrancy”

vulnerabilities in Ethereum SCs at the EVM bytecode level, published in 2021. It preprocesses source

files into EVM assembly code, constructs a control flow graph, and employs symbolic execution to

analyze potential reentrancy paths. ReDetect significantly reduces false positives by implementing

five effective path filters.

20. Reentrancy Vulnerability Identification Framework–detector [231]: This framework was intro-

duced in 2020 to combine static and dynamic analysis to detect “reentrancy” vulnerabilities in Ethereum

SCs. It utilizes Tree Transformation Language (TXL) grammar for parsing Solidity code and generates

an attacker contract based on Application Binary Interface (ABI) specifications to simulate reentrancy

attacks.

21. SAILFISH–detector [232]: SCs stAte-Inconsistency anaLysis Framework leveraging Incremental

and Symbolic evaluation Heuristics (SAILFISH), developed in 2022, is a scalable tool designed to

detect state-inconsistency bugs in Ethereum SCs. It employs a hybrid approach that combines a

lightweight exploration phase with a precise refinement phase, utilizing symbolic evaluation guided
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by a novel value-summary analysis. SAILFISH efficiently detects vulnerabilities such as “reentrancy”

and “TOD”.

22. Sereum–detector [233]: Sereum is a run-time monitoring tool designed to protect existing deployed

SCs against reentrancy attacks. Using dynamic taint tracking, Sereum monitors data flows from

storage variables to control-flow decisions, preventing state inconsistencies during reentrant calls.

Launched in 2019, It effectively detects and mitigates “reentrancy attacks” with a negligible run-time

overhead and a low false positive rate.

23. Seraph–detector [234]: Developed in 2020, Seraph is a cross-platform security analyzer for blockchain

SCs, supporting EVM and WASM runtimes. It targets vulnerabilities such as “integer overflow,”

“pseudo-random number generator (PRNG) issues,” “insecure message calls,” and “DoS.” Seraph uses

a symbolic semantic graph (SSG) to model critical dependencies and employs connector APIs to ab-

stract interactions between virtual machines and blockchains. It enables automated security analysis

and generates comprehensive security reports by exploring symbolic execution paths.

24. SMARTEST–detector [235]: SMARTEST integrates deep learning language models with symbolic

execution to enhance SCs testing. It specifically targets vulnerabilities such as “integer overflow and

underflow,” “division by zero,” “assertion violations,” and “ERC20 standard violations.” Developed in

2023, it utilizes neural network architectures, including Transformer, GRU, and RNN, to train models

on vulnerable transaction sequences from the Common Vulnerabilities and Exposures (CVE) Bench-

mark.

25. SoMo–detector [236]: SoMo, published in 2023, detects insecure modifiers in Ethereum contracts. It

constructs a Modifier Dependency Graph (MDG) to analyze control and data flows and uses symbolic

execution to identify bypassable modifiers.

26. Static Analyzer for Solidity Vulnerability Detection–detector [237]: This tool employs static analy-

sis to identify security flaws in Solidity SCs. It detects various vulnerabilities, including “reentrancy”,

“integer overflow and underflow”, “timestamp dependence”, “unprotected selfdestruct”, “unchecked

call return values”, “denial of service” and “transaction-ordering dependence”, using techniques like

symbolic execution and data flow analysis. The tool was introduced in 2020 and aims to enhance the

security of Ethereum smart contracts (SCs) by providing detailed reports on identified vulnerabilities

and recommending mitigation strategies.

27. Symbolic Execution-Based Vulnerability Detector–detector [238]: This system enhances the Mythril

symbolic execution tool by optimizing the pruning algorithm to reduce execution time and introducing

a detection algorithm for vulnerabilities such as “integer overflow and underflow,” “unchecked call re-

turn value,” “reentrancy,” “TOD,” “authorization through tx.origin,” and “block values as a proxy for

time.” Developed in 2020, it also integrates a machine-learning model based on LSTM networks for

preliminary vulnerability detection.
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28. Teether–detector [239]: Teether, published in 2018, is a tool designed to automatically exploit vul-

nerabilities in Ethereum SCs by leveraging symbolic execution. It identifies critical paths that lead to

executing exploitable instructions, such as CALL, CALLCODE, DELEGATECALL, and SELFDE-

STRUCT. Teether generates exploits by resolving constraints related to these paths, demonstrating the

severity of vulnerabilities through practical exploits. The tool detects vulnerabilities such as “arbitrary

ether extraction”, “self-destruct vulnerabilities”, “code injection via callcode and delegatecall” and

“execution of unauthorized code”.

29. TransRacer–detector [240]: TransRacer is an automated tool designed to detect “transaction races”

in Ethereum SCs. It uses symbolic execution to analyze function dependencies and identify races that

arise from the nondeterministic execution sequence of transactions. TransRacer, developed in 2023,

efficiently detects race conditions by pruning function pairs with no read/write conflicts and validating

the identified races through concrete execution.

30. VerX–detector [241]: VerX is an automated verifier designed in 2023 to prove the functional prop-

erties of Ethereum SCs. It combines symbolic execution and delayed predicate abstraction to verify

temporal safety properties. VerX can handle an unbounded number of transactions and external con-

tract interactions by reducing temporal property verification to reachability checking, ensuring precise

verification of real-world SCs.

31. Annotary–identifier [242]: Annotary, introduced in 2019, is a concolic execution framework de-

signed to analyze SCs for vulnerabilities. It supports annotations that developers write directly in the

Solidity source code, enabling the analysis of inter-transactional and inter-contract control flows. An-

notary combines symbolic execution of EVM bytecode with the resolution of concrete values from

the Ethereum blockchain to identify vulnerabilities including “reentrancy”, “arithmetic overflows”,

“unchecked send returns”, “uninitialized state variables”, “unreachable code” and “visibility modifier

errors”.

32. Conkas–identifier [243]: Conkas is a modular static analysis tool for EVM based on symbolic exe-

cution, introduced as part of a master’s thesis. It analyzes Ethereum smart contracts (SCs) written in

Solidity or compiled runtime bytecode. Conkas uses Z3 as the SMT Solver and a modified version of

Rattle as the IR. It detects vulnerabilities such as “arithmetic issues”, “reentrancy”, “time manipula-

tion”, “transaction ordering dependence”, and “unchecked low-level calls”.

33. DefectChecker–identifier [244]: DefectChecker, introduced in 2020, uses symbolic execution to de-

tect vulnerabilities in Ethereum SCs by analyzing EVM bytecode. It identifies issues including “trans-

action state dependency”, “DoS under external influence”, “strict balance equality”, “reentrancy”,

“nested call”, “greedy contract”, “unchecked external calls” and “block info dependency”. The tool

and its dataset are publicly available for community use.

34. ETHBMC–identifier [245]: Ethereum Bounded Model Checker (ETHBMC), released in 2020, is a

bounded model checker for Ethereum SCs that uses symbolic execution to provide precise modeling
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of the Ethereum network. It supports inter-contract analysis, memory modeling, and keccak256 hash

functions. ETHBMC automatically generates concrete inputs that demonstrate vulnerabilities, includ-

ing “arbitrary ether extraction”, “suicidal contracts”, “control flow hijacking” and “memory handling

issues”.

35. GASOL–identifier [246]: Released in 2020, GASOL is a gas analysis and optimization tool for

Ethereum SCs. It employs a hybrid approach that combines static analysis and symbolic execution to

identify and optimize gas consumption in smart contracts (SCs), specifically targeting vulnerabilities

such as ”out-of-gas vulnerabilities,” ”under-optimized storage patterns,” and ”gas-expensive opera-

tions.” GASOL optimizes loops and arithmetic operations to reduce the overall gas cost.

36. HFCCT–identifier [247]: Hyperledger Fabric Contract Code Tester (HFCCT), created in 2022, is an

open-source tool that combines dynamic symbolic execution and static AST analysis to detect vulnera-

bilities in Hyperledger Fabric SCs. The tool identifies issues including “global variable misuse”, “ran-

dom number generation”, “system timestamp”, “map structure iteration”, “reified object addresses”,

“concurrency issues”, “web service risks”, “external library calling”, “system command execution”,

“external file accessing”, “range query risks”, “field declarations”, “cross-channel chaincode invoca-

tion”, “read-write conflict”, “unchecked input arguments”, “unhandled errors” and “Golang grammar

errors”.

37. Honeytoken-Detector–identifier [248]: Developed in 2023, this symbolic execution-based, open-

source tool is designed for detecting honeypot tokens in Ethereum SCs. It identifies six common

honeypot issues, including “token transfer quantity inconsistency”, “token transfer restriction”, “fake

logs”, “infinite minting”, “balance manipulation” and “proxy token”. By parsing bytecode and gen-

erating a control flow graph, it explores paths and performs symbolic execution to analyze SCs effec-

tively.

38. Improved Symbolic Execution-Based Vulnerability Detector–identifier [238]: This enhanced sys-

tem integrates Mythril’s symbolic execution with an LSTM network. Developed in 2022, it supports

both source code and bytecode forms, automatically detecting six types of SCs vulnerabilities. With

public code available on GitHub, it employs a machine-learning approach for initial detection, fol-

lowed by symbolic execution for precise vulnerability localization. This hybrid method leverages ma-

chine learning’s speed and symbolic execution’s accuracy to detect “integer overflow and underflow”,

“unchecked call return value”, “reentrancy”, “TOD”, “authorization through tx.origin” and “block

values as a proxy for time”.

39. KEVM–identifier [249]: This open-source tool, introduced in 2017, provides a complete formal se-

mantics of the EVM using the K framework. KEVM enables formal analysis and verification of SCs

and has successfully passed the official EVM test suites. It addresses vulnerabilities including “stack

overflow”, “out-of-gas exceptions”, “arithmetic overflow”, “division by zero”, “invalid opcodes”, “ac-

cess to non-existent account data” and “call stack limit exceeded”.
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40. KEVM Verifier–identifier [250]: This open-source tool, developed using the K framework, was

introduced in 2018. It provides comprehensive formal semantics of the EVM, enabling rigorous formal

analysis and verification of SCs, including high-profile ones like ERC20 tokens, Ethereum Casper,

and DappHub MakerDAO. The tool addresses vulnerabilities including “arithmetic overflow”, “hash

collisions”, “byte manipulation errors” and “incorrect implementation of functional specifications”.

41. MAIAN–identifier [251]: This tool uses symbolic analysis to identify vulnerabilities in SCs execution

traces, explicitly targeting ”greedy,” ”prodigal,” and ”suicidal” contracts. It analyzes bytecode and

flags contracts with these vulnerabilities, utilizing a custom Ethereum Virtual Machine for symbolic

execution. MAIAN, created in 2018, can identify vulnerabilities such as “locking funds indefinitely”,

“unauthorized fund transfers” and “arbitrary contract termination”. Its open-source code is available

on GitHub for further research and development.

42. Manticore–identifier [252]: Manticore is a dynamic symbolic execution framework designed for both

binaries and Ethereum SCs. Introduced in 2019, this open-source tool enables the systematic explo-

ration of program state spaces to identify vulnerabilities without generating false positives. The tool

supports various execution environments, including Ethereum, and can detect “reentrancy”, “integer

overflows”, “assertion failures”, “unhandled exceptions” and “memory safety violations”.

43. MOPS–identifier [253]: Multi-Objective Oriented Path Search (MOPS), developed in 2019, opti-

mizes vulnerability detection for SCs by combining static and dynamic analysis. It focuses on critical

paths involving Ether transfer, thus improving efficiency and reducing false positives. MOPS employs

dynamic symbolic execution and taint analysis to identify security issues, including “reentrancy”,

“integer overflow”, “delegatecall abuse”, “transaction-order dependency”, “suicide contract vulnera-

bility”, “predictable variable dependency”, “mishandled exceptions” and “unchecked return values”.

44. Mythril–identifier [254]: Mythril, a security analysis tool introduced in 2018, analyzes EVM byte-

code to detect vulnerabilities in SCs across multiple EVM-compatible blockchains. Using symbolic

execution, SMT solving, and taint analysis, Mythril identifies issues including “reentrancy”, “integer

overflows and underflows”, “unrestricted Ether flows”, “unprotected selfdestruct”, “arbitrary storage

writes”, “unhandled exceptions”, “timestamp dependence”, “transaction-ordering dependence” and

“use of tx.origin”. It supports both on-chain and off-chain contract analysis, providing flexible options

for security assessment.

45. MythX–identifier [255]: MythX is a comprehensive SCs security analysis API supporting Ethereum

and other EVM-compatible blockchains. Introduced in 2020, it combines static analysis, symbolic

execution, and input fuzzing to detect security vulnerabilities and verify SCs correctness. MythX inte-

grates with various development tools, including Remix IDE, Truffle, and Visual Studio Code, and of-

fers both command-line tools and continuous integration support. It identifies vulnerabilities including

“reentrancy”, “integer overflow and underflow”, “timestamp dependence”, “unprotected selfdestruct”,

“unprotected ether withdrawal”, “weak randomness”, “assert violation”, “write to arbitrary storage

location”, “jump to arbitrary destination” and “uninitialized storage pointer”.
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46. NFTGuard–identifier [256]: NFTGuard is a symbolic execution-based tool designed to detect defects

in Non-Fungible Token (NFT) SCs. Introduced in 2023, it identifies five specific defects: “Risky

Mutable Proxy”, “ERC-721 Reentrancy”, “Unlimited Minting”, “Missing Requirements”, and “Public

Burn”. NFTGuard combines source code-level information with bytecode analysis to locate and report

these defects in SCs effectively.

47. Osiris–identifier [257]: Osiris is a symbolic execution tool designed to detect various integer bugs

in Ethereum SCs. It combines symbolic execution and taint analysis to identify “arithmetic”, “trun-

cation”, and “signedness bugs”. Released in 2018, Osiris effectively locates vulnerabilities in EVM

bytecode, providing detailed analysis to ensure SCs security.

48. Oyente–identifier [258]: Oyente is a symbolic execution tool designed to analyze Ethereum SCs. It

detects potential security bugs by analyzing EVM bytecode directly, without requiring a high-level

representation. Oyente, launched in 2016, identifies vulnerabilities such as “transaction-ordering de-

pendence”, “timestamp dependence”, “mishandled exceptions” and “reentrancy vulnerability”.

49. Pakala–identifier [259]: Pakala is an open-source symbolic execution tool for the EVM, introduced

in 2018. Implemented in Python, it uses Z3 with an added SHA3 layer to analyze bytecode for vul-

nerabilities. Pakala employs a two-step process: it first executes the bytecode to find outcomes and

then analyzes these outcomes to detect vulnerabilities like “calls to suicide()” and “excessive ether

transfers”.

50. Park–identifier [260]: Park is a symbolic execution framework for SCs, introduced in 2022. It uses

parallel-fork symbolic execution to enhance the efficiency of vulnerability detection by leveraging

multiple CPU cores. Park implements a dynamic forking algorithm and adaptive process restriction

to address performance issues, and it integrates with existing tools like Oyente and Mythril to speed

up vulnerability detection. It can detect “transaction-ordering dependence”, “timestamp dependence”,

“mishandled exceptions”, and “reentrancy vulnerability”.

51. RA–identifier [261]: Re-entrancy Analyzer (RA) is a static analysis tool developed in 2020 to detect

“re-entrancy vulnerabilities” in Ethereum SCs. It combines symbolic execution and SMT solver tech-

niques to analyze EVM bytecodes without requiring prior knowledge of attack patterns. RA supports

inter-contract behavior analysis, targeting vulnerabilities such as “re-entrancy attacks”, “exploitation

of fallback functions” and “cross-function calls”.

52. sCompile–identifier [262]: sCompile is a tool implemented in C++ and designed to identify critical

program paths in SCs. Launched in 2019, it combines control flow graph construction and symbolic

execution to prioritize and analyze paths involving monetary transactions. It focuses on conditions like

avoiding non-existing addresses, ensuring contracts are not black holes that can only receive but not

send Ether, guarding against improper self-destruction of contracts, and preventing transactions that

exceed transfer limits.
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53. SolSEE–identifier [263]: SolSEE is a source-level symbolic execution engine for Solidity SCs. Launched

in 2022, it performs symbolic execution on the source code rather than bytecode, retaining high-level

semantic information. SolSEE supports advanced Solidity language features and provides a web-

based user interface for interactive analysis tasks such as visualization and debugging. It can detect

vulnerabilities, including “integer underflow”, “integer overflow”, and “assertion violations”.

54. Solar–identifier [264]: Solar is a system for automatically synthesizing adversarial contracts that

exploit vulnerabilities in victim SCs. Introduced in 2020, this technique employs a summary-based

symbolic evaluation approach to significantly reduce the number of instructions evaluated symboli-

cally while maintaining precision in detecting vulnerabilities. Solar encodes common vulnerabilities,

including “reentrancy”, “time manipulation”, “malicious access control” and “batch overflow bugs”,

and efficiently synthesizes attack programs.

55. Symvalic–identifier [265]: Symvalic is a static analysis approach combining concrete values and sym-

bolic expressions to model SCs behavior. Introduced in 2021, it achieves deep modeling of program

semantics through a symbiotic relationship between a traditional static analysis fixpoint computation

and a symbolic solver. Symvalic is particularly effective for high-value Ethereum SCs, identifying

vulnerabilities such as reentrancy and overflow.

56. WANA–identifier [266]: WebAssembly Analysis (WANA) is a symbolic execution engine designed

to detect vulnerabilities in Smart Contracts (SCs), explicitly targeting the WebAssembly (Wasm)

bytecode used in platforms such as EOSIO. Introduced in 2021, it effectively detects vulnerabili-

ties including “fake EOS transfer”, “forged transfer notification”, “block information dependency”,

“greedy”, “dangerous delegatecall”, “mishandled exception” and “reentrancy vulnerability” by han-

dling the complete Wasm instruction set. WANA is also compatible with other blockchain platforms,

such as Ethereum.

Ultimately, symbolic execution tools provide a powerful approach to identifying vulnerabilities in SCs by ex-

ploring multiple execution paths. By simulating various scenarios, these tools can detect subtle and complex

issues. The tools highlighted here demonstrate the value of symbolic execution in enhancing SCs’ reliability.

3.1.12 “Taint Analysis” Tools

The thirteenth tool category focuses on Taint Analysis. This technique tracks the flow of data through SCs

to identify potential vulnerabilities and security risks. Taint analysis helps in understanding how data propa-

gates within the contract, enabling the detection of issues such as reentrancy, overflow, and bad randomness.

These tools can effectively identify and mitigate risks by marking and tracking tainted data. Here are seven

notable identification tools developed for taint analysis in SCs:

1. Clairvoyance–identifier [267]: Clairvoyance, introduced in 2020, employs cross-contract static taint

analysis to detect “reentrancy vulnerabilities” in SCs. It reduces false positives and negatives by

summarizing Path Protection Techniques (PPTs) and performing lightweight symbolic analysis.
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2. DoSChecker–identifier [268]: Introduced in 2023, DoSChecker is a tool for detecting “DoS vul-

nerabilities” in SCs. It defines four patterns of DoS vulnerabilities: “Loops With Exceptional In-

structions (LWEI)”, “Unbounded Batch High Gas Instructions (UBHGI)”, “Transfer Procedures with

Non-Payable Fallback Functions (TPWNPFF)”, and “Strict Balance Equality (SBE)”. Using symbolic

execution, DoSChecker analyzes SCs bytecodes to identify these vulnerabilities.

3. EASYFLOW–identifier [269]: Introduced in 2019, EASYFLOW is designed to detect “overflow

vulnerabilities” in Ethereum SCs. It uses taint analysis to track data propagation during transaction

execution, identifying manifested, protected, and potential overflows. EASYFLOW generates transac-

tions to trigger potential overflows and supports dynamic analysis by extending the Ethereum Virtual

Machine (EVM) interpreter.

4. RNVulDet–identifier [270]: Randomness Vulnerability Detection (RNVulDet) is a taint analysis tool

developed in 2023 for identifying “bad randomness vulnerabilities” in Ethereum SCs. It simulates

the EVM runtime environment by examining stack state, memory segmentation, storage key-value

pair comparisons, and transaction replay to detect vulnerabilities. RNVulDet excels in pinpointing

vulnerabilities in random number generation.

5. SESCon–identifier [271]: SESCon is a static analysis tool that utilizes taint analysis and XPath

queries to detect vulnerabilities in Ethereum SCs. Introduced in 2021, it follows standard patterns

defined by the Ethereum community to identify issues including “reentrancy”, “TOD”, “tx.origin us-

age”, “block.timestamp usage”, “insecure use of SelfDestruct instruction” and “DAO vulnerabilities”.

6. SIGUARD–identifier [272]: Introduced in 2023, this tool identifies signature-related vulnerabilities

in SCs using symbolic execution and taint analysis. It constructs a CFG for the bytecode, simulates

the EVM, and tracks signature-related dataflows. By checking external call destinations and signature

verification processes, SIGUARD detects and validates potential vulnerabilities, including “stateless

signature verification” and “unseparated signing domain”.

7. SmartScan–identifier [273]: SmartScan is a tool designed to detect “DoS vulnerabilities” in Ethereum

SCs. Combining static and dynamic analysis, it identifies patterns of potential vulnerabilities and con-

firms their exploitability through dynamic interaction. Introduced in 2021, SmartScan targets DoS

vulnerabilities caused by unexpected reverts.

Overall, taint analysis tools offer an effective method for tracing data flows and detecting vulnerabilities in

SCs. By tagging and monitoring tainted data, these tools can reveal security issues that might be overlooked

by conventional analysis. The tools listed here demonstrate how taint analysis can contribute to maintaining

secure SCs.

3.1.13 “Visualization Analysis” Tools

The fourteenth tool category employs visualization analysis. This methodology involves creating visual rep-

resentations of SCs to facilitate the understanding of their structure, behavior, and potential vulnerabilities.
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Translating code into graphical formats, these tools help developers and auditors gain insights into the con-

tract’s operations and identify issues more effectively. The first six tools in the list below apply visualization

analysis for vulnerability detection, while the last tool is used for vulnerability identification within SCs.

1. E-EVM–detector [274]: Published in 2018, E-EVM emulates and visualizes the execution of Ethereum

SCs on the EVM. It visually represents the contract’s control flow graph, opcodes, and stack state for

each execution step, helping users understand EVM operations and contract behaviors. The tool is

handy for identifying loops, optimization candidates, and tracing execution paths, thus aiding in de-

tecting vulnerabilities such as “re-entry issues” and “invalid jump destinations”.

2. Erays–detector [275]: Developed in 2018, It is a reverse engineering tool implemented in Python,

designed to decompile Ethereum SCs from EVM bytecode to high-level pseudocode. Erays enhance

understanding of opaque SCs, providing insights into code complexity and code reuse and enabling

partial source code recovery for contracts without publicly available source code.

3. EthIR–detector [276]: EthIR (Ethereum Intermediate Representation) is a framework for high-level

analysis of Ethereum bytecode, introduced in 2018. It analyzes Ethereum bytecode using CFGs gen-

erated by Oyente and produces a Rule-Based Representation (RBR) of the bytecode. EthIR detects

vulnerabilities such as “gas-related inefficiencies”, “unbounded loops” and “potential denial-of-service

attacks”

4. InvCon–detector [277]: InvCon is a dynamic invariant detection tool for Ethereum SCs. It uses

historical transaction data to infer invariants, aiding in reverse engineering and compliance checking.

InvCon, published in 2022, features a web-based interface and a backend in Python and Java for

data-trace generation and invariant detection. InvCon helps identify vulnerabilities such as invariant

violations, inconsistencies with ERC20 standard specifications, and potential non-compliance issues

in SCs implementations.

5. Smart-Graph–detector [278]: Smart-Graph is a web-based tool developed in 2021 that generates

augmented Unified Modeling Language (UML) class diagrams for Solidity SCs. It utilizes a backend

API to fetch the contract source code and create visual representations that include Solidity-specific

features like function modifiers and fallback functions. Smart-Graph aids developers in visualizing the

contract’s architecture, helping to identify issues such as “”excessive code complexity” and “potential

interaction flow problems”.

6. SolGraph–detector [279]: SolGraph, published in 2018, generates DOT graphs to visualize the con-

trol flow of functions in Solidity contracts and highlights potential security vulnerabilities. It labels

functions and operations with different colors to represent their types, such as external sends, con-

stant functions, and transfers. SolGraph helps developers understand contract behavior and identify

vulnerabilities through graphical representations.

7. Slither–identifier [280]: Slither is a static analysis framework for Ethereum SCs that converts Solidity

code into an intermediate representation called SlithIR. This representation uses the SSA form to
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preserve semantic information, facilitating dataflow and taint tracking analyses. Introduced in 2019,

Slither offers automated vulnerability detection, code optimization, and enhanced code understanding.

It can detect “reentrancy”, “shadowing of variables”, “uninitialized variables”, “suicidal contracts”,

“locked Ether”, and “arbitrary sending of Ether”.

Visualization analysis tools provide a valuable approach for examining and interpreting SCs by transforming

code into visual representations. This conversion helps identify potential flaws and gain insights into contract

logic and execution flow. The tools listed here demonstrate how visualization can enhance the analysis of

SCs, making complex code structures more comprehensible.

Table 34: Overview of SCs Analysis Tools by Methodology

Methodology Detection Tools Identification Tools Total Tools
Abstract Interpretation 2 1 3
AI-based Methods 24 33 57
Code Instrumentation 3 0 3
Control Flow Analysis 2 0 2
Disassembly Analysis 2 1 3
Formal Verification 8 17 25
Fuzzing 20 10 30
Model-Based Testing 5 6 11
Mutation Testing 3 2 5
Pattern Matching and Syntactical Analysis 14 21 35
Runtime Verification 6 6 12
Symbolic Execution 30 26 56
Taint Analysis 0 7 7
Visualization Analysis 6 1 7
Total 125 131 256

In summary, this section has explored various tools and methodologies for analyzing and securing SCs,

including runtime verification, symbolic execution, and fuzz testing. As detailed in Table 34, AI-based meth-

ods and symbolic execution stand out with the highest number of tools—57 and 56, respectively—demonstrating

the field’s strong emphasis on their flexibility and effectiveness in addressing complex SCs vulnerabilities. In

contrast, categories such as code instrumentation and control flow analysis include fewer tools, indicating ei-

ther limited adoption or opportunities for further research and development. This analysis highlights both the

dominant role of AI and symbolic execution and the potential for innovation in less-explored methodologies

to create a more balanced and comprehensive security toolkit.

To support a clearer understanding of the landscape, we visualized the methodology distribution in Figure 13.

This structured overview serves as a practical reference for developers and researchers, allowing them to

quickly identify tools aligned with specific security needs and recognize areas where current approaches

may fall short. By providing this organized framework, we aim to support more informed decision-making

in the selection and development of SCs security tools.

Additionally, we examined the wide range of vulnerabilities addressed by the tools. Given the breadth of

coverage, we grouped vulnerabilities into broader categories for clarity. Table 36 focuses on functional vul-
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nerabilities, while Table 37 outlines structural or design-level issues. This classification provides a structured

approach to evaluating which tools and methodologies are best suited to detect specific types of vulnerabili-

ties, supporting more targeted and effective security strategies.

Moreover, we provide in Table 35 an overview of how different methodologies correspond to various cat-

egories of vulnerabilities. Approaches such as AI-based methods, fuzzing, runtime verification, symbolic

execution, formal verification, and pattern matching and syntactic analysis demonstrate notable adaptability.

Because these methodologies are capable of addressing multiple vulnerability categories, they are especially

effective when a comprehensive detection strategy is required. Such methods are particularly valuable in

scenarios where different types of risks must be mitigated simultaneously, offering more holistic protection

for SCs.

In contrast, methodologies such as abstract interpretation, control flow analysis, disassembly analysis, and

visualization analysis exhibit more limited applicability, typically addressing a narrower range of vulnerabil-

ity types. These approaches may serve more specialized roles in vulnerability detection, offering analytical

depth rather than broad coverage. Our overall assessment of methodology coverage indicates a clear focus on

common vulnerabilities, including gas-related issues, reentrancy and call problems, access control, and logic

or data flow weaknesses. However, categories such as address and function call issues, visibility and scope

concerns, and mathematical or computational errors receive relatively little attention across methodologies.

This reveals potential gaps where existing tools may be less effective, suggesting opportunities for further

research and the development of new tools to enhance detection coverage in these underrepresented areas.

While some methodologies offer broad coverage, no single approach is sufficient to comprehensively address

all categories of vulnerabilities. This underscores the need for integrated solutions that combine multiple

methodologies to effectively detect both code-level and system-level vulnerabilities in SCs. By understand-

ing the strengths and limitations of each approach, we can guide future efforts toward enhancing SCs security,

addressing the identified gaps, and fostering innovation in underexplored areas of vulnerability detection.

Table 35: Summary of Vulnerabilities in Each Category

Methodology
Integer

Issues

Gas-Related

Vulnerabilities

Reentrancy

and Call Issues

Timestamp and

Time-Related

Vulnerabilities

Access Control

and Security

Logic and

Data Flow

Issues

Error Handling

and Exception

Issues

Contract Design

and Standards

Mathematical and

Computational

Errors

Execution and

Performance

Issues

Miscellaneous

Issues

Visibility and

Scope Issues

Transaction and

Order

Dependencies

Address and

Function Call

Issues

Specific Contract

and Code

Issues

Randomness and

Predictability

Issues

Specific

Functionality

Issues

Abstract Interpretation ✓ ✓

AI-based Methods ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Code Instrumentation ✓ ✓ ✓ ✓ ✓ ✓

Control Flow Analysis ✓ ✓ ✓

Disassembly Analysis ✓ ✓ ✓ ✓

Formal Verification ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Fuzzing ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Model-Based Testing ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Mutation Testing ✓

Pattern Matching and Syntactical Analysis ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Runtime Verification ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Symbolic Execution ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Taint Analysis ✓ ✓ ✓ ✓ ✓ ✓ ✓

Visualization Analysis ✓ ✓ ✓

3.2 Evaluation Criteria, Analysis, and Discussion

Evaluating SCs detection tools requires a methodical approach to ensure the results are accurate and useful.

In this thesis, we conduct a systematic evaluation after identifying a comprehensive set of tools through a

defined search and screening process. The tools are divided into two main groups: academic and industry

tools. This separation enables us to evaluate them more effectively, as the goals and needs within each group
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Table 36: Classification of Functional Vulnerabilities

Integer Issues Gas-Related Vulnerabilities Reentrancy and Call Issues
Timestamp and Time-Related

Vulnerabilities
Logic and Data Flow Issues

Error Handling and

Exception Issues

Mathematical and

Computational Errors

Execution and Performance

Issues

Array overflow Call with hardcoded gas amounts Arbitrary contract termination Abuse of block information Array access and bounds issues Assertion violations Array access verifications
Assembly and low-level

operations

Batch overflow bugs ETH transfer inside the loop Arbitrary ether extraction Block information dependency Assertion failures Deadlock detection Arbitrary write Bad randomness

Divide before multiply
Excessive gas

consumption in loops
Arbitrary sending of Ether Block number dependency Balance equality and update issues Error handling and recovery Mathematical errors Code quality and readability

Division by zero Extra gas consumption Arbitrary value transfer Block timestamp Constructor name error Exception disorder Arithmetic bugs (specific to Osiris)
Data leakage and network

eavesdropping

Integer division Gas consumption issues Call depth issues Block values as a proxy for time Contract deprecation Exception handling Denial Of Service

Integer overflow and underflow Gas limit underestimation Call graph issues
Dependence on predictable

variables vulnerability
Control flow issues Function return default value External API

Loop overflows
Gas optimization and

cost management
Call injection

Dependency of block number

and timestamp
Cross-channel chaincode invocation Inline assembly Front-running

Missing checks for

out-of-bound arithmetic operations
Gas-related inefficiencies Call stack risks Price-gouging TOD vulnerabilities Cross-function calls Mishandled exception Liveness

Range query risks Gasless send Call to the unknown System timestamp DAO bug Missing the Transfer event Price manipulation attacks

Signedness bugs Out-of-Gas DoS vulnerabilities
Code injection via

callcode and delegatecall
Time manipulation Data flow vulnerabilities Requirement violation Race condition

Truncation bugs Out-of-gas exceptions Compositional reentrancy Timestamp dependency Data handling and logic flow SWC-129 typological error Safety properties

Type conversion errors Potential denial-of-service attacks Controlled delegatecall Transaction environment dependency Data integrity issues Unbounded safety properties Scarcity defects

Unchecked math Redundant SSTORE Create-based reentrancy TOD
Effectively Callback Free (ECF)

violations
Unhandled and unchecked errors

Unsafe type inference Transfer forwards all gas Cross-contract vulnerabilities Excessive code complexity Unexpected revert

Unbounded mass operations Cross-function reentrancy Execution and functionality

Under-optimized storage patterns Delegatecall misuse Functional and computational correctness

Delegated reentrancy Invariant violations

DoS by external contract
Invariants, preconditions,

and postconditions verification

ERC-721 reentrancy Invalid jump destinations

Execution of unauthorized code Logic and computation issues

Exploitation of fallback functions Memory corruption and access errors

External call issues Memory and variable shadowing issues

External file accessing Memory safety violations

External library calling No check after contract invocation

Failed external calls Potential interaction flow problems

Fake deposit
Pseudo-random number

generator (PRNG) issues

Insecure message calls Read-write conflict

Insecure modifiers Redundant fallback function

Missing checks for

failing external calls
Redundant refusal of payment

Multiple send Reified object addresses

Nested call Semantic bugs

Reentrancy State management and transition issues

Repetitive call functions State pollution

Same-function reentrancy State reachability

Send instead of transfer Storage access patterns

Single-entrancy Tainted state variables

System command execution Token handling issues

Unchecked external call Transaction races

Unchecked low-level calls Uninitialized storage pointers

Unchecked send and call Unrestricted Deposit Emitting (UDE)

Unsafe delegate call Visibility modifier errors
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Figure 13: Taxonomy of Smart Contract Vulnerability Detection (top) and Identification (bottom) Tools

are often quite distinct. Each group is assessed using specific criteria that reflect their intended use and

context. The evaluations in this section are based on the technical documentation provided by the original

authors of the tools. In the following subsections, we analyze both academic and industry tools by grouping

them under static, dynamic, and hybrid categories. We explain the criteria used to compare tools in each
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Table 37: Classification of Structural or Design Vulnerabilities

Access Control and Security Contract Design and Standards Miscellaneous Issues Visibility and Scope Issues Address and Function Call Issues Specific Contract and Code Issues Specific Functionality Issues

Access control permission bugs

and role assignment issues
Change of address Balance equality and checks Data leakage when using private Has-short-address Deprecated constructions Array length manipulation

Arbitrary jump with function type variable Change of parameters Byte array
Misuse of approve function

in ERC20 library
Short addresses False return of ERC20 Checking for strict balance equality

Authentication bypass Compiler version issues Concurrency and race condition issues Misuse of pure function Unknown addresses
Misuse of multiple return values in

internal and private function
Redundant fallback reject

Centralized security risks Contract deprecation Control hijack and unauthorized code execution Misuse of revert require Misuse of transfer function in loop This.balance equality checkpoint

Destroyable contract Contracts as black holes
Ether handling issues (includes Liquid ether,

Locked ether, Leaking ether, Ether freezing)
Misuse of view functions Use of insecure math functions

Fake logs Custom property violations Fake transfers and notifications Misuse of visibility

Malicious addresses and libraries ERC20 standard violations Force-sending ether by suicide

Missing authorization verification Immutability Global variable

Proxy token Implicit visibility level Greedy contract

Public Burn
Incorrect implementation

of functional specifications
Hash collisions

Restricted and unrestricted writes Locked Ether Honeypots

Security breaches Minting and burning capabilities Implicit privilege leakage

Stateless signature verification Missing constructor Invalid input data

Suicide contract Missing Requirements Keeping secrets

Tainted delegatecall Parity Wallet Hacks Lack of standard events

Tx.origin misuse and vulnerabilities Potential non-compliance issues Risky Mutable Proxy

Unauthorized access and actions Security best practices Stack overflow and size limit issues

Unprotected function and visibility issues Use of deprecated Solidity functions Strict check for balance

Unprotected or unsafe self-destruct usage Using fixed point number type Style guide violation

Unprotected ownership and permission theft Write to arbitrary storage location Type casts

Unsecured balance

Unseparated signing domain

Unlimited Minting

Untrusted cross-contract invocations

Wallet griefing

Weak randomness

group. This classification is used because it aligns with the primary techniques in SCs analysis and provides

a clear structure for our evaluation.

3.2.1 Evaluating Academic Tools

In SCs security, academic tools play a key role in advancing research and analysis, as they often introduce

new ideas and offer deeper insight into emerging vulnerabilities. To evaluate the effectiveness and capabili-

ties of these tools, we apply a set of criteria tailored to the specific needs of academic research. These criteria

assess whether the tools are capable of accurately detecting vulnerabilities, adaptable to a variety of research

contexts, well-documented to support transparency and reproducibility, and able to integrate with existing

research infrastructures. The following criteria are defined and used in this evaluation to assess the academic

tools:

• Flexibility: The tool’s adaptability to various SCs platforms is evaluated, as this is crucial for its

applicability in diverse research scenarios.

• Detailed Documentation and Publication: The availability and comprehensiveness of documenta-

tion and publications are assessed, reflecting the tool’s transparency and reliability.

• Integration Capabilities: The tool’s ability to integrate with existing systems and tools is considered,

facilitating seamless incorporation into research workflows.

• Automation: The tool is assessed to determine whether it offers automated functionalities, which can

significantly impact the efficiency of academic research processes.

81



• Comprehensive Coverage: The tool’s ability to effectively handle a wide range of SCs vulnerabilities

is assessed, ensuring thorough analysis.

• Reliable Testing and Evaluation: Using real-world SCs datasets for testing and validation is assessed.

This evaluation demonstrates the tool’s applicability to practical scenarios.

• Extensibility: The tool’s potential for extension and customization is considered. This highlights its

adaptability to evolving research needs and future applications.

As mentioned above, academic tools are categorized into three subsections (3.2.1.1, 3.2.1.2, and 3.2.1.3),

each accompanied by a table for tool comparison (Tables 38, 39, and 40). These tools are evaluated using a

binary scale (Yes/No) across the selected criteria, focusing on whether each feature is present or absent. The

evaluation results are then used to sort the tools within each table according to their cumulative scores. This

approach ensures a consistent and fair basis for comparison, allowing us to assess and rank the tools based

on their overall capabilities. By presenting the results in this structured way, we provide a clear overview of

each tool’s strengths and limitations and offer practical insights to guide future research, development, and

tool selection.

3.2.1.1 Evaluation of Static Analysis Tools

Static analysis tools are particularly significant in evaluating academic tools for SCs security, as they are

capable of analyzing code without the need for execution. This section focuses specifically on static academic

tools, assessing their capabilities and effectiveness in identifying vulnerabilities within SCs. Evaluating these

tools is essential for understanding both their strengths and the areas where they may require improvement.

The comparative details of the tools are presented in Table 38, while a visual summary of feature support

across the evaluated tools is provided in Figure 14.

Integration Capabilities
4.3%
Extensibility
5.8%

Comprehensive Coverage
20.6%

Reliable Testing and 
21.7%

Detailed Documentation
24.5%

Automation
23.1%

Figure 14: Percentage of Static Academic Tools Supporting Each Feature

The top 20% of tools in this evaluation consistently satisfy most or all of the defined criteria, indicating high

overall quality and maturity. Tools such as ESCORT and SoliDetector stand out due to their strong flexibil-

ity, well-documented implementations, and seamless integration with research and development workflows.

Additionally, they excel in areas such as automation and extensibility, making them suitable for a broad
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range of academic and practical applications. The consistent performance across multiple criteria suggests

that these tools are robust, thoughtfully designed, and capable of supporting advanced SCs analysis tasks.

The middle 60% of tools demonstrate moderate alignment with the evaluation criteria. Tools in this group,

including sCompile and Zeus, typically demonstrate solid flexibility and acceptable integration support, but

often fall short in terms of extensibility. This inconsistency suggests that while these tools can be helpful in

specific scenarios, they may not fully meet the needs of more complex research or development efforts. The

mixed performance highlights the need for targeted improvements, especially in areas such as modularity,

automation, or broader use-case adaptability.

The bottom 20% of tools meet the fewest evaluation criteria, indicating significant limitations in their current

form. Tools like Porosity and AChecker often lack core features such as automation, comprehensive docu-

mentation, and extensibility, which restrict their practical applicability—particularly in more demanding or

large-scale environments. Our analysis suggests that these tools would benefit from substantial refinement

and feature expansion to align more closely with user needs and become viable options in academic research

or production-level use.

Several key insights emerge from this evaluation. First, we observe strong performance across many tools

in flexibility, documentation, and integration, which suggests that developers are prioritizing usability and

adaptability—an encouraging trend for academic workflows. However, the widespread absence of automa-

tion and limited coverage across many tools remains a concern. These gaps suggest that users may encounter

considerable manual effort and reduced analytical scope, ultimately affecting overall efficiency and limiting

practical applicability. In addition, the lack of extensibility in a significant number of tools restricts their

ability to evolve in tandem with emerging research requirements and technologies.

To address these shortcomings, future development efforts should focus on improving automation and broad-

ening the scope of vulnerability coverage. Incorporating more automated processes can reduce user burden,

increase consistency, and enhance analysis speed. Expanding coverage enables tools to handle a broader

range of vulnerabilities and use cases, resulting in more comprehensive and reliable outcomes. Furthermore,

enhancing tool extensibility will support better scalability and integration with other platforms, enabling

continued adaptation as SCs evolve. By addressing these areas, we can move toward more robust, versatile,

and user-centered academic tools that better align with the ongoing needs of the research community.

Table 38: Static Academic Tools Evaluation
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ESCORT Y Y Y Y Y Y Y

SoliDetector N Y Y Y Y Y Y

Continued on next page
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SIF N Y Y Y Y Y Y

Solc-Verify N Y Y Y Y Y Y

Vandal N Y Y Y Y Y Y

Predicate Abstraction-Based Validation Framework (Unnamed Tool) N Y N Y Y Y Y

Eth2Vec N Y N Y Y Y Y

Gastap N Y Y Y Y Y N

sCompile Y Y Y N Y Y N

SolGuard N Y Y Y N Y Y

VeriSol N Y Y Y Y Y N

Zeus Y Y Y Y Y N N

Erays N Y Y Y Y Y N

eThor N Y Y Y Y Y N

Gasper N Y N Y Y Y Y

MadMax N Y N Y Y Y Y

Oyente N Y N Y Y Y Y

VerX N Y N Y Y Y Y

Conkas N Y N Y Y Y Y

SAFEVM N Y Y Y Y Y N

EthBMC N Y Y Y Y Y N

Multi-Task Learning Vulnerability Detection Model (Unnamed Tool) N Y N Y Y Y Y

CBGRU N Y N Y Y Y Y

S-HGTNs Y Y Y Y Y N N

sGuard+ N Y Y Y Y Y N

ESBMC-Solidity N Y N Y Y Y Y

SmartDagger N Y N Y Y Y Y

Symvalic N Y N Y Y Y Y

Remix Solidity Static Analysis Plugin (Unnamed Tool) N Y Y Y Y Y N

SecBERT N Y N Y Y Y Y

SmartFast N Y Y Y Y Y N

PROMELA and SPIN Model-Checking Framework (Unnamed Tool) N Y N Y Y Y Y

NFTGuard N Y N Y Y Y Y

Ethainter N Y N Y Y Y N

SESCon N Y N Y Y Y N

SmartAnvil N Y Y N Y Y N

Continued on next page
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SmartEmbed N Y N Y Y Y N

Solidifier N Y N Y Y Y N

Soliditycheck N Y N Y Y Y N

VeriSmart N Y N Y Y Y N

VeriSolid N Y N Y Y Y N

DefectChecker N Y N Y Y Y N

S-GRAM N Y N Y Y Y N

EtherTrust N Y Y Y N Y N

EthIR N Y Y Y N Y N

GasChecker N Y Y Y Y N N

Osiris N Y N Y Y Y N

SmartShield N Y N Y Y Y N

GASOL N Y Y Y Y N N

MODNN N Y N Y Y Y N

ContractWard N Y N Y Y Y N

CGE Y Y N Y Y N N

SWAT N Y N Y Y Y N

CodeNet N Y N Y Y Y N

SCVDIE N Y N Y Y Y N

Deep Learning-Based Malicious SCs Detection Scheme (Unnamed Tool) N Y N Y Y Y N

ABCNN N Y N Y Y Y N

AWD-LSTM N Y N Y Y Y N

Machine Learning-Based Vulnerability Detection Scheme (Unnamed Tool) N Y N Y Y Y N

MSmart N Y N Y Y Y N

Blass N Y N Y Y Y N

SafeCheck N Y N Y Y Y N

Sliced-JGNN N Y N Y Y Y N

Extended Multimodal AI Framework (Unnamed Tool) N Y N Y Y Y N

SVScanner N Y N Y Y Y N

Multimodal Decision Fusion Model (Unnamed Tool) N Y N Y Y Y N

Deep Learning-Based Vulnerability Detection Framework (Unnamed Tool) N Y N Y Y Y N

Block-gram N Y N Y Y Y N

Ensemble Models-Based Digital Forensic Framework (Unnamed Tool) N Y N Y Y Y N

EtherSolve N Y N Y Y Y N

Continued on next page

85



TaintGuard N Y N Y Y Y N

ContractArmor N Y N Y Y Y N

CrossFuzz N Y N Y Y Y N

EA-RGCN N Y N Y Y Y N

SG-EA-RGCN Vulnerability Detector (Unnamed Tool) N Y N Y Y Y N

Vulpedia N Y N Y Y Y N

MichelsonLiSA N Y N Y Y Y N

ExGen N Y N Y Y Y N

Xscope N Y N Y Y Y N

Naga N Y N Y Y Y N

ConSym-OSIRIS N Y N Y Y Y N

MANDO-GURU N Y N Y Y Y N

SolSEE N Y N Y Y N Y

SPCon N Y N Y Y Y N

Matching Rules-Based SCs Audit Tool (Unnamed Tool) N Y N Y Y N Y

Honeytoken-Detector N Y N Y Y Y N

Improved Symbolic Execution-Based Vulnerability Detector (Unnamed Tool) N Y N Y Y N Y

EOSIOAnalyzer N Y N Y Y Y N

SC-Defender N Y N Y Y Y N

SolChecker N Y N Y Y Y N

SCGraphs N Y N Y N Y Y

VeriMove N Y N Y Y Y N

UBF-ChaincodeScan Y Y N Y Y N N

DL4SC N Y N Y Y Y N

TP-Detect N Y N Y Y Y N

WaLi N Y N Y Y Y N

SmartConDetect N Y N Y Y Y N

Clairvoyance N Y N Y Y Y N

Graph Embedding-Based Bytecode Matching Tool (Unnamed Tool) N Y N Y Y Y N

ConCert Y Y N N Y N Y

F* Verification N Y N N Y Y Y

DR-GCN and TMP N Y N Y Y Y N

KEVM Verifier N Y N Y Y Y N

NuSMV Model-Checking Framework (Unnamed Tool) N Y N Y Y Y N

Continued on next page
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MSgram analysis N Y N Y Y Y N

NPChecker N Y N Y Y Y N

RegularMutator N Y N Y Y Y N

Static Analyzer for Solidity Vulnerability Detection N Y N Y Y Y N

SCs Modeling and Behavior Verification (Unnamed Tool) N Y N Y Y Y N

Solicitous N Y N Y Y Y N

VulDeeSmartContract N Y N Y N Y Y

Siguard N Y N Y Y Y N

Cross-Modality Mutual Learning Vulnerability Detector (Unnamed Tool) N Y N Y N Y Y

Smart-Graph N Y N N Y Y N

SmartInspect N Y N Y N N Y

RA N Y N Y N Y N

HermHD N Y N Y N Y N

Static Analysis-Based Vulnerability Detection Approach (Unnamed Tool) N Y N N Y Y N

TransRacer N Y N Y N Y N

Smartmuv N Y N Y N Y N

Asparagus N Y N Y N Y N

Elysium N Y N Y Y N N

2Vyper N Y N Y Y Y N

DoSChecker N Y N Y N Y N

MuRE N Y N Y N N Y

SCLMF N Y N Y Y N N

HoRStify N Y N Y Y N N

Static Analyzer for Price Gouging TOD Vulnerabilities (Unnamed Tool) N Y N Y N Y N

Semantic ML-Based Reentrancy Detector (Unnamed Tool) N Y N Y N Y N

Invariant-Based Scarcity Defect Detector (Unnamed Tool) N Y N Y N Y N

ReDetect N Y N Y N Y N

Transaction-based analysis with LSTM network N Y N Y N Y N

SMARTEST N Y N Y N Y N

AChecker N Y N N N Y N

Porosity N Y N N N N N

3.2.1.2 Evaluation of Dynamic Analysis Tools

Evaluating dynamic academic tools for SCs security is essential for identifying their strengths and areas

needing improvement, as these tools can detect runtime vulnerabilities. In this thesis, we analyze the ca-
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pabilities of dynamic tools to understand their effectiveness in identifying SCs vulnerabilities. Detailed

comparisons of these tools can be found in Table 39 with a pie chart summarizing the supported features

shown in Figure 15.

Flexibility
1.6%
Integration Capabilities
4.4%
Extensibility
5.2%

Comprehensive Coverage
17.2%

Reliable Testing and 
23.2%

Detailed Documentation
24.8%

Automation
23.6%

Figure 15: Percentage of Dynamic Academic Tools Supporting Each Feature

The top 25% of tools in this category, including ContractLarva, ModCon, and SODA, demonstrate strong

performance across nearly all evaluation criteria. These tools exhibit a high degree of flexibility and support

a wide range of SCs platforms, making them well-suited for diverse research contexts. They are backed

by thorough documentation and academic publications, ensuring transparency, reproducibility, and ease of

adoption. Their integration capabilities allow for seamless incorporation into existing research workflows,

and they include automated functionalities that enhance research efficiency. Furthermore, their comprehen-

sive vulnerability coverage allows for in-depth and wide-ranging analysis, making these tools especially

valuable for detailed academic studies.

The middle 50% of tools, such as GFuzzer, DappGuard, and EVMFuzzer, display a combination of strengths

and weaknesses across the evaluation dimensions. These tools generally perform well in terms of flexibility

and vulnerability coverage but often fall short in areas such as testing reliability, extensibility, and evaluation

support. Documentation quality is inconsistent—some tools provide adequate usage guidance, while others

lack essential technical details. Integration capabilities are present but less mature than those found in the

top-tier tools. Automation is implemented to varying degrees, which affects the consistency and overall

efficiency of these tools. While this group can address many SCs vulnerabilities, targeted improvements in

documentation, extensibility, and evaluation would enhance their utility in academic research.

The bottom 25% of tools, including RLRep, SeqFuzz, and EVM, exhibit limited performance across several

critical criteria. These tools lack flexibility and offer minimal integration support, which limits their appli-

cability in broader research environments. Documentation is often sparse or incomplete, creating challenges

for adoption and effective use. Automation features are either missing or underdeveloped, resulting in greater

manual effort and increased chances of error. In addition, the scope of vulnerability coverage is narrow, and

the lack of extensibility makes it difficult for these tools to adapt to evolving research requirements. These

limitations significantly reduce their usefulness for complex or long-term SCs research projects.

Based on our evaluation, we propose several recommendations to improve the overall utility and effective-

ness of dynamic academic tools. First, integrating real-world datasets more extensively would improve
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the practical applicability and reliability of these tools, making them more reflective of real deployment

scenarios. Second, enhancing documentation across all tools is essential to support user adoption, reduce

learning curves, and ensure accurate implementation. Third, strengthening integration capabilities will al-

low for smoother adoption within existing research workflows and enable broader applicability. In addition,

expanding automation features will significantly reduce manual effort and increase the overall efficiency of

vulnerability analysis. Finally, improving extensibility will ensure that tools can evolve with emerging re-

search challenges and remain valuable for future academic and practical applications. By addressing these

areas, we can support the development of more robust, usable, and scalable dynamic tools for SCs security

analysis.

Table 39: Dynamic Academic Tools Evaluation
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SODA Y Y Y Y Y Y Y

ContractLarva Y Y Y Y N Y Y

ModCon Y Y Y Y Y N Y

sFuzz N Y Y Y Y Y Y

ReGuard N Y Y Y Y Y Y

GFuzzer N Y Y Y Y Y Y

DappGuard N Y Y Y Y Y Y

SynTest-Solidity N Y Y Y Y Y N

Language-Agnostic Fuzzing Framework (Unnamed Tool) N Y Y Y Y N Y

Bi-GRU with Attention Vulnerability Detector (Unnamed Tool) N Y N Y Y Y Y

EVM-Shield N Y N Y Y Y Y

EFCF N Y N Y Y Y Y

AEGIS N Y N Y Y Y Y

Hydra N Y Y Y Y Y N

Solitor N Y N Y N Y Y

ContractFuzzer N Y N Y Y Y N

Etherolic N Y N Y Y Y N

EVMFuzzer N Y N Y Y Y N

Easyflow N Y N Y Y Y N

ASSBert N Y N Y Y Y N

Continued on next page
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RNVulDet N Y N Y Y Y N

SuMo N Y N Y Y Y N

RLRep N Y N Y Y Y N

InvCon N Y N Y Y Y N

AMEVulDetector N Y N Y Y Y N

FuzzDelSol N Y N Y Y Y N

EtherDiffer N Y N Y Y Y N

NeoDiff N Y Y Y Y N N

SeqFuzz N Y N Y Y Y N

MagicMirror N Y N Y Y Y N

Ethchecker N Y N Y Y Y N

HGAT N Y N Y Y Y N

Symbolic Execution-Based Vulnerability Detector (Unnamed Tool) N Y N Y Y Y N

Integrated DL-Based Vulnerability Detector (Unnamed Tool) N Y N Y Y Y N

ABBE N Y N Y Y Y N

ADF-GA N Y N Y Y Y N

CESC N Y N Y Y Y N

EthRacer N Y N Y Y Y N

FSFC N Y N Y Y Y N

Gasfuzzer N Y N Y Y Y N

ILF N Y N Y Y Y N

Mythril extension for ’gasless send’ issue detection N Y N Y Y Y N

ItyFuzz N Y N Y Y Y N

E-EVM Y Y N N N Y N

Sereum N Y N Y N Y N

Park N Y N N Y Y N

BiGAS N Y N Y N Y N

DistilBERT-MLP/LSTM Reentrancy Detector N Y N Y N Y N

DeepInfer N Y N Y N Y N

TokenScope N Y N Y N Y N

DeFiRanger N Y N Y N Y N

Horus N Y N Y N Y N

IcyChecker N Y N Y N Y N

HFContractFuzzer N Y N Y Y N N

Continued on next page
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Dynamit N Y N Y N Y N

ML-Based SCs Vulnerability Detector (Unnamed Tool) N Y N Y N Y N

ReDefender N Y N Y N Y N

Jyane N Y N Y N Y N

Celestial N Y N Y N Y N

ECFChecker N Y N Y N Y N

EVM N Y N Y N Y N

RLF N Y N N N Y N

3.2.1.3 Evaluation of Hybrid Analysis Tools

Hybrid academic tools play a key role in the analysis of SCs, as they combine both static and dynamic

analysis techniques to detect vulnerabilities and improve overall security. By leveraging the strengths of

these complementary approaches, hybrid tools provide a more comprehensive solution for identifying and

addressing security issues within SCs. In this thesis, we evaluate hybrid tools to understand their relative

strengths and weaknesses, with the goal of informing future development. The comparison of these tools can

be found in Table 40, and a visual summary of feature support across these tools is presented in Figure 16.
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Figure 16: Percentage of Hybrid Academic Tools Supporting Each Feature

The top 30% of hybrid academic tools—including SmartBugs, KEVM, Vultron, WANA, and FSPVM-

E—perform exceptionally well across nearly all evaluation criteria. These tools demonstrate strong flex-

ibility and are adaptable across different SCs platforms. They are supported by detailed documentation

and academic publications, ensuring reliability and ease of use. Their integration capabilities enable them

to seamlessly integrate into existing research workflows, while their automation features enhance research

efficiency. These tools offer comprehensive vulnerability coverage and utilize real-world datasets, which en-

hances their practical relevance. Their extensibility also enables continued adaptation to emerging research

requirements, making them well-suited for long-term academic use.

The middle 50% of tools, such as MuSc, ConFuzzius, ESAF, SecSEC, and Smartian, show a balance of

strengths and weaknesses. While they generally offer flexibility and include usable documentation, they
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often fall short of top-tier tools in areas such as integration and automation. Although they address many SCs

vulnerabilities, their coverage tends to be narrower. Support for reliable testing and evaluation is inconsistent,

which can limit its practical applicability. In addition, extensibility is frequently underdeveloped, restricting

their ability to adapt to new research needs or technological shifts.

The bottom 20% of tools—including TEEther, SoliAudit, and HAM—demonstrate limited capabilities across

several key areas. These tools typically lack flexibility, offer minimal documentation, and have limited in-

tegration capabilities, making them more challenging to incorporate into research workflows. Automation

features are often absent or underdeveloped, requiring more manual effort and increasing the potential for in-

efficiencies. Their coverage of SCs vulnerabilities is limited, and they rarely incorporate real-world datasets

into their testing. A lack of extensibility further restricts their adaptability, reducing their value in evolving

research environments.

Based on the above analysis, we identify several areas for improving the effectiveness and applicability of

hybrid academic tools. First, flexibility should be strengthened to ensure that these tools can adapt to a variety

of SCs platforms and environments. Improving documentation is also essential to support user adoption by

providing clear, accessible, and well-structured guidance. Integration capabilities should be enhanced to

allow for smoother incorporation into academic and research workflows. Ultimately, incorporating reliable

testing and evaluation mechanisms will enhance the practical value and trustworthiness of these tools, thereby

supporting their broader adoption in real-world and experimental contexts.

Table 40: Hybrid Academic Tools Evaluation
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Seraph Y Y Y Y Y Y Y

Vultron Y Y Y Y Y Y Y

WANA Y Y Y Y Y Y Y

KEVM N Y Y Y Y Y Y

SmartBugs N Y Y Y Y Y Y

FSPVM-E Y Y Y Y Y N Y

MuSc N Y Y Y Y Y Y

ConFuzzius N Y Y Y Y Y Y

Deep Learning and Expert Rules-Based Vulnerability Detection (Unnamed Tool) N Y Y Y Y Y Y

ESAF N Y Y Y Y Y Y

SecSEC N Y Y Y Y Y Y

Smartian Y Y N Y Y Y Y

Continued on next page
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SmartBugs 2.0 N Y Y Y Y Y Y

WASAIUP N Y Y Y Y Y Y

GasGauge N Y Y Y Y Y N

NeuCheck N Y Y Y Y Y N

HoneyBadger N Y N Y Y Y Y

HFCCT Y Y N Y Y Y N

SmartMixModel N Y N Y Y Y Y

Solar Y Y N Y Y Y N

FEther N Y N N Y Y Y

SmartScan N N Y N Y Y Y

EthPloit N Y N Y Y Y N

TEEther N Y N Y Y Y N

ContractGuard N Y N Y Y Y N

MAIAN N Y N Y Y Y N

SoliAudit N Y N Y Y Y N

HAM N Y N Y Y Y N

CloudAudit N Y Y Y Y N N

Deep Learning-Based Vulnerability Detector (Unnamed Tool) N Y N Y Y Y N

Pluto N Y N Y Y Y N

ReSuMo N Y N Y Y Y N

Mops N Y N Y Y Y N

Reentrancy Vulnerability Identification Framework N Y N Y Y Y N

SolAnalyser Y Y N N N N Y

SafelyAdministrated N Y N Y N Y N

SAILFISH N Y N Y N Y N

EtherProv N Y N Y N Y N

DeeSCVHunter N Y N Y N Y N

In this thesis, we conduct a comprehensive analysis of academic SCs vulnerability tools, evaluating each

based on seven key characteristics. Our evaluation reveals substantial variation in the presence of these

qualities across different tools. As illustrated in Figure 17, most academic tools perform strongly in areas

such as detailed documentation and publication (237 tools), automation (223 tools), reliable testing and

evaluation (214 tools), and comprehensive coverage (192 tools). In contrast, significant shortcomings are

evident in flexibility (24 tools) and integration capabilities (50 tools). Additionally, extensibility remains

limited, with only 62 tools satisfying this criterion.

In conclusion, while academic tools generally offer robust documentation and automation, we identify a

pressing need to enhance their flexibility, integration capabilities, and extensibility. Future development of
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Figure 17: Percentage of All Academic Tools Supporting Each Feature

academic SCs vulnerability tools should address these limitations to ensure broader applicability, seamless

integration into research workflows, and improved adaptability to evolving research requirements.

3.2.2 Evaluating Industry Tools

In this thesis, we extend the evaluation of SCs vulnerability detection tools beyond academic interest to

address the practical requirements of real-world applications. Within the industry context, here security and

reliability are paramount, conducting a comprehensive assessment necessitates a broader set of evaluation

criteria. Our goal is to ensure that the selected tools not only effectively identify vulnerabilities but also align

with the operational needs of businesses. The following criteria are defined and employed in this subsection:

• Flexibility: The tool’s adaptability to various SCs platforms is evaluated, as this is essential for its

applicability in diverse industry settings.

• Usability and User Experience: The tool’s ease of use and overall user experience are assessed, as

these factors are crucial for adoption and effective utilization in professional environments.

• Scalability and Performance: The tool’s capacity to handle large-scale SCs analysis efficiently is

evaluated, a key requirement for enterprise-level applications.

• Integration Capabilities: The tool’s ability to integrate seamlessly with existing systems and work-

flows is assessed, which can save time and improve security operations.

• Support: The availability of user support, including documentation, tutorials, and customer service, is

examined. Effective user support is crucial for troubleshooting and optimizing the tool’s effectiveness

in industrial settings.

• Maintenance and Update: The presence of a regular update schedule is evaluated, ensuring the tool

remains effective and up-to-date.

• Detailed Documentation and Publication: The availability and clarity of documentation are as-

sessed. Clear documentation promotes user understanding, facilitates adoption, and enhances the

tool’s credibility.
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• Automation: The tool is assessed to determine whether it offers automated functionalities that can

expedite vulnerability detection processes in industry settings.

• Comprehensive Coverage: The tool’s ability to detect a wide range of SCs vulnerabilities is assessed,

ensuring its effectiveness in identifying potential risks.

• Reliable Testing and Evaluation: The tool is evaluated to determine if it uses real-world datasets for

validation and testing. This assessment indicates the tool’s applicability to real-world scenarios.

• Availability and Open Source: The tool’s availability, whether open or commercially licensed, is

considered, as this can impact accessibility and transparency.

• Detailed Vulnerability Reporting: The tool’s ability to provide actionable suggestions for repairing

or mitigating detected vulnerabilities is assessed, which can significantly help in remediation efforts.

• Repair/Mitigation Suggestion: The tool’s ability to provide practical suggestions for repairing or

mitigating detected vulnerabilities is assessed, as this can significantly expedite the remediation pro-

cess.

• Extensibility: The tool’s potential for incorporating additional functionalities or features is consid-

ered, ensuring its adaptability to future needs and advancements in the field.

Similar to the approach used for academic tools, we apply the same methodology to compare industry tools.

The tools are divided into three categories: static (3.2.2.1), dynamic (3.2.2.2), and hybrid (3.2.2.3), each

accompanied by a comparison table (Tables 41, 42, and 43). We evaluate the tools using a binary scale

(Yes/No) based on the previously defined criteria, identifying the presence or absence of specific features.

The tools are then ranked according to the number of criteria they satisfy, with higher-ranking tools meeting

more requirements. This approach ensures a fair and transparent comparison, effectively highlighting the

strengths and limitations of each tool and offering valuable insights for future improvements.

3.2.2.1 Evaluation of Static Analysis Tools

Our evaluation of static industry tools for SCs vulnerability reveals a landscape characterized by both

strengths and limitations. As presented in Table 41 and illustrated in Figure 18, we observe that detailed doc-

umentation and automation are widely available across many tools. This is a promising trend, as thorough

documentation enables users to understand and utilize tools effectively, while automation reduces manual

effort and streamlines workflows. Tools such as Slither, SoMo, and SmartCheck exemplify these qualities,

offering both user guidance and automated functionalities.

However, notable gaps persist in other areas. Flexibility and integration capabilities are often lacking in many

tools, which limits their adaptability to diverse user needs and operational environments. While SmartCheck

demonstrates strong integration support, most tools fall short in this regard, which may impact their prac-

tical applicability. Furthermore, aspects such as scalability and performance are emphasized by only a few

tools—SoMo being a key example—highlighting the need for more robust solutions capable of handling

large-scale applications efficiently.
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Figure 18: Percentage of Static Industry Tools Supporting Each Feature

Another area of concern identified in our evaluation is the limited emphasis on usability and user experience.

Although tools such as Ethlint and Solhint demonstrate notable efforts in this regard, the majority do not

prioritize user-friendly interfaces or intuitive interactions. This shortcoming can hinder broader adoption,

particularly among users with limited technical expertise. Additionally, features such as comprehensive

coverage and access to real-world vulnerability databases are not commonly supported, with only Slither

and Cider standing out in these areas. The absence of these capabilities reduces the ability of many tools to

address a full range of vulnerabilities and practical scenarios, thereby limiting their overall effectiveness.

Support and maintenance also represent critical areas for improvement. While tools like Rattle and Sol-

hint provide solid support and receive regular updates—allowing users to depend on them for long-term

use—many others fall short in maintaining ongoing reliability. This lack of consistent support can result in

outdated tools and user frustration due to insufficient assistance and a failure to keep pace with emerging

security threats.

Addressing the identified shortcomings requires a comprehensive and strategic approach. First, we em-

phasize the importance of enhancing flexibility and integration capabilities to increase the adaptability and

utility of these tools across diverse environments. Developers should adopt modular architectures and pro-

vide well-documented APIs to support seamless integration with other systems. Second, improving usability

and performance is essential for broader adoption. Regular interface enhancements and performance opti-

mizations should be prioritized to ensure accessibility and efficiency.

Furthermore, expanding coverage and incorporating real-world vulnerability databases will increase the ac-

curacy and practical relevance of the tools’ analyses. Continued maintenance of documentation and the

provision of reliable user support are also vital to ensure user satisfaction and tool dependability. Ultimately,

fostering the development of open-source tools can encourage community engagement and contributions, re-

sulting in ongoing improvements. By addressing these areas, we can significantly enhance the development

and adoption of static industry tools, ultimately strengthening security practices across the field.
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Table 41: Static Industry Tools Evaluation
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Slither N N Y Y Y Y Y Y Y Y Y Y N Y

Securify N N Y Y Y Y Y Y Y Y Y Y N Y

SoMo N N Y Y Y Y Y Y N Y Y Y N Y

Solhint N Y N Y Y Y Y Y Y N Y N Y Y

Ethlint N Y N Y Y Y Y Y Y N Y N Y Y

SmartCheck N N Y Y N N Y Y Y Y Y Y N Y

Cider N N Y N N Y Y Y Y Y N Y N Y

Solidity Vulnerability Scanner N Y N N N N N Y Y Y N Y Y Y

Rattle N N N N Y Y N Y Y Y Y N N Y

SASC N N Y N N N Y Y Y Y N Y N N

Solgraph N Y N N Y N N Y Y N Y N N N

3.2.2.2 Evaluation of Dynamic Analysis Tools

In our evaluation of dynamic industry tools for SCs vulnerability assessment, we observe a combination

of notable strengths and some limitations. As summarized in Table 42 and illustrated in Figure 19, the

four tools—Manticore, Echidna, Harvey, and Pakala—demonstrate several consistently present qualities

that highlight their effectiveness. All tools provide detailed documentation and are both available and open

source, ensuring transparency, accessibility, and comprehensive user guidance.

Manticore, Echidna, and Harvey exhibit a broad range of features including scalability and performance,

integration capabilities, ongoing maintenance and updates, automation, comprehensive vulnerability cover-

age, reliable testing and evaluation, and extensibility. These capabilities reflect the tools’ capacity to perform

large-scale analyses, integrate smoothly with other systems, receive regular enhancements, operate efficiently

with minimal manual effort, and adapt to a variety of real-world scenarios. Their extensibility further enables

future improvements, positioning them as robust and versatile solutions in the dynamic analysis landscape.

Despite these strengths, our evaluation also highlights several critical shortcomings in current dynamic in-

dustry tools. The most significant limitation is the absence of repair or mitigation suggestions—none of

the evaluated tools provide this functionality. This feature is essential for helping users address and resolve

the vulnerabilities identified during analysis. Additionally, the support category is lacking in both Harvey

and Pakala, which undermines users’ ability to obtain assistance and troubleshoot effectively. Echidna and

Harvey also fall short in delivering detailed vulnerability reports, limiting their ability to provide in-depth as-

sessments. Furthermore, flexibility is a concern, as Echidna, Harvey, and Pakala do not support this feature,
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Figure 19: Percentage of Dynamic Industry Tools Supporting Each Feature

reducing their adaptability across different platforms and use cases.

It is essential to address these deficiencies to enhance the utility and impact of future dynamic industry tools.

Incorporating repair and mitigation suggestions would significantly increase the practicality of these tools

by offering actionable remediation steps. Improving support services would ensure users receive timely

assistance, contributing to a more effective user experience. Detailed vulnerability reporting should be stan-

dardized to deliver deeper insights into detected issues. Lastly, enhancing flexibility would allow these tools

to better adapt to a variety of platforms and operational environments. By targeting these areas, future dy-

namic tools can become more robust, user-friendly, and effective in securing SCs.

Table 42: Dynamic Industry Tools Evaluation
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Manticore Y Y Y Y Y Y Y Y Y Y Y Y N Y

Echidna N Y Y Y Y Y Y Y Y Y Y N N Y

Harvey N N Y Y N Y Y Y Y Y N N N Y

Pakala N Y N N N N Y Y Y N Y Y N N

3.2.2.3 Evaluation of Hybrid Analysis Tools

In our evaluation of hybrid industry tools for SCs analysis, we identify several key strengths across the four

tools examined. As shown in Table 43 and Figure 20, all four tools demonstrate strong performance in

flexibility, automation, comprehensive coverage, and extensibility. These capabilities suggest that the tools

are well-suited for a range of SCs analysis tasks.

Additionally, three of the tools stand out due to their scalability, performance, integration capabilities, user

support, and open-source availability. These features indicate that the tools are capable of handling large-
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scale analyses, integrating effectively with other systems, providing meaningful assistance to users, and

maintaining transparency through open-source distribution. Collectively, these strengths make hybrid tools

reliable and effective solutions for addressing vulnerabilities in various industry contexts.
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Figure 20: Percentage of Hybrid Industry Tools Supporting Each Feature

Despite the noted strengths, our evaluation of hybrid industry tools also uncovers several critical gaps that

may limit their overall effectiveness. Some tools lack detailed documentation, which hinders user under-

standing and reduces the ease of adoption. Additionally, features such as detailed vulnerability reporting and

repair suggestions are absent in certain tools—both of which are essential for enabling users to promptly and

effectively address identified issues. Usability and user experience also require attention, as poor interface

design can negatively impact user efficiency and satisfaction. These shortcomings underscore the need for

targeted improvements to ensure that hybrid tools meet the practical standards demanded in industry settings.

To address these issues, we propose several recommendations aimed at enhancing the utility and impact

of SCs analysis tools. First, improving the quality and comprehensiveness of documentation will support

user learning and facilitate effective tool usage. Second, integrating detailed vulnerability reporting and

actionable repair suggestions will empower users to resolve issues more efficiently. Finally, enhancing the

user interface and overall experience will make the tools more intuitive and accessible. By prioritizing these

improvements, hybrid industry tools can become more robust, user-centered, and effective in supporting

comprehensive SCs vulnerability analysis.

Table 43: Hybrid Industry Tools Evaluation
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Mythril Y Y Y Y Y Y N Y Y Y Y Y Y Y

MPro Y N Y Y Y N Y Y Y Y Y N N Y
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Table 43: Hybrid Industry Tools Evaluation (Continued)
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MythX Y Y Y Y Y Y N Y Y Y N N N Y

Octopus Y N N N N N N Y Y N Y N N Y

In our analysis of industry SCs vulnerability tools, we examine several critical categories relevant to profes-

sional and enterprise-level applications. As illustrated in Figure 21, most industry tools demonstrate strong

performance in automation (19 tools), detailed documentation and publication (16 tools), and comprehensive

coverage (15 tools). However, notable gaps persist in flexibility (4 tools), usability and user experience (8

tools), repair or mitigation suggestions (8 tools), and extensibility (8 tools).
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Figure 21: Percentage of All Industry Tools Supporting Each Feature

In conclusion, while industry tools generally excel in automation and documentation, our findings highlight

a critical need for improvements in flexibility, user experience, and the provision of actionable repair sug-

gestions. Future development should prioritize enhancing adaptability, user-centered design, and the ability

to address identified vulnerabilities effectively. By focusing on these areas, industry tools can better support

the demands of real-world applications and contribute to more robust SCs security solutions.

3.3 Practical Analysis of SCs Vulnerability Tools

This section presents a practical analysis of vulnerability detection tools for SCs, focusing on a representative

subset selected based on their evaluation scores from the previous section. For industry tools, we selected

those that achieved the highest scores—13 and 11 out of a possible 14. For academic tools, we included

those that scored 6 and 7 out of 7. The industry tools considered included Mythril, Manticore, Echidna,

Slither, and Securify, and the academic tools considered were SoliDetector, SIF, SMARTBUGS, KEVM,
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Vultron, Solc-Verify, WANA, FSPVM, ESCORT, FSolidM, MuSc, ConFuzzius, ESAF, SecSEC, SmartBugs

2.0, ModCon, sFuzz, SODA, WASAIUP, Vandal, and Seraph.

During testing, we encountered several technical limitations that restricted the execution of many tools. For

example, Echidna requires Solidity version 0.4.25 or higher, which is incompatible with numerous contracts

in our dataset that use earlier versions. Additionally, tools such as SoliDetector, Solc-Verify, ESAF, Sec-

SEC, SmartBugs 2.0, WASAIUP, Seraph, SODA, Vultron, and ESCORT were excluded due to the lack of

publicly available code or inadequate documentation. Tools like SIF, KEVM, MuSc, and ModCon were not

tested as their focus does not directly align with vulnerability detection, which is the central objective of this

analysis. WANA, although theoretically flexible, was excluded due to its reliance on specific Solidity ver-

sions for WASM conversion, which were incompatible with our dataset. Ultimately, the tools tested—four

industry tools (Manticore, Mythril, Slither, and Securify) and three academic tools (ConFuzzius, sFuzz, and

Vandal)- were selected based on their availability, compatibility with the Solidity versions in our dataset, and

alignment with the core goal of SCs vulnerability detection.

In addition to evaluating existing tools, we also developed a custom vulnerability detection model tailored to

the structure and behavior of Solidity smart contracts. Our approach is graph-based and combines both code

semantics and contract structure to predict vulnerability types. The pipeline is designed to operate at the

function level, which enables finer-grained learning and better generalization across varying contract styles.

The first step involves flattening each Solidity file to extract all top-level functions, including those nested

within inherited contracts. Functions without a body—such as interface declarations or abstract func-

tions—are excluded. Each function is then passed through a GraphCodeBERT encoder to generate a se-

mantic embedding vector. These embeddings are intended to capture the functional meaning of the code

beyond syntactic patterns. The embeddings are stored in per-contract batches, aligned with function names

stripped of their contract prefixes for consistency.

To represent interactions between functions, we construct function-level call graphs for each contract. Nodes

in the graph correspond to individual functions, while directed edges represent explicit function calls. In

addition to call relationships, we also include inheritance-based connections between functions defined in

different contracts but related through inheritance hierarchies. This captures Solidity-specific behaviors, such

as overridden functions or parent contract logic that affects vulnerability flow.

Each edge is further enriched with a 7-dimensional feature vector. These edge features include indicators

such as whether the edge originates from an external call, whether it bridges contracts through inheritance,

and whether the call is conditional or reentrant. Incorporating edge features allows the model to learn richer

message-passing patterns that go beyond simple node connectivity.

The graph and features are converted into PyTorch Geometric Data objects, where each graph (i.e., contract)

is labeled with one of nine vulnerability classes. This forms the input to our graph neural network models.

To identify the most effective architecture, we experimented with several GNN variants, including a baseline

Graph Attention Network (GAT), a Message Passing Neural Network (MPNN), a custom Edge-aware Graph

Attention Network (EGAT), and the more recent GATv2. While GAT, MPNN, and EGAT showed compet-

itive results, GATv2 achieved the best performance, benefiting from its improved attention mechanism that

better captures dependencies between functions.
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The final model consists of seven stacked GATv2 layers, each using multi-head attention and residual con-

nections. Between layers, we apply batch normalization and dropout to improve generalization and training

stability. A global add pooling layer aggregates the learned node features into a graph-level representation,

which is then passed to a final MLP classifier. During training, we use label smoothing to improve robustness

and ReduceLROnPlateau for dynamic learning rate adjustment. The model was trained in a supervised man-

ner using cross-entropy loss, and an optional Exponential Moving Average (EMA) mechanism was tested to

stabilize the optimization further.

This tool was integrated into the same evaluation setup as the existing academic and industry tools. By com-

bining semantic embeddings, function-level graphs, and a carefully designed GNN architecture, our model

addresses several key limitations observed in traditional tools, particularly in handling structural complexity

and code variation across contracts.

The dataset used for testing in this thesis is based on the dataset introduced by HajiHosseinkhani et al. [24],

which includes 1998 randomly selected secure contracts and 1998 randomly selected vulnerable contracts.

For the vulnerable contracts, a larger pool is available, with each contract categorized under a specific type

of vulnerability. From this pool, an equal number of unique random contracts are selected from each of the

nine vulnerability categories: ExternalBug, GasException, MishandledException, Timestamp, TOD, Unuse-

dReturn, CallToUnknown, Integer Under/Overflow (IntegerUO), and Reentrancy. These are combined to

form the final set of vulnerable contracts. Testing is conducted on two systems—one with an Intel Core i7-

1370P CPU and 32 GB of RAM, and another with an Intel Core i5-1240P CPU and 30 GB of RAM—both

running Ubuntu 22.04. All tools are executed within a Docker environment (version 24.0.7) to ensure con-

sistent performance and mitigate system-specific variations.

The performance of each tool is evaluated using standard vulnerability detection metrics: True Positives

(TP), True Negatives (TN), False Positives (FP), and False Negatives (FN). TP indicates the number of cor-

rectly identified vulnerabilities, while FN captures the vulnerabilities that the tool failed to detect. TN refers

to secure contracts accurately classified as non-vulnerable, and FP accounts for incorrect vulnerability de-

tections. This thesis uses accuracy to represent the proportion of correct vulnerability detections, offering

a general measure of effectiveness. Precision is used to evaluate the correctness of positive identifications,

whereas recall reflects the proportion of actual vulnerabilities successfully detected. The F1-Score, calcu-

lated as the harmonic mean of precision and recall, provides a balanced view of a tool’s detection capability.

Additionally, execution time—the duration required by each tool to analyze the contracts—is recorded as a

measure of performance efficiency.

The results of the tool evaluations, including our proposed model, are presented in Table 44 and Table 45,

which reflect two distinct strategies for assessing vulnerability detection performance. Table 44 reports

on overall detection capability without differentiating between types of vulnerabilities. In this evaluation,

each tool was applied to the dataset to determine whether it could detect the presence of any vulnerability,

regardless of category. A file was considered a True Positive (TP) if the tool flagged it as vulnerable, even

if it did not specify the exact vulnerability type. For instance, if a file contained a reentrancy vulnerability

and the tool simply reported it as vulnerable—without labeling it as reentrancy—it was still included in

the TP count. False Negatives (FN) in this context represent vulnerable files that the tool failed to detect
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entirely. The True Negatives (TN) and False Positives (FP) remain unchanged between the two tables, as the

identification of secure files and incorrect detections is unaffected by the classification of vulnerability types.

In contrast, Table 45 adopts a more granular evaluation approach based on multi-class classification, focusing

on detection accuracy across specific vulnerability types. In this case, the dataset was organized to include

an equal number of contracts for each of the nine vulnerability categories. A True Positive (TP) in this

context required the tool not only to detect the presence of a vulnerability but also to correctly identify its

specific type. For example, if a contract contained a GasException vulnerability, it was only counted as a TP

if the tool explicitly recognized it as GasException. If the tool detected a vulnerability but misclassified its

type, the result was not considered a TP and was instead recorded as a False Negative (FN). This evaluation

method offers a more precise analysis of each tool’s ability to accurately identify and classify different types

of vulnerabilities.

Our comparison of the seven vulnerability detection tools reveals substantial differences in their capabilities,

with each tool exhibiting distinct strengths and weaknesses. These tools involve trade-offs across detection

accuracy, execution speed, and the rates of false positives and false negatives, underscoring the difficulty of

developing a comprehensive and universally effective vulnerability detection solution.

Table 44: Overall Detection Performance of Vulnerability Detection Tools (Binary Classification)

Metrics ConFuzzius Manticore Mythril sFuzz Securify Slither Vandal Our GNN Tool

True Positives 1063 375 953 1348 677 1843 509 1800

False Negatives 935 1623 1045 650 1321 155 1491 198

False Positives 1022 412 870 1451 835 1986 387 268

True Negatives 976 1586 1127 547 1163 12 1611 1730

Accuracy 53.3% 18.8% 47.7% 67.5% 33.9% 92.3% 25.5% 88.3%

Precision 0.51 0.48 0.52 0.48 0.45 0.55 0.57 0.87

Recall 0.53 0.19 0.48 0.67 0.34 0.29 0.25 0.90

F1-Score 0.52 0.27 0.50 0.56 0.39 0.38 0.35 0.88

Total Average Execution Time 3708.1 4439.0 3043.6 3495.7 357.7 2.5 4.5 75.0

Among the evaluated tools, Slither performs best in binary classification, achieving the highest accuracy of

92.3% as shown in Table 44 and Figure 22. This makes Slither effective for broadly identifying vulnerabil-

ities, mainly when time is a constraint, as evidenced by its fast average execution time of just 2.5 seconds.

However, the high rate of false positives means that users must spend additional time manually verifying de-

tected vulnerabilities, diminishing their effectiveness. This limitation suggests that although Slither is helpful

for a first-pass assessment, its outputs require significant follow-up, making it less practical for environments

where precision is crucial. Figure 22 confirms our proposed model’s strong binary (88.3%) and multi-class

(83.1%) performance, as shown in Tables 44–45, where it outperforms all other tools. This result highlights

the effectiveness of combining code-aware embeddings with attention mechanisms in a graph-based model
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for smart contract vulnerability detection.

Table 45: Detection Performance of Vulnerability Detection Tools (Multi-Class Classification)

Metrics ConFuzzius Manticore Mythril sFuzz Securify Slither Vandal Our GNN Tool

True Positives 229 235 559 143 61 535 7 1602

False Negatives 1769 1751 1439 1855 1937 1463 1991 396

False Positives 1022 412 870 1451 835 1986 387 279

True Negatives 976 1586 1127 547 1163 12 1611 1719

Accuracy 11.5% 12.0% 28.1% 6.9% 3.0% 26.8% 0.3% 83.1%

Precision 0.18 0.36 0.39 0.09 0.07 0.21 0.02 0.85

Recall 0.11 0.12 0.28 0.07 0.03 0.27 0.00 0.80

F1-Score 0.14 0.18 0.33 0.08 0.04 0.24 0.01 0.83

Total Average Execution Time 3708.1 4439.0 3043.6 3495.7 357.7 2.5 4.5 75.0

Compared to Slither, Manticore, and Securify perform poorly in binary classification tasks. Manticore

achieves only 18.8% accuracy, and Securify reaches 33.9%. Both tools also have higher rates of false

negatives and false positives, which impacts their reliability for detecting vulnerabilities. Manticore’s per-

formance is further limited by its long execution time of 4439.0 seconds, making it unsuitable for quick or

large-scale analysis. Security, with a faster execution time of 357.7 seconds, is closer to Slither’s speed, but

its low recall indicates that it misses many vulnerabilities, reducing its effectiveness as a standalone tool. Al-

though Manticore’s performance may seem weak in these measures, its symbolic execution approach offers

a more in-depth analysis, which can be valuable in specific, detailed audit scenarios.

Moreover, sFuzz offers a more balanced performance, achieving a reasonable accuracy of 67.5% in binary

classification while maintaining moderate precision and recall scores. This balance suggests that sFuzz may

be suitable for use cases where detection capability and overall accuracy are essential. In contrast, Mythril

performs with relatively low accuracy (47.7%) and suffers from a longer execution time, which is visualized

in Figure 23 and may limit its practical value, especially in scenarios requiring quick analysis. The high

rate of false negatives further indicates that Mythril often fails to identify many vulnerabilities, reducing

its reliability. Vandal, with an accuracy of only 25.5%, shows limited utility across all significant metrics,

offering poor detection quality and low speed, making it less effective than other tools. In this comparison

of accuracy and runtime, our approach shows the highest accuracy among all tools while maintaining a

moderate analysis time, supporting its suitability for both precision-focused and practical large-scale use.
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Figure 22: Comparison of Binary and Multi-Class Accuracy Across Tools
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Figure 23: Comparison of Tool Accuracy and Total Average Execution Time (Minutes) in Binary Classification

In the more complex scenario of multi-class classification, as presented in Table 45 and illustrated in Fig-

ure 22, we observe a significant decline in the performance of all tools. Slither, which excelled in binary

classification, sees a major drop in accuracy, falling to 26.8%, indicating its difficulty in distinguishing be-

tween specific types of vulnerabilities. Manticore’s accuracy falls even further to 12.0%, highlighting its

particular struggles with increased classification complexity. Securify also exhibits a poor performance here,

with an accuracy of just 3.0%, among the lowest of all tools. Mythril achieves the highest accuracy in multi-

class classification with 28.1%, but this number remains low, showing that even the best-performing tool

struggles significantly in identifying particular types of vulnerabilities with precision. The decline across all

tools points to a broader limitation in current vulnerability detection technology—the inability to maintain

accuracy as complexity increases.
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Figure 24: Detection rates of Analysis Tools Across Vulnerability Types

A detailed examination of detection rates for specific vulnerabilities, as shown in Table 46 and illustrated in

Figure 24, shows variations in tool specialization. Mythril excels in identifying Integer Under/Overflow vul-

nerabilities (83.3%) and performs moderately well with Mishandled Exceptions (68.0%), making it suitable

for use cases focused on these issues. Slither shows comparatively strong detection rates for Timestamp De-

pendency (41.4%), GasException (27.5%), and Mishandled Exceptions (65.8%), indicating its usefulness for

targeting these vulnerabilities even if its overall coverage is limited. Manticore achieves decent performance

with Integer Under/Overflow (40.5%) but has generally low detection rates for other vulnerabilities, pointing

to a narrower specialization. By contrast, the proposed detection model delivers consistently high detection

rates across all nine vulnerability types, ranging from 74% to over 93%, indicating strong generalization

rather than narrow specialization.

Table 46: Detection Rates per Vulnerability Type for Smart Contract Analysis Tools

Analysis Tools Reentrancy TOD Mishandled Exception CallToUnknown IntegerUO Unused Return ExternalBug GasException Timestamp Dependency Average Detection Rate

ConFuzzius 5.4% 10.4% 35.1% 0.9% 29.3% — 3.2% — 18.9% 11.5%

Manticore 37.4% 18.9% — — 40.5% — — — 10.8% 12.0%

Mythril 47.3% 20.3% 68.0% 13.5% 83.3% — 13.5% — 7.2% 28.1%

sFuzz 6.3% — 1.8% 0.5% 23.9% — 0% 9.9% 19.4% 6.9%

Securify 2.7% 5.0% 1.4% — 18.0% — 0% — — 3.0%

Slither 24.8% 0% 65.8% 40.1% 14.9% 11.3% 15.3% 27.5% 41.4% 26.8%

Vandal 1.8% 0% 0.9% 0% — — 0% — — 0.3%

Our GNN Tool 89.2% 74.0% 88.6% 79.1% 93.4% 76.3% 78.1% 86.6% 82.6% 83.1%

Note: The symbol ’—’ indicates that the tool cannot detect the corresponding vulnerability.

In contrast, Securify and other tools, including Confuzzius, sFuzz, and Vandal, show limited effectiveness,

with consistently low detection rates across most categories. Securify, for instance, does not exceed a 5% de-

tection rate in any vulnerability type, which restricts its practicality as a standalone detection tool. Across all

tools, specific vulnerabilities, such as ExternalBug and Unused Return, have particularly low or unsupported

detection rates, highlighting the overall limitations in comprehensive coverage. This analysis suggests that
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while some tools have specific strengths, combining multiple tools or enhancing detection capabilities would

be necessary to address a broader range of vulnerabilities.

The execution times, visualized in Figure 25, provide further insight into the practical applicability of these

tools. Slither and Vandal are significantly faster than their counterparts, making them potentially suitable for

processing larger datasets or in situations where speed is critical. Although not as fast as the quickest tools,

our model’s 75-second analysis time represents a reasonable trade-off given its substantial accuracy gains.

In Figure 26, our model is positioned in the upper-right, reflecting its combination of the highest multi-

class accuracy with a moderate runtime. However, according to Figures 23 and 26, the speed advantage

of the fastest tools does not translate to strong detection performance, as both have low accuracy in both

classifications. In contrast, Manticore, ConFuzzius, sFuzz, and Mythril have much longer execution times.

Mythril achieves moderate accuracy, but like the others, its slower speed does not result in significantly better

detection rates, indicating a limited trade-off between speed and accuracy. Securify occupies a middle ground

with moderate speed but low accuracy, underscoring the difficulty of balancing efficiency with effective

vulnerability detection. Among the established tools, none achieves an ideal balance. Our proposed model,

however, combines top accuracy with moderate runtime, showing a more favorable trade-off while still

leaving room for future refinements.
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The comparison of precision, recall, and F1-scores for both binary and multi-class classifications, as pre-

sented in Figure 27, further highlights the limitations of these tools. ConFuzzius, which shows a relatively

balanced F1-score in binary classification, experiences a sharp decline in performance during multi-class

classification. This pattern suggests that while the tools may be capable of identifying general vulnerabilities,

they lack the sophistication required for accurately distinguishing between specific types of vulnerabilities.

The limited precision and high false-positive rates, especially in complex classifications, make it challenging

to rely on these tools for detailed, multi-class vulnerability analysis. Our model attains the highest preci-

sion, recall, and F1-scores in both binary and multi-class evaluations, showing balanced performance across

detection metrics.

Precision Recall F1-Score Precision Recall F1-Score

Figure 27: Precision, Recall, and F1-Score for each tool in Binary Classification (left) and Multi-Class Classification
(right)

3.4 Concluding Remarks

This chapter highlights the strengths and weaknesses of current SCs vulnerability detection tools, revealing

substantial room for improvement. Mythril proves to be the most effective in detecting specific vulner-

abilities, such as Integer Under/Overflow, and achieves the highest accuracy in multi-class classification.

However, its long execution time may reduce its practicality for rapid analysis. Slither demonstrates high

accuracy in binary classification and offers fast execution speed, making it suitable for broad, time-sensitive

assessments. Nevertheless, its high false-positive rate necessitates considerable manual verification, limiting

its efficiency in precision-critical scenarios. Other tools, including sFuzz, ConFuzzius, and Vandal, exhibit

limited effectiveness due to low detection rates and slower performance. Manticore offers value through

symbolic execution but is hindered by long execution times and low overall accuracy in general vulnera-

bility detection. Overall, no single tool achieves an optimal balance of accuracy, speed, and reliability for

comprehensive SCs vulnerability assessment. Future advancements should prioritize improving detection

precision, minimizing false positives, and enhancing classification accuracy to make these tools more ro-

bust and applicable in real-world security workflows. In line with these goals, our experimental GNN-based
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model demonstrates promising results, outperforming existing tools in both binary and multi-class evalua-

tions while maintaining reasonable execution time. This suggests that graph-based learning approaches offer

a viable direction for future improvements in SCs vulnerability detection.
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4 A Conceptual Framework for Test & Evaluation of SCs Tools

SCs security has become a major area of concern. Many tools have been developed in recent years to detect

vulnerabilities in these systems. However, as shown in section 3, no single tool covers all of the essential

features. Some focus only on static analysis, while others provide user-friendly interfaces but lack strong

detection models. Many tools also fail to support runtime monitoring, learning-based methods, or flexible

integration with other platforms. These gaps show the need for a more complete and structured way to

evaluate existing tools.

This section introduces a six-layer conceptual framework for evaluating SCs vulnerability detection tools.

The framework organizes key capabilities into functional layers, each of which reflects an important aspect

of what a well-rounded tool should support. These layers help clarify which areas a tool covers and which

parts are missing or underdeveloped. The structure also reflects common patterns observed across real tools

and highlights where gaps are most likely to appear.

The goal of this framework is to enable consistent and meaningful evaluation. Each layer contains a set of

components that can be checked using a binary scoring system. Every component contributes to the tool’s

total score based on its role and the overall weight of its layer. This approach makes it possible to compare

tools based on what they actually support, without relying on vague metrics or subjective criteria.

Although the framework is designed primarily for evaluation, it can also support future tool development.

By organizing the essential components into a clear structure, it provides guidance on what to include in a

more complete and practical detection tool. It also allows developers and researchers to identify trends, track

improvements, and focus on the areas that need more attention.

The rest of this section explains the framework in detail. It begins with an overview of its structure and layers,

followed by a description of each layer’s purpose and components. A workflow is then presented to show

how the layers interact during tool operation. After that, the framework’s evaluation method is described,

and the section ends with a summary of the main ideas.

4.1 Overview of the Framework Structure

This framework is organized into six distinct layers. Each layer captures one important aspect of how a SCs

vulnerability detection tool can be evaluated. Together, these layers form a complete structure for assessing

the capabilities and completeness of existing tools.

The six layers are: (1) Code Analysis, (2) Detection Capability, (3) Real-Time and Historical Analysis, (4)

Integration and Extensibility, (5) User Interaction and Accessibility, and (6) Deployment and Performance.

These layers are not arranged as steps but as parts that can work in parallel or support each other. Some

tools may start from one layer and grow into others, depending on their goals and design. Figure 28 provides

a visual overview of the framework, showing how the layers are structured and how their components are

grouped for evaluation purposes.
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Figure 28: Layered framework for SCs tools.

Each layer includes key components that serve a specific role. For example, one layer may focus on how

to understand SCs code, while another may manage how results are shared with users. The structure gives

space for technical parts, user-facing parts, and operational concerns to be treated separately but still kept in

one system.

This kind of separation helps to spot which areas are often ignored in current tools. From the previous section,

we know many tools are strong in detection but weak in reporting or platform support. This framework helps

fill those gaps by showing what a balanced tool should contain. It encourages the development of tools that

are not only accurate but also usable, flexible, and ready for real-world use.
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In the following subsections, each layer of the framework is explained in detail. For every layer, we describe

its main function, list its components, and provide practical methods for how those components may be

implemented. These components serve as the basis for tool evaluation, and the framework as a whole reflects

areas that are often overlooked in current SCs vulnerability detection systems.

4.1.1 Code Analysis Layer

The Code Analysis Layer is the foundation of the framework. It focuses on how the tool reads and interprets

SCs code. This step is essential because poor analysis at the beginning can lead to incorrect or incomplete

detection later. A reliable understanding of the code ensures that the next layers work effectively and produce

useful results. This layer helps solve common challenges such as fragmented analysis techniques, shallow

code understanding, and limited early-stage vulnerability detection in many current tools.

This layer includes both static and dynamic analysis techniques. Static analysis examines code without

executing it, helping to detect issues like unsafe patterns or unreachable code. Dynamic analysis, on the

other hand, runs the contract in a controlled environment to observe actual behavior, such as gas use or state

changes during execution.

Symbolic and concolic execution are also part of this layer. Symbolic execution replaces concrete values

with symbolic variables, allowing the tool to reason through many possible execution paths. Concolic ex-

ecution builds on this by combining symbolic tracking with real input values during execution. Together,

these methods help the tool explore deep and conditional paths in the contract, making it possible to detect

vulnerabilities that might not appear during regular testing.

To support these techniques, the tool generates intermediate representations of the contract. These include

abstract syntax trees (ASTs), control flow graphs (CFGs), and static single assignment (SSA) form. These

representations break down the contract into structures that are easier to analyze and process in later steps.

Table 47 shows how each component of this layer can be implemented using specific technical approaches.

These examples include methods such as taint analysis, symbolic substitution, SMT-based constraint solving,

and runtime instrumentation. Together, they form a strong foundation for detecting vulnerabilities in SCs.
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Table 47: Method-Based Implementation Examples for Code Analysis Layer Components

Component Implementation Examples

Static Analysis Engine - Pattern matching over ASTs for insecure constructs
- Control-flow validation to detect unreachable or unsafe paths
- Taint analysis to trace user input propagation to critical operations

Concolic Execution - Path constraint generation via symbolic tracking
- Concrete execution with symbolic state updates
- SMT-based input synthesis to trigger new execution paths

Intermediate Representation
Generator

- AST construction from parsed Solidity code
- CFG generation based on logical branching and jump structure
- SSA form derivation using dominance frontier computation

Symbolic Execution - Symbolic substitution for variable assignments
- Branch condition solving with SMT logic
- Path pruning using loop bounds and constraint merging

Dynamic Analysis Support - Instrumented runtime tracking of state, gas, and execution trace
- Fuzz-based execution with anomaly monitoring
- Reentrancy detection via log inspection and behavior trace analysis

4.1.2 Detection Capability Layer

The Detection Capability Layer focuses on how the tool identifies vulnerabilities in SCs. This layer deter-

mines the kinds of results the tool can produce, ranging from simple vulnerability alerts to more advanced

classifications. It builds directly on the code analysis results and defines how detection logic is applied.

There are several different ways to detect vulnerabilities in SCs. Some tools give a binary answer, simply

stating whether a contract is vulnerable or not. Others are more detailed and identify the exact type of

vulnerability, such as reentrancy or timestamp misuse. Advanced systems can also detect new or unknown

vulnerabilities by learning from behavioral patterns or by modeling unseen threats.

In addition to built-in detection logic, this layer may support user-defined rules. These allow auditors or

developers to write custom checks for their specific needs. Continuous learning is also possible, allowing

the tool to improve over time as new contracts are scanned or as new types of vulnerabilities appear.

Table 48 lists common methods for implementing each component in this layer. The table presents ap-

proaches such as binary rule matching, multi-class classification, anomaly detection, and rule configuration

systems. These methods show how detection capabilities can be designed to cover both known and unknown

vulnerabilities while remaining adaptable to new threats.
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Table 48: Method-Based Implementation Examples for Detection Capability Layer

Component Implementation Examples

Binary Vulnerability Detection - Boolean flags for presence or absence of known bugs
- Threshold-based rule triggers (e.g., overflow risk indicators)
- Simple pass/fail scoring for vulnerability presence

Multi-Class Vulnerability Detec-
tion

- Rule-based classifiers tied to specific vulnerability types
- Multi-label ML models trained on annotated SCs
- Decision trees or logic graphs that label vulnerability classes

Zero-Day Vulnerability Detection - Anomaly detection using unsupervised learning
- Representation learning on behavior traces or opcode sequences
- Statistical outlier detection in symbolic path results

Custom Rule Support - DSLs for writing detection logic or custom patterns
- Visual rule builders for non-technical users
- JSON/YAML schema support for rule configuration

Support for Continuous Learning - Online model updates with new contract data
- Feedback loops based on user-tagged results
- Auto-retraining based on recent scan outcomes

4.1.3 Real-Time and Historical Analysis Layer

The Real-Time and Historical Analysis Layer focuses on tracking how SCs behave during and after de-

ployment. Most tools stop their analysis once a contract is deployed, but this layer keeps monitoring the

contract’s behavior over time. Adding this time-based perspective is important for detecting issues that only

appear during use, or after updates.

This layer includes components that handle both live data streams and historical contract behavior. Real-time

monitoring helps the tool detect ongoing threats while the contract is active. It can capture events, transaction

patterns, or gas spikes that point to misuse or attacks. This is useful for stopping incidents as they happen

and reducing the impact of exploitation.

Historical analysis supports deeper inspection based on past behavior. It allows the tool to detect patterns,

trace vulnerabilities that reappear, or understand the impact of contract upgrades. Time-series analysis can

reveal trends or unexpected behavior changes, while regression tracking helps compare new versions with

old ones. These features are helpful for auditing, reviewing contract lifecycles, and supporting long-term

security assurance.

Table 49 shows examples of how each component in this layer can be implemented. The table highlights

approaches such as event listeners, transaction log parsers, anomaly detection strategies, and version compar-

ison techniques. Each method reflects a different way to detect behavioral patterns, track contract evolution,

or identify security issues that occur over time.
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Table 49: Method-Based Implementation Examples for Real-Time and Historical Analysis Layer

Component Implementation Examples

Real-Time Monitoring System - Event listeners on the blockchain to capture live interactions
- WebSocket-based monitoring of contract transactions
- Trigger-based alerts for abnormal on-chain activity

Historical Log Analysis - Transaction/event log parsing using Web3 libraries
- Querying historical contract behavior via indexed datasets
- Batch inspection of previous deployments or contract versions

Time-Series Pattern Detector - Anomaly detection in time-series of gas usage or calls
- RNNs for modeling sequential activity patterns
- Rule-based filters for spotting periodic interaction anomalies

Regression/Change Tracking - Diff tools for contract version comparisons
- Control/data flow analysis across upgrades
- Regression testing frameworks to verify repeated vulnerabilities

4.1.4 Integration and Extensibility Layer

The Integration and Extensibility Layer focuses on how well the tool fits into other systems and adapts to

new needs. Many SCs projects are part of larger development environments, such as IDEs, CI/CD pipelines,

or security platforms. A detection tool should not work in isolation. Instead, it should be easy to connect to

other platforms and flexible enough to grow over time.

This layer includes several components that help the tool stay useful in different settings. API integration

allows external systems to trigger scans, retrieve results, or update detection rules. This is useful for au-

tomation and continuous monitoring. Support for IDE plugins gives developers feedback while they write or

review code, which can improve workflow efficiency and reduce delays.

Modular architecture is another key feature. It allows the tool to load and run components independently,

making it easy to swap in new detection engines or update logic without affecting the whole system. Inte-

gration with CI/CD pipelines helps teams include security scans in their standard deployment flow. Finally,

compatibility with other tools ensures that results can be reused, shared, or extended as needed.

Table 50 shows how each component in this layer can be implemented. The table lists selected examples

such as REST APIs, plugin loaders, configuration systems, and adapters. These methods show how the tool

can remain flexible and connected within different development environments.
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Table 50: Method-Based Implementation Examples for Integration and Extensibility Layer

Component Implementation Examples

API Integration Support - RESTful APIs for remote tool access
- Webhooks to send real-time scan results
- GraphQL endpoints for flexible querying

IDE Plugin or Extension - VS Code plugins for inline detection
- Linting support in Remix or IntelliJ
- LSP-based editor extensions for SCs feedback

Modular Architecture (Plugin Sys-
tem)

- Modular engines integrated via plugin APIs
- Plugin loaders using Python ‘importlib‘ or Java services
- Registry systems to dynamically load/unload modules

CI/CD Integration Hook - GitHub/GitLab scripts for automated vulnerability scans
- Docker containers in CI pipelines
- Jenkins integration via wrappers or plugins

Third-Party Tool Compatibility - JSON or SARIF export formats for compatibility
- Bridge modules for Slither/Mythril result consumption
- Standardized adapters for third-party security tools

4.1.5 User Interaction and Accessibility Layer

This layer focuses on how users interact with the detection tool and how clearly the results are presented. A

tool may be technically advanced but still difficult to use if the interface is confusing or if the outputs are

hard to interpret. Improving accessibility allows a wider group of users—including developers, auditors, and

analysts—to benefit from the tool’s capabilities.

Several components support interaction and usability in different ways. A user interface makes the tool easier

to operate, whether through a command-line terminal, a graphical dashboard, or a browser-based platform.

Clear reporting features help users understand what was found, where the issue is in the code, and why it

matters for SCs security.

Explainable outputs allow users to trace how a vulnerability was detected and what logic the tool followed.

This is important for building confidence in the tool’s results and helping users take appropriate actions.

Additional features like benchmarking panels, interactive result viewers, and export options allow users to

compare results over time or across tools and to integrate findings into their workflows.

Table 51 presents examples of how each component in this layer can be implemented. The table highlights

practical methods such as interactive dashboards, graph-based result visualizations, and export-ready report-

ing formats. These examples show how user-facing features can improve both the clarity of the output and

the usability of the tool in real development workflows.
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Table 51: Method-Based Implementation Examples for User Interaction and Accessibility Layer

Component Implementation Examples

User Interface (CLI / GUI / Web) - Command-line interface with scan flags
- Web dashboards using React/Angular
- GUI apps with drag-and-drop contract input

Explainable Results Module - Visual CFG/call graph overlays
- Natural language vulnerability summaries
- Source highlighting with symbolic execution paths

Reporting and Documentation
Tools

- PDF reports with auto-filled fields
- Markdown/HTML export for wiki documentation
- CWE-linked descriptions inline with findings

Interactive Vulnerability Viewer - Expandable views for vulnerabilities
- Clickable graph overlays
- Simulated test triggers in-browser

Benchmarking and Evaluation
Panel

- Result comparison across datasets
- Charts of FP/FN rates
- Leaderboard-style evaluation tracking

Result Export / Comparison Mod-
ule

- CSV, JSON, SARIF export formats
- Tool-to-tool or version diffing of findings
- Audit trace support via Excel exports

Cost-Effectiveness Monitor - Gas usage and runtime profiling
- Cost-to-benefit scoring systems
- Resource alerts for expensive scans

4.1.6 Deployment and Performance Layer

This layer focuses on how the detection tool is deployed and how well it performs in different environments.

SCs tools are often used by teams working on varied platforms, such as local machines, cloud services, or

continuous integration pipelines. For this reason, the tool should be designed to run reliably across different

operating systems and environments with minimal setup.

Performance and scalability are key factors in this layer. The tool should support large-scale analysis, batch

processing of multiple SCs, and automation for integration into secure development workflows. It should

also provide basic infrastructure features like user isolation, language compatibility, and runtime monitoring

to make the system easier to manage and extend.

Measuring performance is also important. Metrics such as runtime, memory use, and scan coverage help

developers understand how the tool behaves under real-world conditions. Security and privacy considerations

should also be built into the system through sandboxing, secure logging, and permission controls.

Table 52 gives examples of how the components in this layer can be implemented. The methods listed reflect
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ways to improve deployment flexibility, maintain efficiency under load, and monitor how the tool behaves

during use.

Table 52: Method-Based Implementation Examples for Deployment and Performance Layer

Component Implementation Examples

Cross-Platform Deployment Sup-
port

- Docker containers for consistent execution
- Platform-agnostic binaries via cross-compilation
- Web interfaces to eliminate OS dependency

Multi-Language Compatibility - Solidity and Vyper parsing modules
- Language-agnostic intermediate representation
- Pluggable backends for future language support

Multi-Tenancy System - Kubernetes namespaces for job isolation
- Database partitioning or tagging per tenant
- Tenant-aware authentication and authorization

Privacy and Security Guardrails - Sandboxed analysis environments
- Encrypted storage and secure logs
- Minimal permissions for runtime file/network access

Scalability and Load Management - Distributed task queues (e.g., Celery)
- Dynamic worker allocation based on load
- Cloud autoscaling for compute resources

Automation and Batch Processing - CLI batch scan modes
- Scheduled jobs via CRON or CI/CD
- Repo monitoring and auto-triggered scans

Performance Metrics Tracker - Precision/recall logging per scan
- Runtime and memory profiling
- Trend charts of scan cost vs. coverage

4.2 Workflow of the Framework

The six layers of the framework work as a connected system. Each layer performs a specific role, but

they also interact with each other to support a full vulnerability detection process. The flow of information

between layers is flexible. While the system may start at the code analysis layer, later steps can move

forward, loop back, or run in parallel, depending on the contract’s context and the tool’s configuration.

The process typically starts when a SCs is submitted for analysis. This may happen during development,

before deployment, or after the contract has gone live. The Code Analysis Layer reads the source code and

converts it into internal representations, such as syntax trees and CFGs. These outputs are then passed into the

Detection Capability Layer, which determines whether the contract is vulnerable, what type of vulnerability

it may have, and whether the issue resembles previously unseen patterns. This layer may use rule-based

checks, classification strategies, or learning-based models to support both fixed and evolving detection logic.
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If the contract is already deployed on a blockchain, the Real-Time and Historical Analysis Layer becomes

active. It observes the contract’s activity, such as transactions, gas usage, or function calls over time. New

issues may emerge that were not present in the code alone. This layer also supports deeper investigation

using logs or previous contract versions, helping analysts trace how vulnerabilities develop or resurface.

As the analysis runs, the Integration and Extensibility Layer connects the tool to outside systems. For

example, if the tool is part of a CI/CD pipeline, it can automatically trigger scans for every contract update. If

used by an audit firm, the tool might send reports to a dashboard or feed results into a larger risk management

system. This layer ensures the framework works in different environments without needing to be rebuilt each

time.

The outputs of the analysis are presented through the User Interaction and Accessibility Layer. This includes

dashboards, CLI reports, PDF exports, or integration into development tools. Users can view the results,

filter findings, and see clear explanations of each issue. This layer also supports feedback loops. Developers

may tag results as false positives or manually mark issues as fixed, helping improve future analysis.

The final step is handled by the Deployment and Performance Layer, which ensures the system runs smoothly.

It manages how the tool scales to large projects, adapts to various platforms, and tracks performance metrics.

If the system is deployed as a service, this layer also ensures privacy protection, user isolation, and cost

efficiency.

For example, imagine a developer uploading a Solidity contract to a cloud-based version of the tool. The

tool first analyzes the code and finds potential overflow risks. Then, it checks the contract’s history and sees

a redeployment with the same vulnerability. The findings are pushed to a project dashboard via an API, and

a report is emailed to the team. The tool runs in a secure cloud container and completes the scan within

minutes, with memory use and runtime logged for performance review.

Together, these layers form a flexible and modular system that adapts to different contract scenarios, project

goals, and user needs. Each layer contributes to the overall workflow by producing, processing, or presenting

information. Rather than enforcing a fixed order, the framework allows components to interact based on

context. This flexible structure supports the design of tools that are effective and responsive to the evolving

demands of SCs security.

4.3 Validation Through Evaluation Criteria

This framework not only outlines the key features of an ideal SCs vulnerability detection tool, but also

provides a way to evaluate real tools using those features. Each layer contains components that represent

specific capabilities a tool may support. The evaluation method checks whether a tool includes each of these

components, allowing for a structured and repeatable scoring process.

The evaluation is based on a binary scale. For each component, the tool either supports it (score of 1) or

does not (score of 0). Each layer contributes a percentage to the final score, based on how many components

it contains and how important the layer is in practice. The total score adds up to 100 if a tool supports all

components across all layers.

Table 53 shows the final weight assigned to each layer. Layers that are foundational to detection, such as code

analysis, and those that determine how the tool integrates and operates in practice, such as deployment and
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extensibility, receive higher weight. This distribution reflects both the technical importance of early-stage

analysis and the practical value of usability, adaptability, and real-world performance.

Table 53: Assigned Weights for Framework Layers

Layer No. Layer Name Components Weight (%)

1 Code Analysis Layer 5 15

2 Detection Capability Layer 5 10

3 Real-Time and Historical Analysis Layer 4 10

4 Integration and Extensibility Layer 5 15

5 User Interaction and Accessibility Layer 7 20

6 Deployment and Performance Layer 7 30

Total 33 100

The total score is calculated using the following formula:

Total Score =
n

∑
i=1

(
Wi

Ci

Ci

∑
j=1

xi j

)
(1)

Where:

• Wi is the total weight of layer i

• Ci is the number of components in layer i

• xi j is the binary score (0 or 1) for component j in layer i

• n is the number of layers in the framework

Each component contributes proportionally to its layer’s weight. The scores from all layers are then summed

to give a final score out of 100. Based on this score, tools can be grouped into quality categories as shown

in Table 54. This score allows tools to be compared in a fair and consistent way, based on the features they

support. It also highlights strengths and gaps in each tool, helping both developers and users understand

where a tool performs well and where improvement is needed.
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Table 54: Tool Quality Based on Evaluation Coverage Score

Coverage Score Tool Quality

90–100% Excellent

82–89% Strong

75–81% Moderate

Below 75% Needs Improvement

4.4 Concluding Remarks

This section presents a six-layer conceptual framework designed to evaluate SCs’ vulnerability detection

tools. Each layer represents a distinct aspect of what a well-rounded tool should support, from code analysis

and detection to runtime monitoring, integration, user interaction, and performance. The layered structure

helps clarify which features are essential and how different capabilities relate to each other.

The framework is designed to address common gaps observed in existing tools, including the absence of

support for continuous analysis, limited extensibility, and a lack of meaningful user feedback. By breaking

the ideal tool into concrete components across six functional layers, the framework offers a clear standard

for evaluating how complete or capable a detection tool is.

Each component in the framework is assessed using a binary score, and each layer contributes to the fi-

nal evaluation based on its weight and number of components. This structured approach allows tools to

be compared fairly and consistently, while also making it easier to identify which features are missing or

underdeveloped.

Although the framework is intended primarily for evaluation, it can also support the design of future tools.

By highlighting key capabilities and their relationships, it offers guidance for building systems that are more

effective and adaptable. In this way, the framework serves both as a benchmark for current tools and as a

reference model for future development in SCs security.
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5 Conclusion and Future Work

This thesis reviewed 256 SCs analysis tools developed between 2018 and 2024, categorizing them based on

methodologies such as fuzzing, symbolic execution, formal verification, and hybrid approaches. Each tool

was further classified according to its detection capabilities, providing insights into their specific applications

and limitations. The analysis covered the types of vulnerabilities each tool can detect, highlighting their

coverage gaps and strengths in supporting blockchain security.

The evaluation was conducted in two stages. The first stage involved a theoretical analysis that grouped tools

by their origin (academic or industry) and approach (static, dynamic, or hybrid), applying tailored evaluation

criteria. The second stage consisted of an experimental assessment, where selected tools were tested on

real-world datasets, requiring considerable time and computational resources. This approach allowed for a

comprehensive understanding of the tools’ effectiveness across different contexts.

The findings revealed distinct strengths and weaknesses among the tools. Academic tools often prioritize

documentation, flexibility, and adaptability, making them suitable for research and development. In contrast,

industry tools are designed to achieve higher speeds and better integration within production environments.

Tools like Slither and Mythril demonstrated accurate detection capabilities but also experienced issues with

false positives and slower speeds. Despite certain tools excelling in specific areas, none achieved complete

vulnerability coverage. This emphasizes the need for ongoing improvements in accuracy, execution speed,

and reliability to address the wide range of vulnerabilities present in SCs effectively.

In addition to individual tool performance, this study identified several common limitations across existing

vulnerability detection tools. These include high false positive rates, slow analysis speeds, low accuracy in

detecting multiple types of vulnerabilities, and a lack of standard benchmarks for fair comparison. Many

tools also have rigid designs, limited integration options, and poor user experience. As SCs vulnerabilities

continue to evolve, most tools struggle to keep up, especially those relying on static detection methods.

Moreover, few tools offer guidance on how to fix the problems they detect.

To bridge the gap between scattered tool capabilities and the demand for more comprehensive assessment

criteria, this research proposed a six-layer conceptual framework. Each layer addresses a core functional

domain, such as code analysis, detection capabilities, real-time monitoring, integration, user experience,

and deployment performance. Components within each layer were scored using a binary evaluation system,

combined with weighted layer importance. This allowed for the consistent and transparent evaluation of any

detection tool, highlighting both strengths and deficiencies.

To explore new directions in tool development, this thesis also introduced a custom graph-based detection

model that integrates semantic code embeddings with function-level call graphs. The model was tested

under the same conditions as other tools and showed strong results, outperforming existing tools in both

binary and multi-class vulnerability detection tasks. Its ability to combine learned representations with

structural contract information addresses several limitations found in current tools, including low accuracy

and poor generalization. While the tool does not cover all aspects of the proposed framework, such as

user interface and deployment features, it demonstrates the potential of learning-based methods to improve

detection accuracy and flexibility in SCs analysis.
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The proposed framework serves not only as a theoretical model but also as a practical tool to guide the

development of future SCs analyzers. By aligning evaluation metrics with both user needs and technical

capabilities, it supports more informed decision-making in the selection, comparison, and creation of security

tools within blockchain ecosystems. To advance this work, a future tool could be developed with the explicit

goal of fulfilling all components and criteria defined in the framework. Ideally, such a tool, when evaluated

using the proposed model, would achieve a full score—showing comprehensive, end-to-end support for SCs

vulnerability detection across all functional dimensions.
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