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Abstract

Electrified and autonomous mobility are jointly reshaping transportation and the supporting

energy and data infrastructures. Electric Vehicles (EVs) introduce new load patterns, infrastructure

constraints, and opportunities for mobility assets to serve as flexible distributed energy resources

(DER). Autonomous Vehicles (AVs) intensify reliance on artificial intelligence (AI) for safety-critical

perception and decision-making, amplifying the significance of AI risks around system failures,

bias, security vulnerabilities, and opaque behaviour. The increased digitization of mobility further

elevates the need for strong data governance and privacy-preserving data sharing, as AI, including

generative and agentic models, amplifies both automation’s benefits and associated risks.

This thesis advances a unified research framework through three objectives: (i) modeling

EV proliferation and its value streams to inform grid and market decisions; (ii) defining and

operationalizing a Responsible AI (RAI) framework for AVs, with emphasis on bias and fairness

risks throughout the AI lifecycle; and (iii) proposing a generative agentic AI-based framework to

balance privacy and utility in textual data sharing.

First, a jurisdiction-independent modeling approach is developed to classify factors influencing

EV adoption and link them to monetary and non-monetary value streams. This enables grid and

market operators to quantify how adoption shifts operational timelines and economic opportunities.

Findings highlight the importance of addressing barriers concurrently and demonstrate that coordi-

nated interventions accelerate the transition, while divergent policies can widen cross-jurisdictional

disparities.
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Second, AVs are examined as socio-technical systems with AI integrated throughout their

lifecycle. A comprehensive RAI framework is introduced, covering nine risk domains with

actionable mechanisms, and prioritizing bias and fairness. Bias identification and mitigation

strategies are demonstrated using public AV datasets.

Third, the thesis proposes a multi-agent architecture for privacy-preserving textual data sharing

that combines context-aware utility thresholds, differential privacy for text embeddings, and

generative AI for synthetic data augmentation. The evaluation examines utility and semantic fidelity

before and after applying privacy mechanisms.

Together, these contributions position next generation mobility as a unified energy mobility data

ecosystem, redefining electrification’s grid impact, AI’s risk and responsibility dynamics, and data

sharing’s analytics-privacy optimization. Overall, the thesis delivers integrated, actionable, scalable,

and trustworthy solutions for electric and autonomous transport.
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1 | Introduction, Research Motivation,

and Objectives

1.1 Introduction

Transportation and energy systems are undergoing a simultaneous transformation driven by

electrification, automation, and extensive digitalization. Traditionally, mobility demand depended on

liquid fuels and mechanical control, while electricity systems operated with predictable load profiles

and long-term infrastructure planning. This distinction is increasingly blurred. The widespread

integration of electric vehicles (EVs) is transferring a significant portion of transportation energy

demand to electricity grids. Simultaneously, advancements in autonomous vehicles (AVs) are

intensifying the dependence of mobility services on artificial intelligence (AI) for perception,

prediction, planning, and control, particularly in scenarios where errors may cause immediate

physical harm. Furthermore, the data ecosystem underpinning both electrified and autonomous

mobility, including telemetry, sensor data, charging patterns, user preferences, and operational

records, has expanded in both scale and sensitivity. Contemporary AI, especially generative and

agentic models, increases the economic value that can be extracted from data while also heightening

privacy, security, and governance risks associated with cross-organizational data sharing.

This thesis is structured around three research objectives that collectively address critical barriers

to scalable, reliable, and trustworthy next-generation mobility. The first objective analyzes EV
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Figure 1.1: Transportation and energy systems are being reshaped at the same time, propelled by
electrification, automation, and widespread digitalization.

proliferation, examining the evolution of EV adoption in response to economic, technological,

regulatory, and behavioral factors, and how this adoption generates both monetary and non-monetary

value streams for stakeholders, including grid operators, market operators, aggregators, fleet owners,

businesses, and consumers. The second objective investigates responsible autonomy, specifically

how AV developers and regulators can systematically identify, mitigate, and monitor AI risks

throughout the lifecycle of AI-enabled AV systems, with a particular emphasis on bias and fairness

risks and their practical mitigation. The third objective addresses privacy and data utility in data

sharing, assessing how institutions, systems, and devices can exchange textual data while preserving

analytical utility and ensuring rigorous privacy protections through an agentic architecture that

integrates differential privacy, responsible generative AI, and adaptive user intent modeling.

Although each research objective addresses a distinct aspect of the mobility transformation,

namely, infrastructure and adoption dynamics, safety- and fairness-critical AI lifecycle governance,

and privacy-preserving data exchange, they share a common systems-level motivation. Electrified

and autonomous mobility cannot achieve scale solely through advancements in batteries, sensors,
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or machine learning. Effective scaling requires: (i) coordinated incentives and policies that

accelerate adoption while maintaining grid reliability and enabling value creation; (ii) comprehensive

responsible AI methodologies that align AV performance across all AI risk domains, including

but not limited to, safety, fairness, accountability, and legal compliance; and (iii) data governance

architectures that facilitate data sharing without compromising privacy or causing downstream

harms exacerbated by modern AI.

1.1.1 Electrification as an Energy-Mobility Coupling Mechanism

EVs represent not only new vehicle products but also distributed electrical loads, collectively

introducing a novel class of infrastructure and planning challenges. Charging demand is often

highly concentrated in specific locations, such as workplaces, multi-unit residences, fleet depots,

and fast-charging corridors, and the rate of EV adoption may exceed the pace of traditional grid

expansion. The speed of this transition is influenced by the interactions among multiple factors,

including economic costs, charging accessibility, technological advancements, policy incentives, and

behavioural changes. Simultaneously, the electrification of transportation creates new opportunities.

EVs can provide grid services when managed as flexible resources, such as through controlled

charging or participation in distributed energy resources (DER) programs. Determining the economic

viability of these opportunities requires understanding adoption trajectories and the relationship

between proliferation factors and value streams. Accordingly, the first research objective of this

thesis frames transportation electrification as both a challenge and an opportunity. If poorly managed,

it can strain existing infrastructure. When effectively integrated with grid operations and market

design, it can enhance system reliability and create commercial value. In particular, the first research

objective is driven by the necessity to forecast EV adoption trajectories and to convert these forecasts

into actionable planning timelines and value-stream opportunities for stakeholders.
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1.1.2 Autonomy as a Safety- and Society-Critical AI Deployment

AVs centralize AI-driven decision-making within software, models, and their execution pipelines

that encompass data collection, training, evaluation, and on-road operation. In contrast to many AI

applications, where failures are primarily informational (e.g., poor recommendations, inefficient

customer outreach), failures in AV systems are physical and often irreversible. Furthermore, AV

deployment alters the accountability framework, as decisions previously made by human drivers

are now executed by AI-enabled systems, introducing new ethical, legal, and social acceptability

requirements.

In this regard, the second research objective of the thesis addresses these challenges by proposing

a Responsible AI (RAI) framework specifically designed for AVs, emphasizing that AI risks

encompass not only ethical considerations but also additional AI risk domains, including but not

limited to safety hazards, security vulnerabilities, and legal complexities. The framework covers the

entire lifecycle of AI intervention and highlights the compounding nature of risks, in which biases

introduced during data collection can interact with algorithmic decisions and operational constraints,

leading to cumulative effects. Additionally, this research prioritizes practical mechanisms for bias

detection and mitigation, including simulations that validate mitigation strategies using publicly

available datasets.

1.1.3 Data Sharing, Privacy, and Utility under Modern AI

Electrified and autonomous mobility systems generate and utilize substantial volumes of

sensitive data. Sharing this data across institutions, systems, and devices for purposes such as

research, planning, regulation, operational coordination, or service optimization can yield significant

societal benefits, but it also introduces privacy risks for individuals and organizations. Modern AI

fundamentally alters this balance, as devices increasingly collect, process, and utilize user data for

diverse applications. Generative AI can synthesize or transform data while preserving semantic
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content, and agentic AI can iteratively optimize decisions such as privacy parameter selection.

However, these same capabilities may introduce new risks of data leakage and misuse if not properly

governed.

Based on the above discussion, the third research objective of the thesis addresses this aforemen-

tioned challenge in textual data sharing by proposing an agentic, responsible generative AI-based

architecture that jointly optimizes data utility and privacy. This approach formalizes the translation of

qualitative user utility expectations, such as perceived completeness or coherence, into quantitative

thresholds. It also demonstrates how differential privacy can be applied in embedding space

while maintaining semantic fidelity, and how generative augmentation can preserve coherence

while minimizing sensitive information leakage. The framework is designed to be adaptive and

dataset-dependent, learning from previous iterations and evolving as requirements change.

1.2 Research Motivation

1.2.1 Why EV Proliferation Requires Integrated Modeling and

Value-Stream Reasoning

A central challenge in EV proliferation is that adoption is influenced by multiple interacting

factors. Technological improvements, such as cost reductions and performance enhancements, may

be inadequate if charging infrastructure, consumer economics, or policy incentives are insufficient.

Conversely, policy incentives may have a limited impact if technological or infrastructure barriers

remain. The first research objective in this thesis is motivated by the need for a comprehensive

and flexible modeling approach that can simultaneously incorporate multiple proliferation factors,

support scenario analysis across jurisdictions, and quantify the effects of various interventions on

EV market share trajectories.

Equally significant, EV proliferation generates value streams that can support, justify, or expedite

5



infrastructure and market transformations. Grid operators may achieve operational benefits by

integrating EVs as DER. Market operators and aggregators can identify new revenue opportunities,

while consumers and fleet operators (FO) may benefit from reduced total cost of ownership and

innovative service models. A structured mapping of proliferation factors to value streams enables

stakeholders to identify where interventions can unlock multiple downstream benefits. This mapping

is particularly useful for planning timelines, as it indicates the urgency of grid and market changes

required to accommodate growth while capturing value.

1.2.2 Why Responsible AI Must be Lifecycle-Based for AVs

Responsible AI discussions frequently emphasize principles such as fairness, transparency, and

safety, but often lack implementable mechanisms spanning the engineering lifecycle. In the context of

AVs, this gap is particularly significant. Bias and fairness risks may originate from non-representative

data, proxy variables, measurement artifacts, model design decisions, and post-deployment drift;

these risks can also compound, resulting in disparate impacts across demographic groups and

driving contexts. In this regard, the second research objective is motivated by the need for (i) an

integrated perspective on AI risks for AVs across nine AI risk domains, including but not limited to

safety, security, ethical, and legal domains, and (ii) a lifecycle framework that delineates when and

how risks should be identified and mitigated.

Within this broader agenda, the emphasis on bias and fairness is driven by both societal impact

and technical complexity. Bias may be present even when overall accuracy is high, and fairness

failures can be localized to specific contexts, such as underrepresented environments or demographic

intersections. Accordingly, the second research idea offers detailed techniques for bias detection

and mitigation, and demonstrates their effectiveness through simulation studies. This focus on

actionable methods seeks to bridge the gap between abstract RAI principles and practical engineering

implementation.
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1.2.3 Why Privacy and Utility Must be Co-Optimized in Data Sharing

In practical data-sharing scenarios, utility is seldom captured by a single metric, and privacy is

rarely a uniform constraint. Different users and tasks prioritize various semantic attributes in textual

data, such as relevance or completeness, and datasets differ in their sensitivity and risk of information

leakage. Traditional approaches often treat utility modeling, privacy calibration, and user intent as

separate issues, limiting adaptability when data characteristics or expectations evolve. The third

research objective is motivated by the need for an end-to-end framework capable of (i) interpreting

qualitative user intent, (ii) translating intent into quantitative objectives, (iii) dynamically calibrating

privacy mechanisms, and (iv) preserving semantic coherence under data privacy constraints.

Furthermore, modern AI introduces dual-use challenges. Generative methods can enhance utility,

for example, through data augmentation, but may also inadvertently disclose sensitive structures if

not properly managed. Agentic methods can automate decision-making processes, such as privacy

budget selection, but may also centralize control, necessitating explicit accountability. Consequently,

the third research idea is conceptualized as a responsible generative and agentic architecture, aiming

to preserve interpretability, ensure rigorous privacy protection via differential privacy, and maintain

measurable semantic utility through embedding-aware evaluation.

1.3 Research Questions

The structure of this thesis is guided by the following fundamental research question and the

associated research gaps it identifies:

How can electrified and autonomous mobility scale in a way that is simultaneously

reliable for energy infrastructure, responsible in AI-driven decision-making, and

trustworthy in data sharing through rigorous privacy-utility preservation under the

influence of modern AI, i.e., generative and agentic AI?
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This research question is further divided into several sub-questions that are systematically

examined in this thesis:

1. How can EV adoption be modelled in a jurisdiction-agnostic manner that accounts for

interacting proliferation factors and supports scenario analysis across regulatory regimes and

exogenous influences?

2. How can the interdependencies between EV proliferation factors and emerging monetary/non-

monetary value streams be structured so that stakeholders can quantify planning timelines

and identify coordinated intervention opportunities?

3. What AI risk domains are most salient for AV deployment, and how can these risks be

systematically identified and mitigated across the end-to-end AI lifecycle in a unified RAI

framework?

4. How can bias and fairness risks in AV systems be detected and mitigated across data collection,

algorithm design, deployment, and real-time decision-making, and how do mitigation strategies

trade off against performance?

5. How can qualitative user intent about textual data utility be translated into quantitative,

context-aware utility thresholds suitable for automated optimization?

6. How can differential privacy and responsible generative AI be combined in an agentic

architecture to preserve semantic utility while enforcing privacy constraints, and how can

such a system adapt to dataset-dependent characteristics and evolving requirements?

1.4 Research Objectives

To answer these identified research questions, the objective of this thesis is to develop an

integrated set of models, frameworks, and methods that enable (i) robust planning and value
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realization for EV proliferation, (ii) responsible AI development for AVs through implementable

fairness mechanisms, and (iii) adaptive preservation of privacy-utility trade-offs for textual data

sharing in the context of modern generative and agentic AI as described hereunder.

Figure 1.2: Research Objectives of this Thesis.

1.4.1 EV Proliferation and Value Streams

Stakeholders require a robust, scenario-driven understanding of EV market share evolution across

jurisdictions and regulatory regimes. However, EV adoption is influenced by multiple interacting

factors, and incomplete modeling can lead to misleading planning timelines and underestimation

of infrastructure needs. Further, the economic and operational value streams enabled by EV

proliferation depend on adoption trajectories and on the relationship between adoption drivers and

grid/market opportunities. Therefore, this thesis addresses the problem of creating a comprehensive

adoption model and a factor-to-value-stream framework that can support timely investments, grid

reliability planning, and data-driven policy decisions across jurisdictions.
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1.4.2 Responsible AI Lifecycle for AVs

AV deployment demands systematic management of AI risks across multiple domains, including

safety, security, ethics, and law. Existing approaches frequently emphasize ethical principles without

providing implementable mechanisms and quantification usable by technologists, and often fail

to integrate risk management across the full AI lifecycle. Bias and fairness risks, in particular,

can originate at multiple stages and can compound post-deployment, resulting in inequitable and

potentially unsafe outcomes. Therefore, this thesis addresses the problem of defining a holistic,

lifecycle-based RAI framework for AVs and of demonstrating actionable methods for identifying

and mitigating bias and fairness risks.

1.4.3 Agentic Privacy-Utility Preservation for Text Data

Organizations, systems, and devices increasingly share textual data to enable analytics and

AI, but this creates privacy risks for individuals and confidentiality risks for institutions. Prior

approaches often use fixed utility metrics, static privacy budgets, or narrowly defined objectives,

limiting their ability to adapt to heterogeneous datasets and evolving user expectations. Further,

integrating generative AI can improve semantic utility but also create new leakage risks, and agentic

optimization can improve adaptability but requires transparent control and accountability. Therefore,

this thesis addresses the problem of building an end-to-end, interpretable, adaptive framework that

jointly optimizes privacy and utility for textual data sharing using differential privacy, responsible

generative AI, and agentic learning.

1.5 Thesis Scope and Delimitations

The scope of this thesis is intentionally limited to three primary research objectives and

their integration, rather than addressing all aspects of mobility systems, grid engineering, or AI
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governance. The first objective focuses on modeling EV proliferation and value-stream mapping as a

decision-support framework. The second objective examines Responsible AI for AVs, with particular

attention to bias and fairness risks, and simulations that demonstrate mitigation strategies. The

third objective investigates the preservation of textual data privacy and utility through a multi-agent

architecture that incorporates differential privacy and responsible generative AI.

Broader topics, including commercialization, regulation, or societal adoption, are discussed

only to synthesize implications relevant to the three core research objectives, rather than to provide

comprehensive coverage. No additional factual claims are introduced beyond those supported by the

referenced papers. When citation-supported statements are required, such as in the policy impact

context of the first research objective, the thesis relies exclusively on citations from the underlying

works.

1.6 Thesis Structure

The thesis is organized into six chapters as outlined below:

• Chapter 1 presents the research background, motivation, identified gaps, and objectives.

• Chapter 2 reviews the relevant literature on EV proliferation models, RAI principles, and

privacy & utility preserving AI frameworks.

• Chapter 3 addresses the first research objective by detailing the dynamic modeling of EV

proliferation and the value stream framework, simulation results, and associated policy

implications.

• Chapter 4 elaborates on the second research objective by defining a Responsible AI framework

for AVs, conducting bias mitigation simulations, and describing implementation strategies.

• Chapter 5 introduces the agentic AI framework for privacy-utility optimization, describes
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the experimental setup, and presents a performance evaluation to address the third research

objective.

• Chapter 6 concludes the thesis by synthesizing findings, discussing cross-domain implications,

addressing commercialization challenges, and outlining future research directions.

Integrating the three research objectives provides a comprehensive roadmap for the design, gover-

nance, and deployment of intelligent mobility ecosystems that are technologically advanced, ethically

aligned, and socially beneficial. The combined focus on responsible AI, agentic governance, and

electrification modeling offers a blueprint for achieving transparency, trust, and resilience in future

mobility and data infrastructures.
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2 | Literature Review

2.1 Electric Vehicle Proliferation

EVs have been gaining traction due to their multiple environmental and societal benefits. One

of the most important benefits is the higher energy efficiency (3 to 5 times) over their traditional

counterparts, the Internal Combustion-engine Vehicles (ICVs) [1]. Due to zero-emission, Battery

EVs (BEVs) produce no tailpipe emissions, and in general, Plug-in Hybrid EVs (PHEVs), which

partially run by electricity, also generate lesser tailpipe emissions than ICVs [2]. EVs can help

significantly reduce overall Greenhouse Gas (GHG) emissions when combined with the increase in

low-carbon electricity generation. Lately, EV charging stations or EV supply equipments (EVSEs)

are being deployed worldwide, supporting the case for EVs across multiple transit modes such

as shared transportation (buses, taxis) [3, 4], light-motor vehicles (cars, two/three-wheelers) [1],

human-operated vehicles (e-Rickshaws) [5], as well as heavy-duty vehicles for short-range urban

deliveries [1, 6]. Furthermore, EV manufacturers worldwide have increased their investments,

resulting in various EV models offered today, offering broader choices to consumers across various

segments. Notwithstanding, favorable and effective policies are crucial to faster EV proliferation by

lowering the upfront investment cost gap, promoting charging infrastructure, and ensuring a smooth

integration of EV charging demands into power systems and the overall grid [1].

Overall, the proliferation of DER, such as solar photovoltaic (PV), battery storage, and EVs, is

an emerging challenge to the power grid. However, unlike other DER, EVs cause more significant
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challenges [7] due to being mobile and mainly creating clustered density of load at public charging,

workplace charging, and multi-unit residential charging facilities [8]. Moreover, as commercial EV

fleets emerge, the charging facilities will likely be concentrated at seaports, airports, and other retail

and wholesale transportation distribution centers, further increasing the problems emerging due to

load density. Recent trends indicate an increased focus on installing fast or higher-speed charging

stations to promote EV proliferation, which may pose an increasingly severe threat to grid stability if

not planned carefully [1, 9]. Accelerated EV deployment may soon exceed the capacity of existing

electrical infrastructure, which has already started showing early signs of weaknesses [7, 10]. A

typical infrastructure upgrade or new capacity deployment takes many months to a few years due to

the time-consuming processes involving planning, regulatory approvals, project commissioning,

and execution. Therefore, consideration of opportunities to mitigate costs and incorporate load

management strategies to minimize on-peak charging is the need of the hour.

While the rapid proliferation of EVs challenges the grid’s reliability, it allows for a bottom-up

approach where EVs enable new energy services to allow consumers to buy and sell energy.

Connected devices now enable communication and control, which was impossible in the past. To

some extent, advancements in technology, including two-way near real-time communication and the

solid-state power conversion electronics of EVSE or EV chargers, are together helping mitigate the

potential impact of new loads and provide valuable grid services. Utilities have already started to

leverage this as an opportunity to support essential grid services such as congestion management

and voltage regulation [1, 11].

Managed EV charging, Vehicle-to-Grid (V2G), and Vehicle-to-Home (V2H) services have

started helping solve issues presented by EVs at the distribution network level. At the same time, EV

charging facilities have started installing solar PV and energy storage systems, further enhancing

their capability to support grid operators [2]. In addition, market operators, utilities, and aggregators

have started creating new value streams leveraging the consolidated capacities of controllable and

dispatchable EV resources. A value stream can be an initiative generating monetary, non-monetary,
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or both types of value to one or more beneficiaries, such as system operators, utilities, aggregators,

end-consumers, and the environment.

2.2 Factors Impacting EV Proliferation

Several studies have analyzed the factors behind EV proliferation and have also forecasted

growth patterns based on those factors. Based on the studies, public and private sectors industry

initiatives, as well as regulatory directions, each factor can be classified under different categories

[12, 13, 14, 15, 16, 17, 18, 19, 20, 21]. The first category covers technological factors accounting

to those which are related to battery, EV raw material, or overall EV advancements. The second

category covers jurisdictional policies typically directed toward supporting environmental and

sustainability goals. On the other hand, economic factors are direct drivers of EV purchase decision

making, including the purchase cost, purchase tax, and relative operational cost of EVs versus ICVs.

Lastly, some new factors have recently emerged, such as due to the COVID-19 pandemic, and are

covered in the others category. The following sections describe each category and associated factors.

2.2.1 Technological Factors

Among the various technological factors influencing a vehicle buyer’s decision to purchase

an EV, the availability of EV charging infrastructure, predominantly driven by public charging

stations across most geographies, is the most prominent influencer [12, 16, 18]. In countries such

as India, with currently small EV charging networks, this is a significant adverse influence, and

the government is investing in deploying more EVSEs [22]. Despite the government’s efforts to

define EV-friendly policies, Ref. [23] highlighted the need for more aggressive policy mandates

by reducing taxes on EVs (BEV, PHEV) while simultaneously imposing higher taxes on ICVs.

Furthermore, EV proliferation in geographies like India faces unique challenges, such as a limited

local supply chain for powertrain and battery pack assembly, leading to high EV and EVSE prices, as
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well as high real-estate acquisition costs to install EVSE, resulting in insufficient EVSE availability,

as discussed by ref. [24]. On the contrary, EV infrastructure has been growing rapidly in the USA

and China for several years [9, 12, 22]. The number of EVSEs in the USA has grown from 75,000

to 100,000 between 2020 and 2021, while in China it is 210,000 [25]. However, the number of

gasoline stations in the USA has only grown from 111,100 in 2016 [26] to 115,000 in 2020 [27].

These trends highlight strong support for EV proliferation in some geographies while discouraging

the use of ICVs.

Lately, the availability of fast-charging technology has been gaining traction. As per a recent

report [9] from the National Renewable Energy Laboratory (NREL), about 12.0% and 49.6% of the

Level 2 and DC fast EVSE, respectively, required to meet projected demand in 2030, have been

installed as of Q1 2020 in USA. Moreover, there are 13,627 public and workplace DC fast-charging

EVSEs and 71,975 public and workplace Level-2 EVSEs available in the United States. However, a

similar EV fast charger proliferation level is required to help EVs penetrate globally. In addition

to fast chargers, improvements in battery technology have collectively contributed to a significant

reduction in time to charge an EV fully. Recently, StoreDot [28], a battery manufacturing firm,

has released mass production-ready batteries that can fully charge in around five minutes and has

successfully demonstrated it for smaller batteries in phones, drones, and electric scooters [29]. The

firm highlighted that using silicon in place of graphite for battery electrodes has primarily led to this

development and helped bring the cost closer to existing Li-Ion batteries, further helping obtain

investments from major automotive manufacturers globally.

EV infrastructure interoperability challenges play a significant role when an EV buyer cannot

charge the vehicle using an EVSE from another make when needed. Some EVSE manufacturers

focus on interoperability [30, 31] while some [32] do not, consequently impacting EV growth.

According to a recent Natural Resources Defense Council report [22], the EV charging infrastructure

interoperability is one of the most critical factors towards EV proliferation and is increasingly more

significant in large markets such as the USA, China, and India. Another critical factor influencing
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EV buyer’s decisions is EV driving range on a full charge [1, 12]. While EV manufacturers are

working on improving the driving range, Ref. [33] has provided a unique model for predicting EV

driving range under the influence of factors such as days, temperature, and the depth of discharge

(DOD) of a battery pack.

EV proliferation is continuously being impacted by the recent incidents of safety concerns around

EVs [34], primarily due to batteries catching fire caused by overheating or poor health. Notable

recent efforts to help address these issues include identifying determinants impacting battery health

[35] and the creation of tools to measure battery health over time [36]. While recent advancements

in battery technology have minimized these risks, it is vital to address EV safety issues in totality to

sustain EV growth. Efforts by Tesla and Volkswagen have proven to be successful in recent years

[37, 38, 39]. EVs appeared as catalysts in the overall industrial development due to them being

the potential enabler of cost reduction in battery and copper-based technologies [2]. Battery cost,

typically accounting for up to 30% of EV cost [40], has fallen 87% since 2010 and is expected to

drop another 60% by 2030 [41]. Furthermore, demand for copper is forecasted to rise nine-fold by

2027, given that it is the second most crucial component constituting the majority of equipment

costs in EVs and EVSEs [42]. Consequently, similar to batteries, copper prices need to drop in

coming years, as highlighted by global auto manufacturers [43].

2.2.2 Jurisdictional Policies to Support Environmental Goals

Jurisdictional directions significantly impact a vehicle buyer’s decision to purchase an EV. In

the last few years, governments across the globe have started intervening in setting the targets for

GHG emissions, forcing vehicle manufacturers to shift their strategy towards making more EVs over

ICVs, and avoid fines with reputational setbacks [1, 22, 44]. One such example is the European

Union’s regulation on CO2 emission performance standards for new passenger cars and vans [45],

which could bring penalties for up to 50% of vehicle manufacturers [12]. GHG emission targets

across jurisdictions could vary, where some have been more stringent over others, as highlighted by
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online resources such as the climate action tracker [46]. In the USA, the Center for Climate and

Energy Solutions [47] provides a granular view of GHG emissions across states to help establish

GHG mandates.

Another recent trend is imposing fines, punitive taxes, or complete bans on older ICVs to

address air pollution concerns [48]. Similarly, some jurisdictions have started providing EV-related

privileges (EVP) and exemptions (EVE) to encourage EV adoption. Examples of privileges may

include dedicated EV lanes and allowing high-occupancy vehicle (HOV) lanes for EVs with one

occupant [49, 50], unlike the general rules requiring vehicles to carry at least two passengers. Ref.

[58] highlighted the benefits of exemptions to promote customer adoption of EVs. Furthermore,

introducing self-driving features is increasingly encouraging EV adoption, where emerging ideas

suggest dedicated lanes for autonomous cars, especially at toll booths [51]. Recent studies point

towards this direction, where Ref. [52] studied the impact of dedicated lanes for AVs on traffic flow

throughput, while Ref. [53] presented a conceptual framework to design and operate dedicated

lanes for connected and automated vehicles on motorways. As of November 2020, at least 45 states

in the USA, along with the District of Columbia, offered incentives to support the deployment

of EVs or alternative fuel vehicles and supporting infrastructure, either through state legislation

or private utility incentives [54]. Legislative incentives include measures that provide HOV lane

exemptions, financial incentives for purchasing EVs and EVSEs, exemptions from vehicle inspections

or emissions testing, parking incentives, and utility rate reductions.

In countries such as Japan, the lower availability of EV models over ICVs is one of the unique

factors that is negatively impacting EV growth [1]. While vehicle manufacturers globally have been

investing in all types of EVs, including PHEVs and BEVs, Japan’s unique focus thus far towards

self-charging hybrid EVs has slowed the growth of overall EV proliferation [55]. It is mainly because

the country’s largest manufacturers have been left behind in the latest technological shift in the

automobile sector while keeping their focus toward self-charging hybrid vehicles [56]. However,

recently, Japan rolled out policies for vehicles and chargers to achieve its target of "next-generation
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vehicles" sales to account for 50–70% of the total vehicles in the country by 2030 [1, 57].

2.2.3 Economic Factors and Related Policies

Multiple economic factors play an essential role in decision making while buying a vehicle

[1, 16, 58]. Certain municipalities across the globe have launched programs to reduce costs for

vehicle charging in public charging stations and, in some cases, eliminate parking charges for EVs

[1, 54]. Financial incentives in the form of cash subsidies and reduced insurance on EVs have

encouraged EV adoption, while certain jurisdictions have maintained or increased taxes on ICVs to

encourage buyers to own an EV. Ref. [58] demonstrated the importance of vehicle purchase tax and

carbon tax for EV adoption in the short and long terms. Most people look for an overall lower cost

of ownership of vehicles, which includes one-time purchase cost, tax, and the operational cost of the

vehicle, covering cost per kilometer (or mile) and maintenance cost over the vehicle lifespan. Ref.

[16] proposed a dynamic model of EV adoption, which helps calculate the overall life-cycle costs of

EVs and ICVs as a result of operational and one-time costs for each.

Multiple studies have assessed the impact of policies on EV market share where a unique model

presented by Ref. [59] predicts PHEV market share under alternative policy settings. Different

subsidy options are analyzed for high- versus low-income consumers to examine their impact and

help identify strategies to maximize EV proliferation. Further, a different study [60], argued that

PHEV can be made more economical by employing focused incentives based on factors such as

household income, vehicle disposal, geography, and vehicle travel usage. In addition, the study

challenges the existing policies, such as in the USA, which offer more significant subsidies for

PHEVs with larger batteries, and argued that offering similar incentives regardless of the battery

size could result in higher EV proliferation. Ref. [61] adopted a more practical approach to conduct

an econometric study of purchase incentives by analyzing actual data on combined BEV and PHEV

sales from 32 European countries between 2010 and 2017. Their study concluded that factors such

as household incomes, fuel prices, and supporting financial incentives impact BEV/PHEV sales and
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thus can facilitate their diffusion. A similar study [62] examined the impact of purchase incentive

policies on EV proliferation and found that up to 35% of EV sales could be attributed to the purchase

incentives.

2.2.4 Other Factors

EV transition is expected to be slower in nations with lower per capita income where high

population and cultural differences regarding mobility models could be additional factors impacting

transition to EVs [12, 22]. For example, India, dominated by mass and low-cost mobility models, is a

region that EV manufacturers have not penetrated so far because of comparatively higher EV prices

than ICVs. However, fleet owners globally, including the developing nations, have been investing in

buying EVs due to lower operating costs and leveraging government incentives [1, 63]. Fleet sales

represent a significant proportion of all cars sold globally and are an essential driver for overall EV

sales [13].

In light of COVID-19, investments in fleets were initially stalled for a few months as corporates

reduced their expenditure and prioritized other investments [1]. However, fleet investments started

rising again as the world is approaching normal, and the forecasts show it in favor of EVs [64, 65].

Moreover, trends show an overall decline in sales in the automotive industry, where, in some

geographies, close to 50% of prospective vehicle buyers now plan to keep their existing vehicles for

longer than initially intended [1]. However, the same reports highlighted comparatively less impact

on EV sales than on overall automotive sales. In addition, since the COVID-19 pandemic has hit the

world, people’s driving behaviors have changed globally [66]. A significant population requires

short-distance trips to a grocery store, taking away the current concerns for EV owners, range anxiety,

and long wait times to charge their vehicle [12]. Moreover, people prefer charging their vehicles

at home versus going to a gas station to refill the vehicle due to pandemic-related safety concerns.

Ref. [67] studied this aspect in detail and provided evidence of significantly different post-pandemic

travel behavior compared to pre-pandemic. Overall, these factors collectively influence a vehicle
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buyer’s decision to favor EVs over ICVs.

Lately, transactive energy initiatives have been gaining widespread adoption, driven by both

jurisdictional mandates and public-private partnerships [68]. Multiple pilot projects [69, 70, 71]

have demonstrated that transactive energy systems leveraging EVs can generate monetary value

through revenue and infrastructure deferral. Simultaneously, they can provide non-monetary benefits

such as increasing grid reliability and environmental and social benefits. Concurrently, multiple

academic studies [72, 73, 74] understood the aspects of transactive energy and proposed models

to understand and demonstrate their role in supporting electricity networks. Ref. [75] highlighted

the importance of EVs’ transaction behaviour and their interactions with buildings in establishing

a sustainable transactive energy community from physical energy space, data cyberspace, and

human social space perspectives. Others [76, 77] have proposed models to leverage EVs for energy

participation by adopting transactive energy concepts. Overall, these approaches have successfully

demonstrated the importance of DER, specifically EVs, in supporting the grid and generating new

value opportunities, as discussed in the upcoming sections.

2.3 Value Streams within the EV Domain

Recent studies [78, 79, 80, 81], pilot initiatives [69, 70, 71], and industry solutions [32, 82]

have demonstrated the capabilities of EV chargers. They have also highlighted the exponential

increase in EV proliferation and indicated that the value obtained from the EV-based ecosystem

solutions would increase at a similar or even higher rate. This section studies EV proliferation’s

impact on the utility grid and value streams arising in this domain. It further examines the EV

proliferation from an economic perspective where multiple ecosystem solutions, such as in the space

of EV charging management, and parking lot energy management, could generate new monetary

opportunities for existing and new businesses. In addition, large organizations relying on vehicle

fleets for their day-to-day operations could increasingly benefit from EVs due to their significantly
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lower operational cost than ICVs. Lastly, household consumers could save a lot of dollars on rising

fuel prices by steering toward more economical EV commute and ownership options.

2.3.1 EV Charging Management (EVCM)

A rapid increase in EV adoption is leading to peak-demand problems for the grid [83, 84], which

are becoming more common in recent years, where the clustered density of EVs is further aggravating

those issues [8]. Multiple studies [80, 81] demonstrated the benefits of managed EV charging

approaches to address peak-demand-related issues encountered at the transformer and feeder level.

If not managed carefully, these issues at scale can increase grid congestion beyond the feeder level

up to the substations, leading to network instability, infrastructure/equipment failures, and outages.

An additional strategy by utilities to manage grid congestion and loading issues is by encouraging

DER owners to participate in time-of-use (TOU) pricing programs. DER owners could be incentivized

for their active participation by allowing utilities to control their EV charging rate to promote

participation in these programs. Pilot programs like the one by Colorado in partnership with Xcel

Energy [69] and the other by Chicago with ComEd [70] are good examples of DER participation.

Similarly, studies [71, 78, 79], are selected examples of EV energy participation in the last decade.

TOU pricing programs offered by utilities to EV owners can provide significant monetary benefits in

the long run by offering a suite of services such as registration of EV assets, operational and compliance

management, and data analytics, thus encouraging participation by EV owners [69, 70, 71, 78, 79].

2.3.2 EV Fleet Management and Optimization (EVFMO)

A more recent group of beneficiaries in the EV space are the FO managing EV charging for

themselves, or on behalf of fleet owners, by optimizing charging schedules for the monetary, grid,

and environmental benefits. EV charging schedule optimization can be performed in multiple ways,

where the rudimentary strategy is to perform it without grid participation. It involves generating an
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EV charging schedule for the FO without coordination with the network or market operator. As

described by [80, 85], this approach focuses on maximizing FO profits by predicting the energy

requirements of their fleet without considering load impacts on the grid.

While the above strategy does not help resolve grid congestion, a network/market operator-

coordinated EVFMO approach can do so. Refs. [80, 85] have highlighted the benefits of this

approach where it could be further implemented as a planned or an online coordinated system. A

planned coordination approach involves generating charging schedules based on network information

sharing at specific times of the day. It helps resolve congestion during peak hours and optimizes well

between FO profits and minimizing Distribution Grid (DG) congestion. Despite having no real-time

communication between the FOs and the DG for congestion management, Distribution System

Operators (DSOs) can override the charging schedule to mitigate network congestion. However,

a more sophisticated online coordinated market-based approach involves scheduling in real-time

with the network/market operators. In this case, the charging schedule is based on the network state

at any given point in time. Moreover, the network operator can override the charging schedule

to manage grid stability, which FOs can further leverage to improve their predictive modeling for

scheduling optimization.

2.3.3 Vehicle-to-Grid/Home/Vehicle (V2G/H/V)

Multiple studies [86, 87] have highlighted the benefits of using energy stored in an EV battery

for participation in demand response, energy arbitrage, or vehicle-to-grid (V2G) services. Although

this approach has not yet seen widespread adoption, it helps enhance the value obtained from an EV

when it is not on-road but connected to a bi-directional EV charger. Similarly, Refs. [86, 87] have

highlighted the benefits of vehicle-to-home (V2H) techniques where energy stored in EV batteries

can be used to fulfill load requirements within a residential or an industrial premise. However, similar

to V2G, this approach can rapidly deteriorate EV battery lifespan due to multiple charge/discharge

cycles throughout the day and is recommended only for emergencies. Leveraging the concept of
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V2G/H, peer-to-peer (P2P), or vehicle-to-vehicle (V2V) EV charging has recently been seen as an

appealing business model while the associated infrastructure is maturing. Studies [85, 88, 89] have

presented two-way energy trading scenarios where bi-directional EV charging infrastructure can

significantly eliminate concerns about EV range.

Currently, a typical bidirectional EV charger is more than six times as expensive as its

unidirectional counterpart [90]. Automakers such as Tesla [91] and Volkswagen [92], as well as

third-party companies such as Quasar [93], are actively working to reduce these costs and facilitate

large-scale adoption. In contrast, existing industry regulations that do not support the standardization

of bidirectional EV charging stations hinder their widespread deployment and limit their viability

as a business model [92]. At present, growth opportunities in V2G or V2H applications remain

limited. Nevertheless, the widespread adoption of bidirectional EV charging is expected to create

additional opportunities for P2P or V2V charging, potentially enabling a broader range of real-world

applications.

2.3.4 Parking Lot Energy Management (PEM)

This approach involves real-time scheduling of EV charging stations, in which the parking-lot

schedule operator (PSO) collaborates with distribution system operators (DSOs) who may override

charging schedules to maintain grid stability. PSOs must employ real-time scheduling and adapt

charging schemes to prevent energy imbalances while participating in the power market. Access

to current network congestion data enables PSOs to conduct real-time risk analysis and establish

effective charging schedules. Typically, EVs follow the prescribed schedule; however, if the grid’s

technical operations are compromised, DSO intervention, such as load shedding, can supersede PSO

management. Unlike the online approach for EV fleet charging optimization described by [80], the

online approach for parking lots is more challenging due to limited or no authority over the charging

patterns of incoming vehicles [94]. Various techniques have been proposed, with some focusing on

non-utility coordinated offline methods [95, 96, 97, 98], while others [94, 96, 99] have developed
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more advanced grid-coordinated strategies.

2.3.5 DG Monitoring for EV Loads (DGMEV)

This approach requires analyzing EV load patterns within the distribution network to characterize

charging behaviour, thereby supporting both short- and long-term distribution network planning

and enabling more accurate risk analysis. Implementing this approach requires near-real-time

communication with the utility control room and closer integration with planning and risk analysis

processes. Furthermore, as DER penetration increases, seamless integration of control room

technologies with DER management solutions is essential to obtain real-time network state

information and manage the distribution network effectively. To date, research has primarily

focused on understanding EV charging behaviour, as documented in various studies [100, 101, 102]

and reports [103, 104]. However, the literature review indicates that no large-scale, real-world

implementations exist in which utilities have integrated this approach into distribution networks.

2.4 Responsible Artificial Intelligence for AVs

The development and implementation of AI in AVs has generated significant interest and concern

regarding the ethical implications of this technology [105]. In recent years, the discourse on

responsible and ethical AI in AVs has become increasingly prominent [106]. Existing research

underscores that ethical considerations are essential for user acceptance of AV technology [107, 108].

The transition from human-driven vehicles to AI-powered AVs represents a significant transformation

in transportation, prompting extensive discussion of the associated moral dimensions [109]. Ethical

standards and moral compliance in AI systems that operate AVs have emerged as critical concerns for

industry stakeholders, who are actively debating the social, economic, and quality-related impacts of

the technology [110, 111]. As apprehensions regarding the unintended consequences of AI increase,

various frameworks have been proposed to incorporate ethical analysis into engineering practices
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[112]. Researchers are also investigating the application of deep learning models to simulate moral

decision-making in AVs, thereby enabling these systems to address ethical dilemmas [113]. This

ongoing discourse underscores the need to address ethical issues in the development and deployment

of AVs. Effective management of AI-related risks, including safety concerns, will be essential for

achieving social acceptability and widespread adoption of AV technology [114].

RAI extends beyond addressing ethical risks associated with AI; it encompasses the development

and use of AI systems with consideration for their societal impact, aiming for safe, ethical, and

trustworthy outcomes [115]. As RAI moves from theoretical principles to practical implementation,

there is a growing demand for comprehensive, actionable RAI frameworks. Ref. [112] introduces

two such frameworks: one emphasizes a responsible design process that integrates ethical and

well-being considerations throughout all stages of AI development, including data analysis, ideation,

and prototype evaluation; the other addresses the impacts of AI both before and after deployment.

Another study [116] reviewed 84 ethical guidelines and identified 11 core principles: transparency,

justice and fairness, nonmaleficence, responsibility, privacy, beneficence, freedom and autonomy,

trust, dignity, sustainability, and solidarity. Ref. [117] underscores the importance of leveraging

ML and mathematical optimization, including Quantum AI, to enhance vehicle sustainability, a

key aspect of RAI. Similarly, [118] emphasizes the importance of sustainability in the transition

from EVs to autonomous EVs. The study by [119] examines specific ethical considerations such as

safety and privacy in AI-driven AVs, focusing on dilemmas related to user consent, data collection,

and algorithmic bias. Ref. [120] applies Multi-Criteria Decision Analysis (MCDA) to develop

formal questionnaires for assessing the social and ethical impacts of AI in autonomous systems,

with the objective of establishing a rational and ethical sociotechnical system for AVs. Although the

survey size of 19 respondents is insufficient for robust conclusions, the analysis provides qualitative

insights with limited quantification for AI system development. Similarly, Ref. [121] identifies key

facilitators and barriers, such as autonomy, privacy, liability, security, data protection, and safety,

influencing self-driving vehicle adoption, but does not provide quantitative measures to support
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practical AI adoption. In contrast, Ref. [122] presents a literature survey of ethical issues related to

self-driving cars. Overall, the current literature lacks both comprehensive risk quantification and

coverage of all potential risks within a single study, which this thesis aims to address.

While most existing studies address only ethical components and do not encompass the full

scope of RAI, some works introduce elements such as justice and solidarity that extend beyond

technological considerations but lack practical mechanisms for implementation in AI-based systems.

Additionally, no current approaches provide quantification of RAI components that technologists

can utilize during the design and development of AVs.

2.5 AI-Risks for AI-based Autonomous Vehicles

This section provides a comprehensive list of risks, organized according to nine risk domains

relevant to AI-based AVs. The identified risks are derived from a review of academic and industrial

literature on the AV industry, as well as from other domains applicable to AI-based AVs. The scope

of this research is limited to risks emerging specifically from AI, excluding those associated with

mechanical operation, manufacturing processes, or other unrelated risk categories.

1) Safety Risks: Unpredictable or unreliable behaviour resulting from malfunctions in AI systems

can cause unexpected outcomes or loss of control, creating safety hazards for passengers and other

road users [123]. AVs operate in environments shared with human-driven vehicles, pedestrians,

and cyclists, all of which may behave unpredictably, thereby increasing the risk of accidents if not

effectively managed. Furthermore, AVs may encounter situations that require rapid decision-making,

which can further elevate accident risk. Safety standards such as ISO 26262 [124] address the

functional safety of electrical and electronic systems in vehicles by defining risk assessment processes

and safety integrity levels to ensure that system failures, including sensor malfunctions, software

bugs, or hardware faults, do not result in hazardous situations. ISO 21448 [125] similarly addresses

hazards arising from system limitations or foreseeable misuse, even when all components function as
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intended. This standard emphasizes the identification and mitigation of risks due to environmental

complexity or system design limitations. Aligning risk mitigation strategies with standards such as

ISO 26262 and ISO 21448 enables AVs to proactively address safety risks, thereby enhancing public

trust and regulatory compliance.

2) Security Risks: AVs, like other software-driven technologies, are vulnerable to hacking, which

introduces risks such as vehicle hijacking, unauthorized access to sensitive data, and manipulation

of sensor inputs [126]. These breaches threaten both individual safety and privacy. For example,

hackers may exploit system vulnerabilities to remotely control vehicles, creating hazardous road

conditions. Unauthorized access to AV data can result in the theft of personal or financial information.

Furthermore, malicious alteration of sensor data may cause AVs to make erroneous decisions,

endangering passengers and other road users. Consequently, robust cybersecurity measures are

critical to maintaining the integrity and security of AVs and the data they process.

3) Privacy Risks: The collection and storage of sensitive data in AVs, such as location, biometric

information, passenger behaviours, and preferences, raise significant privacy concerns [127].

Unauthorized access to this data may result in privacy violations, unwarranted surveillance, or

identity theft. Biometric data, which uniquely identifies individuals, is particularly sensitive and,

if misused, can facilitate identity theft or unauthorized profiling. Additionally, data on passenger

behaviours and preferences can be exploited to manipulate consumer actions, target individuals with

personalized advertisements, or enable intrusive surveillance. Protecting the confidentiality and

integrity of such data is essential to uphold privacy rights and prevent exploitation.

4) Ethical and Moral Risks: AVs face ethical dilemmas when required to choose between prioritizing

the safety of their occupants or that of other individuals on the road [128]. These scenarios raise

critical questions regarding moral accountability and societal norms, highlighting the ethical

responsibilities embedded in AV technology. The complexity intensifies when AVs must make rapid

decisions that affect the well-being of occupants, pedestrians, cyclists, or other drivers. For example,

in situations where an AV must choose between swerving to avoid a pedestrian or maintaining its
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course to protect passengers, core ethical principles are implicated. This challenge illustrates the

need to balance individual safety with minimizing harm to others, requiring careful consideration of

societal values and ethical frameworks. Resolving such dilemmas extends beyond technical solutions

and necessitates broader societal dialogue and regulatory development. Addressing these issues

requires interdisciplinary collaboration among experts in philosophy, ethics, law, and technology.

5) Bias and Fairness Risks: AI algorithms in AVs may perpetuate or intensify societal biases, leading

to unfair treatment or discrimination based on race, gender, or socioeconomic status [129, 130].

If training data contain biases or inaccuracies, AI models can replicate these issues, resulting in

discriminatory outcomes. Such biases may manifest as unequal treatment of marginalized groups

or increased disparities in access to transportation. The broader societal impact includes the

perpetuation of systemic inequalities and the hindrance of efforts to achieve a more inclusive and

equitable society.

6) Legal and Regulatory Risks: Assigning accountability for AV-related accidents is complex,

involving questions of legal responsibility, insurance, and liability distribution among manufacturers,

operators, and users [131]. The unique challenges of autonomous driving require both the

interpretation of existing legal frameworks and the development of new regulations. Implementing

traceable audit trails for AI decisions can enhance accountability and transparency by logging actions

and decision rationales, facilitating root cause analysis after incidents. Automated compliance checks

can ensure AVs adhere to evolving legal requirements, such as stricter pedestrian detection rules.

As AVs operate across diverse legal jurisdictions, establishing consistent and adaptable regulatory

standards is essential for clarity in legal proceedings and liability attribution [132]. Continuous

adaptation of legal systems is necessary to keep pace with technological and ethical developments,

and regulatory bodies must proactively update regulations to balance innovation with public safety.

7) User Trust and Acceptance Risks: Incidents involving AVs, such as accidents or privacy

breaches, can erode public trust and hinder widespread adoption [127]. Limited user understanding

of AV capabilities and limitations may lead to overreliance on automation or misconceptions
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about system performance, potentially resulting in unsafe practices. Comprehensive education and

transparent communication about AV functionalities are essential to foster informed users, promote

safer interactions, and build greater trust in autonomous driving technologies.

8) Societal and Economic Risks: Widespread adoption of AVs may lead to workforce displacement in

sectors such as transportation and logistics, raising concerns about unemployment and socioeconomic

inequality [133]. The proliferation of AVs could also significantly impact urban infrastructure, land

use, and travel patterns, highlighting the need for careful urban planning to address congestion,

environmental effects, and equitable access to mobility [133, 134]. Policymakers, urban planners,

and stakeholders must collaborate to develop strategies that balance the benefits of AVs with the

need to promote societal well-being and sustainable, accessible transportation.

9) Sustainability Risks: The production and maintenance of AVs require significant energy and

resources, with sensor and computing hardware manufacturing contributing to carbon emissions

and resource depletion [133]. Increased convenience may lead to higher travel demand, resulting in

more vehicle miles, greenhouse gas emissions, and congestion [134]. Infrastructure development

for AV deployment, such as roads and charging stations, can exacerbate environmental issues

including habitat loss and land use changes. Electric AVs, dependent on battery technology, raise

concerns related to resource extraction, energy-intensive manufacturing, and hazardous waste, while

nonelectric AVs may further contribute to energy consumption and environmental degradation.

2.6 Optimizing Data Utility and Privacy

Data collected by organizations and agencies is essential in the contemporary information age,

as it provides significant value for reporting and analytical purposes. However, the disclosure

of such data and the information derived from it presents substantial risks to individual privacy.

Additionally, data disclosure can compromise confidential information about organizational assets

and infrastructure, such as transformer and network relay locations within electric utility systems.
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When data is shared between institutions on behalf of individuals or organizations, a central challenge

is to balance privacy and utility, and to maximize both [135, 136, 137, 138]. Several key questions

emerge: What are the appropriate definitions and boundaries of data privacy and data utility from the

perspective of data-exchanging parties? Given a specific privacy definition and utility requirement

for a dataset, what strategies should be employed to maximize both privacy and utility, or to achieve

a specified target for a particular task? Furthermore, given a dataset’s inherent utility, are there

methods to enhance it while preserving its essential characteristics and protecting privacy?

Differential privacy (DP) constitutes a rigorous, mathematically grounded framework that

enables meaningful data analysis while protecting individual confidentiality. Introduced by Dwork

[141], DP ensures that the output of a randomized algorithm is nearly indistinguishable regardless

of whether any single individual’s data is included. This guarantee is formalized through the 𝜖-

and (𝜖, 𝛿)-DP definitions, which bound the extent to which a query result can change between

neighbouring datasets. Dwork and Roth [140] further developed the algorithmic foundations of DP,

introducing mechanisms such as the Laplace, Gaussian, and exponential mechanisms, as well as

concepts including global sensitivity, composition theorems, and privacy amplification. These tools

provide a comprehensive framework for designing private algorithms with quantifiable trade-offs in

accuracy. Li et al. [139] expanded this theoretical foundation to practical applications, describing

methods for deploying DP in real systems, selecting noise parameters, managing privacy budgets,

and balancing utility with privacy across interactive, non-interactive, centralized, and local settings.

Collectively, these contributions establish DP as a unified paradigm bridging theory and practice in

data privacy preservation.

In the electric-utility sector, privacy-preserving aggregation techniques have become a corner-

stone for real-time monitoring of consumer electricity usage while safeguarding individual data

confidentiality within smart grid communications [142, 143, 144, 145, 146, 147, 148, 149]. For

example, ref. [142] introduced a protocol that combines cryptographic safeguards with efficient data

aggregation. However, this work primarily addresses encryption and aggregation mechanics, without

31



considering personalized agentic control or textual privacy concerns. Subsequent studies have

extended this work to household-level data collected via smart meters and other Internet of Things

(IoT) devices. Notable frameworks include those proposed by [143, 144, 145], while comprehensive

surveys on IoT privacy are provided in [146, 147]. Ref. [148] presented a DP framework for

blockchain-integrated IoT systems, introducing a mathematical model that dynamically tunes privacy

budgets based on transaction frequency and trust levels among IoT nodes. The primary contribution

of this study is the integration of DP mechanisms into distributed architectures, which ensures

end-to-end confidentiality during data sharing while maintaining operational throughput. Despite

these advancements, the approach remains focused on architecture and mechanisms, lacking agentic

intelligence capable of adaptively learning or translating qualitative preferences into quantitative

metrics. Specifically, the framework by [147] employs federated learning to iteratively train

predictive models under local differential privacy; the privacy–utility tradeoff itself is not learned

or adapted. Privacy parameters and noise mechanisms are predefined, and no feedback-driven or

agentic mechanism exists to evolve privacy thresholds, utility metrics, or user intent representations

over time. In addition, ref. [149] investigated edge-computing architectures designed to mitigate

cybersecurity and privacy risks by establishing secure processing layers for physical systems and their

associated data assets. Although many of these contributions employ DP concepts and often achieve

superior privacy-utility trade-offs compared to non-DP baselines, they do not address all limitations.

A persistent limitation is the absence of intelligence and adaptive contextual reasoning, which

would enable translating qualitative user perceptions into quantitative utility metrics, dynamically

inferring context-specific weightings, and deploying autonomous agents for feature selection and

continual learning. Furthermore, these studies do not address embedding-aware privacy tuning,

generative data augmentation, or dataset-specific agent control, particularly in text-centric domains.

In summary, while the current literature provides robust cryptographic and DP-based solutions

for user privacy in smart grid and IoT environments, these approaches are largely static and lack

scalability across domains. The integration of adaptive, context-aware agents capable of learning
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from evolving user preferences and embedding nuances represents a critical direction for future

research.

Within the electric mobility sector, the rapid proliferation of EVs, further accelerated by

advancements in autonomous driving [150], has elevated the data privacy of autonomous EV owners

as a central concern from a Responsible Artificial Intelligence perspective [151]. In related fields,

recent studies such as [152] have extended metric DP to datasets representing three-dimensional

rotations, thereby providing geometric guarantees for rotational datasets. While this work compares

data privacy and utility tradeoffs across Laplace and Bingham mechanisms, it does not incorporate

adaptive or agentic mechanisms for qualitative-to-quantitative translation, contextual inference,

or continual learning, nor does it address the utility of semantic or textual data. The concept of

Individual Differential Privacy (iDP) introduced by [156] offers personalized sensitivity-based

guarantees that improve utility preservation, but it functions as a one-time optimization and

lacks adaptive intelligence or the ability to learn from user semantics. The absence of agentic

recalibration and semantic awareness restricts its applicability in dynamic privacy-utility scenarios.

Additionally, ref. [153] presents Bayesian Differential Privacy (BDP) for correlated data, advancing

theoretical leakage modeling. Nevertheless, BDP remains a static probabilistic framework without

context-aware thresholding, agent-driven feature identification, or mechanisms for continuous

feedback adaptation. The Utility-optimized Local Differential Privacy (ULDP) approach by [154]

enhances mean estimation under local DP through utility-aware mechanisms. Although effective for

numeric data, ULDP does not support dynamic parameter learning, qualitative user mapping, or

context-specific adaptation, and it lacks integration of semantic or agentic reasoning. The study

by [155] aims to improve user comprehension of privacy settings through interactive visualization.

While notable for its human-centered design, this approach does not autonomously learn from user

input or update its models over time, remaining a user-driven interface without adaptive feedback

or semantic calibration. The most recent comparative analysis by [157] empirically evaluates DP

and synthetic data mechanisms across multiple datasets. Although this study establishes a valuable
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empirical baseline, it does not provide automation for mechanism selection, text-focused semantic

evaluation, or continuous privacy-utility optimization through adaptive agents.

Outside of specific domains, Ref. [158] introduced the "Minimum Fragment Access" metric

and a set-partitioning formulation, marking a significant theoretical and computational advance in

database-level privacy management. However, this approach operates within a fixed optimization

regime and does not incorporate learning or adaptive mechanisms. The model cannot learn from

user-defined utility semantics or dynamically adjust its weighting. Similarly, [159] proposed a

fuzzy-logic and differential privacy-based framework for privacy-preserving tabular data sharing.

While methodologically robust, this framework is limited by its rule-based adaptation mechanism

rather than a continuously learning agentic process. The fuzzy inference system relies on predefined

membership rules rather than reinforcement or supervised learning informed by evolving user

feedback. Although the framework models trust-level adaptation, it does not implement agent-driven

feature selection or context-aware categorization to dynamically reweight data characteristics across

domains. The absence of a generative synthesis component for data augmentation and the lack

of autonomous parameter evolution based on semantic embedding characteristics further limit its

ability to dynamically calibrate privacy–utility. Overall, the literature demonstrates considerable

theoretical and empirical progress in privacy preservation, but remains largely static, mechanism-

centered, and domain-specific. As summarized in Table 2.1, no existing work offers an autonomous

agentic framework capable of translating qualitative user intent into quantitative thresholds, learning

contextual weightings from real-world feedback, performing agent-driven feature discovery to

identify true utility determinants, or enabling continuous semantic calibration between privacy and

utility through embedding-aware adaptation.
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Table 2.1: Literature review summary of existing works in optimizing data utility and privacy considering
five key comparative metrics, where P denotes partially addressed while N denotes not addressed.

Referenced
Literature

Adaptive
Qualitative to
Quantitative
Translation

Context-Aware
Optimization

Feature-
Driven
Utility
Discovery

Dynamic
Privacy-
Utility
Balancing

Adaptive
Intelligence
through
Continuous
Learning

[142] N N N N N
[143] N N N N N
[144] N P N N N
[145] N N N N N
[146] N P N N N
[147] N P N N P
[148] N P N N N
[149] N N N N N
[152] N P N N N
[156] N P N N N
[153] N P N N N
[154] N P N N N
[155] N P N N N
[157] N N N N N
[158] N P N N N
[159] N P P N N

2.7 Summary

The literature reviewed in this chapter indicates that the rapid adoption of EVs, driven by

advancements in battery and charging technologies, supportive policies, economic incentives,

and broader social and environmental pressures, is transforming transportation and creating both

operational challenges and new opportunities for the power grid. Key EV-enabled value streams,

including EV charging management, fleet optimization, V2G and V2H services, parking-lot energy

management, and distribution-grid monitoring for EV loads, can enhance reliability, reduce costs,

and increase flexibility when effectively coordinated. Furthermore, the growing reliance on data

and AI, particularly in AVs, introduces essential requirements for RAI and a broad range of AI risk

domains. Safety, security, and accountability emerge as recurring themes that must be proactively
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managed to maintain trust and support adoption. The analysis of privacy-utility tradeoffs highlights

the need for adaptive, context-aware methods that translate qualitative intent into quantitative

controls, dynamically balance privacy with analytical value, and continuously learn from real-world

feedback. These capabilities establish privacy-preserving intelligence as a foundational enabler for

scalable EV and AI-based mobility ecosystems.
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3 | Analysis and Modeling of Value

Creation Opportunities and

Governing Factors for Electric

Vehicle Proliferation

The previous chapter reviewed existing studies that identified and, in some cases, examined

factors influencing EV proliferation. For instance, while a number of studies considered vehicle

purchase price to be of lower importance, reference [16] emphasized the significance of lower

purchase tax. Regarding operational costs, references [14, 17] focused exclusively on EV efficiency,

whereas [15, 16] identified vehicle maintenance and electricity price as dominant factors. Although

each study adopted a distinct approach to analyzing these factors, none provided a comprehensive

analysis of all variables affecting EV market share. For example, reference [13] identified charging

time as the most critical factor for advancements in battery technology. The emergence of new factors,

such as the impacts of COVID-19 and transactive energy initiatives, as well as the diminishing

influence of others due to technological progress, policy changes, and jurisdiction-specific conditions,

further complicates the analysis.

This chapter provides a more comprehensive approach than previous related work and considers

the following factors collectively:

37



1. Number of EVSE (NEVSE), which includes EV charging infrastructure and also studying it

against the number of gas stations.

2. Improvement in battery technology (IBT), including lower charging time and battery-density.

3. Drop in the cost of raw material (CRM) for EVs to be considered over time.

4. EV driving range (EVDR).

5. Safety concerns related to EVs (SCEV).

6. EV charging infrastructure interoperability (CII) across different EV models.

7. Purchase cost (PC) for the vehicle, which includes purchase price, tax, related subsidies, and

economic exemptions.

8. Operational cost (OC) for the vehicle, which includes electricity and gas prices and their

increase over time, EV and ICV efficiencies, average vehicle life and yearly mileage.

9. EV-related privileges (EVP) such as dedicated lanes, HOV access, and others.

10. Exemptions for EV (EVE).

11. Available EV models (AEVM).

12. GHG emissions targets (ET) as directed by regulators to motivate automaker investments in

EVs and vehicle buyers’ purchase decisions towards an EV.

13. Short-distance trips (SDT) more common since the COVID-19 pandemic.

14. Refueling convenience (RC), which comes along with EV also charging at home versus ICV

only at public gas stations.

15. EV usage in vehicle fleets to become mainstream (FM).
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16. Transactive energy initiatives (TEI) increasingly leveraging EVs, bringing them to mainstream.

Table 3.1 summarizes the existing literature that identified different factors and, in some cases,

provided the approach to studying EV proliferation through those factors.

Table 3.1: Related work which identified or analyzed EV proliferation factors.

Factors [12] [13] [14] [15] [16] [17] [18] [19] [20] [21] This work

NEVSE ✓ ✓ ✓ ✓ ✓ ✓ ✓

IBT ✓ ✓ ✓

CRM ✓ ✓ ✓

EVDR ✓ ✓ ✓ ✓ ✓ ✓

SCEV ✓ ✓

CII ✓ ✓

PC ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

OC ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

EVP ✓ ✓ ✓ ✓

EVE ✓ ✓ ✓

AEVM ✓ ✓ ✓

ET ✓ ✓ ✓ ✓ ✓

SDT ✓ ✓

RC ✓

FM ✓ ✓

TEI ✓ ✓
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3.1 Dynamic Modeling of EV Adoption

It is important to highlight that based on the literature survey, none of the existing work thus far

provides an approach to support the following objectives:

1. Identify a comprehensive approach to understanding all the factors which impact EV prolifer-

ation and consequently impact EV market share with respect to their traditional counterparts

i.e., ICVs.

2. Study and categorize different value streams in the EV domain.

3. Provide an approach to analyze EV proliferation in the light of different EV value streams.

4. Deliver a flexible approach to analyze EV proliferation to aid in decision making for investment in

technology advancements or informing policy changes for a regulatory regime.

This research provides a comprehensive approach to achieving the above-mentioned objectives.

While Section 2.2 examined existing literature to identify the factors which impact EV proliferation,

Section 2.3 presented a survey across academic studies and industry initiatives to generate the list of

value streams. The current Section 3.1 and the following Section 3.2 help achieve the remainder of

the objectives by providing a flexible approach to analyze EV proliferation under different scenarios,

which could help in decision making around investments and policy making for EVs.

This section presents a model which helps study EV proliferation by leveraging all the contributing

factors presented in Section 2.2. Each factor influences a vehicle buyer’s decision to choose an

EV versus an ICV, impacting the total market share of EVs at any given time. For simplicity, the

proposed model assumes the availability of only two types of vehicles in the market, i.e., ICV and

EV, and ignores other types, such as fuel-cell vehicles. Moreover, the modeling of each contributing

factor reflects one possible approach where it could be further refined to more accurately represent

individual cases. Figure 3.1 presents a high-level view of the model, and Figure 3.2 represents
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its MATLAB implementation, highlighting EV proliferation factors, their collective impact on

informing relative EV proliferation rate (REVPR), and consequently overall EV market share

(EVMS) at any given point in time.

Figure 3.1: Logical model view depicting REVPR and EVMS calculations using EV proliferation factors.

3.1.1 Calculating REVPR Using EV Proliferation Factors

For economic factors, a vehicle’s purchase cost (PC) is primarily a combination of the vehicle

purchase price and taxes imposed at the time of purchase. Therefore, the purchase cost of a vehicle

can be depicted as follows:

PCVehicle = PriceVehicle + TaxVehicle (3.1)

where Vehicle ∈ {EV, ICV}.

Similarly, a vehicle’s operational cost (OC) comprises mileage and maintenance costs. For an

ICV, the mileage cost can be calculated using the cost of gasoline consumed and vehicle efficiency,

whereas, for an EV, the electricity consumed towards charging the vehicle is considered along with
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Figure 3.2: MATLAB-based dynamic model with configurable factors.

vehicle efficiency. The following set of considerations are made to simplify the model:

• One vehicle per vehicle owner or buyer;

• A fixed vehicle mileage per year (VMPY);

• Same average vehicle life (AVL) for both ICV and EV;

• Constant efficiencies for ICV (EffICV) and EV (EffEV);

• A fixed rate of increase for gasoline (RIGP) and electricity (RIEP) prices;
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• A fixed maintenance cost per year for ICVs (CMPYICV) and EVs (CMPYEV) respectively;

• Zero cost for accidental damages.

Therefore, considering AVL, VMPY, Gasoline Price (GP) per gallon, Electricity price (EP) per

unit, RIGP, RIEP, EffICV, and EffEV, the operational costs for an ICV and EV can be formulated as:

OCICV = AVL*VMPY*GP(t) ∗ (1+(RIGP*t))*EffICV (3.2)

OCEV = AVL*VMPY*EP(t) ∗ (1+(RIEP*t))*EffEV (3.3)

The total cost of ownership of a vehicle (TCO) over its lifetime can be calculated as

TCOVehicle = PCVehicle + OCVehicle (3.4)

where the Vehicle could be either EV or ICV.

Therefore, the relative total cost of ownership for EV with respect to ICV (RTCOEV) can be

depicted as:

RTCOEV =
TOCEV
TOCICV

(3.5)

Considering technological factors, the relative rate of EVSE growth compared to the number of

gas stations can be represented by the following equation:

EVSE(t) = ((1 + 𝑅)𝑡 ∗ 𝑁𝐸𝑉𝑆𝐸 (0))/𝑁𝐺𝑆 (0) (3.6)

where R = rate of increase for EV Charging Stations, t = projection years, NEVSE(0) = number of

EV charging stations at the beginning of the simulation, and NGS(0) = the number of gas stations at

the beginning of the simulation. This equation can be used to study relative EV infrastructure for
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any geography.

As discussed, EV Driving Range (EVDR) is expected to improve in the coming years and

may become a negligible factor in decision-making when choosing between an EV and an ICV.

This study introduces the term Saturation Time (ST), which denotes the period after which a

factor no longer significantly influences the choice between an EV and an ICV. For example, the

Saturation Time for Driving Range (STDR) can be modelled as a linear increase from 0 to 1 over a

specified number of years within a particular region. Similarly, advancements in battery technology

(IBT), which helps reduce the time required to fully charge an EV, improvements in EV charging

infrastructure interoperability (CII), increased availability of EV models compared to ICVs (AEVM),

the mainstream adoption of EV fleets (FM), and the growth in the number of Transactive Energy

initiatives globally (TEI) are all anticipated to improve substantially in the near future. As a result,

these factors are also expected to become insignificant in the decision-making process for purchasing

an EV over an ICV. Furthermore, safety concerns related to EVs (SCEV), primarily due to battery

technology, and the costs of raw materials (CRM) such as batteries and copper used in motors, are

expected to decrease significantly and similarly become less influential in consumer decisions.

Therefore, all the above-mentioned factors influencing a vehicle buyer’s decision over time will

collectively steer them toward buying an EV. Hence without loss of generality, their effect can be

modeled as a linear rise from 0 to 1 in their respective saturation times (ST) measured in the number

of years for a particular geography and represented as follows:

X(t) =



1, 𝑡 > 𝑆𝑇X

𝑡/𝑆𝑇X, 0 < 𝑡 < 𝑆𝑇X

0, 𝑡 = 0

(3.7)

where X ∈ {EVDR, IBT, CII, AEVM, FM, TEI, SCEV, CRM}

On the other hand, automobile manufacturers have been striving to meet GHG emission targets
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(ET) as established by different jurisdictional mandates such as EU’s Climate action plan [45],

Zero-Emission Vehicle (ZEV) Program in California, USA [160], and China’s New Energy Vehicle

Credits regulation [161]. However, from an EV buyer’s perspective, it only influences the decision

making of those who are willing to or can afford to pay higher prices in favor of EVs, especially

when there is a cheaper ICV counterpart available today. This subset of the population’s size and

percentage could also vary depending on the per-capita income across different geographies. On the

other hand, EV-related privileges (EVP) and exemptions (EVE) discussed before are temporary

measures that will only be available until EVs become mainstream and may not significantly influence

decision making for a vehicle buyer after that period.

Due to COVID-19, people’s preferences have changed recently, as highlighted by some recent

studies [12, 162, 163]. Many people now perform short-distance trips (SDT) due to workplace

closures and remote-working arrangements. Due to pandemic-related safety reasons, refueling

convenience (RC) has also become a new priority where; the people who own EVs increasingly

prefer to charge at home versus going to public charging stations. To some degree, the safety

concerns also promote EV proliferation as ICV owners do not have that choice and mostly have

to go to a public gas station to refill their vehicles. If the pandemic sustains, [164] suggests that

these factors may increasingly influence the vehicle buyer’s decision going forward. Irrespective of

whether the pandemic factors sustain or not, their impact will only influence a subset of the overall

vehicle buyers, and hence they can be mathematically represented as:

Y(𝑡) = % of vehicle buyers caring about "Y" at a given point in time (t)
Total number of vehicle buyers at a given point in time (t)

(3.8)

where Y ∈ {ET, EVP, EVE, SDT, RC}

As highlighted in Figure 3.1, the above set of factors represented by Equations (3.5)–(3.8)

together helps define the relative EV proliferation rate (REVPR) with respect to ICVs at any given

point in time. REVPR is calculated as a weighted sum of these factors where each factor’s weight
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could be assigned on a scale of 0 to 1, representing 1 as high, 0.66 as a medium, 0.33 as low, and 0

as insignificant based on the geographical applicability of each factor. The weighted sum method

is widely adopted and is applicable for scenarios where it is necessary to calculate a composite

objective function that combines multiple objective functions into one scalar [165]. Therefore, the

REVPR can be defined as the following:

REVPR(𝑡) =
𝑀∑︁
𝑖=1

𝑤𝑖 𝑓𝑖 (𝑥 (𝑡)) (3.9)

where, fi(x(t)) represents individual factors impacting EV proliferation and wi represents their

corresponding weight, satisfying

𝑀∑︁
𝑖=1

𝑤𝑖 = 1, 𝑤𝑖 ∈ (0, 1) (3.10)

3.1.2 Calculating EVMS Using REVPR

The REVPR defined using the above approach signifies a vehicle buyer’s decision making in

choosing an EV over an ICV, where a higher value of REVPR represents a higher probability of

choosing an EV. REVPR influences the decision making of both first-time vehicle buyers (FTB) and

vehicle repurchasers (VR). Therefore, at any given point in time (t), the number of EV buyers (EVB)

and ICV buyers (ICVB) can be represented as:

EVB(𝑡) = REVPR(𝑡) ∗ (FTVB(𝑡) + VR(𝑡)) (3.11)

ICVB(𝑡) = (1 − REVPR(𝑡)) ∗ (FTVB(𝑡) + VR(𝑡)) (3.12)
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where FTVB can be calculated using the growth rate of new vehicle buyers per year (GRNVPY)

over an initial set of vehicle buyers:

FTVB(𝑡) = FTVB(0) +
∫ 𝑡

0
New Vehicle Buyers(0) ∗ (1 + Growth Rate)𝜏𝑑𝜏 (3.13)

and VR can be considered as a combination of EV owners (EVO) and ICV owners (ICVO) whose

vehicle’s average lifespan (AVL) is completed and are going to buy a new vehicle:

VR(𝑡) = (EVO + ICVO) where AVL ≥ 10 years (3.14)

Consequently, the total number of EVO and ICVO can be calculated using the following:

EVO(𝑡) = EVO(0) +
∫ 𝑡

0
EVB(𝜏)𝑑𝜏 (3.15)

Similarly, the total number of ICV owners (ICVO) can be calculated using the following:

ICVO(𝑡) = ICVO(0) +
∫ 𝑡

0
ICVB(𝜏)𝑑𝜏 (3.16)

Finally, the EV market share (EVMS) can be obtained using the following:

EVMS(𝑡) = EVO(t)
EVO(t) + ICVO(t)

(3.17)

3.1.3 Quantifying Value Streams Using REVPR

At a high level, the concept of value streams is qualitative. However, as it helps in EV-related

investments and policy-making decisions, it is essential to quantify value streams for efficient decision

making and course correction where needed. One way to quantify value stream is by assessing it
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against a "desired" EV proliferation that is required for a value stream to be considered "effectively"

realized based on a policy or business decision. This research employs binary classification to

quantify the "effectiveness" of the value stream, which further helps assess the efficacy of a previous

decision as good or bad or make new decisions regarding policies and investments. Therefore, the

relationship between a value stream and REVPR can be represented as follows:

VS(t) =


1, 𝑅𝐸𝑉𝑃𝑅(𝑡) ≥ 𝑅𝐸𝑉𝑃𝑅desired

0, 𝑅𝐸𝑉𝑃𝑅 < 𝑅𝐸𝑉𝑃𝑅desired

(3.18)

where VS is a value stream such as EVCM, EVFMO, and others as described in Section 2.3,

REVPR(t) is the relative EV proliferation rate at a given point in time t, and REVPRdesired is assigned

based on a policy or business decision, for a value stream to be considered "effective".

It is essential to note that applicable domain knowledge must be leveraged to identify the

most influential factors shaping the specific value stream. For instance, the Electric Vehicle Fleet

Management Operator (EVFMO) achieves greater effectiveness through favourable policy decisions

and increased investments that support electric vehicle fleet expansion, which, in turn, leads to

selecting a lower value for STFM. There is no universally optimal method for selecting an ST value;

rather, it requires qualitative estimation informed by domain expertise and the extent of policy and

investment efforts. A lower ST value necessitates immediate policy action and investment, whereas

a higher ST value allows for a more relaxed approach. Mathematically, the REVPR Equation (3.9)

is influenced by the X(t) Equation (3.7), which depends on ST. Thus, the relationship between the

value stream and ST can be logically expressed as follows:

VS(t) : 𝑅𝐸𝑉𝑃𝑅 −→ 𝑆𝑇X (3.19)
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3.2 Model Validation and Simulation

The model presented in the previous section is simulated for multiple scenarios which analyze

the relative EV proliferation and total market share across jurisdictions to study the timelines for

each EV value stream. The base set of values for all factors, as highlighted in Table 3.2, are obtained

from multiple sources [1, 9, 25, 26, 27, 42, 43, 166, 167, 168] where, without loss of generality, the

geography is selected as USA and the base year for simulation as 2020. The model can be applied

across any jurisdictional and regulatory boundary to study EV proliferation as long as the supported

data is available. Going forward, as new factors emerge, the model will require updates to include

those as part of the analysis.

3.2.1 Scenario 1: Comparative Analysis to Assess the Impact of

Additional Factors on EV Proliferation and Market Share with

Respect to the Previous Related Work

This scenario focuses on assessing the contribution of this work by considering additional EV

proliferation factors not covered in previous studies, as highlighted in Table 3.1. To realize that,

the base model factors are simulated against the scenario where the specific factors based on Table

3.1 were considered for respective studies and the rest were eliminated by setting their weight to

zero. Figures 3.3 and 3.4 present the projections for REVPR and EVMS. It is evident that the

REVPR and EVMS generated from the previous studies differ significantly among themselves,

highlighting the importance of additional factors considered in this research and the importance of a

more comprehensive approach. Based on the values for the base scenario, the time when the EV

proliferation will surpass the total number of ICV in the specific geography, i.e., EV(#) > ICV(#),

is around 20 years, whereas, when specific factors are ignored as per previous works of literature,

it is more than 30 years. However, it should be noted that the importance of this analysis could
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be understood by changing the values of different factors and weights to inform decision making

around technology decisions, investments, and policy making. A separate scenario is presented later

to analyze this aspect further.

Table 3.2: Base values for scenario analysis.

Factor Value Factor Value

AVL (years) 10 GP(0) in 2020 (USD/gallon): 2.419

GRNVPY(0) in 2020 0.018 EP(0) in 2020 (USD/unit): 0.2

VMPY (miles) 15,000 RIGP (%) 0.0223

ICV Cost (USD) in 2020 16,000 RIEP (%) 0.018

EV Cost (USD) in 2020 35,000 EffICV 0.08

TaxICV (%) 10 EffEV 0.195

TaxEV (%) 10 STIBT, CRM, EVDR, SCEV in years 10

CMPYICV in USD 500 STFM in years 15

CMPYEV in USD 170 STCII, AEVM, TEI in years 20

Gas Stations in 2020: NGS(0) 590,000 STCAP, ETC, SDT, CAH (%) 50

EVSE in 2020: NEVSE(0) 78,500 STET (%) 100

New Vehicle Buyers in 2020: NVB(0) 17,000,000 wIBT, CRM, CHI, SCEV, ECO 1

ICV in 2020: TINICV(0) 287,300,000 wEVDR, CII, AEVM 0.66

EV in 2020: TINEV(0) 1,800,000 wCAP, ETC, SDT, CAH, FM, TEI, ET 0.33

3.2.2 Scenario 2: Analyzing the Impact of Technology Improvements on

EV Proliferation

The focus of this scenario is to assess the importance of technological factors as recent EV

technology improvements impact multiple factors in our research, including IBT, CRM, EVDR,

CII, and SCEV. The technological improvement projections depend on jurisdictional policies and

geopolitical forces and may vary once they change. Therefore, it is vital to understand the impact of

technology improvement variations on EV market share over time. As highlighted in Figure 3.5, the

50



Figure 3.3: Relative EV Proliferation Rate.

Figure 3.4: EV market share.
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Figure 3.5: EVMS for different technology improvement trends.

quicker technology improvements, such as in less than five years, can help EVs capture the majority

market share in just fifteen years from now.

3.2.3 Scenario 3: Approach to Assess the Impact of the COVID-19

Pandemic

A recent NREL report [9] studied the challenges due to the COVID-19 pandemic, including the

resulting restrictions and economic downturn, and concluded that the EV charging industry did not

get impacted as severely as other areas of the energy sector [169]. This scenario focuses on assessing

this impact by evaluating the EVMS projections considering with and without pandemic factors.

As represented by the EVMS values in Figure 3.6, the impact of the pandemic alone may not be

noticeable soon, but its gradual impact over a more extended period will demonstrate a significant

change in people’s preferences towards buying EVs over ICVs.
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Figure 3.6: EVMS projections based on pandemic impacts.

3.2.4 Scenario 4: Demonstrating Framework’s Applicability to Realize

Value Streams Through EV Proliferation Factors

This scenario highlights the EV proliferation framework and model capabilities by demonstrating

the interdependency between the EV proliferation factors and the value streams through simulations.

A reference to the latest US administration goals of 50% EV sales by 2030 [170] is made to quantify

value streams’ "effectiveness" aspect and assign a realistic value to REVPRdesired. In other words, as

REVPR represents EV sales over ICV in our model, setting REVPRdesired = 50 will help us consider

each value stream to be "effectively" realized, as described in Section 3.1.3. Moreover, leveraging

the example from Section 3.1.3, a STFM = 10 will help ensure EV in fleets will have achieved its

saturation point in 10 years (2020–2030) and will no longer act as a dominant factor in an EV buying

decision. Therefore, assigning values of REVPR = 50 and STFM = 10 could be utilized to adjust the

remainder of the values as provided against EVFMO in Table 3.3. A visual representation of this
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example is provided in Figure 3.7.

Please note that since each EV proliferation factor impacts individual value streams differently,

Table 3.3 represents one possible illustration of the same. As highlighted in Section 3.1.3, each

ST is directly governed by decision making on technological investment, policy directives, and

other aspects such as innovation breakthroughs. Therefore, it is evident that based on the domain

knowledge, certain factors and corresponding values of ST can be made larger while others smaller on

a case-by-case basis. For example, increased investment by EV manufacturers to expand the number

of EV models will lower the STAEVM, directly impacting associated value streams and making them

become "effective" sooner. In another case, a policy directive to subsidize FO may result in a sharp

increase in the number of Fleet EVs, in turn reducing the STFM, thus rapidly generating a high value

for the EVFMO value stream. In a third case, a sudden innovation breakthrough may help reduce

the battery or copper prices, in turn lowering the STCRM and creating high-value across multiple

value streams. Therefore, changing the policy or investment for a particular aspect will impact the

corresponding ST, in turn helping achieve the desired value of REVPR in the desired time period.

The mapping in Table 3.3 represents an illustrative example that helps analyze how EV

proliferation factors could work differently across each value stream to achieve the same goal of

minimum 50% EV sales, as shown in Figure 3.7.

Table 3.3: Value-stream mapping with EV proliferation factors aid in analyzing the timelines to be met for
each factor influencing individual value stream.

Value Stream Tech Factors (STIBT, CRM, EVDR, CII, SCEV) STAEVM STFM STTEI TaxEV

EVCM 10 years 20 years 15 years 10 years 10%

EVFMO 10 years 10 years 10 years 10 years 0%

V2(G/H/V) 5 years 20 years 15 years 10 years 0%

PEM 10 years except STCII = 5 years 20 years 15 years 10 years 10%

DGMEV 10 years 20 years 15 years 5 years 10%
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Figure 3.7: REVPR to achieve jurisdictional mandates.

3.2.5 Scenario 5: Comparative Analysis to Understand Model

Applicability Across Different Countries and Jurisdictional Policy

Regimes

This scenario highlights the model’s applicability across different countries, where individual

policies and locational decisions may impact EV proliferation differently. To keep the focus on

understanding policy impacts on economic and other related factors, the following assumptions have

been made to forecast the EV market share:

1. The selection of countries, such as Norway, Sweden, and the Netherlands, is based on the

understanding that they have similar environmental sustainability focus, which drives policy

directives, consequently impacting EV proliferation.

2. The USA’s inclusion in this scenario study enables the comparison of a different jurisdictional

regime partially driven by state policies and not just federal directives, as in the case of the

55



other three countries.

3. Values for the factors typically not impacted by government policies are kept the same across

countries. Those include AVL, VMPY, CMPYICV, and CMPYEV.

4. Based on the assumption that geo-political reasons such as energy (fuel and electricity) prices

have a similar global impact, factor values such as RIGP (%) and RIEP (%) are kept the same

across countries.

5. Assuming technology advancements propagated similarly across all countries, values for

EffICV and EffEV are kept the same across each country.

6. To ensure fair comparison across all the countries, parameters as STIBT, CRM, EVDR, SCEV, STFM,

STCII, AEVM, TEI, STCAP, ETC, SDT, CAH, ET, and wIBT, CRM, CHI, SCEV, ECO, wEVDR, wCII, wAEVM,

wCAP, wETC, SDT, CAH, FM, TEI, ET are also assigned equal values across countries.

Considering the above assumptions, the rest of the values highlighted in Table 3.4 are obtained

from different sources [171, 172, 173, 174, 175, 176, 177, 178, 179, 180, 181, 182, 183, 184, 185,

186, 187, 188, 189]. These factors have a direct impact due to a policy directive, investment

decisions, or other policy-related aspects and are, therefore, critical in producing the results in the

scenario analysis.

The values in Table 3.4 are leveraged to analyze the policy impacts and individual decisions

made across different countries. As depicted in Figure 3.8, Norway is already leading the pack in

terms of EV market share due to its increased focus on policies such as a low tax on EVs as opposed

to Sweden and Netherlands. Other factors, such as relatively higher gas prices and much lower

electricity prices than its neighbors, also support high EV proliferation in Norway. The USA, on the

other hand, is the smallest in EVMS% compared to the other three countries, given its vast network

of gas stations and ICV numbers, despite being one of the largest uptakers of EVs globally.
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Table 3.4: Values across different countries.

Factor USA Norway Sweden Netherlands

AVL (years) 10 10 10 10

GRNVPY(0) in 2021 0.02 0.024 0.018 0.1399

VMPY (miles) 15,000 15,000 15,000 15,000

ICV Cost (EUR) in 2021 15,095 40,000 35,000 33,000

EV Cost (EUR) in 2021 33,000 39,000 57,000 52,000

TaxICV (%) 10 30 21 25

TaxEV (%) 10 5 22 16

CMPYICV in EUR 400 400 400 400

CMPYEV in EUR 140 140 140 140

Gas Stations in 2021: NGS(0) 620,000 1600 2900 4100

EVSE in 2021: NEVSE(0) 113,600 19,300 16,335 99,500

New Vehicle Buyers in 2021: NVB(0) 14,900,000 176,276 301,006 320,000

ICV in 2021: TINICV(0) 287,300,000 5,354,451 171,573 224,000

EV in 2021: TINEV(0) 667,731 647,000 129,433 96,000

GP(0) in 2021 (EUR/gallon): 2.28 7.23 6.367 6.783

EP(0) in 2021 (EUR/unit): 0.19 0.13 0.25 0.32

RIGP (%) 0.0223 0.0223 0.0223 0.0223

RIEP (%) 0.018 0.018 0.018 0.018

EffICV 0.08 0.08 0.08 0.08

EffEV 0.195 0.195 0.195 0.195

STIBT, CRM, EVDR, SCEV in years 10 10 10 10

STFM in years 15 15 15 15

STCII, AEVM, TEI in years 20 20 20 20

STCAP, ETC, SDT, CAH, ET (%) 100 100 100 100

wIBT, CRM, CHI, SCEV, ECO 1 1 1 1

wEVDR, CII, AEVM, CAP 1 1 1 1

wETC, SDT, CAH, FM, TEI, ET 1 1 1 1
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Figure 3.8: EVMS projections across different countries subject to different policy directives.

3.3 Key Considerations for Framework Applicability

It is important to highlight that while the scenario analysis through model validation and

simulations demonstrates the framework’s flexibility, the results presented in the analysis were

entirely based on the model equations and input data. Therefore, to apply the model accurately and

obtain meaningful results, careful attention must be paid to the following:

• Identification of additional factors arising from evolving geopolitical perspectives, technologi-

cal advancements, and policy-driven directives;

• Evaluation of each factor and its relative significance within the specific scenario;

• Verification of the accuracy of input data for independent variables;

• Adjustment of model coefficients across various equations; and
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• Where applicable, evaluation and adjustment of model equations when alternative relationships

are observed between dependent and independent variables.

3.4 Summary

This chapter presented a configurable dynamic modeling framework that connects a compre-

hensive set of EV proliferation factors to a relative EV proliferation rate and, subsequently, to

time-varying EV market share. This approach enables both explanatory analysis and forward-looking

projections. By explicitly incorporating economic, infrastructure, technological, and policy drivers,

along with their interactions, within a unified set of equations, the model addresses limitations in

previous research that considered only narrow subsets of influences and lacked generalizability across

changing conditions. The framework is validated through multiple simulation scenarios that include

the effects of previously overlooked factors, technological advancements, pandemic-like disruptions,

value-stream realization, and cross-country policy comparisons. These scenarios demonstrate how

stakeholders can utilize the same core structure to investigate hypothetical situations and quantify

potential outcomes. The findings highlight the need to continually update factor selection, weights,

coefficients, and input data to ensure the model remains accurate and relevant for decision-making

as real-world contexts evolve.
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4 | Responsible AI Framework for

AI-based AVs: Addressing Bias and

Fairness Risks

Addressing all the AI risks, as previously discussed in Section 2.5, requires a holistic approach

involving collaboration between key stakeholders, including policymakers, industry leaders, re-

searchers, and the public, who will be end-users of the AVs. Involvement from each stakeholder

is essential to develop robust governance frameworks, ethical guidelines, and technical solutions

that prioritize safety, security, privacy, fairness, and societal well-being in the deployment of AVs.

Therefore, this thesis proposes a system-level AI Risk Identification and Mitigation approach for

an AI-based AV system by implementing a holistic RAI framework, as depicted in Fig. 4.1. The

first layer of the conceptual framework brings together the nine crucial AI risk domains discussed

earlier, necessitating comprehensive risk identification and mitigation strategies. Each risk domain

comprises multiple risks that impact the real world usage of AI-based AVs, which need to be

addressed in the context of AV’s functionality. The proliferation of cloud and edge computing,

combined with the usage of automation and AI further improved by Generative AI technology, poses

additional risks that were not present in traditional non-AI-based vehicles.

The objective of the second layer is to identify different risks across the entire AI lifecycle

for each risk domain under consideration. This layer in the framework presents three stages of
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Figure 4.1: RAI Framework for AI-based AVs

RAI intervention for the AI lifecycle: the pre-design stage for the AI model; AI model design,

development, and deployment; and post-AI model deployment. These stages play pivotal roles

in ensuring the applicable risks are identified and mitigated at each stage of the AI development

lifecycle, bringing efficacy, reliability, and safety to AV systems. The AI risks in the pre-model

design stage include risks during data collection and processing activities comprising of data

acquisition, storage, and pre-processing of data necessary for training, testing, and operation of the

AI system. This stage also includes risks creeping in due to poor system design practices, wherein

the overall architecture and functionality of the AV system are conceptualized and defined. AI model

design, development, and deployment activities constitute the second stage, focusing on creating

and optimizing AI algorithms and models tailored for AV tasks. The third stage includes all the

activities following the deployment of the AI model, where the AI model is maintained and regularly

tuned for optimal performance. This stage involves evaluating and validating AI model performance

and effectiveness in real world scenarios achieved through ongoing management, maintenance, and

monitoring of the AI system to ensure continued functionality and performance.

The third layer presents the components for effective risk mitigation across each stage discussed

in the second layer. Please note that these mitigations are not a one-time effort; in most cases,

they are continuous improvements for each functionality of an AV that leverages AI. For example,
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at the AI system and data level, mitigation efforts could involve implementing and continuously

improving cybersecurity measures, data encryption techniques, and access controls to safeguard

against security breaches and privacy violations. Similarly, strategies, including incorporating

fairness-aware algorithms, bias detection mechanisms, and diverse training data to mitigate biases

and ensure equitable outcomes, need to be continuously worked upon at the AI model design and

development level. Finally, at the AI model monitoring level, continuous monitoring, auditing, and

evaluation of AI systems are essential to detect and address potential risks, anomalies, or deviations

from expected behavior, enhancing AI-based AV systems’ reliability, transparency, and safety.

The proposed framework could help achieve the objectives of an RAI-based AV system spanning

across each phase of AI design, development, deployment, and real world AV operations leveraging

AI. It is essential to highlight that the framework’s second and third layers apply to all AI risk

domains highlighted in Layer 1. However, it is crucial to consider the different risks under each

domain to elaborate on the framework for all risk domains. For the simplicity of the framework’s

application and with the objective of not losing generality, this study selected bias and fairness as

the risk domain to identify and mitigate each applicable bias risk applicable to AV’s AI lifecycle.

The application of the remaining risk domains is considered a future research opportunity.

4.1 Describing applicable Bias and Fairness Risks for AVs

Bias and fairness are concepts shaped by societal norms and are contingent on the context,

reflecting individuals’ or organizations’ values, ethical standards, and legal requirements. To ensure

that AI systems serve the best interests of both people and society, it is essential to establish a

clear definition of fairness within a specific context and to be capable of evaluating whether a

system operates impartially. Furthermore, AI development teams must effectively communicate

this definition and ensure the adherence of AI systems to it. Equitable treatment of all groups by

AI models is paramount, and proactive measures should be taken to mitigate potential biases and
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Figure 4.2: Bias Risks and Mitigations across the AI lifecycle by leveraging the RAI Framework for
AI-based AVs

prevent adverse outcomes, such as discrimination based on gender, race, or ethnicity. Fig. 4.2

presents important bias risks and mitigations useful across different stages of the AI lifecycle for an

AI-based AV which are described in the following sections.

4.1.1 Stage 1: Pre-design stage for AI Model

During Stage 1, the bias risks could creep in as early as during the AI system design conceptu-

alization due to non-inclusion bias or during the data collection through representation bias. It is

essential to address these biases early by incorporating diverse stakeholders (prevent non-inclusion),

ensuring diverse, representative datasets (avoid representation and selection bias), using transpar-

ent metrics and minimizing proxies (prevent proxy and measurement bias), and acknowledging

historical inequalities and compensating for them during data processing (mitigate historical and

pre-processing bias). Table. 4.1 highlights individual risks during stage 1 and their analysis through

63



Table 4.1: Bias and fairness risks during pre-design stage for AI-based AV

Risk Description Identification Mitigation Direction
Non-inclusion
bias [190]

This bias risk creeps in when early de-
sign choices unintentionally exclude
certain user groups, not due to data
but due to limited considerations in
system conception. For instance, an
AV system that only supports specific
languages may inadvertently restrict
access for non-speakers, creating bar-
riers to equitable use.

One method to detect non-inclusion bias
is to explicitly define the target audience
and consider groups that may be unin-
tentionally excluded. This helps ensure
inclusive design from the start. Post-
deployment, monitor usage and gather
feedback to identify and address any ac-
cessibility issues specific groups face.

To address non-inclusion bias, apply
inclusive design principles by prioritiz-
ing accessibility and supporting multi-
ple languages. Regularly monitor and
collect feedback to make necessary ad-
justments, particularly for underserved
groups. Engage a diverse design team
early to anticipate and resolve usability
issues.

Representation
bias
[191, 192, 193]

This risk arises when a training dataset
lacks diversity, failing to reflect the
broader population the ML model
serves. This limited data leads to bias,
causing the ML model to favor certain
patterns and reducing its ability to gen-
eralize effectively.

Two main methods to detect representa-
tion bias are (1) checking for equal repre-
sentation of subgroups within a feature
and (2) ensuring subgroup distributions
match those in the broader population.
Choosing the best approach requires con-
sulting domain experts for the specific
application.

While representation bias does not in-
validate data or models, it should be
recognized because it can cause per-
formance disparities across subgroups.
To address this, researchers can collect
more diverse datasets or use methods
such as oversampling or undersampling
to ensure balanced subgroup represen-
tation.

Measurement
bias
[192, 193, 194]

This risk refers to systematic bias aris-
ing in data collection, recording, or
analysis, causing a deviation from the
true value of the variable. It can occur
at any stage, from instrument design
to data interpretation.

To detect measurement bias, review mea-
surement procedures to ensure they accu-
rately capture needed information. Com-
paring sample results with true values
from a larger population or reference
standard can highlight discrepancies. Ad-
ditionally, comparing outcomes from dif-
ferent methods or instruments measuring
the same variable can reveal potential
biases.

To address measurement bias, use stan-
dardized, validated tools appropriate
for the context, verify results with mul-
tiple measurements, and apply blinded
or double-blinded procedures when ob-
server effects may occur, such as the
Hawthorne effect. Disclose any limita-
tions or potential sources of bias when
interpreting data and drawing conclu-
sions.

Proxy bias
[192]

In data science, a proxy variable is
indirectly related to the variable of
interest. Proxy bias occurs when this
proxy is used as a substitute for an
unmeasured variable in a statistical
or ML model, potentially leading to
inaccurate conclusions.

A method to detect proxy bias involves
scrutinizing the variables for making pre-
dictions and assessing whether they gen-
uinely pertain to the desired outcome or
are associated with any other input vari-
able.

To address proxy bias, prioritize vari-
ables that directly correlate with the
desired outcome. If only proxy vari-
ables are available, consider collecting
additional data or using feature engi-
neering to create variables more closely
linked to the outcome.

Historical bias
[193, 195]

This risk arises from existing biases
in the world that are reflected in the
data. As the world changes, models
trained on outdated data may become
obsolete.

To detect historical bias, review available
data to determine if it differs from the
intended outcome or is prone to change.

To address historical bias, augment data
for underrepresented scenarios or ad-
just the model’s output by assigning
appropriate weights.

Pre-processing
Bias [196]

Pre-processing bias occurs when data
cleaning, transformation, or prepara-
tion introduces distortions. Altering
specific data or features during these
steps can result in biased outcomes.

Pre-processing bias can be identified by
reviewing decisions made during data
cleaning, transformation, and prepara-
tion. Assess whether data or features
are omitted or altered in ways that may
introduce bias, and consider the impact
on specific groups or variables.

To address pre-processing bias, con-
duct sensitivity analyses using different
pre-processing techniques and evaluate
their effects on results. Data scientists
should apply business knowledge to
ensure data is synthesized and refined
appropriately.

Selection Bias
[197]

This bias occurs when samples are
not randomized, leading to non-
representative data. Key types in-
clude sampling bias, where data does
not reflect the broader population;
reporting bias, which misrepresents
event frequencies; participation or non-
response bias, resulting from skewed
responses due to non-participation;
and survivorship bias, which considers
only selected individuals and excludes
those who did not qualify.

To detect selection bias, confirm that the
dataset accurately represents the intended
population. Review the data’s origin, its
alignment with the target population, and
any relevant subgroups or distributions.
Assess missing features and their effects
on groupings. Identifying representation
bias, which may result from selection
bias, is also helpful.

If the sampling process does not cover
the entire population, mitigate selection
bias by re-sampling with a different
method if possible, seeking additional
datasets to represent the remaining pop-
ulation, and revising the study frame-
work and conclusions as needed.
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identification and mitigation strategies. Furthermore, these risks can also compound and amplify

each other, leading to dangerous oversight in decision-making, suboptimal performance in real world

conditions, and disproportionate risks for underrepresented groups. These biases work together

to make the AI system unreliable and inequitable, eroding public trust and increasing the liability

for AV manufacturers. The following is an analysis of the cumulative impact of multiple biases,

emphasizing how they interact and create compounding risks.

1) Non-Inclusion Bias & Representation Bias: If non-inclusion bias prevents diverse voices (e.g.,

rural or disabled individuals) from being considered during the design phase, the resulting datasets

may also have representation bias. These biases together can cause the AVs to perform poorly in

underrepresented conditions, such as narrow roads in rural areas or interactions with pedestrians

using wheelchairs, making the system unsafe or non-functional for certain groups.

2) Measurement Bias & Proxy Bias: These two biases can interact when the AV system relies

on proxy data that amplifies existing inaccuracies. For example, in cases when lower-income

neighborhoods are used as a proxy for high-risk driving conditions, measurement bias could

cause sensors to misidentify obstacles in these areas (e.g., darker-toned objects at night). In this

scenario, the AI-based AV may behave more cautiously or erratically in such locations, leading to

discriminatory or unsafe behavior and reducing trust and adoption.

3) Historical Bias & Pre-Processing Bias: If historical data already contains systemic biases

(e.g., more accidents recorded in neighborhoods with poor infrastructure), and pre-processing

techniques focus only on cleaning or smoothing typical patterns, important edge cases might be lost.

This results in models reinforcing existing inequalities, with AVs less prepared for rare but critical

scenarios—like sudden potholes or jaywalking in underdeveloped areas.

4) Selection Bias & Representation Bias: These biases compound each other, as a non-representative

data selection limits the scope of what the AV can accurately predict and react to. For instance, if the

training data disproportionately comes from sunny highways, the AV will struggle with scenarios

like snowy rural roads. This creates an unsafe system that performs well in ideal environments but
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fails when faced with real world complexities.

5) Proxy Bias & Non-Inclusion Bias: A lack of diverse stakeholder input (non-inclusion bias)

combined with reliance on proxies can lead AVs to make flawed assumptions about safety and risk.

For example, when proxies like income levels or infrastructure quality are leveraged to predict safe

driving conditions, the AV may neglect to account for the unique needs of cyclists or individuals

crossing in less-regulated areas. This could result in dangerous oversight, disproportionately harming

those already marginalized.

6) Measurement Bias & Historical Bias: If AV sensors struggle to capture certain objects accurately

(measurement bias), and these objects are also underrepresented in the training data (historical

bias), the problem is magnified. For example, when past data has fewer records of bicycles or small

electric scooters, and the sensors used by the AV are not optimized to detect them. In that case, the

AV will perform poorly in environments where such vehicles are common and could result in safety

risks or even fatal accidents.

4.1.2 Stage 2: AI-model design, development, and deployment

This second set of bias risks, include aggregation bias, conception flaws, evaluation bias, and

confirmation bias, which could appear due to insufficient technical considerations during the AI

model design, development, and deployment activities. These biases, as described in Table. 4.2,

could be identified in different ways and require specific mitigations before the model is deployed to

an AV. Additionally, similar to Stage 1, the interaction of these biases during the AI model design and

development stage could create compounding risks that can have serious real world consequences.

These biases affect how data is aggregated, how models are conceptualized and evaluated, and

how feedback is interpreted, leading to: overconfidence in AV capabilities, resulting in unsafe

deployments; inability to generalize across diverse environments, causing unpredictable behavior;

lack of testing coverage, where critical edge cases are neglected; and loss of trust and reputational

damage following deployment failures. The cumulative impact of these biases interacting with each
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Table 4.2: Bias and fairness risks during AI-model design, development, and deployment stage for AI-based
AVs

Risk Description Identification Mitigation Direction
Aggregation
bias [192,
193, 198]

It occurs when data aggregation
or summarization leads to informa-
tion loss and potentially skewed out-
comes. This process can obscure
variations in more detail, resulting in
biased conclusions. Relying solely
on aggregated data can lead to er-
roneous deductions. Additionally,
model aggregation bias arises when
a universal model fails to consider
distinct groups or examples, assum-
ing a consistent mapping from in-
puts to labels across all data subsets,
which may not reflect reality.

To identify aggregation bias, it is crucial to as-
sess whether data is being overly summarized,
potentially masking important subgroup dif-
ferences, and involves examining how data is
aggregated and ensuring that critical variations,
such as demographic, environmental, or con-
textual differences, are not lost in the process.
Collecting disaggregated data and performing
sensitivity analyses can help uncover hidden
biases early, ensuring the model accounts for
diverse real world scenarios, which is especially
vital for AVs operating across varied environ-
ments and populations.

To mitigate aggregation bias, select-
ing an appropriate level of granu-
larity that aligns with the research
goals is crucial. Conducting sensitiv-
ity analyses at different aggregation
levels and examining disaggregated
data can help address this issue. Ad-
ditionally, maintaining transparency
about the chosen aggregation level
and any limitations or biases intro-
duced during the aggregation pro-
cess is essential when interpreting
and presenting findings.

Conception
flaws [195]

Conception flaws, or relation bias,
refer to biases from how a research
inquiry, hypothesis, or study design
is conceptualized. These biases oc-
cur when the research question is
poorly framed or incomplete, lead-
ing to potentially biased conclusions
or interpretations of the findings.

Identifying conception flaws in AI involves
thoroughly reviewing AI systems’ design, de-
velopment, and implementation. This includes
assessing foundational assumptions, concepts,
and data to uncover biases or constraints. En-
gaging diverse stakeholders throughout develop-
ment, testing, and validation provides valuable
perspectives and helps detect potential flaws.

To address conception flaws in AI,
proactively tackling biases and er-
roneous assumptions during design
and development is crucial. Engag-
ing diverse stakeholders throughout
these stages helps mitigate potential
flaws.

Evaluation
bias
[192, 193]

This bias pertains to the existence
of biased or flawed assessment tech-
niques or criteria employed to gauge
the performance or efficacy of AI
systems. It can result in inaccurate
or insufficient evaluations of an AI
system’s performance, as the assess-
ment methods may not fully reflect
the system’s real world capabilities.

Detecting evaluation bias in AI requires thor-
oughly assessing the evaluation techniques, cri-
teria, and datasets used to gauge an AI system’s
effectiveness. This includes ensuring the meth-
ods are comprehensive, impartial, and relevant
to real world settings. Comparing the distribu-
tion of training and testing datasets can confirm
their representativeness and check for drift bias.
Additionally, examining potential biases in test-
ing datasets helps identify evaluation bias.

To address evaluation bias, it is es-
sential to utilize varied and inclusive
test datasets that faithfully represent
the real world environment where
the system will be deployed. Ad-
ditionally, continually updating and
improving evaluation techniques and
criteria based on feedback and real
world performance can help mini-
mize evaluation bias.

Confirmation
bias [199]

Confirmation bias denotes a flawed
decision-making process that rein-
forces preexisting notions or beliefs
without a comprehensive and impar-
tial assessment of the evidence. This
bias can result in validating infor-
mation or findings that align with
existing beliefs while dismissing or
disregarding contradictory evidence.

Confirmation bias can be detected by carefully
scrutinizing the decision-making procedures,
data selection, interpretation methods, and val-
idation techniques employed throughout the
design and development phases.

To counteract confirmation bias, it’s
essential to use diverse datasets and
robust validation techniques, fos-
ter openness to varied viewpoints,
anonymize data, and assemble a di-
verse team of experts and stakehold-
ers from the start. Additionally, scru-
tinizing funding sources helps ensure
impartial evaluation.
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other can lead to systemic failures, unintended behaviors, and safety risks. The following list analyzes

how the interaction between aggregation bias, conception flaws, evaluation bias, and confirmation

bias affects the AV development lifecycle. These compounding risks can be mitigated broadly by

diverse, context-sensitive data collection to avoid aggregation bias, scenario planning with diverse

stakeholders to challenge assumptions and prevent conception flaws, comprehensive evaluation

frameworks that account for edge cases and atypical conditions, and employing independent review

processes to identify and mitigate confirmation bias.

1) Aggregation Bias & Conception Flaws: If developers design the AV model under flawed

assumptions (conception flaws) and combine diverse datasets without proper contextual weighting

(aggregation bias), the system will perform poorly in specific scenarios. For example, assuming

that braking patterns for urban and rural settings are identical and merging their data without

accounting for differences can result in unsafe braking behavior on rural roads. Such interactions

make the AV brittle, with significant performance gaps that are hidden during development but

surface dangerously during deployment.

2) Evaluation Bias & Confirmation Bias: Evaluation and confirmation biases can reinforce each

other, creating a feedback loop where the AV flaws go unnoticed or are dismissed. For example, if

developers expect their AV model to handle urban traffic well, they may design tests that primarily

cover urban scenarios. Even if the model performs poorly in unexpected rural environments, the

focus will remain on validating its urban performance. As a result, the vehicle could be prematurely

deployed in settings for which it is unprepared, compromising safety and trust.

3) Aggregation Bias & Evaluation Bias: Aggregating data from different sources (e.g., multiple

countries) without proper adjustments may give the appearance of a robust model, but if evaluations

emphasize typical or average scenarios, edge cases will be neglected. For example, if the evaluation

criteria focus on highway driving under good weather conditions, the AV may perform well in tests

but struggle in snow-covered urban environments. This interaction results in overconfidence in AI

model capabilities and can lead to deployment failures in untested conditions.
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4) Conception Flaws & Confirmation Bias: When conception flaws guide design and confirmation

bias leads developers to reinforce these flaws, the AV model can fail catastrophically. For instance,

if developers assume that all pedestrians will wait at crosswalks, they may ignore testing scenarios

where pedestrians jaywalk. Even if the model encounters such cases during testing, confirmation

bias can cause developers to treat them as edge cases and dismiss them. The consequence is an AV

system prone to unpredictable failures in real world environments, where jaywalking or unexpected

pedestrian behavior is common.

5) Aggregation Bias & Conception Flaws & Evaluation Bias: This three-way interaction can

produce a model that appears well-tested but fails to handle variability in real world scenarios. For

example, the AV may behave erratically or dangerously in countries with informal traffic norms,

such as drivers ignoring lane markings or pedestrians crossing at random points. This case could

lead to unsafe deployments, particularly in underrepresented environments, and expose the AI model

to legal and reputational risks.

6) Confirmation Bias & Aggregation Bias: This interaction can result in false confidence in the

AV’s performance. For example, developers may aggregate driving data from both clear and rainy

conditions without giving proper weight to the rainy scenarios. During the evaluation, confirmation

bias may cause testers to focus on successful cases under clear weather, ignoring poor performance in

the rain. This scenario leads to an over-optimistic assessment, and the AV could fail catastrophically

in adverse weather, compromising public safety and damaging trust.

4.1.3 Stage 3: Post-AI Model deployment

Biases could penetrate post-deployment of AI models in an AV, i.e., during AI model operations,

and could be identified through appropriate monitoring as highlighted in Table. 4.3. As the AV

encounters new challenges, performance can degrade over time, especially if there is inappropriate

reliance on automation. However, the cumulative impact of post-deployment biases can lead to

serious safety risks, operational inefficiencies, and loss of trust, all of which must be proactively
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Table 4.3: Bias and Fairness risks post AI-model deployment stage for AI-based AV

Risk Description Identification Mitigation Direction
Deployment
bias
[193, 200]

Deployment bias in AI systems oc-
curs when a model’s performance
differs in the real world compared
to its development or testing phases.
This bias can arise from discrepan-
cies between training data and the
deployment environment, changes in
user behavior, or unexpected inter-
actions with other systems. Deploy-
ment bias may lead to gaps between
expected and actual performance, re-
sulting in unintended consequences
or inaccuracies in decision-making.

Comprehensive monitoring and evalua-
tion are essential to identify deployment
bias in AI systems. This includes com-
paring the model’s performance in real
world scenarios to its performance during
the development and testing phases, as
discrepancies may indicate deployment
bias. Analyzing feedback from users and
stakeholders can also offer insights into
any unexpected behaviors or performance
issues that occur after deployment.

Mitigating deployment bias involves proac-
tively adapting the AI model for real world
conditions. Continuous monitoring and
retraining with updated data from the de-
ployment environment help the model ad-
just to changing patterns over time. Tech-
niques like domain adaptation, which fine-
tunes the model with deployment-specific
data, can enhance performance. Regular
audits, performance reviews, and trans-
parency measures are also essential for
effectively identifying and addressing de-
ployment bias.

Automation
bias [129]

Automation bias is the tendency
of human operators to over-rely
on automated decision-making pro-
cesses, even when these processes
are flawed. This bias occurs when
individuals trust AI algorithms with-
out critically assessing their accu-
racy, potentially leading to decision-
making errors. As a result, operators
may ignore contradictory informa-
tion or neglect to intervene, mistak-
enly assuming the automated system
is infallible.

Identifying automation bias in AI sys-
tems requires close monitoring of human-
AI interactions and decision-making pro-
cesses. This includes observing how
users engage with the AI, their reliance
on automated recommendations, and
whether they override or disregard AI
outputs. Additionally, collecting user
feedback on their perceptions of the AI
system’s reliability and trustworthiness
can offer valuable insights into the pres-
ence of automation bias.

Mitigating automation bias requires com-
bining technological solutions with human-
centered strategies. Key strategies include
providing transparent information about
the AI system’s limitations, implementing
decision-support tools for verifying AI-
generated recommendations, and fostering
a culture of skepticism and critical thinking
through ongoing training on AI capabili-
ties and limitations. These measures can
reduce reliance on automation and promote
balanced decision-making.

Drift bias
[130, 201]

Drift bias refers to the phenomenon
where the performance of a trained
model deteriorates over time due to
changes in the data distribution or un-
derlying environment. This bias can
occur when the assumptions made
during model training no longer hold
true in the deployment environment,
leading to inaccuracies or prediction
errors.

Identifying drift bias in AI systems in-
volves continuously monitoring and an-
alyzing model performance over time.
This can be done by comparing historical
and recent performance metrics to spot
discrepancies. Concept drift detection
algorithms can also help identify shifts
in data distribution, indicating drift bias.
Additionally, gathering feedback from
users and stakeholders can provide in-
sights into environmental or behavioral
changes affecting model performance.

To mitigate drift bias, proactive measures
are essential for adapting the AI model to
changing conditions. This includes peri-
odically retraining the model with updated
data to maintain its relevance and accuracy.
Techniques like online learning, which in-
crementally update the model as new data
arrives, can help it adapt to evolving pat-
terns. Additionally, integrating feedback
loops and monitoring mechanisms into the
system architecture allows for continuous
evaluation and refinement to reduce the
impact of drift bias over time.
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managed through careful monitoring, diverse testing, regular model updates, and human oversight.

The following list explains each bias and explores how their cumulative impact can lead to dangerous

or unintended outcomes once the AV is in real world use.

1) Deployment Bias & Automation Bias: When an AV is deployed in conditions different from its

training environment (deployment bias), it may encounter unfamiliar situations where it performs

poorly (e.g., unmarked rural roads, unusual pedestrian behavior). If automation bias leads human

operators or passengers to rely too heavily on the system’s judgment without intervening when

needed, the consequences can be severe. For example, in bad weather or unpaved roads, the AV

might make incorrect decisions, such as failing to detect obstacles or misjudging turns. Because

users assume the AV knows what it is doing, they may fail to take corrective actions, resulting in

collisions or unsafe situations.

2) Drift Bias & Automation Bias: As environmental conditions evolve—such as new construction,

seasonal changes, or sensor wear—the AV’s original model may become outdated, leading to errors

or delays in decision-making (drift bias). Meanwhile, if users develop automation bias, they may

stop monitoring the vehicle’s behavior and ignore warning signs (e.g., the AV struggling to handle

new road layouts or missing traffic signs). Small performance degradations can accumulate over

time without manual intervention, leading to near-misses or even critical failures. This is especially

risky in edge cases for which the AV was not initially trained, such as sudden lane closures or newly

introduced driving rules.

3) Deployment Bias & Drift Bias: When an AV is deployed in new environments (deployment bias),

the system may already struggle with unfamiliar scenarios—such as different pedestrian behaviors

in certain regions. Over time, if the environment further evolves (e.g., road infrastructure changes,

updated speed limits, or sensor degradation), drift bias can magnify these challenges. For instance,

a vehicle trained for urban settings with clear road signs may perform poorly in rural environments

where markings are faint or missing. As conditions gradually drift, the gap between the model’s

expected environment and the real world widens, leading to frequent errors or unsafe behavior. In

71



such cases, compounding deployment and drift biases can result in the AV making inconsistent or

unpredictable decisions, which can be highly dangerous—such as failing to yield at unexpected

crosswalks or misinterpreting temporary road barriers.

4) Automation Bias & Deployment Bias & Drift Bias: In scenarios where an AV system designed

and successfully tested for urban deployment is deployed more widely in suburban and rural areas

(deployment bias), over time, environmental changes (e.g., new intersections, updated traffic signals,

sensor wear) could lead to drift bias. However, due to automation bias, human operators may trust

the AV system implicitly, assuming it can handle these evolving situations without manual oversight.

This cumulative impact could potentially lead to, but not limited to, the following scenarios:

•Increased risk of accidents: As the AV encounters new or unexpected situations—such as pedestrians

crossing outside crosswalks or weather-affected sensor readings—the model’s performance

deteriorates, but users fail to notice or intervene.

•Delayed corrective measures: Automation bias can also mean operators are slow to respond when

the vehicle malfunctions, assuming the AV will correct itself. This case is hazardous during critical

edge cases (e.g., sudden detours or emergency braking).

•Compounding performance degradation: Deployment in diverse, evolving environments combined

with drift in system accuracy can cause progressive failures over time, eroding trust in the AV.

For example, what starts as a minor misjudgment—like improper lane changes—can grow into

systematic safety violations, such as incorrectly merging into traffic.

This three-way interaction creates a perfect storm of risk through deployment bias, which ensures

the AV faces new challenges it was not trained for; drift bias, which indicates that even the trained

behaviors gradually degrade; and automation bias, which causes users to over-rely on the AV, leading

to missed opportunities for manual intervention when the system behaves incorrectly.

Furthermore, in AVs, edge computing is critical in processing and responding to real-time data

from sensors, cameras, and other onboard devices. However, edge computing can introduce specific
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Table 4.4: Bias and Fairness risks due to distributed data processing and edge computing

Risk Description Identification Mitigation Direction
Latency-
Induced bias
[202]

Latency issues in edge computing
can introduce delays in decision-
making, mainly when data process-
ing is distributed across multiple
edge nodes with different response
times. In AVs, where real-time re-
sponse is crucial, latency differences
across nodes can lead to differential
outcomes in decisions, depending on
which node processed the data and
when.

In delayed data aggregation, bias oc-
curs when faster-arriving sensor data
(e.g., LiDAR over cameras in low
light) disproportionately influences de-
cisions, sidelining slower inputs. This
can result in inconsistent response tim-
ing, such as earlier or more confi-
dent actions based on quicker data
processing. Identifying this bias in-
volves monitoring processing times
across edge nodes and examining time-
synchronization logs to detect discrep-
ancies in sensor data arrival or pro-
cessing.

Implementing edge-node level synchroniza-
tion buffers to manage data flow ensures that
inputs from various sensors are time-aligned
before processing. This could help mini-
mize response timing discrepancies, reducing
bias due to latency variations. Similarly, im-
plementing latency-aware model calibration
that integrates real-time latency metrics into
model adjustments to balance decision tim-
ing across nodes could also help mitigate this
bias.

Resource-
Allocation
bias [202]

Resource allocation bias occurs
when specific edge nodes have
more computational resources (e.g.,
higher processing power, memory)
than others, leading to unbalanced
processing capacity across nodes. In
AVs, edge nodes closer to higher-
powered servers may process data
faster or more precisely than nodes
with limited resources.

Performance metrics comparison of
essential metrics such as accuracy and
speed of model predictions across edge
nodes with varying computational ca-
pacities and resource utilization moni-
toring and analysis to detect unequal
processing capabilities across nodes
could help detect this bias.

Implementing load-balancing algorithms to
redistribute tasks to underutilized or over-
loaded nodes dynamically, resource stan-
dardization to equip nodes with compara-
ble processing capabilities where feasible,
and efficient compression techniques to use
lightweight models or data compression to
alleviate strain on underpowered nodes could
help mitigate this bias.

Edge-Node
Prioritization
bias [202]

This bias occurs when specific edge
nodes are assigned greater impor-
tance, either due to geographic prox-
imity or hierarchical configuration
within the edge network. If data from
certain locations or sensor types is
processed with higher priority, this
setup can lead to biases in decision-
making.

This bias can be identified by examin-
ing whether certain nodes consistently
influence decisions disproportionately
and performing sensor data contribu-
tion analysis to identify which edge
nodes are prioritized during data ag-
gregation and processing.

Some techniques to mitigate this bias include
implementing federated learning across edge
nodes to ensure fair contributions from diverse
geographic and sensor data, introducing multi-
note redundancy for critical data streams to
prevent over-reliance on prioritized nodes, and
balancing nodes’ contributions by assigning
weights based on underrepresented contexts
or inputs.
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biases due to the distributed nature of data processing. Factors like latency differences, resource

allocation disparities, and edge-node prioritization can lead to biases in decision-making, affecting

AV safety and fairness. Table. 4.4 specifically highlights latency-induced, resource allocation, and

edge-node prioritization biases in this regard.

4.1.4 Compounding bias risks across Stages 1, 2, and 3

The cumulative impact of biases across the AI lifecycle of AVs, spanning pre-design, development,

deployment, and post-deployment, creates compounding risks that grow over time. Flawed

assumptions early in the design phase (non-inclusion and conception flaws) feed into biased models

(aggregation and evaluation biases), leading to inappropriate deployments and over-reliance on

automation. These risks become more severe post-deployment, as drift bias erodes performance over

time, often going undetected due to automation bias. Addressing these interacting biases through

proactive planning, diverse data collection, robust evaluation, and continuous monitoring is essential

to ensure AV systems’ safety, reliability, and equity in real world environments. The following are

the cumulative impacts of biases as they interact across the three phases of the AI lifecycle for AVs.

1) During Stage 1, Non-inclusion bias at this phase creates gaps in data used later in model

development, limiting the system’s ability to handle edge cases (e.g., pedestrians using wheelchairs

or unregulated intersections in rural areas). Further, conception flaws at the design phase result in

biased model architectures or data-gathering strategies, leading to downstream aggregation bias

(e.g., treating rural and urban driving data as interchangeable). Baked into the model from the

start, these flaws can cause systemic bias that worsens during real world deployment. Finally, poor

problem framing (conception flaws) at this stage propagates automation bias post-deployment by

overestimating the reliability of AV systems in complex environments.

2) During Stage 2, interaction with pre-design flaws, aggregation bias reinforces the non-inclusion

bias from the pre-design phase, as critical stakeholder needs like rural drivers or cyclists are absent

from both data collection and model design. Further, overconfidence in deployment and evaluation
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bias amplify the consequences of conception flaws and non-inclusion bias by introducing serious

limitations in the model’s safety assessments, giving developers a false sense of readiness to deploy.

This also interacts with automation bias—deployment teams assume the model works well across

all conditions, further underestimating risks. Finally, inappropriate deployment, when biases are not

identified and addressed during development, deployment bias emerges, leading to AVs operating in

environments they were not adequately trained for (e.g., deploying models trained in urban areas to

rural regions). This contributes to post-deployment failures.

3) At Stage 3, accumulated design to deployment failures, aggregation bias from the design phase,

and non-inclusion bias from the pre-design phase worsen drift bias post-deployment. If critical

environmental or regional differences are not captured during development, the system’s performance

deteriorates quickly in these untrained conditions. Further, automation reliance in risky scenarios

and automation bias post-deployment compounds these issues—users rely too much on the AV

system, assuming it will handle unexpected situations that were not accounted for during training

(due to selection and evaluation biases). Finally, delayed detection of drift, such as when operators

trust the AV system too much, leads to drift bias, where the system’s effectiveness decreases

over time—and remains undetected, allowing small issues to grow into critical failures, such as

misinterpreting new road signs or sensor degradation affecting obstacle detection.

4.1.5 Advanced Bias Detection Techniques

Identifying biases for AI-based AV systems is an ongoing process as new risks emerge due to

the changing AV landscape and external factors like infrastructure, environment, etc. Therefore,

advanced statistical methods—such as Bayesian inference, causal inference, Shapley values, HMMs,

Gaussian processes, counterfactual fairness, and anomaly detection—enable comprehensive bias

detection and mitigation across the AI lifecycle of AVs. These techniques provide deep insights

into uncertainties, causal relationships, and hidden biases, ensuring AV systems are robust, fair, and

adaptive throughout their development and deployment. Table. 4.5 analyzes advanced statistical
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Table 4.5: Analysis and applicability of advanced statistical methods to identify biases in AI-based AV

Technique Description Applicability
Fair Represen-
tation Learning
[203]

This technique helps assess and adjust for model bias, ensuring
fairness across multiple groups by creating latent representations of
input features that remove correlations with protected or sensitive
attributes (e.g., race, gender).

This technique helps ensure pedestrian detection
models work equally well across different demo-
graphic groups by learning bias-free representa-
tions of people in various environments.

Adversarial Debi-
asing [203]

This technique employs adversarial networks to detect biases by
training the model to remove discriminatory patterns. The system
learns to make accurate predictions while neutralizing biases linked
to sensitive attributes.

This technique helps detect and correct biases in
object classification, ensuring that the model treats
pedestrians or cyclists uniformly regardless of
environmental features (e.g., neighborhood wealth
levels).

Shapley Values
[204]

Shapley values, drawn from cooperative game theory, provide insights
into feature importance by measuring the marginal contribution of
each input feature to a model’s predictions. It helps identify when
certain features (e.g., ZIP code, lighting conditions) have an undue
influence on predictions, potentially indicating proxy bias or selection
bias.

This technique is useful for AV’s pedestrian de-
tection model as Shapley values could reveal that
predictions could be disproportionately influenced
by factors like weather conditions or regional dif-
ferences, highlighting where bias may reside.

Hidden Markov
Models(HMMs)
and Temporal
Modeling [205]

HMMs are effective in modeling sequential data, such as time-series
sensor data collected from cameras, LiDAR, and radar in AVs. It helps
identify patterns of change over time, such as sensor degradation or
performance decay in specific environmental conditions.

HMMs could be used to track changes in object
detection accuracy over time, detecting drift bias
when the AV’s performance decreases on rainy or
snowy days due to evolving environmental factors.

Counterfactual
Fairness and
Perturbation
Analysis [206]

Counterfactual fairness focuses on determining whether a model’s
prediction would have been the same if a sensitive feature (e.g.,
demographic factor) were changed. It helps identify causal bias by
testing whether outcomes depend on variables like ethnicity, location,
or traffic type.

This technique can help an AV system’s decision
to stop at a crosswalk, which can be tested using
counterfactual analysis to ensure that pedestrian
recognition works equally well across different
demographic regions or lighting conditions.

Gaussian Pro-
cesses (GPs)
[207]

GPs are non-parametric models that quantify uncertainty in predictions,
making them well-suited for environments where data is sparse or
noisy. GPs allow the AV system to flag high-uncertainty scenarios,
helping identify potential areas of evaluation bias (e.g., untrained
driving conditions).

A GP-based AV model might detect that it per-
forms poorly at night or on certain road types and
alert developers to collect more data from those
environments, reducing deployment bias.

Multi-Task Learn-
ing (MTL) [208]

MTL models learn to solve multiple related tasks simultaneously,
leveraging shared representations to improve generalization. MTL
can identify when bias from one task leaks into another, such as
when vehicle detection performance influences pedestrian detection
in biased ways.

An AV system trained for both object detection and
collision prediction could use MTL to ensure that
improvements in one task (e.g., detecting trucks)
don’t negatively impact another (e.g., recognizing
cyclists).

Variance-Based
Feature Attribu-
tion (VFA) [209]

This method measures the variance in predictions attributable to each
input feature, helping detect features that introduce biases. This
method employs bias detection via feature analysis, where if certain
variables (like specific road types or weather conditions) dominate the
prediction variance, selection bias or proxy bias is suggested in the
model.

VFAs could be leveraged to help reveal scenar-
ios like selection bias where urban traffic data
for model training overly influences AV braking
decisions.

Deep Kernel
Learning (DKL)
[210]

DKL combines deep neural networks with kernel methods to capture
non-linear relationships and uncertainties. DKL can detect hidden
biases in deep learning models used for object recognition by providing
uncertainty-aware predictions.

When used in AV perception systems, DKL can
identify when the system struggles with rare edge
cases, such as nighttime pedestrians, reducing
automation bias by alerting operators.

Anomaly Detec-
tion Techniques
(e.g., Isolation
Forests, Autoen-
coders) [211]

These methods detect outliers in data or predictions, which can reveal
the presence of bias when the system performs poorly in unexpected
scenarios. Bias detection via outlier identification or anomaly detection
can highlight underrepresented scenarios in the training dataset (e.g.,
rare weather conditions) that could lead to biased predictions.

This is useful in scenarios where an isolation forest
could detect that the AV system’s performance
drops significantly in snowy conditions, pointing
to evaluation bias from inadequate testing during
development.

Federated Learn-
ing for Regional
Bias Detection
[212]

Federated learning allows models to be trained on decentralized data
(e.g., from different regions) without sharing raw data, making it ideal
for identifying geographic biases. While detecting bias across regions,
federated learning can identify when local models perform differently
across regions, highlighting potential biases in the AV’s general model.

Regional models trained through federated learn-
ing might show that the AV struggles with round-
abouts in one city but not in others, revealing
location-specific biases.
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techniques that allow for dynamic modeling, fairness assessments, and detecting hidden biases at

various stages, ensuring the system’s robustness, equity, and safety across AI-based AV design,

development, deployment, and post-deployment phases. By proactively leveraging these methods,

developers can build more reliable, equitable, and safer AVs that perform well in a wide range of

real world conditions.

4.2 Risk Mitigation Techniques for AI-based AV Systems

This section focuses on describing AI risk mitigations and their applicability across different

stages of AI lifecycle as highlighted in Fig. 4.2. System and data-level mitigations within Stage 1 are

typically addressed upfront. The techniques for Stage 2, i.e., during the model design, development,

and deployment level, should be typically applied next, although they can sometimes be independently

addressed. Finally, the mitigation for Stage 3 will always be applicable post-deployment of the AI

model, which is always recommended to be applied after Stages 1 and 2 due to the reasons discussed

earlier. The following sections describe techniques at each of the three levels.

4.2.1 Pre-Model Design - Data level mitigations

During pre-model design level, Data Sampling techniques play a crucial role in mitigating bias

by ensuring that the training dataset is representative of the population. Along with those, Table. 4.6

highlights additional data level mitigations vital for a holistic perspective of risk mitigation before

the model design and development commences.
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Table 4.6: Pre-model design - data level bias risk mitigations for AI-based AVs

Technique Description Applicability
Stratified sam-
pling [213]

This technique divides the population into distinct strata based on
certain characteristics (e.g., age, gender, region) and then samples
proportionately from each stratum. Stratified sampling improves the
precision and reliability of estimates by ensuring representation from
all subgroups, particularly for rare or minority groups.

This technique is widely used in opinion polls, mar-
ket research, and epidemiological studies. How-
ever, stratified sampling requires prior knowledge
of the population’s stratification variables and may
be computationally intensive for large datasets
with numerous strata.

Adaptive sam-
pling [214]

This is an evolving approach that dynamically adjusts the sampling
strategy based on real-time feedback or evolving data characteristics.
Unlike discussed stratified sampling, adaptive sampling iteratively
selects data points based on the information gained from previous
samples, optimizing the sampling process over time.

This technique is well-suited for streaming data,
where the underlying distribution may change over
time, or in scenarios where the cost of sampling
varies across data points. Adaptive sampling has
applications in anomaly detection, online learning,
and real-time monitoring systems.

Adversarial debi-
asing [215]

Adversarial debiasing is a technique to reduce biases in AI systems,
promoting fairness in decision-making. It trains a model to perform
its primary task while minimizing bias by introducing an adversarial
network during training. The adversarial network generates counter-
factual examples to expose biases, while the primary network learns
to predict both original and counterfactual examples, improving resis-
tance to bias.

This approach is particularly applicable for AVs in
scenarios where equitable decision-making (e.g.,
recognizing diverse pedestrian groups) and fair-
ness across varied environments are critical for
safety and inclusivity.

Regularization
[216]

Regularization techniques in AI-based AVs mitigate bias by introduc-
ing penalty terms that discourage discriminatory behavior, focusing
on fairness rather than hypothesis complexity. Strategies include
minimizing empirical risk under fairness constraints, adjusting true
and false positive rate (FPR) for protected groups, ensuring fairness
stability, and incorporating counterfactual terms.

For AVs, regularization can improve equitable
decision-making, such as accurate detection across
diverse demographic and environmental condi-
tions. However, caution is needed, as these meth-
ods may impact the model’s robustness and gener-
alizability in dynamic real world settings.

4.2.2 AI-model design, development, and deployment stage bias risk

mitigations for AI-based AVs

Ensuring fairness in AI systems requires a comprehensive approach spanning model design,

development, and deployment to mitigate bias effectively. During the design phase, fairness-aware

objectives should be integrated by selecting diverse and representative datasets while identifying

potential biases in data collection. To ensure equiDP model learning, the development stage

should incorporate bias mitigation techniques such as reweighting, adversarial debiasing, and causal

inference. DP. 4.7 highlights multiple mitigation techniques useful in mitigating risks during this

stage.
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Table 4.7: AI model design and development level bias risk mitigations for AI-based AVs

Technique Description Applicability
Adversarial
learning
[215]

Adversarial learning methods can mitigate biases in ML models as pre-processing or
in-processing techniques, particularly concerning sensitive variables. In pre-processing,
adversarial interventions reduce dependence on specific variables by modeling causal
properties before and after intervention. This process, similar to an optical illusion
for machines, introduces intentionally misleading inputs, such as images designed to
confuse neural networks in classification tasks. Adversarial approaches are advantageous
because they accommodate multiple fairness constraints and treat the model as a closed
box, making them widely applicable. However, they can be unstable and challenging to
train reliably, especially in transfer learning scenarios. Generative Adversarial Networks
(GANs) with fairness considerations offer a promising solution by handling unstructured
data and generating "unbiased" datasets, increasing their utility across diverse domains.

Enhances model robustness by gen-
erating adversarial examples that ex-
pose hidden biases in AV percep-
tion and decision-making. While
this improves resistance to biased in-
puts, it can lead to overfitting and
requires substantial computational
resources, making real-time imple-
mentation challenging.

Causal meth-
ods [217]

Causal methods help identify dependencies between sensitive and non-sensitive variables,
making them valuable for detecting proxy biases and conducting subgroup analyses to
reveal hidden biases. They enhance transparency in classification-based decision-making
by visually representing fairness (or unfairness) within datasets. Directed acyclic graphs
(DAGs) are commonly used to illustrate causal relationships, particularly in game theory
applications. Additionally, causal methods improve training data quality by inserting,
modifying, or removing samples to enforce fairness constraints while maintaining
conditional independence within the dataset.

Helps differentiate correlation from
causation in AV decision-making, al-
lowing more precise bias mitigation.
However, defining correct causal re-
lationships requires domain exper-
tise, and incorrect causal structures
can lead to ineffective or misleading
bias corrections.

Relabeling
[218]

Relabeling (Massaging) adjusts data by reassigning labels to target variables, promoting
fairness by elevating disadvantaged groups and reducing the advantage of privileged
groups. A ranker is first trained on the original dataset to assign rankings. Then,
top-ranked disadvantaged observations initially labeled negatively are reclassified as
positive, while bottom-ranked privileged observations are downgraded from positive
to negative, ensuring an equal proportion of positive class values across subgroups.
However, relabeling has limitations: it is intrusive, as it directly modifies outcome labels,
and is restricted to binary-protected attributes, reducing its applicability. Additionally,
it defines fairness narrowly by focusing solely on uniform positive class distribution,
which may not align with complex real world fairness needs where subgroup differences
naturally exist.

Balances training datasets by correct-
ing mislabeled or underrepresented
data points. This improves fair-
ness in AV decision-making, but im-
proper relabeling may introduce new
biases, and human intervention is
often needed, increasing labor costs
and the risk of subjectivity.

Perturbation
[218]

Perturbation techniques are utilized to detect proxy variables and assess variable influence,
and are frequently applied as a preprocessing step prior to regularization, optimization,
or reweighting in in-processing approaches. These methods modify data to improve
fairness, typically with minimal adverse effects on accuracy. Perturbation can also serve
as a means of privacy protection. However, legal constraints may limit the use of data
modification methods such as perturbation or relabeling, requiring only minimal changes
to ensure compliance. While some classifiers are robust to biases or data modifications,
others may degrade in performance when training data is altered for bias mitigation.

Introduces controlled noise to data
(e.g., altering lighting conditions
in images) to reduce environmental
bias in AV perception models. While
this enhances generalization, exces-
sive perturbation can degrade model
accuracy in normal driving condi-
tions, affecting performance stabil-
ity.

Variable
Blinding
[218]

Variable Blinding reduces the influence of sensitive variables in classification models by
ensuring the classifier does not differentiate between groups defined by these variables.
One approach sets equal threshold values across all groups, effectively removing bias
from model outcomes. For example, in loan approvals, group blindness ensures
consistent decisions regardless of race or gender. However, another method—omitting
sensitive variables from training data—may reduce model accuracy and fail to eliminate
discrimination. Both approaches risk overlooking proxy variables, which can still
introduce bias. Since discrimination often arises from combinations of variables, careful
analysis is essential to ensure effective bias mitigation.

Prevents AV models from relying on
biased variables (e.g., ignoring car
color if it skews risk assessments).
This improves fairness but risks re-
moving essential contextual infor-
mation, potentially leading to poor
decision-making in critical scenar-
ios.

Reweighing
[219]

Reweighing approach aims to address bias in training data by assigning weights to
individual instances rather than altering the data itself, as seen in other methods like
relabeling, perturbation, and transformation. This technique involves finding weights that
align the distribution of specific variables between the original and target distributions.
By carefully assigning these weights to tuples in the training dataset, the approach
ensures fairness in training without modifying any labels, thus eliminating discrimination
associated with sensitive variables.

Assigns different weights to under-
represented data samples, ensuring
fairer model predictions. It is ef-
fective without modifying raw data,
but improper weighting can distort
decision outcomes, making AV re-
sponses less optimal in specific sce-
narios.
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Table 4.8: Static, non-real-time, and reactive post-deployment bias mitigation techniques

Technique Description Applicability
Calibrated
Odds [220]

Calibrated Odds manages disparities in misclassification costs to reduce discriminatory pre-
dictions, even after score calibration across groups. Based on the equalized odds principle,
it ensures similar FPR and false-negative rate (FNR) across demographic groups, preventing
disproportionate errors. The approach builds an optimal non-discriminating Bayes classifier,
considering the joint distribution of true targets, predictions, and protected attributes. It
uses randomized information withholding to minimize expected loss while enforcing fairness
constraints. However, balancing non-discrimination and calibrated probability estimates is
inherently challenging, so the method prioritizes maintaining calibration under a single cost
constraint. Its effectiveness depends on the classifier’s strong performance, making it less
reliable if the underlying model struggles with classification accuracy.

Adjust model predictions to
equalize FPR and FNR across
demographic or environmen-
tal groups. While this helps
reduce discriminatory errors,
it may slightly reduce over-
all model accuracy, requiring
careful calibration.

Thresholding
[220]

Thresholding methods address bias by recognizing that biased decisions often occur near decision
boundaries, influenced by human judgment and threshold-based decision rules. These methods
identify regions in a classifier’s probability distribution where both favored and protected
groups receive positive and negative classifications, flagging ambiguous cases as potential
bias sources. Researchers use techniques like equalized odds to adjust thresholds for different
groups, balancing true and FPR while minimizing classifier loss, promoting fair and accurate
performance. However, determining an accepDP trade-off between fairness and accuracy is
complex, especially in imbalanced datasets. While thresholding can function as a human-in-
the-loop mechanism, improper training may introduce new biases, as fairness is not a simple
monotone function, making threshold selection potentially arbitrary. Ultimately, thresholding
achieves fairness only when applied judiciously, ensuring equity without compromising accuracy.

Dynamically adjusts AV de-
cision thresholds to correct
biases, such as increasing
pedestrian detection sensitiv-
ity at night. Although effec-
tive, it requires continuous
monitoring and recalibration
to maintain optimal perfor-
mance across different condi-
tions.

Reject
Option Clas-
sification
[218]

Reject Option Classification enhances fairness by adjusting decisions where the model has low
confidence or where predictions fall near the decision boundary. It first identifies ambiguous
cases prone to bias, then modifies these decisions to favor disadvantaged groups, improving
fairness without significantly compromising accuracy. In some cases, the model may reject the
original decision and reclassify instances, even flipping them to the opposite class if it reduces
bias. This technique can be optimized for various fairness metrics, such as demographic parity,
equalized odds, or disparate impact, making it adaptable across different models. While it
effectively mitigates bias and supports multiple fairness goals, it comes with challenges, including
a trade-off between overall accuracy and the complexity of fine-tuning and implementation.

Allows AV models to defer
uncertain or potentially bi-
ased decisions for additional
review, preventing unsafe or
unfair outcomes. However,
this can introduce delays,
making it less suiDP for real-
time AV decision-making.

Predictive
Parity [221]

Predictive Parity is a post-processing technique that adjusts probability thresholds in predictive
models to ensure fairness across subgroups defined by protected attributes. It is designed
to minimize costs or maximize net benefits while maintaining fairness constraints. Unlike
Calibrated Odds, which focuses on FNR and FPR, Predictive Parity allows users to define cost
quantifications for misclassification and balances fairness metrics like FPR, TPR, or PPV. This
approach is highly versatile, integrating seamlessly into any model workflow without requiring
access to predictor features. However, it has limitations—if predictor features correlate with
protected attributes, fairness issues may persist, and achieving parity in some metrics may
create imbalances in others.

Ensures AV models main-
tain equal predictive accuracy
across different demographic
or environmental conditions.
While this enhances fairness,
it can sometimes reduce over-
all precision, leading to trade-
offs between fairness and
model performance.
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4.2.3 Post Model deployment - AI Model Monitoring Level Mitigations

Fairness should be continuously monitored to prevent disparate impacts across demographic

groups even after the deployment of the AI system. There are two categories in which post-

deployment bias mitigation could be classified. The first category listed by DP. 4.8 includes

techniques that focus on adjusting decision rules, probability thresholds, or classification confidence

levels after deployment but do not inherently adapt to new data in real-time. They rely on fixed

fairness constraints defined at deployment and may require manual retraining or parameter tuning to

remain effective. Typically, these techniques operate in a batch manner where fairness constraints

or decision adjustments are applied after a fixed evaluation period (e.g., periodic model audits or

fairness recalibration). Consequently, these techniques are reactive, applied after biases have been

detected through audits or fairness checks, and don’t provide real-time bias mitigation. The second

category of techniques listed by DP. 4.9 is real-time, which proactively adjusts AV decision-making

before biases cause safety or fairness issues (e.g., XAI can detect and adjust feature attribution biases

before a misclassification occurs, and Online RL refines AV behavior dynamically by modifying

its decision-making policies based on real world interactions). These methods are dynamic and

continuously evolving, adapting to new environmental conditions, user behaviors, or demographic

shifts, and leverage continuous feedback, real-time data streams, and automated adjustments to

mitigate bias without human intervention.

It is worth emphasizing the importance of domain adaptation techniques that could play a key role

in post-deployment bias mitigation by serving as a powerful tool for bridging the gap between training

and deployment environments and ensuring consistent model performance. These techniques could

reduce geographic and environmental bias, allowing AVs to operate safely across diverse global

locations, minimize costly retraining efforts, enable faster adaptation to new deployment areas

with minimal labeled data, and enhance fairness, ensuring equal performance across demographic,

environmental, and road variations. The following list provides these techniques that bring reliability
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Table 4.9: Dynamic, real-time, and proactive post-deployment bias mitigation during AV operations

Technique Description Applicability
Real-Time
Fairness
Monitoring
[222]

Real-Time Fairness Monitoring enables AV systems to continuously detect and correct biases
by analyzing how decision outcomes vary across demographic, geographic, or environmental
factors, ensuring equiDP behavior for all users. This technique follows a three-step process: (1)
Defining fairness metrics, such as equal pedestrian treatment across demographics or consistent
behavior in different weather conditions; (2) Monitoring bias in real-time, tracking AV actions
like braking, lane changes, and pedestrian yield across various factors (e.g., location, weather,
population demographics); and (3) Triggering alerts and dynamically adjusting model parameters
when significant bias is detected, such as the AV consistently slowing down less for pedestrians in
darker-skinned areas or poorly lit conditions. This approach is particularly effective in cases where
pedestrian detection systems fail in low-light environments or with specific clothing colors, allowing
real-time sensitivity adjustments to reduce misdetections and enhance safety.

Continuously tracks fair-
ness metrics in AV op-
erations, triggering alerts
for bias violations. This
enables immediate in-
terventions but demands
high computational power,
which may impact system
efficiency.

Continual
Learning
for Adap-
tive Bias
Mitigation
[223]

Continual Learning enables AVs to adapt in real-time, mitigating biases caused by changing weather,
lighting, or traffic conditions. This technique is essential for handling data distribution shifts,
which can lead to model drift and reduced fairness. Instead of full retraining, AV models receive
incremental updates, incorporating data from new environments to reduce drift bias. Model weights
are adjusted dynamically to improve accuracy in underrepresented conditions (e.g., rural vs. urban
driving). By identifying high-uncertainty scenarios, continual learning prioritizes improvements
where AV models struggle most. For instance, if an AV encounters a newly constructed roundabout
with unusual signage, continual learning allows it to generalize this experience to similar future
cases, preventing geographical bias where the AV only performs well on standard roundabouts.

Allows AV models to up-
date continuously based
on new data, preventing
bias accumulation over
time. However, if not
carefully managed, it risks
catastrophic forgetting of
previously learned knowl-
edge.

Online Re-
inforcement
Learning
(RL) for
Real-Time
Adaptation
[224]

Online Reinforcement Learning (RL) enables AVs to dynamically learn optimal behaviors by
interacting with the environment and receiving real-time feedback on decisions. RL algorithms
continuously update policies based on environmental changes or observed biases, ensuring fairer
decision-making. This is achieved through reward shaping for fairness, where the reward function
penalizes biased outcomes, such as failing to stop consistently for all pedestrians. RL also optimizes
decision policies by exploring different actions, such as adjusting braking distances within a safety-
constrained environment. For example, if pedestrians begin crossing at non-standard points due to
construction, RL enables the AV to adapt its pedestrian interaction policy, learning in real-time to
yield appropriately, improving safety without bias toward designated crosswalks.

Dynamically refines AV
decision policies based on
fairness feedback. While
this self-correcting mech-
anism improves fairness
over time, real-time de-
ployment is challenging
due to potential risks in
live training.

Dynamic
Threshold
Adjustment
based on En-
vironment
Sensing
[225]

Dynamic Threshold Adjustment utilizes real-time sensor data to modify AV decision thresholds
based on contextual factors like weather, road type, and pedestrian density, reducing biases related
to environmental conditions. Using context-aware sensing, AVs dynamically adjust thresholds for
stopping distances, speed, or sensor sensitivity based on learned patterns. For example, if rain or
low-light conditions lead to higher false negatives in pedestrian detection, the system increases
sensitivity accordingly. Additionally, fairness overrides ensure equiDP treatment in known bias
conditions, such as low-visibility scenarios. This technique is particularly effective when AVs
struggle with detection in heavy rain or fog, dynamically adjusting thresholds to prioritize safety
and prevent bias against vulnerable road users in adverse weather conditions.

Modifies AV decision con-
fidence based on factors
like weather or lighting.
This ensures consistency
in performance but re-
quires real-time environ-
mental sensors and com-
putational power for con-
tinuous adjustments.

eXplainable
AI (XAI) for
Real-Time
Bias Trans-
parency and
Adjustment
[226]

XAI for Real-Time Bias Transparency enables AVs to generate explanations for their decisions,
revealing biased decision pathways and providing insights into how and why certain choices were
made. This allows for real-time bias mitigation by adjusting decision-making processes accordingly.
XAI employs feature attribution monitoring, tracking influential input features (e.g., weather,
road type) to detect disproportionate reliance on sensitive attributes, which may indicate bias. If
biased features significantly influence decisions, the system alerts AV operators and triggers model
adjustments, rebalancing feature weights or decision thresholds. This is particularly useful when
pedestrian detection relies too heavily on environmental lighting, potentially causing biases in
low-light conditions. In such cases, XAI can trigger real-time adjustments, shifting reliance to
alternative features like object motion or shape, ensuring fairer, more balanced decision-making in
diverse environments.

Provides interpretability
for AV decision-making,
allowing real-time bias
corrections. While
improving accountability
and trust, complex XAI
methods can slow down
decision processes, mak-
ing real-time applications
more difficult.

Federated
Learning
for Col-
laborative
Bias Mit-
igation in
Real-Time
[227]

Federated Learning for Collaborative Bias Mitigation enables AVs to share knowledge across regions
without exchanging raw data, allowing biases discovered in one location to inform improvements
elsewhere while preserving privacy. Each AV trains locally on real-time, environment-specific data,
and periodically shares model updates with the fleet to create a collectively refined model. This
ensures cross-region bias mitigation, helping AVs adapt to diverse operational conditions such as
differences in pedestrian behavior or road infrastructure while preventing location-specific biases.
For example, if AVs in suburban areas frequently encounter pedestrians crossing outside designated
zones, federated learning allows urban AVs to adjust their behavior accordingly, ensuring safer and
more generalized pedestrian interactions across different regions.

Enables AV fleets to share
fairness insights without
transferring raw data, en-
suring improved bias mit-
igation while preserving
privacy. However, it
requires high-bandwidth
communication and ro-
bust security protocols for
effective implementation.
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and safety to more RAI-based AV operations.

1) Transfer Learning for efficient model adaptation [228], allows AV models trained in one

environment (source domain) to be fine-tuned for better performance in a new, unseen environment

(target domain) with minimal labeled data. This functionality is achieved using feature reuse by

transferring common driving knowledge (e.g., vehicle detection, lane recognition) from one region

to another while adapting to new conditions (e.g., different signage, road textures). To fully unleash

the power of transfer learning, fine-tuning with a small amount of labeled data from the deployment

environment is performed to adjust key model parameters and model warm-starting, requiring fewer

training iterations to adapt to new conditions. This technique is useful when an AV model trained

in sunny streets of a warm city can be fine-tuned with limited labeled data from snowy roads to

improve perception and decision-making in winter conditions.

2) Unsupervised Domain Adaptation (UDA) leveraged for training with unlabeled data [229]

enables model adaptation without requiring labeled data from the deployment environment. In this

technique, models learn domain-invariant features that generalize across different locations and are

useful when common road features (e.g., road edges, vehicle outlines) are shared across training and

deployment conditions. This technique leverages adversarial training for feature alignment where a

domain discriminator makes source and target domain features indistinguishable, ensuring smooth

adaptation and enabling self-supervised learning on unlabeled data leveraging pseudo-labeling to

create synthetic labels in the deployment domain, reducing reliance on expensive data annotation.

This technique benefits a self-driving car trained in daylight conditions and can use UDA to adapt to

night-time driving without requiring labeled night-time datasets.

3) Few-Shot Domain Adaptation [230] enables AV models to quickly adapt to new deployment

environments using only a few labeled examples from the target domain. This technique employs

meta-learning for rapid adaptation by leveraging models trained to rapidly generalize when exposed

to new environments with minimal labeled data and feature embedding alignment to ensure AV

perception models understand the semantic meaning of new features (e.g., different road signs across
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different countries). This technique is useful when an AV moving from a country with a right-hand

drive to one with a left-hand drive can quickly adapt using just a few labeled images of road signs

and lane markings of the target location.

4) Online Domain Adaptation for continuous learning in deployment [231] includes techniques

like online RL discussed in DP. 4.9 enabling AVs to adapt in real-time as they collect new data in

the deployment environment. This functionality is achieved through incremental model updates,

where the AV refines its model while driving, reducing deployment bias as it encounters new road

conditions, infrastructure, and weather. It could employ approaches like Bayesian learning to update

model parameters dynamically and prioritize high-uncertainty situations for adaptation. Further, it

could also leverage active learning with human supervision to identify edge cases (e.g., unusual

intersections) and request manual labeling to improve adaptation. This functionality is especially

useful for an AV deployed in a newly developed city to continuously update its model to recognize

new traffic patterns, road markings, and pedestrian behaviors.

4.2.4 Role and importance of automated tools for continuous fairness

auditing in AV

Automated fairness auditing tools provide real-time detection, diagnosis, and mitigation of

biases, ensuring AV systems remain fair and equiDP across different deployment environments.

The automated fairness auditing tools help implement the real-time bias mitigation techniques and

provide the benefits of real-time bias detection, continuous model performance monitoring to ensure

AV decision-making remains consistent and unbiased over time, and provide immediate alerts for

corrective actions when biases emerge in perception, prediction, or navigation. When seamlessly

integrated into AV control systems, they could work within the AV software stack without disrupting

AV operations. The following is a list of the core functions of an automated fairness auditing tool

that are essential for the future of equiDP, responsible, and transparent AI-driven transportation and
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their applicability for ensuring safe, unbiased AV deployment in dynamic environments.

1) Real-time fairness metric monitoring to ensure fairness across all sensor inputs (LiDAR, camera,

radar, GPS), prevent biased interpretations, and continuously measure fairness-related performance

indicators, such as false positive/false negative rates across different demographic groups, accuracy

disparities in object detection (e.g., pedestrians vs. cyclists), and decision consistency across

different geographic and environmental conditions. It is important for scenarios where an AV’s

pedestrian detection system could be less accurate for individuals wearing darker clothing at night.

Automated fairness auditing detects this bias in real-time, triggering a model recalibration to improve

nighttime pedestrian detection.

2) Automated bias detection and alerts to identify patterns of biased behavior in AV decision-

making and trigger alerts when threshold violations occur, such as when AVs brake more aggressively

for specific demographics and when lane-change decisions favor one type of vehicle over another.

This functionality can also provide explainability reports to help engineers understand the source of

bias, and it is applicable for scenarios when an AV frequently misidentifies pedestrians in wheelchairs.

The system could detect this issue and prioritize retraining with balanced data.

3) Adaptive bias mitigation through dynamic model recalibration when fairness violations are

detected, implementing adaptive decision thresholds to balance accuracy across underrepresented

conditions, and employing reinforcement learning to refine real-time decision-making without

human intervention. This function is useful for identifying performance gaps and triggering an

adaptive recalibration to improve detection in low visibility. For example, it would apply to an AV

fleet deployed in a city with frequent fog conditions, which may struggle to detect cyclists.

4) Root cause analysis and bias attribution could help identify whether bias origination across

sensor data, model architecture, or deployment conditions, provide granular insights into AV decision

processes to pinpoint unfair outcomes, and use causal inference techniques to differentiate between

correlation and causation in biased behaviors. This functionality is useful for scenarios when an AV

system prioritizes braking for larger vehicles but not for smaller ones like motorcycles. Root cause
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analysis could determine that this bias stems from the underrepresentation of motorcycles in the

training dataset, prompting synthetic data augmentation.

5) Integration with AV fleet-wide auditing systems could help ensure that all AVs in a fleet are

continuously monitored for fairness compliance. This functionality would require using federated

learning to share fairness-related insights across multiple vehicles, improving collective decision-

making, and aggregate bias reports across diverse locations to identify global trends in fairness

violations. It could be applicable to an AV fleet deployed in one urban setting experiencing fairness

violations due to high pedestrian density while another shows biases related to extreme lighting

conditions. The system could aggregate insights from both locations to develop a more universally

fair model.

4.2.5 Handling Rare and Critical Scenarios via Synthetic Data

The performance of AVs heavily relies on diverse and representative training data. However,

real world data collection can sometimes be costly or risky, making data availability a challenge.

In other cases, data may lack sufficient coverage of rare but high-risk scenarios such as pedestrian

accidents in adverse weather, unexpected road obstacles, or extreme lighting conditions. Synthetic

data generation provides a powerful solution by artificially creating diverse driving scenarios

underrepresented in real world datasets, such as by simulating edge case scenarios that are unlikely

to be captured in standard datasets or by helping minimize data imbalance bias by ensuring fair

representation of different road users, environments, and rare events. It also helps accelerate AV

model training and testing efforts by enabling training and validation under extreme conditions

before real world deployment. The following are details on synthetic data generation techniques

and their applicability for the AV development lifecycle: 1) Generative Adversarial Networks

(GANs)[232]: GANs use a generator-discriminator framework to create highly realistic synthetic

images, videos, and sensor data. GANs simulate adverse weather conditions by transforming existing

clear-weather driving scenes into rainy, snowy, or foggy environments, improving AV robustness
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across conditions. GANs can also modify real world driving footage to insert synthetic pedestrians

at risky locations, such as behind a driver’s field of vision or in nighttime conditions, to handle

near-miss pedestrian scenarios. Furthermore, GANs can help reduce bias and improve model

fairness by augmenting data with underrepresented classes like wheelchair users crossing roads.

2) Variational Autoencoders (VAEs)[233]: VAEs generate diverse but realistic variations of

input data, making them useful for edge-case simulation and scenario augmentation. VAEs enable

edge case exploration further by allowing AVs to be tested on never-before-seen conditions by

interpolating between normal and extreme scenarios. For example, VAEs can generate gradual

transitions between clear and foggy driving conditions, helping AV models adapt to changing

environments in real-time. Unlike GANs, VAEs can synthesize sensor data (LiDAR and radar),

which is essential for multimodal AV perception.

3) Combining GANs/VAEs with Physics-based simulation. This approach leverages a physics-based

AV simulator with GANs/VAEs to enhance performance in real world conditions. A physics-based

driving simulators ensure synthetic scenarios adhere to real world physics. This approach can

significantly improve AV performance by creating a training dataset containing virtual replicas

of cities, weather conditions, and road users to simulate AV interactions. It could then leverage

GANs/VAEs to generate AI-generated textures, objects, and sensor noise layers and add those to

make synthetic data visually and statistically realistic. Further, this approach could be leveraged for

automated annotation, where, unlike real world datasets, synthetic data provides perfectly labeled

ground truth and accelerates AV model training.

While synthetic data can improve AV performance significantly, it poses specific challenges,

such as ensuring realism for training data, avoiding overfitting to synthetic patterns, and scaling

up the computational and training costs. Leveraging physics-based simulators with GANs/VAEs

can help AVs detect bias in real-time to identify systematic failure cases further, generate targeted

synthetic scenarios to correct these biases, and help retrain models dynamically using federated

learning with synthetic-augmented data. A real world example could include a scenario where
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an AV struggling with snow-covered pedestrian crossings could trigger on-the-fly synthetic data

generation, updating its model with new GAN-generated winter pedestrian scenes to handle this

scenario.

4.3 Simulation and Results

Leveraging the discussed bias types and applicable mitigations, the RAI Framework presented

in Fig. 4.2 is leveraged in this section to evaluate bias mitigations across the AI lifecycle for AV

systems. In order to complete the evaluation, the following inputs and considerations are made to

perform the simulations to obtain the results and conduct the analysis:

Input Dataset: A diverse driving dataset BDD100K [234] from the University of California,

Berkeley, was considered for this analysis, where selected attributes like weather, time of day, and

scene are considered in the analysis.

Synthetic Data Generation: Two sets of synthetic data generation are employed during

the evaluation. (1) The first set includes appending each record of the BDD100K dataset with

demographic data points, i.e., age, gender, and race, along with a binary target value, which are

collectively leveraged to analyze the impact of bias. This set included 69,863 in the original dataset

and was further appended with columns (age, gender, and race) while keeping the record count the

same. The data distribution opted for column ’age’ was 20%-60%-20% for child-adult-senior, for

column ’gender’ was 50% for each male and female, and for column ’race’ was 50%-20%-20%-10%

for white-black-asian-others type. Please note that all these data distributions are illustrative and

could be changed to adapt to different demographic scenarios. (2) The second set of synthetic data

is generated to analyze the impact of variations in the demographics, which was achieved by varying

the data distribution of the sensitive variable ’gender’ to 70%-30% for male-female as opposed to the

previous distribution of 50% for each. This analysis assumes that one of the two data distributions

contains bias with respect to the other since both have different gender ratios while keeping all other
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parameters the same.

Sensitive & Target Variables: To analyze the bias, attributes like ’race’, ’gender’, and ’age’ can

be considered as the sensitive variable with the goal of understanding whether the model outcome

represented by the target variable is impacted by certain demographic groups comprising of different

races. It is important to understand whether any social or regional biases have crept into the training

dataset and also crucial to ensure regulatory compliance by avoiding non-discriminatory behavior

by the AI/ML model. It is important to note that without loss of generality, this approach can

also analyze bias impact due to other demographic attributes not included in this dataset. For the

simulations in this section, ’gender’ is selected as the ’sensitive’ variable while a dependent ’target’

variable to analyze the bias impact was generated with equal outcome distribution of 50% each for

positive and negative outcomes.

Fairness Metrics for Bias Evaluation: This study considered the following most commonly

used fairness metrics [235] to assess bias mitigation:

(i) Disparate Impact (DI) assesses the ratio of positive outcome rates between groups such as

privileged versus unprivileged groups. A DI value close to 1 indicates fairness, meaning the positive

outcome rates are proportionate between groups.

(ii) Demographic Parity Difference (DPD) measures the difference in positive classification rates

between groups or the difference in the probability of receiving a positive outcome between two

groups where a lower DP indicates greater fairness. This could be leveraged to understand the bias

while comparing a potentially underprivileged group with a privileged one.

(iii) Equalized Odds Difference (EOD) measures the difference in True Positive Rates (TPR)

and False Positive Rates (FPR) between groups and helps evaluate if TPR and FPR are balanced

across different groups. Ideally, both metrics should be similar for all groups. In other words, the

comparison of EO between the groups should be closer to zero, indicating lesser disparity.

(iv) Fairness in Accuracy (FIA) measures whether an AI model provides comparable accuracy

rates across different demographic groups (e.g., race, gender, age). The value of 1 signifies that the
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model has equal accuracy for both privileged and unprivileged groups, i.e., no accuracy disparity.

On the other hand, the values closer to zero depict maximum disparity, i.e., accuracy for one group

is perfect, while for the other, it’s at random (or 0%).

(v) Intersectional Fairness Score (IFS) measures fairness by evaluating the average accuracy

across different groups formed by combinations of sensitive attributes like race, gender, and age

rather than considering them independently. IFS values close to 1 indicate fair accuracy across most

groups, while values lower than 0.5 typically highlight some intersectional groups are experiencing

lower accuracy rates. This is an important metric as it reveals how different biases may compound

when multiple demographics intersect. For example, a model may score high on FIA (indicating

fairness across single attributes) but still have low IFS, suggesting that it fails at the intersection of

those attributes.

4.3.1 Comparison of AI model pre-design level bias mitigation techniques

In this experiment, this study presents the impact of the commonly used data sampling techniques

- stratified sampling and adaptive sampling, along with Adversarial Debiasing and Regularization

techniques - and evaluated their impact on bias mitigation and fairness in the ML model for AVs. The

analysis evaluates and compares fairness metrics before and after applying each sampling technique

to assess its impact on bias mitigation, and the results are highlighted in Fig. 4.3.

Analyzing Disparate Impact, it can be noticed that all three mitigation techniques, except

Stratified sampling, resulted in poor performance and made the bias impact larger than the baseline

model. Typically, DI values over 1.25 and under 0.8 signify unfair treatment between the compared

groups, highlighting the poor performance of the three approaches in this case. However, applying

Stratified sampling not only resulted in significantly improving the DI, it demonstrated a slight

improvement in model accuracy as well. For DPD, EOD, FA, and IFS, Stratified sampling further

outperformed the other techniques. It is important to note that applying adversarial debiasing

resulted in making the AI model more discriminatory than the baseline, signified by the negative
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Figure 4.3: Fairness Metrics Report for the Analyzed AV Dataset through different Model Pre-Design
Level Bias Mitigation Techniques

values. Therefore, in this case, the underprivileged group is less likely to obtain positive outcomes

compared to the privileged group.

Another important highlight is to compare the performance of the Stratified Sampling for the

BDD100K dataset against a synthetically generated dataset where the data distribution of the

sensitive variable was slightly altered to analyze its impact on the overall performance. Specifically,

the gender ratio between the two datasets was altered from "female = 34970 versus male = 34893"

to "female = 34789 versus male = 35074". It could be noticed that this resulted in a significant

performance improvement across all the techniques and, more specifically, for Stratified sampling.

This could prove to be a very useful application when improving data collection techniques at the
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source to ensure the data distribution of the sampling does not result in the introduction of bias. In

other cases, it could work as feedback to improve additional data collection on an existing process.

By comparing results across the four debiasing techniques, it can be observed that the stratified

sampling technique outperformed all other techniques for this specific dataset while increasing the

overall accuracy of the model when compared against the baseline numbers. Therefore, for this

dataset, the framework automatically selects Stratified sampling while applying debiasing techniques

during the pre-AI model design stage to achieve higher fairness in the outcomes. It is important to

highlight that the framework’s selection of the specific sampling technique is based on the chosen

dataset and could be generalized for any dataset, which is an important contribution of this research.

4.3.2 Comparison of AI model design, development, & deployment level

bias mitigation techniques

Figure 4.4: Fairness Metrics Report for the Analyzed AV Dataset through different Model Design and
Development Level Bias Mitigation Techniques

This experiment involved simulating the model behavior while leveraging the different model
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design and development stage bias mitigation techniques. It can be noticed from the results presented

in Fig. 4.4 that reweighing had little to no impact on the model performance overall when compared

across accuracy and different fairness metrics. On the other hand, Relabeling, Variable Blinding,

and Adversarial Learning resulted in negative values, highlighting the increased bias in making

one gender more underprivileged than the other one. Through collective comparison across all

the fairness metrics, it could be noticed that Perturbation outperformed the other techniques and

was selected by the framework for this specific dataset. The model design and development level

bias mitigation plays a vital role where altering the data is not possible, such as in cases where

data collection and processing are completed and can’t be managed, and bias reduction can only be

handled at later stages, such as model design and development. In other cases, this approach can

be leveraged where AI models are pre-trained on biased datasets and require fine-tuning on target

datasets with different biases or distributions.

4.3.3 Comparison of post-AI model deployment level mitigation

techniques

This experiment involved simulating the model behavior post-deployment, leveraging the

discussed bias mitigation techniques. It can be noticed from the results presented in Fig. 4.5 that

both the Reject Option Classification and Predictive Parity Techniques demonstrated similar behavior

and outperformed the other two techniques, ensuring selection by the framework for this dataset.

Also, it is important to highlight that while applying the thresholding technique improved the DI

over the base model, it had a negative impact on the model’s accuracy. This is an important highlight

as in some cases where there could be technical challenges in applying different mitigations, the

limitations of an individual technique should be weighed against its benefits during its selection

for bias mitigation for a specific dataset and model. Please note that this set of post-AI model

deployment techniques plays a vital role when third-party AI models are leveraged, and dataset-level
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Figure 4.5: Fairness Metrics Report for the Analyzed AV Dataset through different Post Model
Deployment Bias Mitigation Techniques

mitigations could still play a role in improving model performance or preventing it from becoming

worse due to the discussed post-deployment risks.

4.3.4 Importance of IFS for AI-based AV operations

Ensuring intersectional fairness in AI-based AVs is essential to prevent models from dispro-

portionately misjudging specific demographic combinations across age, gender, and race, which

may result in significant real-world consequences for passenger and pedestrian safety. Although

traditional bias mitigation approaches may address fairness for single variables, such as race or gender,

intersectional biases necessitate more sophisticated strategies to address the complex and overlapping

disparities that persist after deployment. Simulation results for the current dataset indicate that the

IFS across all mitigation techniques was approximately 0.5, reflecting poor performance across

demographic combinations. This outcome may be attributed to one or more of the following factors:

1) Imbalanced representation across intersectional subgroups can occur even when individual

attributes, such as gender or race, appear balanced. Certain combinations, for example, senior-other-
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female, may be significantly underrepresented. This underrepresentation can result in poor model

performance for these smaller subgroups, thereby negatively affecting IFS.

2) As discussed in Section 4.1.4, although mitigation strategies may address biases associated with

individual attributes such as race or gender, intersectional biases arising from the interaction of

multiple attributes can remain. For instance, a model may achieve fairness for senior and female

groups separately, yet still misclassify senior women at a higher rate due to the compounding effects

of overlapping biases.

3) Limited model complexity or inadequate training data can lead to overfitting on dominant groups

within the training dataset, while failing to generalize to less common combinations. This results in

reduced accuracy and fairness for underrepresented demographics.

The adoption and implementation of holistic data strategies, intersection-aware algorithms, and

fine-grained evaluations are critical for ensuring that AV systems make fair and reliable decisions

across all demographic groups, thereby advancing the IFS toward a value of 1. Potential approaches

include:

1) Increase intersectional representation by employing adaptive and stratified sampling, as well as

synthetic data generation, to address underrepresented demographic combinations.

2) Implement intersection-aware mitigation strategies, such as intersectional reweighing and condi-

tional demographic parity, to address biases across multiple attributes simultaneously.

3) Enhance model complexity through transfer learning and fine-tuning to improve generalization to

rare demographic groups.

4) Conduct fine-grained fairness evaluations using confusion matrices and heatmaps for all intersec-

tional subgroups to enable targeted interventions by identifying demographic combinations that

contribute to disparities.

Collectively, these techniques may advance the IFS toward 1.0, thereby ensuring that AI systems in

AVs make fair and reliable decisions across all demographic intersections.
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4.4 Summary

In conclusion, this chapter conceptualized bias and fairness as risks that span the entire lifecycle

of AI-based AVs. Disparities may be introduced prior to model design, for example, through

skewed data and labelling, and can be amplified during model development and deployment

due to objective selection and performance tradeoffs. These disparities may also persist after

deployment in the absence of continuous monitoring. The chapter maps these risks to practical

mitigation strategies at the data, model, and post-deployment stages, emphasizing the importance

of automated, ongoing fairness auditing and the use of synthetic data to address rare but safety-

critical scenarios. Simulation-based comparisons across multiple fairness and accuracy measures,

including intersectional evaluation, demonstrate that aggregate performance metrics can obscure

significant subgroup and intersectional harms. Improving equity for underrepresented combinations

of sensitive attributes requires intentional representation, intersection-aware mitigation, and detailed

evaluation. The chapter concludes that robust AV deployment relies on comprehensive data strategies,

intersection-aware algorithms, and continuous, governance-driven monitoring to ensure fair and

reliable decisions for all demographic groups.
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5 | A Responsible Generative Artificial

Intelligence based Multi-Agent

Framework for Preserving Data

Utility and Privacy

5.1 Proposed Agentic AI Framework

This study introduces a hierarchical, multi-agent framework for adaptive privacy-preserving

data exchange that integrates human-centric utility reasoning with automated differential privacy

optimization. The framework comprises two principal agents: the Adaptive Utility Reasoning

Agent (AURA) and the Modular Agentic Engine for Strategic Tuning & Reporting Orchestration

agent (MAESTRO), each supported by four specialized sub-agents, as illustrated in Figure 5.1.

Together, these agents facilitate five primary research contributions: adaptive qualitative–quantitative

translation, context-aware optimization, feature-driven utility discovery, dynamic privacy-utility

balancing, and adaptive intelligence through continuous learning.

AURA is responsible for utility cognition by converting subjective user intent into interpretable

and adaptive utility scores, while MAESTRO manages privacy actuation by translating utility

objectives into calibrated differential privacy mechanisms. The outputs generated by AURA serve
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Figure 5.1: Proposed Framework highlighting its constituent Master and Sub-Agents

as inputs for MAESTRO, reflecting the hierarchical structure of the framework. Both AURA and

MAESTRO achieve their objectives iteratively through their respective sub-agents. The framework

operates according to a sense–reason–act–learn paradigm: it senses qualitative intent and dataset

characteristics, reasons over context and feature relevance, acts through privacy parameter selection

and data augmentation, and learns continuously from outcomes and feedback. This division of

responsibilities enables modular extensibility, interpretability, and robustness across diverse datasets

and evolving user requirements.

5.1.1 AURA and the Sub-Agent Description

AURA enables transforming users’ qualitative assessments of data usefulness into quantitative,

adaptive metrics. Supported by several specialized sub-agents, AURA operates as the primary

orchestrator, dynamically evaluating data utility through coordinated agent interactions. It converts

subjective descriptors such as "high completeness," "low uniqueness," and "medium diversity"

into numerical scores, adjusts weighting schemes according to dataset context, identifies the most

influential factors, and refines predictions over time through continuous feedback. By integrating

user input and maintaining learned mappings, thresholds, and contextual models, AURA functions
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as a meta-cognitive controller that balances interpretability and adaptability in estimating data utility

across varied datasets. Table 5.1 details the functionality of each sub-agent supporting AURA.

Table 5.1: Sub-Agents supporting AURA’s functionality.

Sub-Agent Name Core Function

Qualitative-

qUANtitative Translation

Agent (QUANTA)

Learns how users’ qualitative judgments, such as "high complete-

ness", map onto a numeric range (0–1). Updated continuously

through supervised or feedback-driven learning, it serves as the

bridge between human perception and measurable data metrics.

Context-Oriented

Reasoning &

Threshold-Extraction

eXpert agent (CORTEX)

Derives optimal weightings for each attribute by considering the

dataset’s context (size, structure, missingness) using its learned

patterns. Acting as AURA’s analytical core, it dynamically adjusts

weight distributions.

Feature Importance &

Selection Intelligence

ON-agent (FISSION)

Discerns which data attributes most strongly influence perceived

utility, employing mutual-information or variance-based heuristics.

Its role is to separate signal from noise and pinpoint the true drivers

of utility.

Experience-

Consolidating Heuristic

Optimizer agent (ECHO)

Handles ongoing learning by recording outcomes, user validations,

and internal states, which are fed back into all models. ECHO

functions as AURA’s long-term memory and feedback resonance

system.

5.1.2 MAESTRO and the Sub-Agent Description

Within the agentic framework, MAESTRO extends AURA by incorporating a target-utility

objective and an augmentation loop. It establishes a hierarchical system that dynamically learns

and adjusts differential privacy parameters to achieve an optimal balance between data privacy and
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semantic utility. MAESTRO enforces user-defined data utility targets while maintaining differential

privacy across heterogeneous textual datasets. The system comprises four sub-agents, as outlined in

Table 5.2. In addition to coordinating these sub-agents, as illustrated in Figure 5.1, MAESTRO

executes augmentation alpha-loops, updates policy learning files, and manages convergence toward

the user-specified target utility.

Table 5.2: Sub-Agents supporting MAESTRO’s functionality.

Sub-Agent Name Core Function

Semantic & sENsitivity Text INspec-

tor for Embedding aNaLytics agent

(SENTINEL)

It acts as the profiler agent to profile sensitive text columns,

estimates sensitivity (𝑆) and semantic density (𝜌), and

generates embeddings.

Corpus Hallucination & Iterative

Model for Enhanced Resemblance

& Anonymity agent (CHIMERA)

As a synthesis agent, it synthesizes augmented textual

samples using generative modeling or n-gram fallback to

enhance representational diversity.

Adaptive Epsilon & Gaus-

sian/Laplace Intelligent Selector

agent (AEGIS)

It serves as the privacy agent and performs the selection

of optimal noise mechanisms (Laplace or Gaussian) and

tunes 𝜀, 𝛿 , and 𝜎 dynamically using 𝑆 and 𝜌 .

Objective Retention & Information

Optimization Nexus agent (ORION)

It works as the utility agent that quantifies semantic and

structural utility degradation using cosine similarity and

silhouette metrics.

5.2 Framework Implementation Methodology

The current implementation of the proposed agentic, adaptive framework operates on any

tabular dataset with a header row. However, without loss of generality, the framework can be easily

extended for additional dataset formats beyond tabular data such as XML and JSON. The current
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implementation considers the following four core data quality dimensions:

1. Completeness, highlighting the proportion of non-missing cells in the dataset.

2. Uniqueness, denoting the fraction of unique rows relative to total rows.

3. Diversity, signifying the average normalized Shannon entropy across columns, measuring the

variety of values.

4. Format Consistency, symbolizing the proportion of values in each column matching the

inferred dominant data type (integer, float, datetime, or string).

These data quality dimensions are normalized to the range [0, 1], enabling aggregation and

comparison across heterogeneous datasets.

5.2.1 AURA Implementation

AURA coordinates the pipeline, ensuring alignment between qualitative perceptions and

quantitative assessments, and consolidates learning signals. These unified signals are disseminated

to all sub-agents. The four autonomous agents, integrated by AURA, collectively map subjective

labels to numeric values, adjust weightings based on dataset context, identify principal utility drivers,

and improve performance through iterative feedback. AURA defines data utility as a function

of intrinsic dataset characteristics, contextual signals, and learned mappings that align subjective

human perception with quantifiable evidence.

Formally, for a dataset X ∈ R𝑛×𝑑 , where 𝑛 denotes number of records (rows) in the dataset and

𝑑 denotes number of attributes (columns) in the dataset, AURA specifies a vector of normalized

characteristic scores as:

s = (scomp, suniq, sdiv, sfmt) (5.1)

where each sc ∈ [0, 1] quantifies a fundamental aspect of data quality:
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• Completeness denotes the degree to which expected attributes/values are present in a dataset

[236]:

scomp = 1 − missing cells
𝑛 × 𝑑 (5.2)

• Uniqueness denotes the absence of duplicated records [237]:

suniq =
unique rows

𝑛
(5.3)

• Diversity: Let 𝑋· 𝑗 denote column 𝑗 and 𝑝 𝑗 (𝑣) the empirical probability of value 𝑣 in that

column. The (normalized) Shannon entropy [238] per column will be

𝐻 ∗(𝑋· 𝑗 ) =


−
∑

𝑣 𝑝 𝑗 (𝑣) log𝑝 𝑗 (𝑣)
log

(
|supp(𝑋· 𝑗 ) |

) if |supp(𝑋· 𝑗 ) | ⩾ 2,

0 otherwise

(5.4)

and the dataset-level diversity will be

𝑠div =
1
𝑑

𝑑∑︁
𝑗=1

𝐻 ∗(𝑋· 𝑗 ) (5.5)

where, X: dataset; 𝑋· 𝑗 : column 𝑗 ; 𝑣 : a distinct observed value in column 𝑗 ; supp(𝑋· 𝑗 ): set of

distinct observed values in column 𝑗 ; |supp(·) |: number of distinct observed values; 𝑝 𝑗 (𝑣):

empirical probability of value 𝑣 in column 𝑗 ; log(·): logarithm (any fixed base);𝐻 (·): Shannon

entropy; 𝐻 ∗(·) ∈ [0, 1]: normalized entropy (entropy divided by maximum log( |supp|)); 𝑑:

number of columns; 𝑠div(X) ∈ [0, 1]: average normalized diversity across columns.

• Format Consistency measures the conformity of format of the same data in different places

in the dataset [239]. Let 𝜋 𝑗 ∈ {int, float, datetime, string} be the dominant inferred type in

column 𝑗 . Define an indicator 𝐼𝜋 𝑗
(𝑥) = 1 if 𝑥 matches 𝜋 𝑗 , else 0. Then

102



𝑠fmt(X) =
1
𝑑

𝑑∑︁
𝑗=1

(
1
𝑛

𝑛∑︁
𝑖=1

I{𝑋𝑖 𝑗 ∈ F𝑗 }
)
, (5.6)

where, X: dataset; 𝑛: number of rows; 𝑑: number of columns; 𝑋𝑖 𝑗 : cell at row 𝑖, column 𝑗 ; F𝑗 :

accepted format specification for column 𝑗 (e.g., type constraint, regex pattern, standardized

date format); I{·}: indicator (1 if condition true, else 0); 𝑠fmt(X) ∈ [0, 1]: proportion of values

conforming to the column format, averaged across columns.

The overall data utility is computed by aggregating these characteristics using context-aware

weights 𝑤 (𝑥), which are determined by the dataset profile 𝑥 :

𝑈 (X;𝑥) =
∑︁
𝑐∈C

𝑤𝑐 (𝑥) 𝑠𝑐,
∑︁
𝑐

𝑤𝑐 (𝑥) = 1 (5.7)

This formulation enables AURA to model data quality and utility relationships that differ across

domains or scales. For instance, temporal datasets may emphasize diversity, whereas administrative

records may prioritize completeness.

AURA, functioning as the master intelligence layer that coordinates all sub-agents, receives

user qualitative expectations and raw dataset characteristics, directs QUANTA to convert linguistic

ratings into numerical thresholds, instructs CORTEX to infer context-sensitive weights, retrieves

FISSION’s learned importance scores, and updates its evolving memory through ECHO. AURA

subsequently integrates these outputs to compute an overall data utility score for any dataset. The

implementation details of the four autonomous agents are as follows:

5.2.1.1 QUANTA Implementation

QUANTA offers a formalized method for translating subjective human language into machine-

interpretable numeric constraints, utilizing a self-correcting update mechanism. This methodology

introduces a human-aligned interpretative layer within the data utility pipeline that adapts over time by
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refining numeric values based on user validation and observed dataset performance. The QUANTA

agent converts human descriptions, such as "high completeness" or "moderate uniqueness," into

precise numerical thresholds. Qualitative user inputs (very low, low, moderate, high, very high)

are mapped to quantitative values by defining an ordered linguistic scale L = {VL, L,M,H,VH},

with the mapping 𝑚 : L → [0, 1] assigning each label a numeric threshold 𝜏𝑐 =𝑚(𝑞𝑐) for each

characteristic 𝑐.

Label Mapping by QUANTA enforces an ordered scale, ensuring that “very low” always maps

to a smaller numeric value than “low”, “moderate”, and so on, to protect logical consistency in the

mapping.

𝑚(VL) < 𝑚(L) < 𝑚(M) < 𝑚(H) < 𝑚(VH) (5.8)

Similarly, during threshold assignment, each characteristic 𝑐 receives a numeric threshold 𝜏𝑐

derived from the qualitative label 𝑞𝑐 using QUANTA’s learned mapping function𝑚(·).

𝜏𝑐 =𝑚(𝑞𝑐) (5.9)

Given a user-specified overall target utility𝑈 ∗ and observed characteristic scores, s, QUANTA

predicts an internal proxy utility:

𝑈 =
1
|𝐶𝑞 |

∑︁
𝑐∈C𝑞

(
1 −

��𝑠𝑐 − 𝜏𝑐 ��) (5.10)

where,𝐶𝑞 represents the subset of characteristics for which the user provided a qualitative judgment,

as opposed to the full set of data-quality characteristics (completeness, uniqueness, diversity, and

format).
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Algorithm 1: QUANTA: Qualitative to Quantitative Translation
Input: Qualitative labels {𝑞𝑐}, characteristic scores s, optional target utility𝑈★, current

mapping𝑚 : L → [0, 1].
Output: Numeric thresholds {𝜏𝑐}, updated mapping𝑚.
Step 1: Initialize and Enforce Ordering
Ensure𝑚(VL) < 𝑚(L) < 𝑚(M) < 𝑚(H) < 𝑚(VH)
If a label 𝑞𝑐 is unseen, initialize𝑚(𝑞𝑐) to a prior (e.g. 0.5)
Step 2: Compute Thresholds
foreach characteristic 𝑐 with label 𝑞𝑐 do

𝜏𝑐 ←𝑚(𝑞𝑐)

Step 3: If Target Utility is provided, adjust Mapping
if 𝑈★ is provided then

Compute proxy utility

𝑈 =
1
|𝐶𝑞 |

∑︁
𝑐∈C𝑞

(
1 −

��𝑠𝑐 − 𝜏𝑐 ��)
Compute error 𝑒 =𝑈★ −𝑈
foreach 𝑐 ∈ C𝑞 do

𝑚(𝑞𝑐) ← Π [0,1]
(
𝑚(𝑞𝑐) + 𝜂 sgn(𝑒) (𝑠𝑐 − 𝜏𝑐)

)
Apply isotonic projection to restore ordering𝑚(VL) < · · · < 𝑚(VH)

else
Do nothing (no supervised correction)

return {𝜏𝑐},𝑚

If the system’s predicted utility 𝑈 differs from the user’s target utility 𝑈★, the mapping adjusts

slightly in a direction that reduces this error; Π [0,1] ensures the new value remains valid.

𝑚(𝑞𝑐) ← Π [0,1]
(
𝑚(𝑞𝑐) + 𝜂 sgn(𝑈 ∗ −𝑈 ) (𝑠𝑐 − 𝜏𝑐)

)
(5.11)

This procedure ensures that the qualitative ordering is preserved through isotonic projection. A

detailed illustration for the process of QUANTA is provided in Algorithm 1.
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5.2.1.2 CORTEX Implementation

CORTEX employs a context-sensitive weighting mechanism that adapts to the structure of each

dataset. In contrast to fixed-weight systems, it constructs a functional mapping from contextual

features to utility weights, which enables AURA to adjust its behavior across diverse domains such

as EV charging logs and demographic data. CORTEX evaluates the relative importance of each

data-quality characteristic for a given dataset; for example, when a dataset contains many missing

values, it assigns greater weight to completeness, whereas in datasets with high variety, diversity

is prioritized. To facilitate this process, the CORTEX agent defines a context-sensitive function

w(𝑥) that assigns relevance weights to each characteristic based on the dataset profile 𝑥 , which may

include factors such as the number of rows, degree of missingness, and average cardinality.

𝑤𝑐 (𝑥) =
max{0, 𝜽⊤𝑐 𝑥 + 𝑏𝑐}∑

𝑐′ max{0, 𝜽⊤𝑐 𝑥 + 𝑏𝑐 (𝑥)}
(5.12)

where, 𝜽𝑐 and𝑏𝑐 parameterize a characteristic-specific linear model that maps dataset context features

to the unnormalized importance of characteristic 𝑐, enabling context-aware and interpretable weight

inference. Here, 𝜽𝑐 denotes a learned parameter vector that tells CORTEX how strongly each context

feature should influence the importance of characteristic 𝑐. Whereas, 𝑏𝑐 is a bias (intercept) term

representing the baseline importance of characteristic 𝑐 when context features are neutral or zero.

CORTEX employs a regression model to link dataset context features 𝑥 (𝑡) (e.g., the percentage of

missing values and the dataset cardinality) to expert-like weight assignments 𝑤 (𝑡)𝑐 . A regularization

term is included to prevent overfitting while CORTEX is trained using ridge regression on historical

data:

min
𝜽𝑐 ,𝑏𝑐

∑︁
𝑡

(
𝑤
(𝑡)
𝑐 − (𝜽⊤𝑐 𝑥 (𝑡) + 𝑏𝑐)

)2 + 𝜆∥𝜽𝑐 ∥22 (5.13)
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Algorithm 2: CORTEX: Context-Aware Weighting
Input: Context vector 𝑥 , historyH , current regression parameters {𝜽𝑐, 𝑏𝑐}𝑐 .
Output: Weights w(𝑥) for characteristics C.
Step 1: Check History Sufficiency
Extract training pairs {(𝑥 (𝑡),w(𝑡))}𝑇𝑡=1 fromH
if 𝑇 is large enough then

Step 2: Supervised Weight Learning
foreach 𝑐 ∈ C do

Solve the ridge regression problem:

min
𝜽𝑐 ,𝑏𝑐

𝑇∑︁
𝑡=1

(
𝑤
(𝑡)
𝑐 − (𝜽⊤𝑐 𝑥 (𝑡) + 𝑏𝑐)

)2
+ 𝜆∥𝜽𝑐 ∥22

else
Use prior or default parameters for {𝜽𝑐, 𝑏𝑐}𝑐

Step 3: Predict Raw Weights
foreach 𝑐 ∈ C do

𝑤𝑐 (𝑥) ← 𝜽⊤𝑐 𝑥 + 𝑏𝑐
Step 4: Normalize onto Simplex
Compute 𝑤𝑐 (𝑥) for all 𝑐 as:

𝑤𝑐 (𝑥) =
max{0,𝑤𝑐 (𝑥)}∑
𝑐′ max{0,𝑤𝑐′ (𝑥)}

Step 5: Heuristic Fallback (Optional)
If the denominator is zero or the history is too small:
1. Define heuristic scores ℎ𝑐 (𝑥) ⩾ 0 (e.g., emphasize completeness if missingness is high)
2. Set

𝑤𝑐 (𝑥) =
ℎ𝑐 (𝑥)∑
𝑐′ ℎ𝑐′ (𝑥)

return w(𝑥)

Normalized weight prediction converts the raw outputs𝑤𝑐 (𝑥) into a probability-like distribution,

ensuring non-negativity and that the weights sum to one.

𝑤𝑐 (𝑥) =
max{0,𝑤𝑐 (𝑥)}∑
𝑐′ max{0,𝑤𝑐′ (𝑥)}

, 𝑤𝑐 (𝑥) = 𝜽⊤𝑐 𝑥 + 𝑏𝑐 (5.14)
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When historical data is insufficient, CORTEX defaults to heuristic priors, such as increasing the

completeness weight when missingness is high. In this case, a heuristic ℎ𝑐 (𝑥) ⩾ 0 is applied (for

example, emphasizing completeness under high missingness):

ℎcomp(𝑥) = 1 + 𝛼 (%missing), ℎdiv(𝑥) = 1 + 𝛽 (avg. cardinality), 𝑤𝑐 (𝑥) =
ℎ𝑐 (𝑥)∑
𝑐′ ℎ𝑐′ (𝑥)

(5.15)

A detailed illustration for the process of CORTEX is provided in Algorithm 2.

5.2.1.3 FISSION Implementation

FISSION supports data-driven identification of influential quality dimensions, enabling AURA

to iteratively refine its reasoning and provide explanations based on empirical utility behavior. The

FISSION agent identifies dataset characteristics, such as completeness and uniqueness, that most

significantly explain changes in utility over time. This methodology improves system interpretability

and promotes experiential learning. Feature importances are derived from historical run data

(𝑠 (𝑡), 𝑦 (𝑡))𝑇𝑡=1. When feasible, mutual information regression is conducted between characteristic

scores and validated overall utility scores; otherwise, a variance-based heuristic is employed. The

resulting feature importance scores enhance both interpretability and the learning process of the

weighting agent.

When mutual information is available, the importance 𝜑𝑐 increases if changes in the characteristic

score 𝑠𝑐 strongly predict changes in the validated utility 𝑦.

𝜑𝑐 ∝ 𝐼 (𝑠𝑐 ; 𝑦) ,
∑︁
𝑐

𝜑𝑐 = 1 (5.16)

If mutual information cannot be computed, the variability of each characteristic score serves as
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a surrogate measure of informativeness.

𝜑𝑐 ∝ Var(𝑠𝑐),
∑︁
𝑐

𝜑𝑐 = 1 (5.17)

These importances reflect feature saliency, shaping future inference by weighting key quality

dimensions in CORTEX and QUANTA. A detailed illustration for the process of FISSION is

provided in Algorithm 3.

Algorithm 3: FISSION: Feature Importance Learning
Input: HistoryH of runs with characteristic scores s(𝑡) and utilities or validations 𝑦 (𝑡) .
Output: Importance scores {𝜑𝑐} over characteristics C.
Step 1: Build Feature–Target Dataset
Initialize matrix S and vector y
foreach entry inH do

Append row s(𝑡) to S
Append 𝑦 (𝑡) (validated utility if available, else predicted utility) to y

Step 2: Compute Importances
if Mutual information estimation is available then

foreach 𝑐 ∈ C do
compute 𝐼 (𝑠𝑐 ;𝑦)

Set 𝜑𝑐 ∝ 𝐼 (𝑠𝑐 ;𝑦) and normalize so that
∑

𝑐 𝜑𝑐 = 1
else

foreach 𝑐 ∈ C do
compute Var(𝑠𝑐)

Set 𝜑𝑐 ∝ Var(𝑠𝑐) and normalize so that
∑

𝑐 𝜑𝑐 = 1

return {𝜑𝑐}

5.2.1.4 ECHO Implementation

ECHO implements lifelong learning in a structured manner, enabling all agent behaviours,

including mappings, weights, and importances, to improve over time and remain synchronized.

The ECHO agent serves as the memory module within AURA, ensuring that each execution of
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the AURA pipeline appends a record to a persistent learning store that includes dataset context,

computed metrics, user targets, thresholds, weights, and utility scores. Each entry inH records the

complete state of a run, thereby providing a comprehensive training signal for future updates and

supporting progressive learning by refining QUANTA and CORTEX with accumulated data.

H = (𝑥, 𝑠, 𝑞𝑐, 𝜏𝑐,𝑤,𝑈 (𝑋 ;𝑥), 𝑦val) (5.18)

Here, 𝑦val denotes an optional user-provided validation.

If post-hoc validation feedback is provided by the user, such as an approved utility score, the

system utilizes this supervision to refine mappings and weights. Following each execution, ECHO

updates:

• QUANTA’s label mappings,

• CORTEX’s regression model via new context–weight pairs, and

• FISSION’s importance scores from utility–feature relations.

Formally, the global optimization objective integrates these learning loops and encapsulates

AURA’s goal: to align predicted utility with validated utility, enforce ordered qualitative mappings,

and prevent overfitting.

min
𝑚, {𝜽𝑐 ,𝑏𝑐 }𝑐∈C

𝑇∑︁
𝑡=1

[ 

𝑈 (X𝑡 ;𝑥𝑡 ) − 𝑦val𝑡



2
2︸                  ︷︷                  ︸

utility fit

+ 𝛾 Φ(𝑚)︸  ︷︷  ︸
isotonic/order regularization

+ 𝜆
∑︁
𝑐∈C
∥𝜽𝑐 ∥22︸       ︷︷       ︸

model regularization

]
(5.19)

In this formulation, Φ(𝑚) imposes a penalty for order violations in label mapping.

A detailed illustration for the process of ECHO is provided in Algorithm 4.
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Algorithm 4: ECHO: Experience-Consolidating Heuristic Optimizer
Input: Current historyH , new run record (𝑥, s, {𝑞𝑐}, {𝜏𝑐},w,𝑈 (X;𝑥), 𝑦val), current

mapping𝑚, parameters {𝜽𝑐, 𝑏𝑐}𝑐 .
Output: Updated historyH , refined mapping𝑚, and parameters {𝜽𝑐, 𝑏𝑐}𝑐 .
Step 1: Append Run to History
Insert (𝑥, s, {𝑞𝑐}, {𝜏𝑐},w,𝑈 (X;𝑥), 𝑦val) intoH
If |H | exceeds a maximum size 𝑇max, drop oldest entries
Step 2: Form Training Set
FromH , extract:

1. Contexts {𝑥 (𝑡)}
2. Weights {w(𝑡)}
3. Utilities and validations {𝑈 (s(𝑡) ;𝑥 (𝑡)), 𝑦 (𝑡)val}
4. Qualitative labels {𝑞 (𝑡)𝑐 } and thresholds {𝜏 (𝑡)𝑐 }

Step 3: Optimize Global Objective
Update𝑚 and {𝜽𝑐, 𝑏𝑐}𝑐 to minimize:

min
𝑚, {𝜽𝑐 ,𝑏𝑐 }𝑐∈C

𝑇∑︁
𝑡=1

[

𝑈 (X𝑡 ;𝑥𝑡 ) − 𝑦val𝑡



2
2 + 𝛾 Φ(𝑚) + 𝜆

∑︁
𝑐∈C
∥𝜽𝑐 ∥22

]
Implement via alternating optimization:

1. Fix {𝜽𝑐, 𝑏𝑐}𝑐 and update𝑚 using QUANTA-like updates with isotonic projection
2. Fix𝑚 and refit {𝜽𝑐, 𝑏𝑐}𝑐 using CORTEX’s ridge regression

return UpdatedH ,𝑚, and {𝜽𝑐, 𝑏𝑐}𝑐

5.2.1.5 Integrated AURA Sub-Agent Implementation

The integration of QUANTA, CORTEX, FISSION, and ECHO establishes a self-adaptive

ecosystem where all functions co-evolve through supervised learning and feedback mechanisms.

AURA can be mathematically represented as follows:

𝑈𝑡 =
∑︁
𝑐∈C

𝑤𝑐 (𝑥𝑡 ; 𝜽𝑐, 𝑏𝑐) 𝑠𝑐 (X𝑡 ), 𝜏
(𝑡)
𝑐 =𝑚𝑡 (𝑞 (𝑡)𝑐 ), with (5.20)

111



(𝑚𝑡+1, {𝜽𝑐, 𝑏𝑐}𝑐) = arg min
𝑚, {𝜽𝑐 ,𝑏𝑐 }𝑐∈C

𝑇∑︁
𝑡=1

[

𝑈 (X𝑡 ;𝑥𝑡 ) − 𝑦val𝑡



2
2 + 𝛾 Φ(𝑚) + 𝜆

∑︁
𝑐∈C
∥𝜽𝑐 ∥22

]
(5.21)

where, 𝑡 = Execution index (current AURA run),

X𝑡 = Dataset evaluated at run 𝑡 ,

C = Set of data-quality characteristics,

𝑐 = Index of a characteristic, 𝑐 ∈ C,

𝑠𝑐 (X𝑡 ) = Normalized score of characteristic 𝑐 for dataset X𝑡 ,

𝑥𝑡 = Dataset context vector at run 𝑡 ,

𝑤𝑐 (𝑥𝑡 ;𝜽𝑐, 𝑏𝑐) = Context-aware weight for characteristic 𝑐 inferred by CORTEX,

𝑞
(𝑡)
𝑐 = User-provided qualitative label for characteristic 𝑐,

𝑚𝑡 (·) = QUANTA mapping from qualitative labels to numeric thresholds at run 𝑡 ,

𝜏
(𝑡)
𝑐 = Numeric threshold for characteristic 𝑐 at run 𝑡 ,

𝑈𝑡 = Overall utility score produced by AURA at run 𝑡 ,

𝑦val𝑡 = User-validated or approved utility score (if available),

𝜽𝑐, 𝑏𝑐 = CORTEX parameters mapping context to importance of 𝑐,

Φ(𝑚) = Regularization enforcing ordered qualitative mappings,

𝛾, 𝜆 = Regularization coefficients, and

H = Implicit history of past runs stored by ECHO.

Each sub-agent contributes interpretability, adaptability, contextual reasoning, or empirical

learning. The primary innovation of AURA, as depicted in Figure 5.2 is the integration of these

capabilities into a unified and coherent pipeline:

• QUANTA ensures human-aligned mapping between qualitative input and quantitative

evaluation.

• CORTEX provides contextual intelligence, adapting the weighting scheme to dataset structure.
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• FISSION introduces data-driven explanatory power, revealing which features truly influence

utility.

• ECHO enables continuous self-improvement, forming the backbone of adaptive behavior.

Collectively, these components form a fully agentic, self-adjusting, and transparent system

for data utility assessment. The model adapts to new datasets, maintains interpretability through

structured mappings and weights, and bases utility predictions on both mathematical reasoning and

empirical evidence. A detailed illustration for the process of AURA is provided in Algorithm 5.

Algorithm 5: AURA: Master Orchestration
Input: Dataset X, user JSON with qualitative targets {𝑞𝑐}, optional target utility𝑈★,

optional validation 𝑦val.
Output: Overall utility𝑈 (X;𝑥), thresholds {𝜏𝑐}, weights w(𝑥), importance scores {𝜑𝑐},

threshold satisfaction {meet𝑐}.
Phase 1: Profiling and Context Extraction
Compute characteristic scores s = (𝑠comp, 𝑠uniq, 𝑠div, 𝑠fmt)
Compute context vector 𝑥 (e.g., rows, columns, % missing, cardinality)
Phase 2: Qualitative→ Quantitative via QUANTA
Call QUANTA with ({𝑞𝑐}, s,𝑈★)
Obtain thresholds {𝜏𝑐} and updated mapping𝑚
Phase 3: Context-Aware Weighting via CORTEX
Call CORTEX with (𝑥,H) to obtain weights w(𝑥)
Phase 4: Utility Computation and Threshold Evaluation
Compute utility𝑈 (X;𝑥) = ∑

𝑐 𝑤𝑐 (𝑥) 𝑠𝑐
foreach 𝑐 ∈ C do

meet𝑐 ← I{𝑠𝑐 ⩾ 𝜏𝑐}

Compute MeetRate =
1
|C|

∑
𝑐 meet𝑐

Phase 5: Feature Importance via FISSION
Call FISSION with (H) to obtain feature importances {𝜑𝑐}
Phase 6: History Update and Learning via ECHO
Construct run record: (𝑥, s, {𝑞𝑐}, {𝜏𝑐},w(𝑥),𝑈 (X;𝑥), 𝑦val)
Call ECHO to update historyH
Refine (𝑚, {𝜽𝑐, 𝑏𝑐}) by minimizing the global objective
return (𝑈 (X;𝑥), {𝜏𝑐},w(𝑥), {𝜑𝑐}, {meet𝑐})
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Figure 5.2: Unified architectural view and interaction diagram of AURA, QUANTA, CORTEX, FISSION
and ECHO with underlying equations and associated research contributions.
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5.2.2 MAESTRO Implementation

MAESTRO uses the user-defined data utility target and the user-provided dataset as inputs to

achieve its objectives of data utility and privacy optimization. As depicted previously in Figure

5.1, it comprises multiple sub-agents, each providing multiple functionalities as described in the

following sections. At a high level, MAESTRO organizes privacy-utility optimization for textual data

as: SENTINEL (profiling)→ CHIMERA (synthetic augmentation)→ AEGIS (DP mechanism

selection + calibration) → ORION (utility evaluation) under the governance of MAESTRO

(orchestration & persistent policy).

Mathematically, let D = {𝑡𝑖}𝑁𝑖=1 be text data, with embeddings 𝑋 ∈ R𝑁×𝑑 (rows 𝑥𝑖). SENTINEL

reports sensitivity 𝑆𝑒𝑛𝑠 ∈ [0,∞) and semantic density 𝜌 ∈ [0, 1]. CHIMERA produces D̃ and the

augmented D′ =D ∪ D̃★ after filtering. AEGIS returns a mechanismM ∈ {Laplace,Gaussian}

and (𝜖★, 𝛿); ORION computes utility𝑈 from cosine retention and clustering stability.

5.2.2.1 SENTINEL Implementation

SENTINEL offers adaptive intelligence by converting qualitative privacy concerns into quantita-

tive indicators (𝑆 and 𝜌). It further conducts feature-driven utility discovery by identifying specific

features, such as columns, tokens, and structures, that influence privacy and utility. Additionally,

SENTINEL supports context-aware optimization by profiling each dataset individually, rather than

relying on uniform assumptions. The system outputs {X, 𝑆, 𝜌, 𝑁 , 𝑑, columns used} for downstream

agents and to guide the appropriate level of privacy noise to introduce in MAESTRO. SENTINEL

quantifies the privacy and utility impact of each record and characterizes the distribution of the data.

The SENTINEL agent provides the following functions to determine the sensitivity 𝑆 and density 𝜌

for each dataset.

• Selects user-specified privacy-sensitive text columns or, if not specified, applies automatic

detection of text fields using data-type heuristics, such as identifying common PII fields

115



including emails and phone numbers.

• Scans text for regular expression-based PII patterns, such as emails, phone numbers, and long

numeric sequences, and calculates both the PII hit rate and lexical rarity.

• Constructs embeddings from the text X using either TF–IDF or a configured embedding

function, applied to the concatenated sensitive columns for each row.

• Computes semantic density using the embeddings, defined as the fraction of non-zero entries

in the embedding matrix (𝜌 = ∥X∥0/(𝑁𝑑)), and calculates sensitivity, which measures

the impact of a single row on the vector set based on PII hit rate and word rarity (𝑆 =

clip
(
0.1 + 0.3 · PIIrate + 1.2 · Rarity, 0.1, 2.0

)
).

𝑋 = Embed(D), 𝜌 =
∥𝑋 ∥0
𝑁𝑑

(5.22)

Sensitivity estimation (clipped) uses PII hits per 1k tokens and hapax fraction 𝜋 :

𝑆𝑒𝑛𝑠 = clip
(
0.1 + 𝑎 ·

∑
𝑖 ℎ(𝑡𝑖)∑

𝑖 |𝑡𝑖 |/1000
+ 𝑏 · 𝜋, 0.1, 2.0

)
(5.23)

A detailed illustration for the process of SENTINEL is provided in Algorithm 6.
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Algorithm 6: SENTINEL: Profiling and Sensitivity Estimation
Input: Dataset path 𝑑, global sensitive columns Sglobal, per-file sensitive columns Sfile.
Output: Profile struct with sensitivity 𝑆 , semantic density 𝜌 , selected columns, and basic

stats; list of concatenated texts per row.
Step 1: Load and select sensitive columns
Load CSV into dataframe df
if 𝑑 ∈ Sfile then

cols← Sfile [𝑑] ∩ df .columns
else

if Sglobal not empty then
cols← Sglobal ∩ df .columns

else
cols← AutoDetectTextColumns(df)

If cols is empty, fall back to first text-like column (if any)
Step 2: Build row-wise text and estimate sensitivity
Construct Texts = {𝑡𝑖} by concatenating the values of cols for each row
Initialize PII hit count and vocabulary statistics
foreach 𝑡𝑖 ∈ Texts do

Detect PII patterns (e-mail, phone, IDs) and accumulate hits
Tokenize 𝑡𝑖 and update token counts

Compute PIIrate = PII hits per 1000 tokens
Compute Rarity = fraction of tokens with count 1
Set

𝑆 ← clip
(
0.1 + 0.3 PIIrate + 1.2Rarity, 0.1, 2.0

)
Step 3: Compute embeddings and density
Compute embeddings X← Embed(Texts) ∈ R𝑁×𝑑

Compute 𝜌 ← ∥X∥0/(𝑁𝑑) (semantic density)
Step 4: Build profile
profile← {𝑆, 𝜌, cols, 𝑁 , 𝑑}
return (profile,Texts)

5.2.2.2 CHIMERA Implementation

CHIMERA incorporates adaptive intelligence by activating only when utility cannot be achieved

with existing data. It applies context-aware optimization through dataset-specific augmentation ratios

and supports feature-driven utility discovery by reinforcing features pertinent to utility. CHIMERA
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generates synthetic text to improve the semantic structure of data before noise is introduced. When

utility requirements are unmet under strict privacy budgets, CHIMERA augments the dataset with

additional examples to stabilize cluster structure and enhance noise tolerance. If SENTINEL’s

output signals data sparsity or requires a lower 𝜀, CHIMERA generates synthetic data at a controlled

ratio 𝛼 (from 0% to 40%), thereby extending the original dataset. The CHIMERA agent performs

the following functions to generate the augmented corpus D′ =D ∪ D̃★.

• Constructs topic-conditioned text sequences using a large language model (LLM) or, if

unavailable, employs an n-gram model as a fallback.

• Adjusts the augmentation ratio 𝛼 ∈ {0, 0.1, 0.25, 0.4} to maintain controlled semantic drift.

• Filters low-quality or duplicate synthetic data before merging with the corpus to construct D′.

In summary, CHIMERA generates augmented texts by embedding synthetic data X𝛼 , which

SENTINEL recomputes when 𝛼 > 0.

For 𝛼 ∈ A, the system synthesizes D̃ using the generator G𝜃 (either an LLM or n-gram model),

and filters the results using predicate 𝑄:

D̃ = G𝜃 (D, 𝛼), D̃ ★ = {𝑡 ∈ D̃ | 𝑄 (𝑡) = 1}, D′ =D ∪ D̃ ★ (5.24)

The process iterates over 𝛼 ∈ {0, 0.1, 0.25, 0.4} to achieve the target utility at a lower 𝜀. By

incorporating realistic synthetic data, CHIMERA reduces the need for noise addition, enabling a

smaller 𝜀 and minimizing adverse effects on data utility. A detailed illustration for the process of

CHIMERA is provided in Algorithm 7.
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Algorithm 7: CHIMERA: Synthetic Text Augmentation
Input: Original texts Texts = {𝑡𝑖}𝑁𝑖=1, augmentation ratio 𝛼 ∈ [0, 1].
Output: Augmented text collection Texts𝛼 .
Step 1: Determine number of new samples
𝑛new ← max(1, ⌊𝛼𝑁 ⌋);
Step 2: Generate candidate synthetic texts
if LLM or fine-tuned model available then

Candidates← LLM_GenerateInDomain(Texts, 𝑛new);
else

Candidates← NGram_FallbackGenerate(Texts, 𝑛new);

Step 3: Quality filtering
Accepted← [ ], Seen← ∅;
foreach 𝑡 ∈ Candidates do

if Length(𝑡) < 𝐿min then
continue;

key← NormalizeKey(𝑡);
if key ∈ Seen then

continue;
if QualityGate_IsPlausible(𝑡) = false then

continue;
Append 𝑡 to Accepted;
Seen← Seen ∪ {key};

Step 4: Merge with original texts
Texts𝛼 ← Texts ∪ Accepted;
return Texts𝛼 ;

5.2.2.3 AEGIS Implementation

AEGIS performs dynamic privacy-utility optimization by adjusting the noise scale to maintain

utility. This process is context-aware, leveraging sensitivity 𝑆 and density 𝜌 to adapt the 𝜀-grid.

AEGIS generates a set of candidate 𝜀 values (for example, 0.1, 0.2, and so on) and uses the previously

computed 𝑆 and 𝜌 to determine the required noise for each mechanism, specifically Laplace and

Gaussian. After determining the appropriate noise, AEGIS applies it to the embeddings and

transmits both noisy versions to ORION. The system then selects the smallest 𝜀 and mechanism
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M ∈ {Laplace,Gaussian} such that𝑈 (X′) ⩾ 𝑈target.

• Generates an adaptive 𝜀-grid, optionally informed by prior runs, and sets 𝛿 as a fixed parameter.

• Evaluates both Laplace and Gaussian mechanisms to minimize utility loss.

• Computes L1 and L2 sensitivities and dynamically derives 𝑏 and 𝜎 .

L1 and L2 sensitivities are derived from 𝑆 and 𝜌:

𝐿1 = 𝑆
(
1 + 1

2𝜌
)

(5.25)

𝐿2 = 𝑆
√︁
1 + 𝜌 (5.26)

For each 𝜀 in the grid, AEGIS generates privatized embeddings using the following mechanisms.

Laplace mechanism

𝑏 =
𝐿1
𝜀
, X′Lap = X + Lap(0, 𝑏) (5.27)

and the Gaussian mechanism

𝜎 =
𝑐 𝐿2

√︁
2 ln(1.25/𝛿)

𝜀
, X′Gau = X + N(0, 𝜎2I) (5.28)

Both candidates are then forwarded to ORION for utility evaluation. In summary, AEGIS

translates the theoretical privacy budget into practical noisy data.

The overall optimization objective function for AEGIS is denoted as:

(M∗, 𝜀∗) = argmin
M,𝜀

𝜀 s.t. 𝑈 (X′) ⩾ 𝑈target (5.29)

A detailed illustration for the process of AEGIS is provided in Algorithm 8.
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Algorithm 8: AEGIS: Sensitivity-Aware DP Mechanism Selection
Input: Embeddings X, sensitivity 𝑆 , semantic density 𝜌 , target utility𝑈target, prior

preference 𝜀pref (optional).
Output: Chosen configuration sel = (M∗, 𝜀∗, 𝛿∗,𝑈 ∗), full grid of evaluated candidates.
Step 1: Build 𝜀-grid and 𝛿

Construct base grid Ebase (e.g., {0.2, 0.3, 0.4, . . . , 4.0});
Adjust grid using 𝑆 and 𝜀pref (scaling/compression);
Set 𝛿 to a small constant (e.g., 10−5);
E ← sorted, de-duplicated union of scaled values;
Step 2: Enumerate Laplace and Gaussian candidates
Results← [ ];
foreach 𝜀 ∈ E do

Compute Δ1 = 𝑆 (1 + 1
2𝜌) and Δ2 = 𝑆

√
1 + 𝜌;

Laplace candidate
𝑏 ← Δ1/𝜀;
X′Lap ← X + LaplaceNoise(0, 𝑏);
(𝑈Lap,𝑚Lap) ← ORION_Utility(X,X′Lap);
Append (Laplace, 𝜀, 0,𝑈Lap,𝑚Lap) to Results;
Gaussian candidate
𝜎 ← 𝑐 Δ2

√︁
2 ln(1.25/𝛿)/𝜀;

X′Gau ← X + GaussianNoise(0, 𝜎);
(𝑈Gau,𝑚Gau) ← ORION_Utility(X,X′Gau);
Append (Gaussian, 𝜀, 𝛿,𝑈Gau,𝑚Gau) to Results;

Step 3: Choose smallest 𝜀 meeting𝑈target
F ← {𝑟 ∈ Results : 𝑟 .𝑈 ⩾ 𝑈target};
if F ≠ ∅ then

Sort F by increasing 𝜀, breaking ties by decreasing𝑈 ;
sel← first element of F ;
sel.meetsTarget← true;

else
sel← argmax𝑟∈Results 𝑟 .𝑈 ;
sel.meetsTarget← false;

return (sel,Results);
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5.2.2.4 ORION Implementation

ORION facilitates feature-driven utility assessment by determining which embedding features

are essential for maintaining semantic content. In alignment with AEGIS, it provides context-aware

optimization by addressing the structural characteristics of each dataset individually. ORION

measures the preservation of meaning, similarity, and structural integrity in data following the

introduction of noise by AEGIS. Cosine similarity is used to evaluate the correspondence between

original and noised embeddings, and silhouette scores assess the stability of clustering structures.

For every noisy dataset generated by AEGIS, ORION implements the following procedures to

evaluate the utility of the perturbed data for downstream tasks such as clustering or classification:

• Measures embedding cosine retention, which quantifies the extent to which each vector

preserves its direction following the introduction of noise.

𝑢cos =
1
𝑀

𝑀∑︁
𝑖=1

x⊤𝑖 x
′
𝑖

∥x𝑖 ∥ ∥x′𝑖 ∥
(5.30)

• Assesses deviation in cluster structure using the silhouette score, specifically evaluating

whether Δsil indicates substantial drift.

Δsil = sil(X′) − sil(X) (5.31)

• Combines these metrics using weighted aggregation to compute an overall utility 𝑈 . If

𝑈 ⩾ 𝑈target, ORION deems the results sufficient.

𝑈 =𝑤1𝑢cos +𝑤2max(−𝛾,Δsil) (5.32)

F =
{(
𝜀,𝑈 (𝜀,M)

)
: 𝜀 ∈ E, M ∈ {Lap,Gau}

}
(5.33)
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If no configuration satisfies 𝑈 ⩾ 𝑈target at 𝛼 , ORION selects argmax𝑈 and reports the shortfall

𝑈 −𝑈target.

A detailed illustration for the process of ORION is provided in Algorithm 9.

Algorithm 9: ORION: Utility Computation and Assessment
Input: Original embeddings X, DP configuration sel = (M∗, 𝜀∗, 𝛿∗) (from AEGIS).
Output: Utility metrics (cosine retention, silhouette scores, aggregate utility𝑈 ).
Step 1: Reconstruct noisy embeddings under chosen mechanism
ifM∗ = Laplace then

Recompute Δ1 and scale 𝑏 = Δ1/𝜀∗ (using 𝑆, 𝜌);
X′← X + LaplaceNoise(0, 𝑏);

else
Recompute Δ2 and 𝜎 = 𝑐 Δ2

√︁
2 ln(1.25/𝛿∗)/𝜀∗;

X′← X + GaussianNoise(0, 𝜎);

Step 2: Optional subsampling for scalability
if 𝑁 = rows(X) is large then

Randomly select index subset I of size 𝑀 and define A = XI , B = X′I;
else

A← X; B← X′;

Step 3: Cosine retention
Compute 𝑢cos = 1

𝑀

∑𝑀
𝑖=1

a⊤𝑖 b𝑖
∥a𝑖 ∥∥b𝑖 ∥ ;

Step 4: Cluster structure and Δsil
Choose 𝑘 (e.g., based on

√
𝑀);

Cluster A and B using 𝑘-means to obtain labels;
Compute sil(A) and sil(B), then Δsil = sil(B) − sil(A);
Step 5: Aggregate utility
Compute𝑈 =𝑤1𝑢cos +𝑤2max(−𝛾,Δsil);
return {𝑢cos,Δsil,𝑈 , sil(A), sil(B),M∗, 𝜀∗, 𝛿∗};

5.2.2.5 Integrated MAESTRO Sub-Agent Implementation

MAESTRO innovation incorporates adaptive intelligence supported by continual learning

through a policy cache, context-aware optimization, and feature-driven utility discovery to achieve

dynamic data privacy and utility optimization. As depicted in Figure 5.3, MAESTRO coordinates
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the four sub-agents in a feedback loop that:

1. profiles the dataset (SENTINEL),

2. activates CHIMERA augmentation only if needed,

3. attempts DP calibration (AEGIS) evaluated by ORION,

4. and learns from past runs to accelerate future optimization.

While executing all the sub-agents in order, it ensures reproducibility by writing a JSON report

and updating a learning cache with the best 𝜀 for each type of tabular data. This approach helps

future executions to leverage the learnings and save time during optimization.

𝜖pref ← 𝑓
(
𝜀★,𝑈 , feedback

)
, E ← adj(E, 𝜀). (5.34)

A detailed illustration for the process of MAESTRO is provided in Algorithm 10.
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Algorithm 10: MAESTRO: Target-Aware Orchestration
Input: Dataset list D, global sensitive columns Sglobal, per-file sensitive columns map Sfile,

target utility𝑈target, augmentation grid A = {𝛼1, . . . , 𝛼𝐿}, PolicyCache (optional
prior 𝜀pref per dataset).

Output: Per-dataset reports with chosen (M★, 𝜀★, 𝛿★, 𝛼★) and recorded utilities.
Step 1: Loop over datasets
foreach 𝑑 ∈ D do
(profile,Texts) ← SENTINEL_Profile(𝑑,Sglobal,Sfile);
Initialize bestSel← ∅, bestReport← ∅, metTarget← false;
𝜀pref ← PolicyCache[𝑑] .𝜀pref (if available);
Step 2: 𝛼-loop with optional augmentation
foreach 𝛼 ∈ A do

if 𝛼 = 0 then
Texts𝛼 ← Texts;

else
Texts𝛼 ← CHIMERA_Augment(Texts, 𝛼);

Compute embeddings X← Embed(Texts𝛼 );
Step 3: AEGIS selection and ORION evaluation
(sel, grid) ← AEGIS_SelectForTarget(X, profile.𝑆, profile.𝜌,𝑈target, 𝜀pref );
metrics← ORION_Assess(X, sel);
report← BuildReport(𝑑, profile, sel, grid,metrics,𝑈target, 𝛼);
Step 4: Update best selection and early stop if target met
if sel.meetsTarget = true then

bestSel← sel, bestReport← report, metTarget← true;
break from 𝛼-loop;

else
if bestSel = ∅ or sel.util > bestSel.util then

bestSel← sel, bestReport← report;

Step 5: Persist learning to PolicyCache and output
Update PolicyCache[𝑑] with profile.𝑆 , profile.𝜌, bestSel.𝜀, bestSel.M, used 𝛼 , and
metTarget;

Write bestReport to disk or logging sink;

return all per-dataset reports and updated PolicyCache;
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Figure 5.3: Unified architectural view and interaction diagram of MAESTRO, SENTINEL, CHIMERA,
AEGIS, and ORION with underlying equations and associated research contributions.
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5.2.3 Overall process workflow with combined AURA & MAESTRO

behavior

Figures 5.4 and 5.5 present the complete process workflows for AURA and MAESTRO. The

AURA workflow initiates by loading the dataset and user preference files, followed by profiling

the data through the computation of normalized scores for key quality characteristics such as

completeness, uniqueness, diversity, and format consistency. Subsequently, it extracts dataset-level

contextual features and determines quantitative thresholds and characteristic weights through the

coordinated operation of QUANTA and CORTEX. With these parameters, AURA calculates an

overall utility score as a weighted aggregate of the individual characteristics and assesses each

characteristic against its respective threshold to determine compliance. All results and outcomes are

then stored in a learning repository, which allows the framework to iteratively adapt its mappings,

thresholds, and weighting strategies over time.

The MAESTRO workflow builds upon this process by integrating privacy-aware optimization.

Provided with dataset paths, identified privacy-sensitive columns, and a user-defined target utility,

SENTINEL profiles the data by computing embeddings, sensitivity, semantic density, and related

structural attributes. CHIMERA subsequently generates controlled in-domain synthetic text to

facilitate privacy preservation, while AEGIS constructs candidate differentially private versions of

the dataset across an 𝜀 grid and submits them to ORION for evaluation. ORION measures aggregated

utility and reporting metrics for each candidate. MAESTRO then selects the configuration that

meets the utility target with the minimal privacy budget. If no candidate achieves the target, the

system incrementally increases the augmentation factor and repeats the process until the target is met

or all options are exhausted. Collectively, AURA and MAESTRO provide an end-to-end framework

that translates qualitative user expectations into quantitative utility objectives, adaptively calibrates

privacy noise, and retains optimal configurations for future executions.
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Figure 5.4: AURA Workflow and Sub-Agent Behavior.
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Figure 5.5: MAESTRO Workflow and Sub-Agent Behavior.

5.3 Simulation & Results

To assess the generalizability of the proposed agentic data utility framework, three structurally and

semantically distinct datasets were utilized. The first dataset, BDD100K [234], is a diverse driving

dataset from the University of California, Berkeley. The analysis focused on the attributes weather,

time of day, and scene, which are present across 69,863 records. For each record, demographic data

points, age, gender, and race, were synthetically generated and appended to facilitate privacy impact

analysis; this augmented dataset is referred to as EV Driving. During synthetic data generation, the

age column was distributed as 20%-60%-20% for child, adult, and senior, respectively; gender was
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balanced at 50% male and 50% female; and race was set at 50% white, 20% black, 20% Asian, and

10% other. The final dataset comprised 69,863 fully populated rows, achieving a 100% completeness

score. The records were predominantly unique, with only 0.03% of rows duplicated, resulting in a

uniqueness fraction of 97%. However, categorical diversity was extremely limited: each attribute

(weather, scene, time of day, race, target) exhibited less than 0.01% distinct values per row, and the

demographic fields age and gender were constant across all entries. Despite this lack of variation,

the dataset format was entirely consistent, with every column demonstrating 100% confidence in

data type uniformity.

A second dataset, consisting of 3,510,433 time-series records of household energy consumption

collected from multiple smart energy meters in the City of London [240], was also analyzed. To

examine the effects of dataset size, two subsets were created: one with 1 million records (Smart

Meter-1M) and another non-overlapping subset with 100,000 records (Smart Meter-100K). The 1

million-row dataset exhibited minimal data loss (99.96% completeness), and all rows were unique,

resulting in a uniqueness fraction of 100%. The diversity profile indicated that the identifier LCLid

and the date field day had nearly constant values (0.16% and 0.08% distinct values, respectively).

In contrast, energy statistics showed moderate variability: energy_mean and energy_sum varied

across approximately 21% of rows, energy_std was highly diverse (97.48%), while energy_median,

energy_max, and energy_min were largely uniform (less than 1%). The count column was entirely

constant (0% diversity). Format consistency was perfect, with strings for LCLid, dates for day,

and floats for all energy measures, each with 100% confidence. The smaller dataset (100,000

records) also achieved 99.96% completeness and 100% uniqueness. Its diversity profile was notably

richer: the day field varied across 0.83% of rows, and energy statistics such as energy_mean and

energy_sum spanned more than half the dataset (53.13% and 55.88%, respectively). Energy_median,

energy_max, and energy_min exhibited 2 to 4% diversity, compared to less than 1% in the larger

subset. The count column remained essentially constant (0.03%). Format consistency was again

perfect. As a result, models trained on the 100,000-row dataset are likely to encounter greater
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temporal and energy pattern diversity, whereas the larger dataset may require more robust handling

of imbalanced or uniform features. The consistent data format in both subsets allows pre-processing

to focus on diversity differences rather than type mismatches.

The third dataset, referred to as EV Charging, consists of 44,225 records of municipal-level EV

charging data for the fourth quarter of 2021 [241]. Only 9.20% of the cells are populated, indicating

a highly sparse table with numerous missing entries. Record uniqueness is low, with only 4.08% of

rows being distinct, suggesting that most observations are repeated or incomplete. Column diversity

is similarly limited; the charging event field exhibits the highest variation at 4.08%, while categorical

descriptors such as Borough and Operator are nearly constant (0.01% and 0%, respectively). All

columns demonstrate perfect type consistency, except for Total kWh, which is a float in 95.2% of its

entries. The remaining 4.8% of this column likely contains non-numeric or missing values.

5.3.1 AURA implementation across the datasets

AURA was evaluated using four heterogeneous datasets, each characterized by varying data

scales, structures, and levels of completeness. As shown in Table 5.3, the EV Driving dataset

demonstrated moderate utility but was penalized for low uniqueness resulting from duplicate scenes.

In contrast, both the Smart Meter-1M and Smart Meter-100K datasets achieved the highest overall

utility, attributed to perfect uniqueness and format scores. The EV Charging dataset, despite

experiencing extreme incompleteness with approximately 96% missing data, maintained moderate

utility due to its diversity and format consistency.

QUANTA’s learned mappings from "very low" to "very high" exhibited minor variation across

datasets, demonstrating adaptive calibration in response to user-specified overall utility targets

(Figure 5.6(a)) and observed performance. As shown in Table 5.4, the "high" category adjusted

between 0.71 and 0.76, indicating that QUANTA refines numeric thresholds based on contextual

feedback. In the case of the EV Charging dataset, which was characterized by low data quality,

QUANTA’s "high" threshold decreased slightly (0.713), thereby avoiding over-penalization and
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Table 5.3: Quantitative Summary of AURA Evaluation.

Dataset Records Completeness Uniqueness Diversity Format Overall
Utility

Meets
Thresh-
olds (%)

EV Driving 69,863 1.000 0.039 0.804 1.000 0.706 75
Smart
Meter-100K

100,000 0.9996 1.000 0.826 1.000 0.864 100

Smart
Meter-1M

1,000,000 0.9996 1.000 0.796 1.000 0.796 100

EV Charg-
ing

44,225 0.041 0.041 0.761 1.000 0.404 50

illustrating effective self-calibration. The mapping consistently preserved ordinal integrity (very

low < low < moderate < high < very high) as a result of the agent’s constraint enforcement.

Table 5.4: QUANTA: Learned Label-to-Numeric Mapping per Dataset.

Dataset Very Low Low Moderate High Very High

EV Driving 0.10 0.456 0.499 0.733 0.895

Smart Meter-100K 0.10 0.436 0.499 0.759 0.895

Smart Meter-1M 0.10 0.389 0.499 0.754 0.895

EV Charging 0.10 0.435 0.499 0.713 0.895

Across datasets, QUANTA refined its label-to-threshold mapping so that the "high" threshold

stabilized between 0.71 and 0.76, indicating internal consistency in AURA’s interpretation of user

expectations. For instance, in the EV Charging dataset, QUANTA lowered the "high" threshold

to 0.713 due to extensive missing data (96%), thereby reducing evaluation rigor. In contrast,

for the Smart Meter-100K dataset, it maintained a stricter "high" threshold at 0.759, reflecting

user satisfaction with near-complete data. This adaptive calibration illustrates the learning-based

flexibility of AURA’s interpretive layer, aligning subjective human intent with objective dataset

performance.

As shown in Table 5.5, for the EV Driving dataset, CORTEX assigned comparable weights
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(a) Example User Input Targets for Data
Dimensions and Data Utility

(b) Example Results Stored as JSON in the Learning
Store

Figure 5.6: Qualitative User Inputs & Persisted Results by AURA (ECHO)

133



to completeness and format, while reducing emphasis on diversity, which reflects the dataset’s

structured and consistent labeling. For the Smart Meter-100K and Smart Meter-1M datasets, high

cardinality resulted in diversity dominance (0.78–1.0), consistent with their temporal breadth and

feature richness. For the EV Charging dataset, which contains 96% missing values, CORTEX

prioritized completeness, confirming context-sensitive weighting. The results in Table 5.5 and

Figure 5.7 empirically validate that CORTEX mathematically encodes domain adaptability, such as

𝑤comp being proportional to missingness and 𝑤div being proportional to cardinality.

Table 5.5: CORTEX: Context-Aware Weighting Distribution.

Dataset Completeness Uniqueness Diversity Format Dominant
Weight

EV Driving 0.361 0.297 0.045 0.297 Completeness
Smart Meter-
100K

0.074 0.072 0.782 0.072 Diversity

Smart Meter-1M 0.000 0.000 1.000 0.000 Diversity
EV Charging 0.366 0.194 0.246 0.194 Completeness

Figure 5.7: CORTEX: Context-Aware Weight Distribution per Dataset.
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Table 5.6 shows that, across all analyzed datasets, the format feature consistently exhibited

negligible importance (<10−15), indicating stable schema conformance. Diversity was the most

influential feature in three datasets, whereas uniqueness was dominant in the Smart Meter-1M dataset,

consistent with its 1 million distinct temporal entries. FISSION’s outputs illustrate context-adaptive

learning by dynamically adjusting feature priorities in response to changes in the data environment.

These results are consistent with theoretical expectations that FISSION emphasizes the characteristic

contributing most to perceived utility, thereby demonstrating agent-driven feature selection.

Table 5.6: FISSION: Feature Importance across Datasets.

Dataset Completeness Uniqueness Diversity Format Key Driver

EV Driving 0.139 0.365 0.496 ∼0.000 Diversity

Smart Meter-100K 0.120 0.428 0.452 ∼0.000 Diversity &

Uniqueness

Smart Meter-1M 0.191 0.505 0.304 ∼0.000 Uniqueness

EV Charging 0.096 0.374 0.529 ∼0.000 Diversity

The persistent store in ECHO recorded label mappings, weights, and feature importance over

time as depicted in Figure 5.6(b). The operation of ECHO was demonstrated by the consistent

evolution of mappings and weights across multiple runs. Analysis of these successive runs revealed

the following:

• Stability of mappings across runs, which indicated convergence. Early runs emphasized

uniform weighting, whereas later runs demonstrated context-specific adjustments.

• Progressive improvement in weight assignment was observed. For example, the diversity

weighting for the Smart Meter-100K and Smart Meter-1M datasets increased from 0.05 in

initial runs to 0.78–1.00 after context-based learning.
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• Automatic balance correction occurred when a dataset was highly incomplete. For in-

stance, in the EV Charging dataset, ECHO’s feedback loop prompted CORTEX to prioritize

completeness, demonstrating contextual self-correction.

ECHO incorporates reinforcement via user validation, serving as the cognitive foundation for

AURA’s adaptive reasoning.

Table 5.7: Analysis of AURA’s Overall Capabilities across Datasets.

Capability Agent(s) Evidence from Results Demonstrated Behavior
Adaptive
Qualitative-
Quantitative
Mapping

QUANTA Dynamic numeric shifts for
"high" thresholds (0.713-
0.759) across datasets

Adjusted sensitivity to user con-
text and dataset difficulty, main-
taining ordinal label order

Context-
Aware Catego-
rization

CORTEX Variation in dominant weights:
diversity (SmartMeter-100K
and SmartMeter-1M datasets),
completeness (EV Charging)

Learned domain relevance
through dataset-specific context
analysis

Agent-Driven
Feature Selec-
tion

FISSION Redistribution of feature im-
portance:
diversity → EV Driving,
uniqueness → SmartMeter-
1M

Highlighted key utility drivers
dynamically per dataset based
on learned importance

Continuous
Learning and
Feedback

ECHO Persistent evolution of map-
ping and weights across runs
in response to validation sig-
nals

Demonstrated self-correcting
adaptability through experience
consolidation and feedback inte-
gration

Table 5.7 summarizes the key capabilities of AURA across all evaluated datasets. Figure

5.8 illustrates the utility scores computed by AURA for each dataset. The multi-agent reasoning

framework within AURA demonstrates quantitative robustness, as evidenced by stable mappings

and context-adaptive weights across datasets ranging from 70,000 to 1,000,000 rows. Explainable

adaptivity is reflected in interpretable numeric shifts in mappings and weights, which indicate how

the agents internalize dataset context. Generalizability is established through consistent performance

across transportation, demographic, and time-series domains. Agent cohesiveness results from the
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Figure 5.8: AURA: Overall Utility Score Calcualted per Dataset.

integration of QUANTA, CORTEX, FISSION, and ECHO, which collectively transform qualitative

perceptions into measurable and continuously improving data-utility assessments.

5.3.2 MAESTRO implementation across the datasets

This section provides a comprehensive evaluation of MAESTRO, a target-aware, agentic

differential privacy approach, as applied to four heterogeneous datasets. EV Driving, Smart

Meter-100K, Smart Meter-1M, and EV Charging are evaluated. Table 5.8, informed by Table 5.3,

summarizes the intrinsic data utility and composition of each dataset prior to privacy application, as

well as the dominant data characteristics influencing utility. Diversity and uniqueness metrics indicate

the semantic variability that affects embedding density and sensitivity estimation in subsequent

stages.

Each dataset was processed using user-declared privacy-sensitive columns, with 𝛼 = 0.4 set as

the maximum augmentation threshold. The evaluation demonstrates how the system autonomously

adjusts privacy parameters (𝜀, 𝛿) and augmentation ratios (𝛼) to meet user-defined data utility targets
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Table 5.8: Baseline data utility characteristics of the four datasets.

Dataset Completeness Uniqueness Diversity Format Base Utility Key Driver
EV Driving 1.0 0.04 0.80 1.0 0.706 Diversity
SmartMeter-
100K

1.0 1.0 0.83 1.0 0.864 Uniqueness &
Diversity

SmartMeter-
1M

1.0 1.0 0.80 1.0 0.796 Uniqueness

EV Charging 0.04 0.04 0.76 1.0 0.404 Diversity

while adhering to privacy constraints. Figures 5.9, 5.10, 5.11, and 5.12 present the privacy–utility

mapping for each dataset, where MAESTRO iteratively evaluates Laplace and Gaussian mechanisms

across an 𝜖-grid. The Laplace frontier exhibits greater stability and saturation, especially for the EV

Driving and Smart Meter-100K datasets. In contrast, the Gaussian frontiers show steeper utility

decay, supporting MAESTRO’s preference for Laplace-based calibration. The 𝜖 points indicate

where each dataset achieves optimal semantic preservation under differential privacy constraints.

Figure 5.9: Privacy-Utility Mapping for EV Driving Dataset

Figure 5.13 quantitatively compares the maximum cosine retention achieved by Laplace and

138



Figure 5.10: Privacy-Utility Mapping for Smart Meter-100K Dataset

Figure 5.11: Privacy-Utility Mapping for Smart Meter-1M Dataset
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Figure 5.12: Privacy-Utility Mapping for EV Charging Dataset

Gaussian mechanisms across all datasets. The Laplace mechanism consistently maintains higher

semantic similarity (𝑢_𝑐𝑜𝑠 > 0.9 for EV Driving and Smart Meter-100K) even at moderate 𝜖 values,

whereas Gaussian perturbations result in greater semantic degradation. These findings are consistent

with theoretical expectations that Laplace noise causes less embedding-space distortion for sparse

or categorical text distributions.

The subsequent sections detail how MAESTRO and its sub-agents (SENTINEL, CHIMERA,

AEGIS, and ORION) contribute to achieving an adaptive privacy-utility balance.

5.3.2.1 EV Driving Dataset

In this dataset, MAESTRO selected the privacy-sensitive columns age, gender, and race based on

dataset characteristics. SENTINEL identified low semantic density (𝜌 = 0.16−0.50) and moderate

sensitivity (𝑆 ≈ 0.63−0.67) due to the categorical nature of the demographics. AEGIS selected

the Laplace mechanism with 𝜀★ = 6.67, as the application of Gaussian noise resulted in excessive
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Figure 5.13: Mechanism Comparison (max cosine per mechanism) across the datasets

semantic distortion. CHIMERA’s augmentation (𝛼 = 0.4) stabilized cosine retention (𝑢cos ≈ 0.99),

while ORION detected moderate cluster deformation (Δsil ∈ [−0.08,−0.77]). MAESTRO ultimately

recorded the run as unmet for the strict utility target, but noted strong semantic preservation.

The contributions of the MAESTRO sub-agents are as follows: SENTINEL effectively quantified

categorical sensitivity, enabling informed calibration of the Laplace mechanism. CHIMERA

augmented context through synonymic demographic expansion, which prevented underfitting of

rare categorical pairs. AEGIS balanced privacy and noise, appropriately avoiding the Gaussian

mechanism given the low-density categorical embeddings. ORION provided insight into categorical

stability using silhouette delta, a critical metric for demographic clustering tasks. MAESTRO

coordinated all sub-agents and maintained an 𝜀-preference of 6.67 as an initial calibration for future

demographic datasets.

141



5.3.2.2 Smart Meter-100K Dataset

MAESTRO identified LCLid as the privacy-sensitive column based on the dataset’s characteristics.

The dataset exhibited high structural consistency and uniqueness, resulting in a strong baseline

utility (0.864). SENTINEL determined minimal sensitivity (𝑆 = 0.11) and a low semantic density

(𝜌 = 0.0065). AEGIS implemented the Laplace mechanism with 𝜀★ = 6.58, retaining utility at

𝑈 = 0.66 and cosine similarity at 𝑢cos = 0.96. The value Δsil = −0.03 suggests negligible clustering

distortion.

The contributions of the MAESTRO sub-agents are as follows: SENTINEL accurately classified

unique IDs as low-sensitivity due to their format. CHIMERA had minimal impact, as text sparsity

limited augmentation opportunities. AEGIS effectively achieved the target utility with minimal

noise introduction. ORION verified the structural preservation of the data and confirmed numeric

resilience. MAESTRO designated this case as a success template for future applications, as high

utility was maintained alongside privacy protection.

5.3.2.3 Smart Meter-1M Dataset

As with the Smart Meter-100K dataset, MAESTRO identified LCLid as the privacy-sensitive

column. Due to the dataset’s large scale and low density (𝜌 = 0.00066), SENTINEL indicated

medium sensitivity (𝑆 = 0.26). AEGIS selected the Laplace mechanism with 𝜀★ = 5.26; however,

overall utility remained limited (𝑈 = 0.23), and cosine retention (0.34) indicated embedding

drift resulting from cumulative noise scaling with 𝑁 . MAESTRO ultimately classified this as a

high-volume, privacy-dominant scenario.

The contributions of the MAESTRO sub-agents are as follows: SENTINEL accurately identified

sensitivity inflation caused by scale. As with the Smart Meter-100K dataset, CHIMERA had limited

impact due to insufficient context diversity at this scale. AEGIS managed differential privacy

calibration under massive sample sizes and increased noise amplitude, as required by theoretical
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differential privacy bounds. ORION detected rapid utility decay under large-N noise, which is

essential for quantifying scale sensitivity. This scenario represents an edge case, demonstrating the

scalability limits of fixed-mechanism differential privacy for very large text embeddings.

5.3.2.4 EV Charging Dataset

MAESTRO identified Chargepoint ID and Borough as the privacy-sensitive columns in this

case. This dataset exhibited the highest sparsity (𝜌 ≈ 0.019) and low completeness (0.04). AEGIS

again selected the Laplace mechanism with 𝜀★ ≈ 4.36−4.39. Although Cosine retention declined

moderately (0.52−0.65), the silhouette change was substantial (Δsil ≈ −0.97), indicating structural

fragility. MAESTRO classified this scenario as failing to meet utility targets despite multiple 𝛼

trials.

The contributions of the MAESTRO sub-agents are as follows: SENTINEL accurately detected

high-risk identification fields, resulting in a higher score (𝑆 = 0.41). CHIMERA generated station-

level contextual paraphrases, but minimal improvement was observed due to limited text coherence.

AEGIS reduced 𝜀 to enhance privacy, which compromised cluster stability. ORION quantified

semantic collapse, which was essential for determining utility lower bounds. MAESTRO ultimately

recorded the outcome as privacy-dominant, emphasizing the necessity for feature-specific text

augmentation in subsequent analyses.
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5.3.2.5 Summary of MAESTRO capabilities and applicability across datasets

Figure 5.14: Semantic Density-Sensitivity Phase Plot per dataset (marker size ≈ 𝜖*)

Analysis across datasets with diverse characteristics indicates that those with higher inherent

utility and lower semantic sparsity, such as Smart Meter-100K, most closely matched user-specified

utility targets (𝑈 _𝑡𝑎𝑟𝑔𝑒𝑡). In contrast, sparse and incomplete datasets, exemplified by the EV

Charging dataset, revealed that privacy and semantic preservation become adversarial beyond certain

thresholds. MAESTRO confirmed that semantic density (𝜌) and sensitivity (S) are the primary

determinants of feasible privacy levels. Figure 5.14 illustrates the phase relationship between

sensitivity (S) and semantic density (𝜌) for all datasets, with marker size representing the selected 𝜀.

The observed trend shows that datasets with lower semantic density but higher sensitivity, such as the

EV Charging dataset, required larger 𝜀∗ values to achieve even moderate utility targets. Conversely,
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datasets with dense, well-structured embeddings, such as the EV Driving dataset, attained acceptable

utility at smaller 𝜀 budgets. This demonstrates the interdependent optimization dynamic between

SENTINEL’s profiling and AEGIS’s parameter calibration.

The results indicate that the augmentation ratio (𝛼) enables only limited recovery of semantic

utility and does not fully compensate for high-noise conditions. Dynamic calibration across runs,

with parameters stored in memory, stabilizes policy preferences (𝜀pref) and accelerates convergence.

Figure 5.15 displays a normalized heatmap comparing five metrics: aggregate utility (𝑈 ), cosine

retention (𝑢𝑐𝑜𝑠), silhouette deviation (|
a
𝑠𝑖𝑙 |), semantic density (𝜌), and sensitivity (𝑆) across the

four datasets. The gradient patterns demonstrate that the EV Driving and Smart Meter-100K datasets

maintain high semantic retention despite moderate sensitivity, whereas the EV Charging and Smart

Meter-1M datasets exhibit weaker coherence under differential perturbation. This visualization

highlights MAESTRO’s cross-dataset consistency and the inverse relationship between sparsity and

attainable semantic utility. Table 5.9 consolidates contributions across agents, aligning them with

achieved behaviors.

Figure 5.15: Semantic Retention Heatmap (normalized) per dataset
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Table 5.9: Summary of MAESTRO characteristics across the four datasets.

Agent Contribution Evidenced in Experiments
SENTINEL Accurately mapped user-sensitive columns to embedding-space sensitivity; its PII-

and rarity-based scoring provided essential calibration for DP scaling.
CHIMERA Improved contextual variety for small and categorical datasets, partially offsetting

information loss during DP noise injection.
AEGIS Autonomously selected Laplace mechanism and optimized 𝜀★ values per dataset;

demonstrated adaptive grid refinement.
ORION Quantified semantic distortion via cosine and silhouette metrics; validated the

target-utility satisfaction criterion.
MAESTRO Orchestrated iterative 𝛼-loops, integrated user feedback, and persisted learned

parameters for continuous improvement.

5.3.3 Comparative Evaluation: Proposed Framework vs. Non-Private

Baseline

To contextualize the privacy-utility trade-offs introduced by the proposed framework, its final

outputs are compared against a non-private baseline in which no DP mechanisms are applied. The

baseline achieves maximal semantic fidelity, as embeddings remain unperturbed, but offers no

formal privacy guarantees. In contrast, the framework enforces explicit (𝜀, 𝛿)-DP while adaptively

optimizing for a user-defined utility target. The following section presents a systematic comparison

across four datasets, illustrating how the proposed framework balances semantic utility degradation

against quantifiable privacy gains.

Aggregate Utility Comparison Figure 5.16 presents the aggregate utility score𝑈 for both

the non-private baseline and the proposed framework. The baseline achieves maximal utility, as no

perturbation is applied to the embeddings. The framework demonstrates a controlled reduction in

utility when calibrated DP noise is introduced. Notably, the achieved utility remains close to the

user-specified target threshold, indicating that the framework enforces privacy while preserving a

quantifiable level of semantic usefulness. The observed variation across datasets reflects framework’s
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dataset-aware calibration, which adapts privacy parameters based on sensitivity and semantic density

rather than applying a uniform noise budget.

Figure 5.16: Utility (U): Baseline vs MAESTRO

Cosine Retention of Embeddings Figure 5.17 reports cosine retention (𝑢cos), which measures

the directional similarity between original and privatized embeddings. The baseline yields perfect

cosine retention by construction, whereas the framework exhibits moderate reductions corresponding

to the injected noise. Nevertheless, cosine retention remains high across all datasets, indicating

that the framework preserves the dominant semantic directions in the embedding space. These

findings confirm that the privacy mechanisms selected by AEGIS, guided by SENTINEL’s sensitivity

estimates, limit semantic distortion rather than arbitrarily perturbing the representation.
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Figure 5.17: Cosine retention: Baseline vs MAESTRO

Structural Change in Embedding Space Figure 5.18 illustrates the silhouette shift Δsil,

which captures changes in clustering structure after privacy noise is applied. The non-private baseline

shows no structural change, whereas the framework introduces small positive or negative shifts,

depending on the dataset. The relatively small magnitude of these shifts indicates that cluster-level

semantic organization is largely preserved, even under differential privacy constraints. This result

underscores ORION’s role in validating that the framework retains both pairwise similarity and

higher-level semantic structure.
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Figure 5.18: Structural change (Δ sil): Baseline vs MAESTRO

Privacy Parameters Selected by the Proposed Framework Figure 5.19 presents the

privacy budgets 𝜀∗ selected by the framework for each dataset, along with a monotonic privacy-

strength proxy defined as 1/(1 + 𝜀∗), shown in Figure 5.20. The non-private baseline corresponds

to an unbounded privacy budget and therefore provides no formal privacy protection, represented

by 𝜀 →∞. In contrast, the framework outputs finite, dataset-specific 𝜀∗ values, reflecting explicit

and reportable privacy guarantees. The variation in 𝜀∗ across datasets highlights the framework’s

context-aware optimization: datasets with higher estimated sensitivity or lower semantic density

require larger privacy budgets to meet utility targets, whereas less sensitive datasets allow for

stronger privacy without excessive utility loss.
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Figure 5.19: MAESTRO chosen privacy budget (lower 𝜖 = stronger privacy)

Figure 5.20: Privacy Strength proxy (higher = stronger privacy)
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Joint Privacy–Utility Trade-off Figure 5.21 provides a joint view of semantic utility and

privacy strength for the framework across all datasets. Each point represents the final operating

configuration selected by the framework, with the horizontal axis indicating privacy strength and

the vertical axis indicating aggregate utility. This visualization demonstrates that different datasets

naturally occupy distinct regions of the privacy–utility space, shaped by their intrinsic sensitivity and

semantic characteristics. Rather than enforcing a single global trade-off, the framework identifies a

dataset-specific equilibrium that satisfies differential privacy while maintaining quantifiable semantic

utility.

Figure 5.21: Framework trade-off: Utility vs Privacy Strength

Collectively, these results demonstrate that the proposed framework achieves a principled

improvement over a non-private baseline by introducing explicit DP guarantees while retaining

measurable semantic utility. The comparison indicates that privacy gains are achieved not through

indiscriminate noise injection, but through adaptive, dataset-aware calibration informed by profiling,

synthesis, and utility feedback. This empirical evidence supports the framework as a systematic
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and robust foundational approach for navigating privacy–utility trade-offs in textual embedding

pipelines.

5.3.4 Ethical Connotations and Risks of Generative AI in Privacy-Saving

Data Exchange

The integration of generative artificial intelligence with privacy-preserving data exchange

mechanisms presents significant opportunities alongside complex ethical risks. Although the

proposed framework is designed to promote responsible data sharing through adaptive utility

reasoning and formal DP guarantees, the agentic and generative components require thorough ethical

scrutiny.

A central ethical concern involves the use of generative augmentation mechanisms, such as those

implemented by CHIMERA within the MAESTRO workflow. While DP bounds formally restrict

individual-level disclosure, generative models may retain higher-order semantic structures that

reveal sensitive population-level attributes. This introduces the risk of semantic over-retention or

more formally information leakage in latent space, where group characteristics or latent correlations

remain identifiable despite noise injection [140, 242]. The framework addresses this risk by

integrating generative augmentation with embedding-aware evaluation (via ORION) and adaptive

privacy calibration (via AEGIS), thereby ensuring continuous monitoring of semantic fidelity.

A further ethical consideration involves the automation of privacy-utility trade-offs. By

dynamically adjusting privacy budgets (𝜖, 𝛿 , and 𝛼), MAESTRO alleviates the cognitive demands on

end users but centralizes decision-making within algorithmic agents. This centralization introduces

the risk of over-optimization, where utility objectives may inadvertently drive privacy parameters

toward regulatory or ethical limits. The framework mitigates this risk by prioritizing explicit

user-defined utility targets, enforcing bounded privacy budgets, and providing transparent reporting

of learned parameters to maintain human oversight and accountability.
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This study explicitly evaluates the framework’s behavior both with and without DP application.

By comparing baseline utility preservation before noise injection to post-privacy performance, the

analysis offers an ethically grounded assessment of the trade-offs introduced by privacy mechanisms.

This comparative approach contextualizes privacy gains by relating them directly to measurable

impacts on utility and semantic fidelity.

5.4 Limitations, Scalability, and Practical Adaptability

5.4.1 General Limitations of the Framework

Despite its modularity and interpretability, the proposed multi-agent framework exhibits inherent

limitations. First, the accuracy of qualitative-to-quantitative translation depends critically on

the consistency and clarity of user-provided qualitative inputs. While QUANTA learns adaptive

mappings over time, ambiguous or contradictory feedback may slow convergence or introduce

oscillatory behavior in learned thresholds.

Second, feature importance estimation within FISSION and semantic utility measurement within

ORION rely on heuristic and statistical techniques that may not fully capture complex causal

relationships among data attributes. In datasets where utility emerges from subtle interactions

across features, these agents may underestimate the importance of latent or composite factors. This

limitation reflects a broader trade-off between interpretability and expressive power: the framework

prioritizes transparent reasoning over opaque, end-to-end optimization.

Although the framework demonstrates the individual performance of each agent through

controlled experiments, the evaluation space is necessarily limited. Existing research does not offer

comparable end-to-end agentic implementations that address qualitative utility reasoning, contextual

adaptation, feature-driven inference, and dynamic privacy calibration simultaneously. Consequently,

direct comparisons with existing systems are not feasible. This study therefore adopts a principled
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evaluation strategy, comparing baseline performance before and after the application of differential

privacy. This approach ensures internal validity while recognizing the limitations present in the

broader literature.

5.4.2 Scalability with Extremely Large Datasets

Scalability is a central challenge, especially when the framework is applied to datasets containing

millions of records or features with extremely high cardinality. Empirical results indicate that AURA

adapts to increasing dataset size by emphasizing diversity and uniqueness, demonstrating contextual

sensitivity. However, computational costs increase significantly within MAESTRO, particularly in

embedding generation (SENTINEL), clustering-based utility assessment (ORION), and iterative

privacy calibration.

Moreover, as dataset size increases, sensitivity estimates tend to rise while semantic density

decreases, forcing AEGIS to inject stronger noise to preserve privacy. This phenomenon is explicitly

quantified through comparisons between non-private baselines and privacy-preserving executions,

revealing the precise points at which privacy constraints begin to dominate utility retention. While

this comparison does not replace external benchmarking, it provides a meaningful internal reference

that grounds performance claims in measurable trade-offs.

5.4.3 Sparsity and Heterogeneity of Real-World Datasets

Real-world datasets are often sparse, heterogeneous, and partially observed. High levels of

missing data can distort context-aware weighting (CORTEX), while heterogeneous column semantics

complicate feature importance discovery and sensitivity estimation. In text-heavy datasets, sparsity

reduces embedding stability, increasing the volatility of similarity-based utility metrics.

The framework addresses these challenges in part by decoupling intrinsic data characteristics

from semantic utility assessment and enabling adaptive reweighting based on contextual signals.
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However, sparsity remains a limiting factor in both baseline and privacy-preserving scenarios,

underscoring the need to report performance before and after applying differential privacy.

5.4.4 Practical Adjustments and Deployment Strategies

To address the above limitations in practice, the framework supports several pragmatic adjust-

ments. Agents can be selectively activated based on dataset diagnostics, reducing unnecessary

computation. Learning rates within ECHO and MAESTRO can be decayed adaptively to prevent

instability, while policy snapshots enable rollback and auditability.

From an evaluation perspective, future deployments will benefit from a broader set of quantitative

indicators to assess performance. While this study emphasizes utility scores, semantic similarity,

and clustering stability, future work will include additional benchmarks, task-specific metrics, and

cross-dataset evaluation protocols to better contextualize the effects of privacy mechanisms on

performance.

5.5 Summary

This chapter introduced a hierarchical agentic framework for adaptive, privacy-preserving

data exchange that integrates human-centered utility reasoning with automated differential privacy

actuation. The framework comprises two primary agents: AURA, which translates qualitative user

intent and dataset context into interpretable, continuously updated utility objectives, and MAESTRO,

which converts these objectives into calibrated privacy mechanisms. Specialized sub-agents support

context detection, feature-driven importance inference, semantic and structural utility measurement,

mechanism selection, and outcome-driven learning. Implementation workflows detail how the

agents interact in a closed loop to sense, reason, act, and learn, enabling dynamic reweighting and

policy tuning as data characteristics and user priorities change. Simulation results across multiple

datasets demonstrate that this approach preserves downstream utility more effectively than static or
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naive privacy baselines while maintaining differential privacy. The chapter concludes by discussing

ethical risks, such as governance, misuse, and transparency concerns, as well as practical limitations,

including reliance on consistent user feedback, heuristic features, semantic estimators, and scaling

costs. Pragmatic deployment strategies for stabilizing learning and enhancing real-world robustness

are also outlined.
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6 | Conclusion

6.1 Thesis Summary

This thesis investigates responsible and reliable scaling of electrified and autonomous mobility

within ecosystems characterized by interconnected energy infrastructure, AI-driven risks, and

privacy-sensitive data sharing. Rather than addressing EV adoption, AV risk governance, and

privacy-preserving data exchange as separate issues, the thesis presents an integrated narrative

that unifies these domains. The large-scale deployment of next-generation mobility depends on

three core elements: (i) a robust understanding of adoption trajectories and value streams to inform

planning and investment; (ii) lifecycle-based RAI mechanisms to manage safety, security, fairness,

and legal risks in autonomy; and (iii) adaptive privacy-utility architectures that facilitate data sharing

while minimizing disclosure risks, even in the presence of advanced generative and agentic AI.

These objectives were addressed through three primary research contributions. The first

contribution offers a comprehensive analysis of EV proliferation factors, introduces a flexible

mathematical model to examine the evolution of EV market share across various jurisdictions and

regulatory regimes, and establishes a framework that maps these drivers to both monetary and

non-monetary value streams. The second contribution develops a holistic RAI framework for AVs,

providing a structured classification of AI risks, including but not limited to safety, security, ethical,

and legal domains, and presents detailed bias and fairness identification and mitigation techniques,

validated through simulations on publicly available AV datasets. The third contribution introduces an
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agentic AI-based framework for textual data that jointly optimizes privacy and utility by translating

qualitative user utility expectations into quantitative thresholds, calibrating DP perturbations in

embedding space, leveraging responsible generative AI for synthesis and augmentation, and adapting

strategies based on dataset profiling and continuous feedback.

Collectively, these research contributions offer both domain-specific advancements and a

systems-level perspective on the prerequisites for scalable and trustworthy mobility transformation.

6.1.1 Summary of Research Contribution # 1: EV Proliferation and

Value Streams

The first research contribution framed EV adoption as a multi-factor dynamic process influenced

by regulatory regimes, technology trajectories, economic considerations, and exogenous influences.

It identified and classified EV proliferation factors and proposed a dynamic model to evaluate

EV adoption and resulting market share applicable across geographies and jurisdictions. Beyond

forecasting adoption, it provided a novel framework to analyze how proliferation drivers interact

with emerging value streams. This mapping is strategically important because it connects the

adoption problem (how quickly EVs penetrate) to the operational and commercial opportunity

space (how EVs can be used to improve grid reliability, deliver environmental benefits, and enable

new market roles). The research further emphasized that policy decisions can meaningfully shift

adoption trajectories across jurisdictions, even under similar high-level sustainability intentions, as

illustrated by policy-relevant analyses and references in the underlying work. Covered in Chapter 3,

the contribution is summarized as follows:

• A structured identification of EV proliferation factors and a systematic survey of monetary and

non-monetary value streams in the EV domain.

• A dynamic, jurisdiction-agnostic mathematical model for EV adoption that can incorporate

regulatory regimes and scenario conditions (including exogenous disruptions) to support broader
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applicability beyond a single geography.

• Scenario-driven analysis demonstrating how changes in technology timelines, behavioural shifts,

and coordinated factor interventions can alter adoption trajectories.

• A novel framework mapping proliferation factors to value streams, enabling grid operators and

market stakeholders to reason about planning timelines and opportunity creation as adoption

accelerates.

• A reusable approach for examining policy impacts across jurisdictions, highlighting that policy

differences can meaningfully shift EV market share outcomes.

Overall, the first research contribution advances a decision-support perspective, emphasizing

that EV proliferation should be modeled not only to predict demand but also to establish timelines

for infrastructure readiness and to facilitate coordinated investment decisions that transform adoption

challenges into value creation.

6.1.2 Summary of Research Contribution # 2: RAI for AV Lifecycle with

a Focus on Bias and Fairness

The second research contribution responded to the reality that AVs are AI-enabled socio-technical

systems operating in safety-critical environments. It provided a structured analysis of AI risks in AVs

spanning safety hazards, security vulnerabilities, ethical dilemmas, and legal complexities. Building

on that risk analysis, the research introduced a holistic RAI framework spanning the AI lifecycle,

emphasizing that risks must be identified and mitigated at each stage of AI intervention and that

they can compound over time during real-world operation.

Within this framework, the research provides an in-depth examination of bias and fairness

risks. It explains how biases can originate during pre-design and data collection, manifest through
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modeling and algorithmic choices during design and development, and persist or re-emerge post-

deployment due to drift, domain shifts, and evolving operational contexts. Beyond conceptual risk

identification, the work proposes practical bias identification and mitigation techniques, validated

through simulations using publicly available AV datasets to evaluate strategies such as synthetic data

generation and algorithmic fairness analysis. This integration of lifecycle framing and simulation-

based methods offers actionable guidance for technologists and stakeholders implementing RAI in

AV development. Presented in Chapter 4, the contribution is summarized as follows:

• A structured list and classification of AI risks relevant to AVs spanning nine AI risk domains.

• A holistic RAI framework covering the end-to-end AI lifecycle for AV system development and

deployment, emphasizing risk identification, mitigation, and compounding effects across stages.

• Detailed techniques for detecting and mitigating bias and fairness risks across data collection,

algorithm design, and real-time decision-making, positioned within the lifecycle framework.

• Simulation-backed demonstrations of bias mitigation strategies using publicly available AV

datasets, including evaluation of techniques such as synthetic data generation and algorithmic

fairness analysis.

6.1.3 Summary of Research Contribution # 3: Agentic Privacy-Utility

Preservation for Text Data

The third research contribution addresses the growing need to share textual data across institutions,

systems, and devices, while balancing privacy protection and data utility. Previous approaches

often treat utility modeling, privacy calibration, and user intent as separate, static challenges. To

overcome these limitations, this research presented an end-to-end, interpretable, agentic architecture

that integrates four interconnected components: (1) translating qualitative utility perceptions into

quantitative, context-aware thresholds; (2) optimizing DP perturbations in embedding space to
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balance semantic fidelity with privacy constraints; (3) leveraging responsible generative AI for

data synthesis and augmentation while minimizing sensitive information leakage; and (4) profiling

datasets and dynamically adapting privacy strategies based on dataset characteristics and evolving

requirements. The contribution is presented in Chapter 5 is summarized as follows:

• An adaptive qualitative-to-quantitative translation mechanism that transforms user-driven

qualitative utility perceptions into quantitative utility targets through continual learning.

• Context-aware optimization and feature-driven utility discovery that enable utility scoring to

reflect dataset characteristics and user intent rather than relying on fixed metrics.

• A dynamic privacy-utility balancing mechanism that calibrates differential privacy perturbations

in embedding space while monitoring semantic fidelity.

• A responsible generative AI approach to synthesis and augmentation that is integrated with

privacy calibration and utility evaluation, enabling utility enhancement while managing leakage

risk.

• A multi-agent architecture that supports continuous learning and adaptation based on prior

executions, outcomes, and user feedback.

Beyond the individual contributions presented in Chapters 3 to 5, this thesis advances a systems-

level framework that treats energy-system readiness, responsible autonomy, and privacy-preserving

data utility as interdependent requirements for scalable next-generation mobility. Within this

framing, EV adoption modeling is directly linked to operational opportunity by clarifying when

EV-driven value streams, including grid-relevant opportunities, become practically actionable as

adoption grows. The framework also ties operational AI risk governance to data governance by

recognizing that fairness and bias in AV systems depend not only on algorithms but also on data

availability, representativeness, and governance choices constrained by privacy requirements and

the feasibility of cross-stakeholder data sharing. Finally, it positions generative and agentic AI
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as dual-purpose capabilities that can enhance system utility, such as through synthetic data for

bias mitigation or privacy-preserving augmentation, while simultaneously increasing ethical and

governance complexity, thereby necessitating explicit RAI and privacy–utility design.

6.2 Limitations and Challenges

This section consolidates the thesis limitations, encompassing AI ethics (including traditional,

generative, and agentic AI), scalability, practical adaptability, implementation challenges, and

commercialization barriers. Some limitations are inherent to the research scope, while others

represent open challenges that must be addressed for large-scale real-world deployment.

6.2.1 Limitations of the Proposed EV Proliferation Modeling and Value

Streams

Modeling Assumptions and Generalization Limits: The EV proliferation model is designed

to be reusable across jurisdictions, but any such model necessarily depends on assumptions about

which factors are included, how they are parameterized, and how relationships among factors are

represented. As proliferation factors evolve over time (e.g., technology cost curves, consumer

preferences, infrastructure deployment patterns), coefficients and functional relationships may

require re-estimation. The model’s applicability, therefore, depends on careful calibration and on

the availability and quality of input data for each jurisdictional scenario.

Policy Interpretation and Transferability: The first research contribution highlights that

policy differences can shift adoption outcomes and that cross-jurisdictional comparisons can reveal

meaningful divergence. However, translating policy instruments into model parameters can be

non-trivial. Policies often interact (e.g., incentives plus infrastructure mandates), and implementation

effectiveness may differ from legislative intent. As a result, policy transferability across jurisdictions
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is limited by local institutional capacity, market structure, and enforcement.

Operationalization of Value Streams: The factor-to-value-stream mapping framework

provides a structured way to reason about interdependencies and planning timelines. Nonetheless,

realizing value streams in practice often requires additional market rules, interoperability standards,

and business model maturity that extend beyond modeling. Some value streams may depend on

high-penetration thresholds, aggregator-participation models, or regulatory approvals that vary

widely.

6.2.2 Limitations of the Proposed RAI for AVs

Breadth vs. Depth Across Risk Domains: The RAI framework spans multiple AI risk

domains and is designed to be adaptable, but the detailed application in the underlying research

focuses primarily on bias and fairness. Other risk domains (e.g., certain security threat categories,

broader legal compliance mechanisms) are identified but not operationalized and evaluated within

the same depth. This creates an opportunity for future work but also delineates a current limitation:

the framework’s generality does not automatically translate into complete implementations for all

domains without additional domain-specific elaboration.

Simulation Limitations and Dataset Representativeness: Bias mitigation simulations

provide valuable practical demonstrations, but simulation outcomes depend on the characteristics

of the selected datasets, the chosen fairness metrics, and the evaluated mitigation algorithms.

Publicly available datasets may not fully represent the diversity of real-world driving environments,

geographic variation, sensor configurations, or demographic interactions. Therefore, translating

simulation results into real-world confidence requires additional validation in broader operational

contexts.
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Operational Monitoring and Post-Deployment Governance: Across the AV lifecycle,

RAI also emphasizes continuous monitoring, but implementing robust post-deployment governance

requires instrumentation, auditing infrastructure, and organizational processes that extend beyond

technical model fixes. In practice, continuous monitoring must handle distribution shift, rare

events, changing road environments, software updates, and evolving regulatory expectations. These

operational realities introduce complexity and cost that can be challenging for commercialization,

especially when safety assurance and fairness assurance must be demonstrated simultaneously.

6.2.3 Limitations of the Introduced Agentic Privacy-Utility Framework

Dependence on User Feedback Quality: The third research contribution explicitly relies on

qualitative user inputs to shape utility targets and on continual learning to refine mappings. This

introduces sensitivity to feedback quality. Ambiguous, inconsistent, or contradictory user feedback

can slow convergence or destabilize learned thresholds, and different stakeholders may disagree on

what constitutes adequate utility or acceptable privacy.

Differential Privacy and Semantic Fidelity Trade-offs: While differential privacy

provides rigorous privacy protection, applying DP to textual embeddings introduces non-trivial

challenges to semantic fidelity. Even embedding-aware perturbation strategies can degrade utility for

certain tasks, and the relationship between privacy parameters and downstream semantic performance

may be dataset-specific. Therefore, the framework’s dynamic calibration is valuable, but it cannot

eliminate fundamental trade-offs between privacy strength and utility preservation.

Generative AI Risks and Leakage in Latent Structures: The integration of responsible

generative AI for synthesis and augmentation can improve dataset utility, but generative methods

may retain higher-order semantic structures that risk revealing sensitive population-level attributes

even when individual-level disclosure is constrained. The underlying research explicitly notes ethical
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connotations and leakage risks that require ongoing scrutiny and careful evaluation. This limitation

is not merely technical; it is governance-relevant because stakeholders may require assurances about

both individual privacy and group-level inference risks.

Agentic Automation and Accountability: Agentic architectures can centralize decision-

making in automated agents (e.g., selecting privacy budgets or strategies) and thereby reduce users’

cognitive load. However, automation introduces accountability concerns: if an agent chooses

parameters that are near regulatory or ethical limits, responsibility for that decision must be

clearly defined. Interpretability helps, but organizational governance is still required to ensure that

automated optimization aligns with policy constraints and human oversight expectations.

6.2.4 AI Ethics Limitations Across the Thesis

This thesis engages with AI ethics not as abstract philosophy but as an engineering and governance

constraint that shapes adoption, trust, and commercialization.

Traditional AI Ethics (Predictive/Discriminative Models): For traditional AI models,

core ethical risks include bias and discrimination, AI opacity or unexplainability, unsafe failures,

and misalignment with stakeholder values. The second research contribution directly addresses

bias and discrimination risks throughout the AV lifecycle through risk identification and mitigation

techniques. Nonetheless, ethical adequacy remains context-dependent. Fairness definitions vary

by jurisdiction and stakeholder group, and ethical acceptability may shift as societal expectations

evolve. Therefore, no static fairness metric can be assumed universally sufficient.

Generative AI Ethics: Generative AI introduces risks, including hallucination (the generation

of plausible but false content), amplification of sensitive attributes, and the potential to generate

harmful or misleading outputs. In the thesis, generative AI is used in two primary contexts: (i)

as part of the AV bias mitigation toolkit via synthetic data strategies (within the second research
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contribution), and (ii) as part of the privacy-utility framework for textual data synthesis and

augmentation (the third research contribution). In both contexts, generative outputs can inadvertently

encode or leak sensitive patterns. Ethical deployment, therefore, requires systematic monitoring,

robust evaluation protocols, and governance controls that are still maturing in practice.

Agentic AI Ethics: Agentic AI introduces additional ethical complexity because agents can

make sequences of decisions over time, adapt based on feedback, and optimize objectives that may not

fully capture human values. In the third research contribution, agents coordinate privacy and utility

decisions and learn over repeated executions. While interpretability and explicit agent roles mitigate

some concerns, agentic behaviour can still create unintended consequences (e.g., over-optimizing

utility at the boundary of privacy constraints). This creates a need for human-in-the-loop governance,

bounded optimization constraints, and explicit accountability for automated decisions.

6.2.5 Scalability Challenges

Computational and Data Scalability: EV proliferation modeling requires data ingestion

and calibration across jurisdictions, potentially at a large scale as datasets become richer and more

granular. RAI for AV requires continuous monitoring, auditing, and potentially re-training or

adaptation across fleets and changing environments. The agentic privacy-utility framework requires

repeated profiling, embedding computations, DP calibration, and generative synthesis for large

textual corpora. Each scales differently, but all can become computationally intensive, particularly

when real-time or near-real-time decisions are required.

Organizational Scalability: Scaling responsible mobility is not purely technical. It requires

organizational capabilities: policy alignment, cross-team governance, audit processes, procurement

and interoperability, and stakeholder communication. The RAI framework’s lifecycle orientation

highlights the need for cross-functional coordination (data, machine learning engineering, safety

166



engineering, legal compliance, product operations), which can be difficult in commercialization

contexts due to cost and time-to-market pressures. Similarly, privacy-preserving data exchange

across institutions requires governance agreements and trust frameworks beyond algorithm selection.

6.2.6 Practical Adaptability and Implementation Barriers

Integration with Existing Infrastructure and Standards: For EV proliferation, in-

frastructure readiness is constrained by long planning cycles, regulatory approvals, and physical

deployment timelines. Even if adoption is accurately forecasted, implementing timely infrastructure

upgrades remains challenging. For AVs, integrating RAI practices with existing AI development

pipelines and safety standards is a significant engineering task and requires tooling support for

audits, monitoring, and documentation. For privacy-preserving data sharing, implementing DP and

agentic optimization in real-world enterprise environments requires integration with data engineering

pipelines, access controls, and compliance reporting.

Measurement and KPI Alignment: Practical deployment requires measurable KPIs. EV value

streams must be quantifiable to justify investments. RAI metrics for AVs must be meaningful to both

engineers and regulators. Privacy-utility metrics must align with user-perceived utility and with

formal privacy definitions. The third research contribution explicitly addresses this by translating

qualitative utility into quantitative thresholds, but the broader ecosystem challenge remains: aligning

stakeholder incentives and measurement frameworks is difficult and context-specific.

6.2.7 Commercialization Challenges

Cost, Time-to-Market, and Competitive Pressure: EV infrastructure upgrades, AV safety

assurance, and privacy-preserving data systems all require investment. Competitive markets can

pressure organizations to prioritize speed and features over robust governance. RAI for the end-to-end

AV lifecycle and continuous monitoring can be seen as overhead unless regulators, insurers, or
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customers demand demonstrable assurances. Similarly, privacy-preserving data systems may be

under-adopted if benefits are diffuse while implementation costs are immediate.

Regulatory Uncertainty and Liability: Regulatory expectations for AV safety, fairness,

and accountability continue to evolve. Liability allocation in AV incidents, standards for fairness

demonstration, and audit requirements can change, affecting commercialization risk. For privacy,

regulatory regimes differ across jurisdictions and can impose constraints on data sharing. The thesis

frameworks are designed to be adaptable, but real-world deployment still faces uncertainty that can

delay investment or require redesign.

6.3 Opportunities for Future Work

The contributions of this thesis generate several avenues for future research, both within individual

research objectives and at their intersections. These opportunities are best understood in relation to

the previously identified limitations and challenges. For EV proliferation modeling and value-stream

analysis, a primary direction is systematic model refinement under evolving conditions. The

current model relies on assumptions regarding the selection, parameterization, and representation

of proliferation factors. Future research should extend the model as technology cost trajectories,

consumer preferences, and infrastructure deployment patterns evolve. This extension involves not

only incorporating new factors but also re-estimating coefficients, refining functional relationships

as the influence of factors shifts, and developing calibration strategies that remain robust despite

variations in jurisdiction-specific data quality and availability. Concurrently, strengthening the policy

interpretation layer by developing policy mechanism translation toolchains can facilitate systematic

mapping of policy instruments to model parameters. This approach addresses the complexity of

translating policy into model parameters, particularly when multiple policies interact or when

implementation effectiveness diverges from legislative intent. Such toolchains would also support
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reproducible comparisons of policy portfolios across jurisdictions and clarify the constraints on

policy transferability imposed by local institutional capacity, market structure, and enforcement

practices. Another important direction is uncertainty quantification: expanding scenario analysis to

include uncertainty bounds and sensitivity analysis will help stakeholders assess the robustness of

planning timelines and adoption projections under parameter uncertainty and data variability, which

is especially relevant for jurisdiction-agnostic models. Finally, as the realization of value streams

is often limited by market rules, interoperability standards, business model maturity, penetration

thresholds, aggregator participation models, and regulatory approvals, future research should pursue

richer integration with grid operational models. This includes incorporating detailed grid constraints,

operational reliability models, and market participation mechanisms to quantify how value streams

scale with adoption and to identify the institutional and technical prerequisites for operationalizing

them.

Future research on the RAI framework for AVs is shaped by the current trade-off between breadth

and depth. While the RAI framework is intended to address multiple AI risk domains, the present

work primarily operationalizes bias and fairness. A key direction is to operationalize additional

AI risk domains by implementing, evaluating, and benchmarking mitigation strategies beyond

bias and fairness, including specific security threats and broader legal compliance mechanisms.

Advancing in this area requires stronger validation under real-world representativeness constraints.

Current bias mitigation simulations depend on specific datasets and metrics, and publicly available

datasets may not capture the full diversity of driving environments, geographic variation, sensor

configurations, or demographic interactions. Therefore, future research should broaden validation

to more diverse operational contexts and develop evaluation methods that explicitly address

representativeness limitations. Additionally, the framework’s lifecycle orientation requires investment

in post-deployment auditing and monitoring systems. Developing scalable, standardized monitoring

pipelines to assess fairness and other risks under distribution shifts is essential, given operational

realities such as rare events, changing road environments, software updates, and evolving regulatory

169



requirements. These factors also contribute to implementation complexity and cost, intensifying

commercialization pressures when safety and fairness must be demonstrated concurrently. To

facilitate comparability and industry adoption, future work should develop standardized evaluation

suites that offer reproducible benchmarks for AV fairness and broader RAI compliance. Furthermore,

governance integration can be advanced by defining organizational templates that embed RAI

principles throughout the AV lifecycle and product development process. These templates should

include documentation practices, audit trails, and accountability structures aligned with regulatory

expectations, thereby addressing the need for comprehensive organizational processes beyond

technical model adjustments.

Future research on the agentic privacy-utility framework is shaped by previously identified

sources of sensitivity and risk. As the framework depends on qualitative user feedback to define

utility targets and employs continual learning to refine mappings, a primary direction is to enhance

the robustness of intent capture and feedback handling. This will ensure that ambiguous, inconsistent,

or contradictory feedback does not destabilize learned thresholds and that disagreements among

stakeholders regarding acceptable privacy and utility levels are explicitly managed. Simultaneously,

further investigation into the trade-off between differential privacy and semantic fidelity is warranted.

Embedding-aware perturbation may reduce utility for certain tasks, and the relationship between

privacy parameters and downstream semantic performance is often dataset-specific. Therefore, future

work should broaden evaluation across tasks and domains using additional quantitative indicators

and standardized benchmarks to contextualize improvements. Methodological advancements can

be achieved by exploring alternative noise mechanisms and privacy strategies, including various

differential privacy mechanisms, alternative privacy definitions, and hybrid approaches, to improve

adaptability and performance across different dataset types while clarifying the interaction between

privacy choices and utility degradation. Given the integration of responsible generative AI for

synthesis and augmentation, future research should also systematically evaluate leakage risks in

latent structures, providing governance-relevant assurances regarding both individual-level privacy
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and sensitive population-level attribute inference. Scaling the architecture for large datasets and

enterprise applications necessitates distributed agent execution, including strategies for distributed

execution, orchestration, and cost-aware optimization to address the computational demands of

repeated profiling, embedding computations, differential privacy calibration, and generative synthesis.

Extending the framework beyond text to non-tabular and multimodal data types, such as images,

graphs, and multimodal corpora, remains a significant direction. Achieving this will require

corresponding adaptations in utility metrics and privacy mechanisms to maintain the framework’s

intent-aware, context-dependent optimization capabilities.

These objective-specific directions also imply a set of cross-cutting opportunities at the inter-

section of the three research contributions, particularly because several limitations are inherently

systemic. One such opportunity is privacy-preserving data sharing for mobility and energy planning.

EV adoption forecasting and value-stream realization can benefit from richer data sharing across

utilities, OEMs, fleets, and regulators, yet data sharing is constrained by privacy and confidentiality

concerns. The privacy-utility architecture from the third research contribution, therefore, suggests a

pathway to share sensitive operational text and logs while preserving privacy, thereby improving

calibration quality and planning robustness in the EV modeling work. A second intersectional

opportunity concerns synthetic data governance across fairness and privacy. Synthetic data

is relevant to both AV fairness mitigation and privacy-preserving data exchange. Future work

can develop unified governance and evaluation protocols for synthetic data that jointly address

fairness improvements and leakage risks, explicitly combining lifecycle RAI considerations with

privacy-utility metrics rather than treating these as separate evaluation tracks. A third opportunity is

responsible agentic optimization in safety-critical systems. Because agentic AI introduces ethical

complexity, agents can adapt over time, optimize objectives that may not fully capture human values,

and potentially over-optimize at the boundary of constraints. Future work can explore bounded and

auditable agentic optimization techniques that maintain human oversight and comply with safety

and fairness constraints in AV settings, thereby directly addressing accountability concerns raised
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by agentic automation. Finally, an integrative direction is the creation of decision-support systems

for policymakers and operators that combine EV adoption models, RAI lifecycle assessments, and

privacy-preserving analytics into unified platforms. Such platforms would help stakeholders evaluate

trade-offs among adoption acceleration, safety and fairness assurance, and privacy protection within

a consistent framework, and would also operationalize measurement and KPI alignment across

domains by connecting technical metrics to planning, governance, and regulatory decision-making

needs.

6.4 Final Remarks

The mobility transition constitutes both a technological shift and a governance and systems-

integration challenge. The first research contribution demonstrates that EV proliferation can be

accelerated through coordinated interventions and that mapping proliferation drivers to value

streams enables opportunity-driven planning. The second research contribution establishes that

AV deployment requires lifecycle-based responsible AI mechanisms, with bias and fairness risks

necessitating actionable detection, mitigation, and evaluation strategies grounded in practice. The

third research contribution illustrates that privacy and utility can be addressed as complementary

objectives through adaptive, agentic designs that integrate differential privacy, responsible generative

AI, and continual learning.

Collectively, these contributions establish a foundation for advancing electrified and autonomous

mobility as a trustworthy socio-technical system, capable of scaling while maintaining grid reliability,

ensuring responsible AI behavior in safety-critical autonomy, and enabling data sharing that respects

privacy and preserves utility. The future work opportunities identified throughout the thesis suggest

a path toward deeper integration of energy modeling, responsible autonomy, and privacy-preserving

data governance, which is increasingly necessary as mobility systems become more electrified,

autonomous, and data-driven.
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