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Abstract

Deep learning (DL) has emerged as a transformative technology with substantial impact
across various domains, including cybersecurity. This dissertation leverages deep learning
methods and their applications to address increasingly sophisticated cyber threats. DL
methods are capable of learning complex and abstract features from large-scale data, making
them well-suited for identifying and mitigating cyber threats that traditional methods might
miss. This dissertation focuses on the practical implementation and evaluation of DL models
for detecting real-world cybersecurity threats, namely, clickbait, Twitter bots and SMS spam.

Specifically, we propose:

e a novel attention-based neural network model named Knowledge-Enhanced Clickbait
Detector (KED) that uses linguistic knowledge graphs built from WordNet to guide the
attention mechanisms. The proposed neural network can effectively capture discrimi-
native features from local and global similarities via the proposed knowledge-enhanced
attention mechanisms. Moreover, we incorporate human semantic knowledge into the
neural network and its attention mechanisms to better capture semantic correlations

of headline-article word pairs.

e a novel recurrent neural network (RNN) model to distinguish Twitter bots from human
accounts based on textual content of their tweets. We use several types of linguistic
embeddings to encode tweets, namely, word embeddings, character embeddings, part-
of-speech embeddings, and named-entity embeddings. We avoid using handcrafted
features, which require time-consuming and labor-intensive feature engineering. This
advantage allows for faster and easier implementation and deployment of the bot de-

tection scheme.

e anovel lightweight deep neural model called Lightweight Gated Recurrent Unit (LGRU)
for SMS spam detection. We incorporate enhancing semantics retrieved from external

knowledge to assist in understanding SMS text inputs for more accurate detection.
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In addition, the lightweight model illustrates a method to minimize unnecessary com-
plexity in training recurrent models without compromising the performance, which we

believe is applicable to many other complex recurrent models for other applications.

Experimental results show that the above models outperform their counterparts, includ-
ing state-of-the-art models/systems and other baseline models, in terms of predictive perfor-
mance and/or running time. The proposed models provide robust, scalable, and real-time

security solutions that can adapt to the rapidly changing landscape of cyber threats.
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Chapter 1

Introduction

1.1 Background and Context

Cybersecurity is a collection of strategies, policies, processes, and technology, working to-
gether to safeguard the privacy, confidentiality, and availability of attack-proof computer
infrastructure, networks, software applications, and records [1]. At the application, network,
host, and data stage, cybersecurity systems operate. There are plenty of technologies that
operate in silos to deter attacks and detect security breaches, such as antivirus applications
and firewalls [1]. Nonetheless, several rivals are still at an advantage because they only need
to identify one vulnerability in the systems requiring protection. The threat is also growing
as the number of internet-connected systems grows, leading to a higher probability of attack.
In addition, attackers are getting more advanced, designing zero-day exploits and malware

that avoid security monitor, allowing them to sustain without warning for long periods [1,2].

It is urgent to develop advanced and intelligent security protection techniques that can
deal with sustainable and diversified risks, in order to optimize the security level of core sys-
tem infrastructure. More importantly, the framework established can acquire the preceding
and existing security state data to not merely develop modern cybersecurity protection and

defense, yet offer intelligent decisions that can provide adaptive security management and



control [3].

Deep learning (DL) is a fast-growing machine learning (ML) division that explores and de-
velops methods, theories, techniques, and application frameworks for the simulation, exten-
sion, and advancement of human intelligence. DL technology has made tremendous strides
during the past decade, due to the growth of ultra-performance computing technology and
the advent of big data. DL technology has particularly allowed individuals to benefit from
more data, achieve better performance, and gain more opportunities. It transforms the lives
of people drastically and refashions traditional ML technologies. ML has a broad variety of
applications, such as computer vision, speech recognition, and natural language processing.
Yet its breadth of application goes way beyond the three aspects. In the area of cybersecu-
rity, it still has several other outstanding tasks, such as the detection of bots, spam, malware,

and clickbait [3].

Traditional ML methods, such as random forests, and support vector machines (SVM),
played a critical role in meeting cyberspace challenges, in the early stage of ML research.
While traditional ML methods are very effective, the extraction of features is time-consuming
and labor-intensive. When it is extended to the field of cybersecurity, this weakness is par-
ticularly noticeable. For instance, the different features (e.g., ‘Machineldentifier: Individual
machine ID’, ‘ProductName: Defender state information, such as win8defender’, ‘AppVer-
sion: Defender state information, such as 4.9.10586.0") associated with malware are neces-
sarily and manually compiled to enable an ML model to identify malware. Therefore, it

certainly restricts the efficiency and performance of threat detection [3].

This is because traditional ML algorithms operate according to particular pre-defined
patterns, indicating that characteristics that are not pre-defined can resist detection and
may not be identified. It can be inferred that most ML algorithm performance relies on the
quality of the detection and extraction of features [4,3]. During the past decade, researchers
have devoted great effort to research deep neural networks (DNN), in light of apparent
shortcomings in standard ML. It is also known as DL, which is a sub-domain of ML. Recurrent

neural networks (RNN) and convolutional neural networks (CNN) are two popular DNN



variants. A major difference in principle between traditional ML and DL is that without

extracting its characteristics or patterns, DL can be used to train the original data directly.

During the past decade, in the fields of computer vision, speech recognition, and natural
language processing, DL has achieved 20 percent to 30 percent performance enhancement and
achieved a remarkable leap in the growth of ML [5,3]. Regardless of any new data types, DL
can model nonlinear and sparse correlations hidden in the data, and detect unknown attacks,
a desirable advantage in cybersecurity applications. DL has made significant progress in
the prevention of cybersecurity threats in recent years. Although adversaries use the most
sophisticated deception tactics, DNN may model the high-level abstract features of cyber
attacks [6,3].

The overarching goal of the research in this dissertation is to model and apply deep learn-
ing methods to cybersecurity tasks with new design, technologies, and algorithms. Following

are the motivations behind our research and the contributions of the dissertation.

1.2 Motivations and Contributions of the Dissertation

Deep learning (DL) is a popular topic that has been widely applied in cybersecurity. The
dissertation focuses on applying deep neural networks (DNN) to cybersecurity tasks such as

detecting Twitter bots, clickbait, and SMS spam.

1.2.1 Motivations

We have identified gaps in existing research in several areas such as Twitter bot detection
using neural networks and linguistic embeddings, attention-based neural networks using
human semantic knowledge and its application to clickbait detection, and lightweight deep

neural models for SMS spam detection.



Twitter Bot Detection

Twitter is a popular online social networking and micro-blogging tool. As a social network,
Twitter’s defining characteristic is its simplicity: its community interacts via publishing
text-based posts, known as tweets. Twitter has its own special memes, i.e., hashtag (#),
mention (@), shortened URL (http://t.co) and retweet (RT). Hashtags, namely words or
phrases prefixed with a # symbol, allow tweets to be grouped by topics. For example,
#usopen2019 and #SheTheNorth are two trending hashtags on Twitter in September 2019.
The symbol @ followed by a user name in a tweet enables the direct delivery of the tweet to
that user. Links shared on Twitter, including links shared in private direct messages, will
automatically be processed and shortened to an http://t.co link. A retweet is a re-posting
of a tweet. Sometimes people type “RT” at the beginning of a Tweet to indicate that they

are re-posting someone else’s content.

The growing user population and open nature of Twitter have made itself an ideal target
of exploitation by automated programs, known as bots. Automation is a double-edged sword
for Twitter. On the one hand, legitimate bots generate a large volume of informative tweets,
like news and blog updates. On the other hand, malicious bots spread spam or malicious

content.

The Twitter bot problem has received substantial attention from researchers. Existing
Twitter bot detection models generally rely on features obtained from user information
such as profile [7, 8,9, 10], timestamps [7, 8, 10], friendship [10, 7], behavior [11,12], and
network connection [13,8,14]. However, feature engineering is very time-consuming and

labor-intensive.

This dissertation proposes a recurrent neural network (RNN) model named BOTLE (BOT
detection using Linguistic Embeddings), which employs BiLGRU and linguistic embeddings
to distinguish between Twitter bots and human users. The task of Twitter bot detection
is formulated as a binary text classification problem, where the goal is to classify accounts

as either bots or non-bots based solely on the textual content of their tweets. To the best



of our knowledge, BOTLE is the first model that does not rely on handcrafted features or
require prior knowledge or assumptions regarding user profiles, social networks, or historical

activity.

Clickbait Detection

Clickbait is designed to entice Internet users into clicking on a hyperlink that leads to a web
page or another piece of online content such as an article, an image or a video. There are

three principal uses of clickbait:

1. Phishing attacks. Attackers send malicious messages to victims that trick them into
clicking on a hyperlink. The purpose is to steal sensitive information such as login
credentials, banking information or credit card numbers, or to install malicious software

such as ransomware on the victims’ computers.

2. Legitimate and illegitimate marketing. Marketers use attention-grabbing headlines to
entice users into clicking on hyperlinks that lead to online articles or advertisements.
Marketers make money based on the number of clicks that an article or advertisement

recelives.

3. Spreading misinformation and disinformation (fake news). Similarly, attention-grabbing
headlines are used to build suspense and sensation in order to lure users into clicking

on hyperlinks that lead to articles or online content with fake news.

The focus of our work in this dissertation is on cases (2) and (3). In particular, we determine
whether a headline is clickbait or not by matching its content to the textual content of the
article linked to it. If the content of the headline closely matches that of the linked article,

it is not clickbait. Otherwise it is classified as clickbait. An example is given in Table 1.1.

Only a limited number of existing approaches have leveraged the semantic relationships
between headlines and their corresponding articles for the task of clickbait detection. Biyani

et al.[15] computed similarity measures between headlines and the initial five sentences of

5



Table 1.1: Examples of clickbait and non-clickbait from the FNC Challenge dataset [32].

¢ Headline  EXCLUSIVE: Apple To Unveil
The Long-Awaited Retina Mac-
Book Air At Its “Spring Forward”
Event

& Body Last week, Apple sent out the
invites for its “Spring Forward”
event, ... The Retina MacBook
Air, currently codenamed “Mac-
Book Stealth” internally, will also
come with a modest price decrease

according to previous reports.

& Candidate [clickbait, non-clickbait]

4 Headline Next-generation Apple iPhones’

features leaked

& Body When faced with the choice of
feasting on a fine meal of human
while listening to Justin Bieber’s
music ... his cellphone rang, and
the ringtone of Justin Bieber hit
“Baby” startled the animal ... “I
know that sort of ringtone isn’t
to everyone’s taste but my grand-
daughter loaded it onto my phone

for a joke,” ...

& Candidate |[clickbait, non-clickbait]
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linked articles, integrating these with handcrafted textual features such as the frequency
of uppercase words and acronyms. Kumar et al.[16] employed a Siamese neural network
architecture to capture similarities between textual and visual modalities, and subsequently
processed these features through fully connected neural layers. Dong et al. [17] utilized bidi-
rectional gated recurrent units (BiGRU) to model the contextual representations of headlines
and associated articles, further incorporating a cosine similarity-based mechanism to quan-

tify global semantic alignment.

However, there are two shortcomings in the above clickbait identification models. First,
they do not leverage human semantic knowledge, which is essential to determine semantic
correlations between a headline and its linked article for the clickbait detection task [18]. The
example in Figure 1.1 illustrates the importance of human semantic knowledge to clickbait
detection. Second, the methods they use to match a headline with its linked article, such
as cosine similarity [15] or simple attention-based networks [17], do not adequately capture

similarity information.

An example from FNC Challenge dataset.

Headline: Justin Bieber ringtone scares bear, saves Russian fisherman
Body: A Russian man was recently able to fend off a bear attack with a
Justin Bieber song.

Label: non-clickbait

 ——— L

Figure 1.1: An example illustrating the importance of human semantic knowledge to clickbait
detection. Without human semantic knowledge, this example will be incorrectly classified as
clickbait. In the example, the proposed model can find the correct answer because it knows
“ringtone” is a synonym of “song”, and “fisherman” is a hyponym of “man” thanks to the

use of human semantic knowledge.

To overcome these challenges, we propose an attention-based neural network using human

semantic knowledge, which can be applied to clickbait detection and several other tasks



(word sense disambiguation and machine reading comprehension). We introduce two novel
mechanisms in the proposed network. First, we incorporate human semantic knowledge into
the proposed neural network, which is inspired by the work in neuroscience by Chen et
al. [19]. We use WordNet [20], a lexical database of semantic relations between words, to
acquire semantic correlations of headline-article word pairs. Intuitively, semantic knowledge
of word pairs such as hyponyms, hypernyms, and/or synonyms can facilitate the similarity
matching of words in a headline to words in the linked article. Therefore, for each headline
and its linked article, the proposed model generates a linguistic knowledge graph using
WordNet that represents semantic correlations of headline-article word pairs. Secondly, the
attention mechanisms, joint attention and self-attention, used by the neural network are
enhanced with human semantic knowledge. Specifically, the attention mechanisms use the
knowledge graph generated earlier and focus on the most important parts of the graph in
order to extract most meaningful headline-article word pairs. For this reason, we say that

the proposed attention mechanisms are knowledge enhanced.

To the best of our knowledge, our work is the first that

e incorporates human semantic knowledge into a neural network for clickbait detection;

e uses linguistic knowledge graphs built from WordNet to guide the attention mechanisms

for the clickbait detection task.

SMS Spam Detection

Globally, the short messaging service (SMS) is one of the most popular and also most afford-
able telecommunication services. The popularity and affordability of SMS, however, have
made it an ideal target for spamming. Spam can be defined as unwanted or unsolicited
electronic messages sent in bulk to a group of recipients. SMS is a preferred medium of
spammers due to the following factors: 1) the availability of low-cost bulk SMS plans; and
2) reliability of cellular network service (as opposed to, say, WiFi networks). While SMS

spam can be benign unsolicited advertisements, it can also carry phishing or malicious con-



tent (e.g., scams, links to malicious websites). In the former case, spam is a major nuisance
to mobile users and consumes network bandwidth, affecting service providers’ profit margins.
In the latter case, spam may lead to security breaches or criminal activities such as malware
or ransomware downloads, and thefts of login credentials, financial information or identity.
Therefore, the topic of SMS spam detection has been studied extensively [21] and still a

focus of cybersecurity.

Early work in the area of SMS spam detection was content-based spam identification
that relies on defining the rules that constitute spam and extracting them from the message
content [22]. Most of the later work[23, 24, 25] was carried out using traditional machine
learning classifiers, such as Support Vector Machine (SVM), Naive Bayes, K-Nearest Neigh-
bor, Random Forest, etc. These classifiers depend on handcrafted features extracted from
the training data. For a comprehensive survey of SMS spam classifiers based on traditional
machine learning techniques, refer to Abdulhamid et al. [21]. Almeida et al. [23] introduced
a public and annotated SMS spam collection and quantitatively compared approximately 20
classifiers that use traditional machine learning approaches. Their comprehensive evaluation
indicate that SVM outperforms all the other evaluated classifiers. It is worth noting that
these traditional machine-learning-based classifiers require heavy feature engineering, which

is a very time consuming and labor-intensive task.

Latest developments in the field of deep learning have led to better performance in SMS
spam detection. Al Moubayed et al. [26] propose an unsupervised deep learning model
named TM-SDA (Topic Modelling - Stacked Denoising Autoencoder) to detect spam and
demonstrate its applicability concerning SMS spam. Jain et al. explore SMS spam detection
using Long Short Term Memory (LSTM) [27] and Convolutional Neural Networks (CNN)
28], and introduce two deep neural models named SLSTM (Semantic LSTM) [29] and SSCL
(Sequential Stacked CNN-LSTM) [30]. It is worth noting that, while deep learning models
mentioned above offer fantastic results, they typically take a lot of time and memory to
train. We believe that the explanation for this is that the computing diagrams comprise a

considerable quantity of learnable parameters and operations.



In this dissertation, we propose a novel lightweight deep neural model named Lightweight
Gated Recurrent Unit (LGRU). Instead of relying only on static knowledge implicitly present
in the training data, enhancing semantics is retrieved from external knowledge sources (e.g.,
WordNet) to assist in understanding SMS text inputs. Our model significantly improves the
training efficiency without compromising the performance. Experimental results show that
our model outperforms more than 30 state-of-the-art SMS spam classifiers. The significance
of this work lies in the fact that it reveals a way to minimize unnecessary complexity in
training recurrent models without compromising the performance, which can be applied to

many other complex recurrent models.

1.2.2 Detailed Contributions

Twitter Bot Detection Using Neural Networks and Linguistic Embeddings:

In this dissertation, we propose a recurrent neural network (RNN) model using BiILGRU
and linguistic embeddings to distinguish Twitter bots from human accounts. We name
the proposed model BOTLE (BOT detection using Linguistic Embeddings). We define the
problem of Twitter bot detection as a text classification problem with a binary output: bot
or non-bot. We use only the textual content of tweets as the input to our RNN model.
To the best of our knowledge, our Twitter bot detection model is the first that does not
require any handcrafted features; or prior knowledge or assumptions about account profiles,

friendship networks or historical behavior.

Following are our contributions:

e We propose an RNN model to distinguish Twitter bots from human accounts. BiLGRU
connects two hidden layers of opposite directions to the same output. With this form
of generative deep learning, the output layer can get information from past (backward)
and future (forward) states simultaneously. This method can effectively capture textual

features across tweets and achieve competitive classification performance compared to
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existing state-of-the-art Twitter bot detection models.

We use several types of linguistic embeddings to encode tweets, namely, word em-
beddings, character embeddings, part-of-speech embeddings, and named-entity em-
beddings. We avoid using handcrafted features, which require time-consuming and
labor-intensive feature engineering. This advantage allows for faster and easier imple-

mentation and deployment of the bot detection scheme.

We conducted experiments on real-world datasets. Experiments on the cresci-2017
dataset show that BOTLE performs better or comparably to state-of-the-art Twitter
bot detection models [11,8,7,12,9], although our model does not require prior knowledge
or assumptions about users’ profiles, friendship networks, or historical behavior of the

target accounts.

We validate the effectiveness of various linguistic embeddings and recurrent variants for
the task of Twitter bot detection. The results will potentially help researchers design

high-performance deep-learning models for similar tasks.

In addition to the classification performance, we also provide the running time (for
training and inference) and memory usage of the proposed model, which show the

model is feasible to deploy in real life.

An Attention-Based Neural Network Using Human Semantic Knowledge and Its

Application to Clickbait Detection:

Some prior works have explored the correlations between headlines and their associated

articles for the task of clickbait detection [15,16,17]. However, these models suffer from

two main limitations. First, they overlook the use of human semantic knowledge, which

plays a crucial role in assessing the semantic relationship between a headline and its linked

article [18]. The example shown in Figure 1.1 demonstrates how semantic understanding can

enhance clickbait detection. Second, the similarity matching approaches employed, such as
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cosine similarity [15] or basic attention mechanisms [17], are inadequate for capturing deeper

semantic similarities.

To overcome these challenges, we propose an attention-based neural network using human
semantic knowledge, which can be applied to clickbait detection and several other tasks (e.g.,

word sense disambiguation and machine reading comprehension).

Our contributions are as follows.

e We propose a novel attention-based neural network model named Knowledge-Enhanced
Clickbait Detector (KED) that uses linguistic knowledge graphs built from WordNet
to guide the attention mechanisms. The proposed neural network can effectively cap-
ture discriminative features from local and global similarities. Global similarities are
captured using the proposed knowledge-enhanced joint-attention mechanism. To min-
imize the impact of noise, the model selects the most useful similarity features for the

final predictions using the proposed knowledge-enhanced self-attention mechanism.

e We incorporate human semantic knowledge into the neural network and its attention
mechanisms to better capture semantic correlations of headline-article word pairs. Ex-
perimental results show that this novelty significantly enhances the performance of

KED and that of several pre-trained models such as BERT, RoBERTa, and XLNet.

e We conducted extensive experiments to evaluate the proposed model on two real-world
clickbait datasets, Clickbait Challenge [31] and FNC Challenge [32]. Experimental
results show that our model significantly outperforms existing state-of-the-art mod-
els/systems [33, 34, 35, 36, 16, 37,17, 38, 39], even when training data is limited. The
proposed model also performs better or comparably to powerful pre-trained models,

namely, BERT, RoBERTa, and XLNet, while being much more lightweight.

e Based on extensive comparative experiments, we carry out comprehensive analyses

which will benefit future studies.

[legitimate marketing has been used to defraud consumers via products and services

12



such as counterfeit goods, and pyramid, Ponzi, “make money quick” and pump-and-dump
schemes. Fake news has had profound impacts on a country’s political and social stabil-
ity [40,41], democracy [42], financial markets [43], and public health [44]. Our work in this
dissertation, clickbait detection, is a first step towards developing effective countermeasures

to the threats of consumer frauds and fake news.

A Lightweight Deep Neural Model for SMS Spam Detection:

Latest developments in the field of deep learning have led to better performance in SMS spam
detection [26,27,28,29,30]. While these models yield strong results, they are computationally
demanding due to their large number of learnable parameters and while cell phones have

lower computational power and storage capacity compared to laptops and desktops.

To address the challenges of efficient and effective SMS spam detection, we propose a
lightweight recurrent neural network model enhanced with external semantic knowledge.

The following are main contributions of this work:

e We propose a novel deep learning architecture named Lightweight Gated Recurrent
Unit (LGRU) for SMS spam detection. The proposed model adopts a resource-efficient
structure that significantly reduces the number of trainable parameters, leading to
lower training time and memory consumption compared to existing deep learning ap-

proaches [29,30].

e To enhance the model’s semantic understanding of SMS content, we incorporate ex-
ternal linguistic knowledge from WordNet [20]. This semantic enrichment enables the
model to capture deeper contextual cues and improves its ability to distinguish between

spam and legitimate messages (ham).

e We conduct extensive empirical evaluations by benchmarking LGRU against more than
30 SMS spam classifiers, including both traditional machine learning and deep learn-

ing. Experimental results demonstrate that our model consistently achieves superior
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performance in terms of precision, recall, and accuracy.

e Beyond achieving state-of-the-art performance, the proposed LGRU model exemplifies
how architectural simplification can reduce computational overhead without compro-
mising classification performance. This finding offers valuable insights into the design
of light weight yet effective recurrent models for other broader natural language pro-

cessing tasks.

1.3 Organization of the Dissertation

The remainder of the dissertation is organized as follows. We provide a review of deep
learning methods and their application to cybersecurity, especially detection of Twitter bots,
clickbait, and SMS spam, in Chapter 2. In Chapter 3, we present a novel RNN model to
distinguish Twitter bots from human accounts. In Chapter 4, we propose a novel attention-
based neural network model named Knowledge-Enhanced Clickbait Detector (KED) that
uses linguistic knowledge graphs built from WordNet to guide the attention mechanisms.
In Chapter 5, we develop a novel lightweight deep neural model named Lightweight Gated
Recurrent Unit (LGRU) for SMS spam detection. We conclude the dissertation, and outline

future research directions in Chapter 6.

14



Chapter 2

Literature Review

This chapter begins by providing an overview of the use of deep learning (DL) in cybersecu-
rity, focusing on areas such as clickbait detection, malware classification, intrusion detection,
and SMS spam detection. Then, we present a detailed review of existing research on these

topics.

2.1 Applications of Deep Learning in Cybersecurity

Deep learning (DL), a rapidly advancing branch of machine learning (ML), focuses on de-
veloping methods, theories, techniques, and application frameworks that simulate, extend,
and enhance human intelligence. Recent breakthroughs in DL have been fueled by the rise
of high-performance computing and the explosion of big data. These advancements have
enabled individuals and organizations to harness larger datasets, achieve high predictive
performance, and unlock new opportunities. Deep learning has several advantages over tra-
ditional machine learning methods. It can learn from raw data without time-consuming
and labor-intensive feature engineering. DL model is able to capture complex and nonlinear
relationships, scale well with large and diverse datasets. Like recent large language models

such as ChatGPT, Gemini, LLaMA, Mistral and DeepSeek, it can be applied in multitask
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domains.

In recent years, deep learning has contributed to the advancements of numerous fields
such as cybersecurity, natural language processing, speech recognition, and computer vision.
Since very little manual engineering is required, deep neural networks (DNNs) are able to
benefit from the increase in data volume and computing power [45]. In other words, patterns
of latent features from a large data set can be effectively and efficiently derived by deep
learning techniques. Therefore, more advancements in many applications can be expected

in the future thanks to deep learning [46].

Recurrent neural networks (RNN) and convolutional neural networks (CNN) are two

popular DNN variants.

2.1.1 Applications of Recurrent Neural Network to Cybersecurity

Recurrent neural networks (RNNs) are neural networks that relate a sequence’s current
output to the previous output. The specific interpretation is that the network will recall
and incorporate knowledge from the previous state into the current output computation;
that is, the nodes between the hidden layers are interconnected, and the hidden layer data
includes both the input layer output and the hidden layer output from the previous state.
Technically, RNNs can handle any length of sequence data. However, to simplify complexity;,

the current state is always assumed to be only related to prior states [47].

There are two enhanced, widely used RNN-based models, namely, gated recurrent units

(GRU) and long short-term memory (LSTM).

To process sequence data, recurring network structure are employed. Information from
the input layer passes through the hidden layer eventually reaching the output layer, in the
conventional neural network model; the layers are fully connected and there is no interaction
between nodes across each layer. There are also numerous issues that cannot be addressed

by this traditional neural network [47].
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That said, RNNs update hidden layers utilizing the information received from input lay-
ers and the activation from the proceeding forward propagation. Compared to feed-forward
neural networks (FFNNs), RNNs are capable of managing the temporal information en-
coded in the sequence of input data. We believe this explains why RNNs are suitable for
tackling various cybersecurity problems, such as text-based tasks (e.g., Twitter bot detec-
tion, SMS spam detection, clickbait detection, etc.), temporal-based cybersecurity tasks
(e.g., intrusion detection, etc.). These observations motivate researchers to leverage RNNs
as an effective approach to solve cybersecurity dilemma [48]. Tables 2.1, 2.2, and 2.3 list
RNN-based approaches applied to intrusion detection, clickbait detection, and SMS spam

detection, individually, that are reviewed in this section.

Table 2.1: List of applications of RNN approaches on intrusion detection surveyed highlight-
ing the method and the task.

Paper Method Task

[49] LSTM-based Intrusion detection

[50] Standard RNN-based Intrusion detection

[51] LSTM-based Intrusion detection

[52] LSTM-based Intrusion detection

[53]  Standard RNN-based Intrusion detection

[54] LSTM-based Intrusion detection

[55] GRU-based Intrusion detection

Intrusion Detection

The LSTM recurrent neural network classifier for intrusion detection was first introduced by
Staudemeyer [49]. To address the issue of high false-alarm rates, Kim et al. [51] proposed a

system-call language modeling approach for developing LSTM-based host intrusion detection
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Table 2.2: List of applications of RNN approaches on clickbait detection surveyed highlight-
ing the method and the task.

Paper Method Task
[36] LSTM-based Clickbait detection
[37] BiGRU-based Clickbait detection
[16] Standard RNN-based  Clickbait detection

[17]  Attention-based BiIGRU Clickbait detection

Table 2.3: List of applications of RNN approaches on SMS spam detection surveyed high-
lighting the method and the task.

Paper Method Task

[29]  LSTM-based SMS spam detection

[30] LSTM-based SMS spam detection

systems. Furthermore, Kim et al. [52] introduced another LSTM-based neural model using
the KDD Cup 99 dataset. In a subsequent study, Kim et al. [54] compared the effectiveness

of six widely used optimizers on the LSTM intrusion detection model.

In addition, Krishnan and Raajan [50] employed recurrent neural networks (RNNs) for
intrusion detection using the KDD Cup 99 dataset, which categorizes attacks into four main
types: Denial of Service (DoS), Root to Local (R2L), User to Root (U2R), and Probe (Prob-
ing). Building on RNN architectures, Yin et al. [53] proposed a novel intrusion detection

model named RNN-IDS.

Agarap et al. [55] proposed a modification to the standard GRU-based model by replacing
the softmax output layer with a linear support vector machine (SVM), aiming to enhance

classification performance.
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Clickbait Detection

Clickbait detection based on deep learning was also recently developed in order to bypass

the time-consuming and labor-intensive feature engineering (33,56, 57,37, 58].

Linguistically infused neural network (LiNN) models, based on CNNs and LSTM, are
proposed by Glenski et al. [36] to learn the features of clickbait data.

An attentive BIGRU model is adopted by Zhou et al. [37] to learn the latent represen-
tations of clickbait headlines and bodies. Then, for the inference, the two acquired latent

representations are concatenated and fed into fully connected layers [17].

A hybrid approach is proposed by Kumar et al. [16] for clickbait detection. To learn the
inputs, they first use attentive bidirectional RNN-based techniques, and then concatenate the
latent inputs with the relationship feature they learned for the final inference with Siamese

Net [17].

A deep similarity-aware attentive model is proposed by Dong et al. [17] to capture and

interpret those correlations with better expressiveness.

SMS Spam Detection

Jain et al. [29] introduce a model named semantic long short-term memory (SLSTM). It
is an LSTM neural network with a semantics layer on top of it. That is, before using the

LSTM for spam detection, the word vectors are enriched semantically.

Jain et al. [30] further explore SMS spam detection using a combination of long short-term
memory (LSTM) and convolutional neural networks (CNN), and introduce a hybrid model
called Sequential Stacked CNN-LSTM (SSCL).

19



2.1.2 Applications of Convolutional Neural Network to Cyberse-

curity

Recursive neural networks (RNNs) are widely used for processing sequence data. In typical
neural network models, data from input layers, hidden layers, and output layers are all
linked together. Although these layers are fully connected, no interaction occurs between

nodes within each layer. Traditional neural networks cannot address many challenges. [47].

Since each type of neural network has its advantages and disadvantages, it is essential to
select a suitable type for distinct applications [59]. Feedforward neural networks (FFNNs)
have demonstrated promising results in addressing cybersecurity challenges, such as analyz-
ing HTTPS network traffic to detect malicious activities. This approach effectively mitigates
various cyber threats, including SQL injections and DOS attacks. Convolutional neural
networks (CNNs) have considerably fewer parameters and connections than similarly-sized
FFNNs. Thus, they are easier to train and likely only slightly less effective in achieving
the theoretical optimal performance [60]. In other words, CNNs are also very promising for
detecting network interference. CNNs show great promise for intrusion detection applica-
tions. Moreover, fortunately, current GPUs are powerful enough to facilitate the training
of large CNNs [60]. In particular, recent datasets contain enough labeled samples to train
such models without severe overfitting. Tables 2.4, 2.5, 2.6, 2.7, and 2.8 list CNN-based ap-
proaches applied to intrusion detection, malware classification, traffic classification, clickbait

classification, and SMS spam detection, individually, that are reviewed in this section.

Table 2.4: List of applications of CNN approaches on intrusion detection surveyed highlight-
ing the method and the task.

Paper Method Task
[61]  Convolutional autoencoder based Intrusion detection
[62] Standard CNN-based Intrusion detection
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Table 2.5: List of applications of CNN approaches on malware classification surveyed high-
lighting the method and the task.

Paper Method Task

[63] Convolution- & feedforward-based Malware classification

Table 2.6: List of applications of CNN approaches on traffic classification surveyed high-
lighting the method and the task.

Paper Method Task

[64]  Standard CNN-based Traffic classification

[65] LeNet-based Traffic classification

Table 2.7: List of applications of CNN approaches on clickbait classification surveyed high-
lighting the method and the task.

Paper Method Task

[36] Convolution- & LSTM-based Clickbait detection

[35] Standard CNN-based Clickbait detection

Table 2.8: List of applications of CNN approaches on SMS spam detection surveyed high-
lighting the method and the task.

Paper Method Task

[30]  Convolution- & LSTM-based SMS spam detection
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Intrusion Detection

Yu et al. [61] introduce a deep learning approach, named dilated convolutional autoencoders
(DCAES), for the network intrusion detection task. Their model incorporates the benefits of
stacked autoencoders and CNNs, to learn useful feature representations automatically and
effectively from large volumes of unlabeled raw network traffic data by using deep learning

techniques.

Saxe and Berlin [62] present an eXpose neural network that employs the technique of depth
learning. The depth learning method has been built to take regular raw short strings as input,
such as a common case for security inputs that involve artifacts like potentially malicious
URLs, named pipes, file paths, registry keys, and named mutexes. It simultaneously learns
to extract features and perform detection using character-level embedding and convolutional

neural networks simultaneously.

Malware Classification

Kolosnjaji et al. [63] introduce a hybrid neural structure to model the execution sequence
of disassembled binary malicious files. The neural model is composed of convolution and
feedforward neural structures. This architecture incorporates a method of hierarchical ex-
traction of features that integrates convolution of n-grams [66] of instruction with plain

features vectorization.

Traffic Classification

Wang et al. [64] introduced an end-to-end encrypted traffic classification approach based on
a one-dimensional convolutional neural network. This system integrates feature extraction,
feature selection, and classification modules into a unified end-to-end framework, enabling
it to automatically learn the nonlinear relationship between the input data and the ground

truth.
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Wang et al. [65] propose a malware traffic classification approach by exploiting LeNet-
based convolutional neural networks, where the input data was traffic image. No hand-crafted

features were needed for this approach, as raw traffic data was directly fed into the model.

Clickbait Detection

Glenski et al. [36] introduce a novel approach for detecting clickbait by combining CNNs and
LSTMs into a linguistically-infused neural network model (LiNN). The authors highlight the
importance of considering both textual and image data in their multi-modal approach, which

allows the model to provide a more comprehensive analysis.

Zheng et al. [35] present a CNN-based architecture tailored for identifying clickbait, named
clickbait convolutional neural network (CBCNN). The proposed CNN model automatically
extracts relevant features from the raw input without the need for manual feature engineer-

ing, making it highly effective in identifying hidden patterns in clickbait content.

SMS Spam Detection

Jain et al. [30] employ a combination of convolutional neural networks (CNN) and long
short-term memory (LSTM) to address the problem of SMS spam detection. The authors
introduce a hybrid model named the sequential stacked CNN-LSTM (SSCL), where three
layers (semantics, CNN, and LSTM) are arranged in sequence to progressively enhance

feature extraction and detection.

2.2 Related Work

In this section, we review the relevant work in the literature on the deep learning methods
and their applications to cybersecurity, divided into three main categories, i.e., Twitter bot

detection, clickbait detection, and SMS spam detection.
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2.2.1 Twitter Bot Detection

Existing methods of Twitter bot detection can be broadly categorized into two main ap-
proaches: supervised learning and unsupervised learning. Supervised learning approaches
rely on labeled data, where a model is trained on a dataset containing known examples of bots
and human accounts. The model learns to distinguish between the two based on features. In
contrast, unsupervised learning methods do not require labeled data. Instead, they focus on
identifying clusters within the data that may indicate bot-like behavior. Both approaches
have their advantages and disadvantages. Supervised methods often provide higher accuracy
but require extensive labeled data, while unsupervised methods offer greater flexibility and

scalability in detecting previously unseen types of bots.

Supervised Learning

Lee et al. [67] implemented 30 classification algorithms and tested their performance. Tree-
based supervised classifiers showed the highest accuracy results. In particular, random forest
produced the highest accuracy. In order to improve the random forest classifier, standard
boosting and bagging techniques have been applied additionally. The authors trained the

content polluter classifier based on different feature combinations.

The system by Yang et al. [8] provides a supervised machine learning classifier that infers
whether a Twitter account is a human account or a bot by relying on relationships among
accounts, tweet timestamps and level of automation. In addition, they designed ten new
behavior-based features. According to their evaluation, the detection rate using their new

feature set is significantly higher than that of existing work.

Alsaleh et al. [68] presented a system that utilizes feedforward neural networks (FENN) to
dynamically detect Twitter bot accounts. The classification results show satisfying detection

rates. But it still requires complicated handcrafted features.

Davis et al. [7] grouped features into six main classes: network, user, friends, temporal
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features, content and sentiment, and employed random forest.

Varol et al. [10] proposed a supervised machine learning system that extracts more than a
thousand features in six different classes: users, friends meta-data, tweet content, sentiment,

network patterns and activity time series.

Guo et al. [69] introduced, BGSRD, a model that symmetrically combines BERT [70] and
graph convolutional network for Twitter bot detection. The model constructs a heteroge-

neous graph over the dataset and represents Twitter as nodes using BERT representations.

More recently, Feng et al. [13] introduced a bot detection framework that leveraged the
topological structure of user-formed heterogeneous graphs. To evade detection, new emerging
Twitter bots steal genuine users’ tweets and dilute malicious content with benign tweets. Lei
et al. [14] proposed a model that makes the text and graph modalities interactive and detects
tweet semantic inconsistency. Periasamy et al. [71] introduced a transformer-based model
for Twitter bot detection. Mohanty et al. [72] applied three boosting-based ensemble learn-
ing methods (i.e., adaptive boost, gradient boosting, extreme gradient boosting) to detect
Twitter bots. Tan et al. [73] presented, BotPercent, a multi-dataset multi-model community-
oriented bot detection pipeline to overcome generalization issues in existing individual-level
models. BotPercent consists of two parts: training data and model architecture. Yang et
al. [74] introduced, FedACK, a federated adversarial contrastive knowledge distillation frame-
work for Twitter bot detection. The authors devise a GAN-based federated knowledge dis-
tillation mechanism for efficiently transferring knowledge of data distribution among clients.
Chawla et al. [75] presented a hybrid technique utilizing digital DNA as a base approach and
augmenting it with the state-of-the-art BERT model pre-trained on the sentiment classifica-
tion task. Wu et al. [76] introduced, BotTriNet, a unified embedding framework that utilizes
textual content posted by accounts for Twitter bot detection. The authors designed a triplet
network to tune the raw embeddings, which are produced by traditional natural language
processing techniques, for improving classification performance. Di et al. [77] introduced
an algorithm to transform sequences of digital DNA into images and applied pre-trained

convolutional neural networks (CNNs) models over the generated images for Twitter bot
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detection. DNA sequences are extracted from Twitter account profiles.

Unsupervised Learning

The method by Miller et al. [9] considers vectors made of 126 features, extracted from both
accounts and tweets, as input to modified versions of the DenStream [78] and StreamKM++
[79] clustering algorithms, to cluster feature vectors of a set of unlabeled accounts. The
classifier by [12] exploits a set of 14 generic statistical behavior features related to URLs,
hashtags, mentions and retweets. Feature vectors generated in this way are then compared
with one another via a Euclidean distance measure. Chavoshi et al. [80] developed an
unsupervised method, named DeBot, which calculates cross-user activity correlations to
detect bot accounts in Twitter. DeBot detects thousands of bots per day with a 94%
precision and generates reports online every day. Cresci et al. [11] proposed an unsupervised
method to detect bots, by comparing their behavior with the aim of finding similarities
between automated accounts. They introduced a bio-inspired technique to model online
user behaviors using so-called “digital DNA” sequences. FExtracting digital DNA for an
account means associating that account with a string that encodes its behavioral information.
Although it achieves good detection performance, numerous handcrafted behavioral features

are still required.

A recent research direction is to test the limits of current bot detection frameworks in
an adversarial setting. The goal is to create bots that are difficult or impossible to detect.
Cresci et al. [81] proposed the use of evolutionary algorithms to improve social bot skills.
Grimme et al. [82] employed a hybrid approach involving automatic and manual actions to

create bots that would be classified as human by a supervised bot detection system.

Datasets for Twitter Bot Detection Research

Cresci et al. [83] provided a widely used dataset for Twitter bot detection. It contains 3,474

human accounts and 10,894 bot accounts. The dataset is composed of both user information
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and tweets.

Feng et al. [84] introduced TwiBot-20, the first publicly available bot detection dataset
that includes user follow relationships. The dataset contains 229,573 Twitter users, 8,723,736
user property items, 33,488,192 tweets and 455,958 follow links.

Feng et al. [85] presented TwiBot-22, a comprehensive graph-based Twitter bot detection
dataset. It provides diverse entities and relations on the Twitter network, and has consider-
ably good annotation quality. The dataset contains 1,000,000 Twitter users and 88,217,457

tweets.

For a more comprehensive review of Twitter bot detection methods/techniques, readers

are referred to [86,87,88,89,90].

To the best of our knowledge, our work is the first that does not require sophisticated or
labor-intensive handcrafted feature engineering but performs comparably to or better than

state-of-the-art bot detection models/systems.

An earlier version of our neural model and preliminary results were reported in [91]. The
earlier model and results in [91] were based on GloVe [92] word embeddings and BiLSTM.
Compared with [91].

2.2.2 Clickbait Detection

As a new topic of study, prior research works on clickbait detection extracted and applied
hidden features from the data [93,94,95]. In such works, both non-textual information
(e.g., images) and textual content were taken into account. In addition to the features of
semantic and lexical levels extracted from the content, user behavior characteristics were also
considered. A variety of machine learning methods were applied based on those obtained

features, such as SVM and naive Bayes.

Chen et al. [95] examined both contextual (e.g., semantic and lexical features) and non-

contextual information (e.g., figures, user behavior). The authors applied traditional machine
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learning methods such as support vector machines (SVM) and naive Bayes to these features
for final predictions. Potthast et al. [93] examined the features from both the headlines and
linked articles/webpages. Additionally, the authors leveraged linguistic information (e.g., the
average word length and sentiment preference) and lateral information (e.g., the authorship
of a headline). They then fed a combination of these features into traditional machine

learning models such as random forest, naive Bayes, and logistic regression.

Recent research on clickbait detection leverages supervised learning frameworks using a
wide range of features, such as readability, forward references, term frequencies [15]), which
are linguistic-based; webpage links [93], which is non-linguistic-based; headline stance [96]
and user interests [97,98]. Other studies showed that clickbait could be identified by readabil-
ity, cardinal numbers, particular adjectives, and nouns describing sentiment, which reflect
information on authority and sensationalism [99]. More recently, in order to avoid the labour-
intensive task of feature engineering, deep learning has been used more widely for clickbait

detection [56,57,37].

Razaque et al. proposed a RNN model to determine if a link (URL) in a clickbait message
is malicious or harmless [100]. Another RNN model by the same authors determines if the
content pointed to by a link (e.g., an article or a social media post) is malicious or harm-
less [101]. Zhou et al. proposed a clickbait detection model based on graph convolutional
networks, and evaluated the model using a dataset in the Chinese language [102]. Recent deep
learning models for clickbait detection [38,39,103] adapted and fine-tuned transformer mod-
els such as BERT [104], RoBERTa [105], XLNet [106], ELECTRA [107] and ALBERT [108].
Mareddy et al. [103] evaluated their transformer-based model using a large dataset in the

Telugu language.

To benefit from deep learning techniques, word vectors [109,110] have also been used to
represent textual information in many studies [111]. In [35], the headlines were mapped into
word embeddings matrices, which were then fed into convolutional neural networks (CNN).
Additionally, recurrent neural networks (RNN), because of their effectiveness in handling

sequential data, are commonly adopted for the detection of clickbait. In the Clickbait Chal-
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lenge competition, all the top five teams applied RNN-based models such as attention-based
BiGRU [37] and LSTM [36] to the analysis of textual input. The first ranked team [37]
applied bi-directional gated recurrent units (BiGRU) with incorporated attention mecha-
nisms [112] to model contextual information from the clickbait dataset. In addition, Glenski
et al. [36] adopted long short term memory (LSTM) [27] and convolutional neural networks
(CNN) to capture both textual and visual information from the dataset and feed them into

the models.

However, the above ANN-based models [36,37] mainly focus on integrating a variety of
neural network structures. The importance of semantic correlations between a headline and
its linked article was overlooked in the above works. In particular, every pair of words,
one from the headline and the other from the linked article (headline-article word pair),
can be examined to derive semantic correlations between them and, ultimately, between the
headline and the article [18]. The semantic correlations between word pairs are then used
to build linguistic knowledge graphs [113]; the graphs will enable neural models to identify

similarity patterns in a latent feature space more effectively.

Only a few existing models have used the correlations between headlines and their linked
articles for clickbait identification. Biyani et al. [15] used similarities between the headline
and the first five sentences of the linked article for clickbait detection, integrated with con-
ventional handcrafted textual features (e.g., the number of upper case words and the number
of acronyms). Kumar et al. [16] used Siamese networks to assess similarities between the
textual content and visual images. The authors fed the similarity features into several fully
connected neural network layers. Dong et al. [17] used bi-directional gated recurrent units
(GRU) to learn contextual features of headlines and their linked articles. Additionally, the
authors applied a cosine similarity-based method to learn global matching similarities be-

tween headlines and their linked articles.
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2.2.3 SMS Spam Detection

SMS spam is defined as unsolicited and unwanted messages received on mobile phones via
the short message service (SMS). Existing work on SMS spam detection can be broadly
divided into two categories: (i) classifiers using traditional machine learning techniques; and

(ii) classifiers using deep learning techniques.

Classifiers Based on Traditional Machine Learning

Conventional SMS spam detection systems typically rely on the application of well-known
machine learning algorithms such as Support Vector Machine (SVM), Naive Bayes, K-Nearest
Neighbor, Random Forest, etc.

Almeida et al. [23] introduce a public and annotated SMS spam collection and baseline
classifiers for further comparison. The list of all classifiers evaluated by Almeida et al.
[23] is presented in Table 2.9. Some of the implementations of the evaluated classifiers are
provided by Waikato Environment for Knowledge Analysis (WEKA). The algorithms were
implemented with their default parameters except when otherwise is specified. In addition,
two different tokenizers are used. In the first type of tokenizer (tokl), a token begins with a
printable letter, followed by any number of alphanumeric letters, excluding commas, colons,
and dots from the middle of the pattern. In the second type of tokenizer (tok2), a token is
formed by any sequence of letters separated by tabs, returns, blanks, commas, colons, dots,

and dashes.

In addition to the above-mentioned baseline classifiers, Almeida et al. introduce a sim-
ple baseline, namely, trivial rejector (TR) and expectation-maximization (EM) clustering
algorithm [114], over a vector representation based on the second type of tokenizer (tok2).
Their comprehensive evaluation concluded that SVM outperformed all the other evaluated

classifiers.

However, these traditional machine-learning-based classifiers require heavy feature engi-

neering, which is a very time consuming and labor-intensive task.
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Table 2.9: Classifiers evaluated by Almeida et al. [23].

Basic Naive Bayes (NB) — Basic NB [115]

Multinomial term frequency NB — MN TF NB [115]

Multinomial Boolean NB — MN Bool NB [115]

Multivariate Bernoulli NB — Bern NB [115]

Boolean NB — Bool NB [115]

Multivariate Gauss NB — Gauss NB [115]

Flexible Bayes — Flex NB [115]

Boosted NB [116]

Logistic Regression [117,118]

Multilayer Perceptron [119]

Linear Support Vector Machine — SVM [120, 121]

Sequential Minimal Optimization — SMO [122]

Minimum Description Length — MDL [123]

K-Nearest Neighbors — KNN [124,125] (K = 1, 3 or 5)

C4.5 [126,125)]

Boosted C4.5 [125]

PART [127,125]

Random Forest [128,129]

31



Classifiers Based on Deep learning

Recently, deep learning models have demonstrated their powerful natural language process-
ing (NLP) capabilities, including the tasks of information retrieval [130, 131, 132], machine
reading comprehension, and text classification [91]. For sentence representation based on
neural networks in text classification, external domain knowledge is quite helpful [30]. In
the process of modeling convolutional neural networks (CNN) and recurrent neural networks
(RNN), text representations are built by leveraging both the input word sequence and syn-
tactic parse tree. Such a model tends to be reinforced by the pooling feature from CNN via

gathering both local and global features from sequential context windows.

Al Moubayed et al. [26] presents a model named TM-SDA (Topic Modelling - Stacked
Denoising Autoencoder) for SMS spam detection using recent advances in text mining and
unsupervised outlier detection based on deep learning. The topics generated per SMS are
then used by stacked denoising auto-encoders (SDA) [133] - an unsupervised deep learning
technique - to build a data model. An onset detection approach based on the built SDA
model is then used to increase the separation between spam and ham (legitimate messages).
Finally, a Fisher linear discriminate analysis (FDA) [134] is used to classify data into spam
and ham. Their classifier were compared against state-of-the-art spam detection algorithms:
it achieved over 97% accuracy and compared favorably to the best-reported algorithms at

the time.

Jain et al. [29] introduce Semantic Long Short Term Memory (SLSTM). It is an LSTM
neural network with a semantics layer on the top of it. That is, before using the LSTM
for spam classification, the word vectors are enriched semantically. Jain et al. [30] further
explore SMS spam detection using a combination of Long Short Term Memory (LSTM)
and Convolutional Neural Network (CNN), and introduce a hybrid model called Sequential
Stacked CNN-LSTM (SSCL). As shown in Figure 2.1, the three layers (semantics, CNN and
LSTM) are sequentially stacked one over another. This combination of two deep learning

structures can also be found in some NLP tasks [135] and speech recognition [136].
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Figure 2.1: The architecture of SSCL.

The deep learning models mentioned above, while producing very good results, typically
require a large amount of time and memory to train due to high numbers of learnable

parameters and operations in their computational graphs.
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Chapter 3

Twitter Bot Detection Using Neural
Networks and Linguistic Embeddings

3.1 Motivations and Contributions

In this study, we introduce BOTLE (BOT detection using Linguistic Embeddings), a novel
recurrent neural network (RNN) model based on Bidirectional Lightweight Gated Recur-
rent Units (BILGRU) for distinguishing Twitter bots from human-operated accounts. The
bot detection task is formulated as a binary text classification problem, where only the
textual content of tweets is utilized as input. BOTLE integrates multiple linguistic embed-
dings—namely word-level, character-level, part-of-speech, and named-entity embeddings—to
represent tweet content in a rich and diverse manner. Notably, our approach avoids the use
of handcrafted features and does not rely on prior knowledge or assumptions regarding user
profiles, network structures, or behavioral history, thereby offering a lightweight and gener-

alizable solution.

We evaluate BOTLE on the widely used cresci-2017 dataset, where it achieves classifica-
tion performance that is competitive with, and in some cases superior to, existing state-of-

the-art Twitter bot detection methods, despite not using prior knowledge or assumptions
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about user profiles, friendship networks, or historical behavior of target accounts. The
BiLGRU architecture effectively captures both past and future contextual dependencies in
tweet sequences, contributing to its strong performance. Additionally, we conduct an exten-
sive ablation study on the impact of different linguistic embeddings and recurrent network
variants, providing valuable insights for the development of future deep learning models for
social media analysis. Finally, we assess the model’s computational efficiency in terms of
training time, inference latency, and memory usage, demonstrating that BOTLE not only
achieves state-of-the-art detection results but also meets the requirements for real-time and

resource-constrained deployment.

The remainder of the chapter is organized as follows. The proposed model is described
in Section 3.2. In Section 3.3, we present experimental results, comparing the performance
of our proposed model with that of existing state-of-the-art systems. Sections 3.4 and 3.5
validate the effectiveness of a variety of linguistic embeddings and recurrent variants, respec-
tively, on the proposed neural model for Twitter bot detection. Section 3.6 concludes the

chapter.

3.2 The Proposed Model

In this section, we introduce various linguistic embeddings, the BiLGRU architecture, and
our proposed Twitter bot detection model, BOTLE. BOTLE employs a recurrent neural net-
work (RNN) to distinguish bots from human-operated accounts. The BILGRU combines two
hidden layers that process input in opposite directions—forward and backward—enabling the
model to capture contextual information from both past and future tokens. This bidirec-
tional structure effectively models textual patterns across tweets and delivers competitive

classification performance compared to state-of-the-art Twitter bot detection systems.

We utilize multiple types of linguistic embeddings to encode tweets, including word, char-
acter, part-of-speech (POS), and named-entity embeddings. By avoiding handcrafted fea-

tures, which often require extensive domain expertise and manual effort, our approach sup-
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ports faster development, easier deployment, and greater scalability of the detection system.

3.2.1 Linguistic Embeddings

We discuss different types of linguistic embeddings, namely, word embeddings, character

embeddings, part-of-speech embeddings, and named-entity embeddings.

Word Embeddings

Word embeddings, also known as distributed word representation, is an important research
topic in NLP. In recent years, it has been widely used in various NLP tasks, including informa-
tion retrievals [130,131,132], text classification [137], machine translation [138] and machine
comprehension [139]. The success of word embedding [110,92] encourages researchers to fo-
cus on machine-learned representation instead of heavy feature engineering in NLP. By using
word embeddings as the typical feature representation for words, neural networks become

more competitive compared to traditional approaches in NLP.

An important advantage of word embeddings compared to conventional NLP techniques
of representation (e.g., bag-of-words [140], part-of-speech tagging [141]) is that it achieves a
significant dimensional reduction of the feature set needed to represent tweets, resulting in

a reduction in training and inference time of an NLP model.

In this work, we adopt pre-trained GloVe [92] word vectors on Twitter. It is based on
two billion tweets, including 27 billion tokens, with a vocabulary size of 1.2 million words.
We define our vocabulary as the intersection between the words in all training samples and
those in the pre-trained 200-dimensional GloVe. Given a word w, if it is in the vocabulary,
we set its word-level embedding «,, to its GloVe word vector, which is fixed during the
training; otherwise we have a,, = o, € R?®, where a, is a trainable parameter serving
as the shared word vector of all out-of-vocabulary (OOV) words. Each tweet is sent to the
Stanford CoreNLP [142] toolkit for sentence splitting and tokenization. All words containing
Twitter special memes, i.e., hashtag (#), mention (@) and shortened URL (http://t.co), are
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mapped to several pre-defined tokens individually, i.e., (HASHT AG), (USER) and (URL),

using regular expression matches.

Character Embeddings

Kim et al. [143] introduced a character-level embedding to provide additional features in
dealing with unknown or out-of-vocabulary (OOV) words in NLP tasks. Robust approaches
for obtaining shape and morphological knowledge from words need to consider all characters
of the word and choose the significant characteristics for the task to be carried out [144].
For instance, in the task of Twitter bot detection, abbreviations, spelling errors, and special
characters (‘#’), are very common. Moreover, important information can appear in different
parts of a hashtag (e.g., “#ComingSoon”, “#ILikePRODUCT”). Since character informa-
tion can provide knowledge on structural differences between words, character embeddings
are beneficial to a Twitter bot detection model from learning unknown and uncommon
words [145]. Additionally, character embeddings can improve the detection performance

using suffixes and prefixes such as ‘-able’ and ‘dis-’, which carry semantic knowledge [146].

In this experiment, we incorporate convolutional-based character embeddings (Char-
CNN) [143] to our Twitter bot detection model. Specifically, let V' be the vocabulary size
of words, C' be the vocabulary of characters. Given a word w € V composed of sequential
characters {cy, ca, -+, ¢, }, where n is the length of the word w, the character embedding
of w is denoted as C* € R¥*"™. A feature map f* € R""*! is obtained after applying a
convolution between C* and a kernel K € R¥" of width h. Then, max-pooling is performed
over each feature map. Finally, the character-level representation of the word w is obtained
as EY = [eV ey, -+ e}], with a total of k kernels. Following [147], we set k to 100 and h to

5 in this experiment.
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Learned Character Embedding

According to [143], every CharCNN filter learns to identify certain character n-grams. In
order to obtain a better visualization of what the character embedding is learning, the learned
character representations via principal components analysis (PCA) are plotted as shown in
Fig. 3.1. Each character is fed into the CharCNN and the CharCNN’s output is used as the
fixed dimensional representation for the corresponding character n-gram. From Figure 3.1,
we can observe that the learned model is able to distinguish between suffixes (grey), prefixes
(blue), and others (red). Note that the embeddings are particularly sensitive to character n-
grams containing hyphens (green) in that this is a solid indication of a word’s part-of-speech
property (e.g., hyphen used if the two words work together as an adjective before the noun

they illustrate.) [143].

Part-of-Speech Embeddings

Words are typically ambiguous in their part of speech. In a sentence, the context of a word
could address this vagueness [148]. For example, work can be either a noun or a verb. In

the sentence “There is plenty of work to be done in the garden.”, work can only be a noun.

Part-of-speech (POS) tagging is a process that assigns the part of speech (e.g., adjective,
verb) to words using their contextual information. In order to be effectively applied to neural
networks, POS tags are converted into vectors of fixed length, and considered as trainable
variables that are randomly initialized. Applications of POS embedding exist in many NLP

tasks such as information extraction, and machine reading comprehension [149].

Following [149], we use 9-dimensional POS embedding for a total of 56 distinct types of
POS tags.
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Figure 3.1: Plot of character n-gram representations via PCA. Colors correspond to prefixes
(blue), suffixes (grey), hyphenated (green), and all others (red). Prefixes refer to character
n-grams that start with the start-of-word character. Suffixes likewise refer to character n-

grams which end with the end-of-word character.

Named-Entity Embeddings

‘Named entity’ (NE) is a term widely used in natural language processing (NLP). A named
entity refers to an entity such as a location, organization, product or person that can be
named using a proper noun. Table 3.1 illustrates the necessity of identifying named entities
in a wide variety of NLP tasks. In the absence of contextual information, it would be
difficult or impossible to know that “Bulls” is an organization. Likewise, the term “White

Sox” mentioned in the example is an organization, not a type of clothing.
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Table 3.1: Example illustrating named-entity identification.

PERSON [PER| | GEO-POLITICAL ENTITY [GPE] | ORGANIZATION [ORG]
| MISCELLANEOUS [MISC]

Michael Jordan [PER]  played 13 seasons [MISC|  with the with

[ORG]

a year and a half [MISC| hiatus to play baseball in the [GPE]

minor league system.

Named-entity embedding of context words can improve the accuracy of machine reading
comprehension [150]. The method of encoding named-entity tags is similar to that of POS
tags. Named-entity tags are mapped into a fixed-size matrix, and considered as learnable

variables in neural models.

Following [149], we use 8-dimensional named-entity embeddings for a total of 18 distinct

types of named-entity tags.

3.2.2 BiLGRU Neural Networks

We briefly describe RNN, LGRU, BiLGRU, and then our proposed Twitter bot detection

model.

RNN [151] is a class of artificial neural sequence models, as shown in Fig. 3.2, where
connections between units form a directed cycle. It takes arbitrary embedding sequences
x = (x1,...,z7) as input, and uses its internal memory network to exhibit dynamic temporal
behavior. It consists of a hidden unit h and an optional output y. T is the last time step
and is also the length of the input sentence in this text sequence learning task. At each time
step t, the hidden state h; of the RNN is computed based on the previous hidden state h;_;

and the input at the current step z;:

ht = g(UCCt + Wht_l) (31)
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where U and W are weight matrices of the network; g(-) is a non-linear activation function,
such as an element-wise logistic sigmoid function. The output at time step ¢ is computed
as ¢ = softmax(Vh;), where V' is another weight parameter of the network; softmaz is an

activation function often implemented at the final layer of a network.
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Figure 3.2: (a) Recurrent neural network and (b) Recurrent neural network unfold. Adapted

from [45].

There are several types of RNNs, such as long short-term memory (LSTM), gated recur-
rent unit (GRU), and minimal gated unit (MGU).

LSTM is a variant of RNN designed to deal with the vanishing gradients problem. Hochre-
iter and Schmidhuber [27] found that the LSTM, which uses purpose-built memory cells to

store information, is better at finding and utilizing long-range context.

GRU [152] is introduced to avoid the issues of vanishing or exploding gradients suffered
by a vanilla recurrent neural network. Compared to LSTM, GRUs have fewer memory cells
in their architecture, which results in lower memory requirements. In GRUs, recurrent units
adaptively capture the dependencies of various time scales. There are two gating units,
namely, the reset gate and the forget gate, that modulate the flow of information inside the

GRU. Unlike LSTM, GRUs do not have separate memory cells; furthermore, GRUs have
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no mechanism to control the degree to which its state or memory content is exposed, while

LSTM can control how much memory content it wants to reveal [153].

Minimal Gated Unit (MGU) [154] is an alternative to GRU. MGU is composed of one
gate, namely, the forget gate, and does not utilize the complex peephole connection [155].
This leads to fewer parameters compared to LSTM and GRUs. As a result, MGUs can
obtain comparable classification performance but need less training time than GRUs for the

tasks of sentiment analysis, image classification, and language modelling [154].

LGRU [156] is a recently introduced recurrent structure that is simpler than but as
effective as LSTM. Like LSTM, LGRU relies on gating mechanisms to obtain long-term

dependencies in sequential data:

fo = o(wslhi-1, 2] + by) (3.2)
he = G(Walfe - he—y, 2] + by) (3.3)
he=(1—fp) 'ht—l‘f‘ft'ﬁt (3.4)

where f; denotes forget gate; wy is weight vectors of the network; the symbol - stands for

scalar multiplication.

In the above equations, the update gate and the reset gate in GRU are substituted by
a forget gate f; in LGRU. Inspired by [157], we further simplify LGRU by i) transforming
the weight matrices of forget gates into vectors and ii) replacing element-wise multiplications
with scalar multiplications. The motivation is that applying fewer learnable parameters in f;
and simplifying operations in iAL; and h; can result in lower complexity in training recurrent
models without compromising the performance. As a result, LGRU is expected to be more
lightweight than all other variants of GRU (including LSTM) while offering comparable
performance. Figure 3.3 illustrates the differences in data flows and operations between

GRU and our simplified LGRU.

BiLGRU uses two LGRUs to learn each token of the sequence based on both the past
and the future context of the token. As shown in Fig. 3.4, one LGRU processes the sequence

from left to right; the other one, from right to left. At each time step ¢, a hidden forward
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Figure 3.3: Comparison of data flow and operations between GRU and our LGRU. The
differences are highlighted in red.

layer with the hidden unit function ﬁ) is computed based on the previous hidden state
ﬁ)t,l and the input at the current step z;. Additionally, a hidden backward layer with the
hidden unit function % is computed based on the future hidden state ﬁtﬂ and the input
at the current step x;. The forward and backward context representations, generated by ﬁt
and %t, respectively, are concatenated into a long vector. The combined outputs are the

predictions of target sequences.

The Proposed Model. As shown in Fig. 3.5, we make use of a fully connected softmax
layer to output posterior probabilities over labels from two classes, standing for Twitter
bots or humans. The input is a sequence of n tokens, (x1,...,z,). The predictions in both
directions are modeled by three-layer BiLGRUs with hidden states ﬁi,g and %Z‘,g for input
token x; at the layer level £ = 1, ..., L. The final layer’s hidden state h; ; = [ﬁ)i,L; %M] is
used to output the probabilities over binary labels after softmax normalization. They share

the word embedding layer and the softmax layer, parameterized by ©. and Oy, respectively.

The model is trained to minimize the negative log-likelihood in both directions:

— —
L= —<logp%(y | 1. Oc, OLarU, O5) +10g8 P (¥ | T1:m; Oc, OrgRU, @s)) (3.5)
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Figure 3.4: Bidirectional LGRU.

3.3 Experimental Results

We conducted experiments using real-world datasets. Results on the cresci-2017 dataset
demonstrate that BOTLE outperforms or matches the performance of state-of-the-art Twit-
ter bot detection models [11,8,7,12,9], despite not relying on prior knowledge or assumptions

about user profiles, friendship networks, or the historical behavior of target accounts.

We further evaluate the effectiveness of various linguistic embeddings and recurrent neu-
ral network variants for Twitter bot detection. These findings can guide researchers in

developing high-performance deep learning models for similar tasks.

In addition to the classification performance, we also report the training and inference
times, along with memory consumption of the proposed model, demonstrating its practicality

for real-world deployment.

We first briefly describe the datasets in Section 3.3.1. In Section 3.3.2, 3.3.3, and 3.3.4,
the existing systems/models used for performance comparisons, settings, and evaluation
metrics are described, respectively. Section 3.3.5 presents experimental results, comparing

the performance of the proposed model with that of existing state-of-the-art systems and
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Figure 3.5: An illustration of the proposed BiILGRU neural model with word embeddings

for distinguishing Twitter bots from human accounts.

analyzing the results in detail.

3.3.1 Datasets

We evaluate our proposed model using the public annotated dataset cresci-2017 [158], consist-
ing of 3,474 human accounts that generated 8.4 million tweets and 1,455 bots that generated
3 million tweets. We prepared two test sets following [83]. The test set #1 and test set #2
refer to groups where human accounts are mixed with accounts from dataset social-bot-1
and dataset social-bot-3, respectively. Social-bot-1 is about retweeters of an Italian political
candidate, while social-bot-3 is about spammers of products on sale on Amazon.com. The

test set #1 is composed of 1,982 accounts and 4,061,598 tweets, while the test set #2 is
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composed of 928 accounts and 2,628,181 tweets. The statistics of datasets are shown in

Table 3.2 in detail.

Table 3.2: Statistics of the datasets used in the experiments.

Statistics
Dataset Description Accounts Tweets
Human accounts Verified accounts that are human-operated 3,474 2,839,361
Social-bot-1 Retweeters of an Italian political candidate 991 1,610,034
Social-bot-3 Spammers of products on sale at Amazon.com 464 1,418,557

Test set #1 Mixed set of 50% human accounts 4+ 50% social-bot-1 1,982 4,061,598
Test set #2 Mixed set of 50% human accounts + 50% social-bot-3 928 2,628,181

In order to gain more insight into the datasets, and thus the effectiveness of our proposed
model, we generated a word-cloud for comparison of the most frequent words in the two
datasets, i.e., human accounts and social-bot-3, as shown in Fig. 3.6. Word-cloud is a
visualisation method that displays how frequently words appear in a given body of text, by
making the size of each word proportional to its frequency of appearing in the text. Note
that Amazon social bots on Twitter usually use exaggerated words such as Check awesome,
Read Fascinating and Creative Writing, to attract people’s attention in order to advertise
their products or services. Furthermore, a manual analysis of 100 randomly selected tweets in
social-bot-3 showed that a majority of their tweets contain links to external web pages. This
is in contrast to the human accounts (in the random sample), which describe the accounts’
owners using words such as love, happy birthday, haha, lol, thank, and friend, and most of

whom seldom tweet links to external web pages.
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Figure 3.6: Word-cloud comparison of (a) human account dataset and (b) social-bot-3

dataset.

3.3.2 Existing Systems for Comparison

We compare the proposed model with the following baseline models that use the same dataset

cresi-2017 [158]:

e Davis et al. [7] generate more than 1,000 features and group them into six main classes:

network, user, friends, temporal feature, content and sentiment.

e Yang et al. [8] use 25 features and group them into six categories: profile-based fea-

tures, content-based features, graph-based features, neighbor-based features, temporal

features and automation-based features.

e Miller et al.

accounts and tweets.

[9] generate vectors made of 126 features, extracted from both user

e Ahmed et al. [12] use a set of 14 generic statistical behavior features related to URLs,
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hashtags, mentions and retweets.

e Cresci et al. [11] create two groups of user behavior features: tweet type DNA and

tweet content DNA.

To obtain the classification performance of the above methods/systems for a comparison,
we extracted the results reported Cresci et al. [11], which are deemed the best results the

authors could achieve when they evaluated their proposed methods/systems.

Note that most state-of-the-art algorithms/systems for Twitter bot detection require a
large number of data-demanding features. The above systems require feature engineering
based on six features [11] to more than 1,000 [7], as listed in Table 3.3. Feature engineering
is very labor-consuming and expensive in terms of data collection and pre-processing. Our
proposed RNN model does not rely on any feature engineering and uses only the textual

content of the tweets.

Table 3.3: The numbers of handcrafted features used in Twitter bot detection meth-

ods/models.
Model BotOrNot[7] Miller et al. [9] Yang et al. [8] Ahmed et al. [12] Cresci et al. [11] BOTLE
Number of features 1000+ 126 25 14 6 0

3.3.3 Neural Network Model Setup

We implement the proposed model using TensorFlow [159] with Python. Based on the
design of the experiments, we tested several sets of parameters to select one that gave the
experiments the best performance. We applied the grid search method to obtain the optimal

combination of hyperparameters. These hyperparameters are as follows:

e Learning rate: the model is trained using the stochastic gradient descent [160] algo-

rithm, while the learning rate is set to 0.01.
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e Network structure: three stacked BILGRU layers with 200 recurrent units and one fully

connected softmax layer.

e Dropout [161] is adopted during training, initially set to 0.5, slowly decreasing during

training until it reaches 0.1 at the end.
o Number of epochs: 30.
e Momentum: 0.9.

o Mini-batch: 64.

3.3.4 Evaluation Metrics

To evaluate the effectiveness of our proposed Twitter bot detection model, we use four

standard indicators:

True Positives (TP): the number of bots correctly recognized;

True Negatives (TN): the number of human accounts correctly recognized,;

False Positives (FP): the number of human accounts erroneously recognized as bots;

False Negatives (FN): the number of bots erroneously recognized as human accounts.

For each test set, we use the four standard evaluation metrics, namely, precision, recall,

accuracy, and Fl-score, to compare the performance of the classifiers.

Precision and recall are two widely applied metrics to evaluate a Twitter bot detection
system. If precision is low, the system requires manual verification by humans. It is labour
intensive, if the number of false positives is high. However, if recall is low, the system fails to
catch many bot accounts. Since the Fl-score takes both false positives (precision) and false

negatives (recall) into account, it reflects the balanced overall performance of the system.
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3.3.5 Results and Discussion

Table 3.4 shows the performance of our proposed neural model BOTLE along with that of
the baseline models reported in [11]. Using the test set #1, BOTLE achieves a new recall
score of 0.977, outperforming the best (Cresci et al. [11]) by 0.5 percentage points (0.977
vs. 0.972). Using the test set #2, BOTLE achieves a new Fl-score of 0.936, surpassing the
best (Cresci et al. [11] and Ahmed et al.[12]) by 1.3 percentage points (0.936 vs. 0.923); our
accuracy score of 0.939 also outperforms the best (Cresci et al. [11]), by 1.0 percentage points
(0.939 vs. 0.929). In addition, BOTLE achieves the second-best results in the other cases
(highlighted in blue color in Table 3.4). In summary, BOTLE offers the best or second-best

results in all cases.

BOTLE outperforms the current state-of-the-art system by Cresci et al. [11] on several
metrics such as accuracy and Fl-score (using the test set #2) and recall (using the test set
#1). Although BOTLE performs slightly below Cresci et al. [11] in some cases, it offers
many significant advantages over [11] as follows.

No handcrafted features required: BOTLE does not rely on any human-engineered
features. Existing classifiers require feature engineering, ranging from six features (Cresci
et al. [11]) to more than 1,000 (BotOrNot [7]). One of the best performers, Cresci et al.
[11], still requires six features, namely, URLs, hashtags, media, entities, mentions, and plain
text. Furthermore, the process of constructing bio-inspired “DNA” sequences in [11] is very

time-consuming and labor-intensive.

No prior knowledge required: BOTLE does not require prior knowledge or assumptions
about users’ profiles, friendship networks, or historical behavior of the target accounts. It
uses only the textual contents of users’ tweets for classification. The method by Cresci et
al. [11], nonetheless, requires prior knowledge such as replies or retweets to construct bio-
inspired “DNA” sequences. It is expensive to collect, store and pre-process a large amount
of data based on features. Without feature engineering, BOTLE can be implemented and

deployed much faster and earlier than the other models.
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Table 3.4: Performance comparison of various bot detection methods/models using the
cresci-2017 dataset. The proposed model BOTLE uses LGRU and four linguistic embed-
dings (word, character, POS, and NE). The best and second best results are highlighted
in green and blue , respectively. The results of human annotators and of the baseline mod-
els BotOrNot? [7], Yang et al. [8], Miller et al. [9], Ahmed et al. [12], and Cresci et al. [11]
are taken from [11]; the results of Wei & Nguyen [91] are from [91].

Detection Result

Model Type Precision Recall Accuracy F1l-score
Human annotators Manual 0.267 0.080 0.698 0.123
BotOrNot?[7] Supervised 0.471 0.208 0.734 0.288
:T:l‘: Yang et al.[8] Supervised 0.563 0.170 0.506 0.261
+  Wei & Nguyen [91]  Supervised 0.940 0.976 0.960 0.958
0
4qmj BOTLE Supervised 0.956 0.977 0.969 0.967
=
Miller et al.[9] Unsupervised 0.555 0.358 0.526 0.435
Ahmed et al.[12]  Unsupervised 0.945 0.944 0.943 0.944
Cresci et al.[11]  Unsupervised 0.982 0.972 0.976 0.977
Human annotators Manual 0.647 0.509 0.829 0.570
BotOrNot?[7] Supervised 0.635 0.950 0.922 0.761
:10:'1: Yang et al.[§] Supervised 0.727 0.409 0.629 0.524
+  Wei & Nguyen [91]  Supervised 0.933 0.919 0.929 0.926
N
Lmj BOTLE Supervised 0.938 0.934 0.939 0.936
=
Miller et al.[9] Unsupervised 0.467 0.306 0.481 0.370
Ahmed et al.[12]  Unsupervised 0.913 0.935 0.923 0.923
Cresci et al.[11]  Unsupervised 1.000 0.858 0.929 0.923
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3.4 Effectiveness of Linguistic Embeddings

For the results In Table 3.4, we use word embeddings, character embeddings, part-of-speech
embeddings and named-entity embeddings. In this section, we validate the effectiveness of
these linguistic embeddings by adding them one at a time to the bot detection model and

measure the performance improvement as each type of embedding is added.

3.4.1 Linguistic Embeddings: Detection Performance

As shown in Table 3.5, we started with only word embeddings. We then added character,
POS, and NE embeddings, one type at a time, in that order. Every time a type of embedding
was added, we conducted the same experiments using test sets #1 and #2, and recorded

the resulting precision, recall, accuracy and F1-score.

The results in Table 3.5 and and Figure 3.7 show that the detection performance is
improved every time a new type of embedding was added. For example, using the test set
#1, the accuracy is improved from 0.961 to 0.965, 0.966 and 0.969 as character, POS, and
NE embeddings were added one by one, respectively. The same observation applies to the
other performance metrics, and to test set #2 as well. This consistently demonstrates the
effectiveness of the additional types of linguistic embeddings. They enable the proposed
model to encode rich linguistic and syntactic knowledge such as affixes, grammar, and part-

of-speech.

On the other hand, incorporating additional linguistic embeddings will increase the run
time and memory usage of a model. In the next section we examine the overheads incurred

by additional linguistic embeddings in the proposed model BOTLE.

3.4.2 Linguistic Embeddings: Running Time and Memory Usage

In this section, we report the runtime (for training and inference) and memory usage of

BOTLE as we added character, POS, and NE embeddings, one type at a time, in that
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Table 3.5: Empirical assessment of different linguistic embeddings: word, character, part-of-
speech (POS), and named-entity (NE) embeddings. All models use LGRU. The best results
are highlighted in green . The performance of the bot detector improves as more embeddings

are added to the model.

Linguistic Embeddings Precision Recall Accuracy Fl-score

Word Char POS NE

i 0.943 0974  0.961 0.958
g o 0.949 0975  0.965 0.962
Test Set #1 & & o 0.953  0.974  0.966 0.963
¥ o & & 0956 0977  0.969 0.967
o 0934 0919  0.930 0.927
¥ o 0.935  0.926  0.933 0.931
Test Set #2 & & o 0.936  0.929  0.936 0.933
v & & & 0938 0934 0939 0.936

order, resulting in four linguistic embedding combinations: (1) word embeddings only; (2)
word and character embeddings; (3) word, character and POS embeddings; and (4) word,
character, POS and NE embeddings. For each combination (model), we conducted the same

experiments using test set #2, and recorded the resulting run time and memory usage.

To obtain the training time, we trained a model with each of the above four combinations
using 2,099,261 samples from the test set #2. To obtain the average inference time, we ran
a model with each combination to classify 528,920 samples from the test set #2. The total
inference time for classifying 528,920 samples was then divided by 528,920 to obtain the

average inference time of one sample.

To obtain the GPU memory consumption of a model, we profiled the job using NVIDIA
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Figure 3.7: Performance trends across linguistic embeddings (LGRU).

NVML [162]. The NVIDIA library tracked and summarized the memory usage throughout
the whole process of training and inference. All the experiments were run on a Linux
workstation with the following configuration: NVIDIA GeForce GTX 1080 graphics card,
Intel Core i7-6700 3.4GHz processor, 12GB DDR4 memory, and 1TB solid state drive.

Table 3.6 illustrates the total training time, average inference time, and memory usage of
the four linguistic embedding combinations. We observe that the run time and memory usage
increase as more linguistic embeddings are added to the detection model. These increases are
expected because they are the price to pay for higher classification performance (shown in
Table 3.5) as more linguistic embeddings are incorporated into the classifier. These increases
are acceptable for the task of Twitter bot detection on laptops, desktops or cloud services to
achieve higher detection performance via the use of all types of linguistic embeddings. For
example, using all four types of linguistic embeddings, the average inference time per sample

is only 25.8 msec, and the combined memory consumption for training and inference is 5.9
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gigabytes. (For other applications on low power, low memory devices, a trade-off analysis
should be made to select the type(s) of linguistic embeddings optimal for both classification

performance and resource constraints.)

Table 3.6: Empirical assessment of running time and memory usage incurred by the linguistic
embeddings: word, character, part-of-speech (POS), and named-entity (NE) embeddings.
All models use LGRU.

Average inference time
Training time (minutes) Memory usage (gigabytes)
per sample (milliseconds)

Linguistic Embeddings

Word Char POS NE

i 2,257 12.6 4.5
i i 2,551 18.2 5.2
vy o o 2,782 22.5 5.6
M o o o 2,997 25.8 5.9

3.5 Performance Comparison of Different Recurrent

Variants

During the design process, we considered several recurrent variants, namely, long short-term
memory (LSTM), gated recurrent unit (GRU), minimal gated unit (MGU) and lightweight
gated recurrent unit (LGRU), which are described in Section 3.2.2. We implemented and
tested these variants and selected the best performer for our task, which is LGRU. In this
section, we report the results of this selection process to help other researchers decide on
a variant for similar tasks. The selection criteria are detection performance, run time and

memory usage.
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3.5.1 RNN Variants: Detection Performance

Table 3.7 shows the classification performance of the recurrent variants LSTM, GRU, MGU,
and LGRU with all four embeddings (word, character, POS, and NE) on the cresci-2017
dataset. The other parameters are the same as those in Section 3.3.3. Overall, LGRU yields
the best performance among the variants. Although the classification improvement of LGRU
over the other variants seems marginal, LGRU really shines when it comes to run time and

memory usage as discussed in the next section.

Table 3.7: Performance of four recurrent variants: LSTM, GRU, MGU, and LGRU. Model
structures are all bidirectional RNNs, but each model uses a different recurrent variant. The
models are enhanced with all four embeddings: word, character, POS and NE. The best
results are highlighted in green .

Recurrent
Precision Recall Accuracy Fl-score
Variants

LSTM 0.952 0.977 0.967 0.965

GRU 0.948 0.977 0.965 0.962

Test Set #1  MGU 0.949 0.975 0.964 0.962

LGRU 0.956 0.977 0.969 0.967

LSTM 0.936 0.931 0.937 0.934

GRU 0.935 0.934 0.938 0.934

Test Set #2  MGU 0.933 0.934 0.937 0.933

LGRU 0.938 0.934 0.939 0.936
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3.5.2 RNN Variants: Running Time and Memory Usage

In this section, we report the run time (training and inference) and memory usage of the
four recurrent variants LSTM, GRU, MGU and LGRU obtained from the same experiments
discussed above in Section 3.5.1. The total training time, average inference time and memory

usage were measured and collected as described in Section 3.4.2 and are shown in Table 3.8.

Table 3.8: Empirical assessment of running time and memory usage incurred by four recur-
rent variants LSTM, GRU, MGU, and LGRU. Model structures are all bidirectional RNNs,
but each model uses a different recurrent variant. The models are enhanced with all four

embeddings: word, character, POS and NE. The best results are highlighted in green .

Average inference time
Training time (minutes) Memory usage (gigabytes)
per sample (milliseconds)

Linguistic Embeddings

LSTM GRU MGU LGRU

rif 4,168 31.3 6.6
rif 3,705 29.0 6.4

o 3,380 27.7 6.2

il 2,997 25.8 5.9

The training time of LGRU is 39%, 24%, and 12.8% shorter than that of LSTM, GRU and
MRU (2,997 minutes vs. 4,168, 3,705 and 3,380 minutes), respectively. The average inference
time of LGRU is 21.3%, 12.4% and 7.4% shorter than that of LSTM, GRU and MRU (25.8
msec vs. 31.3, 29, and 27.7 msec), respectively. LGRU also consumes less memory than
LSTM, GRU and MRU: 11.9%, 8.5% and 5.1% less memory (5.9 gigabytes vs. 6.6, 6.4 and

6.2), respectively.

The above results demonstrate that LGRU is the best performer among the RNN variants.
It provides the best of both worlds: higher classification performance and lower overheads

in terms of memory usage and run time.
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3.6 Chapter Summary

This chapter presents an RNN model, specifically BILGRU, with four linguistic embeddings
(i.e., word, character, POS, and NE embeddings) to distinguish Twitter bots from human
accounts. Our model requires no prior knowledge or assumption about users’ profiles, friend-
ship networks, or historical behavior on the target account. To the best of our knowledge,
our work is the first that develops an RNN model with several types of linguistic embeddings
to detect bots that relies only on tweets and does not require any feature engineering. Exper-
iments on the public dataset cresci-2017 show that our model performs similarly or better
than existing work, but without handcrafted feature engineering, which is labor-intensive
and time-consuming. This advantage allows for faster and easier implementation and de-
ployment of the bot detection scheme. In addition, our proposed bidirectional recurrent
neural architecture can be relatively easily adapted to a new problem, for example, using

BiLGRU with linguistic embeddings to detect phishing emails, spam webpages or spam SMS.
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Chapter 4

An Attention-Based Neural Network
Using Human Semantic Knowledge
and Its Application to Clickbait

Detection

4.1 Motivations and Contributions

Clickbait refers to content crafted to entice users into clicking hyperlinks that lead to web

pages, articles, images, or videos. It is commonly used for three purposes:

1. phishing attacks, which aim to steal sensitive information or install malicious software.

2. marketing strategies, both legitimate and illegitimate, which rely on attention-grabbing

headlines to generate user clicks and advertising revenue.

3. dissemination of misinformation or disinformation through sensational headlines linked

to false content.
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This study focuses on the latter two cases. Specifically, it aims to determine whether a
headline constitutes clickbait by evaluating the semantic similarity between the headline
and the textual content of the linked article. A headline that closely reflects the article
content is considered non-clickbait, while a significant mismatch indicates clickbait. An

example is given in Table 1.1.

It should be noted that not all articles with clickbait headlines are fake news. However,
clickbait headlines are one of the hallmarks of fake news. Therefore, the classification of
clickbait is useful as the first step toward a more fine-grained classification of fake news (e.g.,

by examining the content of the article for authenticity).

The remainder of this chapter is organized as follows. Section 4.2 describes in detail the
proposed attention-based neural network that uses human semantic knowledge. Section 4.3
discusses the application of the proposed neural network to clickbait detection. In Section
4.4, we present and analyze experimental results to validate the effectiveness of pre-trained
word embeddings, knowledge enhancement to the attention mechanisms, and human seman-
tic knowledge in the proposed model KED. We also compare the performance of the proposed
model with that of existing state-of-the-art models/systems. Section 4.5 presents concluding

remarks and future work.

4.2 The Proposed Attention-based Neural Network

We propose a novel attention-based neural network model, Knowledge-Enhanced Clickbait
Detector (KED), designed to improve clickbait detection by incorporating structured lin-
guistic knowledge. KED consists of two main components: (a) human semantic knowledge

extraction, and (b) attention mechanisms guided by knowledge graphs.

At the core of KED is the integration of semantic knowledge from WordNet-based linguis-
tic knowledge graphs. These graphs are used to guide both joint-attention and self-attention

mechanisms, allowing the model to better capture semantic relationships between headline
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and article word pairs.

The knowledge-enhanced joint-attention mechanism captures global semantic similarities,
while the knowledge-enhanced self-attention mechanism filters out noise and emphasizes the
most relevant similarity features for final predictions. This dual attention strategy enables

KED to effectively learn both local and global discriminative features.

By effectively embedding external semantic knowledge into the attention mechanisms,
KED significantly improves the model’s ability to detect nuanced semantic correlations,

which is an essential capability in distinguishing clickbait from legitimate headlines.

Experimental results demonstrate that this approach not only improves the performance

of KED itself, but also enhances several powerful pre-trained language models, including

BERT, RoBERTa, and XLNet.

4.2.1 Human Semantic Knowledge Extraction Using WordNet

In this section, we describe in detail our human semantic knowledge extraction scheme,
which uses WordNet [20] to extract human semantic knowledge from headline-article word
pairs in the dataset. Semantic relations extracted from WordNet are used to build linguistic

knowledge graphs, which are then input into the model.

Intuitively, knowledge about antonyms, co-hyponyms, synonyms, hyponyms, hypernyms,
and synonyms between given words can potentially help to align word pairs between a given
headline and its linked article. For instance, knowledge about synonyms, hypernyms and
hyponyms is helpful to identify entailment relations; knowledge about antonyms and co-

hyponyms helps to recognize contradiction relations [113].

We extend [113] to extract relations of lexical pairs in a configurable manner by using a

hyperparameter 7 € N as follows.

e (a) Synonym relation: If the words in the pair are synonyms in WordNet, the pair

yields 1 (true). Otherwise, it yields 0 (false).
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e (b) Antonym relation: If the words in the pair are antonyms in WordNet, the pair

yields 1 (true). Otherwise, it yields 0 (false).

e (c¢) Hypernym relation: If one word is a hypernym of another word in WordNet, the
pair yields value 1 — n/7, where n denotes the number of edges between the two
words in a hierarchy, and the hyper-parameter 7 denotes the exact path length. Oth-
erwise, it yields 0 (false). Consider two word pairs: “fisherman, skilled worker” and

“fisherman, worker”, and 7 = 5. Since ‘skilled worker’ is the direct hypernym of ‘fisher-

man’, and ‘worker’ is the direct hypernym of ‘skilled worker’ (i.e., Workerhdi&skilled
ypernym
Worker<hdlLCtﬁsherman), they yield {fisherman, skilled worker} = 1 — % = 0.8 and
ypernym

{fisherman, worker} = 1 — % = 0.6, respectively. It is worth noting that a large 7
increases the chances of trivial hypernym relations retrieved from the knowledge base,
eventually leading to lower performance. On the other hand, a small 7 would limit
the number of hypernym relations obtained from the knowledge base, also resulting in

lower performance.
e (d) Hyponym relation: It is the inverse of the hypernym feature.

e (e) Co-hyponym relation: If the two words have the same hypernym, but they do not
belong to the same synset, the pair yields 1 (true). Otherwise, it yields 0 (false).

Note that hyperparameter 7 enables effective extractions of hypernym relations (and,
consequently, hyponym and co-hyponym relations) from the knowledge base by avoiding

extracting too few or too many hypernym relations.

The above extracted relations from the knowledge base WordNet applied to the joint-

attention mechanism facilitates the matching between headlines and their linked articles.

4.2.2 The Proposed Knowledge Enhanced Attention Mechanisms

Attention mechanisms are essential components of our model. In this section, we describe

in detail the proposed knowledge enhanced attention mechanisms.
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Attention mechanisms aim to fuse the associated representations of headline-article word
pairs. There are two attention mechanisms: joint attention [147] and self attention [163].
Given a headline and its linked article, the purpose of joint attention is to fuse the head-
line representation into the article representation in order to obtain a headline-aware rep-
resentation of the article [17]. The purpose of self attention is to fuse the headline-aware

representation of the article into itself in order to obtain the final article representation [37].

Existing works [37,17] apply either standard dot-scale attention or cosine similarity-aided
attention to align a headline and its linked article, without using any external knowledge. In
contrast, our proposed neural network leverages WordNet to build knowledge graphs which
are then used to guide the focus of the two attention mechanisms. We name the atten-
tion mechanisms in the proposed model knowledge-enhanced joint-attention and knowledge-

enhanced self-attention, respectively.

Knowledge-Enhanced Joint-Attention

Joint attention aims to interconnect the representations of a headline and its linked article,
and produces a set of headline-aware feature vectors for the words in the linked article [147].
The input to the knowledge-enhanced joint-attention layer includes the representations of a
headline and its linked article from the previous layer of a model, and the output is headline-

aware vector representations of the words in the linked articles.

Formally, given a set of linked articles B € R™ with n words and a set of headlines
H € R™ with m words, let Eg € R™" and Ey € R™™ denote the embeddings of the
linked articles and headlines, respectively. Following [164], we compute the similarity of
each headline-article word pair, rendering a similarity matrix J € R"*™. Then, each row of
J is normalized by applying the softmax function, and a matrix J is obtained. The article-
to-headline attention is then computed as J - H € R¥". The headline-aware vector p; € P

of article b; € B is computed for the words in b; as follows [165, 147]:
pi = wlhi; b by © by hy © bj] (4.1)
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where w € R* is a trainable parameter; h; € H is the headline representation; b; repre-
sents the headline-to-article vector; [;] stands for a vector concatenation across rows; and ©

represents element-wise multiplications.

Since contextual embeddings contain only high-level information, we believe that intro-
ducing pre-extracted human semantic knowledge into the computation of similarities will
enhance the ability of the model to identify the boundaries of the clusters and is helpful to
the final predictions. Therefore, we apply the pre-extracted human semantic knowledge in

order to enhance context embeddings.

Next, the headline-aware body representation P is encoded by the neural network and a
matrix U € R?*™ is obtained as coarse-grained memories for words of the linked articles. The
matrix U captures the interaction between the words of an articles with respect to its linked

headline and is further processed by the knowledge-enhanced self-attention mechanism.

Knowledge-Enhanced Self-Attention

Self-attention is a part of the fine-grained memory layer. Its purpose is to fuse the coarse-
grained memories U into themselves. Through the knowledge-enhanced joint-attention layer,
the headline-aware representation u? of an article b; € B is generated to locate important
parts of the linked article. However, such a representation has very limited knowledge of
the context. To overcome this problem, we directly match the headline-aware representation
of article b; against itself [166,167]. This process can effectively pinpoint important word
pairs within the representation and update the representation with this useful information.
The fine-grained memories v” € V of article b; is computed as follows, where V' € R¥" is a

matrix that represents fine-grained memories of B and H.

v? = BiGRU(v? |, [u?, a;]) (4.2)

where a; = att(u®,u?) is an attention-pooling vector of the whole article (u%) and computed

as follows:

a; = Z dul  a; € A, (4.3)
k=1
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where

i exp(r})
_ | 4.4
S el o
ri = p tanh(Wlu? + WEuP) (4.5)

We apply an additional gate to [u”,a;] to adaptively control the input to the neural

network [166]. Thus, a matrix V' € R¥" is obtained as fine-grained memories.

Based on the relationships between words in the headline and its linked article, knowledge-

enhanced self-attention extracts semantic information from the whole linked article.

4.3 Applying the Proposed Attention-based Neural Net-

work to Clickbait Detection

As depicted in Fig. 4.1, our model contains four different layers to capture different linguistic

representations. Following is a detailed description of the four layers.

e The first layer extracts information from headlines and their linked articles at the
word level. We compute representations of words in the headlines and linked articles
as follows [168]. For word embeddings, we use pre-trained word vectors GloVe [92] for
both headlines and their linked articles. In addition, we use the following two types
of linguistic features for each token in the linked articles: (i) named-entity recognizer
(NER) encoding for 18 different types of the NER tags; (ii) part-of-speech (POS)
tagging encoding for 56 different types of POS tags.

e The purpose of the second layer, a coarse-grained memory layer, is to apply both
article-to-headline and headline-to-article attentions, based on representations of head-
lines and their linked articles. We generate preliminary memories over headline-article
word pairs. Specifically, we apply knowledge-enhanced joint-attention (discussed in

section 4.2.2) to fuse the body representation into the headline representation. Then
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Figure 4.1: Our proposed end-to-end neural model.

we process this output with a BIGRU layer. Finally, the coarse-grained memories are
obtained by concatenating the forward GRU outputs and the backward GRU outputs,

which are the headline-aware body representation.

In the third layer, a fine-grained memory layer, we construct the refined memories
over headline-article word pairs using the coarse-grained memories. First, we apply

knowledge-enhanced self-attention (discussed in section 4.2.2) to fuse coarse-grained
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memories into themselves. Then we process this output with a BiGRU layer. Finally,
the fine-grained memories are obtained by concatenating the forward GRU outputs

and the backward GRU outputs, which are the final body representation.

e The last layer, a label prediction layer, yields the label prediction based on the fine-
grained memories and the headline context embeddings. Specifically, we apply at-
tention pooling to the headline representation to obtain a summary of the headline.
Finally, we compute a posterior distribution of the two candidate labels to determine

if the headline is clickbait or not.

Example and Visualization

We present an example to qualitatively demonstrate the effectiveness of the proposed knowledge-
enhanced attention mechanisms. We first implemented a base model by applying full bipar-
tite attention (for joint attention) and standard dot-scale attention (for self attention) to the
model, similar to the work in [37,17]. These attention mechanisms in the base model do not
utilize human semantic knowledge. As a result, we expected that it would not perform as
well as the KED model that has knowledge-enhanced attention mechanisms. We name this
base model NKED (No Knowledge Enhancement). The structure of NKED is depicted in
Fig. 4.2. We then replaced full bipartite attention and standard dot-scale attention with the
proposed knowledge-enhanced joint-attention and knowledge-enhanced self-attention mech-

anisms, respectively, to obtain the proposed model KED.

Table 4.1 shows an example of a headline and its linked article, and the visualization
of the output from the knowledge-enhanced attention schemes. Qualitatively, we display
the contribution of the phrases to the classification in terms of knowledge-enhanced self-
attention. The most important phrases are highlighted in red with the intensity of the
color indicating the degree of contribution. Meanwhile, we use waves to indicate the key
phrases with high attention scores in terms of knowledge-enhanced joint-attention. (Detailed

visualization techniques can be found in [169].)
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Figure 4.2: The diagram of NKED model.

As shown in Table 4.1, NKED (with no knowledge enhancement to the attention mech-
anisms) captures key phrases saves and able to fend, which have very low similarity. This
mismatch contributes to NKED misclassifying the example as clickbait. In contrast, KED is
able to correctly classify it as non-clickbait. The knowledge-enhanced joint-attention scheme
first captures the global information described by the words ringtone, song, scares, fend

off, man and fisherman. Informed by this global information, the knowledge-enhanced self-
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Table 4.1: Visualization of a sample from the FNC Challenge dataset. The proposed KED
model is implemented with knowledge enhancement to the attention mechanisms and NKED
is without knowledge enhancement. The most important phrases in self-attention are high-
lighted in red where the intensity of the color indicates the degree of contribution. The waves

indicate the key phrases with high attention scores in knowledge-enhanced joint-attention.

Model Sentence Samples Prediction

Headline Justin Bieber ringtone scares bear, saves Rus-

NKED sian fisherman clickbait ¥

Body A Russian man was recently able to fend off a

bear attack with a Justin Bieber song.

Headline PiSGiNBIEBERENGIONE scares bear, saves Rus-

KED sian fisherman non-clickbait ¢/

Body A Russian man was recently able to fend off a

A~~~

bear attack with a JHSHRIBIEHEIISOHE

A~

attention scheme reduces its attention to saves, while capturing key phrases {Justin Bieber
ringtone, Justin Bieber song}, {a Russian man, Russian fisherman}, and {scares bear, fend
off a bear}. In this case, the model infers that the headline matches its linked article. Ac-

cordingly, the model makes a correct prediction labeled as non-clickbait.

In short, the global representation learned by the knowledge-enhanced joint-attention
scheme provides an overall grasp of the whole text, which includes both semantic and struc-
tural information. It effectively helps the knowledge-enhanced self-attention scheme capture

better instance-specific local features and improves classification performance.

In summary, the proposed neural network model is different from existing clickbait de-
tection models in that it uses i) human semantic knowledge, which is pre-extracted using

WordNet; ii) knowledge-enhanced attention mechanisms that enable the model to extract the
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most meaningful headline-article word pairs. On the one hand, the coarse-grained memory
layer uses human semantic knowledge to assist both article-to-headline and headline-to-
article attention. On the other hand, the fine-grained memory layer uses human semantic
knowledge to assist the self-attention mechanism. As a result, the proposed model performs

significantly better than existing state-of-the-art models, as will be shown next.

4.4 Evaluations

We conducted extensive experiments on two real-world clickbait datasets, namely, Clickbait
Challenge [31] and FNC Challenge [32], to evaluate the effectiveness of the proposed model.
Our results demonstrate that the model significantly outperforms existing state-of-the-art
approaches [33,34,35,36,16,37,17,38,39], even under limited training data conditions. More-
over, the proposed model achieves better or comparable performance to powerful pre-trained
language models such as BERT, RoBERTa, and XLNet, while maintaining a much lighter
architecture. To further support these findings, we conducted comprehensive comparative

analyses, providing insights that can potentially guide future research in the field.

This section is organized as follows. Section 4.4.1 describes experiments settings. In
Section 4.4.2, we validate the effectiveness of pre-trained word embeddings, knowledge en-
hancement to the attention mechanisms, and human semantic knowledge when applied to
KED. Section 4.4.3 presents experimental results, comparing the performance of the pro-
posed model with that of existing state-of-the-art systems and analyzing the results in de-
tail. Section 4.4.4 verifies that when only a limited amount of training data is available (i.e.,
data scarcity), KED performs significantly better than the state-of-the-art clickbait detection
models. Finally, Section 4.4.5 demonstrates the application of the proposed human semantic
knowledge extraction scheme to several pre-trained models in the semi-supervised domain,

and their significantly improved performance thanks to human semantic knowledge.
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4.4.1 Experiment Settings

This section describes the datasets used in the experiments, the parameters of the proposed

model, and the baseline models for comparison.

Datasets

We use two public annotated datasets for the experiments in this article.

Clickbait Challenge. This benchmark dataset [31] was released in 2017. It contains
a total of 21,997 annotated samples, among which 17,598 are used for training and 4,399
for testing. Each sample is a pair of a headline and a linked article from Twitter posts.
Five human annotators assigned a score to each sample, which ranges from 0 to 1, where
‘1’ denotes a post “heavily click-baiting” and ‘0’ indicates “not click-baiting” [170]. The
samples with a mean score above 0.5 are considered as clickbait in this work [17].

FNC Challenge. This benchmark dataset was released by the Fake News Challenge
competition in 2017 [32]. It contains 49,972 pairs of headline and linked article for training
and 25,413 pairs for testing. Each pair of headline and linked article is classified into one
of the four groups: ‘agree’, ‘discuss’, ‘disagree’, and ‘unrelated’. The samples with the label

‘unrelated’ are regarded as clickbait in this work [17].

Table 4.2 summarizes the statistics of the above datasets.

Table 4.2: Statistics of the datasets.

Dataset Clickbait Non-Clickbait Clickbait
Clickbait Challenge 5,523 16,474 33.5%
FNC Challenge 54,894 20,491 72.8%
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Model Settings

To implement the proposed neural network model, we use the Stanford CoreNLP [142]
to preprocess the datasets. We apply the WordNet interface provided by NLTK [171] to
extract human semantic knowledge. Additionally, we implement the proposed model using
TensorFlow [159] with Python. In the stage of extraction of human semantic knowledge, we
set the hyper-parameter 7 to 4 and 5 for the Clickbait Challenge and FNC Challenge dataset,
respectively. We limit the vocabulary size to 150,000 and 200,000, and set the maximum
sequence length to 256 and 300 for the Clickbait Challenge and FNC Challenge dataset,

respectively. Table 4.3 summarizes the above parameters.

Table 4.3: Model settings: vocabulary size and maximum sequence length.

Corpus Vocabulary Length 7
Clickbait Challenge 150,000 256 4
FNC Challenge 200,000 300 5

Following are the parameters common to both datasets. For the dense layers and the
BiGRUs, we set the dimension d to 256. With respect to the training, we use Adam [172]
as our optimizer. The learning rate was set to 0.001 and the mini-batch size, to 32. To
avoid overfitting, we apply dropout [173] with a value of 0.1, and apply early stopping with
a patience of 3. To avoid the exploding gradient problem, we apply gradient clipping [174]
with a cutoff threshold of 2. We apply exponential moving averages with a decay rate of

0.999 to optimize the performance.

The above parameters were chosen to find the optimal settings for our experiments. Each

data point in the reported results was averaged over three runs.
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Baseline Models

We compare the proposed KED model with the following baseline models, which can be

divided into the five following categories:

Deep feedforward networks: DSSM [33]

CNN: CLSM [34] and CBCNN [35]

RNN: LiNN [36]

Attention-based networks: MSA [16], BIGRU-ATT [37] and LSDA [17]

Transformer-based models: LSACD [38], Transfer Learning [39]

The above five categories are listed in the first five blocks of Table 4.4. Following are brief

descriptions of the baseline models.

Deep Semantic Similarity Model (DSSM): Huang et al. [33] used deep neural net-
works to obtain hidden features of inputs and quantify the similarity in the space of latent
representations. The authors preprocessed textual characteristics with n-gram schemes, and

used the estimated similarities for prediction.

Convolutional Latent Semantic Model (CLSM): Similar to DSSM, Shen et al. [34]

leveraged convolutional neural networks for extracting inherent features.

Linguistically-infused Neural Network (LiNN): Glenski et al. [36] introduced a
model based on CNN and LSTM, which uses knowledge from both headlines and their
linked articles. LSTM and CNN networks benefit the model by learning vectorized textual

and visual knowledge individually.

BiGRU-ATT: Zhou [37] proposed an attention-based BIGRU model. The model first
discovers inherent features of headlines and their linked articles. The discovered latent
features are then consolidated to be fed into attention-based recurrent networks for the

classification task.
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Table 4.4: Performance comparison using the Clickbait Challenge and FNC Challenge
datasets. The best result in each column is highlighted in green ; our previously published
best results in [18], from KEDg, are shown in blue ; other researchers’ previously published
best results are shown in red . The results in the first to fourth block (from DSSM to LSDA)
come from [17]. The results in the fifth block are taken from [38, 39]. NKED: no knowledge
enhancement to attention mechanisms. KEDg: with knowledge enhancement and randomly
initialized word embeddings. KED: with knowledge enhancement and pre-trained GloVe

word embeddings.

Clickbait Challenge ‘ FNC Challenge
Model
Accuracy Precision Recall Fl-score ‘ Accuracy Precision Recall F1l-score

DSSM [33] 0.817 0.655 0.661 0.658 ‘ 0.747 0.894 0.740 0.811
CLSM [34] 0.833 0.683 0.643 0.662 0.756 0.959 0.762 0.853
CBCNN [35] 0.844 0.654 0.653 0.653 0.789 0.852 0.845 0.857
LiNN [36] 0.827 0.642 0.621 0.631 ‘ 0.868 0.925 0.884 0.913
MSA [16] 0.826 0.699 0.474 0.565 0.859 0.920 0.877 0.907
BiGRU-ATT [37] 0.856 0.719 0.650 0.683 0.879 0.924 0.897 0.919
LSDA [17] 0.860 0.722 0.699 0.710 0.894 0.933 0.912 0.928
LSACD ([38] 0.880 - - 0.740 - - - -
Transfer Learning [39] 0.858 0.713 0.668 0.690 - - - -
NKED 0.862 0.724 0.704 0.714 ‘ 0.892 0.930 0.911 0.920
KEDp [18] 0.880 0.754 0.756 0.755 ‘ 0.913 0.948 0.935 0.941
KED 0.892 0.761 0.763 0.762 ‘ 0.928 0.952 0.943 0.947

Multi-Strategy Approach (MSA): Kumar et al. [16] introduced a composite form
of clickbait detection models. First, the authors applied an attention-based bidirectional
RNN-based method to learn the input data. Then they incorporated the latent information

with the relationship knowledge into Siamese networks for the final predictions.

Clickbait Convolutional Neural Network (CBCNN): Zheng et al. [35] proposed

a convolutional model that leverages only features from the headlines to detect clickbait.
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The authors first converted headlines into text vectors and then made predictions with

text CNN [175].

Similarity-Aware Deep Attentive Model (LSDA): Dong et al. [17] introduced a
deep learning model that is similarity-aware and attention-based to acquire and represent

similarities.

Lure and Similarity for Adaptive Clickbait Detection (LSACD): Zheng et al. [38]
proposed a RNN model that examines the similarity between a headline and its linked
content, and the headline’s degree of enticement (“lure”) to infer whether the headline is

clickbait or not.

Transfer Learning: Rajapaksha et al. [39] adapted transformer models BERT, RoBERTa
and XLNet for the clickbait detection task by applying several fine-tuning methods and model

configuration changes.

The last three blocks of Table 4.4 list the following models that we implemented:

e NKED: randomly initialized word embeddings; without knowledge enhancement to the

attention mechanisms.

e KEDp [18]: randomly initialized word embeddings; with knowledge enhancement to

the attention mechanisms.

e KED: pre-trained word embeddings; with knowledge enhancement to the attention

mechanisms.

4.4.2 Validations

In this section, we validate the effectiveness of pre-trained word embeddings, knowledge

enhancement to the attention mechanisms, and human semantic knowledge when applied to

KED.
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Effectiveness of Pre-trained Word Embeddings

We investigate the effectiveness of pre-trained word embeddings on KED. In our previous
work [18], the model was implemented using randomly initialized word embeddings, which
we name KEDg. For this article, we replace randomly initialized word embeddings with pre-
trained GloVe vectors [92], expecting the latter will improve the classification performance
of the model. We name the enhanced version KED. It is expected that GloVe can enhance

the performance of KED over KEDg.

In this experiment, we use GloVe vectors with 300 dimensions to initialize the word
embeddings. The results in terms of Fl-score, accuracy, precision, and recall on the two

datasets Clickbait Challenge and FNC Challenge are listed in Table 4.4.

Overall, the performance of the proposed architecture can be noticeably improved by using
pre-trained GloVe word embeddings. For example, KED achieves a higher F1 score of 0.762,
0.7 percentage points (0.762 vs. 0.755) higher than KED on the Clickbait Challenge dataset,
and of 0.947, 0.6 percentage points (0.947 vs. 0.941) higher on the FNC Challenge dataset.
KED also performs much better than the state-of-the-art model LSDA. KED outperforms
LSDA by 5.2 percentage points (0.762 vs. 0.710) and 1.9 percentage points (0.947 vs. 0.928)
on the two datasets, respectively. More importantly, the performance gain is particularly
significant on the relatively difficult Clickbait Challenge dataset. The experimental results

confirm that pre-trained word embeddings can improve the performance of our KED model.

Effectiveness of Knowledge Enhancement to Attention Mechanisms (Ablation

Study)

We conducted an ablation study by comparing the performance of KEDg (with knowledge
enhancement to the attention mechanisms) to that of NKED (no knowledge enhancement).
As depicted in Fig. 4.2, full bipartite attention and standard dot-scale attention are imple-
mented in NKED. They are replaced by the proposed knowledge-enhanced joint-attention
and knowledge-enhanced self-attention, respectively, in KEDg. Both KEDg and NKED use
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randomly initialized word embeddings.

The results are given in Table 4.4. We observe that KEDg performs significantly better
than NKED in all cases, thanks to the knowledge enhancement. In particular, on the rela-
tively difficult task Clickbait Challenge, KED g outperforms NKED by 5.2 percentage points
(0.756 vs. 0.704) in terms of recall, and by 4.1 percentage points (0.755 vs. 0.714) in terms
of Fl-score. The results demonstrate that human semantic knowledge is beneficial to the

clickbait detection task, and plays an important role in our neural model.

Effectiveness of Human Semantic Knowledge

To verify the effectiveness of applying human semantic knowledge to clickbait detection, we
obtain ten augmented datasets by varying 7 from 0 to 9, and train a different KED system
on each augmented clickbait detection dataset. Table 4.5 and Figure 4.3 show that when
the hyper-parameter 7 is increased from 0 to 9, the amount of human semantic knowledge
(represented by the average edge count per word pair) rises monotonically. The performance
in terms of Fl-score of KED rises until 7 reaches 4 and 5 for Clickbait Challenge and FNC
Challenge, respectively. The reason is that a larger 7 value allows more hypernym relations
to be extracted from the knowledge base as explained earlier in Section 4.2.1. As 7 increases
beyond a peak value (4 or 5), the performance of the model degrades. The reason is that
very large values of 7 increase the chances for trivial hypernym relations to be extracted
from the knowledge base, leading to lower performance. Thus it can be seen that human
semantic knowledge provided by the WordNet-based human semantic knowledge extraction

scheme plays an essential role in the training of the proposed KED system.

4.4.3 Performance Comparison with Existing Works

We compare the performance of the proposed KED model with that of the baseline models
listed in Section 4.4.1 using the two benchmark datasets of clickbait detection. Table 4.4

summarizes the experimental results with four commonly used metrics: accuracy, recall,
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Table 4.5: Effectiveness of human semantic knowledge. The hyper-parameter 7 selected for

the best result is marked in bold.

Clickbait Challenge FNC Challenge
T  Average edge count Average edge count
F1-score F1-score
per word pair per word pair

0 0.43 0.744 0.59 0.931
1 0.86 0.75 0.92 0.935
2 1.35 0.752 1.52 0.938
3 2.21 0.759 1.81 0.942
4 2.79 0.762 247 0.945
5 2.93 0.760 2.94 0.947
6 3.49 0.755 3.37 0.945
7 3.85 0.753 3.74 0.942
8 4.19 0.748 3.97 0.940
9 4.73 0.744 4.45 0.938

precision, and Fl-score. The experimental results show that the proposed model KED,
thanks to the use of human semantic knowledge and knowledge-enhanced attention mecha-
nisms, significantly outperforms the above state-of-the-art models for both clickbait detection
benchmark datasets. For example, on the FNC Challenge dataset, KED outperforms LSDA
by 3.4 percentage points in terms of accuracy (0.928 vs. 0.894) and by 3.1 percentage points
in terms of recall (0.943 vs. 0.912), with LSDA having the previously published best results

on this dataset.

It is worth noting that even the very basic version NKED (with randomly initialized word
embeddings and without knowledge enhancement to attention mechanisms) performs better
than most of the above state-of-the-art models. For example, on the relatively difficult task

Clickbait Challenge, NKED outperforms the best performer of the fourth block (LSDA) by

78



Average edge count per word pair

Average edge count per word pair

5 . . . . . . . . . 0.770
—e—Average edge count per word pair / r
—o— F1-score
24 - 0.765
4 . _—
o -~ . /
() / - 0.760
3 [
«—* i
e - 0.755
~
. L
24
\ - 0.750
e i
1 N\
- 0.745
01— ; . ; . ; . ; . 0.740
0 2 4 6 8
T
(a) Clickbait Challenge
5 ; . ; . ; . ; . 0.950
o L
/
. - 0.945
4l ® . ‘/
/ ) -~
* ° - 0.940
3- . ,/ I
o ./ L 0.935
2- ./ / I
‘/’ - 0.930
14 /
* . L 0.925
‘/ —&— Average edge count per word pair
—e— F1-score L
01— . ; . ; . ; . ; 0.920
0 2 4 6 8
T

(b) FNC Challenge

Figure 4.3: Hlustrations of the results given in Table 4.5.

79

F1-score on Clickbait Challenge

F1-score on FNC Challenge



0.5 percentage points (0.704 vs. 0.699) in terms of recall, and 0.04 percentage points (0.714
vs. 0.710) in terms of Fl-score. The reason for the higher performance of NKED is its use
of human semantic knowledge for the task of classification, while the previous models do not

use human semantic knowledge.

We observe that the CNN and RNN based models in the second and third block perform
better than the deep feed-forward networks in the first block. We believe the reason for this
is the capability of CNN and RNN in capturing location information.

The models shown in the fourth block, MSA, BiGRU-ATT, and LSDA, perform better
than those listed in the first three blocks thanks to the attention mechanisms, which can
capture key phrases more effectively. The transformer-based models shown in the fifth
block, LSACD and Transfer Learning, perform better than those listed in the first four
blocks thanks to the transformer framework that capture key phrases even better. However,
all the models underperform KED because they do not use human semantic knowledge or

knowledge-enhanced attention mechanisms.

Human semantic knowledge combined with the proposed knowledge-enhanced attention
mechanisms enables KED to outperform existing clickbait detection models. The follow-
ing example illustrates the above advantages of KED over existing models. Consider the

following two text samples:

1. “Little John was looking for his toy box. Finally, he found it. The box was in the

2

pen.

2. “The first ballpoint model was patented by the American leather tanner and inventor

John J. Loud.”

There are no semantic correlations between ‘pen’ and ‘ballpoint’ in this context. The
knowledge-enhanced attention mechanisms allow KED to assign a very low similarity score
to the word pair {‘pen’, ‘ballpoint’} in this example, while previous models may (incorrectly)

give it high similarity scores, leading to lower classification performance.
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4.4.4 Quantitative Analysis of Data Scarcity

While deep learning does not require labour-intensive, time-consuming feature engineering
compared to traditional machine learning techniques such as SVM, it usually requires a
large amount of training data to work effectively. One of the challenges researchers in deep
learning often face is the lack of training data. Therefore, it is beneficial to know how a model
performs when training data is scarce. In this experiment, we compare the performance of

KED with that of state-of-the-art models in the case of data scarcity.

Instead of using all the training examples, we produced several subsets of training data of
different sizes so as to study the relationship between the amount of available training data
and the model performance. Specifically, from each of the two training datasets (Clickbait
Challenge and FNC Challenge) we created four training subsets, which contain 20%, 40%,
60%, and 80% of the original training data set, respectively. We randomly selected headlines
(and their linked articles) until the number of headlines reached 20% (40%, 60%, or 80%)
of the size of an original data set (listed in Table 4.2). The random selections of headlines

maintain the same clickbait and non-clickbait ratio of each original data set as listed in

Table 4.2.

We compare KED with BIGRU-ATT and LSDA, and evaluate their performance in terms
of Fl-score, accuracy, precision, and recall using the subsets of training data mentioned
above. We choose these two models to compare with KED because LSDA is among the
previous top two performers and ranked first in most metrics; BIGRU-ATT is the first ranked
model in the Clickbait Challenge competition [31]. Furthermore, BIGRU-ATT, which uses

self-attention, and LSDA, which uses global similarity, are the most similar to our model.

As shown in Figures 4.4(a) through (h), as the percentage of training samples increases,
the Fl-score, accuracy, precision, and recall of all three models increase as expected. In
all cases, KED performs much better than the other two. For instance, when 80% training
samples are available, in terms of F1-score on the Clickbait Challenge dataset, KED achieves

0.738, 6.8 percentage points higher than LSDA (0.738 vs. 0.670) and 7.6 percentage points
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higher than BiGRU-ATT (0.738 vs. 0.662). Similarly, when 60% training samples are
available, in terms of Fl-score on the FNC Challenge dataset, KED achieves 0.920, 5.5
percentage points higher than LSDA (0.920 vs. 0.865) and 7.3 percentage points higher
than BIGRU-ATT (0.920 vs. 0.847). In addition, when 80% training samples are available,
in terms of recall on the Clickbait Challenge dataset, KED achieves 0.733, 5.3 percentage
points higher than LSDA (0.733 vs. 0.680) and 9.1 percentage points higher than BiGRU-
ATT (0.733 vs. 0.642). Overall, from the graphs, we can observe that our KED performs
significantly better than the state-of-the-art clickbait detection models even when only a

limited amount of training data is available.

4.4.5 Incorporating Human Semantic Knowledge into Pre-trained

Models in the Semi-supervised Domain

Our model KED is a fully supervised model, in which all model parameters are trained
from scratch. On the other hand, several transformer-based pre-trained NLP models in the
semi-supervised domain such as BERT [104], RoBERTa [105], XLNet [106], ELECTRA [107]
and ALBERT [108] have shown to be effective in learning common language representations
and performing many NLP tasks [176]. Advantages of pre-trained NLP models over fully
supervised models include quick and simple implementation of a classification model with
acceptably good performance; much less labelled data required; and diverse use cases and
applications. Therefore, they have been widely used in many NLP tasks [177]. We be-
lieve that human semantic knowledge can enhance the performance of pre-trained models
in the semi-supervised domain. Therefore, we incorporated human semantic knowledge into
BERT, RoBERTa, and XLNet, the most well-known pre-trained NLP models, and conducted

experiments to verify the effectiveness of human semantic knowledge on these models.

In order to incorporate human semantic knowledge, we use the proposed WordNet-based
human semantic knowledge extraction scheme to generate additional annotated data to ex-

pand the original datasets Clickbait Challenge and FNC Challenge, and then fine-tune these
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pre-trained models using the newly expanded datasets. We perform grid searches over the
learning rate, epochs, and batch size in [2-107°,3-107°,5 - 107°], [2, 3, 4] and [16, 32],
respectively. Additionally, the AdamW optimizer [178] is applied, and the weight decay and
warm-up step are set to 0.01 and 0.05, respectively. Other than the above parameters, we
re-use the hyper-parameters of the original models for both the original and enhanced (with
human semantic knowledge) versions [104,105,106]. The results from the original pre-trained
models and the enhanced versions in terms of Fl-score, accuracy, precision, and recall on

the Clickbait Challenge and FNC Challenge datasets are listed in Table 4.6.

We note that after incorporating the proposed human semantic knowledge extraction
scheme into the pre-trained models BERT, RoBERTa, and XLNet, their performance is im-
proved noticeably. On the Clickbait Challenge dataset, the F1 scores of BERT, RoBERTa,
and XLNet are improved by 2.9 percentage points (0.726 vs. 0.697), 3.1 percentage points
(0.734 vs. 0.703), and 4.0 percentage points (0.763 vs. 0.723), respectively. On the FNC
Challenge dataset, the F1 scores of BERT, RoBERTa, and XLNet are improved by 2.4 per-
centage points (0.931 vs. 0.907), 2.6 percentage points (0.937 vs. 0.911), and 3.4 percentage
points (0.950 vs. 0.916), respectively.

Additionally, after being enhanced with human semantic knowledge, all the pre-trained
models outperform the state-of-the-art model LSDA with both datasets and all metrics. For
example, in terms of precision, BERT, RoBERTa, and XLNet outperform LSDA by 1.8 per-
centage points (0.740 vs. 0.722), 2.5 percentage points (0.747 vs. 0.722), and 4.0 percentage
points (0.762 vs. 0.722), respectively, on the Clickbait Challenge dataset. Similarly, on the
FNC Challenge dataset, BERT, RoBERTa, and XLNet outperform LSDA by 1.0 percentage
points (0.943 vs. 0.933), 1.6 percentage points (0.949 vs. 0.933), and 2.2 percentage points
(0.955 vs. 0.933), respectively. (LSDA uses fewer parameters than the pre-trained models,

however, tens of millions vs. hundreds of millions).

We also note that the proposed model KED with pre-trained GloVe vectors outperforms
the enhanced versions of BERT and RoBERTa, as shown in Table 4.6. The pre-trained
model XLNet with human semantic knowledge performs slightly better than KED, e.g., 0.3
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Table 4.6: Incorporation of human semantic knowledge into pre-trained models BERT,
RoBERTa, and XLNet. The symbols “¢/” and “X” denote whether the proposed human
semantic knowledge extraction scheme is incorporated into a model or not, respectively.
The best result in each column is highlighted in ‘orange . The second best result in each

column is highlighted in green .

(a) Accuracy

Model Clickbait Challenge FNC Challenge
KED 0.892 0.928
BERT (X|v) 0.865 | 0.878 0.896 | 0.906
RoBERTa (X|v/) 0.871 | 0.882 0.902 | 0.913
XLNet (X|v) 0.877 | 0.895 0.906 | 0.929

(b) Precision

Model Clickbait Challenge FNC Challenge
KED 0.761 0.952
BERT (X|v/) 0.711 | 0.740 0.918 | 0.943
RoBERTa (X|v) 0.716 | 0.747 0.922 | 0.949
XLNet (X|v/) 0.721 | 0.762 0.925 | 0.955

percentage points higher (0.950 vs. 0.947), in terms of Fl-score on the FNC Challenge
dataset. However, XLNet is much more resource consuming than KED (and so are BERT
and RoBERT4). For example, the pre-trained models have more than 300 million parameters
(335 million for BERT, 356 million for RoBERTa, 360 million for XLNet), whereas KED has
much fewer parameters, in the range of tens of millions. In the next sub-section, we show
that the training time and inference time of KED is significantly shorter than those incurred

by BERT, RoBERTa and XLNet.
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Table 4.6: Continued

(¢) Recall
Model Clickbait Challenge FNC Challenge
KED 0.763 0.943
BERT (X|v) 0.683 | 0.713 0.896 | 0.919
RoBERTa (X|v/) 0.690 | 0.722 0.900 | 0.925
XLNet (X|v) 0.725 | 0.765 0.907 | 0.945

(d) Fl-score

Model Clickbait Challenge FNC Challenge
KED 0.762 0.947
BERT (X|v) 0.697 | 0.726 0.907 | 0.931
RoBERTa (X|v) 0.703 | 0.734 0.911 | 0.937
XLNet (X|¢v/) 0.723 | 0.763 0.916 | 0.950

Overall, the experimental results in Table 4.6 show that the proposed human semantic
knowledge extraction scheme significantly improves the performance of pre-trained models in

the semi-supervised domain. Moreover, the proposed scheme is compatible with and easily

applied to the pre-trained models.

4.4.6 Execution Time

As deep learning models become more complex, training and inference time is increased
as more layers and more neurons per layer are added. Therefore, execution time should
be considered to ensure that it is feasible to deploy a deep learning model for real life
applications. In this sub-section, we report the training and inference time of the proposed

KED model and the pre-trained models BERT, RoBERTa and XLNet that are adapted for
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the clickbait detection task.

This set of experiments is the same as the set presented above in Section V-E. The
execution time metrics are training time and inference time. All the experiments were run
on a Windows workstation with the following configuration: NVIDIA GeForce 840M graphics
card, Intel Core i7-4710 2.5GHz processor, 12GB DDR3 memory, and 1TB solid state drive.

Table 4.7 shows the training time of KED, BERT, RoBERTa and XLNet on the Clickbait
Challenge and FNC Challenge datasets. Overall, we note that KED outperforms BERT,
RoBERTa, and XLNet on both datasets. For example, on the Clickbait Challenge dataset,
KED trained faster than BERT, RoBERTa, and XLNet by 47% (15m vs. 22m), 67% (15m
vs. 25m), and 93% (15m vs. 29m), respectively.

Table 4.7: Training time (in minutes) on the two training datasets

KED BERT RoBERTa XLNet

Clickbait Challenge 15 min 22 min 25 min 29 min
FNC Challenge 28 min 36 min 38 min 41 min

To measure the inference time, we ran each model to classify 4,400 samples from the
Clickbait Challenge dataset and 15,077 samples from the FNC Challenge dataset. The total
inference time for classifying 4,400 samples from the Clickbait Challenge dataset was then
divided by 4,400 to obtain the average inference time of one sample. The same calculation
was done for the 15,077 samples from the FNC Challenge dataset. Table 4.8 lists the av-
erage inference time of one sample incurred by KED, BERT, RoBERTa and XLNet. We
observe that the average inference time of KED is significantly shorter than that of BERT,
RoBERTa, and XLNet on both datasets. For instance, on the Clickbait Challenge dataset,
KED outperforms BERT, RoBERTa, and XLNet by 59% (32 vs. 51), 128% (32 vs. 73), and
175% (32 vs. 88), respectively.

It is worth noting that the classification performance of KED is only slightly lower than
that of XLNet (accuracy of 0.928 vs. 0.929, and Fl-score of 0.947 vs. 0.950 from 4.6),
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Table 4.8: Average inference time (in milliseconds) of one sample

KED BERT RoBERTa XLNet

Clickbait Challenge 32 ms 51 ms 73 ms 88 ms
FNC Challenge 24 ms 40 ms 62 ms 75 ms

while the average inference time of KED is much shorter than that of XLNet, 2.8 to 3.1
times shorter (32 vs. 88, and 24 vs. 75, respectively, from 4.8). A similar comparison
can also be said for inference time. The much shorter execution time of KED is expected
because it is designed and optimized for a specific task, while the pre-trained models are
intended to be adapted and used for a wide range of applications. It is also expected that
transformer-based clickbait detection models such as LSACD [38], Transfer Learning [39] and
LGBM [103], which adapted and fine tuned pre-trained models, would incur longer execution

time than KED.

The above results demonstrate that KED is feasible to be deployed in real world scenarios
for the clickbait detection task thanks to reasonably short execution time. It provides the
best of both worlds: classification performance (e.g., accuracy and F1-scores) and execution

time.

4.5 Chapter Summary

We propose a neural network that extracts human semantic knowledge to build linguis-
tic knowledge graphs which guide the attention mechanisms. The model can be used for
many applications, one of which being clickbait detection for the purpose of combating fake
news and illegitimate marketing. To the best of our knowledge, our work is the first that
incorporates human semantic knowledge into the task of clickbait detection. We carried
out extensive comparative experiments to evaluate the effectiveness and performance of the

proposed attention-based neural network model. Experimental results show that
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e the proposed KED model significantly outperforms state-of-the-art models/systems
such as BIGRU-ATT, LSDA and LSACD;

e KED performs better than the state-of-the-art models even when training data is

limited;

e pre-trained word embeddings such as GloVe significantly improve the performance of

KED compared to randomly initialized word embeddings;

e KED performs better or comparably to powerful pre-trained models, namely, BERT,
RoBERTa, and XLNet, while being much more lightweight and incurring significantly

less training time and inference time.

e the use of human semantic knowledge significantly enhances not only the performance
of KED in a fully supervised domain but also that of pre-trained models in a semi-

supervised domain, namely, BERT, RoBERTa, and XLNet.

The proposed neural attention-based architecture can be relatively easily adapted to a
variety of other NLP tasks such as word sense disambiguation and machine reading compre-

hension.
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Chapter 5

A Lightweight Deep Neural Model for
SMS Spam Detection

5.1 Motivations and Contributions

In this chapter, we propose a novel lightweight deep neural model called Lightweight Gated
Recurrent Unit (LGRU) for SMS spam detection. SMS spam remains a critical challenge
in the broader context of spam detection due to its direct impact on mobile security, user
privacy, and trust in communication systems. Unlike email spam, which can often be filtered
at the server level, SMS spam reaches users instantly and can facilitate phishing, financial
fraud, and the spread of malicious software. The problem is particularly severe in regions
such as Africa, where mobile phones are the primary means of internet access and mobile
money services are widely used, making individuals especially vulnerable to fraudulent SMS
campaigns. Regulatory bodies worldwide have also recognized SMS spam as a pressing

concern, highlighting the need for detection systems that are both accurate and efficient.

To address this challenge, we develop an LGRU model that incorporates enhanced seman-
tic knowledge retrieved from external resources (e.g., WordNet [20]) to improve the model’s

understanding of SMS text. We evaluate our model against more than 30 existing SMS
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spam classifiers based on both traditional machine learning and deep learning techniques.
Experimental results demonstrate that our model outperforms these approaches in terms
of precision, recall, and accuracy. Moreover, it requires fewer training parameters and sig-
nificantly less training time compared to state-of-the-art deep learning classifiers [29, 30],

underscoring its suitability for real-world deployment in resource-constrained environments.

The contribution of our work is two-fold. First, we propose and evaluate a high-performance
and resource-efficient SMS spam detection model based on LGRU. Second, the lightweight
model shows a way to minimize unnecessary complexity in training recurrent models with-
out compromising the performance, which we believe is applicable to many other complex

recurrent models for other applications.

The subsequent sections of the chapter are organized as follows: Section 5.2 describes our
proposed lightweight neural model based on Lightweight Gated Recurrent Unit (LGRU) for
the SMS spam detection task. Section 5.3 discusses experimental results and compares the
performance of our proposed models with that of existing state-of-the-art systems. Finally,

Section 5.4 sums up the chapter with concluding remarks.

5.2 The Proposed Model with Lightweight gated re-
current unit (LGRU)

In this section, we describe in detail our model that is based on Lightweight Gated Recurrent

Unit (LGRU).

5.2.1 Task Definition

The task of SMS spam detection, considered as an NLP classification problem using machine
learning algorithms, can be defined as follows. Given a collection of M annotated text

messages m; = {xi,...,2,}, where 1 < ¢ < M, the task is to use sigmoid functions to
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Table 5.1: Sample spam (T) and ham (F) pairs from the two datasets used in this work.

(a) SMS Spam dataset

T  Congrats! 1 year special cinema pass for 2 is yours. call 09061209465 now!
C Suprman V, Matrix3, StarWars3, etc all 4 FREE! bx420-ip4-5we. 150pm.
Dont miss out!

F I call you later, don’t have network. If urgnt, sms me.

(b) ExAIS SMS Spam dataset

T  Your recharge of NGN100.00 was successful. You have received NGN 10.00
Bonus for calls to all networks. This is valid for 7 days. To view your bonus
please Dial *559*4

F  Pls snd me all the adresses of the websites you’ve done.

compute a posterior distribution of two candidates, namely, spam where Pr(c = 1|m;) or

ham (non-spam) where Pr(c = 0|m;). Table 5.1 lists some examples from the dataset.

5.2.2 Lightweight Gated Recurrent Unit

GRU [179] is a recurrent structure that is simpler than but as effective as LSTM. Like LSTM,

GRU relies on gating mechanisms to obtain long-term dependencies in sequential data:

2 = o(Wlhy_1, 7] +b.) (5.1)
re = o(Wylhe_1, ] + b,) (5.2)
he = G(Whlre © by, ) + by) (5.3)
hi=(1—=2)Oh 14206 h (5.4)

where o and ¢ are the sigmoid function and hyperbolic tangent, respectively; r; and z; denote

reset and update gates, individually; W is weight matrices of the network; b is bias vector;
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f:t is the candidate output state and h; is the actual output state at time ¢; the symbol ®
stands for element-wise multiplication. Different from the LSTM unit, having a memory cell
and four gating units that adaptively control the information flow inside the unit, the GRU

unit has only two gating units.

According to [180, 154], the forget gate is critical (and its biases by must be initialized
to large values); the input gate is important, but the output gate is unimportant. Hence,
we propose a Lightweight Gated Recurrent Unit (LGRU), which has the smallest possible

number of gates in any gated unit:

fe=o(wslhe—1, x| + by) (5.5)
he = S(Walfs - he—1, ] + by) (5.6)
hy = (1_ft)'ht—1+ft'i;t (5.7)

where f; denotes forget gate; w; is weight vectors of the network; the symbol - stands for

scalar multiplication.

In the above equations, the update gate z; and the reset gate r; in GRU (Egs. 5.1-
5.4) are substituted by a forget gate f; in LGRU (Egs. 5.5-5.7). We further simplify the
LGRU by i) transforming the weight matrices of forget gates into vectors; and ii) replacing
element-wise multiplications by scalar multiplications. This is inspired by [157]. Intuitively,
we believe that applying fewer learnable parameters in f; and simplifying operations in f;t
and h; can result in lower complexity in training recurrent models without compromising
the performance. As a result, LGRU is expected to be more lightweight than all other
variants of GRU (including LSTM) while offering comparable performance. In fact, LGRU
simplifies GRU by reducing operations from two gates to one, which lowers the GPU usage
by approximately 30% in our experiments. Figure 3.3 illustrates the differences in data flows

and operations between GRU and our LGRU.
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5.2.3 Enhancing Semantics with External Knowledge

In the semantics layer, the word vectors are enriched semantically through external knowl-
edge, i.e., WordNet. In this work, we exploit GloVe [92] word vectors, which is trained on
the six-billion token corpora Wikipedia 2014 and Gigaword 5. The SMS text messages are
mapped onto multi-dimensional space and the vectors having similar meanings are mapped
close to each other. In the scope of the vocabulary, we use WordNet to obtain the syn-
onyms of each word. Given a word w having k synonyms, whose word-level embeddings are
represented as U, € R3%* we perform self-attention [181] on U, to obtain the synonymy
embedding of w:

f = U, softmax(tanh(W,U,) "v,,) € R*® (5.8)

where W, and v, are learnable parameters. By applying synonymy embedding, we improve
the vector-space similarity between synonyms and thus promote the effects of the semantic

level inter-word connections.

Moreover, to better deal with unknown or out-of-vocabulary (OOV) words in SMS text
messages, we obtain the character-level embedding of each word using CNN. Then, we con-
catenate four representations: word-level representation W, character-level representation
CF . synonym representation S, and feed them into a highway network [182] with SELU

[183] activation (denoted as o) on the output to get a hybrid semantic representation:

SE = g(Highway([W¥; CF; S¥])) (5.9)

5.2.4 The Proposed Lightweight Model

Based on the above design of LGRU, we can say that it is “lighter” than all other variants
of GRU, including LSTM. Therefore we can substitute certain LSTMs in SSCL [30] by our
LGRUs. In particular, the semantics layer and the CNN layer are maintained, while the
LSTMs at the LSTM layer are replaced by LGRUs. The outcome of the above substitutions
is a model “lighter” than SSCL.
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5.3 Experimental Results

To evaluate the effectiveness and efficiency of our proposed deep neural model, we conduct
experiments on two real-world benchmark datasets [23,184], and compare its performance

with that of state-of-the-art SMS spam classifiers [23,26, 29, 30].

5.3.1 Datasets

We use two public annotated datasets for the experiments in this article.

SMS Spam dataset. The SMS Spam dataset [23] is a public annotated benchmark
dataset [185], and consists of a total of 5,574 English, and non-encoded SMS text messages,
which is a mix of 4,827 ham (legitimate) and 747 spam messages. The class-wise SMS

distribution is shown in Figure 5.1(a).

Table 5.2(a) presents the statistics related to the tokens extracted from the corpus. Note
that, the dataset has a total of 81,175 tokens and SMS spam has, on average, ten tokens

more than legitimate messages.

ExAIS SMS Spam dataset. The ExAIS SMS Spam dataset [184] was developed as part
of a research project at the Federal University of Agriculture, Abeokuta, Nigeria, with the
objective of constructing an indigenous SMS spam corpus that reflects the African-English
linguistic context. Data collection involved 20 users from diverse demographics within the
university, including students, faculty members, and non-teaching staff, aged between 20 and

50 years.

The authors [184] report that the original published dataset contains 5,240 SMS messages,
including 2,350 spam messages and 2,890 ham (non-spam) messages. We further processed
the dataset by removing low-quality SMS messages, such as duplicates and those without
labels. The final retained dataset after processing consists of 3,946 samples, including 2,444

hams and 1,502 spams. The class-wise SMS distribution is shown in Figure 5.1(b).

Table 5.2(b) summarizes the token statistics for the ExAIS SMS Spam dataset. The
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m Ham: 4,827 = Spam: 747

| 86.6%

(a) The SMS Spam dataset [23]

m Ham: 2,444 = Spam: 1,502

38.1%
61.9% '

(b) The ExAIS SMS Spam dataset [184]

Figure 5.1: Class-wise distribution of the two SMS spam datasets used.

dataset comprises a total of 78,397 tokens, with spam messages exhibiting a higher average
token count than legitimate messages. On average, each message contains 19.9 tokens, with

spam messages containing 3.6 more tokens than hams.

Token distribution differences, such as message length, play a crucial role in spam detec-

tion. Empirical studies consistently show that spam messages tend to be longer than legiti-
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Table 5.2: Token statistics of the dataset used.

(a) SMS Spam dataset

Number of tokens in ham samples 63,632

Number of tokens in spam samples 17,543

Total number of tokens 81,175
Average number of tokens per message 14.6

Average number of tokens per ham message 13.2

Average number of tokens per spam message  23.5

(b) ExAIS SMS Spam dataset

Number of tokens in ham samples 45,218

Number of tokens in spam samples 33,179

Total number of tokens 78,397
Average number of tokens per message 19.9

Average number of tokens per ham message  18.5

Average number of tokens per spam message  22.1

mate ones, as spammers often include multiple keywords, promotional phrases, or malicious
links to increase the chance of user engagement. In contrast, ham (legitimate) SMS messages
are usually short and concise, reflecting natural conversational patterns. These structural
differences affect not only the statistical distribution of tokens but also the semantic load
of each message. Models that are sensitive to such distributional cues can therefore better
distinguish between spam and ham. Ignoring token distribution risks overlooking an infor-

mative signal, since message length and token density are strongly correlated with the intent
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and purpose of the message. Thus, analyzing token distribution is essential for improving

classification performance in SMS spam detection.

5.3.2 Baseline Models

We compare the proposed lightweight model with the following baseline models, namely,
SLSTM [29], SSCL [30], Naive Bayes, Multinomial NB, Decision Tree, SVM, Random Forest,
XGBoost, and BiLSTM.

SLSTM. Jain et al. [29] introduced an enhancement of the traditional LSTM network,
specifically designed to improve spam detection by incorporating semantic information into
word representations before feeding them into the LSTM. The key innovation lies in enrich-
ing word vectors semantically through a preprocessing layer, which aims to capture deeper

contextual meaning.

SSCL. Jain et al. [30] extend their work [29] on SMS spam detection by proposing a
hybrid deep learning model that combines convolutional neural networks (CNNs) and long
short-term memory (LSTM) networks. This model leverages the complementary strengths of
both architectures: CNNs are employed to extract local and global features from the input
text, while LSTMs are used to capture long-range dependencies and sequential patterns,

enabling more effective spam detection.

Naive Bayes. A probabilistic classifier based on Bayes’ theorem with a strong assump-

tion of feature independence. It is a simple and efficient method for text classification tasks.

Multinomial NB. Multinomial NB is a variant of Naive Bayes algorithm. It is specifi-
cally designed for discrete count data, such as word frequencies in text, making it well-suited

for document classification problems.

Decision Tree. A non-parametric model that makes predictions by recursively parti-
tioning the feature space into regions based on feature values. It is interpretable and can

capture non-linear relationships.
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Table 5.3: Confusion matrix used for this work.

Predicted Class

Spam Ham

Ground Spam True Positive (TP) False Negative (FN)

Truth Ham False Positive (FP) True Negative (TN)

SVM. SVM [186] is a powerful classifier that finds the optimal hyperplane to separate
data into classes with the largest margin. It is effective in high-dimensional spaces and robust

to overfitting.

Random Forest. Random Forest [128] is an ensemble of decision trees that aggre-
gates the predictions of multiple trees to improve generalization. It reduces overfitting and

increases accuracy compared to individual trees.

XGBoost. XGBoost [187] is an advanced gradient boosting algorithm that builds an
ensemble of trees in a sequential manner, optimizing performance through regularization

and efficient computation. It is known for its high accuracy and scalability.

BiLSTM. BiLSTM [188] is a type of recurrent neural network that captures dependencies
in sequential data from both past and future contexts. It is effective for capturing contextual

dependencies in sequential data from both backward and forward directions.

5.3.3 Evaluation Metrics

The confusion matrix used for this work is as shown in Table 5.3. We further use the following

standard evaluation metrics to compare the performance of different models:

e Accuracy: the number of correct predictions made divided by the total number of

TP+TN

predictions made, i.e., TPIFPLFNITN

e Precision: the number of correct positive predictions divided by the total number of
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positive class values predicted, i.e., %EFP.

e Recall (aka Spam Caught (SC%)): the number of correct positive predictions divided

by the number of positive class values in the test data, i.e., TPT+—PFN'

e Specificity: the number of correct negative predictions divided by the number of neg-

ative class values in the test data, i.e., FPT-',-%'

e Blocked Ham Percentage (BH%): the number of incorrect positive predictions divided

by the number of negative class values in the test data, i.e., FPPJ‘F% or 1 — Specificity.

e Fl-score: defined as 2 trecisionRecall "o} conveys the balance between the precision
Precision+Recall’

and the recall.

In addition to the above metrics, we also compare the efficiency of our LGRU model
against two state-of-the-art deep neural models, SLSTM [29] and SSCL [30], using the SMS
Spam dataset. To compare the efficiency, we use the following metrics: number of hidden re-

current units, number of trained parameters, and training time (expressed as seconds/epoch).

5.3.4 Implementation Details

We implement several baseline models, including both traditional machine learning (i.e.,
Naive Bayes, Multinomial NB, Decision Tree, SVM, Random Forest, and XGBoost [187])
and deep learning (BiLSTM) approaches, using the scikit-learn toolkit [189]. Our lightweight
model, as well as the baseline SLSTM [29] and SSCL [30] models, are implemented using
PyTorch [190] with Python. To ensure a fair comparison of computational efficiency, all the
models are trained on the same hardware platform, consisting of an Intel Core i7-6800K
CPU and an NVIDIA GeForce GTX 1080 GPU. For data preprocessing, we tokenize the
SMS Spam dataset and ExAIS SMS Spam dataset with spaCy, and utilize WordNet 3.0 via
the NLTK toolkit [171] for lexical manipulation.
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For the following experiments, we split the dataset into a training set (80%) and a test
set (20%). Then we further randomly sample a validation set from the training set with
10% size of it, in order to optimize the hyper-parameters and choose the best epoch. Based
on the design of the experiments, we tested several sets of parameters to select one that
gives the experiments the best performance. We employ a learning rate of 0.001, batch size
of 64, Stochastic Gradient Descent and the Adam optimizer. Dropout is adopted during
training, initially set to 0.5, slowly decreasing during training until it reaches 0.1 at the
end. For both word and character embeddings, we initialize them with the 300-dimensional
pre-trained GloVe vectors and update them during the training. In addition to the above
hyper-parameters, we follow all the other experiment settings of the model with the best

performance from [29,30].

5.3.5 Results and Discussions

We conducted two experiments to evaluate the effectiveness of the proposed lightweight

model:

e Experiment 1: We evaluate the performance and efficiency of the proposed LGRU
model against state-of-the-art SMS spam detection classifiers on the SMS Spam dataset

to assess its effectiveness in comparison to existing approaches.

e Experiment 2: We evaluate the performance of the proposed LGRU model against pop-
ular traditional machine-learning and deep-learning-based state-of-the-art SMS spam
classifiers on the ExAIS SMS Spam dataset to assess its effectiveness in comparison to

existing methods.

All results are averaged over 5-fold cross-validation.
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Experiment 1: Performance and Efficiency Analysis on the SMS Spam Dataset

We compare the performance of the proposed LGRU model with state-of-the-art SMS spam
detection classifiers based on traditional machine learning and deep learning approaches.
The SMS spam detection classifiers based on traditional machine learning are listed in the
first and second blocks of Table 5.4, while those based on deep learning are presented in the

third and fourth blocks.

Table 5.4 lists the performance of our model in terms of precision, recall, accuracy, per-
centage of blocked ham and F1-score. The performance of existing classifiers is reported in
and imported from [23], [26] and [30]. The performance of our LGRU model was obtained
from the experiment/implementation described above. All results in this paper, [23], [26]

and [30] are obtained using the same dataset described earlier.

The results in Table 5.4 demonstrate that our LGRU model outperforms over 30 tra-
ditional and deep learning classifiers across key metrics, including precision, recall, and
accuracy. It achieves an Fl-score of 99.29%, matching the best performance reported by
SSCL [30]. Notably, our model attains the highest accuracy of 99.28% and highest precision
of 99.30% among all compared methods and is one of the few that maintain a BH% below

one percent (at 0.62%), confirming its robustness and reliability in spam detection.
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Table 5.4: Performance comparison with state-of-the-art algorithms on the SMS Spam
dataset: traditional machine-learning-based (traditional) and deep-learning-based (deep).
Bold font indicates best systems. Results in the first and third blocks come from [23], [26]

respectively, and results in the second and last blocks come from [30].

Classifier Precisiont Recall (SC%)T Accuracyt BH%| F1l-scoref
23] TR ; 0 86.95 0 ;
23] EM + tok2 - 17.09 85.54 4.18 -
23] 3NN + tok2 - 23.77 90.1 0 -
[23] Boolean NB + tokl - 98.04 77.13 26.01 -
[23] Flex NB + tokl - 47.35 90.72 2.77 -
[23] Gauss NB + tokl - 47.54 91.95 1.39 -
23] Basic NB + tokl - 48.53 92.05 1.42 ;
23] INN + tok2 - 43.81 92.7 0 -
23] MN Bool NB + tokl - 51.87 93.72 0 -
[23] MN TF NB + tokl - 52.06 93.74 0 -
23] Bern NB + tokl - 54.03 94 0 -
Té [23] C4.5 + tok2 - 75.25 95 2.08 -
% [23] Random Forest + tok2 - 65.23 95.36 0.12 -
£ [23] PART + tok2 - 78 95.87 1.45 -
23] MDL + tokl - 75.44 96.26 0.35 -
[23] Boosted C4.5 + tok2 - 81.53 97.05 0.62 -
[23] Boosted NB + tok2 - 84.48 97.5 0.53 -
23] SMO + tok2 - 82.91 97.5 0.29 -
[23] Logistic Reg. + tok2 - 95.48 97.59 2.09 -
23] SVM + tokl - 83.1 97.64 0.18 -
[30] KNN 91.37 90.4 90.4 - 88.13
[30] NB 97.64 97.67 97.67 : 97.65
[30] Random Forest 97.88 97.85 97.85 - 97.77
[30] ANN 97.41 97.4 97.4 - 97.4
[30] SVM 97.45 97.49 97.49 - 97.44
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Table 5.4: Continued

Classifier Precisiont Recall (SC%)1 Accuracy! BH%] F1l-score?
[26] TM+SDA ; 85.59 97.51 0.62 ;
[30] CNN 97.67 99.79 97.93 - 98.82
&) [30]LSTM 98.56 99.48 98.29 : 99.02
e
[30] SCNN 98.78 99.39 98.65 - 99.07
[29] SLSTM 98.74 99.35 99.01 - 99.24
* [30] SSCL 98.86 99.77 99.01 ; 99.29
Ours 99.30 99.28 99.28 0.62 99.29

Table 5.5 reports the class-wise and overall classification performance of our model on the
SMS Spam dataset, evaluated using three standard metrics: precision, recall (also referred
to here as the spam capture rate), and Fl-score. For each class, “Ham” (non-spam) and
“Spam,” we present the individual scores, while the overall performance is computed as a
weighted average, accounting for class imbalance by giving proportionally more weight to the
majority class. Precision reflects the proportion of predicted positives that are correct (for
example, how many of the messages flagged as spam are truly spam), while recall captures
the model’s ability to correctly identify all true spam messages. The Fl-score provides
a balanced measure by combining precision and recall into a single harmonic mean. Our
model achieves an overall weighted F1-score of 99.29%, with near perfect performance across
both classes. In particular, the spam class, despite being the minority, attains a high recall of
98.66%, demonstrating the model’s strong ability to identify rare but critical spam instances

without significant compromise in precision.

In Table 5.6, we compare the efficiency of the proposed LGRU model with the state-
of-the-art classifiers SLSTM [29] and SSCL [30]. The original models were reproduced by
following their experimental setup, using the same number of recurrent hidden units as re-

ported in the table. The results show that our model requires 40%-45% fewer learnable
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Table 5.5: Class-wise and overall performance, in terms of precision, recall (spam capture
rate), and Fl-score on the SMS Spam dataset. Bold font highlights the best values across
each category. The overall metrics are reported as weighted averages across the two classes:

“Ham” (non-spam) and “Spam”.

Classifier Precisiont Recall (SC%)T Fl-scoret
Overall Weighted Average 99.30 99.28 99.29
Majority (“Ham”) 99.79 99.38 99.58
Minority (“Spam”) 96.08 98.66 97.35

parameters and incurs approximately 50% less training time. At the same time, it achieves
higher accuracy and precision than the other two classifiers, and matches the best F1l-score
of 99.29% reported by SSCL [30], as shown in Table 5.4. In short, the proposed model
significantly improve the training efficiency without compromising the performance. Addi-
tionally, we evaluate the efficiency of our proposed model by measuring its inference time.
On average, the model requires only 39 ms to process a single SMS message. This low la-
tency demonstrates that the system is capable of operating in real-time settings, such as
live filtering of incoming text messages or large-scale spam monitoring. The fast inference
speed further reinforces the practicality of our approach, ensuring that accuracy is achieved

without sacrificing responsiveness.

Experiment 2: Performance Analysis on the ExAIS SMS Spam Dataset

In the second experiement, we evaluate the performance of the proposed LGRU model against
widely used traditional machine learning and state-of-the-art deep learning SMS spam classi-
fiers, namely, Naive Bayes, Multinomial NB, Decision Tree, SVM, Random Forest, XGBoost,
and BiLSTM, on the ExAIS SMS Spam dataset. These baseline classifiers were selected due

to their widespread use in SMS spam detection research, as evidenced in prior studies [30,23].

We use accuracy and weighted average F'1-score as the main evaluation metrics. However,
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Table 5.6: Overheads of existing SMS spam detection models and the proposed model eval-
uated on the SMS Spam dataset. Number of recurrent hidden units (Column 2) and per-
formance accuracy (Column 5) are reported from [29, 30], while the number of parameters
and training time per epoch are obtained by reproducing the original models based on their

experimental setup.

. Recurrent Training Time Performance
Classifier Parameters]
Hidden Units (sec / epoch)| (accuracy)t
SLSTM [29] 200 5,115,415 1635 99.01
SSCL [30] 100 4,723,902 1427 99.01
Ours 100 2,857,483 872 99.04

in the presence of class imbalance, a model may achieve high accuracy by primarily predicting
the majority class. Weighted average F1-score is also influenced by class distribution and
may favor the majority class. To address this, we report precision, recall, and F1-score for

the majority and minority classes separately.

The results presented in Table 5.7 highlight the effectiveness of the proposed model com-
pared to several widely used traditional machine learning and state-of-the-art deep learning

algorithms, evaluated on the ExAIS SMS Spam dataset. The key observations are as follows:

e The proposed model significantly outperforms all baseline classifiers in
terms of both overall accuracy and weighted F1l-score, as shown in Ta-
ble 5.7(a). Traditional machine learning methods, including Naive Bayes, Multino-
mial NB, Decision Tree, SVM, Random Forest, and XGBoost, achieved accuracies
between 0.763 and 0.848, with corresponding F1-scores ranging from 0.766 to 0.847.
The deep learning model BiLSTM performed notably well, achieving an accuracy of
0.905 and a weighted F1l-score of 0.904. However, our model surpasses all competi-
tors, achieving the highest accuracy and F1l-score of 0.943. These results highlight the

strength of our lightweight LGRU-based architecture, which integrates external seman-
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Table 5.7: Performance comparison with popular traditional machine-learning and deep-
learning-based state-of-the-art algorithms on the ExAIS SMS Spam dataset. Bold font

indicates the best-performing systems.

(a) Overall classification accuracy and weighted Fl-scores

Classifier Accuracy | Weighted F1
Naive Bayes 0.763 0.766
Multinomial NB 0.839 0.837
Decision Tree 0.832 0.832
SVM 0.846 0.843
Random Forest 0.848 0.847
XGBoost 0.847 0.845
BiLSTM 0.905 0.904
Ours 0.943 0.943

(b) Precision, recall and Fl-scores for the minority class

(“Spam”)

Classifier Precision | Recall | F1

Naive Bayes 0.661 0.835 | 0.738
Multinomial NB 0.838 0.740 | 0.786
Decision Tree 0.790 0.787 | 0.789
SVM 0.867 0.724 | 0.789
Random Forest 0.835 0.771 | 0.802
XGBoost 0.854 0.743 | 0.795
BiLSTM 0.929 0.825 | 0.874
Ours 0.956 0.898 | 0.926
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Table 5.7: Continued

(¢) Precision, recall and Fl-scores for the majority class

(“Ham?)

Classifier Precision | Recall | F1

Naive Bayes 0.867 0.716 | 0.784
Multinomial NB 0.840 0.905 | 0.871
Decision Tree 0.859 0.861 | 0.860
SVM 0.835 0.926 | 0.878
Random Forest 0.856 0.899 | 0.877
XGBoost 0.843 0.916 | 0.878
BiLSTM 0.892 0.958 | 0.924
Ours 0.935 0.973 | 0.954

tic knowledge to improve SMS spam classification. Importantly, this model achieves
superior performance while maintaining lower computational complexity, indicating its
potential for deployment in resource-constrained environments and its applicability as

an efficient alternative to more complex recurrent architectures.

The performance of the minority class (“Spam”) improved significantly with
our proposed model, as shown in Table 5.7(b). Among the baseline models,
Naive Bayes achieved a precision of 0.661, a recall of 0.835, and an F'1-score of 0.738,
while Multinomial NB demonstrated higher precision at 0.838 but lower recall at 0.740,
resulting in an Fl-score of 0.786. Traditional models such as Decision Tree, Random
Forest, and XGBoost attained F1-scores ranging from 0.789 to 0.802. The SVM model
exhibited the highest precision among traditional approaches at 0.867 but was limited
by a relatively low recall of 0.724, yielding an F1l-score of 0.789. BiLSTM stood out
among the baselines with an Fl-score of 0.874, driven by a high precision of 0.929 and

a recall of 0.825. Notably, our model achieved even stronger results, maintaining both
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high precision at 0.956 and the highest recall at 0.898, leading to the best overall F1-
score of 0.926. These results highlight the effectiveness of our approach in enhancing
the detection of the minority “Spam” class while preserving a strong balance between

precision and recall.

e The performance of the majority class “Ham” also exhibited consistent
improvements with the proposed model, as shown in Table 5.7(c). Among
the baseline classifiers, Naive Bayes yielded the lowest recall at 0.716, which led to an
F1-score of 0.784 despite a reasonable precision of 0.867. Multinomial NB and Decision
Tree performed comparably, achieving F1-scores of 0.871 and 0.860, respectively. SVM,
Random Forest, and XGBoost all showed strong recall values above 0.89 and F1-scores
around 0.878. BiLSTM outperformed these traditional models with a notably higher
Fl-score of 0.924, driven by its high recall of 0.958 and a precision of 0.892. The
proposed model achieved the best overall results, with the highest precision of 0.935,
the highest recall of 0.973, and the highest F1-score of 0.954. These results demonstrate
that the proposed model not only excels at correctly identifying the majority class
“Ham”, but also delivers significantly more balanced and robust performance than

existing methods.

Table 5.8 presents a performance comparison between the proposed SMS spam detection
model and a state-of-the-art BiLSTM-based model by Abayomi et al. [191] on the same
ExAIS SMS dataset. The results for Abayomi et al. [191] are taken from their paper [191].
Our experimental results show that, compared with [191], the proposed model achieves higher
accuracy (0.943 vs. 0.934) and Fl-score (0.943 vs. 0.942) and a more balanced performance
between precision and recall. These results highlight the effectiveness of the proposed model

for SMS spam detection.
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Table 5.8: Performance comparison with the existing state-of-the-art SMS spam detection
model evaluated on the ExAIS SMS dataset. Bold font indicates the best-performing sys-

tems.

Classifier Accuracy Precision Recall F1l-score
Abayomi et al. [191] 0.934 0.969 0.917 0.942
Ours 0.943 0.944 0.943 0.943

5.4 Chapter Summary

In this chapter, we propose a novel lightweight deep neural model named Lightweight Gated
Recurrent Unit (LGRU). Instead of relying only on static knowledge implicitly present in
the training data, enhancing semantics is retrieved from external knowledge sources (e.g.,
WordNet) to assist in understanding SMS text inputs. Our model significantly improves the
training efficiency without compromising the performance. Experimental results show that
our model outperforms more than 30 state-of-the-art SMS spam classifiers. The significance
of this work lies in the fact that it reveals a way to minimize unnecessary complexity in train-
ing recurrent models without compromising the performance, which we believe is applicable

to many other complex recurrent models.
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Chapter 6

Conclusion and Future Research

Directions

6.1 Conclusion

Deep learning (DL) has emerged as a transformative technology with significant applications
in cybersecurity and online content integrity. This dissertation studies the effectiveness and
efficiency of deep learning methods for detecting Twitter bots, SMS spam, and clickbait
content. By demonstrating how DL can enhance automated detection of such malicious
or deceptive behaviors, this work contributes to the development of robust and intelligent
security solutions that protect users and digital platforms from evolving threats. Following

are summaries of our contributions.

6.1.1 Twitter Bot Detection Using Neural Networks and Linguis-
tic Embeddings

Our first contribution is a novel RNN-based model, BiLGRU, for distinguishing Twitter

bots from human accounts. By connecting two hidden layers in opposite directions, Bil-
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GRU captures contextual information from both past and future states, enabling effective
feature extraction across tweets. Unlike approaches relying on handcrafted features, our
method uses multiple linguistic embeddings including word, character, part-of-speech, and
named-entity, allowing for faster and less labor-intensive deployment. Experiments on real-
world datasets show that our model, BOTLE, achieves competitive or superior detection
performance compared to state-of-the-art methods, without requiring prior user profile or
network information. We also validate the impact of different embeddings and recurrent
variants, providing insights for future research. Additionally, we report the model’s train-
ing time, inference speed, and memory usage, demonstrating its practicality for real-world

deployment.

6.1.2 An Attention-Based Neural Network Using Human Seman-
tic Knowledge and Its Application to Clickbait Detection

Our second contribution is an attention-based neural network named Knowledge-Enhanced
Clickbait Detector (KED), which leverages linguistic knowledge graphs from WordNet to
guide its attention mechanisms. KED captures both local and global discriminative fea-
tures through a knowledge-enhanced joint-attention mechanism for global similarities and a
knowledge-enhanced self-attention mechanism to filter out noise and select relevant features.
By incorporating human semantic knowledge, KED better models semantic correlations be-
tween headline and article word pairs. Experiments on two real-world clickbait datasets
show that KED significantly outperforms state-of-the-art models and achieves competitive
or better performance than large pre-trained models like BERT, RoBERTa, and XLNet,
while remaining lightweight. We also provide detailed analyses to support future research in

this area.

115



6.1.3 A Lightweight Deep Neural Model for SMS Spam Detection

Our third contribution is a lightweight deep neural model named Lightweight Gated Recurrent
Unit (LGRU) for SMS spam detection. To improve understanding of SMS text, we also incor-
porate semantic information retrieved from external knowledge sources. We evaluated LGRU
against more than 30 existing SMS spam classifiers based on traditional machine learning
and deep learning approaches. Results show that LGRU achieves higher precision, recall,
and accuracy while requiring fewer training parameters and less training time than state-
of-the-art deep learning models. Our work contributes by proposing a high-performance,
resource-efficient SMS spam detection model based on LGRU and demonstrating how to
reduce training complexity in recurrent models without sacrificing accuracy, with potential

applications beyond spam detection.

6.2 Future Research Directions

In this dissertation, we tackled several significant cybersecurity challenges through the ap-
plication of deep learning methods. In recent years, the swift progress in large language
models (LLMs) has unveiled new opportunities across diverse domains, including cyberse-
curity, which continually contends with a dynamic threat environment and the necessity for
cutting-edge technologies. There are still numerous aspects and research topics that require

further exploration. We intend to investigate the following open research problems:

1. How to detect Al-generated content: The release of ChatGPT, a generative Al chatbot
developed by OpenAl, in November 2022, had a profound impact on both cyberspace
and the real world. The increase of generative Al chatbots has drawn the attention of
malicious actors, who may misuse these sophisticated tools for disreputable activities.
This has led to the creation of Al content generation tools capable of producing fake
news, phishing attempts, spam, and bot-generated content. Distinguishing between Al-

generated and human-written texts has thus become a significant challenge. Therefore,
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the consideration of developing Al-generated content detector can be subjects of future

work.

2. How to detect voice impersonator and deepfakes: The widespread availability of audio-
visual content on social media, along with open-source LLM models, advanced tools
like PyTorch, cost-effective computing infrastructure, and the rapid advancement of
deep learning (DL) techniques, has enabled the creation of deepfakes for purposes such
as financial fraud, disinformation, hoaxes, and the disruption of government operations.
Current audio and visual deepfake datasets exhibit biases and imbalances across differ-
ent races and genders, which extends to the detection methods employed. Therefore,
it is imperative to develop approaches that enhance data quality and ensure fairness

in detection algorithms.

3. How to detect Al-generated malware and malicious code: The powerful and versatile
ChatGPT can be used for a wide range of tasks, such as developing original software
programs, including malware. This capability introduces the potential for a new and
dangerous breed of cyber threats. An Al-generated malware dubbed BlackMamba was
able to bypass cybersecurity technologies such as industry-leading endpoint detection
and response (EDR) in an experimental project. Thus, there is an urgent need to
investigate effective strategies for detecting and mitigating such sophisticated LLM-

based polymorphic threats.

4. How to extend bot detection across languages and informal speech: Social media con-
versations are increasingly multilingual and often feature informal expressions, such
as slang, sarcasm, and code-switching. FExisting detection models trained primarily
on English datasets may not generalize well in these contexts, leading to performance
degradation. Future work could involve expanding training corpora to cover multiple
natural languages and designing models capable of capturing the nuanced linguistic

patterns found in casual, mixed-language online discourse.

5. How to evaluate interpretability with end-users: While attention-based mechanisms
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have demonstrated promising results in highlighting salient features for clickbait de-
tection, it remains unclear whether these align with human reasoning. Journalists,
fact-checkers, and other end-users are critical stakeholders in the detection pipeline,
as they rely on trustworthy explanations for decision-making. Future research should
therefore focus on testing interpretability with domain experts and lay users, assessing
whether model explanations correspond to human judgments, and refining attention

mechanisms to improve transparency and usability.
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