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Summary: 
The objective of this interactive workshop is to help participants be more knowledgeable about surveillance capitalism, online privacy, and data collection while gaining access to resources, tools, and alternative applications that will make their online experience safer. More specifically, students will explore their personal social media settings and review a glimpse of information collected on them. At the end, students will take home a guide complete with activists, organizations, books, and more if they wish to explore this topic further. 

This workshop is available in both English and French to provide students with an opportunity to learn about online privacy while reinforcing their learning. 

Running Time: 1 hour 15 mins  
  
About the authors of this workshop: 
This workshop was created by Alison Harvey, Assistant Professor and Coordinator of the Communications program at Glendon College, York University. Her research and teaching focuses on issues of inclusivity and accessibility in digital culture, with an emphasis on gender and labour in digital games. 

    
York’s Experiential Education: 
This workshop was developed by Carmina Ioia, a 5th year Communications and French studies student. Workshop inspiration came from screening the docudrama film, The Social Dilemma, and later on learning about surveillance capitalism in subsequent communications courses. 


Table of Contents
OVERVIEW	3
AGENDA	3
WORKSHOP OUTLINE	4
FACILITATOR NOTES	5
APPENDIX	6
REFERENCES & INFORMATION	7
GLOSSARY	8



	
TITLE

	Workshop Objectives:
· Describe surveillance capitalism and data privacy
· Differentiate between smart and manual devices
· Recognize why applications, tools, and services are free
· Explore the “backend” of social media (ad, privacy, security settings)
· Identify which settings to switch off in order to create a safer online experience
· Identify alternative websites whose business models are centred around user privacy

	Materials:
· Phone, laptop, or tablet with access to the internet
· Crayons, markers, and paper

	Running Time: 75 minutes
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	Time
	Activity

	
	

	5 mins
	Presentations and introduction

	
	

	15 mins
	Activity 1: Kahoot: Getting Acquainted With Surveillance Capitalism

	
	

	15 mins
	Activity 2: Mentimeter: If You’re Not Paying For The Product, You Are The Product

	
	

	25 mins
	Activity 3: Algorithmic Autobiographies: Get to Know Your AI Self

	
	

	10 mins
	Activity 4: Is There a Better Future in Sight?

	
	

	5 mins
	Conclusion

	
	

	1 h 15 mins
	THANK YOU!
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Presentations and introduction (5 minutes)
· The facilitation team will present themselves and go over the day’s agenda and learning objectives.

Activity 1: Kahoot: Getting Acquainted with Surveillance Capitalism (15 minutes)
· Objective: evaluate how much you already know about online data collection and privacy, while also introducing some key concepts.
· Description: facilitator will guide you through an interactive quiz to gauge your initial level of understanding and introduce you to the concepts of surveillance capitalism, data privacy, and smart devices.

Activity 2: Mentimeter: If You’re Not Paying For The Product, You Are The Product (15 minutes)
· Objective: define surveillance capitalism and discuss the extent to which most people use products that collect private data.

· Description: after watching a short video about the specifics of surveillance capitalism, you will take a moment to reflect on the ideas presented, which will be followed by a brainstorming session of tools, applications, websites, and services that are free to use. The facilitator will then reinforce why these tools are free to use (in reality, nothing is free!), and the potential consequences of this cycle.

Activity 3: Algorithmic Autobiographies: Get to Know Your AI Self (25 minutes)
· Objective: explore the ‘backend’ of social media (settings, privacy, etc.), locate where ad preferences are on Google, Instagram, and Facebook accounts.

· Description: facilitator will explain how to access your ad settings on Google, Facebook, and Instagram. After choosing which platform you wish to access, you will draw a representation of your ad settings (example will be shown to help generate ideas). 

Activity 4: Is There a Better Future in Sight? (10 minutes)
· Objective: identify alternative websites and platforms to mainstream, free platforms, to be able to change ad/privacy settings to have a safer online experience.

· Description: facilitator will provide an optimistic future – as this is indeed possible – through alternative websites, applications, and services to mainstream ones and provide you with a comprehensive handout, should you wish to explore this topic further.

Conclusion and Participation Survey (5 minutes)
You will have the opportunity to share any final reflections or questions and the facilitator will invite you to complete a participation survey to help improve the workshop.
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FACILITATOR GUIDE

Presentations and introduction (5 minutes)
Introduce yourself and go over the agenda and the learning objectives. 

Example:
“Welcome everyone! My name is _____ and I’ll be your facilitator for this workshop. I’ll quickly skim over the agenda for today and afterwards we’ll jump into the workshop through a Kahoot quiz so we can get familiarized with the basics of surveillance capitalism. Afterwards, we’ll watch a video to get a better understanding of the social and economic complexities of surveillance capitalism, followed by a deep dive into your personal social media profiles where you’ll be drawing a version of your online self! We’ll then conclude by exploring paths of action for a better future.”

Activity 1 Kahoot: Getting Familiarized to Surveillance Capitalism (15 mins)
· Objective: introduce participants to basic concepts and definitions surrounding surveillance capitalism in an interactive manner, explain the Cambridge Analytica data breach, differentiate between smart and manual devices

Read out the questions + answers and follow up with explanations to clarify. You can find in depth explanations for each Kahoot question at the end of this document in the “Kahoot Questions and Answers” section. Each explanation has a source. If needed, check the references section for the exact links to visit or give out to participants. 

Kahoot: https://create.kahoot.it/share/surveillance-capitalism-activity-1/bfbdf4fa-8510-4f32-a7e2-e0f9fe90822b




Activity 2: Mentimeter: If You’re Not Paying For The Product, You Are The Product (15 mins)
· Objective: reinforce the idea that free tools, websites, social media platforms, etc. are free for a reason (companies want users to spend as much time on these platforms to then extract user data i.e., if you’re not paying for the product, you are the product), recognize that simply disconnecting from this cycle is oftentimes unrealistic

Mentimeter Presentation: https://www.mentimeter.com/app/presentation/f26ae921d12a7c6ad804b7534d383cc4

Ask participants to join the interactive presentation by typing www.menti.com in their browser and enter the code presented at the top of the screen. 

Start by screening the video on the first slide by clicking on the play button in the middle of the screen (video should start inside the presentation). After screening, ask how participants felt after viewing the video (initial reactions slide). The options to choose from are upset and/or scared, confused and/or angry, unbothered. This will help you, as facilitator, gage how they are feeling and how knowledgeable they are regarding this topic. 


Then, move on to asking the question posted on screen (What online tools, web browsers, social media platforms or websites do you use that are free?) Participants will be able to type their answers (multiple are permitted and encouraged) on their devices which will create a word cloud on the main screen. Larger words within the word cloud mean they are being typed frequently and by numerous participants, while smaller words mean fewer participants are typing them (they are equally valuable).

· We anticipate participants to primarily respond with social media (Facebook, Instagram, YouTube, Twitter, TikTok, Snapchat, etc.). If they are stuck, or you notice a consistency with the answers, prompt them to think of other services through the following statements (choose a few, what you think would make the most sense to participants):
· Think of services or apps you use to navigate a city (maps, bus routes, etc.)
· Think of third-party apps you use to edit your pictures or videos before uploading them on social media
·  Think about where you find recipes, follow workouts or track your fitness, get your news, check the weather, or play games (whether it be phone games or video games)
· Think of the web browsers or search engines you use
· Note: a web browser is the software used to retrieve information from web pages (i.e., Google Chrome, Internet Explorer, Safari Firefox, etc.) while search engines are websites through which users can search content available online (i.e., Google, DuckDuckGo, Bing, Yahoo Search, etc.)
· Think of where you check your email
· Think of how you keep track of your period
· Think of how you listen to music
· Think of how you create presentations, written documents for a school essay, or folders to digitally organize your finances
· Think of productivity and collaboration tools
· Think of online video communication platforms 
· Think of where you read restaurant or hotel reviews
· Think of how you order food or a taxi and how you book accommodations
· Think of where you shop online
· Think of where you get your daily horoscope

Try to avoid giving them specific answers, but, if they truly cannot thing of many examples, give them a few hints (pick a handful among the following examples – this is a non-exhaustive list):
· Google Maps, Rocketman (TTC app), Waze, VSCO, Facetune, Prisma, Snapseed, Adobe Photoshop Lightroom CC, Picsart, YouTube, MyFitnessPal, 7 Minute Workout, Nike Training Club, MapMyRun, The Weather Network CP24, CBC News, CTV News, Google Chrome, Internet Explorer, Mozilla Firefox, Safari, Google, DuckDuckGo, Bing, Yahoo Search, Gmail, Hotmail, Flo, Clue, Spotify (free version), Canva, Google Slides/Sheets/Presentation/Sheets/Forms, Slack, Trello, Google Calendar, PicMonkey, MailChimp, Microsoft OneNote, WeTransfer, OneDrive, Dropbox, Zoom, Skype, Google Meet, Google Drive, Yelp, TripAdvisor, Uber Eats, Uber, Airbnb, Amazon, AliExpress, Zara, Walmart

After the word cloud has a good number of examples, move on to the following slide. The remaining portion of this activity will be in lecture style, with visual support. It is meant to clarify surveillance capitalism and bring a more personal element to the term. 

Example script:

As it is evident through the various listed in the word cloud, we use countless free applications, tools, or websites as part of our daily lives. We can admit that we’re all hooked, to one extent or another. But our frequency of being online and using a plethora of free tools (just social media is a prime example) allows for us to be tracked, analyzed, and manipulated in these virtual environments. Fundamentally, our attention is the most valuable to any company; the more we use and engage with their products or services, the more data they can extract from us, or, alternatively, the more data we give them. Tik Tok isn’t addictive by accident! Our data fuels these companies’ abilities to keep us hooked, as they better know our online habits and patterns. (next slide)

Ask participants: 

Given the information so far, would you deactivate all free accounts or apps you have? (Social media, YouTube, anything Google, etc.) 
· Note: participants are required to decide between the thumbs up and thumbs down option. Hopefully they will become restless and uncomfortable at the idea of deleting their accounts once and for all – this is the point. If they think it will be simple, reiterate this means never checking Tik Tok again, never Snapping your friends ever again, or never using YouTube ever again! (next slide)
Example script to conclude activity:

For many people, it’s impossible to just remove themselves from these platforms; sometimes work demands you to be active on Twitter, or to use technology that people’s lives depend on and which cannot be disconnected, such as those in medical settings. But what about the rest of us? Disconnecting can be unrealistic and even isolating. To some degree or another, we know our data is being collected; those targeted ads are getting way too accurate! Most people have written it off as a sacrifice; we continue with the digital lives we’ve grown accustomed to while trading off every bit of our privacy. But does it really have to be this way?

Activity 3: Algorithmic Autobiographies: Get to Know Your AI Self (25 mins)
· Objective: explore the ‘backend’ of social media (settings, privacy, etc.), locate where ad preferences are on Google, Instagram, and Facebook accounts

Participants must access their privacy and ad settings in order to do this exercise. Steps are detailed in Appendix 1 of the Participant Guide on how to access Google, Facebook, and Instagram ad settings. Before each workshop, be sure to revisit instructions to see if anything has changed, as social media companies frequently update the layout of their applications. 

Allow participants about 5-8 minutes to access and look through their ad interests. The steps to access them are not very complicated, thus, if time permits, allow them to check each platform after which they can choose which one they want to focus on. 

Once the participants have accessed and scrolled through their ad settings, ask them to jot down some notes about what interest categories stand out to them; it could be categories they identify with the most, categories that confuse them, categories that they don’t identify with, etc. 

Once they have a few written down, it’s time for them to draw a picture of their online (algorithmic) selves. Participants have full creative control over what they choose to share and what persona they want to embody. They can draw their algorithmic selves as accurately as they please, or they can draw based on categories they identify with the least (give participants about 10 minutes to draw). Be sure to include the following instructions: 
· Absolutely no artistic skills are required (pictures can be sketches, stick figures, outlines, or as detailed as you wish)
· The picture will most likely reflect only a fraction of their listed interests; there are usually too many to encompass in one picture
· Exploring these categories can feel a bit personal, so make sure you take the necessary steps to make yourself feel comfortable during this activity. 
· All drawings will be displayed to the rest of the class at the end.

Start by showing the following examples. These can give participants an idea of where to start and can highlight drawings don’t have to be perfect:

[image: A picture containing text

Description automatically generated]
· Here, we can infer someone’s ad preferences were motorcycles, cupcakes, and yoga, among others.

[image: A picture containing text

Description automatically generated]
· Here, we can infer someone’s ad preferences were exercise, parenthood, and music, among others.
 
Some prompting questions to get the participants thinking about what to draw:
· What does your algorithmic self look like?
· What is their age and gender, if any?
· What energy do they radiate?
· Do you identify with most or all the categories listed about you? 
· Do you think your categories are an accurate representation of who you are offline?

	Note: If participants don’t have social media, can’t access their ad preferences for any reason, or find they have no data points to work with, they have the following options to choose from.
· Draw what you imagine your algorithmic self would look like.
· Draw an algorithmic identity that you think is the opposite of yourself.
· Draw the algorithmic identity of someone you admire, an online personality (social media star, YouTuber, video gamer, etc.), or your favourite character from a book, movie, or TV show.



About halfway through the drawing portion, you can give a little insight on the process behind how Instagram shows you advertisements: 

Instagram has revealed a teeny bit of insight into the process of how their ads work, but remember, this is largely a concealed process. “We want to show you ads from businesses that are interesting and relevant to you, and to do that, we use information about what you do on Instagram and Facebook (our parent company) and on third-party sites and apps you use," its site reads, continuing: “For example, you might see ads based on the people you follow and things you like on Instagram, your information and interests on Facebook (if you have a Facebook account), and the websites and apps you visit.”** 

(Note: sentences in quotations are pulled directly from Instagram’s Help Center.)
**See references section for source.

You can now choose one of two possibilities to finish off this activity.

Option 1:
Collect all drawings. Once everyone finishes, display each drawing one by one and allow participants to guess whose algorithmic self is being shown. This activity will work well if participants know each other well but would also be fun if participants want to get to know each other better. 
*If you choose this option, be sure that participants are somewhat secretive of their drawings, and don’t share their drawings before the activity is over.
**Encourage students to share their drawings but, due to their personal nature, give them the choice and only show those that have been volunteered. 

Option 2: 
Allow participants to share their drawing one by one from their seat or by coming to the front of the class. They can explain their drawing in detail, whether they think it’s an accurate depiction of who they are offline, and their overall thoughts about the categories they saw about themselves. 

Some guiding questions to end off the activity, if time permits:
· Can you think of some consequences or risks of companies compiling huge data pools of what they think we like based on our internet patterns/habits/searches?
· Possible examples: data breach and exposure of information to hackers and thieves, identity theft, gathering “wrong” or inaccurate data (bias), companies, organizations and governments hoarding data to use for nefarious purposes, etc.
· What can be some political implications of companies knowing our preferences, values, etc.?
· Possible examples: fuels political polarization, the spreading of political disinformation campaigns to individuals who are likely to side with a specific candidate based on their views, misleading and dehumanizing posts about political opposition, potential threat to democracy, etc.
· What would happen if Facebook or Google didn’t know who we were; each time we logged onto our profiles, it would be a blank slate? How would logging in to these platforms change your user experience if they didn’t collect your data/you wouldn’t have this curated experience? Think about what the internet may have looked like at its beginning stages.
· Possible examples: more equitable reach for every post, not as addictive, most likely not free or different business model, GAFAM not having as much influence in advertising, politics, marketing, etc. (this question is hypothetical, no right or wrong answers)





Activity 4: Is There a Better Future in Sight? (10 mins)
· Objective: identify alternative websites and platforms to mainstream, free platforms that automatically harvest user information, be able to change ad/privacy settings to have a safer online experience

*Switch back to PowerPoint presentation*
At this point in the workshop, how are we feeling?
· I’m throwing my hands up this is the way it is!
· Angry, scared, or worried: every platform is non-consensual & there is a false choice between exclusion and being harvested!
· Motivated to face this problem head on & find a way to secure my information

Example follow up if many students chose the first option: 

So, I see that many participants chose the first option, which is pretty fair! This does seem overwhelming or whatever action we take won’t matter because of the size of some of these corporations. But if we think problems can’t be solved just because our opponent is larger than us, than virtually all problems in the past shouldn’t have been solved; however, they were! It’s important to remember that there's power in numbers, whether individually or in large groups. Since this is an issue that faces anyone who is connected to the Internet, that’s a significant amount of people! Our main goal is to create a future where users don’t have to make a choice between being online and having your information harvested or switching offline forever, but instead to have safer systems available either for purchase or through better technology funding (which we’ll talk about later), inevitably making online experiences safer for all.

Example follow up if many students chose the second option: 

So, I see many participants have chosen the second option, which is to be expected! This situation is indeed angering, worrying, and frightening! At this point, there’s a choice between being part of the systems and tools and apps that harvest your data or simply being excluded from the online world. This is a false choice, because many people can't afford to be excluded from the online world, which is very understandable in this highly connected world. Our main goal is to create a future where users don’t have to make that choice, but instead to have safer systems available either for purchase or through better technology funding (which we’ll talk about later), inevitably making online experiences safer for all. 

Example follow up if many students chose the third option: 

So, I see many participants have chosen the third option which is really exciting! It shows that this workshop has ignited some sort of spark, however big or small, in most of you to try and change the systems that we’re a part of. That, of course, won’t be easy, but it’s one of the challenges we’re faced with in communications! Our main goal is to create a future where users don’t have to make a choice between being online and having your information harvested or switching offline forever, but instead to have safer systems available either for purchase or through better technology funding (which we’ll talk about later), inevitably making online experiences safer for all.

Example follow up if there are mixed answers: 

So, there are quite a variety of answers! Some seem overwhelmed with this topic, others might be angry or scared, which is completely normal! But the important thing to keep in mind is that if enough people are worried or scared or fed up with something, that will hopefully lead into a movement where more and more people start to care, in turn, changing entire systems together! Our main goal is to create a future where users don’t have to make a choice between being online and having your information harvested or switching offline forever, but instead to have safer systems available either for purchase or through better technology funding (which we’ll talk about later), inevitably making online experiences safer for all.

Next slide

There are many activists, online tools, and alternative apps that are pushing for more equitable and secure online spaces and have users’ best interests in mind. You’ll each go home with your own guide that lists various academics you can follow or documentaries you can watch about data privacy and surveillance capitalism. Overall, the most essential thing we can all do is to get educated and to educate others; that’s how it all starts! It’s free and there’s so much to discover. Believe it or not, we had much more content and examples for this workshop but had to drastically cut down to keep within the time constraint! I’ll describe a few points mentioned on the take-home guide to serve as a little tester of what’s on it! 

(Alternatively, if there is no time left, you can tell students that you won’t have time to go over some of the points in the take-home guide but urge students to look at it at home.) 

Before we dive in, I would like to highlight some important points about data security. (next slide)

Although educating consumers about how they’re data is used is a priority (how many of you knew what companies can do with your data before this workshop?), there are certainly other options to explore to better this problem. Firstly, we must change the way technology is funded. Historically, artificial intelligence and other technologies have been funded through one of two ways: warfare or large corporations maximizing their profits. Warfare might seem out of place in this situation, but, for example, the Internet as we know it today was invented by the US Department of Defense due to fear of the Soviet Union attacking telephone communication after launching the first man-made satellites ever. Secondly, by knowing how these systems work, we can change and/or update local and national privacy laws (make them stricter) by voting in candidates that have concrete reform plans. It’s important to remember that each country has different privacy laws. For instance, under GDPR (an EU law regulating data privacy), blood type, race & ethnicity, and opinions, comments, and social status are all regarded as personal data, while under Canada’s equivalent, PIPEDA, they are not. (Next slide)

People to follow: Shoshana Zuboff
Although others before her studied the topic, Zuboff coined the term surveillance capitalism. She’s an author, Harvard professor, and social psychologist, among others, and has written extensively (books, newspapers, blogs, etc.) on surveillance capitalism. She has many digestible and easy to follow videos speaking extensively about her work available on YouTube. (Next slide)

People to follow: Timnit Gebru
Gebru, an advocate for diversity in technology, is a computer scientist specialized in algorithmic bias and data mining. She was the face of a large scandal in 2020 where she was fired as executive of Google’s Ethical Artificial Intelligence Team after she was forced to retract a research paper on AI ethical problems within Google’s search engine. She is now the co-founder of Black in AI. (Next slide)

Movies to watch: The Social Dilemma (Netflix)
A must watch! This docudrama explores how social media’s design cultivates addiction, manipulates people’s views, emotions, and behaviour, and how it spreads conspiracy theories and disinformation, all in the name of maximizing profit. (Next slide)

Mozilla, DuckDuckGo, TOR
Switching to Mozilla Firefox from Google or Safari, DuckDuckGo from Chrome, or using TOR as the ultimate browser are simple changes to make that significantly protect your online data. Firefox flaunts its’ a “browser that protects what’s important” and the “doesn’t sell you out” while DuckDuckGo was created to help search-users reclaim their online privacy. TOR (short for The Onion Router) is a free, open-source browser that helps you surf the internet anonymously. VPNs are a great alternative to TOR. (Next slide)

The importance of VPNs and ad blockers
If you don’t already use ad blockers or VPNs, make sure to download them as soon as you get home! Ad blockers ensure you don’t see flashy ads online that can be distracting and over-stimulating. Once you have an ad blocker enabled, you won’t be able to go back! VPNs, or Virtual Private Networks, hides your IP address provide you with secure encryption when surfing the web. Essentially, a VPN is a filter that turns all your data into gibberish disguising your online activities, physical location, and data! Regardless of what browser you use, trusted ad blockers and VPNs are listed in your take-home participant guide. (Next slide)

I hope that piqued your interest in exploring the participant guide! There are plenty more tips available in it, including how to protect your iPhone or Android devices by simply switching off a few toggles in your settings!

This brings us to the end of the workshop. I hope you enjoyed learning about surveillance capitalism and data privacy. We hardy scratched the surface on a huge, intricate topic, so be sure to stay curious, ask questions, and explore how you can better protect your online selves!

Conclusion and survey (5 minutes)

Ask the participants if they have any final questions or comments, thank them for their participation and ask them to complete the participation survey:

a)     Student survey (EN): https://forms.office.com/Pages/ResponsePage.aspx?id=GBNTNBFw1E-H8KQ4FsSb0EwfnQOE4vtJgtg6zg45P9ZURVlGTTNDWlZRUEZLMTU3T0pEWDFFWjUxQy4u
b)     Teacher Survey (EN): https://forms.office.com/Pages/ResponsePage.aspx?id=GBNTNBFw1E-H8KQ4FsSb0EwfnQOE4vtJgtg6zg45P9ZUQUVZWVc0U0oyNDVZQTVBU1dWQUZORlQ5UC4u
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1. What is a smart device? 
a. Devices that have surpassed human intelligence.
b. Technology that turns on automatically when a user is nearby.
c. Object that can connect, share, and interact with users and other smart devices.
d. Device that provides low-cost tutoring.
Explanation: As long as the object is connected to the internet, it’s a smart device! They can understand simple commands sent by users and help in daily activities. Some of the most common smart devices we use are smartphones, tablets, smart watches, and smart glasses!

2. What object(s) can you purchase as a smart device? 
a. Egg Tray
b. Vacuum Cleaner
c. Washing Machine
d. Refrigerator
Explanation: Really, any “thing” can be a smart device; all it needs is an internet connection and for it to be able to gather information on how we interact with it. Think of a Roomba, the moving vacuum cleaner dogs are afraid of, washing machines you can control by phone, refrigerators that track what you put inside of them, and even some egg trays can notify your phone when you’re running low on eggs! A great example is the thermostat! The one on the left is one you can control from virtually anywhere in the world through an app and the one on the right is the manual thermostat: you have to walk up to it and manually adjust the settings.

3. Which smart devices can collect and share your data?
a. Only wearable devices (e.g., fitness watch)
b. Only smart home devices (e.g., smart thermostat)
c. Any smart device.
d. Only navigation tools (GPS)
Explanation: Any device can collect and share data on you and others around you; it is built into their design…and into their terms of service!

4. Under Canadian federal law, companies cannot legally collect data on you.
False
Explanation: This is an issue in many topics of communications! We can flag many problems, but there are very few accompanying laws and regulations to address them. Although laws and rules against data collection exist in Canada, it is virtually impossible for regulators to keep up with the development of technology, especially smart devices. 

5. What type(s) of information can be collected from you, then sold to a company?
a. Images uploaded on social media
b. Medical information
c. How we press, scroll, or tap on phone screens or keyboards
d. Your political leaning
Explanation: There really is no limit on what can (and already has been) collected. This is also known as a “grey legal area” where in the worst cases, apps you download for one purpose (beating your personal record on Angry Birds, for example) are in fact collecting data from you without your knowledge (your location, sex, a unique phone identification number, or gathering contact lists or even pictures from your photo library). Companies can even keep track of where and how often you ordered pizza!

6. How many have heard about the Cambridge Analytica scandal?
a. I have but can't explain the details.
b. I have and feel confident explaining to someone who doesn't understand.
c. Never heard of it.
d. I'd much rather talk about Taylor Swift's music ownership scandal!
This question is to gauge participants knowledge and comfort of the scandal.
Explanation: Cambridge Analytica was a data analytics company specializing in strategic communication for electoral processes. They created a backdoor into Facebook disguised as a personality quiz. As soon as players consented to taking this quiz, Cambridge Analytica tapped into a loophole that allowed them to collect data from not only the people taking the quiz, but their friends as well! The players data (along with that of their friends) was collected and analyzed by Cambridge Analytica to then show users targeted political advertisements favouring Donald Trump. The ads were created and catered specifically to each profile through the users’ values, likes, preferences, etc. The person on screen is Christopher Wylie, one of the whistle blowers responsible for exposing Cambridge Analytica’s unethical practices.

7. How many Facebook profiles were harvested (gathered) in the Cambridge Analytica data breach (2016)? 
a. 5 million
b. 25 million
c. 50 million
d. 150 million
Explanation: 50 million Facebook accounts were exposed to targeted campaigning during the 2016 US presidential race (Trump vs Clinton), which consequently swayed the election. This exact same process occurred during BREXIT and throughout numerous other elections around the world, most notably in the global south. As a comparison, there are currently 37.7 million people living in Canada. 

8. Who benefits the most from online data collection? 
a. Us, the users! Personalized shopping? Yes, please!
b. GAFAM (Google, Apple, Facebook, Amazon, Microsoft)
c. Data providers, advertisers, and third parties.
d. Streaming services (Netflix, Amazon Prime, Disney+…)
Explanation: While it is true that everyone benefits from online data collection, whether it be through personalized ads or building a more niche community for a brand, these are only perceived benefits – we think it’s a benefit, but in reality, it’s a threat. Companies who gather data firsthand (these are data providers, like social media companies, websites, banks, etc.), the companies they proceed to sell that data to (third parties), and advertisers all benefit the most in this process mainly through financial compensation and ensuring their companies and products stay wealthy through reinforcing the positive feedback loop between surveillance and capitalism (further explained in next activities video).

APPENDIX 1 – ACCESSING YOUR ONLINE DATA

Here you will find instructions on how to access the data that has been collected about you on different online platforms.
Accessing Google ad interests (laptop or tablet):
1. Participants must log into their Google account, either through Gmail, Google Drive, etc. 
2. Click on the profile circle at the top right corner of the screen (the circle is either a profile picture or letter of user’s first name)
3. Click “Manage your Google Account”
4. On the left-hand side, there should be a handful of tabs. Click on “Data and Privacy”
5. Scroll down to Ad Settings
6. Click Ad Personalization (switch should most likely be on for participants)

Accessing Facebook ad interests (laptop or tablet): 
1. Participant must log into their Facebook account
2. Click on down arrow near notifications bell on upper-right hand corner
3. Click “Settings & Privacy”, then “Settings”
4. Scroll down and click on “Ads”
5. Click on “Ad Settings”
6. Click on “Categories used to reach you”
7. Click on “Interest categories”, then “See all interests”
8. Go back and click on “Other categories”

Accessing Instagram ad interests (laptop or tablet): 
1. Participants must log into their Instagram account
2. Click on “Settings”
3. Click on “Privacy and Security” on left-hand side of screen
4. Scroll down to “Ads” with the sub-heading “Ad-interests”
5. Click “View all”

Accessing Instagram ad interests (smartphone):
1.  Log in to Instagram and go to your profile page
2. Click the 3 horizontal lines at the top right-hand corner of screen
3. Click “Settings”
4. Click “Ads”
5. Click “Ad-interests” and scroll through to views
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People and institutions to follow:
· Shoshana Zuboff: author, Harvard professor, social psychologist+, has wrote extensively (books, newspapers, blogs, etc.) about surveillance capitalism. She has many digestible videos available online. 
· Carole Cadwalladr: journalist for The Guardian who covered the Cambridge Analytica scandal extensively. She doesn’t uniquely cover surveillance capitalism but is overall a great journalist to keep up with.
· Timnit Gebru: computer scientist working on algorithmic bias and data mining. Diversity in technology advocate, co-founder of Black in AI. 
· Sara Grimes: assistant professor at University of Toronto researching children’s new media and literature. She explores children’s evolving relationship with digital media culture and technologies. 
· Tristan Harris: former Google design ethicist turned technology ethicist. Co-founder of Center for Humane Technology.
· Aza Raskin: writer, entrepreneur, inventor, interface designer. Co-founder of Center for Humane Technology and The Earth Species Project.
· Jaron Lanier: computer scientist, visual artist, technologist+, writes extensively on high-technology business, the social impact of technology, Internet politics, and the future of humanism.
· Roger McNamee: author, musician, investor, businessman+, criticizes Facebook’s impact on US democracy and wrote a book on the topic.
· Guillaume Chaslot: ex-Google employee, expert in AI and data science, founder of AlgoTransparency.
· Frances Haugen: data engineer and scientist, Facebook whistleblower, advocate for accountability and transparency in social media. 
· Cathy O’Neil: mathematician, data scientist, author. She has given numerous Ted Talks and authored books about data science. 
· Renee DiResta: researches the spread of mis/disinformation across social networks and assists policymakers in understanding and responding to this problem. 
· Joy Buolamwini: poet of code who uses art and research to illuminate the social implications of artificial intelligence. Founder of the Algorithmic Justice League. 
· Safiya Umoja Noble: professor at UCLA, author, co-founder and director of the UCLA Center for Critical Internet Inquiry.

· Center for Humane Technology: explore “Resources” and “Course” tabs.
· Digital Democracy Project: joint initiative led by the Public Policy Forum and McGill University, 8 articles on data governance and democracy within the Canadian context
· Free Press: nonpartisan organization fighting for the right to connect and communicate 
· MediaSmarts: Canada’s centre for digital and media literacy. Great daily, weekly, and monthly newsletters.  
· Algorithmic Justice League: “Racial justice requires algorithmic justice”

Movies, podcasts, YouTube videos+: 
· The Social Dilemma (Netflix)
· I Am Gen Z (not available in Canada)
· https://mubi.com/lists/social-media-studies
· Your Undivided Attention (anywhere you listen to podcasts)
· Algorithms Don’t Predict the Future, They Cause the Future (YouTube)
· Disparaître sous les radars des algorithms (YouTube) – can turn on English subtitles

Application alternatives:
· Visit the Alternative App Centre for your browsers, browser extensions/add-ons, search engines, chats, calls and messaging, email, video conferencing, maps, and password managers:
https://datadetoxkit.org/en/alternative-app-centre
· Facebook: Mobilizon (geared more towards event organization)
· Twitter: Mastodon
· YouTube: PeerTube
· Instagram: Pixelfed
· Streaming services: Funkwhale
· Go to: https://datadetoxkit.org/en/workshops and download “Declutter your phone with an app cleanse”. Open the Supplementary Worksheet for a list of questions to ask yourself before downloading any app. You can also explore the lesson outline and lesson slides if you need clarification. 

Books: 
· System Error: Where Big Tech Went Wrong and How we can Reboot by Rob Reich, Mehran Sahami, and Jeremy M. Weinstein
· The Age Of Surveillance Capitalism: The Fight For A Human Future At The New Frontier Of Power by Shoshana Zuboff
· Digital Playgrounds by Sara Grimes
· Privacy is Power by Carissa Véliz
· Cyber Privacy by April Falcon Doss
· Power to the Public by Tara Dawson McGuiness and Hana Shank
· A Citizen’s Guide to Artificial Intelligence by John Zerilli
· Bodies as Evidence: Security, Knowledge and Power by Mark Maguire, Ursula Rao, Nils Zurawski
· Algorithms of Oppression: How search engines reinforce racism by Safiya Umoja Noble
· Indigenous self-determination and data governance in the Canadian policy context by Robyn K. Rowe, Julie R. Bull, Jennifer D. Walker

Questions to explore:
· Does knowing more inevitably mean being protected against data collection?
· What are more problems behind shaping online experiences?
· Is online manipulation always a bad thing?
· Have you ever had an experience where you’ve known your data was collected? (ex. targeted ads)
· How can children be harmed in online data collection? Are they immune from online data collection?

Secure your email: 
· https://www.spreadprivacy.com/introducing-email-protection-beta/ (waitlist)
· https://www.fastmail.com/ 

How to make your iPhone more secure via settings:
· https://www.igeeksblog.com/how-to-change-iphone-privacy-security-settings/ 
· https://www.howtogeek.com/424624/how-to-check-and-tighten-all-your-iphones-privacy-settings/ 
· https://datadetoxkit.org/en/privacy 

How to make your Android more secure via settings:
· https://anonymania.com/android-privacy-security-settings/
· https://www.zdnet.com/article/privacy-settings-how-to-secure-your-iphone-and-android-device/
· https://privacy.kaspersky.com/articles/tiktok-android-tight/ 
· https://datadetoxkit.org/en/privacy 

Ad blockers for Firefox:
· Adblocker ultimate
· Ghostery – privacy ad blocker
· Webmail Ad Blocker (for email)

Ad blockers for Google Chrome:
· Ghostery – privacy ad blocker
· AdBlock – best ad blocker
· AdGuard AdBlocker

VPNs (free and paid):
· Clario (based in Ukraine – support if you can) (includes VPN, Antivirus, Ad Blocker, Anti-Tracking Software)
· NordVPN (all platforms)
· AVIRA Phantom (windows, mac, android iOS)
· Norton (they do all surrounding privacy)
· Express VPN (all platforms)
· Mozilla VPN: https://www.mozilla.org/en-CA/products/vpn/

Extra – fun, useful websites:
· All about online misinformation: https://datadetoxkit.org/en/misinformation
· Internet of Things (synonym for smart devices) Security and Privacy: https://www.internetsociety.org/resources/doc/2018/top-tips-for-consumers-internet-of-things-security-and-privacy/
· Click click click (fun interactive page demonstrating in real time the types of information collected while you browse): https://clickclickclick.click/
· Useful infographic visualising which companies access our personal information the most: https://clario.co/blog/which-company-uses-most-data/
· DuckDuckGo shares their thoughts on Google trackers: https://donttrack.us/
· Muting your mic reportedly doesn’t stop big tech from recording your audio: https://thenextweb.com/news/muting-your-mic-doesnt-stop-big-tech-recording-your-audio
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Activity 1 Kahoot: Question Resources for Further Reading

Q1: What is a smart device?
· https://www.techopedia.com/definition/31463/smart-device

Q2: What object(s) can you purchase as a smart device?
· Egg tray: https://www.blessthisstuff.com/stuff/technology/misc-gadgets/egg-minder-smart-egg-tray/
· Vacuum cleaner: https://www.bestbuy.ca/en-ca/category/robot-vacuums/30280
· Washing machine: https://www.thespruce.com/best-smart-washers-and-dryers-4158885
· Refrigerator: https://www.bestproducts.com/appliances/g37974461/smart-refrigerators/

Q3: Which smart devices can collect data on you?
· How smart devices can spy on you – and what to do about it: https://www.msn.com/en-us/news/technology/how-smart-devices-can-spy-on-you-e2-80-94and-what-to-do-about-it/ar-AAV4dSt
· People say they care about privacy, but they continue to buy devices that can spy on them: https://www.vox.com/recode/2019/5/13/18547235/trust-smart-devices-privacy-security

Q4: Under Canadian federal law, companies cannot legally collect data on you.
· PIPEDA: https://www.priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-personal-information-protection-and-electronic-documents-act-pipeda
· The Privacy Act: https://priv.gc.ca/en/privacy-topics/privacy-laws-in-canada/the-privacy-act/

Q5: What type(s) of information can be collected from you, then sold to a company?
· “Grey legal area”: https://www.nytimes.com/2012/10/29/technology/mobile-apps-have-a-ravenous-ability-to-collect-personal-data.html
· Images on social media: https://www.wired.com/story/wired-guide-personal-data-collection/
· Medical information: https://www.wired.com/story/health-site-ad-tracking/
· Type, swipe, tap: https://www.nytimes.com/2018/08/13/business/behavioral-biometrics-banks-security.html
· Political leaning: https://www.cnbc.com/2017/11/17/how-to-find-out-what-facebook-knows-about-me.html
· Pizza data collection: https://gizmodo.com/heres-all-the-data-collected-from-you-as-you-browse-the-1820779304

Q6: How many of you have heard about the Cambridge Analytica scandal?
· https://www.bbc.com/news/business-43983958

Q7: How many Facebook profiles were harvested (gathered) in the Cambridge Analytica data breach (2016)?
· https://www.theguardian.com/news/2018/mar/17/cambridge-analytica-facebook-influence-us-election
· https://www.vox.com/policy-and-politics/2018/3/23/17151916/facebook-cambridge-analytica-trump-diagram
· https://www.huffingtonpost.co.uk/entry/cambridge-analytica-facebook-ban_uk_5aae212be4b05b2217ff5d78
· https://www.bbc.com/news/world-43476762
· https://gadgets360.com/social-networking/features/facebook-cambridge-analytica-scandal-explained-in-10-simple-points-1826777

Q8: Who benefits the most from online data collection?
· https://whatsyourtech.ca/2018/12/14/third-parties-are-first-threat-to-online-privacy-data-security-canadian-tech-report/
· https://clario.co/blog/which-company-uses-most-data/

Activity 2: Mentimeter: If You Aren’t Paying For The Product, You Are The Product

Video screened: 
https://www.youtube.com/watch?v=4oOCLIrB-0c&t=114s


Activity 3: Getting to Know Your AI Self

Pictures used as examples are from:
 https://points.datasociety.net/algorithmic-autobiographies-and-fictions-6f20f62caed6

Paragraph in grey text is from:
https://www.bustle.com/p/how-to-find-your-instagram-ad-interests-because-the-results-are-truly-enlightening-17986534

Guiding question #1:
· https://vpnoverview.com/privacy/anonymous-browsing/big-data-and-privacy/
Guiding question #2:
· https://kroc.nd.edu/research/artificial-intelligence-social-media-and-political-violence-prevention/
· https://kroc.nd.edu/research/artificial-intelligence-social-media-and-political-violence-prevention/
· https://restofworld.org/2021/social-media-global-democracy/

Activity 4: Is There a Better Future in Sight?

Differences between PIPEDA vs GDPR privacy laws: 
https://blog.rsisecurity.com/canadas-pipeda-vs-eus-gdpr-whats-the-difference/

How technology is/has been funded:
https://www.politico.com/newsletters/the-recast/2022/03/18/timnit-gebru-google-big-tech-artificial-intelligence-00018619

History of the Internet:
https://www.history.com/topics/inventions/invention-of-the-internet

Shoshana Zuboff information: 
https://shoshanazuboff.com/book/shoshana/

Timnit Gebru scandal:
https://www.nbcnews.com/tech/internet/google-workers-mobilize-against-firing-top-black-female-executive-n1250038

The Social Dilemma description: 
https://www.thesocialdilemma.com/

Firefox homepage:
https://www.mozilla.org/en-CA/firefox/new/

DuckDuckGo:
https://www.trustedreviews.com/news/what-is-duckduckgo-3969972

TOR: 
https://vpnoverview.com/privacy/anonymous-browsing/tor/

VPN description: 
https://www.kaspersky.com/resource-center/definitions/what-is-a-vpn

Glossary
· All definitions taken from Merriam-Webster dictionary except: 
· Data provider: https://stats.oecd.org/glossary/detail.asp?ID=6112
· Surveillance capitalism: https://dictionary.cambridge.org/dictionary/english/surveillance-capitalism
· Third parties: https://dictionary.cambridge.org/dictionary/english/third-party
· Online tracking: https://www.avg.com/en/signal/online-tracking
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Capitalism: an economic system characterized by private or corporate ownership of capital goods, by investments that are determined by private decision, and by prices, production, and the distribution of goods that are determined mainly by competition in a free market

Cookie: a small file or part of a file stored on a World Wide Web user's computer, created and subsequently read by a website server, and containing personal information (such as a user identification code, customized preferences, or a record of pages visited)

Data provider: An organisation which produces data or metadata

Disinformation: false information deliberately and often covertly spread (as by the planting of rumors) in order to influence public opinion or obscure the truth

Misinformation: incorrect or misleading information 

Monetize: to utilize (something of value) as a source of profit

Online tracking: the practice of following, recording, storing, and repackaging your browsing history and habits in order to gather insights about what you do online or sell the data to third parties

Profiling: the act or process of extrapolating information about a person based on known traits or tendencies

Surveillance: close watch kept over someone or something (as by a detective)

Surveillance capitalism: an economic system in which the product for sale is personal data collected on the internet, especially from search engines and social media platforms 

Third parties: a third person or organization less directly involved in a matter than the main people or organizations that are involved 





























York University’s Glendon Campus has been offering exceptional bilingual university education unique in Canada for over fifty years. Our commitment to education and bilingualism also extends 
to our bilingual transitional programming for high school students. Learning a language is 
rewarding and fun, even if it can sometimes be frustrating. Our programming is designed to give 
students an opportunity to apply their skills, expand their vocabulary, and learn important skills 
and competencies by participating in interactive workshops on financial literacy, leadership, 
urban geography, biology, psychology and a wide range of topics in the social sciences. 
 
Our programming can be delivered to Francophone or Anglophone students in their mother tongue, or to Francophone and Anglophone students seeking to improve their second language learning (FSL or ESL). 
 
#LifeLongLearningBeginsHere #BeingBilingualRocks #NinjaBilingue 
Originally developed for in-person delivery, we are also able to deliver our programming remotely. 
Contact us today to find out how we can help you keep your students educated 
and engaged in and out of the classroom. 
 
Glendon.yorku.ca/brainboosting 
 
Katie Ablett, MBA, PMP |  katie.ablett@glendon.yorku.ca 
Director, Continuing Education

Glendon Campus, York University
2275 Bayview Avenue, Toronto ON l Canada M4N 3M6 | www.glendon.yorku.ca 
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