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Abstract

With the advent of blockchain networks, there has been a transition from traditional contracts to Smart
Contracts (SCs), which are crucial for maintaining trust within these networks. Previous methods for ana-
lyzing SCs vulnerabilities typically suffer from a lack of accuracy and effectiveness. Many of them, such as
rule-based methods, machine learning techniques, and Neural Networks, also struggled to detect complex
vulnerabilities due to limited data availability.

This study introduces a novel approach to detecting, identifying, and profiling SCs vulnerabilities, compris-
ing two key components: a new analyzer named BCCC-SCsVulLyzer and an advanced Genetic Algorithm
(GA) profiling method. The BCCC-SCsVulLyzer extracts 240 features across different categories, while the
enhanced GA, explicitly designed for profiling SCs, employs techniques such as Penalty Fitness Function,
Retention of Elites, and Adaptive Mutation Rate to create a detailed profile for each vulnerability.
Furthermore, due to the lack of comprehensive validation and evaluation datasets with sufficient samples and
diverse vulnerabilities, this work introduces a new dataset named BCCC-SCsVul-2024. This dataset consists
of 111,897 Solidity source code samples, ensuring the practical validation of the proposed approach.
Additionally, three types of taxonomies are established, covering SCs literature review, profiling techniques,
and feature extraction. These taxonomies offer a systematic classification and analysis of information, en-
hancing the efficiency of the proposed profiling technique.

Our proposed approach demonstrated superior capabilities with higher precision and accuracy through rig-
orous testing and experimentation. It not only showed excellent results for evaluation parameters but also
proved highly efficient in terms of time and space complexity. Moreover, the concept of the profiling tech-
nique makes our model highly transparent and explainable. These promising results highlight the potential
of GA-based profiling to improve the detection and identification of SCs vulnerabilities, contributing to

enhanced security in blockchain networks.
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1 Introduction

Blockchain technology has revolutionized how we conceive of and implement digital transactions, enhancing
the security and transparency of data exchange across decentralized networks [39, 40, 41]. Blockchain’s util-
ity has evolved beyond cryptocurrency, mainly originating from its original application, Bitcoin, to include
finance, supply chain management, and other fields [40, 42]. Blockchain is a distributed ledger technology
where data is stored in linked and secured blocks using cryptographic principles [43, 44]. This architec-
ture assures that information recorded into the ledger is immutable and publicly available, depending on the
network’s configuration [45, 46, 47].

One of the most exciting applications of blockchain technology is the development of SC [4, 48]. With their
terms directly written into lines of code, these contracts are self-executing and eliminate the need for inter-
mediaries. The concept, first proposed by Nick Szabo [49] in the 1990s, has come to fruition with blockchain
platforms like Ethereum. SCs ensure that all parties know the outcome without any intermediary’s involve-
ment [50]. Their deterministic nature means they execute predictably, without the possibility of downtime,
censorship, fraud, or third-party interference [45].

The benefits of SCs are multifaceted. They reduce the need for trust among parties, decrease transaction
costs by eliminating intermediaries, and increase the speed of transaction processing [51, 52]. Furthermore,
in domains such as supply chain management, they enhance traceability and accountability, enabling a trans-
parent view of product journeys from manufacturer to consumer. In finance, they introduce efficiencies in
payments and settlements at a fraction of the time and cost of traditional banking systems [53, 54, 55].
Despite their advantages, deploying SCs has challenges [56, 57]. One of the most critical concerns is the
security vulnerabilities inherent in deploying and executing SCs. Since they are code-based, SCs can contain
vulnerabilities that malicious actors could exploit [58, 59]. The immutable nature of SC means that once
an SC is deployed, it cannot be altered, making any vulnerabilities permanent and potentially leading to
significant financial losses or operational disruptions [60, 61].

As underscored by past research, SC vulnerability detection presents numerous challenges. These challenges
include imperfect detection due to false positives and negatives [4, 48], stability [50], limited coverage
of detecting vulnerable SCs [40], and dependency on the availability of source code [40]. In addition,
inadequate consideration of evolving threats, diverse vulnerabilities [62], and the complexity and usability
challenges associated with specific detection techniques [48] are also noteworthy.

This study introduces a novel profiling model designed to address the issues of false positives, stability,
dependency on source code availability, and complexity in detecting SCs vulnerabilities. Furthermore, the
proposed GA profiling stands out in handling complex structures compared to other statistical, graph-based,
and fuzzy profiling techniques. Drawing inspiration from natural selection and genetics enables developers to
simulate program behavior identify performance bottlenecks and optimize code quickly. It provides precise
data on execution time at every function, method, and line of code level. The accompanying feature selection
method identifies relevant data attributes within SCs while discarding irrelevant ones, thereby boosting the
genetic algorithm’s efficiency and vulnerability detection accuracy. This integrated approach promises to

significantly improve the speed and precision of vulnerability detection in SCs, enhancing the security of



SCs by profiling vulnerabilities.

Furthermore, this study creates a new dataset, namely BCCC-SCsVul-2024, for experiments and evaluates an
innovative profiling approach. The BCCC-SCsVul-2024 dataset boasts a substantial sample size of 111,897
instances of Solidity SCs, encompassing a wide range of potential vulnerabilities. The findings from ex-
periments include metrics such as precision, recall, accuracy, F1-score, execution time, macro average, and
weighted average. These metrics highlight the effectiveness of the proposed GA techniques and emphasize
the advantages of the proposed method for superior performance in SC analysis.

Our contributions in this study are multi-faceted, providing significant advancements in the realm of detect-

ing and profiling vulnerabilities in SCs:

* CONT1: To design and implement an enhanced GA tailored for profiling, conducting experiments for
effective feature selection from SCs to detect vulnerabilities, and profiling to improve the performance

of SC analysis.

* CONT?2: To propose a chronological overview of work development taxonomy, drawing from previ-
ous works, incorporating year-by-year evolution analysis detection methods to understand the subject

matter comprehensively.

* CONT3: To propose a taxonomy of previous models, categorizing them by their approaches and

providing detailed descriptions of each category’s characteristics.

* CONT4: To propose a new feature taxonomy, showcasing extracted features from SCs, aiding in the

creation of a more detailed and effective profile.

¢ CONTS: To propose a new profiling taxonomy, visualizing previous profiling techniques and cate-

gories, to create a comprehensive and structured framework.

* CONT6: To create a new SCs vulnerability Dataset, BCCC-SCsVul-2024, by combining Smart Bugs,
Ethereum SCs (ESCs), slither-audited-smart-contracts, and the SmartScan-Dataset. The primary goal

is to test and evaluate the proposed model on a substantial dataset comprising 111,897 samples.

* CONT?7: To design and implement a new SCs analyzer, BCCC-SCsVulLyzer (V2.0), for experiments
demonstrating effective feature extraction and optimization techniques, improving SC analysis perfor-

mance.

* CONTS8: To conduct a comprehensive analysis of smart contract vulnerabilities and propose two

common vulnerability profiles.

The structure of the remainder of this thesis is as follows: Chapter 2 delves into the existing literature within
this research field and identifies the limitations inherent in current solutions. Chapter 3 delves into the
background of feature extraction within SCs and presents a detailed account of the profiling background.
Furthermore, it provides an in-depth discussion of our proposed model. Chapter 4 outlines the extensive
experiments, results, and implementation of our model. Chapter 5 thoroughly analyzes and discusses the

research questions. Finally, Chapter 6 presents our conclusions and suggests directions for future work.



2 Literature Review

This chapter provides a comprehensive review of existing research in SC vulnerability detection, spanning
from 2016 to 2023. Examining studies over the past eight years chronologically aims to illustrate how
understanding and methodologies have progressed and how newer research builds upon or challenges earlier
findings. This review synthesizes critical studies and critically examines the limitations and shortcomings in

existing literature, paving the way for future research directions.

2.1 Previous Works

The initial research in SC vulnerabilities and security flaws emerged in 2016 with a pivotal study by Luu et
al. [1] in 2016 initiated a deep dive into the security of Ethereum’s SC system, which manages substantial
amounts of virtual currency. This study describes the blockchain structure common in well-known cryp-
tocurrencies such as Bitcoin and Ethereum. Each block contains a collection of transactions in this structure.
Their investigation revealed previously unknown security flaws that posed potential profit-making exploits,
highlighting a gap in comprehending Ethereum’s distributed semantics.

To mitigate these vulnerabilities, Luu ef al. [1] proposed enhancements to the operational semantics of
Ethereum to strengthen contract security. A significant contribution of this study was the development of the
Oyente tool, a symbolic execution instrument. Upon evaluating 19,366 Ethereum contracts using Oyente, it
flagged 8,833 contracts as vulnerable.

Oyente took two main inputs: the bytecode of an Ethereum contract for analysis and the current Ethereum
global state. It checked for any security issues in the contract, such as time-of-day dependence or mishandled
exceptions, and identified problematic paths. Additionally, it generated a CFG of the contract’s bytecode.
Oyente interpreted the bytecode, which is accessible on the blockchain, using the EVM instruction set. EVM
is a decentralized computing platform that executes smart contracts on the Ethereum blockchain, ensuring
that transactions and computations are carried out exactly as intended. This allowed for accurate mapping of
instructions to constraints. The Ethereum global state provided contract variables’ initial or current values,
aiding in more precise analysis. Other variables, like message call data, were considered symbolic input
values. Oyente was designed modularly with four key components: CFGBuilder, Explorer, CoreAnalysis,
and Validator. CFGBuilder created the CFG, where nodes were basic execution blocks, and edges were the
execution jumps between these blocks. Explorer, the main module, performed the symbolic execution of the
contract. The architecture of the Oyente tool is depicted in Fig. 1.

Continuing the exploration of vulnerabilities in SCs, Chen et al. [63] in 2017 focused on the issue of under-
optimized SCs on Ethereum, a leading blockchain platform. In this environment, ”gas” (measured in Ether,
akin to Bitcoin) was essential for compensating miners for their computational efforts in executing SCs. A
critical issue identified was that under-optimized contracts used more gas than necessary, resulting in exces-
sive charges for creators or users. This paper pioneered the investigation of Solidity, Ethereum’s preferred
programming language, revealing its inability to optimize specific gas-intensive programming patterns. The
authors categorized seven such patterns into two distinct groups.

They introduced GASPER, an innovative tool for automatically detecting gas-costly patterns by analyzing
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Figure 1: Overview of Oyente’s Architecture [1].

ByteCode

SCs’ bytecodes to address the inability to optimize specific gas-intensive programming patterns. GASPER
performed symbolic execution on bytecode, covering all accessible code blocks. These blocks were se-
quences of code with only one entry and exit point. First, GASPER disassembled the SC’s bytecode using
Ethereum’s disasm tool. Then, it created the CFG, which was updated as new control flows were discovered
during the execution process. Starting from the CFG’s root node, GASPER traversed the graph. When it en-
countered a conditional jump, it used the Z3 solver to determine which paths—true or false—were possible.
If both paths were viable, GASPER chose one based on a depth-first search strategy.

In their initial analysis of 4,240 real SCs, they found that a significant majority—93.5%, 90.1%, and 80%—suf-
fered from three widespread gas-inefficient patterns. This underscores the common issue of gas inefficiency
in SC programming.

In 2018, research on SC vulnerability detection experienced a significant diversification. Several researchers
employed familiar methodologies, such as interacting with and extracting features from the source code by
converting it into more commonly known programming languages, as evidenced in works like [64, 65, 8, 66,
67]. Meanwhile, others, including [68, 4, 69, 70], ventured into developing novel approaches.

Initially, Liu et al. [2] in 2018 concentrated on Re-entrancy bug, a prominent security challenge in SCs on
platforms like Ethereum. This issue gained notoriety following the DAO attack, which caused a loss of $60
million. The team introduced ReGuard, a fuzzing-based analyzer for detecting re-entrancy bugs in Ethereum
SCs. ReGuard conducted fuzz testing by generating random transactions and analyzing the resulting runtime
traces to pinpoint re-entrancy vulnerabilities dynamically.

For better visualization, Fig. 2 depicts the design of ReGuard. At a basic level, ReGuard processed the
code of a SC, accepting both source and binary code as input. Its output was a bug report listing all the
re-entrancy bugs in the SC. For every bug it detected, ReGuard pointed out where it was in the source
code and provided an example of a transaction that could trigger the bug. SC execution greatly depended
on transactions. Different transactions could result in various contract states where re-entrancy bugs might
appear. To thoroughly examine the SC’s state space, ReGuard used advanced fuzzing engines. These engines
created random transactions to explore diverse execution scenarios.

They conducted an initial test of ReGuard on five altered SCs from Etherscan. Oyente was used to compare
the differences between fuzzing-based approaches (ReGuard) and symbolic execution methods (Oyente).
Their focus was on identifying re-entrancy bugs.

Similarly, Tikhomirov et al. [64] addressed the critical need for secure programming practices in Ethereum
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Figure 2: Overview of ReGuard’s Architecture [2].

SC development, spurred by the ”"The DAO” hack in 2016. They developed SmartCheck, an innovative
static analysis tool for Solidity, Ethereum’s primary SC language. SmartCheck converted Solidity code into
an XML-based intermediate representation and employed XPath patterns to detect vulnerabilities, provid-
ing an extensive classification of code issues. Despite potential limitations in identifying some complex
bugs, SmartCheck’s utility was affirmed by its performance in evaluating a substantial dataset of real-world
contracts. It established its indispensability for SC developers through comparative manual audits on three
contracts.

They provided a side-by-side evaluation of SC analysis tools—Oyente, Securify, and SmartCheck—over a
selection of projects. The count of true positives, false positives, and false negatives pinpointed by each
application was recorded, along with their respective False Discovery Rates (FDR) and False Negative Rates
(FNR), all in percentage. This comprehensive data allowed for a detailed analysis of the performance of
each application in terms of accuracy and reliability. It enabled a detailed review of how each tool performed
regarding accuracy and reliability.

They provided detailed insights, including individual analyses of the “Genesis Vision,* “Hive,* and ‘“Popu-
lous* projects and a comprehensive summary in the Overall’ section. While SmartCheck displayed a high
FDR of 69%, this rate was not especially alarming in this context. A FNR of 47% was acceptable, given
that numerous SC vulnerabilities were specific to business logic and often escaped automated detection.
Most false negatives detected by SmartCheck were identified through manual methods, rather than by other
automated tools.

Continuing in 2018, the landscape of SC vulnerability detection witnessed a pivotal shift towards leveraging
bytecode for more comprehensive feature extraction and analysis. Significant contributions from various
researchers marked this trend. Grishchenko et al. [68] introduced EtherTrust, a novel tool for the automated
and sound static analysis of EVM bytecode. EtherTrust addressed the critical need for secure SCs by offering
a scalable solution to the security challenges on the Ethereum platform. This was especially emphasized in
response to high-profile incidents like the DAO and Parity attacks.

EtherTrust streamlined the process of ensuring single-entrancy and managing dependency properties for SCs.
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To simplify single-entrancy, EtherTrust used a method called ’call unreachability,” which meant a contract
was designed to avoid calling itself during execution, thus preventing re-entries. This was based on the rule
that a contract must not initiate an internal call after starting. Since all contracts started from a fresh state,
the verification focused only on those initial executions.

For dependency properties, EtherTrust used a reachability analysis. It monitored how data moved through
the contract and identified vital points where specific values influenced its path. If a conditional action
was based on one of these critical values, EtherTrust noted all possible outcomes from that condition. This
helped determine whether any particular value could affect the contract’s call behavior during its lifecycle.
EtherTrust’s focus on reachability properties and EVM bytecode’s complete, mechanized semantics marked
a significant advancement in SC security analysis.

In another study, Nikolic et al. [3] introduced MAIAN, which represented a significant advancement in the
systematic examination of trace vulnerabilities in SCs. This tool began its analysis with the contract’s byte-
code and an initial concrete context that reflected the state of the blockchain. Using interprocedural symbolic
analysis, MAIAN examined transaction sequences and their properties, particularly those involving multiple
interactions with a contract. It employed static symbolic analysis to extend its reasoning across contract
calls and over several blockchain blocks. MAIAN symbolized the input variables from transaction fields
and blockchain parameters, denoting a set of all possible values each variable could assume. Furthermore,
it symbolically formulated the relationships between other contract variables, resulting in expressions that
revealed their interdependencies. Fig. 3 presents a detailed view of MAIAN’s structural design.

MAIAN’s symbolic execution engine identified 34,200 contracts as potentially vulnerable. Concrete vali-
dation and manual checks confirmed that 97% of the extravagant and suicidal contracts and 69% of greedy
contracts were true positives. This highlighted the importance of analyzing contract bytecode over Solidity
source code, as only 1% of contracts had accessible source code. Among those flagged, just 181 had verified
source codes on Etherscan, which was a small percentage across the three categories.

The study also discovered that nearly 4,905 Ether, valued at about 5.9 million US dollars then, could have
been taken from prodigal and suicidal contracts before a specific block height. Additionally, 6,239 Ether
(7.5 million US dollars) was trapped in posthumous contracts on the blockchain, with 313 Ether (379,940
US dollars) sent to these contracts after they were terminated.

Torres et al. [4] introduced Osiris, a framework designed to detect integer bugs in Ethereum SCs by combin-
ing symbolic execution and taint analysis. Fig. 4 illustrates the structure of Osiris. Osiris accepted either the

SC’s bytecode or the Solidity source code, which was internally converted to EVM bytecode. It determined
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Figure 4: Overview of Osiris’s Architecture [4].

whether a contract was affected by integer-related issues, such as overflows, underflows, or truncations.
Osiris comprised three key components: symbolic analysis, taint analysis, and integer error detection. The
symbolic analysis part created a CFG and carried out symbolic execution along the contract’s various paths.
It then fed the outcomes of each instruction to both the taint analysis and integer error detection components.
The taint analysis chapter introduced, propagated, and checked taints within the contract’s stack, memory,
and storage. Meanwhile, the integer error detection segment assessed each executed instruction to identify
potential integer bugs.

They [4] evaluated the effectiveness of Osiris in identifying integer overflows and underflows compared to
Zeus which is a framework to verify the correctness and validate the fairness of smart contracts [50]. Osiris
tended to classify most contracts as “’safe,” meaning no overflow or underflow was detected. In contrast, Zeus
often labeled them as “unsafe,” indicating the detection of either overflow or underflow. This discrepancy
arose because Osiris targeted overflows and underflows that could realistically be exploited by an attacker,
resulting in fewer reported issues. In contrast, Zeus aimed for comprehensiveness in its reporting. Regarding
handling errors, Zeus reported no result for 22 contracts, where “no result” indicated either an error or
a timeout situation. Zeus experienced fewer timeouts compared to Osiris. However, Osiris consistently
provided a result for every case it analyzed.

Rodler et al. [69] developed Sereum (Secure Ethereum) to protect deployed SCs against re-entrancy exploits.
Sereum’s backward-compatible protection efficiently detected and prevented re-entrancy attacks. It demon-
strated its effectiveness with minimal false positives and runtime overhead. Sereum enhanced the EVM by
adding two innovative components: a taint engine and an attack detector.

First, the taint engine employed dynamic taint-tracking, where labels were assigned to data at specific points.
The movement and impact of this labeled data through the program’s execution were monitored. Sereum was
noted for being the first implementation of dynamic taint-tracking specifically for SCs. Second, the attack
detector worked with the taint engine to identify potential signs of a re-entrancy attack during a transaction.
It was integrated with the EVM’s transaction manager and was designed to halt transactions immediately
upon detection of an attack.

The experiment demonstrated that Sereum exhibited an impressively low false positive rate of just 0.06% for
all rested transactions. The results included data on transactions that Sereum flagged as matching the pattern

of a re-entrancy attack.
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Brent et al. [70] created Vandal, a security analysis framework that stood out for converting EVM bytecode
into semantic logic relations. This allowed users to conduct security analyses using the Soufflé language, sig-
nificantly enhancing the analysis of SC vulnerabilities. To understand the complex semantics of Ethereum’s
low-level bytecode, they developed a step-by-step analysis process, as illustrated in Fig. 5. This process
simplified the conversion of bytecode into a format that was easier to analyze by dividing it into several

distinct steps:
* Scraping: First, the Ethereum bytecode was collected from the blockchain using the Scraper tool.
* Disassembling: Next, the Disassembler broke down this bytecode.

* Decompiling: The Decompiler then transformed the bytecode into a register transfer language, effec-

tively reconstructing the original SC’s higher-level control and data flows.

» Extracting: After decompilation, the program, now in register-transfer language, was processed by
the Extractor. This tool converted the program into logic relations, capturing the SC’s semantics in a

straightforward, tab-separated value format.

* Analyzing Security: Finally, Souffié [5] used these logic relations to generate executable programs.
These programs conducted a security analysis to detect potential vulnerabilities in the SC, reporting

any found issues.

This pipeline made the complex task of detecting security vulnerabilities in Ethereum SCs more manageable
and systematic.

Grech et al. [6] presented MadMax, an automated tool for detecting gas-focused vulnerabilities in Ethereum
SCs. The MadMax analysis pipeline, extending from the Vandal decompiler to its final analysis output, is
illustrated in Fig. 6. MadMax primarily utilized logic-based specifications to analyze Vandal’s output. This
analysis was structured in multiple layers, each aiming to infer progressively more complex aspects of the
SC under examination. The MadMax analysis pipeline began with the Vandal decompiler and progressed

to a comprehensive final analysis output. This process leveraged logic-based specifications to analyze the
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Vandal output and was characterized by multiple layers, each designed to infer increasingly complex aspects
of the SC.

The first step in MadMax’s analysis involved deriving information about loops and data flow, which was
crucial for expressing deeper semantics. This initial phase resulted in the generation of several relations,
forming the foundation for subsequent analytical steps. While the Datalog rules for these relations were
not provided, their implementation was standard, although not always straightforward. Following the ini-
tial phase, MadMax conducted a deeper analysis, focusing on memory and dynamic data structures. This
step, necessary to model the EVM’s dynamic data representation accurately, identified key concepts such as
dynamic data structures, contracts with storage that increased upon re-entry, nested arrays, etc.

The analysis peaked in identifying potential gas-focused vulnerabilities, like loops with unbounded mass
storage. This layered approach ensured a thorough examination and identification of vulnerabilities in SCs,
contributing significantly to understanding their security and efficiency. MadMax efficiently analyzed all
Ethereum SCs, identifying over $2.8 billion worth of vulnerable contracts. A manual inspection confirmed
that 81% of the flagged contracts contained vulnerabilities, highlighting MadMax’s precision in identifying
and addressing gas-related security issues.

Albert et al. [71] discussed the importance of analyzing Ethereum bytecode. This is particularly crucial
when the source code is unavailable or when analysis requires bytecode-level information, especially in
cases where compiler optimizations might impact results. They introduced ETHIR, a framework for ana-
lyzing Ethereum bytecode to address these needs. ETHIR extended OYENTE [1], producing a rule-based
representation of the bytecode, enabling high-level analyses, and bridging the gap between low-level byte-
code and high-level insights.

When applied to EVM code, the Oyente [1] tool created blocks that encapsulated information necessary for
constructing the CFG of that code. A limitation arose when the jump address within a block was variable,
depending on the program’s flow. Oyente typically recorded only the final jump address value, which sufficed
for its style of symbolic execution. To overcome this limitation and reconstruct the entire CFG, modifications
were made to Oyente’s block structure to include all potential jump addresses.

In this enhanced version of Oyente [1], specific EVM instructions like SSTORE or SLOAD were marked
with identifiers indicating the contract field they interacted with. For instance, an SSTORE operation act-
ing on contract field O was labeled as "SSTORE 0”. The same annotation logic applied to MSTORE and
MLOAD instructions, where they were tagged with the memory addresses they worked with, transforming
these addresses into variables whenever feasible.

However, in situations where the memory address wasn’t statically determined (like in array accesses within

loops with variable indices), the tool marked these instructions with a “?”. Additionally, when Solidity code



was available, function names could be deduced from hash codes, enhancing the CFG with more context and
clarity, as exemplified in Block 152 of the figure. This enhancement allowed for a more precise understanding
of the CFG’s continuation block.

Applying this method to a test example, the study successfully demonstrated the termination of six loops in
the example and established linear bounds for these loops. Additionally, other SCs, along with their loop
bounds inferred by SACO [72], were provided on their GitHub page. The study also noted that other high-
level analyzers, which worked with intermediate forms like Integer transition systems or Horn clauses, could
be adapted to work with the translated programs in their Resource-Bound Representation (RBR) format.
These analyzers included AproVe [73], VeryMax [74], and CoFloCo [75].

Adding to these advancements, Tsankov et al. [65] developed Securify, a scalable, fully automated security
analyzer for Ethereum SCs. Securify’s approach of symbolic analysis of contract dependency graphs and
assessment of compliance and violation patterns significantly enhanced the trustworthiness of Ethereum SCs.
They established seven fundamental security properties about the EVM semantics. Given that the EVM is
Turing-complete, it was impossible to check these properties accurately. Therefore, they approached this
by defining patterns of compliance and violation in their language. These patterns were rough estimates of
whether a property was being adhered to or violated.

Moreover, a match with a compliance pattern suggested that the property was being upheld, whereas a
match with a violation pattern indicated the opposite. However, if neither pattern matched, it was unclear
whether the property was being observed. They delved into each security property, explaining its importance,
providing a formal definition, and then breaking it down into specific patterns of compliance and violation.
In their study, the researchers assessed the effectiveness of Securify in proving security properties (by match-
ing a compliance pattern) and identifying violations (through matching a violation pattern) in real-world SCs.
They conducted this evaluation by running Securify on all the SCs in their EVM dataset and tracked the oc-
currences of violations, warnings, and compliances as reported by Securify.

The results displayed a separate bar for each security property. Each bar was divided into three segments:
(i) violations, indicating the percentage of instructions matching a violation pattern for that property; (ii)
warnings, showing the percentage of instructions that did not match any pattern (neither violation nor com-
pliance); and (iii) compliance, representing the percentage of instructions matching a compliance pattern.
Notably, the sum of these three segments equaled 100%. Furthermore, they presented a further breakdown
of these results. Similar to the previous figure, it showed a bar for each security property. However, the
segment for warnings was further divided into true warnings and false warnings, in addition to the violation
and compliance segments.

Similarly in 2018, another paradigm shift in research methodology emerged, focusing on the CFG version
of code. This approach led to the development of innovative tools by several researchers [66, 67, 1, 6, 7],
significantly enhancing the analysis and security of Ethereum SCs.

Norvill et al. [66] introduced E-EVM, a tool designed to emulate and visualize SC execution on the EVM. E-
EVM operated by analyzing SC bytecode, providing in-depth insights into the contract’s CFG, opcodes, and
stack. A CFG is a graphical representation of all paths that might be traversed through a program during its

execution. The tool’s primary goal was to improve understanding of the EVM and assist in analyzing specific
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SCs. It enabled users to examine code in each block, trace control flow paths, identify loops, and suggest
optimizations, thereby functioning as both an analytical tool and a learning aid. E-EVM’s effectiveness was
demonstrated by achieving an average of 85.6% code coverage in testing.

The team conducted tests on their program by applying it to various contracts and monitored the code
coverage attained. They calculated code coverage as a percentage for each contract using the formula:
nodes/blocks x 100. Here, 'nodes’ refers to the number of nodes in the CFG, and ’blocks’ refers to the
total number of blocks in the contract. The results were presented in the format (Sym/Concrete) for the two
versions of E-EVM, with the note that constant synthesis was only relevant to the Sym version.

Zhou et al. [67] tackled the challenge of auditing Ethereum SCs, particularly those without accessible
source code. They introduced Erays, a reverse engineering tool for SCs on the Ethereum blockchain. Erays
could convert bytecode into high-level pseudocode, thereby facilitating manual analysis. The analysis tools
provided insights into the complexity of Ethereum contracts. A key finding was that most contracts were
relatively small, with a median of 100 blocks and 15 instructions per block. Yet, there were exceptions, like
one unusually large contract with 13,045 blocks, primarily filled with STOP instructions.

Beyond just the number of blocks, the study also examined contract complexity through cyclomatic complex-
ity, a metric for measuring the number of linearly independent paths in a CFG. They presented a Cumulative
Distribution Function (CDF) of McCabe complexity, showing that 79% of unique contracts had no function
with complexity greater than 10, indicating simplicity in many contracts. However, there were still some
highly complex contracts.

An evolution of code complexity over time was explored in [67]. It revealed that while contracts had been
growing in size, with a significant increase in the number of blocks since late 2015, McCabe complexity
hadn’t seen a similar rise. This trend suggested improved coding practices over time. Notably, the increase
in ERC20 Tokens, which were larger but not overly complex, might have influenced these trends.
Furthermore, Krupp et al. [7] addressed Ethereum’s unique security challenges as a platform supporting
Turing-complete SCs. They introduced teEther, a tool capable of automatically creating exploits for SCs
using binary bytecode. Fig. 7 illustrates the main architecture of TEETHER.

The process started with the CFG-recovery module, which took EVM bytecode, disassembled it, and then
reconstructed a CFG. Following this, the CFG was examined for both critical instructions and state-changing
instructions. The path generation module then identified paths within the CFG that led to these instructions.
Building on this, the constraint generation module used symbolic execution to develop a set of path con-
straints. The final step involved the exploit generation module, which resolved the combined constraints
from both critical and state-changing paths to create an exploit. TeEther’s large-scale analysis of 38,757
unique Ethereum contracts successfully found working exploits for 815 contracts, underscoring the critical
need for robust security measures in the SC domain.

In 2018, a new wave of research employing diverse approaches and integrating various sources of information
from source code led to the development of innovative tools for enhancing the security of Ethereum SCs.
Notable contributions in this area included ContractFuzzer by Jiang et al. [8], SASC by Zhou et al. [9], and
ZEUS by Kalra et al. [50].

ContractFuzzer [8] was an innovative fuzzer tool designed to assess the security vulnerabilities of Ethereum
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Figure 7: Overview of TEETHER’s Architecture [7].

SCs. In the decentralized cryptocurrency sphere, where blockchain technology enabled peer-to-peer trans-
actions without central oversight, the security of SCs was paramount. ContractFuzzer met this challenge by
generating fuzzing inputs tailored to the ABI specifications, which is a set of conventions that dictate how
different program modules or applications interact at the binary level of SCs. Additionally, it defined test
oracles to detect vulnerabilities. ContractFuzzer is depicted in Fig. 8, which outlines its workflow through
steps O to 5. This tool comprised both an offline EVM instrumentation tool and an online fuzzing tool.
They had also developed a web crawler to gather deployed SCs from the Etherscan website. This crawler col-
lected contract creation codes, ABI interfaces, and constructor arguments of the contracts. These contracts
were then deployed on their Ethereum testnet, serving dual purposes: as targets for fuzzing and as input for
contract calls using their addresses. In step 0, the offline instrumentation process equipped the EVM to mon-
itor SC execution, aiding in vulnerability analysis. The online fuzzing began at Step 1, where ContractFuzzer
analyzed the ABI interface and bytecode of the contract under test. It extracted data types of ABI function
arguments and the function signatures. Step 2 involved ABI signature analysis of all crawled contracts,
indexing them based on the function signatures they supported, essential for testing contract interactions.

In Step 3, the tool generated valid fuzzing inputs adhering to the ABI specification and also mutated inputs.
The indexed contracts from Step 2 were used to create inputs for ABIs requiring contract addresses. Step 4
initiated the fuzzing process, where the tool bombarded the ABI interfaces with these inputs through random
function invocations. Finally, in Step 5, ContractFuzzer detected security vulnerabilities by analyzing exe-
cution logs from the fuzzing process. The fuzzing continued until the allotted testing time was exhausted.
The campaign concluded once all targeted SCs had been fuzzed. Its effectiveness was proven through its
application to 6,991 SCs, identifying over 459 vulnerabilities, including those in the DAO and Parity Wallet
contracts, which had led to significant financial losses.

Zhou et al. [9] addressed the crucial need for ensuring the execution correctness of Ethereum SCs, which

managed millions of dollars and were susceptible to asset theft attacks. They proposed a security assurance
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Figure 8: Overview of ContractFuzzer’s Architecture [8].

method involving a syntax topological analysis of the SC invocation relationship, aiding developers in un-
derstanding their code structure. Building on Luu’s research [1], they first incorporated detection rules for
expanded logic risks, as previously mentioned, into the symbolic execution module. The aim was to pinpoint
the detected logic risks to specific functions in a contract’s source code. Fig. 9 illustrates the entire structure
of their method.

Their approach dealt with the challenge that the opcodes generated from the bytecode of SCs lacked location
information, making it difficult to directly map detected risk opcodes to the source code. On the other hand,
opcodes compiled from the Solidity compiler (solc) did contain location info. However, they included some
invalid opcodes, making them not entirely consistent with the bytecode-converted opcodes and unsuitable
for direct symbolic execution. To resolve this, they developed a mapping mechanism involving a set of
rules to identify invalid opcodes compiled from solc. This allowed them to add location information to the
bytecode-converted opcodes, as detailed in Fig. 10. Finally, to locate risks to specific functions, they first
gathered all location information of functions during the topological analysis stage. By combining this with
the location info of risk opcodes, they could accurately locate detected risks to specific functions in the SC.
To validate their hypotheses, they analyzed the relationships between various factors and execution time.
Due to the significant fluctuations in execution times between adjacent contracts, they employed the Moving
Average technique to represent each contract’s execution time more smoothly. This approach was referred
to as Moving Average Execution Time (MAET). Their observations revealed that the execution time was
nearly linearly dependent on the number of executed paths, blocks, or opcodes in the contracts. This linear
relationship was essential in understanding how different elements within a contract affected its overall
execution time.

Kalra ef al. [50] introduced ZEUS in 2018, a comprehensive framework for verifying the correctness and
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Figure 10: Opcode mapping mechanism in security assurance method [9].

validating fairness of SCs. Given the difficulty in patching bugs post-deployment, ZEUS’s focus on correct-
ness and fairness was critical, especially considering the substantial financial losses due to SC bugs in recent
incidents. ZEUS employed abstract interpretation, symbolic model checking, and constrained horn clauses
for safety verification.

ZEUS comprised three main components: (a) a policy builder, (b) a source code translator, and (c) a verifier.
The process began with ZEUS taking a SC and a policy written in a specific specification language as
input. This policy outlined the criteria that the SC needed to meet. ZEUS then conducted static analysis on
the SC code, integrating the policy predicates as assert statements at the appropriate points in the program.
Following this, the source code translator component of ZEUS came into play. It accurately converted the SC,
now enhanced with policy assertions, into LLVM bytecode. The final step involved the verifier component
of ZEUS, which was tasked with identifying any assertion violations. These violations were crucial as they
indicated instances where the SC did not comply with the specified policy. This comprehensive approach
ensured that SCs adhered to the set standards and policies.

In the study presented data on the frequency of duplicate contracts within their dataset. It was noted that
less than 5% of the contracts had more than 10 duplicates. Further, they provided insights into the source
Lines Of Code (LOC) in Solidity for unique contracts. The total source LOC exceeded 111,000, with an
average (mean) of 74 LOC and a median of 54 LOC. The largest contract analyzed contained 1,405 LOC,
but over 90% of the contracts comprised 200 LOC or less. For a significant portion of these contracts,
specifically around 30%, ZEUS generated over 1,000 LOC of LLVM bytecode, with the maximum reaching
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up to 91,338 LOC. The average bytecode per contract was 1,354 LOC, and the median was 439 LOC. In total,
ZEUS verified more than 2 million lines of bytecode. It is important to note that these LOC measurements
excluded blank lines and comments. Lastly, the study examined the most frequently occurring operations in
the LLVM bytecode. They highlighted the top four classes of operations, aside from memory load, store, and
GetElementPtr. This analysis revealed that arithmetic” operations occurred as frequently as ”comparison,”
call,” and “alloc” operations in the bytecode.

ZEUS introduced a certain level of instruction overhead when translating Solidity to LLVM bytecode. This
overhead was less than 50 LOC for 97% of contracts in five of the seven bug categories. In the case of
integer overflow/underflow, this overhead was under 200 LOC for 95% of contracts, although transaction
order dependence checks could require over 500 LOC in 20% of contracts. In terms of analysis complexity,
75% of contracts generated fewer than 50 rules with a depth of around 700, with integer overflow leading
to the most constraint rules and depth. Finally, the analysis time revealed that ZEUS could verify 97% of
contracts within a minute, outperforming Oyente, which only returned results within a minute for 40% of
contracts and failed to provide results or timed out for about 43% of them after 30 minutes.

In 2019, while the focus on SC vulnerability detection lessened, a group of researchers continued to delve
into this area, exploring various features that could be gathered from compiled source code. Mossberg et al.
[10] discussed Manticore, an open-source framework for dynamic symbolic execution. The Core Engine in
this system-managed program states as outlined in the State Life Cycle shown in Fig. 11(a). Program states
were abstract entities representing the state of a program at a specific execution point. These states provided
an execution interface, which the Core Engine used to execute one atomic unit of the program; for native
binaries and Ethereum, this was typically one instruction. During execution, states could interrupt and return
control to the Core Engine to manage life cycle events.

The State Life Cycle, detailed in Fig. 11(b), comprised three states: Ready, Busy, and Terminated, and
involved two main events: Termination and Concretization. The Core Engine continually picked a Ready
state for execution, which then became Busy. A Busy state could either revert to Ready or trigger a Life
Cycle event for the Core Engine to address. Termination occurs when a state reaches its endpoint, often due
to a program exit or a memory access violation, leading to its transition to the Terminated state.

Moreover, Concretization was initiated when a state required a symbolic object to be transformed into one
or more concrete values, influenced by the current constraints on that State. This process generated new
child States for each concrete value, each marked as Ready. A common scenario of Concretization was
forking, which happened when a program counter register turned symbolic and was concretized into various
potential values, thereby creating new states for each possible program path. State exploration was fine-
tuned through different policies, employing various heuristics for Ready state selection and Concretization.
Designed with parallelism, the Core Engine supported multiple processes for managing the state queue,
enhancing its efficiency and effectiveness.

This technique was vital for maximizing code coverage in software testing by navigating a program’s state
space using constraint solving. Manticore was uniquely designed to analyze both binaries and Ethereum
SCs, boasting a flexible architecture that adapted to diverse execution environments. Its customizable API

further allowed users to tailor their analysis to specific needs. The paper highlighted Manticore’s capabilities
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in bug detection and code correctness verification, demonstrating its practical applications in commercial
settings.

Building on previous ideas, Feist et al. [76] and Wang et al. [11] utilized bytecode for their research. In 2019,
Feist et al. introduced Slither, a static analysis framework specifically developed for Ethereum SCs. Slither
converted Solidity SCs into an intermediate representation called SlithIR, which employed Static Single
Assignment (SSA) form and a simplified instruction set. Slither was a static analysis framework tailored for
SCs, offering detailed insights into the contract code and the versatility to support various applications. It
was currently employed for automated vulnerability detection, identifying a wide range of SC bugs without
user input.

Additionally, it detected code optimizations overlooked by compilers, assisted in code understanding by sum-
marizing and displaying contact information, and aided in assisted code reviews through its user-interactive
API. The analysis in Slither was a multi-stage static process. Initially, it took the Solidity AST, generated
by the Solidity compiler from the source code, as its input. The first stage involved Slither extracting crucial
data like the contract’s inheritance graph, the CFG, and a list of expressions.

Subsequently, the entire contract code was converted into SlithIR, Slither’s internal representation language,
which employed static single assessment (SSA) to simplify various code analyses. In the third stage, Slither
performed actual code analysis, executing a set of predefined analyses that provided enriched information
to its other modules. Slither was versatile, facilitating automated vulnerability detection, code optimization
identification, enhancing user understanding of contracts, and aiding in code review. The framework’s ef-
fectiveness was underscored by its speed and accuracy in identifying issues in Ethereum SCs, outperforming
other static analysis tools.

In the same year, Wang et al. [11] presented NPChecker, a novel methodological approach for addressing the
impact of non-determinism in Ethereum blockchain SC payments. This tool went beyond traditional patterns
by modeling contract execution components and exposing nondeterministic factors through information flow
tracking.

The workflow of NPChecker is summarized in Fig. 12. It started with the EVM binary code collected from
the Ethereum mainnet. This code was first disassembled, and the EVM bytecode was then lifted to LLVM
IR using an off-the-shelf LLVM IR lifter (EVMIIT). In this process, each EVM instruction was translated
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into one or multiple lines of LLVM IR statements, with specific instructions for SCs, like external contract
calls, being translated into LLVM external calls.

Moreover, NPChecker recovered control flow structures using a commercial decompiler, augmenting the
LLVM IR with functions. This step provided valuable high-level program information. The notable aspects
of the LLVM IR code for SCs, along with the technical details of the reverse engineering process, were
extensively covered in later sections of the research. NPChecker’s testing on 30,000 Ethereum contracts
effectively detected nondeterministic payments in 1,111 contracts, proving its high precision and efficiency.
This approach also revealed new vulnerabilities and variants overlooked by conventional research reliant on
vulnerability checklists.

Additionally, Torres et al. [12] introduced a systematic analysis of honeypot SCs on the Ethereum blockchain.
These contracts, where attackers deployed traps instead of exploiting vulnerabilities, became increasingly
common as SCs grew in popularity and value. A honeypot in the context of SCs was defined as a contract
that appeared to inadvertently allow an arbitrary user (the victim) to access its funds, on the condition that
the user first sent additional funds to it. However, this was a trap: the funds sent by the user became inacces-
sible to them, and only the creator of the honeypot (the attacker) could retrieve them. Fig. 13 illustrates the

various actors involved and the phases of a honeypot operation, which typically included:

1. The attacker deploys a contract that appears vulnerable and seeds it with some funds as bait.

2. The victim, attempting to exploit what they perceive as a vulnerability, transfers the required amount

to the contract but fails to retrieve any funds.

3. The attacker then withdraws both the bait and the funds the victim lost during their attempted exploita-

tion.

Setting up a honeypot didn’t require any special skills or capabilities beyond those of a regular Ethereum
user. The attacker only needed sufficient funds to deploy the SC and place the bait. Fig. 14 presents the
architecture and analysis pipeline of HONEYBADGER, a tool designed to detect honeypot techniques in
SCs.

Moving through details, HONEYBADGER accepted EVM bytecode as input and produced a report on
the various honeypot techniques it identified. The system comprised three main components: symbolic
analysis, cash flow analysis, and honeypot analysis. The symbolic analysis component was responsible for

constructing the CFG and performing symbolic execution on its different paths. The outcomes from this

17



Attacker Honeypot Victim
.3{ 1) Deployment T
3) Withdrawal
<) <>

4. —U —

2) Exploitation
< ) Exp

Figure 13: Actors and phases of a HONEYPOT [12].

Bytecode I l Report
3,_—| 1. Symbolic 2. Cash Flow 3. Honeypot
S;é‘?a Analysis Analysis Analysis

&

¥ 2 L 2

23 Bit-Vector Solver

Figure 14: Overview of HONEYBADGER’s Architecture [12].

symbolic analysis were then fed into both the cash flow and honeypot analysis components. The cash flow
analysis used these results to determine whether the contract could receive and transfer funds. Lastly, the
honeypot analysis component focused on identifying the various honeypot techniques discussed in the paper,
utilizing a mix of heuristics and the insights gained from the symbolic analysis.

The evaluation proposed HONEYBADGER's effectiveness in identifying honeypots, as evidenced by the
number of contracts it flagged for each specific honeypot technique. In total, HONEYBADGER detected 460
unique honeypots. Notably, 24 of these honeypots were already included in the initial dataset, which meant
that the tool successfully discovered 436 new honeypots. This highlighted HONEYBADGER’s capability to
uncover a significant number of previously unrecognized honeypots in SCs.

The intensity of research in SC vulnerability detection slightly decreased between 2020 and 2021. However,
several researchers continued to make significant contributions in this area, employing new methodologies
and combining different sources of information.

Wang et al. [77] addressed the urgent need for efficient vulnerability detection in Ethereum SCs. They in-
troduced ContractWard, a novel approach that utilized machine learning techniques. By extracting bigram
features from simplified operation codes and combining various machine learning algorithms, ContractWard
demonstrated high predictive scores and an impressive average detection time of just 4 seconds per con-
tract. This work highlighted that classifiers trained on training sets balanced with SMOTE or SMOTETomek
yielded higher Micro-F1 and Macro-F1 values than those trained on original training sets. Specifically,
SMOTETomek outperformed SMOTE in five classifiers for balancing the data, achieving Micro-F1 and
Macro-F1 scores above 96% with the XGBoost classifier. This suggested that both SMOTE and SMOTE-
Tomek effectively addressed the issue of classifiers’ weak generalization ability due to class imbalance.

In the context of False Positive Rate and True Positive Rate, an ideal classification result would be at the

point (0,1) on the graph, indicating perfect classification of both positive and negative samples. A point
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closer to the top left corner implied better classification results. The Receiver Operating Characteristic
curve of ContractWard with the XGBoost classifier. They also presented a comparison titled *Overflow
vs. The Rest’, with *The Rest” indicating invulnerable cases and *Overflow’ referring to Integer Overflow
vulnerability. The True Positive Rates were over 94% and the True Negative Rates were over 97% for
each type of vulnerability. These high TPR and TNR values demonstrated ContractWard’s effectiveness in
classification. Particularly in detecting vulnerabilities in BEC and DAO contracts, which had previously led
to significant economic losses.

In 2020, Almakhour et al. [78] underscored the vital importance of verifying SCs within blockchain-based
business processes. The immutable characteristic of blockchain technology meant that bugs in SCs could
have serious economic repercussions. Their paper offered an extensive review of formal verification methods.
It emphasized the need for thorough verification of both correctness and security in SCs. This was crucial
for maintaining trust and continuity in blockchain applications. The paper served as a comprehensive survey,
focusing on the capability of different methods to detect vulnerabilities and associated attacks in SCs.
Nguyen et al. [79] presented sFuzz in 2020, an advanced adaptive fuzzer for Ethereum SCs. sFuzz boasted a
flexible architecture that enabled easy integration of various oracles. Presently, it supports eight oracles. The
oracles operated by analyzing the logs of test cases. For example, to detect the Gasless Send vulnerability,
sFuzz checked whether a test case executed a CALL instruction with non-zero data when the available gas
was exactly 2300. Test cases revealing vulnerabilities were compiled into a separate test suite and reported
to users, along with the specifics of the vulnerabilities they uncovered.

By design, sFuzz was calibrated to report only true positives based on their defined criteria for vulnerabilities,
except in the case of Freezing Ether. However, a reported vulnerability might still have been a false positive
if it aligned with the user’s intentions, indicating that the definition might have been overly stringent. For
the Freezing Ether vulnerability, a warning could have been falsely flagged if some test cases involved
“send()” or “transfer()” functions, but such cases were not generated by the tool. The challenge in accurately
identifying Freezing Ether vulnerabilities lay in covering all feasible opcodes, which was often impractical.
They presented a comparison of the efficiency of sFuzz with two other tools, Oyente and ContractFuzzer,
revealing that sFuzz was significantly more efficient. On average, ContractFuzzer and Oyente generated
and executed only 0.1 and 16 test cases per second, respectively. The reasons for sFuzz’s superior speed
were multifaceted. ContractFuzzer simulated the entire network and managed blockchain activities, such
as committing state changes to storage and appending new blocks after function calls. Meanwhile, sFuzz
focused solely on simulating aspects relevant to vulnerabilities in SCs. This targeted approach enhanced its
speed. Furthermore, sFuzz’s implementation in C++ was highly optimized, contributing to its efficiency,
compared to ContractFuzzer, which was built using Node.js and Go language. As for Oyente’s slower
performance was expected, given that it was a symbolic execution tool, inherently slower than a fuzzer like
sFuzz.

They provided a comparative analysis between sFuzz and ContractFuzzer, focusing on the number of distinct
branches each tool covered. This comparison was graphically represented, with the y-axis indicating the dif-
ferential in the number of branches covered by sFuzz compared to ContractFuzzer. Each SC was represented

along the x-axis and sorted based on its y-axis value. Similarly, they compared sFuzz and Oyente in the
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same context. In most cases, specifically in 4077 out of 4112 contracts, sFuzz succeeded in covering more
branches than ContractFuzzer.

Moreover, for 35 contracts, ContractFuzzer covered more branches, which prompted further investigation. It
was found that the higher branch coverage by ContractFuzzer could be attributed to certain factors. Firstly,
sFuzz did not execute view functions for efficiency, leading to branches in these functions not being counted.
Since view functions did not alter the state of a SC, they were deemed irrelevant for vulnerability con-
siderations. Secondly, ContractFuzzer sometimes created invalid test cases that failed to meet mandatory
constraints but covered additional branches. These mandatory constraints were set by the compiler (such as
the Solidity compiler) and were incorporated into the bytecode to ensure the logical correctness of function
calls or data types.

Continuing in 2021, Narayana et al. [80] focused on applying deep learning techniques to identify vulnera-
bilities such as Re-entrancy, Denial of Service, and Tx.origin in SCs. The proposed model for vulnerability
detection in SCs leveraged direct feature extraction from SC source code to create a training dataset. This
dataset was derived from the AST generated by the Solidity parser, an open-source tool known for its ease
of installation and use. The parser facilitated navigating the AST using built-in functions and dictionary
methods. Once the training dataset was prepared, deep learning models could be trained to classify new

data, enabling efficient vulnerability detection. The architecture of this model involved six main steps:

1. Data Collection: SC source code was obtained from various online sources, including platforms
like Etherscan. Etherscan provided access to information on SCs, transactions, and other Ethereum

blockchain activities.

2. AST Generation: The collected SCs were processed using the Solidity parser to generate their ASTs.
The parser allowed easy inspection of ASTs, including examining variable values, keywords (such as

’if”, while’, *for’, etc.), and function names.

3. Token Sequences: This step involved breaking the AST into sequences of tokens representing different

SC code elements.

4. Dataset Generation: The token sequences generated a dataset instrumental in training the deep learning

models.

5. Applying Deep Learning Models: These models were then trained on the generated dataset to learn

how to classify and identify vulnerabilities in new SC code.

6. Experimental Results: The final step involved evaluating the model’s performance and analyzing the

results.

7. The datasets and programs utilized in this research, including the logic for detecting specific SC vul-
nerabilities like Re-entrancy, Denial of Service, and Tx.origin issues, were thoroughly discussed and

made available on GitHub.

In this work, they introduced various deep learning models specifically designed to detect security-related

vulnerabilities in SCs, focusing on re-entrancy, Tx.origin, and Denial of Service. These vulnerabilities were
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Figure 15: Overview of SolGuard’s Architecture [13].

identified using three classification approaches: binary, multi-class, and multi-label classifications. The
proposed deep learning techniques were practically implemented and tested on datasets, yielding satisfactory
results with accuracy exceeding 97% in a relatively short time. The research utilized high-quality datasets
containing approximately a thousand rows. The same dataset was used for training and testing, contributing
to the high accuracy of the results.

Moving forward, Praitheeshan et al. [13] explored the application of SCs in blockchain-based multi-agent
robotic systems in 2021. They developed SolGuard, a plugin that extended the ’solhint’ linter to check
for vulnerabilities arising from low-level external calls in Solidity SCs. They focused on addressing three
external call problems in SCs with their SolGuard plugin, designed to analyze these contracts during compi-
lation time. The default Solidity compiler, solc, checks for basic issues related to best practices in Solidity
programming. However, additional types of vulnerabilities in Ethereum SCs necessitated the integration of
certain linters with solc for enhanced issue detection.

In addressing this issue, an open-source linter named Solhint was used. Solhint categorized its validation
rules into security, style guides, and best practices. However, it’s important to note that Solhint did not
validate issues related to external calls. SolGuard was integrated with Solhint to bridge this gap. The ar-
chitecture of SolGuard, as depicted in Fig. 15, comprised two primary components: plugin generation and
compiler configuration. This integration enhanced the ability to effectively identify and address external call
vulnerabilities in SCs. SolGuard’s superior efficiency and accuracy made it a promising tool for enhancing
security in autonomous multi-robot systems.

Chen et al. [81] introduced DefectChecker in 2021, a symbolic execution-based tool for detecting defects
in Ethereum SCs. Focusing on identifying errors and flaws leading to incorrect behaviors, DefectChecker
targeted eight defects associated with severe unwanted behaviors. They presented the architecture of the De-
fectChecker approach, which comprises four key components: the Inputter, CFG Builder, Feature Detector,
and Defect Identifier. The Inputter, located on the left side of the figure, is accepted bytecode as input. While
Solidity source code was also permissible, it required compilation into bytecode. This bytecode was then
disassembled into opcodes. DefectChecker processed these opcodes, dividing them into basic blocks and
symbolically executing the instructions within each block. This process led to generating a CFG for the SC
and recording all stack events.

In addition, the Feature Detector, during the symbolic execution, identified three specific features: Money

21



Call, Loop Block, and Payable Function. Utilizing this information, the Defect Identifier employed eight
rules to pinpoint contract defects in SCs. Bytecode analysis was crucial for identifying defects in Ethereum
SCs, considering that all bytecode is stored on the blockchain, but less than 1% of SCs had publicly available
source code. This aspect was essential when SCs interacted with other contracts that might not have open-
source code for verification. In such cases, the caller SCs had to rely on bytecode analysis to determine the
security of the callee contracts. The scores for their tool were higher than Oyente, Mythril, and Security.
Lastly in 2021, Ashizawa et al. [14] presented Eth2Vec, a machine-learning-based static analysis tool for
detecting vulnerabilities in Ethereum SCs. Eth2Vec, unique in its robustness against code rewrites, used a
neural network designed for natural language processing to learn the features of vulnerable EVM bytecodes.
Fig. 16 provides an overview of Eth2Vec, a system that extended the PV-DM model, commonly used for
natural language processing, to handle EVM bytecode for unsupervised learning in neural networks. Eth2Vec
used JSON files generated from EVM bytecode as input and calculated code similarity based on the learning
outcomes from this extended PV-DM model.

To support this model, the EVM Extractor was developed. This extractor created JSON files at various
levels—instruction, block, function, and contract—by syntactically analyzing EVM bytecode. Eth2Vec pro-
cessed EVM bytecode and outputted a list of code clones and their associated vulnerabilities at the contract
level. For training purposes, vulnerabilities within contracts had to be pre-identified, which could be done us-
ing existing analysis tools. The vulnerabilities in the test data were then assessed based on the code similarity
between the identified vulnerable contracts and the training data. Ultimately, Eth2Vec outputted identified
vulnerabilities at the function level of the analyzed code, pinpointing the vulnerable functions.

They presented Eth2Vec’s inference throughput, focusing on the time taken for vulnerability detection and
displaying the results. The detection time was primarily influenced by the number of functions in the con-
tract, while the time to display results depended on the number of detected code clones. Current measure-
ments showed that Eth2Vec’s detection throughput was generally faster than an SVM-based scheme, except
for the EVM Extractor’s processing.

Eth2Vec analyzed contracts in approximately 0.371 seconds per contract, which was notably faster compared
to the SVM-based scheme, which took about 0.660 seconds per contract. Additionally, compared to an NN-
based scheme, which took about 0.748 seconds per contract, Eth2Vec maintained its efficiency advantage.
However, the time required to display detection results tended to be longer than the detection process itself.
For instance, in a more extensive analysis scenario involving 9 contracts and 94 functions, Eth2Vec required
5.6 seconds for detection, 0.015 seconds for saving, and 3.5 seconds for summarizing the results.

In 2022, there was a renewed focus on detecting vulnerabilities in SCs. Sharma et al. [?] delved into the
significant role of blockchain technology, particularly spotlighting the influences of Bitcoin and Ethereum
in popularizing decentralized transactional records. The paper introduced Mythril, a tool designed to assess
vulnerabilities in Ethereum SCs. Mythril’s core functionality was based on a symbolic execution engine,
enabling it to meticulously examine all possible states within a contract through function calls. This approach
allowed Mythril to identify vulnerabilities, though it did not extend to detecting exploits.

Mythril operated by decompiling the bytecode of an SC back into EVM opcode instructions and exploring

all possible program states over a series of transactions. It employed LASER, a symbolic virtual machine, to
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Figure 16: Overview of Eth2Vec’s Architecture [14].

simulate opcode execution and uncover vulnerabilities. LASER was instrumental in computing all possible
program states. To determine the existence of vulnerabilities, Mythril used various analysis modules and
employed Z3, an automated theorem prover from Microsoft Research, to confirm or refute the feasibility of
a compromised state. One such tool was Karl, which leveraged Mythril’s capabilities to gain insights into
new contracts on the blockchain. Mythril’s capabilities highlight its crucial role in ensuring the security
and integrity of SCs, especially in the context of the burgeoning NFT market and the broader Ethereum
ecosystem.

Zhang et al. [15] introduced the Multiple-Objective Detection Neural Network (MODNN) in 2022, a ground-
breaking and scalable tool for detecting vulnerabilities in SCs on blockchains. MODNN, capable of identi-
fying 12 types of vulnerabilities, including new ones, was notable for its advanced Multi-Objective detection
algorithms and implicit feature recognition capabilities. Fig. 17 outlines the architecture of a proposed

method, which was divided into two key sections:

1. Feature Extraction: This was the first study to leverage a pre-trained Bert model for transforming the
content of SCs into explicit features, aiming to enhance SC vulnerability detection. It also pioneered

the use of opcodes to create co-occurrence matrices for learning implicit features.

2. MOD (Model Output Detection): Here, the features extracted earlier were utilized to deliver detection
results. The model was designed to expand its output layer automatically to accommodate newly
identified vulnerability types. The paper promised a detailed examination of these components and

the associated technological challenges.

To train and test the multi-objective recognizer, the method employed a Convolutional Neural Network
(CNN) with an attention mechanism and backpropagation process, distinct from typical CNNs as it used
a feed-forward neural network. The training process was multi-faceted, beginning with feature extraction

using the CNN’s embedding layer and feature enhancement through the attention mechanism. Subsequently,
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further feature extraction occurred from the sequence using convolution and pooling layers with ReL.U ac-
tivation, followed by a multiple output structure in the dense layer, where each branch outputted a separate
vulnerability probability. Fig. 18 displays the complete MODNN process.

The experiments and evaluations conducted demonstrated the high effectiveness of the work, achieving im-
pressive metrics with an average precision of 96.51%, recall of 96.05%, and an F1 score of 96.27% across
nine identified types of vulnerabilities. For three additional vulnerabilities, the scalability of MODNN, trans-
former, LSTM, and Bi-LSTM was evaluated at a default confidence level of 0.5. Without pre-assigned labels
for unknown vulnerabilities, the method assumed all three remaining vulnerability labels in the test sequence
to be set to 1 for prediction purposes. The prediction results were cross-verified with static analysis tools to
ensure reliability.

In the same year, Ye et al. [16] presented Vulpedia, a novel method for detecting vulnerabilities in SCs.
Vulpedia addressed the shortcomings of existing static and dynamic detection techniques, which often strug-
gled with high rates of false positives and negatives. They provided details on the workflow for Vulpedia’s
vulnerability signature abstraction, encompassing four sequential steps. These steps included pre-detection
using existing tools, manual inspection of vulnerability reports, AST clustering with signature abstraction,
and finally, the composition of detection rules.

Delving further into the details, the process started by evaluating the accuracy and limitations of current tools
in identifying vulnerabilities in SCs. For this, reports on a dataset of 76,354 contracts were collected and
manually verified by experienced developers to differentiate between actual and false vulnerabilities. Next,
the workflow involved clustering contracts based on similarity using tree edit distances calculated from their
ASTs, particularly for contracts within the same vulnerability category. This step included summarizing

common nodes from the contracts’ program dependency graphs to form vulnerable and benign signatures,
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as demonstrated in Fig. 20.

Finally, the last step was manually integrating these signatures into comprehensive vulnerability detection
rules. With these rules in place, as depicted in Fig. 19, Vulpedia’s detector took unknown contracts as input
and generated reports. It preprocessed the input contract code, extracted a normalized AST, performed PDG
extraction, and compared these elements with the signatures in the vulnerability database. The outcome was
determining the contract’s vulnerability status based on whether its PDG aligned with vulnerable or benign
signatures.

By mining expressive vulnerability signatures from both vulnerable and benign contracts and extracting
structural program features, Vulpedia forms more accurate and comprehensive detection rules. In a com-
parative evaluation with established tools on a dataset of 17,770 contracts, Vulpedia demonstrated superior
precision in four vulnerability types and leading recall in three, excelling in efficiency as well.

Lastly in 2022, Mohajerani et al. [82] presented a method for verifying security vulnerabilities in SCs, fo-
cusing on a casino SC case study. This method modeled the SC as interacting extended finite state machines.
They used Solidity code for a casino, which featured three explicit states: IDLE, GAME_AVAILABLE, and
BET_PLACED. In the IDLE state, the operator could create a game using the ‘createGame* function, where
a hashed number was assigned to decide the game’s outcome. Upon creating a game, the state transitioned
to GAME_AVAILABLE, allowing a player to place a bet. Once a bet was placed, the state changed to
BET_PLACED.

The operator then used ‘decideBet to submit the original secret number and resolve the bet, determining the
game’s result based on whether the secret number was even or odd. The bet’s outcome dictated whether the
winnings were transferred to the player or added to the casino’s pot. The casino operator had the flexibility to
add or remove money from the pot at any state using ‘addToPot* and ‘removeFromPot* functions, the latter
being subject to the condition that no active bet was placed. This was ensured by the ‘noActiveBet* modifier.

By framing security vulnerabilities as specific conditions within the extended finite state machine system and
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applying non-blocking verification techniques, the authors successfully identified and resolved a significant
vulnerability that could have locked funds permanently in the casino contract. The effectiveness of this
approach was further validated by confirming the absence of such vulnerabilities in an improved version of
the contract.

In 2023, there was a significant resurgence in the interest and development of tools for SC vulnerability
detection, echoing the attention it received back in 2018. This revival was fueled by advancements in deep
learning and machine learning, leading to a range of innovative solutions.

Xie et al. [17] introduced Block-gram, a novel feature extraction model for efficient vulnerability detection
in SCs. They outlined the process of SC development and deployment. Developers initially wrote the
source code in a high-level language like Solidity. This code was then compiled into byte arrays encoded as
hexadecimal bytecodes. These bytecodes were uploaded to the EVM using an Ethereum client, where they
could be translated into EVM instructions or opcodes.

Continuing the process, after compilation into EVM bytecode and ABI, the contract was deployed through
the Web3.js interface. The deployment involved executing a transaction without a target address but with
EVM bytecode as the data field. Once processed, the EVM executed this data as code, dividing the bytecode
into deployment code, runtime code, and metadata. The runtime code and metadata were then stored on the
blockchain, with their storage addresses matched to the contract account to complete the deployment.

In Fig. 21, the feature extraction model Block-gram for SC bytecode is detailed. It began by extracting 4-
dimensional opcode block features from the opcode sequence flowchart, following EVM disassembly rules.
Opcodes were then categorized into eight types based on six vulnerability analyses by expert knowledge,
and their proportions were counted as eight-dimensional attribute features. The model analyzed individual
contracts, test datasets, and training datasets for detailed feature contributions, calculating SHAP values to
enhance interpretability.

Moreover, Fig. 22 illustrates the process of constructing an opcode sequence flow graph once the blocks and
edges were identified. This flow graph, being a directed graph, was represented through an adjacency matrix.
From this matrix, sequence features of the opcode were extracted, providing crucial insights. Following this,
four-dimensional features specific to SC blocks were derived from the same adjacency matrix. These features
effectively captured the sequential characteristics of the opcode, offering a detailed understanding of the SC’s
structure and behavior.

In their work, they proposed the feature contribution ratio. Significant feature contributions came from
binary arithmetic opcodes ratio (bin), unary arithmetic opcodes ratio (una), and system opcodes ratio (sys),
indicating their substantial impact on model training. These experimental results confirmed the features’
interpretability in the model training process. As a result, the Block-gram features, in comparison to the
traditional thousand-dimensional feature space, enhanced detection efficiency. An evaluation using seven
advanced, learning-based methods demonstrated the effectiveness of these features in significantly improving
the efficiency of detection.

Simultaneously, Sun et al. [18] and Ndiaye et al. [83] presented new frameworks, ASSBert and ADEFGuard,
respectively.

ASSBert [18] combined active and semi-supervised learning with transformer networks to address chal-
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Figure 23: Overview of ASSBert’s Architecture [18].

lenges in classifying SC vulnerabilities with limited labeled data. Fig. 23 illustrates the method’s process
as a circular one involving multiple rounds of data queries. In each round, the training set was formed from
two sources: active learning queries and semi-supervised learning screenings. Active learning involved se-
lecting a subset of unlabeled samples for manual marking, focusing on those with the highest uncertainty.
Meanwhile, semi-supervised learning aimed to identify samples most likely belonging to a specific category,
assigning them predictive pseudo tags based on the lowest uncertainty.

The method started with preprocessing the original SC source code, which included cleaning the data by
removing irrelevant lines and comments, eliminating redundant information, and formatting the cleaned
code. The vocabulary from the official Ethereum language description was then added to the Bert model’s
vocabulary. In preparing the code sequences, a [cls] token was added at the beginning and a [sep] token at
the end of each code line. Following this, SC code gadgets were analyzed and transformed into eigenvector
representations. The training set was iteratively expanded, with the active learning module selecting highly
informative samples from the unlabeled set for expert labeling. Concurrently, the semi-supervised module
picked the most confident sample subset from the unlabeled set using pseudo tags for the next training round.
This iterative process continued until the desired outcome was achieved.

They provided the classification accuracy of ASSBert under various data preprocessing levels, with labeling
ranging from 5% to 20%. To present the experimental results more clearly, a line chart was used to depict
accuracy changes across different data preprocessing methods at these labeling ratios. As the labeling pro-
portion increased, there was a general trend of significant growth in the prediction accuracy of classification
models for six vulnerabilities under different data processing levels.

For the Timestamp vulnerability, up to a 15% labeling ratio, the joint processing method showed no distinct
advantage over the contract-level processing method but outperformed the other two methods. Beyond a
15% labeling ratio, the combined processing method demonstrated higher detection accuracy than the other

three models. For the CallDepth vulnerability, at labeling ratios below 15%, the contract level processing
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method showed better model improvement than the other methods. However, at a 20% labeling ratio, the
combined processing method achieved higher accuracy.

Regarding re-entrancy vulnerability, the combined processing method and function level processing method
significantly enhanced model accuracy, particularly when the labeling ratio exceeded 10%. In contrast, for
TransactionOrderDependence and Flow vulnerabilities, the combined processing method did not perform as
well. Below a 15% labeling ratio, its improvement in model performance was not markedly better than the
other methods, and at a 20% labeling ratio, it didn’t show superior performance.

Ndiaye et al. [83] proposed ADEFGuard, which is an anomaly detection framework that utilizes SC behavior
as a key feature for detecting scams and malicious contracts. The goal of anomaly detection was to identify
states that differed from the norm, a concept that addressed the limitations of misuse detection by focusing
on typical system behaviors instead of attack patterns. This detection process involved a training phase
where the system was observed without any attacks, and a calculation method was established to define what
constitutes a normal profile. The system’s final state was then compared against this normal profile during
the detection phase to identify any deviations, which were flagged as potential attacks. However, anomaly
detection often resulted in a high number of false alarms due to legitimate behaviors that were not previously
observed, and its effectiveness was highly dependent on the specific aspects of system behavior that were
monitored.

Their model comprised two modules: an invariant calculation algorithm for determining a SC’s normal pro-
file, and an algorithm to monitor the contract’s execution. This approach offered the advantage of detecting
anomalies without needing pre-trained data or signatures and could identify unknown intrusions with rela-
tively few false alarms. The initial state represented the system’s state immediately after deploying the SC,
before its execution. The normal profile reflected the desired state post-execution, characterized by a series
of coherent system states. The final stage was the system’s condition after the SC’s execution, which, under
normal circumstances, should have aligned with the normal profile.

They presented various performance metrics of their model. They defined state mutations and the concept of
causal dependence between states and the alerts generated by threshold-crossing processes. Drawing inspira-
tion from the causal dependence relations proposed by Lamport and Augsburg, they introduced the concept
of contextual action and its related causal dependence relation. This method has shown promising results in
detecting several well-known scams, allowing for the attainment of high-performance measurements in their
evaluations.

Zhang et al. [19] developed SVScanner, a method that utilized heterogeneous patterns for vulnerability
detection. Fig. 24 depicts the architecture of their approach, which was divided into three main parts: data
processing, deep semantic extraction, and vulnerability detection.

Initially, the Solidity source code was processed into token and structural AST sequences. These sequences
were then used to extract global and structural-semantic information through a sequence model and an atten-
tion mechanism. For the vulnerability detection phase, their approach employed TextCNN as the classifier
to identify vulnerabilities in SCs. To generate structural AST sequences (SAS), the AST was constructed
from the contract source code using Solidity’s syntax. SCs, being collections of functions, had important

elements extracted from each function, such as function names, variables, operators, and control flow state-
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Figure 24: Overview of SVScanner’s Architecture [19].

ments. Each element was represented by an AST node, with various attributes like type and value to convey
the semantic and syntactic information of the contracts. The AST was built according to the grammatical
relationships between different elements.

Continuing the procedure, The solidity-parser-antler tool was utilized to get the AST of SCs, and another
tool was used to convert all ASTs into SAS, with each SAS token assigned a unique index. They provided
a detailed result of converting an SC into SAS, showing the rich structural and semantic information it
provides. TextCNN was chosen as the classifier due to its ability to extract deeper semantic information
from raw features, proven effectiveness in text classification tasks, and simple, lightweight structure suitable
for fast vulnerability detection.

He et al. [84] explored the realm of SC security, analyzing a variety of tools designed for vulnerability detec-
tion. The article initially delved into the prevalent security issues found in blockchain SCs. It then organized
these tools into six distinct categories based on their approach to detection: formal verification, symbolic
execution, fuzzy testing, intermediate representation, stain analysis, and deep learning. The effectiveness
of 27 such tools was scrutinized, particularly in terms of their ability to identify vulnerabilities in various
versions of SCs.

The results of their study revealed a limitation in most tools, as they primarily detected vulnerabilities in older
and singular versions of SCs. Among the methods, deep learning, though less diverse in vulnerability cover-
age, was noted for its superior accuracy and efficiency in detection. The article concluded by recommending
a future research direction that combines static methods like deep learning with dynamic approaches, includ-
ing fuzzy testing. This integration aims to identify a wider range of vulnerabilities in different versions of
SCs, thus improving both accuracy and comprehensiveness.

Liu et al. [20] and Tian ef al. [21] both focused on enhancing the accuracy of vulnerability detection. Liu
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et al. [20] proposed a mechanism that integrated graph neural networks with expert patterns within a deep
learning framework. Fig. 25 demonstrates the two-phase approach to managing SCs, which includes steps
both before and after contract deployment. In the pre-deployment phase, SCs underwent vulnerability testing
using a component equipped with a Graph Neural Network (GNN) model (GNN-Vul-Detection). Contracts
deemed unqualified were prevented from being deployed, and a bug report was created and filed.

As per the model’s specifications, during the runtime phase, the user established a value for the contract. For
contracts of high value, expert rules were applied to scrutinize sensitive opcodes related to risky operations. If
any violations were detected, the contract transaction was interrupted, and an error report was generated and
submitted. A SC that successfully passed this second level of vulnerability testing without any interruptions
in its opcode execution proceeded to execute its code. This ensured that transactions of SCs identified with
vulnerabilities could continue to operate normally, maintaining both security and functionality.

They revealed that the deep learning model significantly outperformed other network models in identifying
vulnerabilities, with the Graph Convolutional Network being the most effective among them. This superior-
ity was attributed to the tendency of other networks to lose essential information from the SC code during
processing, as they often overlooked structural elements of the contract program like data flow and call
linkages. This suggested that merely treating source programs as code sequences was inadequate for vulner-
ability detection tasks. In contrast, representing source code as graphs and employing graph neural networks
was a more effective approach. The graph also indicated that DM benefited from the added advantages of
deep learning, surpassing traditional detection tools in performance.

Similarly, Tian et al. [21] introduced TrVD, which used tree decomposition to capture subtle semantic fea-
tures of code fragments. The overall architecture of TrVD, as shown in Fig. 26, consisting of a training phase
where a classifier learns from vulnerability datasets with well-labeled ground truths and a detection phase
where the trained classifier outputs predictions. In both phases, the target source code fragment underwent

processing through five main modules:

1. AST Generator: This module normalized the code fragment and constructed its AST using a parser.
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2. AST Decomposer: It converted the AST into an ordered set of subtrees using a decomposition algo-

rithm.

3. Comprehensive Semantic Collector: This collected semantics from each subtree into a real-valued

vector with a tree-structured neural encoder.

4. Suspicious Semantic Focuser: It aggregated all collected subtree semantics into a contextualized em-

bedding vector, focusing on vulnerability-specific semantics using a Transformer-based model.

5. Vulnerability Detector: This module, implementing a multi-layer perceptron (MLP) with a softmax

layer, was trained to predict an output using cross-entropy loss.

Extensive experiments on five large datasets, comprising both synthetic and real-world samples, demon-
strated TrVD’s superiority over state-of-the-art deep learning-based methods in detection performance and
runtime overhead. An ablation study also thoroughly evaluated TrVD’s core designs.

In the realm of testing and verification, Driessen et al. [22] presented SolAR, an automated test suite gener-
ation tool for Solidity SCs, focusing on branch coverage. The tool SOLAR, as shown in Fig. 27, automated
the generation of test suites for SCs. It initiated this process by scraping the provided ABI to identify all
methods capable of altering the contract’s internal state, excluding pure functions like views, and collected
any hardcoded values useful for test generation. Subsequently, a Control Dependency Graph (CDG) was
generated, with nodes representing coherent blocks of code and edges indicating transitions between these
blocks. By designing a test suite that traversed each edge at least once, SOLAR ensured comprehensive
coverage of all logical paths through the code.

Fig. 28 displays the various components of SolAR, which were also available in a pre-packaged Docker file
for ease of use. Users interacted with the SolAR back-end through a command-line interface. This back-end
accessed the SC ABI, employed a CFG-creation module, and refined the CFG into a CDG using Lengauer
and Tarjan’s algorithm. The edges of this CDG were covered by the test suite created by SOLAR. SOLAR
generated test cases and executed them in a blockchain (ganache) environment, which returned the results of
the method calls from each test suite. Based on their evaluation results, SOIAR proved to be a valuable asset
for both SC developers seeking to test contract behavior and researchers looking to evaluate new algorithms
and tools for SC testing.

Moving forward, Jie et al. [23], Ji et al. [24], and Ali et al. [25] introduced novel approaches for vulnerability
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detection and testing, each leveraging different techniques to enhance the robustness and effectiveness of
their solutions.

First, Jie et al. [23] introduced a method that treated each strategy as a task in supervised vulnerability
detection. This method involved several steps: selecting features, unifying feature dimensions, fusing fea-
tures, training the model, and making decisions. Their approach utilized features from single-mode settings
(SC, BB, and EVMB), two-mode combinations (SC+BB, SC+EVMB, and BB+EVMB), and a three-mode
combination (SC+BB+EVMB), as shown in Fig. 29 Within this multimodal learning framework, techniques
such as max-pooling, spatial pyramid pooling, and dense layers were used to standardize feature dimensions.
Additionally, the method incorporated either horizontal or vertical concatenation for combining features.
The framework was designed to function optimally even if one or two modalities were absent and could
analyze contracts published without source code. Empirical findings suggested that under intramodal set-
tings, BB yielded the best performance, followed by SC and then EVMB. In two-by-two intermodal settings,
SC+BB was the most effective, followed by BB+EVMB and SC+EVMB. The three-by-three intermodal
setting outperformed the two-by-two intermodal setting, which, in turn, outdid the intramodal settings. De-
spite limitations in the number of Al models used, their framework represented a significant advancement
in SC vulnerability detection. Future work would address the out-of-vocabulary issue, explore multi-class
classification, and delve into feature importance.

Second, Ji et al. [24] proposed Effuzz, a method that combined an input parameter selection strategy with
an accelerated search strategy to enhance the efficiency and branch coverage in fuzzing Ethereum SCs.
The design is illustrated in Fig. 30 Effuzz operated in three main steps: Effuzz started by analyzing the
dependencies of branch constraints. Based on this analysis, it identified that only a subset of the input
parameters effectively satisfied the branch constraint.

Consequently, selectively mutating the involved parameters was more efficient than considering all input
parameters. However, for on-chain SCs, constructing a CFG, crucial for classic dependency analysis, was
challenging. To overcome this, they introduced an approximate dependency analysis technique that extracted
dependency information at the bytecode level, aiding in subsequent parameter selection. The selection pro-
cess was designed to maintain reachability and satisfiability, reducing invalid mutations. Initially, Effuzz
selected parameters that ensured reachability, as reaching the target statement was vital. Once such parame-
ters were identified, Effuzz proceeded to the next step with this subset of input parameters.

The approach tackled two main challenges. Firstly, it involved selecting the right subset of input parameters
for mutation, considering the unique characteristics of Ethereum SCs. Secondly, it focused on accelerating
the search to satisfy difficult branch constraints without generating excessive ineffective test cases that would
otherwise waste resources. Effuzz was implemented and tested on 3600 Ethereum SCs, with experimental
results indicating its superiority over current state-of-the-art SC fuzzers. Notably, Effuzz was able to find
more vulnerabilities while also improving efficiency.

Finally, Ali et al. [25] proposed an efficient SC Runtime Protection framework, called SRP, that minimized
the on-chain burden of runtime verification by integrating an off-chain mechanism with on-chain contract ex-
ecution. Fig. 31 displays the architecture of SRP. Alongside the EVM, it included three primary components,
each highlighted in gray, and each component played a distinct role.
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* Selection Manager: This was an SC responsible for handling the registration of vulnerable SCs and

off-chain validators. It also managed the selection process for these entities.

* Local Database: This component stored transaction records and the results of Runtime Verification
(RV).

* Runtime Analysis Engine: This engine was activated only by selected validators to apply Runtime

Verification off-chain, ensuring a focused and efficient analysis process.

The researchers tackled the challenge of overhead in on-chain Runtime Verification (RV) for SCs on blockchain
platforms. They developed SRP, a novel framework that integrated a decentralized off-chain service for SC
RV into a permissionless blockchain environment. The main innovation of SRP was its ability to enhance
RV performance by offloading the verification process off-chain. This shift allowed for the concurrent veri-
fication of multiple SCs and facilitated the on-chain execution of other types of transactions.

Delving into specifics, the RV process strategically occurred during block construction rather than validation,
resulting in heightened efficiency by minimizing redundant executions and expediting block construction
times. The effectiveness of SRP was empirically validated using data from Etherscan and through a proof-
of-concept implementation on the Ethereum platform. The results demonstrated that SRP outperformed
traditional on-chain RV methods, achieving higher throughput and reduced block construction time and
confirmation latency as the workload increased. This study not only proved the feasibility of SRP but also
opened up new avenues for research in developing efficient and secure off-chain RV solutions for SCs.
Continuing into 2023, Ren et al. [26], Yuan et al. [27], Cai et al. [28], and Zhou et al. [29] individually
presented distinct approaches to tackle SC vulnerabilities.

Ren er al. [26] proposed a novel approach, namely, Blass, based on a semantic code structure and a self-
designed neural network. As depicted in Fig. 32, Blass was structured into three phases. The first phase
involved constructing Complete Program Slices (CPSs) with full semantic structure information through
program slicing and semantic code structure fusion. The second phase encoded these CPSs into vector sets,
and the third phase focused on designing and training the Bi-LSTM-Att model.

Moreover, they created an SC dataset using code sourced from Etherscan and GitHub, comprising 25,103
SCs. To address the initial insufficiency of SC vulnerability samples, they manually modified the code to add

defect samples to the dataset. This process resulted in a total of 43,766 program slices extracted by sensitive
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Figure 32: Overview of Blass’s Architecture [26].

operational elements, including 18,559 vulnerable and 25,197 nonvulnerable slices. The vulnerable slices
consisted of 5317 with integer overflows, 3785 with re-entrancy attacks, 3991 with dangerous delegate calls,
and 5466 with timestamp dependencies.

Extensive experiments demonstrated that Blass achieved impressive recall, accuracy, and F1 scores in de-
tecting the four vulnerabilities, outperforming five traditional vulnerability detection methods. The semantic
code structure significantly improved Blass’s detection effectiveness, and the Bi-LSTM-Att model was con-
firmed as a state-of-the-art classification model. While Blass showed promising results in detecting SC
vulnerabilities, it had some limitations. It did not consider binary code and only focused on four types of
potential vulnerabilities.

Advancing, Yuan et al. [27] employed the Bug Injection framework with transfer learning techniques. Their
approach involved pre-training the Transformer encoder using source code, intermediate representation, and
assembly code. Initially, they translated the source and byte codes into intermediate representation and
assembly code, respectively. These multi-modality code snippets were then concatenated into sequences and
fed into the Transformer encoder to learn code features. The approach was further fine-tuned and evaluated
using the Bug Injection framework and a classifier for detecting SC vulnerabilities. Fig. 33 illustrates an
overview of this working procedure.

The approach comprised a multi-layer Transformer encoder, augmented by the Bug Injection framework
and a Softmax classifier, designed to fine-tune the model and identify new SC vulnerabilities. It operated
on three different code modalities: the SC’s source code, the intermediate representation from the source
code, and the assembly code derived from byte code. To enhance feature extraction, they considered these
as multi-modalities code snippets, transmitting them into the Transformer encoder for pre-training.

The process entailed three main steps. First, the preprocessing step combined and tokenized the input code
snippets. Then, the Transformer encoder processed these as multi-modality code sequences for pre-training.
Finally, the approach was fine-tuned and evaluated through the Bug Injection framework and Softmax clas-
sifier. The default embedding consisted of three parts: token, segment, and position embedding. To improve
this, they introduced entropy embedding, using entropy values to determine the weights of the code sequence,
thus influencing the weight distribution of the multi-modality code sequence.

They outlined the process of calculating the code’s entropy value and the derived entropy embedding. They
translated the Solidity source code into an intermediate representation using the EVM compiler, while the
assembly code was converted from byte code obtained by parsing transaction data with an EVM decompiler.
Following this, they counted the code token frequency of the multi-modality code sequence as per their
vocabulary. Treating the code sequence as a random variable, they calculated its entropy value H_x, which

was then used to generate the entropy embedding.
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As a result, by employing the Bug Injection framework to automatically generate buggy code, they facili-
tated the fine-tuning of the classifier for detecting vulnerabilities in SCs. The experimental results indicated
that their proposed approach, leveraging multi-modality and entropy embedding techniques, enhanced the
accuracy of vulnerability detection compared to methods relying on uni-modality code sequences.
Following, Cai et al. [28] proposed a novel approach for detecting vulnerabilities in SCs at the slice level,
focusing on capturing critical syntax and semantic features from the source code through a code graph
representation and employing a Graph Neural Network (GNN) model to identify vulnerable patterns.

As illustrated in Fig. 34, their approach began by taking source code files of SCs as input. To effectively
extract syntax and semantic information, they generated graph representations for each function of the target
SC by combining different code graphs, such as AST or CFG. Program slicing was then applied to remove
nodes irrelevant to vulnerabilities from these graphs. The sliced graphs were fed into a bidirectional Gated
Graph Neural Network (GGNN) model for feature learning, thereby obtaining hidden features for each
node. A hybrid attention graph pooling, integrating self-attention and global attention pooling, was used to
construct the graph-level feature from individual node features. A Multilayer Perceptron then served as the
classifier to detect vulnerabilities based on these graph-level features.

They proposed that combining different graphs through their Joint Code Graph (JCG) approach enhanced
feature representation capabilities. The top-k nodes, determined by their attention scores and a hyperpa-
rameter named pooling rate, were selected to form a more task-related subgraph. This subgraph was then
processed through average pooling to generate a subgraph-level feature. This method of constructing a sliced
joint graph representation for an SC’s function retained ample syntactic and semantic information from the
source code by merging various graph representations and purifying noise nodes through program slicing.
The bidirectional graph representation aided in contextual feature learning during model training, and the
hybrid attention pooling layer extracted graph-level features for effective vulnerability detection.

In the next study, Zhou et al. [29] leveraged adversarial multi-task learning. They implemented a multi-
task learning model for SC vulnerability detection, defined by two distinct tasks: identifying the presence
of vulnerabilities and classifying specific types of vulnerabilities. The first task was addressed using a bi-
nary classification network, and the second through a multi-classification network. A general classification
network was used for simplicity, with a shared layer feature vector serving as the input.

As depicted in Fig. 35, the left branch, tower A, was dedicated to detecting vulnerabilities in SCs. This
branch consisted of a convolutional layer, a pooling layer, a dropout layer, two fully connected layers, and

an activation layer. Building on their previous research, they further enhanced vulnerability detection in SCs
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using multi-task learning, adopting a parameter-sharing framework to facilitate knowledge sharing.
Experimental results showed that their model, incorporating adversarial transfer learning and orthogonality
constraints, outperformed the previous simple multi-task learning model. They also compared their model
with deep learning-based methods and other multi-task learning models. The findings revealed that their
model surpassed deep learning-based methods in detection accuracy due to the knowledge-sharing structure
of multi-task learning, which effectively extracted relevant task features to enhance performance.
Additionally, their model achieved notable detection precision compared to most multi-task learning models.
They noted that these differences were primarily related to the structures of other multi-task learning models,
such as MT-CNN and MT-DNN, which were based on classic CNNs with varying degrees of optimization
for feature learning. Other models like MMOoE and CGC also aimed to optimize the structure of multi-task
models to improve performance. In contrast, their proposed method presented a mixed parameter-sharing
architecture, introducing adversarial transfer learning to mitigate interference between private and common
features and adding regularization constraints to reduce feature redundancy.

In 2023, advancements continued as the complexity of EVM bytecode posed challenges, especially in re-
solving jump addresses. State-of-the-art static analysis-based solutions faced with accurately detecting pro-
gramming defects and vulnerabilities in Ethereum SCs.

To address this issue, Pasqua ef al. [85] introduced a new method, named EESAC-CFGEB, that employed
symbolic execution of the EVM operands stack. This method effectively resolved jump addresses in EVM
bytecode and constructed a precise Control-Flow Graph for compiled SCs. Many static analysis techniques
that relied on a CFG-based representation of SCs could benefit from this approach. The CFG reconstruction
algorithm was implemented in a tool called EtherSolve. This tool was validated on a large dataset of real-
world Ethereum SCs, proving its ability to extract more precise CFGs compared to existing approaches. Ad-
ditionally, EtherSolve was enhanced with detectors for two major Ethereum SC vulnerabilities: re-entrancy
and Tx.origin.

They proposed a novel approach to extract a precise CFG from EVM bytecode, which could serve as a foun-
dation for new static analysis tools aimed at detecting defects and vulnerabilities in Ethereum SCs. Ether-
Solve was evaluated against state-of-the-art analysis tools using a CFG-based code representation. Moreover,

EtherSolve’s enhanced capability to detect re-entrancy and Tx.origin vulnerabilities was compared with ex-
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Figure 35: Diagram of the Multi-Task Network Branch [29].

isting Ethereum analyzers, yielding excellent results.

Subsequently, Wu et al. [30] developed TaintGuard, a new cross-contract static analysis tool designed to
enhance the robustness of SC privilege control mechanisms at the source code level. TaintGuard, based
on the AST of Solidity code, utilized taint analysis and instrumentation monitoring. It employed the solc
compiler to create an AST of contract source code, filtering call relations that used ‘delegatecall‘ for cross-
contract calls. TaintGuard then generated a CFG within the target function to identify potential problematic
paths through static taint analysis and inserted monitoring code at appropriate program positions. This
process monitored the contract status at runtime to prevent tampering with contract privileges by malicious
callers.

TaintGuard’s system architecture, as depicted in Fig. 36, involved a five-step process of Solidity contract
analysis. The first step compiled the source code to generate an AST, which was then used to filter ‘delegate-
call* function calls and record nodes. The second step checked for unknown contracts and conducted code
instrumentation as needed.

Following the steps, the third step involved generating an internal CFG and applying taint analysis to identify
problematic paths. The fourth step involved transforming problem paths into a branch of the AST, inserting
monitoring code, and then converting it back into Solidity code to create a security-enhanced SC. The final
step returned the analyzed SC to the developer. TaintGuard was validated on a large dataset of real-world
Ethereum SCs and was found to have better analysis efficiency than current tools. It accurately provided
privilege protection for contracts at risk of implicit permission leakage and enhanced contract permission
monitoring.

In another study, Li et al. [31] introduced ExpenGas, a new learning-based method utilizing evolutionary
computation-based machine learning, to detect expensive operation patterns in Ethereum SCs. This approach

was developed in response to the limitations of most static analysis methods, which typically relied on spe-
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Figure 36: Overview of TaintGuard’s Architecture [30].

cialist knowledge and manually summarized patterns for detecting gas-expensive operations. Additionally,
the rapid proliferation of SCs, generating vast amounts of data, posed challenges in reapplying these methods
across varying patterns.

ExpenGas, showcased in Fig. 37, was grounded in the neural Transformer architecture of the PL and em-
ployed linear layers for outputting results. Its design emphasized a low-complexity multi-crucial data flow
graph, allowing the model to concentrate on essential features. Tested on 21,981 SC files, ExpenGas achieved
an accuracy of 83.05% and a recall of 91.96% in detecting expensive operation patterns, outperforming cur-
rent state-of-the-art methods significantly.

Despite its achievements, ExpenGas faced some limitations. Subjectivity in pre-training was an issue, as they
manually labeled the Smartbugs-wild dataset due to the absence of a ready-labeled dataset. Furthermore,
ExpenGas was only tested for the expensive operation mode, not other gas-expensive patterns, primarily due
to dataset constraints and the time-consuming nature of labeling extensive datasets. Additionally, the less
apparent keywords in some gas-expensive patterns could potentially impact the detection effectiveness.

In [32], Wang et al. focused on minimizing transaction risks in DeFi systems, particularly within Ethereum’s
DeFi ecosystem, which relied heavily on SCs. Due to the pseudo-anonymity of Ethereum, users faced
significant fraud threats, especially from Ponzi schemes. Previous studies have utilized machine learning
to build detection models for Ponzi schemes based on static SC samples. However, these methods often
fell short in the early detection stages, as Ponzi schemes tended to reveal their characteristics over time.
Current approaches struggled with capturing the temporal features of SCs in big data environments, leading
to inadequate recognition rates.

To address this, they proposed TTPS, a Long Short-Term Memory (LSTM) based method for detecting Ponzi
schemes, considering the time series transaction information of SCs. TTPS analyzed both temporal account

features and code features of SCs. They employed Adaptive Synthetic Sampling (ADASYN) to effectively
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Figure 37: Overview of ExpenGas’s Architecture [31].

enhance the feature data of minority-class Ponzi scheme samples. The TTPS approach, shown in Fig. 38,

comprised of four stages:

1. Data Acquisition: Transaction information and SC bytecode were collected using Ethereum’s API.

2. Temporal Feature Extraction: TTPS combined account and code features of SCs. SC bytecode was
converted into opcode, and its frequency was calculated. They also monitored the entire transaction

process, determining seven account features based on the Ponzi scheme’s capital flow characteristics.

3. Adaptive Synthetic Sampling: To address few-shot learning issues in the dataset, Ponzi scheme sam-
ples were expanded using ADASYN, with min-max normalization being used to compress the eigen-

value range.

4. LSTM Learning: TTPS used the LSTM algorithm to build a Ponzi scheme detection model, training

it with processed data and optimizing parameters.

They provided details on the model training flow. Moreover, they proposed details on the average detection
time of different methods. Although TTPS took longer for each detection than traditional machine learning
methods, it ensured timely fraud detection in contracts. Their experiments demonstrated that TTPS could
detect smart Ponzi schemes as soon as fraud characteristics appeared, ensuring timeliness in detection and

reducing investor risks.
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Figure 38: Overview of TTPS’s Architecture [32].

Almakhour et al. [33] explored the security verification of composite SCs on the Ethereum blockchain.
These contracts, which executed other contracts using external calls to accomplish tasks, presented unique
security challenges due to their reliance on external contracts that could be owned by different entities. Their
novel approach, depicted in Fig. 39, focused on verifying the security and correctness of composite SCs
written in Solidity. It employed finite-state machine models and model-checking methods for modeling
and verifying these contracts. The approach consisted of three phases: modeling, formal specification, and
verification, and involved four principal components: Solidity source code, FSM, Properties, and a Symbolic
Model checker.

They considered seven security properties and context-dependent security issues in composite SCs. Their
verification method was two-pronged: the first type, referred to as ‘standard properties’, applied generic
verification to all SCs, while the second type focused on ‘specific properties’ that varied from one contract
to another. All properties were expressed using computation tree logic formulae, and the nuXmv symbolic
model checker was employed for verification against these properties. This approach was validated using
a variety of Solidity SCs. The results from implementing different sets of Solidity SCs demonstrated the
efficacy of their proposed approach in verifying security properties within the context of composite SCs,
especially in collaborative environments based on the Ethereum blockchain.

Advancing in 2023, Chen et al. [34] addressed the problem of SC vulnerability detection at the function
level by constructing a novel semantic graph (SG) for each function and learning the SGs using graph con-
volutional networks (GCNs) with residual blocks and edge attention. Their method for SC vulnerability
detection, as depicted in Fig. 40, involves three stages and focuses on creating a Semantic Graph (SG) for

each SC function.

 Stage 1: Involved in the creation of an SG for each SC function.

» Stage 2: They introduced a model called EA-RGCN to learn both the content and semantic features
of the code from the SG. EA-RGCN comprised three parts: node and edge feature representation
using word2vec, code content feature learning through the Relational Graph Convolutional Network

(RGCN) module, and semantic feature learning with the Edge Attention (EA) module.

 Stage 3: The security of the SC function was validated using a classifier, which took the concatenated
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Figure 40: Overview of EA-RGCN’s Architecture [34].

code content and semantic features as input.

The approach aimed to capture both local code content features and global semantic features of the SC code.
The node features were represented as vectors using word2vec, and the edge features as the average feature of
two adjacent nodes. RGCN learned code content features from the SG, covering syntax and some semantic
information, while the EA module extracted semantic features by capturing graph structure features.

Fig. 41 illustrates the overall architecture of EA-RGCN. They conducted experiments on four significant
vulnerabilities: arithmetic, re-entrancy, timestamp, and unchecked low calls. The results showed that rep-
resenting SC code as a graph was more effective than sequence or tree representations. Their SG method
characterized more code information than existing graph-based representations. Both RGCN and EA mod-
ules significantly contributed to vulnerability detection, leading to superior performance in terms of accu-
racy, precision, recall, F1-score, and ROC-AUC compared to state-of-the-art conventional methods and deep
learning-based approaches.

Furthermore in 2023, Liu et al. [35] focused on the problem of locating vulnerable functions within SCs.
To address this, they constructed a Multi-Relational Nested contract Graph (MRNG), effectively capturing
the syntactic and semantic information in SC code, including data and instruction relationships. An MRNG

represented a SC with nodes signifying functions and edges illustrating calling relationships between these
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functions. Additionally, for each function, a Multi-Relational Function Graph (MRFG) was created to char-
acterize the function code, with various edge types denoting different control and data relationships within a

function. Their method, outlines in Fig. 42, involves three stages:

» Stage 1: Generation of an MRNG for each SC, where each node represented a function, and each
edge described the invocation relationship between functions. Correspondingly, each function was
characterized as an MRFG within the MRNG.

 Stage 2: Introduction of the MRN-GCN model to learn semantic and structural features, first from
each MRFG and then from the MRNG.

 Stage 3: Utilization of a classifier to classify each node in the MRNG, thereby determining the validity

of the corresponding function.

They proposed the Multi-Relational Nested Graph Convolutional Network (MRN-GCN) to process the
MRNG. MRN-GCN extracted and aggregated features from each MRFG using an edge-enhanced graph
convolution network and a self-attention mechanism. The resultant feature vector was assigned to the cor-
responding node in the MRNG, creating a new Featured Contract Graph (FCG) for the SC. Further feature
extraction from the FCG was achieved through graph convolution, and a feed-forward network with a Sig-
moid function was used to locate vulnerable functions.

Experimental results on real-world SC datasets demonstrated that MRN-GCN significantly improved accu-
racy, precision, recall, and F1-score in locating vulnerable SC functions. Specifically, MRN-GCN achieved
88.96%, 96.43%, and 94.21% accuracy in tasks related to arithmetic, re-entrancy, and timestamp depen-
dency vulnerabilities, respectively. It also attained an average of 94.92% in precision, 91.83% in recall, and
94.21% in F1-score. The MRNG effectively enabled neural networks to comprehend SC code and enhance
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Figure 43: Profiling features [36].

the performance of vulnerable function locating tasks. Furthermore, both the self-attention module and the
nested graph convolutional module played significant roles in the success of the MRN-GCN model.

Finally in 2023, Hajihosseinkhani et al. [36] introduced the innovative concept of profiling vulnerable SCs.
They developed an analyzer named SCsVulLyzer V.1, grounded in their proposed feature taxonomies. Ad-
ditionally, they presented an enhanced genetic algorithm (GA)-based profiling technique and a classifier.
The GA-based profiling technique leverages computational methods inspired by natural evolution to opti-
mize and enhance the profiling process, forming the core model of their work. Fig. 43 showcases the main
contribution of their work, illustrating a profile for both vulnerable and secure SCs.

Moreover, they compiled an extensive benchmark dataset comprising 36,670 Solidity source code samples,
representing a wide range of examples to validate their method effectively. Comprehensive testing and
experimentation demonstrated that their model could accurately identify vulnerable SCs. Compared to tra-
ditional and deep neural network (DNN)-based methods, their approach achieved higher precision (0.78),
recall (0.77), and F1-score (0.78). Furthermore, the GA-based profiling technique rendered the model highly
transparent and explainable.

Starting in 2024, the rising number of SCs on the blockchain brings with it a heightened risk of security
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breaches. Because SCs are immutable once deployed, vulnerabilities in their code become exploitable by
hackers, leading to substantial economic losses for users [37].

In response to these challenges, Li et al. [37] presented a novel approach to identify abnormal behaviors
indicative of SC vulnerabilities using opcode sequences. Normal transactions followed a typical control
flow path, while abnormal transactions deviated from this path. By analyzing and verifying these control
flow paths, abnormal behaviors in SCs were detected and flagged for further investigation. The model’s
architecture comprised three phases: training, monitoring, and detection.

They implemented the method by modifying the Ethereum client Geth to capture the control flow paths of
SC execution, represented by opcode sequences. These sequences were collected and stored in a database
for analysis. For newly developed SCs, a private chain was created to generate normal and abnormal control
flow paths. Meanwhile, contracts from the main Ethereum network were monitored using a full node setup.
Subsequently, a machine learning model was trained using the collected data to identify abnormal control
flow paths. The abnormal detection framework for SCs is presented in Fig. 44.

Based on the experimental results of this research, the abnormal detection framework aimed to improve SC
security by identifying and addressing potential vulnerabilities. By capturing abnormal behaviors through
control flow path analysis, the model enhanced the security posture of SCs on the blockchain. Despite
introducing some additional time overhead, experimental results demonstrated the efficacy of the approach
in achieving high detection accuracy with minimal impact on execution time.

Continuing in 2024, Zhen et al. [86] addressed the issues of low accuracy in traditional SCs vulnerability
detection methods and the insufficient feature extraction in neural network-based approaches for SCs. They
introduced an intelligent contract vulnerability identification method, Dual Attention Graph Neural Network
(DA-GNN). DA-GNN transformed the operation code sequence of nodes in the SC CFG into a feature matrix
of semantic features and relationships between nodes based on five types of proposed instructions.

The architecture of the DA-GNN started by generating attributes of the SC from its bytecode, including the
CFG and opcode sequence. It extracted attribute features from both parts and combined them as input to the
dual attention module to obtain graph features for identifying vulnerabilities in SCs. The method consisted

of two main modules:

1. Attribute Generation Module: This module generated the attributes of the SC from its bytecode, in-
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Figure 45: Overview of Fine-grained’s Architecture [38].

cluding the CFG and opcode sequence. It separately extracted relationship features between CFG

nodes and semantic features of nodes’ opcodes.

2. Dual Attention Module: This module utilized the graph attention mechanism to update the attention
between nodes. It further extracted attention coefficients from the updated CFG, generating graph
features. These features were then fed into the classification module to accomplish the vulnerability

detection task.

The dual attention mechanism introduced node semantic features and relationship features between nodes
into the GAT to achieve node embedding updates. The updated graph node information was fused through
a self-attention mechanism to obtain the graph features. The classification and prediction of vulnerabilities
were achieved through the classification module. The method was evaluated on 17,670 real SCs. Experimen-
tal results showed that the precision in detecting integer overflow vulnerabilities self-destruct vulnerabilities,
and transaction sequence dependency vulnerabilities reached 72.17%, 67.03%, and 73.66%, respectively.

In 2024, to utilize deep learning for fine-grained SC vulnerability detection, Cai et al. [38] proposed a
security best practices (SBP) based dataset construction approach to address the scarcity of datasets. They
also introduced a syntax-sensitive graph neural network to tackle the challenge of heterogeneous code feature
learning. The dataset construction approach was motivated by the insight that SC code fragments guarded
by SBP might contain vulnerabilities in their original unguarded form. Thus, they located and stripped SBP
from the SC code to recover its original vulnerable form and performed sample labeling. Fig. 45 presents an
overview of the Fine-grained Architecture.

To address the heterogeneity between tree-structured syntax features embodied in the AST and graph-
structured semantic features reflected by relations between statements, they proposed a code graph whose
nodes are each statement’s AST subtree. This was enhanced by a syntax-sensitive graph neural network
utilizing a child-sum tree-LSTM cell to learn these heterogeneous features for fine-grained SC vulnerability
detection. Finally, They compared their approach with three state-of-the-art deep learning-based methods
that only supported contract-level vulnerability detection and two popular static analysis-based methods that
supported fine detection granularity. The experimental results showed that their approach outperformed the
baselines at both coarse and fine granularities.

Moreover in 2024, Sendner et al. [87] investigated the gap between the effectiveness of existing security
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scanners and the persistent vulnerabilities in practice. They compiled four distinct datasets for their analysis.
The first dataset comprised 77,219 source codes extracted directly from the blockchain, while the second
included over 4 million bytecodes obtained from Ethereum Mainnet and testnets. Additionally, the other
two datasets consisted of nearly 14,000 manually annotated smart contracts and 373 smart contracts verified
through audits, providing a solid foundation for a rigorous ground truth analysis on both bytecode and source
code.

Utilizing the unlabeled datasets, they conducted a quantitative evaluation of 18 vulnerability scanners. Their
analysis, encompassing millions of smart contracts with both source codes and bytecodes, as well as manu-
ally labeled ones, highlighted a clear finding: there is significant room for improvement in the field of smart
contract security. This study revealed the reasons for poor performance and emphasized that the current state
of the art for smart contract security falls short in effectively addressing open problems. It underscores that

the challenge of effectively detecting vulnerabilities remains a significant and unresolved issue.

2.2 Synthesis

This sub-chapter explores the evolution of SCs security from 2016 to 2024, a period characterized by signifi-
cant innovation and varying pace of development. The field witnessed a transformative shift in 2018 with the
introduction of bytecode analysis, which greatly improved security methods. This advancement, utilizing
CFG-based approaches, marked a crucial step in ensuring the integrity of blockchain transactions.

Despite a slowdown in momentum from 2019 to 2021, this period still saw continued efforts in vulnerability
detection, with the development of innovative techniques and tools that contributed to the security and sta-
bility of blockchain applications. The pace of innovation picked up again in 2022, signaling a resurgence in
SCs security research. By 2023 and continuing to the present, the field has returned to a peak of innovation,
characterized by the introduction of various new tools and methodologies that have further enhanced the
safety and reliability of blockchain technology.

Figures 46 and 47 in this sub-chapter provide a visual representation of this journey. Fig. 46 offers a
chronological overview of significant works in the field, while Fig. 47 presents an extensive taxonomy of
previous models, detailing their development and interrelationships.

Alongside these advancements, we identify and address several shortcomings in the field, including:

* Lack of Complete Coverage: Research often targets specific vulnerability types or patterns in SCs,
potentially overlooking the full array of vulnerabilities. This narrow scope might leave certain threats

unaddressed.

* False Positives and Negatives: Tools and methods under discussion are prone to inaccuracies, such as
false positives—erroneously marking safe contracts as vulnerable—and false negatives—overlooking

actual vulnerabilities. Striking a balance between precision and recall is an ongoing challenge.

* Scalability Challenges: Some approaches struggle with scalability when applied to numerous SCs, a

pressing concern as the Ethereum blockchain continues to expand.
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* Limited Dataset Diversity: The success of certain detection methods is heavily contingent on the
quality and variety of the datasets used for training and testing. Poor or biased datasets can undermine

detection accuracy.

* Evolving SC Language: With the continuous evolution of the Solidity language and Ethereum plat-
form, existing tools and methods risk becoming obsolete and less effective against vulnerabilities in

newer Solidity versions or different programming languages.

e Unknown Vulnerabilities: Current research primarily targets known vulnerabilities, potentially ne-

glecting emerging or novel threats that could compromise SCs.

* Complexity of the Ethereum Ecosystem: The dynamic nature of the Ethereum ecosystem poses a
significant challenge in keeping detection tools and methodologies abreast of the latest trends, coding

practices, and evolving attack strategies.

* Dependency on Accessible Source Code: Some research relies on the availability of SC source code
for analysis, thereby limiting their applicability to contracts with public source code and excluding

proprietary or closed-source contracts.

* Reliance on Historical Data: Emphasizing historical data and past vulnerabilities can lead to a focus

on already resolved issues, while newer vulnerabilities might not receive adequate attention.

Through comprehensive analysis, the goal is not only to underscore these existing gaps but also to motivate
enhanced efforts toward addressing critical issues such as the lack of complete coverage, the prevalence
of false positives and negatives, scalability challenges, unknown vulnerabilities, the limited diversity of

datasets, and reliance on historical data.

2.3 Concluding Remarks

This chapter provides a comprehensive overview of previous studies and methodologies, specifically focus-
ing on the contributions referenced in Chapter 1 as CONT2 and CONT3. Throughout this analysis, the aim
is to identify the limitations of prior approaches, enumerate these deficiencies, and initiate the process by
selecting a few for examination in this work. In the subsequent chapter 3, we will delve into the details of

the proposed model.
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3 Model Architecture

This chapter presents a comprehensive and innovative methodology for analyzing and detecting vulnera-
bilities in SCs, delineated into seven distinct phases. The methodology is initiated with *Data Processing’
(Chapter 3.1), where the initial groundwork for the analytical framework is set. Subsequently, the transition
is made to the 'Best Compatible Compiler’ (Chapter 3.2), where the gathered SCs are systematically com-
piled, preparing them for detailed scrutiny. The analysis progresses to 'Feature Extraction’ (Chapter 3.3),
where an analyzer is employed to identify and isolate critical attributes from the SCs.

Moving forward, 'Feature Selection’ (Chapter 3.4) involves strategically filtering the dataset to focus solely
on features with significant impact. The subsequent ’Profiling’ phase (Chapter 3.5) involves a thorough
examination of profiling techniques. This examination aims to assess the effectiveness of these techniques
and explore potential improvements to propose an enhanced version for identifying SC vulnerabilities. This
methodology extends to the ’Classification’ phase (Chapter 3.6). Here, a basic classification algorithm is
applied to prepare the output for evaluating our proposed profiling method through a classification process.
The evaluation process is detailed in the *Evaluation Criteria’ (Chapter 3.7), which outlines the standards for
assessing the proposed model.

Identifying the optimal Implementing feature
compiler version based selection techniques to Utilized a
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bypassing the search for by identifying and to assess the
a compiler if not retaining only the most performance of the
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Figure 48: Proposed Model Architecture

3.1 Data Processing

The first step in the proposed model architecture, depicted in Fig. 48, involves collecting and processing
data. In this step, we introduce a new dataset, BCCC-SCsVul-2024, and provide detailed information about
it in chapter 4.2.
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3.2 Best Compatible Compiler

A SC compiler plays a crucial role in developing and deploying SCs on blockchain platforms, such as
Ethereum [60]. The compiler transforms high-level, human-readable code into low-level code or bytecode
that can run on the EVM [44]. One critical aspect of this process is ensuring compatibility between the
compiler version and the SC code. In Solidity, the programming language used for writing SCs for Ethereum,
the version of the compiler intended for the code is usually specified at the beginning of the code [10, 80].
For instance, in the example provided 3.2, the directive ‘pragma solidity “0.4.24;‘ explicitly states that the
contract is written for version 0.4.24 of the Solidity compiler. This specification helps prevent inconsistencies
and ensures that the code compiles and runs as expected, considering the changes and improvements that

come with different compiler versions.

[
+ @title ERC20Basic
# @dev Simpler version of ERC20 interface
# See https :// github.com/ethereum/EIPs/issues/179
%/
contract ERC20Basic {
function totalSupply () public view returns (uint256);
function balanceOf(address -who) public view returns (uint256);
function transfer(address -to, uint256 _value) public returns (bool);
event Transfer(address indexed from, address indexed to, uint256 value);

}

3 contract IEtherToken is ERC20 {

function deposit() public payable;
function withdraw (uint256 amount) public;

}
contract MultiChanger {
using SafeMath for uint256;

using CheckedERC20 for ERC20;
using ExternalCall for address;

}
contract check {
uint validSender;
constructor () public {owner = msg.sender;}
function destroy () public {
assert (msg.sender == owner) ;
selfdestruct (this);

Listing 1: Solidity code example

3.3 Feature Extraction

This sub-chapter explores the crucial feature extraction process as it applies to the analysis of SCs. Initially,
it offers a thorough overview of the background and existing methodologies in feature extraction. Building
upon this foundation, this sub-chapter introduces SCsVulLyzer-V2, an updated iteration of our previous

analyzer proposed in [36].

3.3.1 Feature Extraction Background

Feature extraction is pivotal in analyzing SCs, pinpointing key attributes essential for predicting their behav-

ior and identifying security vulnerabilities [36]. In this sub-chapter we explore various features, including
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AST, ABI specifications, bytecode, opcode, and NLP-based features, along with their extraction methods.

We also examine existing research on how these features contribute to detecting security vulnerabilities.

* AST
The AST is a tree representation of the abstract syntactic structure of source code, where each node
represents a construct occurring in the code [88]. It plays a pivotal role as a fundamental data structure
for representing the structural syntax of source code in formal languages [89]. It works by translating
each code element into a node within the tree-like structure. The connections between these nodes,
known as edges, illustrate the relationships between different code elements [90]. ASTs find a broad
range of applications, extending from the realms of compilers and interpreters to static code analysis
tools, as highlighted in [88]. More recently, an innovative application of AST was introduced by Hu et
al. in [91]. They developed a code generator that uses the AST of a SC to assign security types based
on predetermined rules. This novel application of the AST allows the generator to detect security
vulnerabilities. It also assigns appropriate security types to various code segments, thus enhancing
the security of SCs. By identifying and addressing these vulnerabilities at the code level, this method

underscores the vital role of ASTs in the development of secure systems.

In conclusion, the use of ASTs for representing the structural syntax of source code is vital for im-
proving security. This is exemplified by the recent advancements made by Hu ez al. in [91], where
ASTs were employed to enhance the security of SCs. Their approach facilitates the early detection
and correction of potential security weaknesses. This emphasizes the importance of ASTs in the de-
velopment of secure systems. The ongoing exploration of AST capabilities is set to play a significant

role in establishing new standards for system security and integrity.

* ABI
The ABI is a cornerstone within the Ethereum ecosystem, essential for enabling contracts to interact
with external entities. It also facilitates contract-to-contract communication, as elaborated in [92].
Within Ethereum, the ABI ensures that data is correctly encoded according to its type, adhering to the
specifications defined in the ABI [93]. This encoding process is critical for ensuring compatibility and

interaction among various SCs and applications within the network [94].

Samreen et al. [44] introduced a cutting-edge methodology for testing SCs in their recent work.
Their approach involves generating the ABI for a contract post-compilation. This significantly aids
in uncovering vulnerabilities, particularly focusing on Re-entrancy. Re-entrancy, if undetected and

unaddressed, poses a significant threat to the integrity of the entire Ethereum ecosystem.

In summary, the ABI is not just a fundamental part of the Ethereum structure; its correct implementa-
tion is crucial for the security and functionality of SCs. The testing technique introduced by Samreen et
al. [44] represents a significant advancement in SC testing. It emphasizes the crucial role of thorough
testing in identifying and mitigating potential security risks. This development further emphasizes the

critical role of the ABI in preserving the stability and resilience of the Ethereum ecosystem.

* Bytecode

Bytecode is a unique type of object code that virtual machines (VMs) can interpret and convert into

56



binary machine code, enabling it to be executed by a computer’s hardware processor [95]. Its standout
feature is the enhancement of code portability across different platforms, as the VM can read and adapt

bytecode to suit the specific requirements of any target platform [96].

Recent academic advancements explored notable utilization of bytecode in the fields of deep learn-
ing and system security analysis, as demonstrated in studies by Gupta et al. [97] and Vivar et al.
[98]. These studies leverage the inherent interpretability and adaptability of bytecode to develop new

methods for analyzing and fortifying systems.

Gupta et al. [97] implemented three types of deep learning algorithms, including LSTM, GRU, and
ANN. By comparing precision, recall, and F1 score, they found that LSTM, with bytecode input, per-
forms well in the context of vulnerability detection in SCs. Furthermore, Vivar et al. [98] introduced
ESAF, which uses the bytecode version of SC as input and passes it through multiple detection tools.

Based on the majority of probabilities, it decides whether the SC is vulnerable or secure.

In essence, bytecode plays a pivotal role due to its ability to enhance portability and interpretability
of code across various platforms. Its recent application in research highlights its significance as an
important characteristic in ongoing system analysis and security techniques. This solidifies its value

in advancing security systems.

Opcode

In the computing environment, an opcode, or operation code, is a crucial part of machine language
instruction, determining the specific operation to be carried out by the system [99]. Each opcode
represents a different command, usually occupying 1 byte. This byte-sized structure allows for 256

unique opcodes, each corresponding to a distinct operation [100, 101].

A recent development in malware detection methodology by Gupta et al. [97] brought the importance
of opcodes to the forefront. Their research employed opcodes as a crucial input for a deep learning
algorithm, in order to extract patterns of opcodes in malware. It was proven that opcode is highly ef-
fective in identifying vulnerabilities, showcasing the significance of opcode analysis in security threat

detection.

Furthermore, Huang et al. [102] proposed a deep learning model-based approach that combines the
characteristics of contract source codes and Opcodes for vulnerability detection. Specifically, the
expert pattern features are retrieved from the source codes, and the contextual features are extracted
based on Opcodes. Their experiment findings showed that their method beats the state-of-the-art
methods and achieves impressive F1-Score and accuracy using the real-world dataset of Ethereum

SCs addressing Re-entrancy vulnerability.

In summary, opcode analysis offers valuable insights into the workings and potential risks associated
with executing a SC. These opcode features can be a reliable measure of the contract’s complex-
ity and security aspects. Recent academic research highlights the crucial role of opcode analysis in
understanding and securing SCs, as each opcode represents a different command effectively. This em-
phasizes the importance of opcode analysis in navigating the intricate aspects of SCs and enhancing

their security.
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* Natural Language Processing (NLP)-based Features
NLP-based features, lying at the convergence of computer science and linguistics, play a pivotal role
in handling anomaly detection in text-based systems such as SCs [103]. Key techniques in NLP,
such as Word2Vec and FastText, are instrumental for generating word embeddings, which are vector

representations of words, contributing significantly to the field as detailed in [104].

Innovative applications of these NLP techniques demonstrated in the work of Qian ef al. [42] and
Zhang et al. [105]. Qian et al. [42] employed Word2Vec, a NN model, to effectively learn word
embeddings. They utilized the output of Word2Vec to train a deep NN model for analyzing patterns of
anomalies in SCs. Zhang et al. [105] introduced FastText, an open-source library that enables learning
text representations and classifiers. It provides an efficient approach to analyze textual data in SCs.
They developed a hybrid model combining FastText and Word2 Vec, which showed an enhanced preci-
sion and efficiency in detecting vulnerabilities in SCs. This hybrid model underlines the capability of
NLP techniques to interpret the relationships between different contract components, which is crucial

for identifying vulnerabilities.

In conclusion, applying techniques like Word2Vec and FastText has been instrumental in advancing
NLP, providing innovative ways for automated vulnerability detection in SCs. Prior research highlights
the potential advantages of combining these methods to improve vulnerability detection, indicating a

viable path for SC and its ecosystem security.

3.3.2 Feature Extraction Synthesis

Feature extraction is crucial in analyzing and identifying vulnerabilities in SCs. Feature categories such as
AST, ABI specifications, Bytecode, Opcodes, and NLP-based are vital for exploring SC characteristics.
Previous studies [89, 106, 92, 97, 104, 105] showed that these categories offer valuable insights into SCs’
complex structures and behaviors. The AST visually maps the source code, ABI specifications manage data
encoding and interoperability, and Bytecode and Opcodes reveal detailed information about within execution.
Moreover, NLP-based features enhance the understanding of semantic relationships within the contract code,
which is vital for spotting security vulnerabilities.

Studies suggested that for thorough analysis and precise vulnerability detection in SCs, it is essential to ex-
tract and analyze these feature sets [98, 107, 106]. Each type of feature provides unique and crucial insights,
significantly aiding the vulnerability detection process [42, 87]. As the domain evolves, the systematic ex-
traction and analysis of these features will continue to be vital in improving the security and dependability
of SCs [44, 97].

3.3.3 Proposed Feature Extraction BCCC-SCsVulLyzer

The comprehensive analysis in sub-chapter 3.3.2 highlights the need for a thorough and precise approach
to vulnerability detection in SCs. This requires extracting and examining features across a diverse range
of categories. The extensive literature review identifies five predominant categories: AST, ABI, Bytecode,

Opcode, and features derived using NLP techniques. Each of these categories contributes unique and vital
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insights, significantly augmenting the effectiveness of the vulnerability detection process. For a concise
overview, Table 1 outlines the feature categories reviewed in previous works.

In the bytecode category, this study introduces a new feature called bytecode entropy, which calculates
the entropy of bytecode. This feature is proposed because the entropy formula effectively measures the
randomness and information content of data, offering a quantifiable metric for uncertainty. This is crucial
for applications in cryptography, data compression, and anomaly detection, where higher entropy indicates
more randomness and less predictability.

Given a bytecode represented as a hexadecimal string, the function first converts it to a byte array. Then, it
calculates the frequency of each unique byte in the array. Finally, it computes the Shannon entropy of the
byte array. Mathematically, the Shannon entropy H(X) of a discrete random variable X with possible values

X1,X2,...,X, and corresponding probabilities p1, pa, ..., p, is given by:

-

H(X)=—) p(xi)log, p(x:)

1

i
In the context of the function:

-Let X be the set of bytes in the byte array.

-Let p(x;) be the probability of byte x; occurring in the byte array.

-The probability p(x;) is calculated as the frequency of x; divided by the total number of bytes in the array.
So, for a byte array d of length N, the entropy H(d) is:

(), (22

xed

where: - count(x) is the number of occurrences of byte x in the byte array. - N is the total number of bytes in
the byte array.

This formula quantifies the amount of uncertainty or randomness in the byte array.

Table 1: Summary of features

Paper Features Description

[91] AST Generating security type assignments based on proposed rules for SCs
and providing a tree representation of the abstract syntactic structure of
source code.

[44] ABI specifications Provides a standard way for outside interaction and contract-to-contract
interaction in the Ethereum ecosystem by encoding data according to
its type.

[97, 98] Byte code Form of computer object code that an interpreter converts into binary
machine code.

[97] Opcode Represents a specific operation in the environment, with 256 possible
opcodes.

[105, 42] NLP-based Involving the conversion of raw text into numerical representations that

machine learning algorithms can more easily process.

To generally categorize these features, we assess their activation time—whether they are evaluated before
or after compilation—and classify them into two main categories: compiler-based and non-compiler-based.

This classification enables us to maximize the breadth of feature extraction. Compiler-based features pri-
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marily include elements that are processed after the source code passes through the compiler, such as ABI
and AST. On the other hand, non-compiler-based features are derived by synthesizing insights from existing
NLP-based features, which have been explored and refined in prior research. We adapt these features to our

specific context, focusing on keywords pertinent to SCs.

Non Compiler-Based

Compiler-based Features
Features
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Figure 49: Architecture: BCCC-SCsVulLyzer

Moreover, this research introduces innovative features under three newly defined categories: Contract Infor-
mation, Source Code Information, and Solidity Information. These categories are specifically designed to
concentrate on the quantitative elements of the code, encompassing metrics like the count of diverse func-
tions, statements, loops, and lines. The integration of these novel features is intended to enrich our analysis,
offering a more detailed and thorough perspective. This enhancement is pivotal in advancing the effective-
ness of the proposed SCs vulnerability detection framework. This study introduces BCCC-SCsVulLyzer, a
new analyzer that combines both compiler-based and non-compiler-based features. This integration enhances
the methodology’s standing in SC vulnerability detection within the field.

Fig. 49 presents a detailed diagram illustrating the BCCC-SCsVulLyzer process. This comprehensive il-
lustration outlines the steps from obtaining the source code to extracting and passing the dictionary of all
features. Moreover Fig. 50 presents a detailed taxonomy of all extracted feature categories used in BCCC-
SCsVulLyzer. Detailed descriptions of each feature, along with their categories, are provided in Tables 2 and
3.

3.4 Feature Selection

Through the features extracted by BCCC-SCsVulLyzer, a substantial set of 240 features is obtained, which
is more than sufficient. To refine this extensive feature set and identify the most impactful ones, this sub-
chapter proposes a feature selection process that employs an ensemble model integrating three distinct feature

selection methods. This approach enables leveraging the strengths of each method, ensuring a comprehensive
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Table 2: Details of Compiler-Based Features Extracted

Category Measure abbreviation Description
Bytecode Entropy BCFl1 MeaS}lre of .randomness or complexity in the pro-
gram’s compiled bytecode.
Number of Characters  BC F2 [Character name]  Count of unique character symbols in the program’s
compiled bytecode.
Opcode Number of Instruc- OC F1 [Character name]  Total count of operational code (opcode) instructions,
tions representing the execution steps.
Length of export- ASTFI1 Size or complexity measure of the exported symbols
AST edSymbols in the AST.
Source ID AST F2 Unique identifier for specific source code elements
within the AST.
NodeType AST F3 Category or class of a node, indicating the syntax con-
struct it represents.
Number of Children AST F4 Count of immediate descendant nodes within the AST
structure.
Length of Constant ABIF1 Fixed size of a constant value in the ABI data repre-
sentation.
Length of Name ABIF2 Number of characters or bytes for an identifier or
name in the ABIL.
Length of Payable ABI F3 Specifies if a function can receive Ether transactions
ABI (not a length measure).
Length of State- ABIF4 Number of characters describing the mutability type
Mutability of a contract’s state.
Length of Type ABI F5 Number of characters or bytes specifying an ABI ele-
ment’s type.
Length of Input ABI F6 Number of parameters or size of data for a function or
method call.
Length of Zero Values ~ ABI F7 Count or size of parameters set to zero in a function
in Input or method call.
Length of Non-Zero ABIF8 Count or size of non-zero value parameters in a func-
Values in Input tion or method call.
Length of Output ABIF9 Number of return values or data size returned by a
function or method.
Length of Zero Values ~ ABIF10 Count or size of return values set to zero by a function
in Output or method.
Length of Non-Zero ABIFI11 Count or size of non-zero value return values by a

Values in Output

function or method.
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Table 3: Details of Non-Compiler-Based Features Extracted

Category Measure abbreviation Description
Contract Information Contract Name CIF1 Identifier or title for a specific SC in a blockchain net-
work.
Base Contract In-  CIF2 Details of a parent or primary contract from which a
formation SC inherits features.
Source Code Information Number of EIFI Count of distinct occurrences or actions within a sys-
Events tem or application.
Number of Func-  FIF1 Count of distinct operations or procedures in a spe-
tions cific context.
Number of Public ~ FIF2 Count of externally accessible functions in a module
Functions or contract.
Number of Loop  FIF3, FIF4 Count of repetitive control structures (e.g., “while”,
Statements ”for”) in a code block.
Number of If FIF5 Count of conditional statements for decision-making
Statements in a code block.
Number of Exter-  FI F6 Count of calls to external contracts or services in
nal Calls blockchain development.
Total Code Lines ~ LIFI Total lines of code, including comments and whites-
pace.
Comment Lines LIF2 Lines containing comments or explanations in a code-
base.
Blank Lines LIF3 Empty lines without code or comments in a codebase.
Duplicate Lines LIF4 Identical lines of code appearing more than once in a
codebase.
Solidity Information “delegatecall” SIF1 Occurrences of the “delegatecall” instruction in SC
Count code.
“callcode” Count  SIF2 Occurrences of the “callcode” instruction in SC code.
“call” Count SI F3 Occurrences of the “call” instruction in SC code.
”send” Count SI F4 Uses of the “send” function to transfer funds in SC
code.
“transfer” Count SIF5 Uses of the "transfer” function to transfer funds in SC
code.
“selfdestruct” SI F6 Occurrences of “selfdestruct” to remove contracts
Count from the blockchain.
“create” Count SIF7 Uses of “create” to deploy new contract instances on
the blockchain.
“create2” Count SIF8 Uses of “create2” to deploy new contract instances on

the blockchain.
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and effective selection of the best features for the proposed profiling model.

The first feature selection algorithm, the Fisher Score, detailed in 1, is utilized to pinpoint the most discrimi-
native features among various classes [108]. The method involves computing the mean of each feature across
all samples and then separating the features by class. For each class, it calculates the within-class scatter by
measuring the squared differences between each class sample and the class mean [109]. It also calculates
the between-class scatter by assessing the squared differences between the class means and the total mean,
scaled by the class size. The Fisher Scores are then obtained by dividing the between-class scatter by the
within-class scatter for each feature [110, 111].

The Fisher Score algorithm has several advantages, particularly its effectiveness in scenarios where the goal
is to maximize class separability, making it ideal for classification tasks. By focusing on the ratio of between-
class to within-class variance, the Fisher Score can identify features that contribute most to distinguishing
between classes, thus facilitating more accurate and efficient classification models [110]. The method is
also relatively simple to understand and apply, allowing practitioners to quickly identify relevant features
without extensive preprocessing or parameter tuning [109, 111]. Moreover, by reducing the dimensionality
of the data by selecting the most relevant features, the Fisher Score can help in alleviating issues related
to high dimensionality, such as overfitting and computational inefficiency. Furthermore, the Fisher Score
is model-independent, meaning it does not assume any specific model structure, making it versatile and
broadly applicable across different types of data and classification algorithms. However, its effectiveness is
particularly pronounced in linearly separable problems, where the separation between different classes can

be captured through linear combinations of features [111].

Algorithm 1 Feature Selection: Fisher Score

Require: X: matrix of features, y: target vector
Ensure: scores: Fisher Scores for each feature
mean_total < np.mean (X, axis = 0)
classes < np.unique(y)
SW<+0 > Within class scatter
SB<+0 > Between class scatter
for c in classes do
Xc+X[y==(]
mean_c < np.mean(X _c, axis = 0)
S_W < S_W +np.sum((X _c — mean_c)?,axis = 0)
n_c < X_c.shape|0]
mean_dif f < (mean_c —mean_total)*
S B+« S B+n_cxmean_dif f
end for
scores + S_B/S'W
return scores

The second algorithm, described in 2, is the Information Gain algorithm. It plays a crucial role in constructing
decision trees, serving as an advanced method for feature selection [112]. It begins by evaluating the dataset’s
overall entropy, which measures the initial state of disorder or uncertainty [113]. As it cycles through each
dataset attribute, the algorithm calculates the reduction in entropy, known as information gain. This reduction

results from segmenting the data according to the distinct values of each attribute. This systematic approach
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enables the identification of the attribute that most significantly decreases entropy [114]. By dividing the
dataset into subsets based on the values of each attribute and then calculating each subset’s entropy, the
algorithm can ascertain the total remaining uncertainty, or conditional entropy, following the split. The
difference between the original entropy and this conditional entropy yields the information gain associated
with each attribute [113, 115].

The primary advantage of information gain is that it ensures, at each decision point, the systematic reduction
of uncertainty with every split in the decision tree. This not only streamlines the decision-making process
by focusing on the most pertinent features but also aids in constructing more efficient and interpretable trees
[112, 115]. The Information Gain algorithm is highly esteemed for its capability to simplify intricate data,
thereby lowering the risk of overfitting and improving the decision tree’s performance on unfamiliar data.

However, it may disregard feature interactions unrelated to entropy reduction [114].

Algorithm 2 Feature Selection: Information Gain

Require: D: Dataset with classes C,C,...,C,, F: Set of features
Ensure: A*: The feature with the highest information gain

maxGain < 0 > Maximum information gain
A* < NULL > Best feature
H(D) + —Y} , p(C)log, p(C;) > Entropy of Dataset
for A in F do

conditional Entropy < 0
for each possible value v of feature A do
Partition D into subsets D, where A = v
H(Dy) < — Y, p(Ci|Dy)log, p(Ci|Dy)
conditional Entropy < conditional Entropy + “%‘"lH(DV)
end for
infoGain < H(D) — conditional Entropy
if infoGain > maxGain then
maxGain < infoGain
AT A
end if
end for
return A*

The third feature selection algorithm, the Chi-squared (xz), discussed in 3, is a statistical method used to
evaluate the independence between each feature and the target variable in a dataset [116]. It operates by
calculating the Chi-squared statistic between each feature and the target variable, quantifying the degree of
dependence between categorical variables. In practice, for each feature, the algorithm computes the expected
frequencies of each category under the assumption that the feature and target are independent [117]. It then
compares these expected frequencies with the actual observed frequencies, accumulating the discrepancies
across all categories to form the Chi-squared score [118, 119]. Features with higher scores are considered
more important as they indicate a stronger association with the target variable, suggesting that changes in the
feature have significant impacts on the outcome.

The main advantages of the Chi-squared feature selection algorithm are its simplicity and effectiveness in
identifying relevant categorical features, especially in classification problems [119, 120]. Focusing on the

statistical significance of feature-target relationships helps in reducing the dimensionality of the dataset,
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leading to improved model performance and reduced computational costs. Additionally, since it only requires
categorical data, it is particularly useful in scenarios where data is naturally discrete or when dealing with
count data [116, 117]. However, it is not suitable for continuous variables unless they are binned into

categories, which can introduce additional considerations into the feature selection process.

Algorithm 3 Feature Selection: Chi-squared

Require: X: matrix of features, y: target vector
Ensure: chi2_scores: Chi-squared scores for each feature
categories < unique values in y
features <— number of features in X
Initialize chi2_scores as zeros with length equal to features
for feature in X do
for category in categories do
O < observations of feature in category
E < expected observations of feature if independent
chi2_scores| feature] < chi2_scores|feature] + %
end for
end for
return chi2_scores

After analyzing three feature selection algorithms, their advantages and disadvantages are strategically sum-
marized in Table 4, guiding the decision to adopt an ensemble approach. This selection was driven by the
goal of harnessing diverse methodologies that illuminate different facets of feature relevance and their inter-
actions with the target variable, ensuring a thorough and multifaceted analytical approach. The Fisher Score
algorithm is renowned for its ability to distinguish features based on their class separability, particularly
beneficial for linearly separable data. This method enhances model performance in classification tasks by
focusing on the variance ratios between and within classes, thus pinpointing features that are crucial for class
differentiation [110, 111]. However, its primary limitation lies in its lessened effectiveness in capturing the
complexities of non-linear class distributions, an area where it may fall short.

Complementing the Fisher Score, the Information Gain algorithm explores the reduction of entropy, offer-
ing a deeper understanding of how each feature reduces uncertainty within the dataset, an asset in crafting
decision trees [112, 114, 115]. This approach shines in mapping out non-linear relationships and complex
feature interactions, areas that may be overlooked by the Fisher Score’s linear focus. Moreover, the en-
semble incorporates the Chi-squared algorithm to enhance the feature selection strategy further by targeting
categorical data and assessing feature independence from the target variable. This inclusion broadens the
feature selection scope, addressing biases inherent in the other two algorithms, particularly their focus on
linear separability and continuous variables [118, 119, 117].

The integration of these algorithms into an ensemble model leverages their individual strengths while coun-
terbalancing their weaknesses. This comprehensive strategy ensures a well-rounded feature selection pro-
cess, accommodating both continuous and categorical data types. By combining these approaches, a frame-
work for feature selection is created that is both balanced and efficient, resulting in analytical results that are
both reliable and perceptive. This framework simplifies and boosts overall model performance by taking into

account the complex structure of data while also supporting the goal of extracting the most informative and
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discriminative features from large collections. Table 5 displays the outcome of the feature selection frame-
work. It showcases the top 80 features out of 240, selected based on their high scores obtained from three
feature selection algorithms. These features were chosen because the remaining ones exhibited significantly

lower scores, resulting in a noticeable decline in their values.

Table 4: Comparison of Feature Selection Algorithms

Algorithm Advantages Disadvantages

Fisher Score Maximizes class separability, ideal for linearly — Less effective for non-linear class distributions.
separable data, simple to apply, and model-
independent.

Information Gain  Reduces dataset entropy, aids in constructing  May overlook feature interactions not related to entropy
interpretable trees, simplifies complex data, and  reduction.
minimizes overfitting.

Chi-squared (x2)  Simple, effective for categorical features, aids  Not suitable for continuous variables without binning,
in dimensionality reduction. may miss non-categorical relationships.

3.5 Profiling

This sub-chapter focuses on profiling, beginning with a thorough review of existing literature on profiling
techniques. Next, a taxonomy, as shown in Fig. 51, is introduced to concisely summarize previous profiling
methods. Following this, a synthesis of these methodologies is presented, detailing the criteria and reasoning

behind the selection of the most appropriate techniques for the specific objectives of this work.

3.5.1 Profiling Background

Profiling is a technique pivotal for evaluating the performance of systems, algorithms, or applications, aimed
at optimizing effectiveness and pinpointing areas for improvement [121]. This process involves the assess-
ment of various operational aspects, such as execution time, resource usage, and the accuracy and reliability
of machine learning models. It also examines the interplay between input features and their resulting predic-
tions [122]. The primary objective of profiling is to boost the system’s effectiveness, reliability, and overall
quality [123]. This sub-chapter delves into various profiling approaches, offering a detailed exploration.
A comprehensive categorization of existing profiling methods is presented in Figure 51, providing a clear

overview of the field.

3.5.1.1 Statistical

Statistical profiling evaluates a system, algorithm, or application’s performance by gathering and examining
data about its state [121]. Statistical profiling is used to collect data on the system’s CPU, memory, and I/O
operations to pinpoint areas of inefficiency or subpar performance. The analytical techniques utilized in the
profiling process include the Anderson-Darling test, Mahalanobis distance, Hotelling’s t-squared, hypothe-
sis testing, the Girvan-Newman algorithm, and the Louvain method. Additionally, prominent methodologies
like the t-test, Kolmogorov-Smirnov, and Kullback-Leibler divergence are also employed, being widely rec-

ognized in statistical analysis.
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Table 5: Result of Feature Selection Process

Feature name Score Feature name Score

Bytecode Entropy 3681.07 Count_bytecode_character_d 164.69
AST Features_ast_nodetype 1917.06  ABI Features_len_non_zero_input 162.59
AST Features_ast_src 1137.47  Opcode Count Features_JUMPI 162.46
Opcode Count Features_STOP 505.08 Functional Number of functions 160.66
Opcode Count Features_ RETURN 399.32 Count_bytecode_character_7 158.04
Opcode Count Features CALLVALUE 34591 AST Features_ast_len_exportedSymbols 157.33
ABI Features_len_list_payable 277.00 Opcode Count Features_'SLOAD 152.51
ABI Features_len_list_type 267.10 Lines_Code 147.80
Count_bytecode_character_3 24491 Lines_total 147.40
ABI Features_len_list_constant 244.77 Opcode Count Features_ DUP2 145.94
ABI Features_len_list_name 241.37 Opcode Count Features JUMP 144.54
ABI Features_len_list_stateMut 241.02 Opcode Count Features_SSTORE 139.88
Count_bytecode_character_4 240.44 Opcode Count Features MSTORE 135.80
Bytecode Length 237.99 Opcode Count Features_ISZERO 134.72
Count_bytecode_character_5 234.30 Opcode Count Features CALLDATALOAD  131.59
Opcode Count Features_SWAP1 217.55 Opcode Count Features_ DUP3 130.43
ABI Features_len_non_zero_output 217.00 Opcode Count Features_SUB 128.92
Count_bytecode_character_b 216.80 ABI Features_len_list_output 128.62
Opcode Count Features_ DUP1 212.42 Opcode Count Features_ ADD 128.54
Count_bytecode_character_9 210.31 Count_bytecode_character-a 127.08
Opcode Count Features_ AND 204.80 ABI Features_len_zero_input 125.06
Count_bytecode_character_6 204.28 Opcode Count Features_ DIV 124.07
Opcode Count Features JUMPDEST 198.28 Opcode Count Features MLOAD 124.00
Opcode Count Features_ SWAP3 198.10 Opcode Count Features REVERT 115.62
AST Features_ast_id 197.04 Opcode Count Features_ DUP4 109.85
Opcode Count Features 1.OG3 190.66 Opcode Count Features . CALLCODE 109.63
Opcode Count Features_SWAP2 188.27 Opcode Count Features_ EXP 108.33
Count_bytecode_character_1 185.25 Count_bytecode_character_c 104.46
Count_bytecode_character-8 181.79 Opcode Count Features_ PUSH4 103.91
Opcode Count Features_ PUSHI1 180.70 Opcode Count Features_DUP7 100.97
Opcode Count Features_POP 180.11 Opcode Count Features_ DUP6 100.24
Count_bytecode_character_2 178.60 Opcode Count Features_DUPS 99.89

Count_bytecode_character_f 176.01 Solidity call 97.14

Opcode Count Features CALLER 175.60 Opcode Count Features_EQ 95.84

ABI Features_len_list_input 175.08 Contract Name 95.70

Functional_Number of “public” functions  173.30 Opcode Count Features_ CALLDATASIZE 92.78

Opcode Count Features PUSH20 172.13 Solidity send 91.64

AST Features_ast_len_nodes 170.75 Count_bytecode_character_0 87.02

Opcode Count Features_ PUSH?2 168.24 Opcode Count Features EXTCODECOPY 86.88

Duplicate Lines Count 167.45 Opcode Count Features_ SWAP4 81.81
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Figure 51: Taxonomy: profiling

* Mahalanobis distance: Mahalanobis distance was used by Hoffelder er al. [124] as an alternative
multivariate measure to assess the similarity of groups. After initial testing, they focused on problems
in the context of the dissolution. For instance, one may choose a precise approach, but it would
be difficult to calculate a product-independent equivalency margin. They presented T2EQ, a useful
technique built on the Mahalanobis distance to address these issues. This method offers an internal

equivalence margin for comparing dissolution profiles, aligning with existing dissolution guidelines.

* Girvan-Newman: lorio et al. [125] applied the Girvan-Newman algorithm to create a drug similarity
network using a public dataset with genome-wide Gene Expression Profiles (GEPs) from treatments
with over a thousand compounds. In this network, drugs with shared molecular targets are linked or
fall within the same group. Their method calculated a unique similarity distance between two drugs by
merging GEPs through the Girvan-Newman algorithm. The Girvan-Newman algorithm works by (1)
Calculating the shortest paths between nodes. (2) Count the paths through each edge (edge between-
ness or centrality). (3) Removing the edge with the highest betweenness. This process continues until
no edges are left, resulting in a hierarchy of drug communities based on the segments that become

disconnected as edges are removed.

* Kolmogorov-Smirnov: Rassokhin et al. [126] pioneered a novel approach for experimental design in
medicinal chemistry, capitalizing on multiobjective optimization principles. This method balances tra-
ditional design objectives and additional selection criteria, thereby achieving designs that encompass
diverse objectives. Significantly, their work introduced two design types—single and array—that inte-
grated the Kolmogorov-Smirnov profiling technique to evaluate performance based on drug-likeness
parameters. This profiling approach was powerful when developing an exploratory library, optimiz-
ing five distinct parameters. The design outcome exhibited diversity, reflected molecular weight and
log(P) profiles akin to known drugs, required minimal reagents, and allowed facile synthesis using
robotic hardware in an array format. Consequently, their study underscored the substantial potential of
employing the Kolmogorov-Smirnov profiling technique in the optimization and synthesis of chemical
compounds [126].
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* Kullback-Leibler divergence: Zhang et al. [127] devised a method to effectively combine medium
and low spatial resolution images, leveraging a conceptual model that classifies the study area into
diverse pixel types at a MODIS 250m scale. A key component of their approach was using Kullback-
Leibler (KL) divergence as a profiling technique. This method allowed for the examination of simi-
larity between unknown pixels and pure winter wheat samples, achieved through studying temporal
changes in NDVI. The KL divergence profiling approach demonstrated promising results, particularly

in the principal agricultural region of the Yiluo River Basin [127].

In summary, this sub-chapter discusses four methodologies within the statistical category: Mahalanobis
distance [124], Girvan-Newman algorithm [125], Kolmogorov-Smirnov [126], and Kullback-Leibler diver-
gence [127]. As statistical profiling techniques, these methods analyze behaviors by gathering statistical data,
such as calculating similarities or dissimilarities between parameters using various algorithms. Mahalanobis
distance provides an internal equivalence margin for comparing dissolution profiles. The Girvan-Newman
algorithm is effective in calculating unique similarity distances between entities.

However, both the Mahalanobis distance and Girvan-Newman methods can be complex, with their results be-
ing significantly influenced by the characteristics of the dataset. Kolmogorov-Smirnov can optimize multiple
parameters simultaneously, while Kullback-Leibler divergence is proficient in assessing similarities between
distinct entities. Nonetheless, both suffer from limited generalizability and applicability. Furthermore, the
accuracy and effectiveness of the Kullback-Leibler divergence may depend on the quality and specificity of
the examined data. In essence, each method offers specific advantages in its application domain but also has

limitations that require careful consideration and selection based on the particular context.

3.5.1.2 Graph-Based

Graph-based profiling is a technique for evaluating the performance of a system, algorithm, or application
using graph data structures [128]. This method collects performance data and represents nodes and edges
in a graph, visually representing the relationships between various system elements [129]. Graph-based
profiling aims to optimize performance by reducing the time and resources required to execute specific
tasks and improve the efficiency, reliability, and overall quality of the system, algorithm, or application
being evaluated [130]. This technique is widely used in software development, database optimization, and
machine learning, providing a robust performance analysis, debugging, and optimization tool. As follows,

graph-based techniques are divided into six categories.

* Graphlet: In their study on Graphlet profiling, Karagiannis et al. [128] developed comprehensive
end-host profiles to capture and visualize diverse user activities and behavior. They introduced an
innovative profiling approach based on graphs, enabling the extraction and representation of flow-
level data at the transport layer. The authors introduced a graphlet consisting of six columns: source
IP, protocol, destination IP, source port, destination port, and destination IP. Their initial findings
highlighted the dynamic nature of user behavior, underscoring the importance of adaptive profiling

methods.
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e AMI-Frank: Han ef al. [131] introduced an advanced graph-based model called AMI-Frank, de-
signed explicitly for personalized search within folksonomies. The model incorporated the individual
user’s multiple interests and preferences [131]. To tackle challenges such as multiple user interests and
shifts in user interest over time, the algorithm employed a community clustering technique and an ant
algorithm-based evaporation method to update the graph [131]. The experimental results demonstrated

enhanced personalization performance compared to existing state-of-the-art algorithms [131].

* Heterogeneous graph attention network: Graph-based methods have gained significant attention in
recent research due to their effectiveness in various applications, such as enhancing user profiles and
classifying apps and tweets [129]. Chen et al. [132] proposed a semi-supervised approach to enhance
user profiles, leveraging heterogeneous graph learning. They introduced a universal solution using
the heterogeneous graph attention networks (HGAT) technique. This method learned representations
for each entity by leveraging the graph structure and assessing the relative importance of neighboring
entities through the attention mechanism. The results underscored the effectiveness of this approach

in enhancing user profiles.

In a related study by Xue et al. [133], they introduced AppDNA, a framework that aimed to gen-
erate concise representations of an app’s behavior using a combination of function-call graphs and
heterogeneous graphs. This compact representation proved useful for multiple applications, such as
malware detection, app categorization, and plagiarism detection. To overcome the challenge of con-
verting large call graphs into fixed-size vectors, the authors proposed a graph-encoding technique. The
results showcased a high accuracy rate of 93.07 percent in classifying 4024 apps as either secure or

malware, achieved within a fast runtime of approximately 5.06 seconds.

Labadie et al. [129] introduced a novel system that employed a graph-based model to encode tweets
as individual nodes within a graph structure. This graph representation was subsequently fed into a
NN for profile classification. The authors highlighted the advantages of their approach over previous
methods, emphasizing its ability to overcome existing challenges and generate a valuable and reliable
profile kernel for classification tasks. The effectiveness of these graph-based methods underscores

their potential for diverse applications and paves the way for future research in this domain.

» Causality graph: Asai et al. [134] presented a comprehensive application identification framework
comprising three key modules: feature vector space construction, supervised learning of feature vec-
tors, and application identification based on similarity measures. To extract distinctive patterns for
identification, the framework utilized a graph-mining algorithm. The authors evaluated the framework
using packet traces from seven P2P applications, serving as ground truth and achieved an impressive

overall accuracy of 90% [134].

* Knowledge Graph: In [135], Munir et al. delved into profiling within the context of Industry 4.0,
focusing on the fourth industrial revolution. They proposed an approach that utilized a knowledge
graph—a graph-based data structure that captures entities and their relationships. In addition, semantic

modeling was employed to transform real-world concepts into a formal representation suitable for
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computer analysis [135]. The study’s findings showcased the efficacy of this method in enhancing
the accuracy and efficiency of profiling within the industry. Furthermore, they [135] shed light on
the potential applications of knowledge graphs and semantic modeling, offering valuable insights into

their utilization in profiling tasks.

e Maximum/Minimum Common Subgraph: Daoud ez al. [136] introduced a method for personalized
document ranking by leveraging a semantic user profile represented as a graph. The proposed model
utilized graph representation learning techniques to consider the user’s preferences and interests across
various topics. This information was then employed to rank documents based on the most relevant
maximum or minimum common subgraph for the user [136]. Using a graph-based representation, the
model effectively captured complex relationships between different concepts and topics, ultimately

enhancing the quality of personalized document ranking [136].

Summing up, graph-based profiling presents a collection of potent techniques for enhancing performance
and addressing complexities in areas such as software development, machine learning, and database opti-
mization. These methods, characterized by their diversity and adaptability, leverage graph data structures to
improve system operation. The wide-ranging applicability of these techniques, from personalization algo-
rithms to semantic modeling, underscores the significance and promising future of graph-based profiling. As
research continues, the use and impact of these strategies are expected to expand, catalyzing advancements

in performance optimization.

3.5.1.3 Fuzzy

Utilizing fuzzy logic to assess system performance is called fuzzy profiling [137]. It uses fuzzy sets, which
are collections of values with varying degrees of membership, to evaluate performance data while consider-
ing many variables and their interactions. Using less time and resources to complete particular tasks max-
imizes performance, efficiency, and dependability [138]. Fuzzy profiling is a helpful tool for performance
analysis in complicated or dynamic systems. Following, we delve into the category of fuzzy profiling known
as the fuzzy rule [139].

* Fuzzy rules: In[140], authors presented a method for developing fuzzy information retrieval (IR) sys-
tems. Their approach involved incorporating relevance feedback and fuzzy rule-based summarization
techniques to construct a unified index by combining three relevancy profiles: a task profile, a user
profile, and a document profile. The system’s performance was evaluated using standard precision
and recall metrics, and the results exhibited significant improvements in retrieving relevant documents
in response to user queries. The proposed method demonstrated its effectiveness in enhancing the

retrieval capabilities of IR systems.

Xu et al. [130] presented an innovative system for student profiling that leverages the collective efforts
of multiple agents. By diligently recording the learning activities and interaction history of each stu-
dent in a dedicated profile database, the system generates a comprehensive student model. This model

serves as the foundation for dynamically designing personalized learning plans tailored to individual
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students, in conjunction with the content model. The system’s adaptive nature ensures a customized

and optimized learning experience for each student.

Moreover, Mencar et al. [141] put forth a novel approach for describing preference profiles using
fuzzy sets. Their methodology involves observing the sequential order in which users access resources
and subsequently updating preference profiles to align with their evolving preferences. Through this
iterative process, the system adeptly recommends relevant resources when users revisit them. The sim-
ulations conducted by the authors provided compelling evidence of the method’s efficacy, showcasing

its potential for delivering tailored recommendations based on user preferences.

Finally, in the realm of intrusion detection, Dickerson et al. [142] introduced a pioneering technique
employing fuzzy network profiling. Their method entailed constructing a fuzzy profile of network be-
havior by meticulously analyzing network traffic data. Leveraging this profile, a sophisticated model
was created to discriminate between normal and abnormal network behavior accurately. By harness-
ing the power of fuzzy logic, the approach demonstrated its ability to account for uncertainty and

imprecision in real-world network data, thereby enabling robust intrusion detection capabilities.

To summarize, the sub-chapter explores fuses of fuzzy rules in different domains. It examines how they
enhance information retrieval systems, enable personalized student profiling, improve recommendation sys-
tems with preference profiles, and strengthen intrusion detection through network profiling. These studies

emphasize the effectiveness of fuzzy rules in addressing uncertainty and imprecision within these areas.

3.5.1.4 Genetic Algorithm (GA)

GA-based profiling techniques employ the principles of GAs or fuzzy logic to analyze and enhance system
performance [143]. These strategies utilize iterative processes that involve evolving a population of potential
solutions through mechanisms inspired by natural selection and genetics [144]. Operations like mutation,
crossover, and choice are applied to iteratively improve the solutions and converge towards the optimal con-
figuration for performance optimization [145]. The effectiveness of the solutions is evaluated using a fitness
function, and over multiple generations, the techniques progressively refine the solutions toward the optimal
outcome. By leveraging these approaches, complex performance analysis and optimization become flexible
and powerful tools that can be utilized to achieve optimal system performance. The following describes
the categories of GA-based profiling techniques, which form a comprehensive framework for analyzing and

optimizing system performance.

* GA logic: In their study on machining parameter optimization, Asokan et al. [146] focused on achiev-
ing continuous finished profiles from cylindrical stock. Their objective was to select machining set-
tings that would minimize production costs for continuous profile machining. Given the high com-
plexity of the problem, the authors utilized a GA to address this machining optimization challenge

effectively.

Similarly, Gupta et al. [107] introduced and tested a GA-based profiling technique to tackle security-

specific vulnerabilities. Their approach enabled enterprises to select the lowest-cost security profile

73



with the broadest vulnerability coverage. By leveraging GA, the technique facilitated the identification

of an optimal security profile considering both cost-effectiveness and vulnerability coverage.

Furthermore, researchers have proposed anomaly-based intrusion detection techniques, where devia-
tions or anomalies are identified as intrusions based on the description of "normal” behavior [147]. In
the study by Resende et al. [147], a GA-based adaptive approach was presented for profiling features
and determining parameters in anomaly-based intrusion detection. The reported tests conducted on
the CICIDS2017 dataset showcased excellent results, achieving a detection rate of 92.85% and a low
false positive rate of 0.69%.

* Fuzzy logic: Hamamoto ef al. [148] introduced the concept of utilizing a GA for detecting network
anomalies. They proposed employing the GA to establish a digital signature for a network segment
through flow analysis. This involved utilizing data from network flows to predict the traffic patterns
of the network over a specific period. Additionally, the authors incorporated a fuzzy logic scheme
with GA to determine whether a particular case represents an anomaly. They suggested the use of an
expert system that continuously monitors IP flows in the network, ensuring regular desired behaviors
while promptly alerting potential issues. The proposed anomaly detection method demonstrated its
capability to identify network problems autonomously. The results of the approach exhibited high
accuracy (96.0%) and a low false positive rate (0.56%) when applied to actual network traffic flows.

In conclusion, GA-based profiling techniques demonstrate substantial versatility and adaptability in address-
ing complex challenges, from machining optimization to cybersecurity. Exemplified by Asokan et al. [146],
Gupta et al. [107], and Resende et al. [147], GAs have been effectively used to minimize production costs,
optimize security profiles, and improve intrusion detection. Furthermore, the integration of fuzzy logic with
GA, as shown by Hamamoto et al. [148], augments GA’s ability to detect network anomalies. These findings
highlight the potential of GA-based profiling techniques in solving real-world problems and underscore the
importance of further exploration in this field.

3.5.1.5 Machine Learning and Deep Learning

The primary objective of machine learning and deep learning profiling methodologies is to meticulously
scrutinize and amplify the performance of these predictive models [149]. These innovative techniques aim
to measure the performance, reliability, and precision of models, meticulously identifying areas that warrant
improvements to augment their effectiveness and efficiency [150]. The end goal is not merely performance
enhancement, but the elevation of the overall quality of the models [151]. Continuing, this sub-chapter
outlines the two primary categories of profiling techniques: static and dynamic, specifically tailored for

machine learning and deep learning profiling techniques.

1. Static: Static machine learning profiling falls under a category of machine learning strategies that
formulate predictions or decisions based on a predetermined data set, without taking into account any
new data introduced over time [151]. Static machine learning algorithms employ a model trained once

to generate their predictions. In the following, various static machine learning profiling techniques

74



will be categorized and detailed, including methodologies such as K-nearest neighbor, support vector

machine, decision tree, deep NN, and Bayesian network.

* K nearest neighbor (KNN): In [152], Haque et al. proposed a solution to the indoor localization
challenge by determining the Cartesian coordinates of individuals or objects within a building.
They introduced a localization technique based on profiling, utilizing the KNN approach. This
technique demonstrated notable accuracy, outperforming state-of-the-art methods, while also
leveraging affordable and low-power wireless devices. The KNN-based approach showcased
superior localization accuracy compared to other sophisticated techniques commonly employed
for indoor localization tasks.

Tsalera et al. [153] focused on the qualitative identification of environmental noise by analyzing
sound-specific characteristics in the temporal and spectral domains. They devised a mechanism
for classifying ambient noise into distinct groups based on these characteristics. The researchers
utilized the KNN profiling for the classification task, employing training and test data from the
publicly available UrbanSound8K dataset. The method was configured to consider one to three
nearest neighbors, resulting in the creation of nine different models. The performance of these
models ranged from 0.70 to 0.85, depending on the specific distance measurement techniques
employed.

Moreover, Nagaraj ef al. [154] presented a model that leveraged different data extraction tech-
niques to scrape information from previous student profiles that were successful in securing
admission. The authors combined the KNN profiling with Feature Weighted algorithms. By
utilizing machine learning technologies, they determined weighted scores for the features and
applied training and testing data. This framework aimed to assist students in applying for grad-
uate admission at suitable colleges, providing them with valuable insights based on successful

profiles from the past.

* Support vector machine (SVM): In their study on profiling, Bayot ef al. [155] specifically
targeted the task of performing profiling across multiple languages. They employed SVMs, a
popular machine learning algorithm for profiling, in combination with word embedding averages,
which represent words as vectors. By utilizing word embeddings with SVMs, the authors aimed
to achieve a more accurate and flexible approach to author profiling, especially when dealing
with multiple languages. This methodology holds the potential to improve the precision and

adaptability of author profiling techniques across different linguistic contexts [155].

* Decision tree (DT): Decision trees, as a machine learning profiling technique, provide a valu-
able approach for identifying crucial factors and their interrelationships within large and intricate
datasets [156]. This type of analysis holds the potential for developing early intervention strate-
gies and identifying individuals at high risk who may require closer monitoring and support
[157].

In a study conducted by Batterham et al. [156], a decision tree profiling was utilized to explore

the development of suicide risk in a population cohort consisting of 6656 Australian adults. The
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findings revealed that various factors, including previous suicidality, anxiety symptoms, depres-
sion symptoms, neuroticism, and rumination, were robust predictors of suicidal ideation and
behavior over a span of four years. Notably, substance use was found to be associated with sui-
cidal thoughts and behaviors specifically among individuals with moderate levels of anxiety or
depression. These results highlight the potential value of decision trees in developing person-
alized assessments of suicide risk and tailored interventions to address the individual needs of
at-risk individuals [156].

In 2013, Duchess et al. [157] employed the decision tree profiling technique and survey data to
profile the online and mobile technologies and services of ski resorts. Their aim was to develop
effective promotional and advertising strategies. The study focused on two distinct segments,
namely millennials and non-millennials, and examined various technologies including resort
websites, microblogging services, and online coupon services. The findings indicated that ski
resorts employed different strategies for each segment, tailoring their approaches accordingly.
Furthermore, the study revealed that these technologies and services had a positive impact on re-
sort sales, both in terms of immediate and sustained outcomes. This highlighted the significance
of leveraging decision trees to identify effective strategies and optimize promotional efforts in
the ski resort industry [157].

Deep NN (DNN): In [158], Hawley et al. proposed a deep auto-encoder model as a profiling
technique, where the model is conditioned using the target audio effect’s control settings and
time-domain samples. Experimental findings demonstrated the possibility of capturing the fun-
damental functional and auditory features of compressors using this approach [158]. However,
further research is needed to address audible noise in audio processing processes [158].

In 2020, several different profiling approaches were introduced by multiple researchers [159,
160, 161]. Yu et al. [159] presented SKYLINE, an interactive tool for DNN training that
supports computational performance profiling, visualization, and debugging. A qualitative user
study indicated the practicality and user-friendly nature of SKYLINE. Li et al. [160] proposed
APPDNA, an automated approach for app profiling based on function-call graphs, achieving re-
liable app profiling with a high accuracy rate. Cura ef al. [161] conducted a study comparing
LSTM and CNN architectures for driver profiling, where the CNN architecture outperformed
LSTM in detecting aggressive driving behavior.

Bayesian network (BN): In the field of criminal profiling, Bayesian network models have the
potential to play a significant role in analyzing offender behavior and drawing inferences about
the characteristics of individuals responsible for crimes [162]. According to Baumgartner et al.
[162], the application of the Bayesian network profiling technique in criminal profiling has the
potential to offer valuable insights to law enforcement. However, the accuracy and validity of the
model heavily rely on the quality of the data used to construct it and the appropriateness of the
underlying assumptions [162].

By leveraging appropriate algorithms and methodologies, the identification of deviations from
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anticipated behavior within video behavior profiling for anomaly detection can prove advanta-
geous. This approach aids in detecting potential security risks or unusual incidents [163]. Xiang
et al. [163] proposed the utilization of Bayesian Networks in their research to evaluate the simi-
larity of behavioral patterns. The effectiveness and resilience of this approach were demonstrated
through studies conducted using noisy and sparse datasets obtained from both indoor and outdoor

surveillance scenarios.

All in all, static machine learning profiling techniques provide robust solutions for various practical
applications, ranging from indoor localization and environmental noise classification to personalized
risk assessment and behavioral anomaly detection. Techniques such as KNN, SVM, DT, DNN, and
BN profiling, each demonstrate their unique strengths in the various case studies explored. However,
the effectiveness of each method remains contingent upon the quality of data, appropriateness of un-
derlying assumptions, and the specific use case. As the field continues to evolve, further research
and refinement of these techniques will undoubtedly enhance their potential, ultimately leading to

increasingly sophisticated and accurate prediction models.

. Dynamic: In the context of dynamic machine learning profiling, the term refers to the utilization of
machine learning techniques capable of adjusting to evolving data or environments in real-time [164].
Dynamic machine learning encompasses various approaches, such as online learning, transfer learning,
active learning, meta-learning, reinforcement learning, and fuzzy logic [165]. These approaches can
be employed individually or in combination to construct a dynamic machine-learning profiling system
that can effectively adapt to changing data and environments. Specifically, in this work, we concentrate

on fuzzy logic, which is the final approach mentioned [164].

* Fuzzy deep Boltzmann: Zheng et al. [164] introduced a deep learning approach for passenger
profiling. The key element of this profiling method is the Pythagorean fuzzy deep Boltzmann
machine (PFDBM), where the parameters are represented as Pythagorean fuzzy numbers. This
representation enables each neuron to learn the influence of a feature on generating the correct
output from both positive and negative perspectives. Experimental results on various datasets
demonstrated that the proposed technique exhibits significantly improved learning capabilities

and classification accuracy when compared to existing profilers.

In summary, dynamic machine learning profiling offers a powerful solution for managing real-time
adjustments in evolving data and environments. The application of Fuzzy deep Boltzmann, as demon-
strated by Zheng et al.’s [164] research, showcases its strength in improving learning capabilities and
classification accuracy in the context of passenger profiling. This highlights the potential of dynamic
machine learning profiling in developing sophisticated, adaptable systems for a wide range of applica-

tions.
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3.5.1.6 Finite State Machine (FSM):

FSM profiling has emerged as a robust technique for understanding complex behaviors in data analysis,
especially when fused with fuzzy logic [46]. This approach provides flexibility in handling the uncertainty
and variability common in human activities. The applications range from enhancing worker productivity to
visualizing human behavior, as demonstrated by Langensiepen ef al. [45] and Fernandez et al. [46]. These
researchers presented innovative FSM profiling frameworks for activity recognition and human behavior
analysis.

The research conducted by Langensiepen et al. [45] focused on the application of fuzzy FSM (FFSM)
for activity recognition and worker profiling in an intelligent office environment. The authors’ primary
objective was to enhance workers’ efficiency and productivity by monitoring and analyzing their activities
and behaviors using FFSM. The utilization of fuzzy logic in activity recognition and worker profiling gained
attention in research due to its ability to handle uncertainty and variability inherent in human activities.

In the same research direction, Fernandez and et al. [46] introduced a novel framework called VISUVER,
which aims to profile and visualize human behavior. VISUVER [46] integrates dynamic finite state ma-
chines (DFSM) and text-based similarities to effectively profile and analyze patterns of human behavior. By
automating data manipulation related to profiling human behavior, VISUVER have the potential to signifi-
cantly enhance understanding of individuals, including their motivations and challenges.

In conclusion, while FSM profiling offers valuable insights into managing uncertain and changeable be-
haviors, the introduction of fuzzy logic in frameworks like VISUVER represents a promising avenue. This
approach addresses the challenges posed by non-deterministic FSMs, paving the way for a deeper under-

standing of complex behaviors and activities.

3.5.1.7 NLP-Based

NLP technologies offer transformative potential in diverse areas, one of which is the creation of semantically
rich document profiles for document identification and retrieval. Guillén et al. [47] and Anrig et al. [166]
highlighted the power of NLP in creating document profiles by harnessing semantic metadata extracted from
text, ultimately catering to specific user requirements.

In [47], Guillén et al. conducted a study on the application of NLP technologies to aid in the accurate iden-
tification of documents based on user needs. To achieve this objective, they developed a document profile
capable of representing semantic metadata extracted from documents through the use of NLP technologies.
The document profile serves as a structured representation of relevant information derived from the docu-
ments, enabling efficient document identification and retrieval based on user requirements. By leveraging
NLP techniques, the authors aimed to enhance the accuracy and effectiveness of document identification
processes in order to meet the specific needs of users.

Furthermore, in [166], authors explored various NLP technologies combined with algorithms to facilitate
the creation of a novel document profile proposal from semantic perspectives. Algorithms play two crucial
roles in the data mining endeavor. First, some algorithms are designed to control the process of extracting
information from the large quantities of data that have become readily available in our modern, data-rich

society. In this situation, they can be tuned for data capture, verification, and validation. Second, they
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dominantly mathematical procedures, can be used as the profiling engine to identify trends, relationships,
and hidden patterns in disparate groups of data. Using NLP integrated with algorithms in this way often
means that more effective profiles can be computed than manual ones.

In summary, leveraging NLP and algorithms, researchers significantly improved document identification
processes. They [47, 166] crafted precise document profiles using semantic metadata extraction via NLP.
Meanwhile, algorithms handle complex tasks such as data capture, validation, and unearthing hidden pat-
terns. These advancements underscore the transformative potential of NLP and algorithmic approaches in

creating highly accurate, user-centric document profiles.

3.5.2 Profiling Synthesis

This sub-chapter explores a range of profiling techniques, which are systematic approaches aimed at en-
hancing performance optimization. Among these techniques, GA profiling stands out due to its robustness
and effectiveness. GA-based profiling is influenced by the principles of natural selection and genetics. It is
a computational optimization method known for handling complex logic and interactions. This technique
navigates through a variety of potential inputs, evolving them across numerous iterations to identify hidden
weaknesses. It is particularly effective in detecting problems that arise from complex interactions or intri-
cate logical structures. GA-based algorithms perform an extensive exploration of the search space and apply

evolutionary principles to refine inputs. However, traditional GAs face several specific challenges, including:

* Premature Convergence: This problem occurs when the algorithm settles on a sub-optimal solution
too early in the process, which can happen due to a lack of sufficient diversity or exploration in the

early stages of the algorithm.

* Genetic Diversity: This issue emerges when there’s a potential loss of diversity within the population
over generations. A lack of genetic diversity can lead the algorithm towards local optima, limiting its

ability to explore a broader range of potential solutions.

* Feature Selection Balance: This problem arises when there is an imbalance in the selection of fea-
tures. It can manifest as either selecting too few features (underfitting) or too many (overfitting),

leading to poor performance of the algorithm.

* Retention of Elite Solutions: The challenge occurs when there’s a need to avoid losing high-quality
solutions found in previous generations. Without a mechanism to preserve these solutions, the algo-

rithm may discard valuable information that could guide it towards optimal solutions.

¢ Adaptive Mutation Rate: This issue arises due to the static nature of mutation rates. A fixed mutation
rate may not be suitable throughout the entire run of the algorithm, as different phases require different

levels of exploration and exploitation for efficient convergence.

* Solution Diversity via Semantic Similarity: This issue occurs when there’s a risk of premature
convergence due to a lack of diversity in the solutions. If the crossover process does not introduce
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sufficient diversity, the population may become too homogeneous, reducing the algorithm’s effective-

ness.

* Ensuring Non-zero Solutions: This issue emerges when the algorithm converges on trivial solutions,
where all features are turned off. This can happen if there is no mechanism to ensure that at least some

features remain active in the solutions.

Conclusively, GA-based profiling emerges as a formidable method notably in detecting vulnerabilities in
SCs. Its adaptive nature, rooted in natural selection and genetics, effectively manages complex structures
and interactions. The algorithm’s capability to reduce false negatives and positives significantly bolsters de-
tection accuracy and reliability. Therefore, GA-based profiling represents a robust and innovative approach,
fundamental to advancing computational system security. However, due to the limitations of traditional GA,

the following sub-chapter provides details on Enhanced GA (EGA) to address these issues.

3.5.3 Enhanced GA-based Profiling technique

Profiling is the systematic process of analyzing a program’s activity and performance to identify specific
sections of code that significantly impact desired outcomes or metrics [166]. This technique is crucial for
understanding how different parts of the program contribute to its overall behavior and performance [164].
In the context of smart contract vulnerability detection, profiling becomes even more essential [134]. By
examining the execution patterns and behaviors within a smart contract, profiling can uncover unusual or
unexpected patterns that may lead to vulnerabilities [135, 47].

This sub-chapter explores the proposed profiling algorithm, an advanced version of the traditional GA. This
work introduces three additional enhancements beyond the improvements proposed in our previous work
[36]. Fig. 52 illustrates the improvements of the EGA profiling technique. Detailed descriptions of each step
are provided in the following discussion. The baseline is represented by 007, while 01, 702", 03", and
”04” denote incremental improvements over the previous version proposed in [36]. The latest enhancements,

labeled 057, 706, and 07, represent the most recent advancements.

* 700” Regular Genetic Algorithm: GA is a search and optimization technique inspired by the process
of natural selection and genetics. It works by simulating the evolution of a population of candidate so-
lutions to a problem. This population evolves over time through processes mirroring natural selection,
including crossover, mutation, and survival of the fittest [146, 147]. Individuals in the population are
evaluated based on a fitness function, which determines their suitability as solutions. Over successive
generations, the population evolves towards an optimal or satisfactory solution [36]. GAs are widely

used for solving complex problems where traditional optimization methods are not effective.

* ”01” Increased Population Size: The GA employs a significantly enlarged population size of 10,000
individuals, markedly surpassing the sizes typically used in conventional GA implementations. This
expansion in population size is strategic, aiming to encompass a broader diversity of potential solu-
tions [36]. By incorporating a vast array of genetic variations, the algorithm enhances its ability to

thoroughly explore the multidimensional solution space. This extensive search capability is crucial
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for mitigating the risk of premature convergence on suboptimal solutions, thereby augmenting the

algorithm’s proficiency in identifying and evolving toward the global optimum.

”02” Semantic Similarity Distance (SSD) Checks: Incorporating semantic similarity checks prior
to crossover operations in a GA is a sophisticated approach. It ensures that the genetic recombination
of individuals is between those that are adequately diverse yet not excessively dissimilar, thereby
facilitating a more meaningful and effective exploration of the solution space. By preventing the
crossover of overly similar individuals, the algorithm maintains genetic diversity within the population.
Simultaneously, it avoids the combination of drastically different individuals to prevent the generation

of implausible or inefficient offspring [36].

Supporting this mechanism, the SSD function quantifies the dissimilarity between two solutions, play-
ing a crucial role in maintaining an optimal level of diversity by preferentially selecting parents for
crossover based on their semantic distance. It ensures that selected parents are neither too similar
(which would stifle diversity) nor completely unrelated (which could disrupt cohesive genetic struc-

tures), thus optimizing the evolutionary search for novel and efficient solutions [36].

»03” Initialization with Bias Towards Zeros: Initiating the population with a bias towards zeros, es-
pecially in the context of feature selection, advocates for the inception of the evolutionary process with
simpler, less complex models. This bias towards minimalism encourages the algorithm to commence

with a conservative approach, gradually introducing complexity only when it demonstrably enhances
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the solution’s fitness [36].

”04” Handling Zero Features: To avoid the generation of invalid solutions—specifically, those de-
void of any selected features—the algorithm incorporates a safeguard mechanism. This mechanism
ensures that at least one feature remains selected following the mutation process, thereby preserv-
ing the validity and potential utility of the offspring. This precautionary measure is essential for
maintaining the integrity of the solution space, preventing the algorithm from exploring infeasible or

meaningless solution territories [36].

”05” Penalty Fitness Function: The integration of a penalty fitness function introduces a methodical
approach to discourage the selection of solutions exhibiting certain undesirable traits. In the context
of feature selection, solutions that incorporate too few features might be penalized. This penaliza-
tion mechanism operates by reducing the fitness score of less desirable solutions, effectively guiding
the evolutionary process toward more favorable and viable solutions. This method enhances the al-
gorithm’s efficiency by focusing the search on solution regions that are more likely to yield optimal

outcomes.

706’ Retention of Elites: By preserving a subset of elite individuals—the top performers within each
generation—the algorithm ensures the continuity of superior genetic material across generations. This
elite retention strategy is pivotal for accelerating the convergence of the population toward optimal so-
lutions. By safeguarding the genetic integrity of the best solutions, the algorithm can build upon these
high-quality foundations, thereby enhancing the overall rate of evolutionary progress and increasing

the likelihood of achieving superior outcomes.

”07” Adaptive Mutation Rate: The algorithm’s adaptive mutation rate mechanism modulates the
mutation frequency in response to the generational phase of the evolution. Initially, a higher muta-
tion rate is employed to foster a broad exploration of the solution space, encouraging the discovery
of diverse and potentially viable genetic configurations. As the evolution progresses and promising
solutions begin to emerge, the mutation rate is strategically lowered to refine these solutions through
more targeted mutations. This adaptive approach ensures a balanced dynamism between exploratory

diversity and exploitative precision throughout the evolutionary process.

In summary, the EGA profiling technique marks a notable improvement over traditional GA. It integrates

several critical enhancements designed to boost the algorithm’s effectiveness, diversity, and capability to

navigate toward optimal solutions. Originating from the conventional GA foundation, this approach expands

the population size, incorporates SSD checks, and favors simpler initial models. These strategies refine the

search process and prevent early convergence on subpar solutions, ensuring a broader exploration of possible

solutions and a higher chance of finding optimal outcomes.

The introduction of a penalty fitness function, preservation of elite individuals, and an adaptive mutation rate

further enhance the algorithm’s performance. These enhancements work together to discourage suboptimal

solutions, maintain high-quality genetic material, and achieve a balance between exploration and exploita-

tion. Each enhancement, systematically numbered from ”01” to ”07”, demonstrating a deliberate strategy
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to surpass the limitations of traditional GAs and expand the capabilities of evolutionary computation. The
careful design and targeted improvements of the EGA profiling technique showcase the power of advanced
algorithms in solving complex optimization challenges with increased effectiveness and efficiency. The EGA
algorithm, as presented in 4, methodically outlines the EGA profiling methodology. It presents the sequence

and integration of each innovative component in detail.

Algorithm 4 Enhanced Genetic Algorithm for Profiling

Input: population size P, number of generations G, initial mutation rate u, semantic similarity parameters o, 3, feature
space X, labels y.

Output: best_individuals_per_label after G generations.
1 Initialize population with size P randomly
2 Initialize best individuals and fitness per label in y
3 function PENALTY _FITNESS_FUNCTION(individual)
4 Compute base_fitness

Apply penalty if necessary

6 return base _fitness - penalty

end function

function RETAIN_ELITES(population, fitness_scores, elite_count)

9 Sort and select top elites

10 return elites

11 end function

12 function ADJUST_MUTATION_RATE(generation)

13 Adjust mutation rate based on generation

14 return adjusted rate

15 end function

16 function SSD(st1, st2)

17 Compute semantic similarity distance

18 return distance

19 end function

20 function SEMANTIC_SIMILARITY(st1, st2)

21 Check if o < ssd(st1,s5t2) < B

22 return True/False

23 end function

24 for each generation in G do

0 3 O W

(e}

25 Adjust mutation rate

26 Calculate fitness for each individual

27 Retain elites

28 for each individual to maintain size P do
29 Perform crossover and mutation

30 end for

31 Update population

32 Update best_individuals_per_label
33 Print best fitness

34 end for

35 return best_individuals_per_label

3.6 Classification

This sub-chapter elaborates on the classification step, which utilizes a simple classifier during the initial

training phase. This approach allows us to assess the effectiveness of the proposed feature selection and
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profiling approach in identifying various types of vulnerabilities within SCs. The simplicity of the classi-
fier aids in isolating the impact of the feature selection and profiling steps. This ensures that the results
primarily reflect the quality of the preprocessed and structured data, rather than the complexity of the classi-
fication algorithm. In doing so, the aim is to validate the efficiency of the preprocessing techniques and set a

benchmark for future improvement and comparison with more sophisticated classifiers.

3.7 Evaluation Criteria

The final stage of the proposed model architecture centers on its evaluation, utilizing the testing set from
the dataset to assess the efficacy of the profiling model. This sub-chapter outlines the metrics employed
for evaluation and explain their significance. Additionally, Table 6 offers a breakdown of each evaluation
metric’s definition, ensuring a clear understanding of the criteria used to measure the model’s performance.

A comprehensive analysis of the metric values and the insights gained from this evaluation are detailed in

chapter 4.
Metric Definition Formula
Precision Measures the accuracy of positive predictions. Precision = PZP 7P
Recall Measures the fraction of positives correctly identified. Recall = TPZ%
: cd _ Precision-Recall
F1-Score Harmonic mean of precision and recall. Fl =2 g Recall
Accuracy Fraction of all correct predictions. Accuracy = %
Macro Average Average metrics were computed independently for each class. MacroAvg = % 2?’: | Metric;
Weighted Average  Average metric weighted by class size. WeightedAvg = ny: 1 wi-Metric;

Table 6: Details of Evaluation Metrics

3.8 Concluding Remarks

This chapter covers four main aspects of the project, corresponding to contributions CONT1, CONT4,
CONTS, and CONT7. Initially, it introduces a general overview of the model architecture. Following this,
it provides a detailed taxonomy of the features that can be extracted and the profiling techniques available.
This information assisted in selecting the profiling method, EGA, and in developing a new feature analyzer,
specifically the BCCC-SCsVulLyzer(V.2). The subsequent chapter will concentrate on the experimental val-

idation processes for the analyzer and profiling method.
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4 Experiments and Results

This chapter delves into the experimental setup and methodologies employed to validate the efficacy of the
proposed profiling model for SCs vulnerability detection. A cornerstone of proposed approach involved the
creation of a new, comprehensive dataset specifically tailored for the task. This dataset served as a rich test-
ing ground, offering diverse vulnerabilities to evaluate the model’s performance. A rigorous implementation
and evaluation procedure was followed to gauge the model’s proficiency and report the results. This proce-
dure includes creating a new dataset, tuning hyper-parameters, and obtaining the results of experiments for

different vulnerabilities. The subsequent sections explain the experiment’s setup, execution, and results.

4.1 Experimental Setup

Our testing environment consists of a laptop running Windows 11, equipped with an Intel i5 8-core CPU
and 32GB of memory. Both the analyzer and the EGA are implemented in Python 3.8. We conducted
the experiment on a new dataset, as described in subsection 4.2.2, using the following data split: 75% for

training, 15% for validation, and 10% for testing.

4.2 A New SCs Dataset

This sub-chapter starts by reviewing the publicly available datasets listed in Table 7. After that, it introduces
the newly created dataset for this study, called BCCC-SCsVul-2024.

4.2.1 Available Datasets

In this subsection, we critically analyze the datasets utilized in the field of SC vulnerability detection re-

search, categorizing them by their respective sizes.

* Less than 100 samples: Samreen et al. [44] utilized a dataset comprising six samples from Ether-
scan. Their work highlights the challenges associated with small datasets, such as limited scope and
potential reliance on external tools for labeling. Similarly, Liu et al. [2] proposed a dataset of five SCs

exclusively containing reentrancy vulnerabilities, formatted in Solidity.

Furthermore, Vivar et al. [98] focused on a single bytecode sample, labeled as vulnerable without
specifying the exact type of vulnerability. In another study, Aquilina et al. [167] used a dataset of six
SCs in the Solidity language. These SCs were categorized into three different types of vulnerabilities:

DoS, over/underflow, and Re-entrancy.

* Between 100 and 10,000 samples: In their study, Hu et al. [91] used 110 samples from Etherscan to
evaluate their type verifier system. However, these samples were not labeled, which limits the system’s
usefulness in detecting security issues. To address the need for labeled datasets, several works have

provided binary datasets that indicate whether SCs are secure or vulnerable.

Liu et al. [41] provided a general dataset comprising 1,382 samples of Solidity SCs. Similarly, Gupta
et al. [97] and Zhang et al. [105] utilized two different binary datasets containing 1,382 and 7,000
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Solidity SCs, respectively. Despite the availability of these datasets, they are still insufficient for

training robust models due to their limited size.

* More than 10,000 samples: Other studies have utilized larger datasets, providing a broader range of
information on binary-classified SCs. For instance, Qian et al. [42] included 40,700 SCs in different
formats (Solidity, Bytecode, and Binary code), focusing on four types of vulnerabilities: Delegatecall,

Integer Overflow, Reentrancy, and Timestamp.

Liu et al. [40] proposed two different datasets. The first dataset included 40,932 Solidity SC samples,
covering three types of vulnerabilities: Reentrancy, Timestamp, and Infinite Loop. The second dataset

contained 4,170 Solidity samples, addressing the same vulnerabilities as the first.

Additionally, Ding ef al. [43] provided a dataset of SCs with HF instances, although the number of
instances was not specified. This dataset includes vulnerabilities such as logic loopholes and integer
overflow. The most recent dataset, proposed by Hajihosseinkhani et al. [36], contains 36,670 instances

of Solidity SCs, all of which are binary classified.

These datasets from prior research exhibit significant limitations. Smaller datasets often face issues of over-
fitting and lack broad applicability. Medium-sized datasets, while offering more samples, are still insufficient
for comprehensive model training and typically provide limited binary classifications. The larger datasets,
though extensive, are typically limited to specific vulnerabilities and formats. This underscores the need for

a more expansive, detailed, and versatile dataset to effectively detect vulnerabilities in security controls.

4.2.2 New Vulnerable SCs datasets (BCCC-SCsVul-2024)

This research presents an innovative approach through the creation of a new dataset. We gathered Solidity
source code for SCs from several sources, including Smart Bugs, Ethereum SCs (ESCs), slither-audited-
smart-contracts, and the SmartScan-Dataset. These sources were selected due to the presence of numerous
compromised SCs, each exhibiting distinct vulnerabilities. Following the collection process, we transformed
the source codes into unique SHA-256 hashes to eliminate any duplicates. Table 8 proposes further details

about the new dataset.

4.2.3 Hyper-parameter Tuning

This sub-chapter discusses the tuning of hyper-parameters that are pivotal for the performance optimization
of the proposed EGA. The main focus is primarily on the number of generations, alpha, and beta parameters.
These parameters are integral to achieving an optimal balance between the exploration of new solutions and
the exploitation of known ones, which is crucial for the algorithm’s effective navigation through the solution
space.

The process begins with adjusting the number of generations, which dictates the depth of the algorithm’s
search for optimal solutions. Increasing the number of generations allows the algorithm to undergo additional
cycles of selection, crossover, and mutation. This leads to a more comprehensive exploration of the solution

space, potentially resulting in improved outcomes. However, this benefit comes at the cost of increased
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Ref. Name # of samples Format Cat. Details Advantages Disadvantages
Samreen et al. DeFi, Globalcryptox, Fair- 6 Solidity 1 Re-entrancy Simplicity Labeled with other
[44] Dare, Moneybox, AIRTo- tools.
ken QuizBLZ
Liu et al. [2] TokenSender, UGToken, 5 Solidity 1 Re-entrancy Simplicity Labeled with other
E4Token, DAO RoT tools.
Vivar et al. [98]  thel00th Ethereum con- 1 Byte-code 1 Not mentioned ~ Simplicity Labeled with other
tract(since the Ethereum tools.
blockchain was launched)
Aquilina et al. Bank, DelayUnder- 6 Solidity 1 Over/underflow Simplicity Insufficient ~ sam-
[167] flow, ProductVote, DoS Re- ples.
simulationERCToken, entrancy
simulationKotET  Targe-
tUnderflow
Hu et al. [91] 110 contracts from ether- 110 Solidity 0 Not mentioned ~ Simplicity Only used for
scan checking typeabil-
ity.
Liu et al. [41] Samples from Etherscan 1,382 Solidity 2 Safe Not safe Sufficient samples. No details about
categories.
Gupta et al. [97] Google BigQuery 7,000 Solidity 2 Safe Not safe Sufficient samples. No details about
categories.
Zhang et al. SmartBugs Dataset-Wild 47,587 Solidity 2 Safe Not safe Sufficient samples. No details about
[105] categories.
Qian et al. [42]  Dataset processing for vul- 40,700 Solidity 4 Delegatecall In- Sufficient samples. Covers only 4 at-
nerabilities Byte-code teger Overflow tacks.
Binary- Reentrancy
code Timestamp
Liu et al. [40] ESC 40,932 Solidity 3 Reentrancy Sufficient samples. Covers only 3 at-
Timestamp tacks.
Infinite-Loop
Liu et al. [40] VSC 4,170 Solidity 3 Reentrancy Sufficient samples. Covers only 3 at-
Timestamp tacks.
Infinite-Loop
Dingetal [43] SCs come from Fabric, N/A Including 2 Logic loop- Fit for HF task. Not general.
Caliper, and IBM HF version holes  Integer
0.6 and HF overflow
version 1.1
Hajihosseinkhani  Solidity SCs 36,670 Solidity 2 Binary dataset ~ Sufficient samples Do not have vulner-
et al. [36] and fit for binary abilities.

classification.

Table 7: Comparative Analysis of Previous Datasets

BCCC-SCsVul-2024

Label # of Samples
Total 111897
ExternalBug 3604
GasException 6879
MishandledException 5154
Timestamp 2674
TransactionOrderDependence 3562
UnusedReturn 3229
WeakAccessMod 1918
CallToUnknown 11131
DenialOfService 12394
IntegerUO 16740
Re-entrancy 17698
Secure 26914

87

Table 8: BCCC-SCsVul-2024 Dataset Overview



Number of Generations vs. Profiling Features

# of Generations # of Profiling Features Selected
50 59
100 65
150 75
200 77
500 80

Impact of Alpha and Beta on Profiling Features

Alpha Beta # of Profiling Features Selected
0.5 0.7 66
0.5 1.0 67
0.5 1.5 68
0.5 2.0 69
0.1 1.0 63
0.1 1.5 63
0.1 2.0 64
0.3 1.0 65
0.3 1.5 68
0.3 2.0 69

Table 9: Hyper-parameter Tuning Results

computational resources. Concurrently, the alpha and beta parameters fine-tune the algorithm’s handling
of semantic similarity. Specifically, alpha determines the threshold for considering solutions as distinct,
fostering the identification of novel solutions, while beta manages the equilibrium between exploring new
areas of the solution space and refining existing solutions.

An important observation from this process is that modifications to hyper-parameters minimally impact the
algorithm’s output, suggesting its robustness and a high degree of generalization. This indicates that the
model’s performance relies less on the fine-tuning of hyper-parameters and more on its inherent stability and
consistency across various conditions. Table 9 presents the number of profiling features selected by the EGA
for the profiling technique during the hyper-parameter tuning process.

In conclusion, the minimal impact of hyper-parameter variations on the profiling approach’s output under-
scores the model’s robustness. Its quality is affirmed by its stability, as demonstrated by consistent perfor-
mance across various settings. These characteristics confirm the model’s reliability and efficacy, making it a

highly valuable approach for addressing complex vulnerabilities in SCs.

4.3 Experimental Results of SC Vulnerability Detection

This sub-chapter details the experimental outcomes of SC vulnerability detection methodology. It includes
classification reports for a variety of vulnerabilities in Table 10. This Table systematically lists metrics
including Precision, Recall, F1-Score, Accuracy, Execution Time, Macro Average, Weighted Average, and
Best Fitness for each vulnerability type. Additionally, data on the performance of secure instances is included
for comparison. The metrics, detailed in Table 6, offer a comprehensive view of how the proposed method

performs against each vulnerability.
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The classification report in Table 10 provides a structured overview of the proposed method’s performance
across various vulnerabilities. Using evaluation metrics defined in Table 6, it details metrics such as Precision
and Recall, highlighting the approach’s coverage for each vulnerability. The F1-Score merges Precision and
Recall to measure overall test accuracy, while the Accuracy metric reflects the total efficiency of the detection
process. Additionally, Execution Time and Best Fitness illustrate the operational efficiency and optimization
success of each method. Macro and weighted averages offer insights into a model’s overall performance
across different classes; macro averaging assigns equal importance to each class, while weighted averaging
adjusts for class imbalances by weighting each class’s contribution based on its prevalence. Together, these
reports offer a panoramic assessment of the tested methods’ abilities to identify and manage different types

of SC vulnerabilities, furnishing a holistic view of their performance and reliability in various scenarios.

4.4 Concluding Remarks

This chapter evaluates the proposed model, addressing contribution CONT6. It begin by analyzing existing
datasets and conclude that a new dataset is required. As a result, a new dataset for SC vulnerabilities,
titled BCCC-SCsVul-2024, has been created. This dataset is compiled by amalgamating sources such as
Smart Bugs, ESCs, slither-audited SCs, and the SmartScan-Database, with the primary goal of applying the
proposed model to a large sample set of over 100,000 samples. Subsequently, experiments are conducted
to tune the parameters of the proposed profiling EGA. This chapter concludes with the classification reports
for various vulnerabilities. In the following chapter, the results obtained in this chapter are analyzed and

discussed.
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Classification Report

Precision Recall F1-Score Accuracy Execution Time Best Fitness
ExternalBug 0.85 0.48 0.61
benign 0.94 0.99 0.96
macro avg 0.89 0.73 0.79 0.93 48.63 65
weighted avg 0.93 0.93 0.92
GasException 0.82 0.53 0.64
benign 0.89 0.97 0.93
macro avg 0.86 0.75 0.79 0.88 4971 67
weighted avg 0.88 0.88 0.87
MishandledException 0.83 0.46 0.60
benign 0.90 0.98 0.94
macro avg 0.87 0.72 0.77 0.89 49.39 65
weighted avg 0.89 0.89 0.88
Timestamp 0.84 0.44 0.58
benign 0.95 0.99 0.97
macro avg 0.89 0.71 0.77 0.94 49.448 68
weighted avg 0.94 0.94 0.93
TransactionOrderDependence 0.88 0.47 0.61
benign 0.93 0.99 0.96
macro avg 0.90 0.73 0.78 0.93 48.82 70
weighted avg 0.92 0.93 0.92
UnusedReturn 0.87 0.41 0.56
benign 0.93 0.99 0.96
macro avg 0.90 0.70 0.76 0.93 48.94 69
weighted avg 0.92 0.93 0.92
WeakAccessMod 0.88 0.66 0.75
benign 0.98 0.99 0.99
macro avg 0.93 0.83 0.87 0.97 4729 08
weighted avg 0.97 0.97 0.97
CallToUnknown 0.81 0.55 0.65
benign 0.84 0.95 0.89
macro avg 0.83 0.75 0.77 0.84 5129 66
weighted avg 0.83 0.84 0.83
DenialOfService 0.79 0.51 0.62
benign 0.80 0.94 0.86
macro avg 0.80 0.72 0.74 0.83 5274 67
weighted avg 0.80 0.80 0.79
IntegerUO 0.83 0.69 0.75
benign 0.83 0.91 0.87
macro avg 0.83 0.80 0.81 0.83 5274 67
weighted avg 0.83 0.83 0.82
Reentrancy 0.79 0.59 0.67
benign 0.78 0.90 0.83
macro avg 0.78 0.75 0.75 0.78 3322 68
weighted avg 0.78 0.78 0.77

Table 10: Classification Report
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5 Analysis and Discussion

This chapter is focused on thoroughly analyzing the results obtained from our experiments chapter 4, as
detailed in Table 10. Initially, our analysis concentrates on evaluating performance in sub-chapter 5.1. Next,
sub-chapter 5.2 provides insights gained from the proposed profiling technique. We specifically examine
how the extracted features, as detailed in sub-chapter 3.3, contribute to the understanding and identification
of various vulnerabilities. Following this, the discussion and evaluation of the proposed EGA model are split
into three subsections. Sub-chapter 5.3 examines the model’s computational efficiency through its time and
space complexity. Next, sub-chapter 5.4 focuses on its stability and generalizability across different testing
scenarios. Subsequently, sub-chapter 5.5 compares our model with other recently proposed models. The
final sub-chapter 5.6 introduces the concept of designing specific profiling genes for each vulnerability and

proposes two common profiles addressing both vulnerable and secure SCs.

5.1 Performance Analysis

This sub-chapter assesses the performance of the proposed EGA model using the evaluation criteria outlined
in chapter 3.7. Table 10 presents the comprehensive results of the EGA profiling model, including various
parameters. Beginning with accuracy, which measures the closeness of the model’s predictions to the true
values, the predictions from the EGA profiling model are generally accurate. This suggests that the model
consistently performs well across various vulnerabilities.

Turning to the Best Fitness value details, achieving a fitness score between 65 and 70 out of 100 in our EGA
model represents a significant accomplishment. This score demonstrates the model’s proficiency in detecting
vulnerabilities, indicating that the proposed model is highly effective and substantially reduces the likelihood
of overlooking any issues. Maintaining a score in this range also helps prevent the model from becoming
overly complex, ensuring it remains practical and manageable without sacrificing accuracy.

Further evaluating the performance, the accuracy of the model ranges from 0.78 to 0.97. This range under-
scores the model’s robustness in correctly identifying vulnerabilities and secure instances. The wide span
reflects the inherent variability in the complexity of different vulnerabilities and the model’s ability to adapt
to these challenges. Achieving such high accuracy, demonstrates the model’s effectiveness in providing
reliable predictions, even when dealing with diverse and intricate security issues.

Moving forward, there are three parameters: precision, recall, and F1-score. Precision measures the accuracy
of the optimistic predictions made by the model, representing the fraction of true positive results among all
positive predictions. Considering the definition of precision, the proposed model demonstrates commendable
performance in identifying various vulnerabilities, ranging from 0.79 to 0.88 across different vulnerability
types. Results in Table 3.6 indicate that the precision of our proposed model, when predicting a specific
type of vulnerability, ranges between 0.79 and 0.88. This reflects the model’s ability in correctly identifying
true instances of each vulnerability type. Moreover, the model recognizes secure instances, achieving an
impressive precision of 0.91. This means that when it classifies a SC as secure, there is a 91% chance that it
is indeed free from vulnerabilities.

Recall, also known as sensitivity, assesses the model’s ability to identify all positive cases. Even though the
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model is good at precisely identifying positive instances, the range of recall, which shows the proportion of
actual positives correctly identified, goes from 0.41 to 0.69. Despite the lower end of this range, it does not
imply the overall inadequacy of the model. Rather, it suggests a potential for missing some positive instances
while maintaining satisfactory accuracy across the dataset.

The F1-score is the harmonic mean of precision and recall, combining these two metrics to provide a bal-
anced measure of a model’s accuracy. Based on this definition and upon scrutinizing the F1-score values
presented in Table 10, the Fl-score spans a range from 0.56 to 0.75. This range of scores reflects the in-
herent complexity and subtlety associated with detecting vulnerabilities. These vulnerabilities are known
for their complicated nature, often requiring nuanced detection strategies that may affect overall F1-score
metrics. However, achieving F1-scores in this range against such challenging vulnerabilities underscores
the model’s ability to provide valuable insights and detections, even when faced with the complex behaviors
these vulnerabilities exhibit.

Continuing to the next measures, Macro Avg and Weighted Avg: Macro Avg calculates the average score for
each metric without considering the class distribution within the dataset. This makes it particularly beneficial
for analyzing imbalanced datasets like ours. Conversely, Weighted Avg calculates the average of the metrics,
adjusting for the prevalence of each class in the dataset. This provides a view that is more aligned with
real-world performance, which is particularly valuable in the context of imbalanced datasets.

The Macro averages—approximately 0.81 for precision, 0.73 for recall, and 0.79 for Fl-scores—provide
a balanced overview of the model’s performance across different classes. These values reveal a moderate
level of effectiveness, without favoring any particular class size. However, this assessment also points to
improvement areas, especially recall. In contrast, the Weighted averages, defined to reflect class distribution
within the dataset, exhibit precisions around 0.93, recalls about 0.91, and F1-scores close to 0.89. These
values indicate that the model performs particularly well in identifying the more frequently occurring secure
class, indicating a variation in performance across different classes that suggests opportunities for refinement
and balance.

In conclusion, the evaluation of the proposed EGA model demonstrates a strong alignment with actual out-
comes, particularly highlighted by its overall accuracy and best fitness scores. Despite certain challenges,
especially with complex vulnerabilities leading to lower recall rates, the model exhibits commendable pre-
cision, thereby minimizing false positives and enhancing security. The consistency in performance, demon-
strated by the F1-scores and the Macro and Weighted averages, highlights the model’s reliability and strong
overall performance. This evaluation underscores the effectiveness of the EGA model in SCs vulnerability

detection, while suggesting avenues for refinement that could enhance its capabilities even further.

5.2 Profiling Analysis

This chapter explores the profiling of the EGA through the use of violin plots to visualize the results. We
examine each category of features, as discussed in sub-chapter 3.3 and illustrated in Fig. 50, individually.
Twelve plots are presented to showcase the vulnerabilities and corresponding features within each category,
alongside fluctuations observed in both secure and vulnerable samples. In all figures, vulnerable contracts

are denoted in red, while secure samples are presented in green.
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In Fig. 53, the first feature category, AST , is explored. AST provides a structural view of the code, thereby
enhancing the understanding of its syntax and semantics. The proposed analyzer selected five unique features

from this category including ID, the number of exported symbols, the number of nodes, node type, and source
ID.

AST Features
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Figure 53: Profiling details: AST Features

Among these, three features — the number of exported Symbols, node type, and source ID — are almost
consistently represented in the majority of plots for the identified vulnerabilities. The reason for this repeti-

tion is multifaceted:

* The number of nodes reflects the complexity and structural richness of its code, offering insights into

its logic, nesting depth, size, and abstraction level.
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* Node types shed light on the risks associated with specific code constructs, highlighting those that may

pose greater security risks.

* The source ID aids in pinpointing areas within the codebase that are more susceptible to introducing

vulnerabilities, thereby facilitating targeted code reviews and improvements.

Collectively, these features offer insights into how different aspects of code structure and origin correlate
with security vulnerabilities, as demonstrated in Fig. 53 for Re-entrancy and MishandledException.
However, the essential aspect of profiling is to characterize each vulnerability uniquely. While these three
critical features — number of nodes, node type, and source ID — significantly differentiate between vulnera-
bilities like DenialOfService and CallToUnknown, they exhibit similar fluctuations for other vulnerabilities.
Therefore, additional features are introduced to aid in creating distinct profiles. By expanding the feature set
to include more characteristics, such as "number of exportedSymbols” and ”ID,” unique profiles for specific
vulnerabilities can be developed. For instance, EGA profiling creates a distinctive profile exclusively for the
TransactionOrderDependence vulnerability.

The same situation arises when we add the final two features to the AST feature set for profiling. For vul-
nerabilities such as Timestamp, UnsentReturns, TransactionOrderDependence, and WeakAccessControl, we
utilized five distinct features for profiling. However, it became evident that some vulnerabilities, such as
Timestamp, UnsentReturns, and TransactionOrderDependence, exhibit similar patterns in their violin plots.
This similarity likely stems from the inherent nature of these specific vulnerabilities within this particular
feature set. The similarities are attributed to shared underlying coding patterns that these vulnerabilities often
exhibit. These patterns include similar control structures, error-handling mechanisms, or arithmetic opera-
tions, which are reflected in their AST representations. Consequently, the AST features, such as node types
and structures become comparable, leading to analogous profiles in the violin plots for these vulnerabilities.
The second category is ABI, which is represented in Fig. 54. ABI features define the interaction between
different program components at the binary level, such as calling conventions, data types, and memory
layouts. The proposed analyzer identifies eleven features, encompassing the number of constants, the total
number of inputs (along with separate counts for zero and non-zero values), the total number of outputs (with
counts for zero and non-zero values), the length of the contract name, the count of payable functions, the
number of stateMutabilities, and the variety of types used. Among these features, two in particular — the
number of non-zero input values and the number of zero input values — consistently appear across eleven
plots associated with the identified vulnerabilities. This suggests that contracts containing a more significant
number of non-zero and zero input values could be more susceptible to attacks. This highlights the vital
necessity of proper examination and control of these input values to enhance security.

Although the number of non-zero input values and the number of zero input values are crucial in identi-
fying vulnerabilities, it’s complemented by additional features that aid in crafting unique profiles. These
encompass the count of constants, total inputs, zero-value outputs, contract name length, and type diversity.
Collectively, these features incorporate a broad range of potential vulnerability characteristics. However,
for specific vulnerabilities like Timestamp and TransactionOrderDependence, the profiling model includes a

number of constants to refine and distinguish these profiles from others, such as Re-entrancy.
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Figure 54: Profiling details: ABI Features

Expanding on this category highlights the unique characteristics of the ABI feature for WeakAccessMod
profile. ABI features are directly connected to contract accessibility, function call patterns, and resource
permission and management, making them crucial. Specifically, WeakAccessControl’s association with
incorrect permission configurations gives this vulnerability a distinct signature within the ABI profile.

Conversely, we identify a distinct group of vulnerabilities that have analogous ABI profiles due to their sim-
ilar characteristics, including CallToUnknown and DenialOfService. Both CallToUnknown and DenialOf-
Service are closely related in ABI features as they both involve scenarios where certain functions or resources
are improperly utilized or abused, potentially leading to security breaches or service disruptions. As a sum-
mary, ABI features distinguish between different SC vulnerabilities primarily by focusing on evaluating

input values. While certain vulnerabilities like WeakAccessMod have distinct ABI profiles, others such as
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CallToUnknown and DenialOfService share analogous profiles due to similar characteristics like improper
resource utilization.

Transitioning to the Bytecode category (see Fig. 55), the analyzer extracts three types of features. First is the
count of each character in the bytecode, second is the entropy of the bytecode, calculated using the formula
provided in sub-chapter 3.3.2, and third is the total length of the bytecode. Among these profiles in Fig.
55, two situations occur: firstly is the difference in vulnerabilities reflected in the frequency of characters
in their profiles. It is evident that from 10 to 15 features are repeated in the plots; however, the difference
between features that represent and also their fluctuations makes the difference in this category of features.
Secondly, the “entropy” feature is almost repeated among all profiles; regardless, the slight differences in the

fluctuations make it a distinguishing feature.
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Figure 55: Profiling details: Bytecode Features

While profiles like ExternalBug and Re-entrancy stand out significantly, others do not exhibit as much dis-
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tinction. The bytecode profiles of ExternalBug and Re-entrancy stand out significantly due to their unique
bytecode patterns and operational characteristics, which are distinct from those found in other vulnerabili-
ties. These distinct patterns are the result of specific code structures, making their profiles more pronounced
and identifiable. On the other hand, within the context of similar profiles in 55 for IntegerUO and Times-
tamp, the differences in “length of bytecode” fluctuations and some character counts aid in differentiation.
In summary, although some profiles in Bytecode feature profiling may appear similar, the inclusion of even
a single distinct feature can significantly differentiate and individualize a profile.

Advancing to the Functional Features category presented in Fig. 56, the analyzer identifies five key features.
These encompass the count of specific instructions pertinent to function details, including the number of
loops, public functions, conditional statements, external calls, and total functions. These elements indicate
the complexity and access control of functions, directly affecting contract behavior and security.

The profiling model uniquely employs *public’ as the sole feature. However, fluctuations differ significantly
among profiling violin plots, notably with WeakAccessMod exhibiting higher values. It is attributed to
WeakAccessMod’s inherent reliance on access control mechanisms within SCs. Since WeakAccessMod
vulnerability involves inadequate access control settings, which are associated with the visibility of functions
(i.e., whether they are declared as public), the correlation with the number of public functions becomes
evident. In other words, a larger number of public functions increases the likelihood of weak access control
settings, thereby leading to a higher probability of the occurrence of WeakAccessMod vulnerability.
Continuing in the same category, we discover that none of the profiles make use of the number of loops,
conditional statements, or external calls. This is an intentionally omission because the total number of public
functions effectively define the profiles apart.

Transitioning to the opcode category reveals notable variations in profiling, as illustrated in Fig. 57. Despite
varied feature sets in AST, ABI, Bytecode, and Functional Features potentially leading to similar vulnera-
bility profiles, the opcode analysis stands apart. We examine 36 unique instruction features derived from
opcode instruction counts in this category. These features reveal distinct patterns, underscoring the diversity
in opcode usage. The uniqueness of these Opcode features stems from their direct correlation with low-level
operations in the source code, which differ markedly depending on the contract’s specific logic and function-
ality. As each opcode signifies a distinct action within the EVM, different vulnerabilities manifest through
unique sequences or frequencies of these opcodes.

Even when opcode patterns seem similar across various vulnerabilities, there are subtle yet significant dif-
ferences that can be observed. For instance, a vulnerability impacting transaction order utilizes opcodes
associated with state changes more than those for arithmetic operations. Taking a specific look, the count of
the "STOP’ instruction aligns with vulnerabilities like MishandledException, TransactionOrderDependence,
and GasException but significantly differs in cases like WeakAccessMod and DenialOfService. This vari-
ation in opcode features separates vulnerabilities into distinct categories, creating eleven unique profiles.
Hence, while there may be general similarities in opcode usage across various vulnerabilities, it’s the cru-
cial distinctions that are vital for distinguishing them. These distinctions provide a detailed insight into the
security landscape of the contract.

In the Solidity category depicted in Fig. 58, which focuses on attributes unique to Solidity, the analyzer
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Figure 56: Profiling details: Functional Features

extracts eight distinct features. However, only one
actions with external contracts and controls its exe
invoke another contract’s function within the same

abilities if not managed properly.

to the source code lines: the number of total lines,

is pivotal in the profiling process: the number of “Call”
functions. This feature is crucial in the Solidity language because it directly influences a contract’s inter-
cution context. The ”Call” function allows a contract to

execution context, potentially leading to security vulner-

In the final category, referred to as “Lines Features,” the analysis examines five different attributes related

lines. According to Fig. 59, only the number of total lines, code lines, and duplicated lines are utilized in the
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Figure 57: Profiling details: Opcode Features

profiling process. This selective usage suggests that these particular metrics are significant for distinguishing
and understanding the characteristics of the source code within the profiling framework. They are defined as

follows:

* Number of Total Lines: This metric provides a basic overview of the size and scale of the source code.

It is a fundamental measure that offers an immediate sense of the contract’s complexity.

* Number of Code Lines: By focusing on the actual lines of code (excluding comments and blank lines),
this metric offers a clearer view of the functional content of the code. It is critical for assessing the

amount of actual programming involved and understanding the density and potential complexity of the
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Figure 58: Profiling details: Solidity Features

logic embedded in the source code.

* Number of Duplicated Lines: This feature is crucial for identifying redundancy within the code. High
levels of duplication can indicate poor coding practices and potential maintenance issues. It also hints

at possible logical flaws or vulnerabilities that may arise from repeated code blocks, which might not

have been thoroughly reviewed or tested.

Continuing our analysis of Fig. 59, the Re-entrancy profile incorporates the "Number of Duplicated Lines”
and "Number of Total Lines” to address specific logical issues in its fallback mechanism. Meanwhile, Mis-
handledException and GasException combine these features with the "Number of Code Lines” to gain a
deeper understanding of the contract’s complexity. Same, the rest of the vulnerabilities use all three features
to create distinctive profiles. However, the fluctuations in the violin plot for "Number of Total Lines” are
more noticeable than the other two features, particularly in cases like Timestamp and CallToUnknown. This
underscores the effectiveness of "Number of Total Lines” as a valuable feature for comparison purposes.

In conclusion, the analysis demonstrates the model’s effectiveness in identifying diverse SCs vulnerabilities,

revealing distinct patterns across feature categories. This highlights the complexity of SCs vulnerabilities,
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Figure 59: Profiling details: Lines Features

showing that while they share characteristics within certain categories, they also exhibit unique traits distin-
guishing them from one another. This delicate balance between similarity and distinctiveness highlights the
importance of a sophisticated approach. Comprehensive visualization is essential in vulnerability profiling

to ensure effective detection and classification.

5.3 Space and Time Complexities

This sub-chapter delves into the space and time complexity of the proposed method, beginning with the
execution times detailed in Table 10. A simplified and effective procedure is indicated by the execution
time of about 49 seconds. The minimum execution time of 47.29 seconds underscores the system’s notable
efficiency. It suggests commendable speed and minimal delays, with the majority of tasks completed in a
time-effective manner. With a maximum duration of 53.22 seconds, the range supports the consistency and
dependability of the system with regard to time management.

The subsequent analysis explores the distinct space and time complexities pertinent to the components of
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the EGA, along with the feature selection and training phase. This refined iteration of the genetic algorithm
is enriched with four sophisticated components: the Penalty Fitness Function, Retention Strategy, Adaptive

Learning Rate, and Semantic Similarity Distance Check.

* Penalty Fitness Function
Space Complexity: This function’s space requirement primarily depends on the size of the individual
array. Given that no additional arrays or data structures are created in proportion to the input’s size,
the space complexity remains constant, O(1).
Time Complexity: The internal operations, including np.power, np.sum, and conditional checks,
execute in linear time relative to the individual’s size. Consequently, the time complexity is O(n),

where n represents the length of the individual.

* Retention Strategy (retain_elites)
Space Complexity: The primary space consumption is attributable to the elites list, which holds no
more than elite_count individuals. As the size of this list does not expand with the population size,
the space complexity is O(1).
Time Complexity: This procedure involves sorting the fitness scores, generally taking O(mlogm)
time, where m is the population size. The subsequent steps, including selecting indices and appending

elites, are linear in terms of the number of elites. Thus, the predominant factor is the sorting operation.

¢ Adaptive Learning Rate
Space Complexity: This component does not utilize additional space proportional to the input size,
maintaining a space complexity of O(1).
Time Complexity: Given that the operations are straightforward mathematical computations and con-

ditional checks, the time complexity remains O(1).

¢ Semantic Similarity Distance (SSD) Check
Space Complexity: Both functions operate on arrays corresponding in size to the input arrays st1
(e.g., [0.2, ..., 0.5]) and st2 (e.g., [0.1, ..., 0.4])without generating new data structures that scale with
input size, resulting in a space complexity of O(1).
Time Complexity: These functions execute operations linearly related to the input arrays’ sizes; hence,

the time complexity is O(k), where k denotes the length of st1 or st2.

* Main Genetic Algorithm Loop
Space Complexity: Significant contributors to space complexity include the arrays for population,
offspring, and elites. The size of these arrays correlates with the population size and individual length.
Denoting n as the individual length and m as the population size, the space complexity is O(mn).

Time Complexity: The time complexity involves multiple components:

— Fitness calculation for each individual is O(n), culminating in O(mn) for all m individuals.

— Sorting for elite retention takes O(mlogm).
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— The crossover and mutation processes are estimated as O(mn), presuming these operations are

linear with respect to individual length.

Thus, the total time complexity for one generation is O(mn + mlogm), and for num_generations, it

is O(g x (mn+mlogm)), where g represents the number of generations.

* Feature Selection and Model Training
Space Complexity:

— Feature Selection algorithms such as Fisher Score, Information Gain, and Chi-squared maintain a
constant space complexity relative to the input dataset’s size. This complexity primarily depends
on the number of features and classes, rather than the number of instances, making it O(1) in this

scenario.

— Model Training: Space complexity of the training process is O(T x d x F') where T is the number

of trees, d is the average depth of the trees, and F is the number of features (80 in our case).
Time Complexity:

— Feature Selection algorithms: The time complexity for these methods generally scales with the

product of the number of instances, features, and classes, nominally O(NCF).

— Model Training: Time complexity of the training phase split into Training Time and Prediction
Time (for M instances) which are O(T x N x F x log(N)) and O(M x T x d) where N is the
number of samples (100,000), F is the number of features, T is the number of trees, d is the

depth of the trees, and M is the number of instances to predict.

In conclusion, the detailed analysis of the proposed EGA, incorporating feature selection, a novel fitness
function, and a semantic similarity check, reveals that the model balances efficiency and complexity. It
is demonstrated that space complexities are predominantly constant (O(1)), ensuring minimal space re-
quirements. In contrast, time complexities range from constant to linear and logarithmic (O(1) to O(mn +
mlogm)), depending on the specific operation. This highlights the model’s capability to handle various com-
putational tasks efficiently, making it a viable solution for complex vulnerability detection scenarios while

maintaining manageable computational demands.

5.4 Stability, Generalizability, and Overall Performance Characteristics

This sub-chapter verifies the proposed model’s stability and generalization ability through multiple rounds
of cross-validation. This involves splitting the dataset into 'k’ folds and then training and testing the model
'k’ times, each time using a different fold as the test set and the remaining data as the training set. Table 11
provides the model’s performance through this k-fold process for k =5, 10, and 15.

Firstly, the model’s generalizability is supported by its consistent performance across labels, such as Ex-
ternalBug, GasException, MishandledException, and others. The precision, recall, and F1-scores remain

relatively stable across various labels, indicating that the model can generalize well across different labels
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Label K-fold Precision Recall F1-Score
5 0.82 0.46 0.58
ExternalBug 10 0.83 0.46 0.59
15 0.85 0.48 0.61
5 0.76 0.45 0.58
GasException 10 0.79 0.53 0.56
15 0.82 0.53 0.64
5 0.80 043 0.55
MishandledException 10 0.81 0.44 0.57
15 0.83 0.46 0.60
5 0.82 0.38 0.51
Timestamp 10 0.82 0.40 0.53
15 0.84 0.44 0.58
5 0.82 0.39 0.52
TransactionOrderDependence 10 0.85 0.43 0.57
15 0.88 047 0.61
5 0.84 0.38 0.52
UnusedReturn 10 0.86 0.39 0.53
15 0.87 0.41 0.56
5 0.80 0.60 0.68
WeakAccessMod 10 0.83 0.63 0.71
15 0.88 0.66 0.56
5 0.80 0.48 0.60
CallToUnknown 10 0.81 0.50 0.61
15 0.81 0.55 0.65
5 0.74 0.47 0.57
DenialOfService 10 0.75 0.50 0.60
15 0.79 0.51 0.62
5 0.80 0.64 0.71
IntegerUO 10 0.81 0.67 0.73
15 0.83 0.69 0.75
5 0.72 0.53 0.61
Re-entrancy 10 0.75 0.51 0.60
15 0.79 0.59 0.67

Table 11: Evaluation metrics for different models
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and vulnerabilities. Moreover, the model’s stability is evidenced by the incremental metrics changes with the
K-fold increase from 5 to 15. The precision, recall, and F1-scores show slight but consistent improvements
or maintain stability as the K-fold increases. This suggests the model is relatively sensitive to the data splits
used in the validation process.

In conclusion, the analysis confirms that the EGA stands out for its generalizability and stability. Its consis-
tent performance across various labels and K-fold validations underscores its robustness, making it a viable

solution for practical scenarios.

5.5 Comparing Our Model with Existing Methods

This sub-chapter provides a comparative analysis of the proposed EGA with two distinct categories of ex-
isting methods: traditional and NN-based vulnerability detectors. Table 12 offers a detailed evaluation,
focusing on the performance of multi-class vulnerability detection methods.

To assess the effectiveness of the proposed EGA, first, we evaluate it against leading traditional contract
multi-vulnerability detection approaches. Following the methodology outlined by Chen et al. [81], we
selected two benchmark tools, Mythril and Slither, which are widely recognized in top conferences and jour-
nals. The results, as detailed in Table 12, emphasize the performance on Re-entrancy vulnerabilities. Tra-
ditional tools generally showed weaker performance on BCCC-SCsVul-2024 dataset, with Slither achieving
the highest accuracy at 0.73%. EGA, however, enhanced this accuracy by 0.05%, reaching 0.78%.

The performance gap can largely be attributed to the traditional tools’ reliance solely on simplistic patterns
for detecting vulnerabilities. For example, Mythril detects Re-entrancy by checking for a ‘.value® invocation
followed by any internal function call. Furthermore, Mythril’s inability to differentiate between ‘send()°,
‘transfer()‘, and ‘call()‘ functions, leads to frequent misidentification of vulnerabilities. In contrast, EGA’s
sophisticated analytical capabilities offer a significant advantage in accurately identifying vulnerabilities.
Apart from comparing with traditional methods, we also assess EGA against NN-based vulnerability de-
tection tools. We selected seven open-source methods employing various NN models for a comprehensive
evaluation: VanillaRNN, LSTM, GRU, DR-GCN, TMP, AME, and SCVHunter. The first three models
process the textual sequence of SC code, while the latter four utilize SC graph data. These methods are
representative of common approaches in vulnerability detection and are frequently used as benchmarks in
recent studies on SC vulnerability detection.

EGA demonstrates significant enhancements across various evaluation metrics, particularly in accuracy. For
Re-entrancy and timestamp dependency vulnerabilities, which were detected by all previous methods, EGA
showed improvements of 2.0% and 15.0% over SCVHunter and DR-GCN, the top-performing models in se-
quence processing, respectively. In comparisons with GNN-based tools, EGA surpassed the best-performing
approach, AME, by 8.0% and 22.0% for Re-entrancy and timestamp vulnerabilities. This superior perfor-
mance is attributed to the use of multiple feature categories and the EGA profiling technique, which capture
more valuable information than previous methods.

Moreover, a significant drawback of NN-based approaches is their black-box nature, which means their inter-
nal workings are not easily interpretable. This lack of explainability renders them suboptimal for assessing

the security of SCs. Conversely, the EGA model provides a more transparent and understandable solution
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Table 12: Performance Comparison

Re-entrancy Timestamp TransactionOrderDependence
Methods Acc Recall Precision F1 Acc Recall Precision F1 Acc Recall Precision Fl1

Performance comparison with traditional approaches

Mythril[168] 0.64 0.54 042 047 - - - - 075 043 0.57  0.49
Slither[76] 0.73 0.53 0.68 059 - - - - 046 0.17 0.69 0.28

Performance comparison with NN-based approaches

Vanilla-RNN [169] 0.51 0.56 0.50 052 048 044 0.53 048 047 0.52 044 047

LSTM [170] 0.57 0.65 0.53  0.58 0.53 0.59 0.52 0.55 053 0.60 0.50 0.54
GRU [170] 0.61 0.67 0.55 0.60 0.57 0.60 0.52 055 051 0.63 053 057

DR-GCN [171] 0.65 0.62 0.59 0.60 0.79 0.63 072  0.67 - - - -
TMP [171] 0.69 0.60 0.56  0.57 0.73 0.58 0.74 061 - - - -
AME [40] 0.70 0.65 0.61 0.62 0.72 0.62 0.71  0.62

SCVHunter [170] 0.76  0.56 0.73  0.63 0.68 0.63 0.73  0.63 0.79 0.1 0.77  0.60
EGA (Proposed method) | 0.78 0.59 0.79  0.67 094 044 0.84 058 093 047 0.88  0.61

by detecting SC vulnerabilities based on precisely defined attributes connected to the different aspects of the
source code. This unique benefit highlights the robustness and reliability of the proposed approach, making
it a preferable option for determining vulnerabilities in SCs.

In summary, the proposed EGA distinguishes itself through its exceptional detection capabilities and the
delicate balance it maintains between precision and recall. Its transparent process further underscores its
viability as a promising alternative for comprehensive vulnerability detection, significantly outperforming
traditional and NN-based methods.

5.6 Visualizing Generated Profiles Using Genes

This sub-chapter introduces a profiling formula and details the visualization of profiling genes for each type
of vulnerability in SCs, as well as for secure SCs. It begins by defining four key parameters: Global Weight,
EDM, Peaks, and Local Weight (Average). Following this, the main formula is established. The section

concludes by proposing two common profiles: one tailored for vulnerable SCs and another for secure SCs.

5.6.1 Visualization Parameters

This segment details the four key parameters involved in formulating the profiling of SCs. It begins by
defining each parameter and presenting the associated formulas. Additionally, it provides explanations for
the selection of each parameter, illustrating their relevance and importance in accurately formulating the

profiles.
* Parameter 1: Global weight

This segment introduces the first parameter of the formula, Global Weight. It is determined by three distinct
feature selection algorithms identified in Section 3.4. Table 5 displays a unique score for each feature, based

on the feature selection process. We use averaging to consolidate the feature selection values from various
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features within the same category into a single comprehensive score. This approach accurately represents
each category, yielding seven distinct global features. Due to the variation in these values, ranging from
3681.07 to 81.81, we adopt the z-score normalization method to convert them into standardized weights.

The z-score is calculated by subtracting the mean of the dataset from each value and then dividing the result
by the standard deviation of the dataset. The calculated mean and standard deviations were 2740.61 and

2617.72, respectively. The z-score formula applied is:

z=(X-p)/o

where X is a value from the dataset, u is the mean, and ¢ is the standard deviation. This technique effectively
standardizes data points from disparate scales to uniform ones, thereby preserving their range and behavioral
distinctions without distortion.

However, since the main focus is on the magnitude of deviation rather than its direction, we apply the
absolute value to the z-scores, thus obtaining positive values. This step ensures that all values are positive
and maintains the relative differences between each original data point. The normalized values (absolute

z-scores) for each feature category are as follows:

* Opcode: 0.533

* Bytecode: 0.595
* Functional: 0.514
* Solidity: 0.875

e AST: 2.214

e ABI: 0.310

e Lines: 0.577

In essence, these values represent the number of standard deviations an element is from the mean. By
converting them to positive values, we emphasize the magnitude of their deviations. This approach facilitates

the comparison of different metrics on the same scale, while preserving the significance of their variations.
¢ Parameter 2: Earth Mover’s Distance (EDM)

The second parameter of the formula, referred to as EDM, is introduced in this segment. It is the discrepancy
between two probability distributions which quantified by the Wasserstein distance, also commonly known as
the Earth Mover’s Distance (EMD). This metric has gained significant attention for its intuitive interpretation
and robust mathematical foundation. The Wasserstein distance originates from the field of optimal transport,
where it conceptualizes the minimal “cost” required to transform one distribution into another. Imagine two
distributions as two different ways of piling up a certain amount of earth. The Wasserstein distance then
represents the least amount of work needed to reshape one pile into the other, where "work™ is quantified as
the amount of earth moved times the distance it’s moved.

Mathematically, for one-dimensional distributions, the Wasserstein distance between cumulative distribution
functions (CDFs) F(x) and G(x) is defined as:
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W(F,G) = / F(x) — G(x)| dx
This integral calculates the total area between the two CDFs across all values. Intuitively, this measures how
much one distribution needs to be “shifted” to resemble the other, offering a clear geometric interpretation.
For empirical distributions, those derived from data samples, the calculation simplifies into a discrete form.
Given two ordered samples X = {x1,x2,...,x,} and Y = {y1,y2,...,yn}, the empirical Wasserstein distance

can be expressed as:

1 n
W(X,Y):;Z|xi—yi|
i=1

In this context, n represents the total number of observations, with x; and y; denoting the i-th smallest values
in each respective sample.

In summary, the EDM parameter serves to highlight and quantify the cumulative absolute discrepancies
between corresponding elements of two ordered samples. This allows it to capture the differences in their
distributions effectively. Consequently, EDM is an essential parameter for comparing two different cate-

gories of samples to each other.
* Parameter 3: Peaks Difference

This segment discusses the third parameter, named Peaks, and focuses on comparing peak patterns between
secure and vulnerable contracts. It specifically examines the presence and quantity of peaks identified within
each plot, which is crucial for understanding the distinct characteristics of each contract type.

The concept of peaks in a one-dimensional array ‘x[n]‘, where ‘n‘ denotes the index, is fundamental. A point

‘x[p]" is recognized as a peak if it fulfills the condition:

x[p] > x[p—h] and x[p] >x[p+Ah]

for all ‘0 j h j= prominence‘. Here, ‘prominence‘ plays a crucial role as it dictates how much higher a point
needs to be relative to its surroundings to qualify as a peak, reflecting the point’s prominence within the data.
The importance of a peak’s prominence is highlighted by its ability to measure the peak’s relative height
above the nearest low point that does not include any higher peak. This assessment helps determine how
distinct a peak is in terms of both height and spatial position compared to others.

Additionally, a ‘threshold‘ is employed to exclude insignificant peaks that do not sufficiently surpass the
height of their surroundings. A point ‘x[p]‘ is considered a genuine peak if:

x[p] —x[p —h] > threshold and x[p] —x[p + h] > threshold

for at least one ‘h‘ within the defined range. Meanwhile, the ‘distance‘ parameter determines the minimal
horizontal spacing required between adjacent peaks, ensuring that each detected peak is distinctly separated

from others.
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In summary, this segment introduces a parameter that analyzes the differences between secure and vulnerable
contracts by comparing their peak patterns. It delves into the technical definition of peaks within a data array,
emphasizing conditions such as prominence, threshold, and distance to identify significant peaks. Due to

their clear distinctiveness, peaks are essential for differentiating between vulnerable and secure SCs.
¢ Parameter 4: Local weight(Average)

This segment introduces the fourth parameter, named Local Weight, which uses a combined approach involv-
ing two distinct metrics: EMD and Peaks. The EMD metric measures discrepancies between distributions,
while Peaks analysis focuses on structural anomalies within the data. Together, these metrics provide a
comprehensive evaluation of the contract’s features.

We employ an averaging approach to consolidate these insights into a comprehensive evaluation metric for
each feature. It involves calculating the "EDM weight” from the distributional discrepancies and the ’Peaks

weight” from the structural anomalies. Then, for each feature, we compute the average of these two weights:

EDM Weight 4 Peaks Weight
2

Local weight value serves as a unified metric, encapsulating the distributional shifts and the prominence of

Local weight =

peaks in the data. It provides a balanced perspective on each feature’s impact or association with vulnerabil-
ities in SCs. This methodology ensures a holistic view, combining the mathematical precision of EMD with
the empirical insights of peak analysis.

In summary, the local weight is a consolidated metric that aggregates the EDM and Peak values with equal
weighting proportions. It offers an equitable viewpoint regarding the influence or correlation of each feature
with vulnerabilities in SCs. As an illustrative example, the four parameters associated with the ExternalBug
vulnerability are systematically delineated beneath corresponding column headings across various feature

categories. This detailed information is provided in the associated tables: 13, 14, 15, 16, 17, 18, and 19.

5.6.2 Visualization Genes

This section introduces the aggregation of the four proposed parameters to mathematically profile each vul-
nerability. It includes a comprehensive table that details the values of each feature under separate labels for
vulnerable and secure scenarios. Additionally, the section outlines individual profiles for each vulnerability
and presents two common profiles for vulnerable and secure SCs.

To methodically profile each vulnerability, we adopt a two-pronged weighting approach that combines cate-
gory weights derived from the feature selection process with local weights obtained from integrating EMD
and Peaks analysis. Firstly, the global weight for each feature category is determined through the feature
selection process. This process evaluates the significance of each feature category in distinguishing between
various classes of vulnerabilities. It assigns a weight that reflects the category’s overall importance or rele-
vance within the dataset.

Secondly, the local weight is calculated for each feature within the context of specific vulnerabilities. This

calculation involves averaging the weights derived from EMD and peak analysis. The EMD weight assesses
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how well the feature distinguishes between different distributional shapes, while the peak weight evaluates
the feature based on the presence and characteristics of peaks within the data.
For each vulnerability, we multiply the category weight by the local weight to determine a final value for

each feature. This approach is applied to all features j from 1 to M within each category i from 1 to N.

N M

Y, G()- ) L())

i=1 j=1
This method provides a thorough and accurate assessment of each feature’s relevance to the identified vul-
nerabilities. By this method, we assign a distinct valuation to each feature for each type of vulnerability,
capturing both the overall importance of the feature and its specific relevance to particular vulnerabilities.
Utilizing dual weights in this approach allows for a detailed analysis, enabling the identification of features
that are particularly indicative of specific types of vulnerabilities.
For an illustrative example, this process has been comprehensively detailed for the ExternalBug vulnerability,
as presented in tables 13, 14, 15, 16, 17, 18, and 19. For other vulnerabilities, the presentation is streamlined
by summarizing the final total weights of each feature in Table 20, focusing on the aggregate impact of each

feature across different vulnerabilities.

Table 13: ExternalBug Opcode features

Group Global weight  Feature name EMD weight  Peaks Local Total weight
Weight (Av-
erage)
Opcode Count Features_CALLCODE 0.000000 0.000000  0.000000 0.000000
Opcode Count Features_EXP 0.008190 0.947959  0.478074 0.254814
Opcode Count Features_DUP7 0.096911 0.877673  0.487292 0.259727
Opcode Count Features_SSTORE 0.045180 0.937939  0.491560 0.262001
Opcode Count Features_DIV 0.041457 0.954987  0.498222 0.265552
Opcode Count Features_PUSH4 0.044443 0.959773  0.502108 0.267624
Opcode Count Features. CALLDATALOAD  0.058461 0.949903  0.504182 0.268729
Opcode Count Features_LOG3 0.173608 0.835801  0.504704 0.269007
Opcode Count Features_DUP6 0.101349 0.930612  0.515980 0.275018
Opcode Count Features_DUP4 0.073090 0.967250  0.520170 0.277251
Opcode Count Features. CALLER 0.102651 0.949454  0.526053 0.280386
Opcode Count Features_ISZERO 0.074786 0.979662  0.527224 0.281011
Opcode Count Features_SLOAD 0.098097 0.960221  0.529159 0.282042
Opcode Count Features_ REVERT 0.106569 0.960371  0.533470 0.284340
Opcode Count Features_DUP3 0.105159 0.973381  0.539270 0.287431
Opcode  0.533 Opcode Count Features_SUB 0.119726 0.970988  0.545357 0.290675
Opcode Count Features_JUMPI 0.146752 0.975624  0.561188 0.299113
Opcode Count Features MSTORE 0.148133 0.977868  0.563000 0.300079
Opcode Count Features_JUMP 0.168118 0.968596  0.568357 0.302934
Opcode Count Features_DUP2 0.167806 0.984148  0.575977 0.306996
Opcode Count Features_ AND 0.188713 0.972035  0.580374 0.309339
Opcode Count Features_PUSH2 0.179585 0.984447  0.582016 0.310215
Opcode Count Features_SWAP2 0.207045 0.976073  0.591559 0.315301
Opcode Count Features_PUSH1 0.204834 0.986092  0.595463 0.317382
Opcode Count Features_ SWAP3 0.239905 0.965605  0.602755 0.321268
Opcode Count Features_SWAP1 0.240056 0.984148  0.612102 0.326251
Opcode Count Features_.PUSH20 0.256618 0.970390  0.613504 0.326998
Opcode Count Features_POP 0.250264 0.984148  0.617206 0.328971
Opcode Count Features JUMPDEST 0.261531 0.981606  0.621569 0.331296
Opcode Count Features. CALLVALUE 0.319322 0.952894  0.636108 0.339046
Opcode Count Features_STOP 0.510519 0.870794  0.690656 0.368120

Continuing with this analysis, we propose profiling images for each vulnerability based on Table 20. This
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Table 14: ExternalBug Bytecode Features

Group Global weight  Feature name EMD weight  Peaks Local Total weight
Weight (Av-
erage)
Bytecode Character Count_bytecode_character.c ~ 0.049448 0.992523  0.520985 0.309986
Bytecode Character Count_bytecode_character-a  0.073613 0.987588  0.530600 0.315707
Bytecode Character Count_bytecode_character_.7  0.199179 0.995962  0.597571 0.355555
Bytecode Character Count_bytecode_character_.1 ~ 0.205110 1.000000  0.602555 0.358520
Bytecode Character Count_bytecode_character.8§  0.221888 0.998804  0.610346 0.363156
Bytecode  0.595 Bytecode Character Count_bytecode_character.b ~ 0.233483 0.994317  0.613900 0.365271
Bytecode Character Count_bytecode_character-6  0.274494 0.996112  0.635303 0.378005
Bytecode Character Count_bytecode_character.5  0.287914 0.996112  0.642013 0.381998
Bytecode Length 0.317259 0.990130  0.653694 0.388948
Bytecode Character Count_bytecode_character_3 ~ 0.322957 0.995065  0.659011 0.392111
Bytecode Character Count_bytecode_character 4  0.357230 0.992074  0.674652 0.401418
Table 15: ExternalBug Functional Features
Group Global Feature name EMD weight Peaks Local Total weight
weight Weight
(Average)

Functional 0.514

Functional Number of “public” functions

0.308032

0.944220

0.626126 0.321829

Table 16: ExternalBug ABI Features

Group Global weight Feature name EMD weight Peaks Local Total weight
Weight
(Average)

ABI Features_len_non_zero_input 0.018212 0.926723  0.472468 0.146465

ABI Features_len_zero_input 0.027332 0.926125 0.476729 0.147786

ABI Features_len _list_input 0.038155 0.938837  0.488496 0.151434

ABI 0.310 ABI Features_len_non_zero_output ~ 0.105717 0.942575  0.524146 0.162485

ABI Features_len_list_stateMut 0.142183 0.908778  0.525481 0.162899

ABI Features_len_list_constant 0.119574 0.947361  0.533467 0.165375

ABI Features_len_list_payable 0.205937 0.921190  0.563563 0.174705

Table 17: ExternalBug AST Features
Group Global weight Feature name EMD weight Peaks Local Total weight
Weight
(Average)
AST Features_ast_nodetype 0.067997 0.154778  0.111388 0.246612
AST Features_ast_len_exportedSymbols  0.233452 0.906386  0.569919 1.261800
AST 2.214 AST Features_ast_len_nodes 0.238983 0.908629  0.573806 1.270407
AST Features_ast_id 0.412125 0.974278  0.693202 1.534749
AST Features_ast_src 1.000000 0.994467 0.997233 2.207875
Table 18: ExternalBug Solidity Features
Group  Global Feature name EMD weight Peaks Local Total weight
weight Weight
(Average)
Solidity 0.875 Solidity call 0.096416 0.267534  0.181975 0.159228
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Table 19: ExternalBug Lines Features

Group Global weight Feature name EMD weight Peaks Local Total weight
Weight
(Average)
Lines_duplicate  0.243175 0.952894  0.598034 0.345066
Lines 0.577 Lines_Code 0.241212 0.996261  0.618737 0.357011
Lines_total 0.273696 0.999551  0.636624 0.367332

is complemented by secure profiling using a series of heatmap plots, ranging from Fig. 60 to Fig. 71. As
observable from the results, there is a noticeable similarity among the different vulnerabilities. However,
the secure profile differs in both features and values. Furthermore, figure 72 illustrates all vulnerabilities
alongside secure features, with each category of features represented in a different color. From this analysis,
it can be inferred that the behavior of the vulnerabilities is similar to one another.

Analysis of previous behavior profiling reveals that attitudes associated with various vulnerabilities are no-
tably similar. Further evidence is provided in figure 73, which depicts a heatmap illustrating the correlations
among all vulnerabilities and secure SCs. The heatmap clearly shows that most vulnerabilities are closely
correlated, supporting the notion of their similarities. For example, the tight correlations among Timestamp,
TransactionOrderDependence, and UnsendReturn indicate that distinct profiling based on the analyzed fea-
tures is challenging.

Given these observed similarities, it is essential to establish a common vulnerability profile. Fig.74 and
Fig. 75 propose two distinct profiles, depicted through Histogram2DContour plots. These profiles provide a
visual representation of common patterns in both secure and vulnerable SC behaviors.

The secure profile in Fig. 75 exhibits pronounced density around the center, specifically between coordinates
(40, 0.5) and (60, 0.5). This concentration suggests that secure behaviors typically cluster around these val-
ues, which fall under the *Opcode’ category (according to Table 20). The profile’s predominantly horizontal
extension indicates greater variability along the X-axis compared to the Y-axis, suggesting that one variable
significantly influences secure behavior which is AST _nodetype’ (according to Table 20). Additionally,
a less dense area around (20, 2) highlights the presence of atypical secure behaviors associated with the
"Bytecode’ category (according to Table 20).

Conversely, the vulnerabilities profile in Fig. 74 exhibits a significant central concentration, ranging from
coordinates (20, 0.5) to (60, 0.5). This clustering correlates with categories such as Bytecode, Opcode,
Functional, and Lines, as detailed in Table 20. However, this profile is more spread out, suggesting a broader
range of behaviors that belong to different types of vulnerabilities. Similar to the secure profile, it extends
predominantly horizontally, indicating variability in the same influencing factor. Despite this variability, the
minimal presence of outliers suggests that vulnerabilities are more uniformly distributed within the observed
range.

Both profiles exhibit a similar shape and horizontal spread, suggesting a common influencing factor that
significantly impacts both secure and vulnerable behaviors in SCs. However, the secure profile is more
tightly clustered around specific regions, signifying a more defined range of secure behaviors, while the
vulnerabilities profile is broader, highlighting a wider range of potential vulnerabilities.

In a nutshell, this section outlines a systematic method to mathematically profile each vulnerability by ag-
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Table 20: Total Weights

Total weight
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ABI Features_len_list_constant 0.15925 0.00000 0.22036 0.17683 0.18529 0.15938 0.15485 0.16163 0.15022 0.00000 0.16258
ABI Features_len_list_input 0.14867 0.14425 0.19390 0.15991 0.16408 0.15612 0.14852 0.15081 0.13469 0.12641 0.15351
ABI Features_len_list_name 0.00000 0.15051 0.00000 0.00000 0.00000 0.00000 0.00000 0.00000 0.00000 0.13718 0.00000
ABI Features_len_list_output 0.00000 0.14515 0.00000 0.00000 0.00000 0.00000 0.00000 0.00000 0.00000 0.12988 0.00000
ABI ABI Features_len_list_payable 0.15961 0.14762 0.23487 0.18747 0.19247 0.15734 0.15296 0.15998 0.15697 0.12988 0.17059
ABI Features_len_list_stateMut 0.15076 0.00000 0.21355 0.17226 0.17782 0.15426 0.14909 0.15388 0.14071 0.00000 0.16596
ABI Features_len_list_type 0.00000 0.14819 0.00000 0.00000 0.00000 0.00000 0.00000 0.00000 0.00000 0.13095 0.00000
ABI Features_len_non_zero_input 0.14565 0.14201 0.19448 0.15312 0.16047 0.15614 0.14875 0.15178 0.12986 0.12435 0.15188
ABI Features_len_non_zero_output 0.15714 0.00000 0.21150 0.17468 0.18183 0.15667 0.15385 0.15952 0.14939 0.00000 0.15318
ABI Features_len_zero_input 0.14208 0.14134 0.17815 0.15723 0.15878 0.15022 0.14369 0.14541 0.13149 0.12637 0.13898
4 st_id 1.11830 0.00000 1.66154 1.51190 1.60363 1.11882 1.03792 1.04754 1.24105 0.00000 1.09345
AST Featur st_len_exportedSymbols 1.01390 0.00000 1.33169 1.30233 1.36859 1.07663 0.98779 1.00350 1.04163 0.00000 1.07177
AST AST Features_ast_len_nodes 1.02808 1.02578 1.38156 1.30857 1.37269 1.09331 1.00263 1.01947 1.04941 0.81742 1.08755
AST Featur nodetype 1.14978 0.26290 0.16747 0.16335 0.16562 1.27354 1.10700 1.10700 0.10018 0.55329 2.21400
AST Features._ast_src 1.86304 1.33157 2.21400 2.21400 2.21351 1.67214 1.67830 1.80655 2.08272 1.27887 1.71695
Bytecode Character Count_bytecode_character_1 0.32360 0.30776 0.41982 0.37864 0.38900 0.30771 0.31399 0.32275 0.35702 0.28731 0.25962
Bytecode Character Count_bytecode_character_2 0.00000 0.30663 0.00000  0.00000 0.00000 0.00000 0.00000  0.00000 0.00000 0.28428 0.00000
Bytecode Character Count_bytecode_character_3 0.33652 0.31325 0.46710 0.41687 0.41922 0.31217 0.32012 0.32923 0.39226 0.29001 0.27675
Bytecode Character Count_bytecode_character_4 0.33379 0.00000 0.47486 0.42484 0.42459 0.31103 0.31916 0.33184 0.39750 0.00000 0.27277
Bytecode Character Count_bytecode_character_5 0.33356 0.31144 0.45537 0.40369 0.41197 0.31165 0.31965 0.32934 0.38228 0.29143 0.27123
Bytecode Character Count_bytecode_character-6 0.33034 0.31039 0.44494 0.40120 0.40624 0.30987 0.31543 0.32569 0.37025 0.28784 0.26600
Bytecode Character Count_bytecode_character-7 0.31969 0.30559 0.40691 0.37638 0.38254 0.30511 0.30999 0.31746 0.35041 0.28343 0.25782
Bytecode Bytecode Character Count_bytecode_character-8 0.32613 0.30897 0.42464 0.38391 0.39436 0.30762 0.31368 0.32209 0.36174 0.28721 0.26258
Bytecode Character Count_bytecode_character-9 0.00000 0.30881 0.00000 0.00000 0.00000 0.00000 0.00000 0.00000 0.00000 0.28887 0.00000
Bytecode Character Count_bytecode_character-a 0.30244 0.29595 0.35369 0.33568 0.34558 0.29874 0.30135 0.30678 0.30148 0.27365 0.24905
Bytecode Character Count_bytecode_character_b 0.33408 0.30730 0.43047 0.38453 0.41305 0.31265 0.31535 0.33231 0.35572 0.29138 0.26431
Bytecode Character Count_bytecode_character_c 0.30064 0.00000 0.34477 0.32975 0.34054 0.29826 0.30160 0.30669 0.30014 0.00000 0.24371
Bytecode Character Count_bytecode_character_d 0.00000 0.30386 0.00000 0.00000 0.00000 0.00000 0.00000 0.00000 0.00000 0.28096 0.00000
Bytecode Character Count_bytecode_character_f 0.00000 0.31132 0.00000 0.00000 0.00000 0.00000 0.00000 0.00000 0.00000 0.28858 0.00000
Bytecode Entropy 0.00000 0.59500 0.00000 0.00000 0.00000 0.00000 0.00000 0.00000 0.00000 0.57997 0.00000
Bytecode Length 0.33539 0.00000 0.49081 0.41385 0.41787 0.31317 0.32086 0.32661 0.38039 0.00000 0.27205
FunclionalFunctional,Number of “public” functions 0.25997 0.25422 0.00000 0.33731 0.36564 0.23921 0.00000 0.22342 0.28866 0.19733 0.25593
Functional Number of functions 0.00000 0.00000 0.00000  0.00000 0.00000 0.00000 0.00000  0.00000 0.00000 0.00000 0.00000
Lines_duplicate 0.28800 0.28504 0.34261 0.34568 0.35844 0.26552 0.26156 0.24255 0.30088 0.21971 0.29199
Lines Lines_total 0.29555 0.29989 0.35937 0.36716 0.40030 0.27920 0.27538 0.25644 0.33519 0.23661 0.28343
Lines_Code 0.30100 0.00000 0.36919 0.36377 0.37864 0.27746 0.27230 0.25805 0.32482 0.00000 0.28669
Opcode Count Features_ ADD 0.00000 0.26753 0.00000 0.00000 0.00000 0.00000 0.00000 0.00000 0.00000 0.25789 0.22075
Opcode Count Features_ AND 0.28318 0.00000 0.37235 0.33123 0.33495 0.26852 0.27713 0.28365 0.31195 0.00000 0.00000
Opcode Count Features.CALLCODE 0.00382 0.00086 0.01079 0.02846 0.03949 0.00097 0.04278 0.02220 0.00898 0.01674 0.00252
Opcode Count Features. CALLDATALOAD 0.28368 0.25659 0.38522 0.33953 0.34095 0.26521 0.27548 0.28333 0.26763 0.25398 0.20772
Opcode Count Features CALLER 0.27196 0.25865 0.34203 0.30978 0.31030 0.25980 0.26794 0.27274 0.28688 0.24960 0.20872
Opcode Count Features CALLVALUE 0.29587 0.26993 0.40192 0.36570 0.36039 0.26913 0.27975 0.28951 0.34159 0.25302 0.24370
Opcode Count Features DIV 0.26234 0.25621 0.30032 0.28623 0.29339 0.25604 0.26074 0.26578 0.26415 0.24271 0.20509
Opcode Count Features_DUP1 0.00000 0.27590 0.00000 0.00000 0.00000 0.00000 0.00000 0.00000 0.00000 0.25330 0.00000
Opcode Count Features_DUP2 0.28094 0.26968 0.35848 0.32418 0.33493 0.26888 0.27299 0.27959 0.30117 0.24994 0.22812
Opcode Count Features_DUP3 0.27207 0.26447 0.33158 0.30611 0.31583 0.26369 0.26791 0.27427 0.28314 0.24674 0.22208
Opcode Count Features_DUP4 0.26835 0.26100 0.31370 0.29523 0.30705 0.25961 0.26554 0.27074 0.27933 0.24864 0.20241
Opcode Count Features_DUP5 0.00000 0.25634 0.00000  0.00000 0.00000 0.00000 0.00000  0.00000 0.00000 0.26099 0.00000
Opcode Count Features DUP6 0.26386 0.25361 0.34229 0.30142 0.30229 0.25333 0.26316 0.26852 0.25918 0.25101 0.17541
Opcode Count Features_DUP7 0.24479 0.00000 0.30810  0.27491 0.28880 0.23647 0.25294  0.25629 0.26274 0.00000 0.14926
Opcode Count Features_ EXP 0.26204 0.25407 0.28551 0.27353 0.28345 0.25224 0.27165 0.27469 0.27402 0.27049 0.14050
Opcode Count Features_ISZERO 0.27127 0.26378 0.31991 0.29782 0.30993 0.26567 0.27132 0.27679 0.27690 0.25144 0.21034
Opcode Count Features JUMP 0.28720 0.26564 0.35515 0.31980 0.34604 0.27539 0.26753 0.28311 0.27486 0.24914 0.22377
Opeode Opcode Count Features JUMPDEST 0.29329 0.27382 0.39862 0.35033 0.35813 0.27567 0.27634 0.29115 0.30260 0.25437 0.23557
Opcode Count Features JUMPI 0.27611 0.26602 0.34191 0.31560 0.32773 0.26739 0.27058 0.27635 0.28843 0.24329 0.23330
Opcode Count Features LOG3 0.24439 0.23013 0.34254 0.29276 0.29625 0.22998 0.24633 0.24836 0.27475 0.23501 0.17376
Opcode Count Features MLOAD 0.00000 0.27216 0.00000 0.00000 0.00000 0.00000 0.00000 0.00000 0.00000 0.23959 0.00000
Opcode Count Features . MSTORE 0.27741 0.26662 0.35246 0.31710 0.32749 0.26665 0.27009 0.27651 0.29206 0.24607 0.22942
Opcode Count Features_ POP 0.28978 0.00000 0.38208 0.34725 0.35622 0.27300 0.27849 0.28496 0.31815 0.00000 0.23487
Opcode Count Features PUSH1 0.28593 0.27175 0.37095 0.33428 0.34514 0.27223 0.27668 0.28359 0.31033 0.25023 0.23560
Opcode Count Features PUSH2 0.28465 0.27022 0.36307 0.32538 0.33476 0.27159 0.27679 0.28759 0.29964 0.26100 0.21183
Opcode Count Features PUSH20 0.28842 0.27070 0.39955 0.34870 0.34905 0.27202 0.27910 0.27757 0.29713 0.24571 0.22857
Opcode Count Features PUSH4 0.26009 0.25618 0.29283 0.29095 0.29858 0.25697 0.26114 0.26535 0.26099 0.24331 0.20225
Opcode Count Features RETURN 0.00000 0.27494 0.00000 0.00000 0.00000 0.00000 0.00000 0.00000 0.00000 0.25242 0.00000
Opcode Count Features REVERT 0.27922 0.25973 0.31240 0.33676 0.30990 0.26797 0.26239 0.27407 0.26480 0.23305 0.22723
Opcode Count Features SLOAD 0.27187 0.26020 0.34871 0.30539 0.31339 0.26156 0.26916 0.27356 0.28303 0.24866 0.21043
Opcode Count Features_SSTORE 0.26111 0.25200 0.30667 0.28509 0.29288 0.25365 0.25955 0.26350 0.26430 0.23968 0.20676
Opcode Count Features_STOP 0.29673 0.25889 0.41345 0.41022 0.38389 0.25814 0.26819 0.27921 0.36264 0.22400 0.28854
Opcode Count Features_SUB 0.27529 0.26524 0.33462 0.31178 0.31894 0.26297 0.26996 0.27637 0.29490 0.25366 0.20961
Opcode Count Features_SWAP1 0.29354 0.27405 0.38986 0.34713 0.35570 0.27321 0.28268 0.29128 0.33374 0.26385 0.22347
Opcode Count Features_SWAP2 0.28686 0.27053 0.37169 0.33611 0.34058 0.26820 0.27708 0.28537 0.32183 0.25996 0.21692
Opcode Count Features_SWAP3 0.29174 0.26794 0.39869 0.34670 0.34235 0.26998 0.28069 0.29103 0.32075 0.26361 0.21373
Solidity ~ Solidity call 0.12486 0.12083 0.21697 0.19409 0.19723 0.10788 0.16848 0.15628 0.23733 0.18739 0.04136
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Figure 60: Individual Heatmap Behavior Profile: ExternalBug

gregating four proposed parameters. The method effectively combines category and local weights through
a two-pronged approach, yielding a precise valuation for each feature’s relevance to different vulnerabili-
ties. Moreover, the section explores the behavioral patterns of secure and vulnerable SCs through detailed
heatmap plots and comparative analyses. It demonstrates that the similarities in code structure, arithmetic
issues, and exploitation methods across different vulnerabilities lead to highly similar profiling for each
vulnerability.

Continuing this analysis, the data in the comprehensive Table 20 indicate differences in feature values across
various vulnerabilities. For example, while the entropy of the bytecode shows positive and slightly different
values for both Re-entrancy and Mishandled Exceptions, it is zero for the secure label. This pattern is
consistent across other features, where the values for vulnerabilities are similar to each other but distinct
from those of the secure label. Furthermore, ranging from Fig. 60 to Fig. 71, we observe clear similarities
across these plots. This similarity leads us to create two common profiles for vulnerable and secure SCs.
Common profiles aggregate characteristics from multiple vulnerabilities into unified profiles for vulnerable
and secure SCs. They help clarify the comprehensive anomalies, providing a clearer comparative perspective
for identifying key areas of risk and resilience in SC security.

As a summery, this section presents a methodical approach to mathematically profile vulnerabilities in SCs by
consolidating four proposed parameters. By amalgamating category and local weights, a precise assessment
of each feature’s relevance to different vulnerabilities is achieved. The analysis explores the behavioral
patterns of both secure and vulnerable SCs through detailed heatmap plots and comparative examinations,
revealing striking similarities in code structure, arithmetic issues, and exploitation methods across different
vulnerabilities.

Moreover, the data in Table 20 highlight variations in feature values across various vulnerabilities, with
distinct patterns emerging between vulnerabilities and the secure label. The examination of heatmap plots
from Fig. 60 to Fig. 71 underscores these similarities, prompting the creation of common profiles for
vulnerable and secure SCs. These profiles amalgamate characteristics from multiple vulnerabilities, offering

a comprehensive perspective for identifying critical areas of risk and resilience in SC security.
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GasExcoption Profle

Figure 61: Individual Heatmap Behavior Profile: GasException

MishandledException Profic

Figure 62: Individual Heatmap Behavior Profile: MishandledException

Timestamp Profle

Figure 63: Individual Heatmap Behavior Profile: Timestamp
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TransactionorderDependence Profle

Figure 64: Individual Heatmap Behavior Profile: TransactionOrderDependence

UnusedRetum Profle

Figure 65: Individual Heatmap Behavior Profile: UnusedReturn

WeakAccassiiod Profile

Figure 66: Individual Heatmap Behavior Profile: WeakAccessMod
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CallToUrknown Profic

Figure 67: Individual Heatmap Behavior Profile: CallToUnknown

Denialofservice Profie

Figure 68: Individual Heatmap Behavior Profile: DenialOfService

Intagertio profile

Figure 69: Individual Heatmap Behavior Profile: IntegerUO
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Reentrancy Profie

Figure 70: Individual Heatmap Behavior Profile: Re-entrancy
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Figure 72: Comparative Profiling Visualization: The colors assigned to different categories: Red (Represents the ABI
category), Green (Designated for the AST category), Blue (Used for Bytecode-related features), Purple (Highlights
features in the Functional category), Cyan (Indicates features associated with Lines of code or specific line-based
metrics), Magenta (Assigned to features derived from OpCodes), Black (Represents features specific to the Solidity
programming language)
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Heatmap of Vulnerabilities and Secure Correlations
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Figure 73: Heatmap of Vulnerabilities and Secure Correlations
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5.7 Concluding Remarks

This chapter comprehensively analyzes the experimental results, specifically addressing the contributions
referenced as CONTS in Chapter 1. The analysis aims to identify the significance of features within each
category through profiling each vulnerability. Additionally, we propose two common profiles for vulnerable

and secure SCs.
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6 Conclusion and Future Works

With the advent of blockchain networks, traditional contracts have transitioned to SCs, essential for main-
taining and upholding trust within these systems. Regarding the security of SCs, current analysis methods
can be categorized into two groups: traditional and NNs methods. Traditional methods, such as rule-based
and machine learning, often lack precision and effectiveness. In contrast, advanced techniques grapple with
complexity, explainability, and reliance on training datasets. This paper presents an enhanced version of the
GA for detecting, identifying, and profiling SCs’ vulnerabilities.

The enhancements to the regular GA encompass several strategic modifications to improve its efficiency
and effectiveness in problem-solving. By increasing the population size to 10,000 individuals, the algorithm
significantly broadens the diversity of potential solutions, enhancing its capability to thoroughly explore
the multidimensional solution space and avoid premature convergence on suboptimal solutions. Moreover,
introducing SSD checks before crossover events ensures that genetic recombination occurs between individ-
uals that are neither too similar nor excessively dissimilar, maintaining genetic diversity while preventing the
creation of implausible offspring. An adaptive mutation rate is also implemented, which modulates mutation
frequencies based on the evolutionary stage. This starts with a higher mutation rate to encourage a wide
exploration of the solution space, followed by a reduction in the rate as promising solutions emerge, thereby
refining these solutions and ensuring a balanced approach between exploring diverse options and exploiting
promising configurations.

Also, we create a new analyzer named BCCC-SCsVulLyzer, which leverages GAs explicitly for profiling
SCs vulnerabilities. Additionally, we have compiled an extensive benchmark dataset of 111,897 Solid-
ity source code samples, covering a broad spectrum of examples to ensure the effective validation of our
method. We subject our methodology to thorough testing and experimentation, revealing that our model iden-
tifies 11 vulnerabilities, including ExternalBug, GasException, MishandledException, Timestamp, Trans-
actionOrderDependence, UnusedReturn, WeakAccessMod, CallToUnknown, DenialOfService, IntegerUO,
and Reentrancy. The proposed approach detects broader vulnerabilities than traditional and NN-based meth-
ods, while previous models only detect two or three vulnerabilities.

Our proposed approach, validated through comprehensive experimental analysis, demonstrates superior pre-
cision and accuracy. The profiling technique enhances the transparency and explainability of our model.
With an accuracy ranging from 0.78 to 0.97, our model robustly identifies vulnerabilities. The precision in
predicting specific types of vulnerabilities, ranging between 0.79 and 0.88, reflects its accuracy in correctly
identifying true instances of each vulnerability type. In practical applications, our model can rapidly analyze
the security features of smart contracts, allowing for immediate assessment and tagging of each smart con-
tract’s vulnerability. This real-time solution significantly contributes to identifying potential threats in the
blockchain ecosystem.

Looking ahead, this work opens up several promising avenues for future research. While this paper primarily
focused on identifying 11 vulnerabilities in SCs, there is potential to profile a broader range of vulnerabili-
ties. A deeper understanding of various types of vulnerabilities could make the profiler more versatile and

practical, better addressing a range of threats. Additionally, scalability is a key consideration. Enhancing the
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profiler’s ability to efficiently analyze a larger volume of SCs will be crucial as the number and complexity
of SCs continue to grow. Lastly, the taxonomies outlined in this study should be continually revised and
expanded to account for new developments. Our understanding and classification of SCs should advance in
parallel with their technological and security protocols. This will ensure that our procedures remain relevant
and efficient, thus enhancing the security of SCs.
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