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Abstract

A major challenge for both theoretical treatment and practical application of unsu-
pervised learning tasks, such as clustering, anomaly detection or generative model-
ing, is the inherent lack of quantifiable objectives. Choosing methods and evaluating
outcomes is then often a matter of ad-hoc heuristics or personal taste. Anomaly
detection is often employed as a preprocessing step to other learning tasks, and un-
sound decisions for this task may thus have far-reaching consequences. In this work,
we propose an axiomatic framework for analyzing behaviours of anomaly detection
methods. We propose a basic set of desirable properties (or axioms) for distance-
based anomaly detection methods and identify dependencies and (in-)consistencies
between subsets of these. In addition, we include empirical results, which demon-
strate the benefits of this axiomatic perspective on behaviours of anomaly detection
methods. Our experiments illustrate how some commonly employed algorithms vi-
olate, perhaps unexpectedly, a basic desirable property. Namely, we highlight a

material problem with a commonly used method called Isolation Forest, related to
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infinite bands of space likely to be labelled as inliers that extend infinitely far away
from the training data. Additionally, we experimentally demonstrate that another
common method, Local Outlier Factor, is vulnerable to adversarial data poisoning.
To conduct these experimental evaluations, a tool for dataset generation, experi-
mentation and visualization was built, which is an additional contribution of this

work.
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1 Introduction

1.1 Background

In contrast to supervised learning tasks, such as classification or regression, unsu-
pervised learning tasks, such as clustering, generative modelling or anomaly detec-
tion, inherently lack objective evaluation measures. In supervised learning, the task
itself typically dictates a loss function. For example, the classification loss assigns
positive loss 1 to a predictor f on instance-label pair (x,y) if and only if f(z) # v.
That is, positive loss is assigned if the predictor misclassifies the instance (say, an
image classifier detects a zebra when really there is a tiger in the image). This loss
function can then be used to evaluate any predictor on a labelled test dataset to
get a sense of the predictor’s classification accuracy. Since in supervised learning,
training and test data come with observed outputs, a user has a straightforward
way to estimate a quality measure of the predictor for the task at hand from data.

Unsupervised learning tasks, on the contrary, usually do not come with an

inherently defined quality measure. Which type of qualities a clustering of a dataset
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should have depends on the downstream task the clustering is used for (should there
be a certain number of clusters? should clusters be dense? should clusters capture
lower dimensional manifolds in the data?) [5]. Whether an image of a landscape
produced by a generated model is photo-realistic or fits a certain artistic style
may be assessed differently by different viewers. Whether a data entry should be
considered anomalous based on, for example, one feature being outside the usual
range for that feature, depends on the application the anomaly detection is used
for (are we removing entries where a measurement error might have occurred to
establish a clean dataset for a downstream task or to detect a faulty machine? or
are we scanning for points that are at far distance from all other points, for example
when we want to monitor a fleet of vehicles in a city and flag when one leaves the
allowed area?).

Anomaly detection methods are used for a variety of applications. One may use
anomaly detection as a preprocessing (or data-cleaning) step before a subsequent
learning or statistical analysis step. Here, one may want to only remove data-points
that were the results of measurements or transmission errors, and care needs to be
taken so as to not skew the statistical patterns in the data when removing points.
Thus, in such an application a user should be wary of being too generous with
the concept of anomaly the method applies. On the other end of the spectrum,

anomaly detection methods may be used for tasks that are sensitive in terms of



security, such as fraud detection for financial transactions or malware detection.
For such applications it is crucial that the method does not miss any anomalous
instances, while false alarms might naturally be tolerated for the sake of the overall

safety of the system.

1.2 Thesis Organization

The focus of this thesis is to establish frameworks (both formal / theoretical and ex-
perimental) that allow users to better understand (and distinguish) the behaviours
of various outlier detection methods.

This work is organized as follows:

Chapter [1] Introduction - Gives an overview of the work done.

Chapter[2] Related Work - Situates this work in the broader research landscape

and covers other areas researched.

Chapter |3| Theory - Covers the theoretical part of the axiomatic analysis. It

proposes, motivates and analyzes the axioms and their interactions.

Chapter |4 Tools - Covers the software tools developed in support of this work.

Chapter [5| Experiments - Describes and discusses the experiments conducted.



e Chapter [6] Conclusion - Provides a short summary of the main ideas from this

work as well as some pointers to follow-up research directions.

This research has been accepted for publication at ECAI 2024 [36].

1.3 Theory

Axiomatic or property-based analysis of tasks and algorithms offers a framework
for clarifying behaviours of different methods. This allows users to make an in-
formed choice when selecting a method for their unsupervised learning task. Such
an axiomatic perspective on algorithms has been developed for clustering and com-
munity detection and led to property-based categorizations of common clustering
methods (see discussion in related work, Section . We are aiming to initiate the
development of such a framework for anomaly (or outlier) detection.

We focus on analyzing distance-based anomaly detection methods. We chose
this approach since a feature-based representation implies distances, and thus is
also included. Thus, working with pure distances simplifies the discussion without
too much sacrifice of expressivity. Our intention is for this work to serve as a solid
foundation to be built upon.

We start by phrasing five basic properties (or axioms) that a distance-based
anomaly detection method should have: Scale Invariance (SI), Richness (R), Con-

sistency (C), Permutation Invariance (PI) and Exile (E). The first three are inspired
4



by the axiomatic frameworks for clustering [19], but our Richness and in particular
our Consistency axioms are adapted to reflect desirable behaviours of methods for
outlier detection (rather than clustering) tasks. Richness requires that for any rea-
sonably small subset of the points, there should be a set of distances that will result
in this subset being assigned anomaly status. This property can be viewed as a way
of preventing undesired biases, for example the method always detecting an even
number of outliers, or the last point always being among the outliers. Consistency
demands that when the distances are changed in such a way that inliers only move
closer to each other and outliers only move further away from all other points, then
the output of the anomaly detection should not change. Our last property, Exile,
is specific to outlier detection: a point that is further away from all other points
than the distance between any pair among the remaining points should be labeled
as an anomaly.

We then show that the first three axioms, Scale Invariance, Richness and Consis-
tency, while seemingly natural, cannot be satisfied simultaneously by any anomaly
detection method. This implies that users will need to make a choice regarding
their relative importance. We also show that each pair of the first three axioms
is satisfiable, and also is satisfiable with any choice among Permutation Invariance

and Exile, establishing that these two axioms are independent of the three pairs.



1.4 Tools

In support of the axiomatic analysis, we also developed a flexible testing frame-
work that makes it simple to: specify synthetic datasets to generate, configure
which experiments to be run, and choose the format for results to be reported.
The framework supports several generation processes, such as gaussian, uniform
and polynomial. In addition, the framework also supports 16 relevant performance
measurements, most of which are standard. However we also included a few custom
measurements such as the “open space detector”. This open space detector looks
for areas that are not near the training data but have a relatively high score (which
makes it more likely for such a point to be misclassified as an inlier). In addition,
some of the other performance measurements provide ease of access to functions
available in the scikit-learn library [25]. All the models tested returned scores for
each of the training points (scalars values). As a result, we needed to use a thresh-
old to convert those scores into predictions for some of the metrics that we were
interested in, such as the false positive rate. When we needed to use a threshold,
we used the one that achieves the best F1 score, as this trades off both recall and
precision (explained in more detail, with relevant formulas in Section . Along
with the numeric performance measurements, the tool also provides easy access to

the generation of visualizations that provide a graphical summary of the model’s



performance.

We also developed a visual 2D dataset viewer and editor. It supports adding,
editing and removing points directly on a plot view or via a table interface. It
facilitates easy testing of ideas by integrating with the testing framework previously
described. Furthermore, it provides one-click access to start experiments on the
dataset currently being modified. The tool is able to be run in the browser with no

installation required, or locally on the users machine with enhanced functionality.

1.5 Experiments

We also show experimentally that two well-established and commonly used outlier
detection methods, Local Outlier Factor(LOF) and Isolation Forest, perhaps sur-
prisingly, do not satisfy our Exile axiom. Our experiments also demonstrate that
LOF might be vulnerable to data poisoning, in Section [5.3

Our experiments demonstrate that Isolation Forest sometimes produces infinite
bands of normal regions, which we explain in more detail in Section 5.2 While
we initially observed the bands on our synthetic two-dimensional datasets (where
we could see them), our testing showed that the bands are actually much more

prevalent in the real world datasets than they are in the synthetic datasets.



2 Related Work

2.1 Axiomatic analysis

The line of research most relevant to our work here is the axiomatic treatment
of clustering tasks. The initial study phrased the three axioms Scale Invariance,
Richness and Consistency for clustering and proved their inconsistency as well as
pairwise satisfiability [19]. This was followed up by a study suggesting a change of
perspective from axioms for clustering methods to clustering quality measures and
providing a consistent set of axioms for these |6]. This line of work was then further
developed into a categorization of clustering methods by sets of properties that these
satisfy [1] [2]. Axiomatic analysis with a similar program has also been developed
for other tasks such as community detection [7]. However, we are not aware of prior
work suggesting this type of analysis for the task of anomaly detection, which is
the focus of our work.

On the other hand, axioms for outlier detection have been proposed before

with a different focus [21]. These previously proposed axioms focused on how a
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pair of datasets with one difference between them should affect the ranking of
anomalies. This is in contrast to our theoretical analysis where we focused on an
outlier detection paradigm in which a dataset and distance function is taken as
input and a set of anomalies as output. This may include deciding on a threshold,
as needed, depending on if the algorithm produces scores for the points. The
main focus of the previous work was presenting a new algorithm; the axioms were

proposed in support of it. The axioms proposed were:

1. Distance Aware - Given two datasets and all else being equal, if one dataset
has a point that is further away from the normal data, then the farther away

point from the normal observations should have a higher anomaly score.

2. Density Aware - Given two datasets and all else being equal, if one dataset
is such that the normal points are more densely packed (more points in the
same amount of space), then the outlier in the dataset that is more densely

packed should have a higher anomaly score.

3. Radius Aware - Given two datasets and all else being equal, if one dataset is
such that the same number of normal points occupy less space (same number
of points in a smaller amount of space), then the outlier in the dataset with

the smaller radius should have a higher anomaly score.

4. Angle Aware - In the study |21] in Section 3, on page 803, the axiom is stated
9



as, “All else being equal, smaller the angle of a point with respect to cluster

of observation, more anomalous the outlier.”

5. Group-size Aware - Given two datasets and all else being equal, if one dataset
has fewer points in a group of anomalies, the points in the smaller group should

be more anomalous.

The previous study tested if the algorithms satisfied the axioms statistically, by
conducting two-sample t-tests. The tests showed that the new algorithm satisfied
the axioms presented but no previous algorithm satisfied all of them.

The outlier detection task has also been phrased as a statistical learning problem
with PAC type guarantees developed [31]. Non-parametric statistical guarantees
have been provided for nearest-neighbour based methods under assumptions on the
data-generating process [14]. An analysis of statistical requirements has also been
employed to explore and analyze properties of fairness for anomaly detection [30].

Complementary to our theoretical work, there also is work [38] to select algo-
rithms and their hyperparameters by matching new datasets to “training” datasets
and then recommending the algorithm with associated hyperparameters that did
the best on that dataset. Given the plethora of options available to practitioners,
this provides useful guidance for model and hyperparameter selection. Unfortu-

nately, this approach does require substantial investment upfront on the training

10



phase and is not very effective if there is not a good match on a new dataset to one

of those included in the training phase.

2.2 Experiments

The relative lack of foundational treatment is in contrast to a large and well-
established body of literature on practical outlier detection methods. A relatively
recent survey provides an excellent overview on both classical and deep learn-
ing based methods, as well as the fundamental challenges with theoretical treat-
ments [28]. In our experimental illustration of the Exile property (in Chapter [5)),
we employ two well-established classical methods: Local Outlier Factor (LOF) is a
nearest neighbour based method that determines outlier status based on local den-
sities [8], and Isolation Forest (iForest) is a tree-based ensemble method [22]. For
both, we employ a standard implementation from the scikit-learn library [25]. We
selected LOF [§] because of its reliance on only distances as input and iForest [22]
was selected because of its continuing popularity for industry use [3, |12} |15} 23] and
ongoing research applicability [35]. Deep learning methods have been growing in
popularity in high-dimensional and complex settings [2§] (such as images). However
deep learning is inherently non-interpretable, which makes the task for developing
a sound foundational basis for reasoning about algorithms more pressing.

In our other experiments we also tested OneClassSVM using the standard imple-

11



mentation from the scikit-learn library [25]. Using implementations by the authors

we also included Extended Isolation Forest [17] and PIDForest [13] in our tests.

2.3 Datasets

In addition to synthetic datasets that we generated, we also used some real world
datasets, from the UCI Machine Learning Repository |18]. We decided to use the
specific real world datasets because of their use in previous work [13], where they
were carefully selected for their suitability for use as an anomaly detection task and
their variety. Some of the datasets are edited versions of the originals from the UCI
Repository and the edited versions can be found in the Outlier Detection DataSets

(ODDS) Library [27]. More details on the datasets can be found in Section [5.1]

2.4 Isolation Forest bands of open space

During testing it was observed that iForest would sometimes produce infinite bands
of axis aligned open space (areas where the scores iForest gave made any points there
very likely to be labelled as an inlier). We discovered that, while substantial work
has been done towards addressing the observed problems with modified versions of
the original iForest, use of the original iForest is still common [3, |12, |15] 23} |35].

One study tried to address this problem by using random hyperplanes through the

12



points so that the splits do not favor the axes [16], instead of using axis aligned
splits (i.e. splits based on one feature at a time), as done in iForest. This approach,
called Extended Isolation Forest, did add some overhead in terms of runtime but
does reduce the open space problem. A later study claimed that this did not
adequately address the issue and created a new variant that used hyperspheres at
each node instead of just a split though the infinite space [11]. While this approach
does address the open space issue as the hyperspheres can only contain finite space,

it comes at a substantial runtime cost compared to iForest.

2.5 Interpretable outlier detection

We view our work on property-based (or axiomatic) analysis of outlier detection
methods as one way of facilitating explanations of algorithms’ behaviour to users.
Interpretability (or explainability) for outlier detection is an active area of research
with many approaches being proposed. Our exploration of the interpretability
space was one of the main motivations to take an axiomatic approach instead of
depending on post-hoc approaches that are not always faithful to the underlying
model or model-specific approaches that do not easily generalize to new models.
The hope is that by creating an axiomatic basis that can be built upon, we will
improve the quality of interpretability in the space overall.

One of the approaches to interpretability for outlier detection was based on

13



using supervised deep neural networks with explainability added by using gradient-
based techniques to determine which input features were the most important for
a prediction made [4]. However, most approaches used unsupervised learning, as
labelled data for anomaly detection is not typically available. One of those ap-
proaches built on iForest by adding explanations for iForest predictions. It is called
DIFFI (Depth-based Isolation Forest Feature Importance) and it used the structure
of the trees to extract which features were important locally for a given prediction
as well as globally across all the trees [9]. Other approaches focused on using the
reconstruction error of generative neural networks as the basis for anomaly detec-
tion, with explanations extracted from the model’s gradients [24] 29]. Instead of
starting with uninterpretable models, as in the previous approaches, another study
decided to start by building interpretable models [37]. In that study a two-stage
process was used. In the first stage, decision trees were trained to predict each fea-
ture based on the remaining features. These trees were then fed random samples
and those with high disagreement compared to the predictions from the trees were
considered outliers and used to augment the training set so that an equal number of
outliers to inliers were available. Using the augmented dataset, decision rules were
extracted to identify outliers. The study claims that both stages were interpretable

and thus the final output is also interpretable.
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3 Theory

3.1 Setup
3.1.1 Notation and basic definitions

We use standard mathematical notation for sets and functions, such as [n] =
{1,2,...,n} C N for the set of the first n natural numbers and R for non-negative
real numbers. A function 7 : [n] — [n] is a permutation of this set if 7 is both
one-to-one and onto.

Most practical anomaly detection methods take in a finite set of training data-
points S = (x1, xa, ... x,), where each point z; is a member of a larger ground set or
domain X . Typically, the points are d-dimensional feature vectors, that is X C R,
Given such training data, method A outputs a real valued function f = A(S5),
where f : S — R or f: X — R, that assigns each point in the dataset or each
point in the domain a score. Outlier status is then determined by thresholding this

function f. That is, a point is declared an outlier if f(z) > 6 for some threshold

15



¢ € R (and there are various heuristics for determining this threshold). For our
axiomatic framework, we for now focus on the former view, and analyze methods
that determine outlier status only for points in training data. Additionally, we also
consider the thresholding criteria to be the algorithm’s responsibility, thus requiring
the output of the algorithm to be a set of indices of the outliers, meaning we will
require f(S,d) C [n]. This allows us to provide a clean abstraction, and is the
relevant view for applications such as data cleaning. However, for the experiments
we will focus on the latter, predicting on the entire domain and returning scores.
Many methods support that capability, and their behaviour on points unseen during

training is often quite important.

Distance-based anomaly detection The data S = (x1,29,...2,) of size n is a
sequence of points indexed by [n]. Slightly abusing notation, we will use |S| = n for
the length of sequence S = (z1,29,...x,), and [|S|] = [n]. Throughout this work
we will assume that n > 4. We use the notation Sy to denote the set of points
from the sequence S. We assume the data is given together with a distance function

d: S?

set

— R such that (S, d) is a metric space. That is, d satisfies symmetry,
the triangle inequality and d(x,z) = 0 if and only if z = z. Note that for points
x;, x; from a sequence S = (1, 2, ... x,) we do allow d(x;, z;) = 0 for indices i # j

modeling that the given data may contain repetitions. If d(z;,z;) = 0 for i # j,

16



then we have d(x;, x) = d(xj,z;) for all k € [n]. We will mostly refer to the data

given as a pair (9, d) of the sequence of data-points S and distance function d.

Definition 1 (Anomaly detection method). An anomaly (or outlier) detection
method [ takes in data and distances (S, d) and outputs a subset f(S,d) C [n] of

the indices.

Below we will formulate properties that, we would argue, an anomaly detection
method may reasonably be expected to satisfy, such as being invariant under certain
transformation (for example scaling or permuting) of the data. We now start with
formally defining such transformations in preparation for stating our axioms. For
a distance function d and positive scalar & € RT, we let ad denote a scaled version

of d defined by ad(x, z) = a - d(x, z) for all pairs (x, z) in the domain of d.

Definition 2 (Permutation of data and distance function). Let S = (x1, 2, ..., %)
be a dataset and let d be a metric over Sgi. We say that (S',d') for data S’ =
(Y1,Y2, - - -, Yn) and distance metric d' on S's is a permutation of (S,d) if there

exists a permutation m : [n] — [n] on the index set of S such that
S = (1,92, -1 Un) = (Tn(1), Tr(@)s -+ Tr(m))
and
d'(yi, y;) = d(Tx(i), Tr(s))

for alli,j € [n].
17



Note that invariance to permutations is not a property that is specific to the
outlier detection task. The next definition prepares the ground for our consistency

property, which does capture an anomaly detection specific requirement.

Definition 3 (Consistent transformation). Let f be an outlier detection method
and let (S,d) a pair of data and distance function. We call a distance metric d' on

Seet @ consistent transformation of d with respect to f if the following holds:

o foralli,je||S|]|\ f(S,d) we have d'(z;,x;) < d(z;,x;)

o forallk € f(S,d) and i € [|S]] we have d'(x;,xy) > d(x;, x)

That is, a metric d’ is a consistent transformation of metric d with respect to
method f if inliers are pairwise closer to each other under d' in comparison to d
and outliers are further from all other points (inliers as well as outlier) under d’
in comparison to d. Intuitively, under the transformed distance function d’ inliers
are “more clearly inliers” and outliers are “more clearly outliers” in comparison to

their distances under d.

3.1.2 Axioms for anomaly detection

We now introduce a basic set of desirable properties (or axioms) for anomaly detec-
tion. The first three axioms are analogous to axioms that have been proposed for

clustering tasks in earlier work [19]. However, note that in particular the Consis-
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tency axiom below is phrased very differently here to model properties of anomaly
detection tasks (rather than clustering tasks). Likewise Exile, the fourth axiom
in the list below, captures a property that is a natural requirement for an outlier
detection method: if a point is further away from all other points, than any other

pair of points from each other, then this point should be declared an outlier.

1. Scale Invariance (SI) - For all inputs (S, d) and any a > 0, we have f(S,d) =

f(S,ad).

2. Richness (R) - For all subsets A C [n] of the set of indices, with |A| < %,

there exists a distance metric d on S with d(xz;, z;) > 0 for all i # j such

that f(S,d) = A.

3. Consistency (C) - For any input (5, d), if (S,d') is a consistent transforma-

tion of (5,d), then it is the case that f(S,d) = f(S,d).

4. Exile (E) - If there is an index e € [|S|] such that the maximum pairwise

distance in S\ {x.} is less than the distance from z. to its nearest neighbour

then e € f(S, d). That is

min{d(ze, z;) | i € [|S]]\ e} >max{d(z;, z;) [ 1,5 € [|S[]]\ e}

= eec f(S5,d)

19



5. Permutation Invariance (PI) - For any input (S,d) if (5',d') is a per-
mutation of (S,d) witnessed by 7 : [n] — [n], then it is the case that

m(f(5,d)) = [(5",d).

3.2 Relationships between the Axioms

In this section, we explore how our above-stated axioms relate to each other. In the
first part (Subsection , we show that the first three axioms are inconsistent.
This means that they cannot be satisfied simultaneously by any anomaly detection
method, and thus any practitioner will need to make a choice between them. We
then (in Subsection show that any pair of the first three axioms is consistent,
and moreover any pair is satisfiable independently of the status of the last two
axioms (any pair is satisfiable simultaneously with any subset of (E) and (PT)).
Our proofs often require defining a distance function on some number of points.
We mainly do so by “placing points in a Euclidean space”. For example, to define
distance function d on points x1, o and x3, we will say we place points in a two-
dimensional Euclidean space at z; = (0,0),22 = (1,0) and z3 = (0,1). This
implicitly defines distance d with d(zy,25) = d(zy,23) = 1 and d(zy,x3) = V2.
Defining the distance function implicitly this way relieves us from needing to verify
that the stated distances indeed satisfy the properties of a metric (since these are

now just inherited from the Euclidean metric).
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3.2.1 Inconsistency of (SI), (R) and (C)

We start our explorations by proving that the three axioms (SI), (R) and (C) are not
jointly satisfiable. The result is similar to the corresponding inconsistency result for
clustering methods; however, our proof is original. Since our axioms, in particular
our consistency property, are different and tailored to the anomaly detection task,

we develop a novel line of argument for our anomaly detection axioms.

Theorem 1. No anomaly detection method f can simultaneously satisfy the axioms

Scale Invariance (SI), Richness (R) and Consistency (C).

Proof. By way of contradiction, assume that f is an outlier detection method that
satisfies the axioms (SI, R) and (C). Let S be a dataset consisting of four points
S = (21, %9, T3, 14).

By the Richness axiom (R), there exists a distance metric d; on S, assigning

strictly positive distances, such that

f(S,dy) = {1},

and another distance metric ds, assigning strictly positive distances, such that

f(S,ds) ={1,2}.

Let a € R,a > 0 be a positive number smaller than the minimum distance
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among two points in S according to dy, that is

0 < a < min{di(x;,x;) | 4,5 €{1,2,3,4},1 # j}.

We further let b € R be a number that is larger than the distance of the furthest

point from outlier x; according to dy, that is

b > maX{dl(a:i,zl:l) ’ 1€ {2,3,4}}

Then a distance metric d] obtained by placing the points on the real line with
29 = 0,23 = a/2,x4 = a and 1 = a + b is a consistent transformation of d; with

respect to f and the Consistency axiom (C) thus implies

F(S,dy) = f(S,dy) = {1}

For a similar transformation of ds, let ¢ € R, ¢ > 0 denote a number that is smaller
than any pairwise distance according to ds and we let g, h € R denote two numbers
that are larger than any pairwise distance according to do which additionally satisfy
h > g. Then the distance metric dj, obtained by placing the four points on the real
line with 9 = 0,23 = 9,24 = g+c and 1 = g+c+ h is a consistent transformation

of dy with respect to method f. We thus get

f(sv d/2) = f(S, d2) = {172}‘

Now let o > 0 be a scaling factor small enough, so that a- (¢4 ¢) < a/2. Then the

distance metric d obtained by placing the points at o = 0,23 = a-g, z4 = a-(g+c)
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and 1 = a + b is a consistent transformation of d; (since the distances among the
inliers only got smaller, and the outlier moved further away from all other points),

and we thus have

f(S,dy) = f(S,dy) = {1}.
Now let dj be a distance metric obtained by scaling d, with factor o. Note that
dj can also be obtained by placing points o = 0,23 = a - g, 24 = - (g + ¢) and

x1 =a- (g + c+ h). By the Scale Invariance axiom (SI), we have

f(Sv dg) = f(S7 d/2) = {1’ 2}'

Now note that the distances among the points x5, x5 and x4 are identical in both df
and dj. Further, z; is an outlier according to f with regard to both metrics, which
allows its pairwise distances to be increased in a consistent transformation. Thus,
one of d] and dj is a consistent transformation of the other (depending on whether
a+ b is smaller or larger than a.- (¢ + ¢+ h)). This implies that their output should

be equal by (C), a contradiction to

F(S,dY) = {1} #{1,2} = f(5,d3).

Thus, no outlier detection methods can satisfy all three axioms simultaneously. [

Remark 1. The proof of Theorem[1] above requires that for the distance functions d;

and dy of the two initial configurations (which are obtained by invoking the Richness
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aziom) all pairwise distances are strictly positive. We note here that Consistency
and Scale Invariance are actually satisfiable jointly with a weakened Richness axiom
that does not require pairwise distances to be strictly positive (as our suggested
phrasing of (R) does). Consider a method duplicate that outputs [|S|] (that is, all
points are outliers) if all distances are strictly positive, and, in case there are pairs
of points with pairwise distance 0, the algorithm outputs this group of points as
wnliers and all remaining points as outliers. Note that distance 0 is transitive, thus
such points form clusters within which all points have pairwise distance 0; scaling
or consistent transformations could join such clusters, but not separate these points.

Formally:

duplicate(S,d) = {i € [|S]] | d(zi,z;) >0 for all j #1i,7 € [|S]]}

Intuitively, this method recognizes a point as an inlier if and only if it has at least
one duplicate point. The method duplicate satisfies (SI) and (C), as well as (E)
and (PI), and also a modified Richness axiom that is fulfilled by setting distance
0 between all required inliers and positive distance from the required outliers to all
other points. However duplicate is arguably not a reasonable anomaly detection
method, and we thus chose to focus on the here proposed more strict requirement of

Richness.
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3.2.2 Any pair of (SI), (R) and (C) plus (E, PI) is consistent

Now, we show that each pair of the three axioms (SI) (R) and (C) is consistent and
can be satisfied with or without any (subset) of (E) and (PI). More precisely, we

will prove the following result:

Theorem 2. Each of the pairs of axioms (SI, C), (R, SI) and (C, R) is consistent.
That is, there exists anomaly detection methods that satisfy the pair. Moreover, the
azioms (E) and (PI) are independent of each pair. That is, for each pair, there

exists methods that satisfy the pair together with none, both or exactly either one of

two additional axioms (E) and (PI).

The remainder of the subsections in this chapter are devoted to prove this result,
a subsection being devoted to each pair of (SI, R), (C, R) and (SI, C). For the proofs,
we will define a variety of decision rules based on a single nearest neighbour (snn)
scoring rule. We consider the following function that assigns each data-point a

score equal to the distance to its nearest neighbour:
snn(z,S) = min{d(z,z) | z€ S5,z # x}

If the data set S is clear from context, we may omit the second argument in the
above notation. We will use the notation nn(z,S) (or nn(z) if S is clear from
context) to denote a point in the dataset that minimizes the distance to z:

nn(z,S) € argmin{d(x,z) | 2 €S,z # z}
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Observation 3. Let (S,d) be a given dataset so that (Sse, d) is a metric space. Let

x € Sset and z = nn(z, S) Then
snn(z) < snn(x)

To see this, observe that as long as z = nn(z,.S), then the nearest neighbour of
z is not further away than d(z, z) = d(z,z). We also note that the above inequality

is strict if and only if x is not also a nearest neighbour of z.

3.2.3 Scale Invariance (SI) and Consistency (C)

To show that (SI) and (C) are jointly satisfiable, we define an anomaly detection
method singlemax that always outputs a single index, namely the index of a point
whose snn score is largest. In case there is a tie at the largest snn score, singlemax

chooses the smallest index. That is
singlemax (5, d) = min{argmax;c g snn(z;)}
Note that singlemax(S, d) always returns a single index from [|.S]].

Observation 4. The method singlemax defined above satisfies Scale Invariance (SI),

Consistency (C) and Ezile (E) but does not satisfy (R) nor (PI).

Proof. Scale invariance (SI) and Exile (E) are obviously satisfied. For some (.5, d),
let @ be so that singlemax(S,d) = {i}. Let (5’,d’) be a singlemax-consistent trans-

formation of (5, d). Note that then d’ can only increase the distances of the single
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outlier point from all other points and only decrease pairwise distances between

inliers. Thus we have

d'(z;,x5) > d(x;,x;) forall j #1i

and

d'(zj,xp) < d(xj,x) forall j,k #i

and thus no point of index other than i can have a larger snn score according to d’

than according to d. Therefore we have

singlemax (S, d') = {i}.

Thus the function singlemax also satisfies Consistency (C). To see why the function
does not satisfy Permutation Invariance (PI), consider two datasets of points in R,
each equipped with the standard distance d(z,z) = |z — z| for two real numbers.
S1 = (—3,-2,10,15) and S5 = (15,10, —3, —2) obtained through the permutation
m:1—3,2— 4,3+ 2,4+~ 1. These are permutations of each other, while we
have singlemax(Sy,d) = {3} and singlemax(S2,d) = {1} # {m(3)}. Richness is not

satisfied by singlemax since it never outputs a set of size other than 1. O

Remark 2. Trivial methods that either always output O or always output [n] for
sequences S of length n satisfy (SI), (C) and (PI), showing that the latter property

is independent of the former two. To see that (E) is also independent of these two
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azioms, consider a method that always outputs index set {1} (for any (S,d)). This

function satisfies (SI) and (C) but not (E) (and not (PI) either).

We summarize the results of this section in Table (where we use either an

above-defined name or the constant output to denote an outlier detection method).

singlemax v | v |V

0 v | vV 4
[n] v |V |V |V
{1} v |V

Table 3.1: Summary of methods satisfying (SI) and (C), but not (R)

3.2.4 Richness (R) and Scale Invariance (SI)

To see that this pair can be satisfied, we again consider the scoring function snn,
but this time with a different decision rule. We define an outlier detection method
scale—a as follows: for a value o € [0, 1] the method scale—a determines a score

threshold as o - max; jeqs)) d(;, x;). All indices of points whose snn score is greater
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than this threshold are determined as outliers; that is, the corresponding indices

are in f(5,d). Formally, for some 0 < o < 1, we define

scale—a(S,d) = {k € [|S]] | snn(z;) > - max d(x;,x;)}

i,7€(| S]]

Observation 5. For a = 0.5 the anomaly detection method scale—« satisfies the

four azioms (SI, R, E), and (PI), but does not satisfy (C).

Proof. (SI, PI) are obviously satisfied by this anomaly detection rule. To see why
it also satisfies (R), let S be a sequence of data-points and let A C [|.S|] be a subset

of indices. Without loss of generality, we can assume A = [m] = {1,2,...,m}

151
5

for some m < We first also assume m > 2 (and will treat the cases where
|A| € {0, 1} separately below). We now define distances by placing the points from
S in an m + 1-dimensional Euclidean space and let d be the induced Euclidean
distances. We place the first m points on the locations of the first m unit-vectors.
Note that these then have pairwise distance v/2. We place the remaining points
Tma1 - - - Tp on different locations that have entry 0 in the first m coordinates and
an entry in, say, the interval [0,0.5] with exactly one point sitting at the origin

(the all-zero vector). Now, the largest pairwise distance in this dataset is v/2, the

distance between two distinct unit vectors, and the threshold for the snn scores is
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v/2/2. Note that we have

=1>+2/2 ifi<m
snn(x;)

<0.5<vV2/2 ifi>m

and thus we get
scale—a(S,d) = [m] = A

as required. In case |A| = 0 (that is, we need to set distances such that scale—«
does not assign any point the outlier label), we can place all points consecutively on
the real line, say point x; at location ¢ € N, then snn(x;) = 1 for all points while the
maximal pairwise distance in the dataset isn—1 > 2 = 2-snn(x;) for n > 4. Thus all
points are declared inliers for this set of distances. For the case |A| = 1, and without
loss of generality A = {1}, we place z; at the origin x; = 0, the second point at
distance 1 from x1, say xo = 1, and the remaining points at distinct locations in the
interval [1,1.5]. Then the maximal pairwise distance in the dataset is larger than 1
but less than 1.5. Thus the point z; with snn(zy) =1 > 0.75 = 0.5 - 1.5 is declared
an outlier while all other points satisfy snn(z;) < 0.5 < 0.75, and are therefore
declared inliers. Thus, the Richness axiom is satisfied by scale—« for a = 0.5.

To see why the rule does not satisfy Consistency, consider the above configu-
ration (for the case m > 1) with moving the first point out to have entry 10 in
the first coordinate (that is, scale the first unit-vector with a factor of 10). Ob-

serve that this corresponds to a consistent transformation d’ of the distances, since
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only the distances involving outlier z; increased, and all other pairwise distances
remained the same. But now the threshold for outliers is larger than 5 and thus
the index set {1} containing only the index of this first point will be the result of
scale—a(S, d') (rather than the first [m] as before). Thus, the method scale—a thus
does not satisfy C'.

Finally, we argue that (E) is also satisfied. Consider data (S, d) and a point .
such that

snn(z.) > max d(z;, ;). 3.1
() i,je[wn\{e}( i) (3.1)

It follows that x, is one of the two points that maximize the pairwise distance over
the whole dataset.

max d(z;,x;) = max d(ze, x;).
i.5ellS] (i, ;) i€(IS\{e} ( )

Let k be the index of the other endpoint (or an index of one possible other endpoint
in case of ties), that is

ke argmaxie“S”\{e}d(xe, ZZ'@)

Let i denote the index of (one of) x.’s nearest neighbour(s) in S, that is z; = nn(z.).

Since d satisfies the triangle inequality, we then get
d(xe, ) < d(xe, ;) + d(xiy 28) < 2+ d(Te, ;) = 2 - snn(z,),

where the strict inequality follows from z, being an exile point (see Equation .
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This now implies

snn(z.) > 0.5 - d(z., ;) = - max d(x;, x ),
i,J€[IS]]

which in turn implies e € scale—a(S, d). Thus this rule satisfies the Exile property.

]

Remark 3. We again note that Fxile and Permutation Invariance are not implied
by the pair of axioms under consideration here (Richness and Scale Invariance). To
see that the latter two can be satisfied without Fxile, we can simply add an exception
to the case where the data contains an exile point (note that at most one exile point
can be present in any dataset). We let exiscale—« denote the rule that acts exactly
as scale—a, except that any exile point will be assigned inlier status. This rule does
not satisfy (E), while still satisfying (R) and (SI).

For a rule that is not permutation invariant, consider scale—a; with a position-
dependent threshold scaling parameter o;. For a dataset S we define

1

a; = min{m, 0.5}

Thus «; ranges from 1/|S| to 1/2 for the first half of the instances and then is
constant 0.5 for the second half of the points. Since the threshold now varies with
the positioning of points in the sequence S, this rule is not permutation invariant.
The rule is still (obviously) scale invariant. That it satisfies Richness can be seen by

employing the same construction as in the proof of Observation@ above (by placing
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the dedicated inlier points sufficiently close to the origin, for example inside the
interval [0, =7))-
Finally, to see that (SI, R) are satisfiable without satisfying either (E) or (PI),

we consider the rule that adds an exception for exile points as above to scale—q;,

and denote it by exiscale—q;.

scale—a v v v v

exiscale—a | V' v v

scale—q; v | v |V

exiscale—q; v | vV

Table 3.2: Summary of methods satisfying (SI) and (R), but not (C); we set a = 0.5.

3.2.5 Consistency (C) and Richness (R)

To prove that (C) and (R) are jointly satisfiable , we define yet another decision
rule based on the snn scoring function. The rule thres—7 declares as anomaly all

points whose nearest neighbour is further away than some fixed threshold 7 € R.
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Formally for some 7 > 0, we define

thres—7(S,d) = {i € [|S]] | snn(z;) > 7}

Observation 6. For any 7 > 0 the anomaly detection rule thres—1 defined above

satisfies (C, R, PI) but not (E) nor (SI).

Proof. (PI) is obviously satisfied by this rule. To see that (C) is satisfied, let (.S, d)
be a given dataset. Note that Observation |3 implies that, under the thres—7 rule,
the nearest neighbour of any inlier is also an inlier. This implies that under con-
sistent transformations (S,d’), the snn scores under d' of any inliers are smaller
or equal to the scores under d, and thus inliers will remain inliers. The nearest
neighbours of outliers might be inliers or outliers. However, a consistent trans-
formation must move any outlier further away from all other points. Thus, snn
scores of outliers can only increase, and they will remain outliers under consistent
transformations.

To see why Richness is satisfied, we can again consider a similar construction
as in the argument for (R) in the proof of Observation [6] In the constructions for
the case |A| > 2, we scale the entries of the outlier points to be 7 rather than 1
(that is we use scaled unit-vectors), and place the to-be-inliers at distance strictly
less than 7 from each other. For |A| = 0 we place all points in a ball of diameter

less than 7 and for |A| = 1 we place a single point at distance greater than 7 from
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this ball that contains the remaining points.

Lastly, we argue that (E) and (SI) are not satisfied: to see this we simply consider
a scaling of a given dataset such that the maximal distance between points in the
scaled version is smaller than 7. This results in all points being inliers, even if there
is an exile point among them and even if before scaling only a subset of the data S

were inliers. N

Remark 4. Again, we argue that the azioms (E) and (PI) are independent of the
two azioms under consideration here. To show that (C) and (R) can be satisfied
without Permutation Invariance, we consider a variation of thres—7 that we will
name specthres—7. This rule acts like thres—7, except assigning a special treatment
to the first point xy in the data in case n > 6 (in case n < 5, we let specthres—r
be identical to thres—7 to maintain (R)). For large enough datasets, specthres—7
uses threshold T/2 for the first point x1 (only) and threshold T for the remaining
points Ta, ..., T,. Additionally, x1 is assigned to be an inlier only if there are at
least two other points within T/2 distance to it, and x; is disregarded for the nearest
neighbour calculations for all other points. This does not satisfy (PI), while (C) and
(R) are still satisfied. (R) can be seen with the same construction as for the original
thres—7 rule. For Consistency, note that the status (inlier versus outlier) of the
first point cannot change under consistent transformations. In the case that the

first point is an inlier, the two other points within distance T/2 are both also inliers
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(since they each have a point other than xy within distance 7). Thus, these three
points will only get closer under consistent transformations and the assignment, for
all three of them, will remain inlier. On the rest of the dataset S without the first
point, the new rule acts exactly as thres—7. Thus, (C) is satisfied (but (E) is not).

Now, to see that (C, R, PI) are satisfiable together with (E) we introduce a
modification of thres—7, that we will name exthres—7. This rule will act exactly
like thres—7 except that it will always declare exile points (note that there can be at
most one exile point in any dataset) as outliers. Thus, in the case that all snn scores
in data (S,d) are below T, but one of the points is an exile point, this point will
then be the single outlier. In the case where some snn scores are larger than T, (E)
1s already satisfied. Note that, for the former case, any consistent transformation
of such a configuration will decrease distances between inlier points and can only
increase the distance of the exile point from other points, and thus this point will
remain the single outlier under any consistent transformation. The latter case is
already covered by the consistency of thres—r.

Finally, we can combine the two rules introduced here to obtain an outlier de-

tection rule specexthres—7 that does satisfy Fxile but not Permutation Invariance.

Again, we summarize the behaviours established in this section in Table [3.3]
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thres—r v | vV v

specthres—r7 v | vV

exthres—7 v | v |V v

specexthres—r7 v | v |V

Table 3.3: Summary of methods satisfying (C) and (R), but not (SI)
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4 Tools

As part of this work we also built two tools that facilitated experimentation. The
first is a framework to setup, run and report on experiments. The second is a

Graphical User Interface (GUI) tool to create and edit datasets.

4.1 Experiment Framework

The experiment framework is logically divided into two parts (but both are part of
the same code base)E]. The first handles outlier dataset generation and the second
manages experiments. All parts of this tool are written in python and configura-
tion for the tool is done via a dedicated configuration file in the code. However,
even though the configuration is done in code, employing the tool is still very ap-
proachable for someone without experience with python because configuration is
very similar to just key-value pairs. The configuration has default values provided

for all options so only values of interest need to be specified. Unless indicated oth-

1Code available at https://github.com/uruth-lab/experiment_framework
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erwise below, all generation processes support any number of dimensions greater

than 0.

4.1.1 Dataset Generation

Four main choices are required to generate a dataset. The first is how many data-
points should be generated in total. The second is what percentage of those points
should be outliers. The third and fourth are what processes should be used to
generate the inliers and outliers respectively.

The following generation processes have been implemented and can be used for

either inliers or outliers:

e gaussian - generates points from a Gaussian distribution with the option to

choose the variance for each dimension.

e polynomial - generates points along the graph of a polynomial function
parametrized by the coefficients of the polynomial. (Only supports 2 or more

dimensions, with 0’s set for all dimensions above 2).

e sine - generates points along the graph of a sine wave parametrized by the
desired start and end x-axis values. (Only supports 2 or more dimensions,

with 0’s set for all dimensions above 2).

e sphere - not only generates a sphere, but any user specified number of dimen-
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sions (not only three). For example, if two dimensions is selected, it would
generate points from a circle. It is worth mentioning that only points on the

outer part of the shape are generated. Thus, it produces a circle and not a

disk.

e uniform - generates points from a uniform distribution in a hypercube with

the option to select the minimum and maximum value for each feature.

The observant reader may have noticed that no options were given for the center
of the Gaussian nor the circle. This is because it would have been redundant as all
generation processes support specifying a linear transformation to be applied after
being generated. This provides rotation, translation and all other linear operations.

All generation processes also support the ability to add (or not add) Gaussian
noise to the generated points, with the option for specifying the variance of the
noise. The added noise provides a way to have, for instance, a sine-like shape but
not exactly a sine wave. There is also the option to add a limiter on the noise added
to ensure that the tails of the Gaussian do not lead to points arbitrarily far from
the originally generated point.

It is sometimes the case that we wish to ensure that the generated outliers, are
sufficiently far from the generated inliers. This was implemented using rejection

sampling so that it works with all the generation processes. An example of why
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rejection sampling is necessary can be seen in Figure [4.1b| where some of the gener-
ated outliers are very near the inliers. Since, depending on the settings chosen, the
area selected for outliers may be a subset of the area selected for inliers, a maximum
rejection threshold prevents infinite loops.

The final setting common to all generation processes is the number of uninfor-
mative features to add. Uninformative features are features that provide no signal
and test the algorithm’s ability to determine useful features. This is implemented
using a uniform distribution for those features for all points, that is, both inliers

and outliers.

4.1.2 Experiments Management

Experiment management, handles the generation of the actual experiments to run
based on the configuration, monitoring the execution of the experiments, running
the performance measurements and ensuring the desired output is generated. Each

of the management components is explained in the following subsections.

Experiments Configuration

The configuration for which experiments to run is an ordered list of groups of
experiment settings. Each of the experiment settings groups in the list have 4 main

options. The first is the list of algorithms and their parameters. Each algorithm-
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parameters pair can be named so that it is easier to identify in the results. The
second is the datasets and the third is a list of performance measurements to use
to evaluate the outcomes. Finally, the fourth is how many trials to use for each
experiment. For non-deterministic algorithms, many trials helps with assessing
average behaviour for randomized algorithms.

When the program is started, it takes each experiment settings group and creates
a list of experiments to be run by taking the cross product of the algorithms with
the datasets. Each experiment generated from that process is given a sequential 1D
for traceability throughout the process to make it easy to associate logs, numerical

results and generated images to a particular experiment.

Experiments Execution

Once all the experiments are prepared it transitions to training models for each of
the configured experiments. Exceptions for each experiment are isolated so that
one experiment does not cause all the others to also fail. The tool provides a notifi-
cation upon completion. The type of notification is operating system dependent. It
beeps on Windows and speaks on Linux and Mac using the built-in text to speech
capabilities. If any errors occur, they are logged separately and an error count is
included in the notification at the end. Each stage (and substage) of the experi-

ments is timed to make it easy to identify which parts take the longest. This is
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useful for when iterating on something new, letting the user know how long each
stage takes so that it can be skipped when not critical. It also makes it possible to

gauge how much longer an experiment is likely to run based on past records.

Performance measurements

Terminology Below we add to the notation defined in Section [3.1.1}

True Positive (TP) - a point predicted as an outlier that is actually an outlier.

e Fulse Positive (FP) - a point predicted as an outlier that is actually an inlier.

e True Negative (TN) - a point predicted as an inlier that is actually an inlier.

e [alse Negative (FN) - a point predicted as an inlier that is actually an outlier.

e trial will be used as short for “trial for an experiment”. We clarify trial here

to reduce repetition, since most performance measurements are per trial.

e Instead of f outputting a set of indices as previously used, we will instead

work with f outputting scores on the domain X, thatis f: X — R

e Threshold refers to the scalar used to convert scores from f into predictions.

e RAW _SCORES - is the set of scores for a model on the training data. That

is RAW_SCORES = {f(x) | z € S}
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e AUGMENTED_SCORES - is the same as RAW_SCORES with an
additional score added that is larger than all the training scores. That is
AUGMENTED_SCORES = RAW_SCORES U {max(RAW_SCORES) + 1}.

Note the use of 1 here is not significant and any positive scaler value would

do.

e SS - is a sorted sequence of scores from the set AUGMENTED_SCORES,

sorted from low to high.

e p - is a function p : # — R that maps from a threshold to the precision score

for model f on dataset S at threshold 6.

e ¢ - is a function ¢ : # — R that maps from a threshold to the false positive

rate for model f on dataset S at threshold 6.

e r - is a function r : 6 — R that maps from a threshold to the recall score for

model f on dataset S at threshold 6.

We will use TP, FP, TN and FN to refer to the number of points in that category,
with respect to f. For instance n = TP + FP + TN + FN, because the sum of the

categories should equal the size of the dataset.

Performance measurements implemented The tool supports using the fol-

lowing performance measurements to help evaluate experiments:
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e scores - returns the raw scores on the training data for the trial (does not sup-
port providing a mean and standard deviation across trials like the other mea-
surements do). This is similar to RAW_SCORES except that RAW_SCORES
is a set and scores is a sequence and thus may have duplicates. scores is or-

dered such that each index corresponds to the score for that point in S. That

is scores = (f(x1), f(z2),... f(zn))

e min — score - returns the minimum score on the training data for the trial.

That is min — score = min (RAW_SCORES).

® max — score - returns the maximum score on the training data for the trial.

That is min — score = max (RAW_SCORES).

e f1 — score - returns the best F1 score achieved (across different options for
threshold) for a trial. The F1 score is the harmonic mean of the model’s
precision and recall (both of which are defined below). It can be simplified

and expressed in terms of just TP, FP and FN in the following formula:

2.-TP

fl— _
SO = 5 TTP £ FP 4 FN

e f1 — threshold - returns the threshold value that produces the best f1 — score

for the trial.
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o fpf] (False Positive Rate) - returns the False Positive Rate at f1 — threshold.
It is calculated using the following formula:

FP

for = ———
= FP+ TN

e tpr® (True Positive Rate / Recall) - returns the True Positive Rate (aka Recall)
at f1 — threshold. It is calculated using the following formula:

TP

= T N

e precision?- returns the precision at f1 — threshold. It is calculated using the

following formula:

TP
TP + FP

precision =

e average — precision? (AP) - the scikit-learn library [25] documentation for av-
erage_precision_score states, “AP summarizes a precision-recall curve as the
weighted mean of precisions achieved at each threshold, with the increase in

recall from the previous threshold used as the weight”. It is calculated using

the following formula:

average — precision = — X P(SSk) - (7(SSk41) — 7(SSk))

e precision — recall — auc (area under the curve) - is an alternative to

average — precision for summarizing the precision recall curve. It uses a func-

2 Wraps a call to the scikit-learn library [25]
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tion from the scikit-learn library [25] to compute AUC for the precision recall

curve using the trapezoidal rule. It is calculated using the following formula:

1
precision — recall — auc = _Eke[n]§ - (p(SSk41) + p(SSk)) - (r(SSk+1) — r(SSk))

roc — auc (Receiver Operating Characteristic AUC) - uses the same function
as precision — recall — auc to computer the AUC of the ROC curve. It is

calculated using the following formula:
1
roc — auc = —Eke[n}i - (r(SSk+1) + r(SSk)) - (q(SSk+1) — q(SSk))

open — space — band — detector - is a custom heuristic we added to try to
detect infinite bands produced by isolation forest [22]. More details on why
infinite bands are problematic and example images can be seen in Section [5.2]
It works by iterating over the training data for each feature. For each iter-
ation, it copies the training data, finds the minimum value for that feature,
then sets all values for that feature in the copy to a value below the minimum.
It then scores modified version of the training data, after which it finds the
highest score that extends along that dimension to 2, 10 and 100 times the
range of that feature to confirm that the band extends. It then copies the
training data again and repeats the test, modifying to above the maximum
and takes the higher of the two high scores found. It then converts the highest

score found into a percentage and returns that as the output.
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More formally, let S = (21,9, ...1,), drawn from domain X € R%. Let f be
an anomaly detection method, where f : X — R. Let x;[j] € R be the value
of the j feature of z; € S. Let oj = minyep({w;[j] | 2 € S}), that is «; is
the minimum value for feature j for any point in S. Let 8; = max;cp,) ({:[J] |

x; € S}), that is 8; is the maximum value for feature j for any point in S.

Let Ytrain_min_score — mlnxeS(f(x)) Let Ytrain_max_score — maXxES(f(x))- Let

g(x,j,w) : x — 2’ where the following holds:

1. for all i € [d] if i # j then a'[i] = x[i]

2. and 2'[j] = w

Let tj = ﬁj — Q.
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The max value in a band detected is calculated as follow:

ybelowzrjzréé[g]({f(z) ’ S {g(xajvaj_tj) ‘ ZL’GS},

f(z) = f(g(z,J, 05 — 2t;)),
f(Z) = f(g('z?j: ay — 10t]))7

f(Z) = f(g('z?]a o — 100t]))

Yabove = r]ré?jf{f(Z) | z €{g(z,j, 85 +t;) | € S},

f(2) = f(9(2,3, 5 + 2t5)),
f(2) = f(g(2, 5, B; + 10t5)),
f(z) = f(g(z, ], B; + 100t;))
}

Yband_score = max(ybelowa yabove)

This score, Ypand_score 18 converted to a percentage (the actual output) using:

( Yvand_score — Ytrain_min_score ) % (41)

Ytrain_max_score — Ytrain_min_score
This percentage allows the bands observed in the plots to be quantified. The
percentage also works when the data is not able to be visualized such as on

the real world datasets.
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e percent — predicted — anomalies - returns the percentage of anomalies of the
total dataset predicted by the model for a trial. It is calculated using the

following formula:

{z € S| f(x) > f1 — threshold}|

n

percent — actual — anomalies =

e percent — actual — anomalies - uses the ground truth in dataset to calculate
the percentage of anomalies for the dataset; not affected by algorithm and
only depends on the dataset but provided as a convenience for comparison to
percent — predicted — anomalies. Let g be an indicator function g : z — {0,1}
such that g(z) = 1 <= the ground truth label for x is outlier. It is calculated

using the following formula:

Exesg(x)
n

percent — actual — anomalies =

e time — trial - returns the wall clock time for each trial; includes the time for

training and scoring of the training data.

e time — experiment - returns the wall clock time that the experiment took to
run from start to finish for all trials. May be larger than the sum of time — trial
as it also includes the orchestration time (time taken to run the loop over the

trials), which should be negligible.

In addition to the above performance measurements, the tool also supports the

following visualizations:
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model — scores - shows scores for the training data along a number line to
facilitate understanding how the scores are distributed in relation to misclas-

sifications. See example in Figure [4.1a]

precision — recall — curve?- shows the standard precision recall curve for a trial.

See example in Figure [1.1d

roc — curve? (Receiver Operating Characteristic curve) - shows the standard

ROC for a trial. See example in Figure [1.1d]

scatter — plot — classified - shows a scatter plot with the ambient space scored
and colored to show a model’s behaviour on points other than just the training

data. Only works on datasets in R! or R%. See example in Figure m

scatter — plot — raw - shows only the raw training points without any coloring

or special shapes. Only works on datasets in R! or R%. See example in

Figure [4.1¢

Reporting Results

The tool provides the results of each trial along with the mean and standard devi-

ation where applicable. It also supports exporting results in three formats, a latex

table, comma separated values (CSV) and YAML. Each serves a different purpose.

The latex table facilities inclusion into latex documents. The main goal with the
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CSV version is to facilitate conversion into a spreadsheet for further analysis. And
finally the YAML format captures all the data not just the mean and serves as a

way to store results in an easily machine readable format.

4.2 Data Builder Visualizer (DBV)

We also developed a 2D dataset viewer and editofff] The main motivation for its
development was to be able to easily generate toy datasets to test ideas. The tool
has two modes of interaction, plot and table.

plot mode (see Figure allows the user to interact with the dataset by
visualizing the points on a plot. In plot mode the tool allows the user to easily
add inlier and outlier points using left and right click respectively. The exact value
of added points can be made more precise by enabling the rounding feature that
allows choosing how many decimal positions a new point should be rounded to.
delete is also accomplished by using left and right click after toggling the delete
option. Toggling the delete option is done via the options menu or using middle
click. For deleting, because clicking exactly on a point is non-trivial, it will delete
the point closest to where the click is detected. The tool makes use of both color

and shapes to differentiate between inlier and outlier points.

3Code available at https://github.com/uruth-lab/dbv/

4Online version of tool available at https://uruth-lab.github.io/dbv/
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Figure 4.2: Data Builder Visualizer (DBV)

Table mode (see Figure works similar to a spreadsheet where it shows the
list of points and allows the user to edit or delete them as desired. All operations
related to the dataset are supported in the undo / redo system so any changes can
easily be reversed.

When running natively (i.e., not in the browser), the system is able to save to
and load from both MATLAB and CSV files. MATLAB files support is needed
because that is the format that is used by the experimentation framework. CSV
was added to make it easy to interoperate with spreadsheet software. The tool is

also able to be run in the browser without any install required but when run this
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way it does not support MATLAB files and can only save to / load from CSV.

In addition to manipulation of datasets, when running in native mode, it can also
initiate running the experiment on the dataset currently loaded. This provides an
easy way to make changes and with one click start the experiments to see updated

results of how the algorithms selected performed.
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5 Experiments

To illustrate the benefits of our property-based approach, we examined two well-
established outlier detection methods, namely Local Outlier Factor (LOF) [8] and
Isolation Forest (iForest) [22]. Specifically we were interested how these methods
behave in terms of our Exile property: Would points that are further away from
the training data than any pairwise distance between training data-points always
be labeled as anomalies? We found that this is not the case for either of these
methods.

We start this chapter by first describing the datasets used in our experiments.
Then we demonstrate that iForest sometimes produces infinite bands using one
of our synthetic datasets, followed by a discussion on its behaviour on the real
world datasets. And finally we demonstrate that LOF might be vulnerable to data

poisoning.
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5.1 Datasets

The datasets used throughout our experiments are listed in Table with the
exception of those specifically created for demonstrating vulnerability to data poi-
soning that are described in Section . The synthetic datasets (generated by us)

are:

e diamond - this is a simple hand-crafted dataset with 9 inliers in the shape

of a diamond (has no outliers). A visualization of the dataset is available in

Figure [A.1]

e square - this is a simple hand-crafted dataset with 9 inliers in the shape

of a square (has no outliers). A visualization of the dataset is available in

Figure [A.2]

e normal — uniform - in this dataset the inliers are drawn from a Gaussian dis-
tribution. And the outliers are drawn from a uniform distribution. A visual-

ization of the dataset is available in Figure

e sine — uniform - in this dataset for points (xy, z3) € R? the inliers are generated
by uniformly sampling z; and letting x5 = sin(x1). The outliers are generated

the same way but Gaussian noise is added to the final x5 value. A visualization

of the dataset is available in Figure [A.4]
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e polynomial - in this dataset for points (z1,72) € R? the inliers are generated
by uniformly sampling z; and letting x5 = x;. The outliers are generated the

same way but Gaussian noise is added to the final x5 value. A visualization

of the dataset is available in Figure [A.5]

e circle - in this dataset the inliers are drawn from a uniform distribution over
the points on the circumference of a circle and the outliers are drawn from
the same distribution but with Gaussian noised added to the x5 value. A

visualization of the dataset is available in Figure [A.6]

e sphere - in this dataset the inliers are drawn from a uniform distribution over
the points on the circumference of a circle and the outliers are drawn from
a uniform distribution. The sphere dataset differs from the circle in how the
outliers are generated. In sphere the outliers are uniformly distributed while
in circle the outliers are generally closer to the inliers because they are from
the same distribution with noise added. A visualization of the dataset is

available in Figure [A.7]

e single — dimension - this dataset only has a single dimension. It is comprised of
38 inliers sampled from a uniform distribution over the range [0, 2.5], 30 inliers
sampled from a uniform distribution over the range [7.5,10] and 7 outliers

sampled from a uniform distribution over the range [2.5,7.5]. A visualization
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of the dataset is available in Figure [A.§]

e all — but — one - all the inliers have the same x5 value of zero and the outliers

have a non zero value for zy. A visualization of the dataset is available in

Figure [A.9]

For the real world datasets we used the versions, including any preprocessing as
done by a previous study [17], as explained in Section [2.3] The real world datasets

we used are:

e http and smtp - are derived from the KDD Cup 1999 network intrusion

task [34] along with the preprocessing as was done in the previous study [17].
e mammography - is a binary classification dataset with imbalanced classes [27].

e musk - is a multi-class classification dataset where classes are combined and
divided into inliers and outliers as done in the previous study [17]. The
original dataset is the UCI Repository “Musk (Version 2)” [10] but the version

used here is the edited version from ODDS Library [27].

e satimage — 2 - is a multi-class classification dataset where classes are combined
and divided into inliers and outliers as done in the previous study |17]. The
original dataset is the UCI Repository “Statlog (Landsat Satellite)” [33] but

the version used here is the edited version from ODDS Library [27].
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e siesmic - is a binary classification dataset with imbalanced classes [32].

e thyroid - is binary classification dataset with imbalanced classes [26].

e vowels - is a multi-class classification dataset where classes are combined and
divided into inliers and outliers as done in the previous study [17]. The
original dataset is the UCI Repository “Japanese Vowels” [20] but the version

used here is the edited version from ODDS Library [27].
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Dataset Total Points | Anomaly Percentage | Feature Count
diamond 9 0.00% 2
square 9 0.00% 2
normal-uniform 300 10.00% 2
sine-uniform 400 10.00% 2
polynomial 200 10.00% 2
circle 400 10.00% 2
sphere 1,000 10.00% 2
single-dimension 75 9.33% 1
all-but-one 50 10.00% 2
http 567,498 0.39% 3
mammography 11,183 2.32% 6
musk 3,062 3.17% 166
satimage-2 5,803 1.22% 36
siesmic 2,584 6.58% 15
smtp 95,156 0.03% 3
thyroid 7,200 7.42% 6
vowels 1,456 3.43% 12

Table 5.1: Datasets Info
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5.2 Isolation Forest Infinite bands of normal regions

Isolation Forest is still in current use, as established in Section [2.4, However,
we demonstrate that it often produces areas of high likelihood to be inliers that
extend infinitely far away from the training data. Examples of this can be found
in Figures 5.1} and [5.3d] This is problematic because it is desirable that there
exists a “reasonable” threshold that does well on the training data and does not
cause points infinitely far away to be labelled as inliers. An example of such a
threshold might be the one that produces the best F1 score. However, because of
the high scores in the bands (likely to be inlier) it means that a point anywhere in

the band is likely to be labelled as an inlier.

Sphere Dataset

We first demonstrate the bands on one of our synthetic datasets where the behaviour
can be visualized. We employed the standard implementation of iForest from the
scikit-learn library [25] and ran it on the Sphere dataset. Figure shows the
visualization of the data along with the model labelling and Figure [5.1b|shows the
same plot but zoomed out more to help provide more perspective. The figures show
the bands extending both vertically and horizontally. Darker colors in the image

correspond to higher scores from the model.
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Figure 5.1: Isolation forest behaviour on Sphere dataset. High band 98.5%
Real world datasets

Using open — space — band — detector, which looks for bands extending away from
the training data and reports the highest percentage of the range of training scores
found (more detailed description available in Section , we were able to explore
Isolation Forest’s behaviour with regard to infinite bands on the real world datasets.
Our experiments revealed that the infinite bands produced are much more prevalent
on the real world datasets. The results showed that very high-percentage bands were
detected in all of the real world datasets as shown in Table 5.2l While bands were
also detected in the synthetic datasets (and this is where we first observed them)
the magnitude (and thus “inlierness”) of the scores found in the synthetic datasets

is not as bad as in the real world datsets. This phenomena is very concerning as
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it means that in real use cases with real data this problem is more likely to occur.
Given that it is so likely to occur it makes it more likely that an attacker with the
ability to run enough black box queries against an iForest model may be able to
find these bands and utilize them to pass points that are arbitrarily far away from
the data the model was trained on to pass as inliers.

In Table a higher percentage corresponds to a larger percentage of the range
of training scores. Thus, the higher the percentage the more likely points in the
band are to be labelled as inliers. For a more detailed explanation of the percentages
see Section [4.1] where open — space — band — detector was described. In all cases for
the real world datasets the bands detected exceeded the threshold of the best F1

Score.
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Dataset Highest Percentage Detected in a Band
diamond 21%
square 61%
normal-uniform | 32%
sine-uniform 60%
polynomial 46%
circle 84%
sphere 96%
single-dimension | 37%
all-but-one 68%
http 100%
mammography | 100%
musk 100%
satimage-2 99%
siesmic 100%
smtp 100%
thyroid 98%
vowels 90%

Table 5.2: Isolation forest highest bands detected
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5.3 Data poisoning

In this section we demonstrate how LOF might be vulnerable to data poisoning:
while on our original datasets the method did not show a violation of Exile, a
strategic addition of a few datapoints can lead to large areas outside the range of
the training data that receive scores in the normal range. We include the behaviour
of iForest on these datasets for comparison.

We employed standard implementations from the scikit-learn library [25] for
both methods. We generated two types of datasets in a two-dimensional Euclidean
space for the sake of visualization: (1) data drawn from a standard Gaussian dis-
tribution and (2) data from a lower-dimensional manifold, in our case a sine-shape
one-dimensional curve in the two-dimensional space. For both datasets 500 points
were generated. We ran both methods on these datasets, and then evaluated the
resulting scoring function in the ambient space in order to visualize which areas
received high scores, corresponding to inlier or normal assignment, and which ar-
eas received lower scores, corresponding to outlier assignment, see Figures [5.2] and
(.3l In these visualization darker color (dark blue) corresponds to a higher score,
thus more likely normal assignment, while a lighter color corresponds to a lower
score, thus more likely anomalous assignment. For both datasets, we evaluate the

method both on the clean data (generated as described above) and on a poisoned
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dataset where we added 21 extra points at a tiny distance to each other (in com-

parison to other distances in the original data). The clean datasets correspond

to Figures [5.2a], [5.2d, [5.3a] and [5.3d, while the poisoned datasets correspond Fig-

ures [5.2b}, [5.2d} [5.3b[ and [5.3d| (the locations of the added points are indicated in

red).

Results For Local Outlier Factor, we observe the desired behaviour on the “clean”
datasets Figures[5.2aland[5.2d The areas of and immediately around the datapoints
are shaded dark (indicating likely normal assignment) while the scores decrease
with increasing distance from the training data (the coloring of the ambient space
gets lighter towards the edges of the images). However, we show that a strategic
addition of 21 densely located “poisoning” points can disturb this behaviour (we
needed to add 21 points for the default setting of 20-nearest neighbour based LOF).
It is noteworthy that the number of points required for poisoning is only based on
the number of nearest neighbours and is independent of the size of the dataset.

In Figures [5.2b] and [5.2d] we observe large areas around the data that still receive

high (that is, likely normal) scores. We note that these normal areas do not extend
indefinitely for this method, however they do extend to distances substantially
larger than the diameter of the training data.

It is also possible that a dataset can be accidentally poisoned by duplicates in the
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Figure 5.2: Local Outlier Factor behaviour on clean and poisoned datasets. Darker
colors are more likely to be inliers. Note the large areas in dark blue that are likely

to produce false negatives in (b) and (d).
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dataset. This is a consequence of duplicates having zero distance from each other.
This is easy to mitigate provided the user is aware of the problem. However, more
care than just looking for duplicates is required, as in our example no duplicate
points were used, just points that are very near to each other. Thus, care must be
taken with regard to sourcing the training data to protect against malicious agents.
Counter measures to guard against poisoning are also required if the training data
is augmented by runtime queries.

For Isolation Forest, we did not observe such a clear vulnerability to data poi-

soning. However, as Figures |5.3c| and [5.3d| illustrate, the method also produces

“bands” of normal scores that extend indefinitely on this dataset.
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Figure 5.3: Isolation Forest behaviour on clean and poisoned datasets. Darker

colors are more likely to be inliers. Figures (c¢) and (d) show the infinite bands of

normal regions on the sine datasets. Also note that there is not much difference

in (a) vs (b) and in (¢) vs (d) meaning the poisoning did not materially affect the

algorithm’s output.
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6 Conclusion

Anomaly detection is an important task, with often security related applications.
Research has however mostly focused on developing methods, rather than system-
atic, theoretical understanding and performance guarantees. Our work paves the
way for a so far unexplored avenue of theoretical treatment: axiomatic analysis of
anomaly detection methods. We have proposed an initial set of axioms and pro-
vided a full analysis of their dependencies and compatibilities. Moreover, we have
demonstrated through our experiments how such an axiomatic (or property-based)
approach can yield better understanding of algorithmic behaviour: in our case,
we uncovered a way in which LOF is vulnerable to strategic data poisoning. We
hope our work will inspire follow up studies to develop comprehensive property-
based guidelines for choosing anomaly detection methods based on the needs of
various applications. Another important direction for follow-up work would be a
more thorough understanding of vulnerabilities to data poisoning or other types of

adversarial attacks.
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Figure A.5: polynomial
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