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Abstract

Machine learning (ML) marketplace provides customers with various ML-based solutions
to accelerate their business. Models in the ML market are often available as closed boxes, but
when they are applied to new domains, their performance may suffer from distribution shifts.
Prior techniques cannot address this problem, because they are either impractical to use or
against the nature of closed-box models. Instead, to enhance a closed-box classification model
when performance discrepancies occur in the target domain, we propose to acquire extra
data to construct a "padding" model to help the original closed box with its classification
weaknesses in the target domain. Our solution consists of a "weakness detector" to discover
the deficiency of the original closed-box model and the Augmented Ensemble approach to
combine the source and the padding model for better performance in the target domain
and further diversifying the ML marketplace. Extensive experiments on several popular
benchmark datasets confirm the superiority and robustness of our proposed framework over

baseline approaches.
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1 Introduction

1.1 Motivation

As more and more industries adopt machine learning (ML) techniques to facilitate their
business, ML. marketplaces are becoming a significant resource for ML business solutions.
The ML marketplace consists of data markets and model markets. Data markets such as
Amazon Data Exchange [5] and Databricks Marketplace [17] offer datasets for customers to
build or improve their models, while model markets provide customers with trained models
in various forms. For example, Amazon Rekognition [4] and Google Cloud Vision [22] sell
the use of model APIs; Open Model Zoo [44] provides downloadable versions of the models
with different licensing terms. Meanwhile, models in the ML market are often closed boxes

due to model sellers’ business privacy concerns and the convenience for customers to use.

However, when a customer applies a closed-box model to a domain (the target domain)
that is different from where the closed box is trained (the source domain), the closed box
may experience performance degradation because of the distribution discrepancy. Figure 1.1
illustrates an example of this problem. The current closed-box classifier from the ML market
distinguishes class large mammals and class medium-sized mammals, and it is trained on a
dataset with bear and lion images for large mammals while raccoon and skunk images for
medium-sized mammals. However, a customer applies this classifier to his validation dataset
drawn from the target domain with another two categories (wolf images for large mammals
and foxr images for medium-sized mammals). Then, the closed-box model can have a poor
performance in classifying wolf and fox, and the overall validation accuracy of Mg may not
be as good as what is advertised for this classifier in the ML market. Therefore, it is necessary
to study how to improve the closed-box model for these new categories. Interestingly, if a

1
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Figure 1.1: a Closed-box Model Encounters a Shifted Target Domain

customer makes a better model for the target domain than the present closed box, they can

sell this new model back to the market and add up the market diversification.

One promising approach recently proposed for improving ML model accuracy is to collect
additional data from the ML market to refine existing models [36]. However, this method
does not apply to closed-box models without accessible model parameters or source data to
customers. Other research, specifically on domain adaptation for closed-box models, transfers
the capability of the closed box to a new model by knowledge distillation and update distilled
models for the target domain by semi-supervised learning [65] [56]. However, closed-box
models from the ML market are usually built from a large collection of data. It can be
costly to train an entirely new model that outperforms the original closed-box model in the
target domain. Especially when the new categories described in Figure 1.1 only account for
a small percentage of the target domain. Instead, the original model can be re-purposed for

the overlap between the target and the source domain.

To improve a closed-box model for a target domain, this thesis focuses on classification



models and proposes a novel domain adaptation framework that externally augments the
existing closed-box model with extra data from the ML market to create a new model for
the target domain. After a customer detects accuracy degradation (relative to the model’s
advertised accuracy) of a given closed-box classification model Mg on his validation dataset
from the target domain, the customer purchases data from the ML market, subject to a
specified budget, to build a new "padding" model M, with better accuracy on data that

model Mg does not handle well in the target domain.

1.2 Methodology

When implementing the proposed framework, we have two challenges: (1) How to make the
best use of limited budgets to collect labeled data from the market and build the padding
model M, to assist the source closed-box classification model Mg in the target domain? (2)
How to employ My, to enhance M for the target domain where labels are always revealed

with delays?

For the first challenge, we build a "weakness detector", WEDE, that detects when Mg
performs poorly in the target domain. WEDE extracts features of My’s weaknesses by
classifying My’s correct and incorrect predictions in the validation set. WEDE also generates
weakness scores to estimate data utility in constructing M, complementary to My in the
target domain. In other words, WEDE acts as a proxy of Mg during data acquisition from
the market, and it avoids privacy leakage or misuse of My caused by data sellers. Based
on WEDE, we also introduce two data acquisition methods, which vary in the frequency of

data acquisition and WEDE update.

For the second challenge, we propose to use WEDE with an approach named Augmented
Ensemble (AE) to create My as an ensemble of Mg and M, for T, whether classification
probabilities are available or not from Mg. Compared to applying only My to the target
domain, AE also employs My in the domain intersection between the target and the source,
and thus AE is more beneficial to domain adaptation of closed-box models, especially when
the data acquisition budget is not large enough to build a powerful My, for the entire target

domain.



1.3 Contribution and Outline

In this thesis, we make three contributions to improving closed-box classification models for

a new domain with data acquisition.

e Efficient and secure data acquisition with a given budget. We design a model
weakness detector by learning about prediction mistakes of the closed-box model in a
validation set drawn from the new domain, and then we use the detector to acquire
data that is most likely to be the weakness of the closed box with a limited budget.
Data acquisition with the weakness detector protects the privacy of our model and the

target data.

e Effective and versatile ensemble for the closed-box model with a comple-
mentary one. A new model is built from acquired data to help the existing closed-box
model with its weaknesses in the target domain. We apply both the new model and
the closed box to the target domain. Then, based on the accessibility of Mg’s outputs,
we aggregate predictions from the two models as the output of an improved closed box

for the target domain.

e Extensive and empirical test of our proposed solution. We design classification
tasks of different scales on two popular datasets with deliberate domain shifts and
compare our solution with multiple baseline methods. Experiments show that our
solution outperforms baselines, especially when the data acquisition budget is small, or
the data acquisition source covers more data categories than the target domain. We also
extensively analyze factors that impact our solution, providing insights for customers

to choose suitable data acquisition strategies for different application scenarios.

The rest of the thesis is organized as follows. Chapter 2 reviews related work. Chapter 3
formally defines notations and our research objective: data acquisition for domain adaptation
of closed-box classification models. Chapter 4 elaborates on our proposed methodologies to
accomplish our objective. Chapter 5 presents extensive experimental results and analysis,

as well as a discussion on future work. Chapter 6 summarizes how our data acquisition

4



framework works effectively for domain adaptation of closed-box models and points out

future directions for extending our framework.



2 Related Work

We introduce related work on the problem of data acquisition for domain adaptation of
closed-box models, and we also describe their limitations to solving this problem or their
ties with our proposed solution. First, we present studies on the machine-learning market,
especially those on data acquisition in the machine-learning market. Next, we introduce three
research areas related to data acquisition: active learning (acquiring labels for data already
possessed by the customer), data augmentation (an alternative practice for increasing model
training data), and model learning curves (guidance to the design and application of data
acquisition methods). Lastly, we discuss prior work on domain adaptation for closed-box

models.

2.1 Machine Learning Market

A Machine Learning (ML) market usually takes the form of model markets and data markets
for ML applications. Literature on model markets and data markets is detailed in the

following two subsections.

2.1.1 Model Market

Chen et al. present the very first model market design with an arbitrage-free mechanism and
model versioning [12]. The arbitrage-free mechanism prevents a collection of weak models
from being even cheaper than a single model with a competitive quality as the collection,
which protects the benefit of model sellers. Model versioning provides buyers with variations
of an optimal model with different prices. The price of a model variation is proportional to

6



the performance of this variation. Model versioning can be done by injecting noise into the

parameters of the optimal model.

Liu et al. propose a more comprehensive model market prototype Dealer [40|. Dealer has
three components: data owners, model buyers, and market brokers connecting the first two
parties. Data owners’ revenues depend on their data quality and data privacy preservation.
Model buyers can choose from multiple model versions with different prices and qualities.
Brokers in this prototype are responsible for maximizing data owners’ revenues and ensuring

that model quality satisfies buyers with different needs and investment budgets.

Some research even integrates federated learning (FL) to protect data owners’ privacy.
Instead of sending data to brokers for training models, data owners can train models by
themselves and then upload model gradients to brokers for aggregation under an FL frame-
work [69]. Sun et al. propose algorithms to maximize the broker’s profits from model trading

revenues and model training costs in an FL-based model market [60].

2.1.2 Data Market

Agarwal et al. rigorously design a mechanism for a fair and trustful data market for ML
tasks [3]. However, they do not discuss the concerns of data sellers and buyers. Data sellers
aim to maximize their compensation from their data but would also like to preserve data
privacy. On the other hand, data buyers focus on data acquisition for building or improving
their ML models [45]. Regarding these concerns, Fernandez et al. design a more practical
and comprehensive data market as a platform of trading data [19]. Also, to avoid strategic
data purchases in the market, Fernandez introduces three market protections to data pricing
schemes [9]. In the next two sections, we introduce more work in the design of data markets

to address the concerns of sellers and buyers.

2.1.2.1 Compensation Maximization for Data Sellers

Data sellers’ compensation depends on how much their data contributes to model training

and how much data privacy they want to preserve. Therefore, to maximize sellers’ compen-
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sation, their data utility should be properly formulated based on the contribution of their

data and the data privacy they sacrifice.

One popular model training data evaluation practice uses the Shapley Value from game
theories. Shapley Value estimates the contribution of individual members to their group by
how much the removal of these individuals affects group outcomes. Ghorbani et al. introduce
a Shapley Value-based framework to evaluate the influence of training data for ML models
and propose efficient algorithms for computing Shapley Value [21]. Jia et al. also present
methods to facilitate the computation of Shapley Value in the context of ML models, but
they introduce additional constraints to evaluating the influence of training data [30]. In
addition to Shapley Value estimation by data removal, the impact of training data can be

assessed with data perturbation [33][34], or gradient descents during model training [48].

Data privacy preservation is another factor in data valuation for sellers. Data sellers
protect their data by differential privacy, which adds noise to the parameters of trained
models or gradients when models are trained in a federated learning system [12][40][69].
Apart from differential privacy, sharded model training also helps preserve data privacy. A
sharded system is a cluster of individual computing nodes with training data, and the output
of this cluster is an aggregation of model predictions from all the involved nodes. Xia et al.
design a new Shapley Value-computation method to evaluate the contribution of data sellers

in a shared system [63].

2.1.2.2 Data Acquisition for Data Buyers

To use budgets efficiently, data buyers first need to know what kind of data is the most
helpful in training models from scratch or improving existing models, and then they can

adopt acquisition strategies for different purposes.

In terms of data valuation for training models, Yoon et al. build a comprehensive data
value estimator by reinforcement learning [66]. Samples with the highest estimated values
are selected. Predictions from the trained model act as rewards for updating the data value
estimator. This procedure requires a lot of model retraining. Therefore, it is not a practical
solution to data valuation for model training. Another way to quantify the value of training

8



data is by measuring the similarity between training and testing data [24] [64]. The intuition
behind it is that if the distributions of model training and the testing data are close, models

tend to exhibit good testing performance.

As for collecting additional data instances for model improvement, Li et al. use a domain
classifier for the original and the new domain to quantify data novelty and propose two
adaptive acquisition strategies based on the estimated data novelty [36]. When the source
of data acquisition has a mixture of distributions, Chai et al. perform clustering to locate a
homogeneous subdomain in the acquisition source and then build a reinforcement learning

agent to decide from which cluster they collect data [10].

However, none of the aforementioned data acquisition work accommodates our setting
with closed-box models from the ML market. First, data acquisition for model training is
orthogonal to our goal of improving existing closed-box models. Second, in prior studies on
data acquisition, customers should provide the seller with the information of model source
data for evaluating the novelty of candidate data, but the source data of closed-box models

are also inaccessible to customers.

Model vulnerability identification is also helpful in building up models from the data
perspective but does not require the exposure of model information. Jain et al. build a
binary classifier of correct and incorrect predictions of a target model to reveal the pattern
of this model’s prediction mistakes [29]. However, their model mistake detector is per data
class and is useless in unlabeled target domains. Abid et al. disclose intuitive causes of model
prediction mistakes by studying model outputs after removing certain data features [2], but
the impact of data features on model vulnerabilities is orthogonal to our data acquisition for
fixing ineffective closed-box models. Other research tries to understand model predictions
from input data. Ilyas et al. unveil the connection between training and testing data given a
model. They treat training data as inputs while model predictions as outputs for a regression
equation. Coefficients in such equations reflect how training data impact model predictions
on test data [28]. Cong et al. work on complicated models behind cloud APIs and identify the
most influential data features on model performance by solving an overdetermined equation

system built from linear regions of target models [16]. However, it is still unclear how to



apply these studies to reveal model vulnerabilities directly.

2.1.3 Summary

The sophisticated design of machine-learning (ML) markets satisfies three participants: sell-
ers, buyers, and brokers. However, prior data acquisition methods with the ML market
cannot accommodate our objective: we purchase data for domain adaption of closed-box
models whose parameters and source data are both inaccessible to sellers. Hence, it is essen-
tial to develop a new strategy to accomplish our goal of data acquisition for domain adaption

of closed-box models.

2.2 Active Learning

By active learning, the customer requests labels for his data and uses newly labeled data
to improve his models. The selection of data for labeling depends on the prediction uncer-
tainty or feature diversity of selection candidates. Prediction uncertainty is often measured
by the entropy of classification probabilities from the model. Guo et al. formulate the
acquisition of a batch of data labels as an optimization problem that aims to maximize
classification accuracy on labeled data and minimize classification uncertainty on unlabeled
simultaneously|23]. Houlsby et al. extend active learning to the Gaussian Process Classifier,
a non-parametric model by Bayesian Active Learning by Disagreement (BALD) [26]. They
compute the mutual information between model predictions and model parameters. If a
model is very uncertain about a given data point, this data point reveals much information
about the model parameter. However, BALD only works for label acquisition by a single
instance, so it demands a lot of model retraining. To overcome the intensive model retraining
in BALD, Kirsch et al. extend the BALD approach for a batch-mode acquisition of data
labels [32]. There are also other measurements of model prediction uncertainty, e.g. the

maximum classification probability and the margin between the top two probabilities [13].

Active learning based on feature diversity employs core-set selection or representative
learning to select a bath of data for labeling. Sener et al. choose a core set of unlabeled

10



data by minimizing the distance between every point in this core set and all the data points
outside the core set [55]. However, their research may not work well in high-dimensional
data. To adapt active learning to high-dimensional data, Sinha et al. propose to adopt
a variational auto-encoder (VAE) to learn the embedding space of data and an adversarial
classifier to distinguish labeled and unlabeled data in the embedding space [59]. VAE aims to
fool the classifier that all data are labeled while the classifier needs to discriminate between

labeled and unlabeled data.

Some active learning research combines prediction uncertainty and feature diversity to
select data for labeling. Prabhu et al. first cluster unlabeled datasets by uncertainty and
then from each cluster, they select data points closest to the cluster center [47]. This method

proves to be more beneficial than those solely based on uncertainty or diversity.

However, active learning is orthogonal to our work which focuses on acquiring complete
data points from data sellers rather than asking for labels of data owned by customers

themselves.

2.3 Data Augmentation

Data augmentation aims to enrich training data and make models more robust. Typical
data augmentation research focuses on two types of data: images and relational data [58|.
Traditional image data augmentation includes adding noise, color, rotation, and cropping.
More recently, some deep learning techniques have been integrated with data augmentation.
Adversarial data augmentation perturbs the source domain to maximize the prediction en-
tropy of the current model [67]. A higher mutual information of this kind indicates a larger
domain shift after augmentation. Generative adversarial models are also used in creating
synthetic images [6]. Given an image from a class, a generator network creates fake images
also from this class but appearing differently from the given image as told by a discriminator.
However, three important questions remain for image data augmentation: what is the best
augmentation strategy for a given task?” How to evaluate the quality of synthetic data? How

much synthetic data is needed?
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The enrichment of relational data lies in expanding predictive data attributes from table
joins in public databases. Chepurko et al. propose the first end-to-end system for rela-
tional data augmentation by joining tables from a public data repository and the customer’s
database [15]. They first construct table representations from a plan of joining tables. After
the plan is executed, essential attributes from the joined table are returned to the customer
using a random noise injection-based feature selection algorithm. Zhao et al. improve this
end-to-end attribute augmentation system with a more powerful relational data embedding
design [68]. Liu et al. adopt reinforcement learning to develop a more intelligent data at-
tribute augmentation system [39]. They build two kinds of agents to decide which tables
to join for selecting useful data attributes. One agent uses a traditional multi-arm-bandit
algorithm, while the other employs a deep neural network for optimizing attribute selection
rewards, which are the performance of models trained from data with expanded attributes.
However, it is still unsure if additional attributes can address prediction errors caused by

distribution shifts.

In summary, some limitations exist in widely applying data augmentation to model train-
ing, especially for domain adaptation of models. Therefore, studying the acquisition from

the data market is still necessary.

2.4 Model Learning Curves

Model performance is often subject to factors like the size of the training dataset and the
choice of model training parameters. Since we aim to improve closed-box models, we are
interested in how those factors affect model performance. The model learning curve is one
of the tools for analyzing such factors. When a learning curve is modeled by the size of
the training dataset, this curve often presents three stages from empirical experiments: (1)
model predictions are almost like random guesses when the training dataset is too small;
(2) prediction errors decrease following a power-law rule when the training data is enough;
3) prediction errors stop declining when the training data is too much and has no more
new information for the model to learn [25]. Rosenfeld et al. even manage to formulate

and extrapolate such learning curves [51]. When Tae et al. improve model fairness by
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collecting data from representative groups of a third-party dataset, they also use the model
learning curve of each group to maintain overall accuracy [61]. We apply the idea of model
learning curves to our empirical investigation of factors that affect our proposed solution in

section 5.4.

2.5 Domain Adaption for Machine Learning Models

Updating machine learning models for a new domain usually involves distribution shift de-
tection for identifying the discrepancy between the target and the source domain, and fine-
tuning models to new domains by continual learning. However, closed-box models have
private model parameters and source data, which make it impossible to adopt distribution
shift detection and continual learning to accomplish domain adaptation of closed-box mod-
els. Then, some researchers develop domain adaptation techniques specifically for closed-box
models, but the large need for target data limits the wide application of those techniques. In
this section, we first introduce prior work on distribution shift detection, continual learning,
and ensemble learning, a relevant topic on model training. After that, we discuss some work

on improving closed-box models for a new domain.

2.5.1 Distribution Shift Detection

There are two areas in the research of detecting distribution shifts. One of them starts by
learning representations of in-distribution data and then checks if testing data has similar
representations. The degree of distribution shifts is returned after comparison. The other
area in distribution shift detection research uses a two-sample test, a statistical tool to
check whether the two samples are drawn from significantly different distributions given a
significance level. However, measuring the distribution shift degree in the two-sample test is

not as easy as representation-learning-based techniques.
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2.5.1.1 Representation Learning

D. Abati et al. employ the variational autoencoder to learn representations of in-distribution
data and adopt reconstruction errors of testing data to measure the distribution shift degree
[1]. Pidhorskyi et al. also use the decoder-encoder network for representation learning on
in-distribution data, but they use a probability to estimate the distribution shift degree [46].
Ruff et al. adopt one-class SVM to capture the distribution of normal data, and all the
out-of-distribution data tends to fall outside the hypersphere of one-class SVM [52].

2.5.1.2 Two Sample Test

Friedman proposes compressing multivariate samples in the two-sample test into univariate
ones with a binary classifier to facilitate calculation [20]. Recently, Lopez-Paz et al. present
extended theoretical and empirical analyses of Friedman’s idea and showcase the applica-
tion of the classifier-based two-sample-test in evaluating image generative models [42]. A
comprehensive study of two-sample-test-based distribution shift detection from Rabanser et
al. shows that dimension reduction techniques like autoencoders, which do not necessarily
generate univariate data, achieve better results than classifier-based methods under certain

kinds of distribution shifts [49].

2.5.1.3 Summary

If model buyers identify distribution shifts in the target domain, they can collect data from
the new distribution to build up their models. However, distribution-shift detection requires
access to the source data of models, and closed-box models hide their training data from
the public. Therefore, the detection methods mentioned above cannot address our target

problem.
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2.5.2 Ensemble Learning

Ensemble learning is often employed to alleviate model overfitting when the model training
dataset is too small, and it also boosts the overall performance when the training data is
imbalanced in data categories [53]. In ensemble learning, a collection of models is constructed
by bagging or boosting. The bagging approach trains a group of independent models of
the same structure but with different training data sampled from the original dataset with
replacement. By contrast, the boosting strategy builds models one by one and re-weights
training data based on predictions from the previous model [54]. Data incorrectly predicted
by the current model are attached with more weight when they are used in training the next
model. Results from models in the ensemble can be aggregated by simple majority voting
or with weights based on each model’s strength [53|. In our proposed solution, we weigh
predictions from the original closed box and an assistant model according to the relation
between inputs and the two models and then combine weighted predictions as the output of

a model ensemble.

2.5.3 Continual Learning

Models can be sequentially updated to tasks from new domains while reserving knowledge
of previous data domains by Continual Learning (CL). Replay-based and regularization-
based CL are two mainstreams in CL research [43]. Replay-based CL usually stores data
from old tasks in data buffers. When a new task comes, data of the new task is mixed
with samples from buffers to retrain models [11]. Shin et al. employ generative models to
simulate data from old tasks to relax the restriction from buffer sizes [57]. On the other hand,
regularization-based CL approaches freeze specific model parameters to avoid forgetting what
has been learned when models are being updated [31]. Frozen parameters can be selected
by model weight uncertainty from Bayesian Network [18]. Buzzega et al. even propose an
approach that is a mixture of replay-based and regularization-based CL techniques to deal

with general cases of updating models [7].
Some CL research overlaps with ensemble learning to balance forgetting and learning
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during model updates. Liang et al. assemble old and new models with a parameter optimized
on a validation set [38]. Cano et al. handle streaming CL tasks with imbalanced and
constantly changing data domains by adaptive model ensembles [8]. Wen et al. design an
effective computation method to speed up ensemble learning and also improve a CL problem

with a long task sequence [62].

Continual learning is widely applied to update models for new domains. However, since
closed-box models do not expose their parameters to the public, we cannot use continual

learning to modify closed-box models.

2.5.4 Domain Adaptation for Closed-Box Models

Previous research on domain adaptation of closed-box models builds a new model for the
target domain by transferring knowledge from the closed-box model and refining the trans-
ferred model. For example, Liang et al. accomplish domain adaptation of closed-box models
by training a new model with knowledge distillation where pseudo-labels from the "teacher"
closed box are filtered to supervise the training of the new model [37]. Rather than filtering
out noisy information from the closed box to train the target model by clean supervision,
Yang et al. break the target domain into two parts, one similar to the source domain while
the other diverges from the source, by the cross-entropy loss between closed box predictions
and a pair of networks distilled from the closed box. They use domain divisions to refine dis-
tilled models in a semi-supervised manner and obtain the final model for the target domain
[65]. To protect sensitive information in the target domain, Shi et al. distill the closed-box

model with third-party data and variations of those data from the target domain [56].

These techniques can require much data for training new models, but customers only have
limited samples from the target domain for validating purchased models before deployment.
Hence, existing domain adaptation research for closed-box models still has limitations to be

put into practice.
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2.5.5 Summary

Constrained by the unique property of closed-box models, prior work in domain adaption of
normal machine learning models cannot address our research problem. Although researchers
have recently proposed to use predictions of the closed-box model to build another model
for the target domain, they may need lots of target data to train the new model, which
makes their studies less applicable. Therefore, it is necessary to design a more practical but

effective solution for domain adaptation of closed-box models.
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3 Preliminaries and Problem Definition

In this chapter, we first formally describe all the notations used in this thesis and then rigidly

define the problem of data acquisition for improving closed-box models.

3.1 Preliminaries

Source Domain and Target Domain. A customer would like to have a classification
model My for a target domain T = {X,Y }, where X is the feature space and Y is the label
space. The customer owns a small and labeled validation set Dy from the target domain,
Dy C T, while labels of any other data from T are revealed with delays. To accomplish the
classification task in T, the customer selects a suitable closed-box model Mg from the model
market according to the advertised model performance. We call the data domain that Mg

is trained on the source domain S.

Data Pool. The data pool, denoted as D C T, is a labeled dataset provided by a seller
from the data market that allows the customer to purchase samples to enhance the model
performance. Every purchase of samples from D comes at a price. We assume a scenario
where the customer is restricted by budget B to acquire no more than B samples from the
data pool. Data acquisition can be executed in several rounds. Each round involves the

purchase of one or multiple samples from D.

Interaction with the Data Market. A round of interaction between the customer and
the seller in the data market consists of two steps: (1) In the i-th round, the customer sends
to the seller a data valuation function F;(x) where x is an input data instance from D, and

a data acquisition budget for this round, b;. Furthermore, the customer aims to preserve
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his model and target data privacy as much as possible. (2) The seller computes Fj(x) on
relevant data (i.e., data instances within the label space Y') and then returns to the customer

those instances with the highest F;(x) values, D', such that |D’| = b; and > . b; < B.

3.2 Problem Definition

Definition 1 (Data Acquisition for Domain Adaptation of the Closed-Box Model). Given
a data acquisition budget B, a closed-box model Ms, a data pool D, D C T, where T is the
target domain, and a validation set Dy C T, the objective of data acquisition for domain
adaptation of My is to identify the B samples to acquire from D (denoted by D) to optimize
the accuracy of a target model My in T.

For example in Figure 1.1, the customer has to discriminate two mammal classes in T.
Class large mammal is composed of wolf, lion, and bear images, while class medium-sized
mammal is made of fox, skunk, and raccoon images. From the model market, the customer
purchases a closed-box model Mg with an advertised accuracy of 90% in classifying the two
target classes. To validate the accuracy of Mg in T, the customer applies Mg to a validation
set Dy where images are labeled and follow the distribution of T. In fact, My is trained
on a domain S without wolf for large mammals or for for medium-sized. As a result, the
customer only observes a validation accuracy of 70%. To build a better model M for T,
the customer decides to use a budget B to purchase data from D which only covers images

of the two target mammal classes.
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4 Methodology

In this chapter, we first provide an overview of the proposed solution framework and then

describe individual components in this framework.

4.1 Overview

Our proposed solution to data acquisition for domain adaptation of closed-box models is
illustrated in Figure 4.1. To construct the model My for the target domain T with the
source model Mg and data acquisition budget B, the customer first trains a binary classifier
WEDE by correct and incorrect predictions of Mg in the validation set Dy from T to learn
about the feature of My’s weaknesses. Then, the customer acquires a set of data instances
Dp from a data pool D by providing the seller with budget B and a data valuation function
F(x) influenced by WEDE. The acquired data Dp is used to train a padding model M
to deal with weaknesses of Mg in T. M, can have any kind of classification architecture.
Finally, the output of My in T is constructed with Augmented Ensemble (AE) by combining
predictions from Mg and M, according to target data characteristics identified by WEDE.
Solid arrows in Figure 4.1 demonstrate the data acquisition process, while dashed arrows

illustrate Augmented Ensemble.

4.2 Data Acquisition

Data valuation is fundamental for data acquisition because we want to invest more in useful
data instances for domain adaptation when our acquisition budget is limited. Therefore, in

this section, we first design a data valuation function F(x) to evaluate the utility of data
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Figure 4.1: Data Acquisition and Augmented Ensemble for Improving a Closed-box Model
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1. Build WEDE

in a Target Domain

in constructing a padding model M, not necessarily having an identical architecture with
M, for where Mg performs poorly in the target domain T, and then we introduce two data

acquisition strategies using F'(x) and budget B.

4.2.1 Data Utility Estimation

We aim to construct M, with extra data to fix the deficiency of Mg in T, which is often
caused by distribution shifts. An intuitive approach to acquiring such data is to apply Mg
to the data pool D and collect My’s incorrect predictions in D. However, due to privacy
concerns, customers do not expect their Mg to be exposed to D that belongs to data sellers.
Then, to discover the weakness of Mg in D without leaking Mg, we propose to use a weakness
detector WEDE built from My’s prediction results in Dy, a private and labeled dataset from
T. Also, if an instance from D is more likely to be the weakness of Mg than the others, this
instance should be more important to the construction of M. Based on this intuition, we
employ weakness score associated with weakness features extracted by WEDE to estimate

data utility.
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4.2.1.1 Weakness Detector WEDE

To extract the features of My’s weakness in T and derive the associated weakness score
g(x) of an instance x from D, we build a weakness detector WEDE to discriminate correct
and incorrect predictions of Mg in Dy, as suggested by the research on model vulnerability
interpretation [29]. We define incorrect predictions as class ¢,, while correct predictions as

class ¢y, and provide two designs of the binary classification task for WEDE.

Support Vector Machine (SVM)-based WEDE. SVM linearly separates data of
class ¢, and class ¢, in a hyperspace to maximize the margin between data instances from
different classes but nearest to the class boundary. The distance of a data instance from the
boundary to the side of class ¢, is used as the weakness score. For example, in Figure 4.2,
the solid arrow indicates the direction in which weakness scores increase. The circle on the

boundary has a score of 0.

Logistic Regression-based WEDE. Logistic regression builds a linear function in the
data space R" to estimate the probability that a point in R™ belongs to class ¢,. Such

probabilities are seen as weakness scores.

In summary, the weakness score of a data instance x from D is defined as g(x), which
is a distance from the class boundary to ¢, if WEDE is based on SVM, or a prediction

probability of ¢,, when WEDE is built by Logistics Regression.

4.2.1.2 Weakness Score as Data Utility Estimates

We propose two ways to treat the weakness score g(x) as a utility estimate of x for training
My, either using this score directly (which we call U-WS) or the probability distribution
of this score (termed U-WSD). Since computing U-WS is straightforward, we focus our
following discussion on the computation of U-WSD. Suppose class ¢,, (i.e., the data instances
that are incorrectly predicted by Ms) follow a probability distribution characterized by
parameters 6y, and the distribution of class ¢y is characterized by 0. Then, the probability
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Figure 4.2: Support Vector Machine-based WEDE

According to Figure 1.1, validation images of wolves and foxes categories tend to be incorrectly
predicted by Mg, while those of bears and raccoons are correct predictions. SVM-based WEDE

generates weakness scores by distinguishing the two kinds of predictions after image encoding.

that x is drawn from the weakness distribution 6, of My is

P(x|0w)P(0w)
(x[0w) P(Ow) + P(x[0y ) P(0y)

fx) = P(bwlx) = 5 (4.1)

where P(0) is the prior probability of a distribution with parameter 6, and P(x|f) is the
distribution density on x. To facilitate the computation of Equation 4.1, we represent the
distribution 6 with a weakness score distribution @' whose density is obtained by kernel
density estimation. Figure 4.3 and Figure 4.4 respectively illustrate 6y’ and 6y’', weakness
score distributions of ¢, and cy, from SVM-based WEDE and Logistic Regression-based
WEDE. Then, Equation 4.1 is rewritten to
P(g(x)0w") P(0w")

(9(x)[0w") P (0w") + P(g(x)|0y") P(0y)’

Hence, f(x) estimates the probability that a data instance x is the weakness of My. This

£ = P0196) = (12)

weakness probability is also the acquisition utility of x in building M, for enhancing My in

T.

Compared to U-WS, U-WSD gives customers more flexibility in selecting desired data
23



from D. With U-WSD, customers can set a preferred probability that instances come from

the weakness distribution of M.
In summary, WEDE-based data utility estimators, U-WS and U-WSD, serve as the data
valuation function F'(x) in the interaction with the data seller, i.e.,

g(x) if data utility estimator is U-WS,
F(x) = (4.3)

f(x) if data utility estimator is U-WSD
For U-WS, the customer only needs to send WEDE to the seller, and the seller applies
WEDE to instances in D. For U-WSD, the customer has to send the weakness probability
estimation function f (including the weakness score distribution parameters 6,, and 6,) in
addition to WEDE. Both U-WS and U-WSD prevent leaking the privacy and usage of Mg
by hiding Mg from the data seller.
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Figure 4.3: Distribution of Weakness Score from SVM-based WEDE
This weakness score distribution is generated by SVM-based WEDE in the validation set in the

1st run of experiments of the Core-Session task.

4.2.2 Acquisition Strategy

The customer acquires data in a one-shot or a sequential manner. The One-shot Strategy

returns Dpg from D by using up budget B at once. On the contrary, the Sequential Strategy
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Figure 4.4: Distribution of Weakness Score from Logistic Regression-based WEDE
This weakness score distribution is generated by Logistic Regression-based WEDE in the

validation set in the 10th run of experiments of the Core-Session task.

operates by multiple rounds. The i-th acquisition round consumes budget b;, which is part
of the total budget B and ) .b; < B. After each round, WEDE is retrained on all the
data instances that have been acquired so far, as well as the validation set Dy,. That is, the
training data of WEDE after the i-th acquisition round is Dy U {Dy, }, j € [0,14]. Regardless
of the acquisition strategy, after B is exhausted, all the acquired data instances Dp are used

to train Mp. The logic of the Sequential Strategy is illustrated in Figure 4.5.

4.3 Augmented Ensemble

We build a model ensemble M, with Mg and M,, for better accuracy in the target domain
T where labels are released with delays. Compared to only applying Mg to T, M achieves
a better performance in T by including M, that is specialized in addressing the prediction

weakness of Mg in T.

For this purpose, we propose a method called Augmented Ensemble (AE) to aggregate
predictions from Mg and M,, and produce the output of My under two ubiquitous applica-
tion scenarios: (1) Mg outputs only hard labels, which are predicted class labels for inputs,

and (2) in addition to hard labels, M also returns soft labels, which are prediction proba-
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Figure 4.5: Sequential Strategy

Padding Model M,

bilities for every class. My always gives customers both hard and soft labels, because it is

built by customers rather than purchased as a closed box from the ML market.

In the hard-label-only scenario, we can only use the predicted labels from Mg and have
to decide to trust Mg or M, when their predictions are contradictory. To best exploit the
strength of each model, we aim to assign My’s weaknesses in T to M, for prediction while
leaving others to Mg. Then, we design weakness-probability-based and data-valuation-based
criteria for sending data from T to Mg or M,,. If a target data instance meets a criterion,
the prediction of this instance will solely rely on My, otherwise Ms. We term the AE

strategy with criteria for target data assignment as AFE-C.

When soft labels are also available from Mg, AE-C is still applicable. However, given
that soft labels tell us the prediction probability of Mg on every class, we also weight soft
labels from Mg and M, by each model’s anticipated contribution to dealing with Mg’s
weaknesses in T. Weighted soft labels are then aggregated to produce the final predicted
label. Given the characteristic of WEDE, we also design two ways of calculating weights for

soft label combinations. We name the AE strategy with weights for prediction aggregation

as AE-W.

In this section, we first introduce the AE-C strategy with two designs of criteria for

assigning target data to Mg or M, for prediction. AE-C is a general practice whether soft
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labels of Mg are accessible or not. Next, we describe the AE-W strategy with sophisticated
designs of weights in aggregating soft labels from Mg and M,

4.3.1 Augmented Ensemble with Criteria for Target Data Assignment

When Mg only returns hard labels, the model ensemble M; outputs a predicted class label
hi(z) of a target data instance z solely based on the prediction result h,(z) or hs(z) from M,
and Mg respectively. Since M, is designed for the weakness of My in the target domain,
it is natural to select h,(z) as hi(z) if z is likely to be incorrectly predicted by M. To
identify such target data for M, we employ a criterion based on the weakness probability,
which we call AE-C-WP. Besides, M, is also reliable when z comes from the distribution of
its training data, which is D acquired from D under a budget B. To evaluate the relation
between z and Dg, we apply the data valuation function F'(x) to z and Dp, and then compare
the valuation result of z with the smallest value from Dg. We term this AE-C strategy as

AE-C-DV. More details of the two AE-C strategies are in the following sections.

4.3.1.1 Augmented Ensemble with Weakness Probability-based Criterion (AE-
C-WP)

We use the weakness probability estimation function f(x) from Equation 4.2 to calculate
how likely z is to be misclassified by M. If the probability f(z) is not less than a given
criterion ¢, the prediction of M, on z, h,(z), is considered as the final decision h;(z), i.e.,

hy(z) if f(z) > c
S OB G "

hs(z) if f(z) <c

Criterion c is set manually. For example, customers can perform a grid search of ¢ in a

validation set to select ¢ with the best result for AE-C-WP.

When WEDE is implemented with Logistic Regression, the weakness scores giogistic(2) of

z is also a probability that z belongs to My’s weaknesses c,,. Hence, for Logistic Regression-
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based WEDE, the AE-C-WP mechanism can be rewritten to

hp / if logistic \Z Z C
h(z) — (2) if Guogistic(2) (45)

hs(z) if giogistic(z) < ¢

4.3.1.2 Augmented Ensemble with Data Valuation-based Criterion (AE-C-DV)

We can estimate the distribution of Mp’s training data Dp by the range of its valuation
results returned by the function F'(x). All the data within Dp’s distribution should be no
less than the smallest value ¢ in Dp. Then, if F(z) is at least ¢, we assume z falls in Dpg’s
distribution, and we take h,(z) as the final prediction h.(z), i.e.,

h,(z) if F(z) > ¢

hi(z) = ,c=min(F(d;)),d; € Dp (4.6)
hs(z) if F(z) <c

4.3.2 Augmented Ensemble with Weights for Prediction Aggregation

When Mg provides prediction probabilities of every class as soft labels for a target data
instance z, as well as hard labels, we propose to aggregate soft labels from both Mg and M,
to produce h;(z) as the predicted label from the ensemble M. We denote the soft label of
class k from Mg and M, on a given z as psx(z) and p,, x(2), respectively. In the aggregation
of psx(z) and p, x(z), ppx(z) should be attached more importance than ps(z) when Mg is
not expected to predict z correctly. As such, we consider the weight of p, x(z) in the soft-label
aggregation as the probability that z is from the distribution of My’s weaknesses. Then, we
use the weakness probability estimation function f(z) from Equation 4.2 to approximate the
weight of p, ;(z), and 1 — f(z) for the weight of psx(z), and obtain the prediction probability
of z belonging to class j generated by My, i.e.,

pik(z) = (1 = f(2))ps(2) + [(2)pp k(2). (4.7)

The final classification decision from My, hi(z), is the class k& with the highest probability
generated by Equation 4.7, i.e., hi(z) = argmax,p; x(2).
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Besides, since Logistic Regression-based WEDE directly outputs probabilities of ¢, as
weakness SCores iogistic(z), we can replace f(z) with gigistic(z) in Equation 4.7, and then we

have
pt,k(z) - (1 - glogistic(z))ps,k(z> + glogistic(z)pp,k(z)- (48)

However, compared to Equation 4.7, Equation 4.8 is only applied to combining Mg and My,
after data acquisition by Logistic Regression-based WEDE.
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5 Experiments

We test our proposed framework consisting of WEDE-based data acquisition and Augmented
Ensemble (AE) for combining the source closed-box model My and the padding model M,
on various image classification tasks, and compare our framework with applicable baselines.
We also empirically analyze factors that affect the performance of our framework. All the ex-
periments are repeated ten times, and the average results are reported. Experiment code and
configurations are available at our GitHub repository: https://github.com/t07902301/data-

acquisition.

5.1 Experiment Setup
5.1.1 Dataset

Our experiments use the datasets Core-50 [41] and Cifar-100 [35]. Table 5.2 shows a label
hierarchy of the two datasets. Images in Core-50 are grouped into ten categories, each
with five object classes and 11 session classes. For example, a category of ball in Core-
50 can be divided by objects like tennis balls and footballs, or by sessions with indoor
or dim backgrounds. Cifar-100 is an image set of animals from 20 super-classes, each
with five sub-classes. For example, a superclass of tree has some subclasses like maple
tree and pine tree. From Core-50 and Cifar-100, we set up multi-class classification tasks:
Core-Object, Core-Session, Cifar-20-Class, and Cifar-4-Class. Core-Object and Core-Session
contain ten categories. Cifar-20-Class involves all 20 superclasses, while Cifar-4-Class only
has 4 superclasses of animals. For each task, we first split the dataset into four parts: (1) a

training set for building model My, (2) a data pool for data acquisition D, (3) a validation
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Dataset
Validation Set Test Set Data Pool
Task
Core-Session 550 1100 10450
Core-Object 550 1100 10450
Cifar-20-Class 2000 8000 30000
Cifar-4-Class 500 500 6000

Table 5.1: Dataset Size

set Dy, and (4) a test set for model evaluation. Table 5.1 exhibits the size of validation, test

set, and the data pool in each task.

To evaluate our proposal, we create a target domain by simulating data distribution shifts
from the source domain. To this end, for each task, we remove data of predefined labels in
level 2 of the hierarchy from the training set of Mg but leave other datasets untouched. This
way, the target domain, from which parts (2)-(4) are drawn, is expected to have a "wider”
distribution (with more level-2 labels from the hierarchy) than the source domain, to which
part (1) belongs. Specifically, for Core-Object, we remove one object class from each of the
ten categories; for Core-Session, we remove one session class from each category; for Cifar-
4-Class, we remove two subclasses from each superclass; for Cifar-20-Class, one subclass is
removed from each superclass. We further investigate the impact of distribution shift by

varying the number of level-2 labels removed from the datasets in subsection 5.4.2.

Dataset Level 1 Level 2

Core-50 Category:10 | Object: 5 | Session: 11

Cifar-100 | Superclass: 20 Subclass: 5

Table 5.2: Dataset Label Hierarchy

5.1.2 Model and WEDE Implementation

For both Mg and My, we adopt Squeezenet |27] in Core-Session and Core-Object. To save

model training time in Cifar-4-Class and Cifar-20-Class, we add a linear classification layer
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after feature extraction by a pretrained Resnet20 [14]. We train all models with 20 epochs
and return the training checkpoint with the smallest loss in the validation set Dy,. SGD with
0.9 momentum and 5 x 10~* weight decay is used to optimize model parameters. The batch
size of Mp’s training data is 256 for Cifar-20-Class and 64 for other tasks. We adjust the
learning rate for model parameter optimization batch-by-batch. It increases linearly from 0

to 0.1 by the end of the 10th epoch and then linearly declines to 0 at the end of training.

We determine the class boundary in SVM-based WEDE by the SV optimization package
for task Core-Session, Core-Object, and Cifar-4-Class, while the LinearSVC package for
Cifar-4-Class with a much larger dataset. We also perform a grid search to determine the

best hyperparameters in constructing WEDE.

5.1.3 Evaluation Metrics

Model Ensemble M. We use accuracy improvement to measure acquisition performance.
It is defined as the classification accuracy of My on the test set minus the accuracy of Mg on
the same dataset, where classification accuracy refers to the number of correct predictions

divided by the total number of predictions.

WEDE. By the confusion matrix in Table 5.3, we define Weakness Detection Ac-
curacy as how many weaknesses detected by WEDE actually belong to ¢,. This metric is

computed as
True ¢,

True ¢, + False ¢,

Prediction
Cyw Cy
Truth
Cuw True ¢, | False cy
Cy False c,, | True cy

Table 5.3: Confusion Matrix of WEDE
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5.1.4 Environment

Our experiment uses an NVIDIA RTX A5000 GPU and Pytorch 1.12.1 for model training and
testing, and scikit-learn 1.3.0 for building SVM-based and Logistic Regression-based WEDE.
The vision transformer ViT-B/32 from OpenAl [50] encodes images into input vectors for
WEDE. We adopt Scipy 1.10.1 for kernel density estimation in weakness probability function

f(x). We use 0 to set the seed for all random number generators in our experiments.

5.2 Baselines

We implement four acquisition methods and one alternative model ensemble approach as

baselines.

Random Acquisition: We randomly sample instances from the data pool D within
budget B and use these samples to build M. This is equivalent to setting F(x) as a
random number generator in data acquisition. The training data of My, is expected to be
from the same distribution as the test set, and thus we only apply M, to the test set.

Random acquisition examines the necessity of creating a model ensemble from Mg and M,,.

Probability-at-Ground-Truth (PGT) Acquisition: We select labeled instances from
D with the lowest probabilities on their ground-truth labels from Mg. F(x) for a labeled
instance x is set as the negative value of My’s prediction probability on the true label of x.

This baseline returns the most extreme weaknesses of M.

Random Weakness Acquisition: Instead of sampling from the entire data pool, this
baseline randomly draws Dp from incorrect predictions of Mg in D. F(x) in this baseline
has two components: F)(x) for collecting prediction mistakes of Mg in D and a random

number generator Fy(x) for sampling from the results of Fj(x).

PGT acquisition and random weakness acquisition select the weakness of My differently
from our WEDE-based method. After these two acquisition, we also apply My and M, to

the test set in conjunction with AE.

Entropy-based Acquisition: We consider the high prediction entropy of Mg as an
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alternative exhibition of My’s weakness. F(x) equals the prediction entropy computed by
— > 1 Psk(x)108s (ps i (x)), where pgr(x) is Mg’s prediction probability of class k given an
input x. M, from this baseline is tested with AE.

PGT, Random Weakness, and Entropy-based acquisition baselines are all hypothetical, as
they require customers to provide data sellers with M for data valuation. But customers
prefer to keep their purchased source model Mg private and protect the privacy and usage

of their source models.

Average Ensemble: Unlike dynamic estimation of aggregation weight in AE-W (sub-
section 4.3.2), weights of both ps ;(x) and p, ;(x) are set to be 0.5 on any test data.

5.3 Results

We first present how distribution shifts strongly affect the performance of Mg in the test set.
Then we compare data utility estimation options which vary in the design WEDE and utility
estimators. We analyze Augmented Ensemble under two scenarios regarding the availability
of soft labels from Ms: (1) hard-label-only: Mg does not provide customers with soft labels

of predictions. (2) soft-label: customers can access soft labels from M.

Next, we discuss the comparison of data acquisition strategies, one-shot and sequential
WEDE-based methods, and three baselines, and provide an in-depth analysis of the two
WEDE-based strategies. When implementing the sequential strategy, we set two acquisi-
tion rounds for Core-Object and Core-Session and three for Cifar-20-Class. Each round is

assigned the same budget. Also, for sequential acquisition, we use the final WEDE in AE.

At last, we investigate how the complexity of the padding model, degree of distribution

shift, and distribution of the data pool D impact the performance of our proposed framework.

5.3.1 Impact of Distribution Shifts

As we can see from statistics in Table 5.4, classification accuracy significantly drops after

distribution shifts, or data of new level-2 labels, are introduced to the test set across all
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three tasks. Distribution shifts account for at least 20% of the test set, but they occupy
around half of the misclassifications of Mg in the test set. These statistics demonstrate that

our generated distribution shifts in the test set strongly affect the performance of M.

Task Accuracy Before Distribution Shifts Misclassifications
and After in the Test Set from Distribution
Distribution Shifts Shifts
Cifar-20-Class 74.386% — 67.012% 20% 37.886%
Cifar-4-Class 81.467% — 61.16% 40% 71.434%
Core-Object 86.24% — 74.42% 20% 57%
Core-Session 86.96% — 74% 33% 63.5%

Table 5.4: Statistics on Distribution Shifts

5.3.2 Data Utility Estimation

In this section, we first evaluate the difference between SVM and Logistic Regression in
classifying class ¢, and ¢, in WEDE, as well as their acquisition results from one-shot and
sequential strategies. Then, we compare U-WS and U-WSD in estimating data utility for
building the padding model My, to enhance the source model M; for the target domain.
We adopt AE-C-WP with a criterion of 0.5 to create model ensembles in the hard-label-only

scenario.

5.3.2.1 SVM vs. Logistic Regression as WEDE

We first compare the weakness detection accuracy of SVM and Logistic Regression as WEDE
in Figure 5.1. SVM and Logistic Regression exhibit similar performance in distinguishing
classes ¢,, and cy. After the sequential acquisition, they are close in terms of detecting My’s

weaknesses as shown in Figure 5.2.

Then, we examine the accuracy improvement of the target model Mg built from data
acquired by these two implementations of WEDE and associated U-WS-based utility es-
timation. For Logistic Regression-based WEDE, we test both the weakness probability
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Figure 5.1: Weakness Detection Accuracy of Two WEDE Designs

g Cifar-4-Class Cifar-20-Class Core-Object Core-Session
3 76 824
— < JANR
o 64 ~R x 74
gw | /\ \/ / \ i \/ 80 4
724
c
267 63 1 /
B 704 78 4 \
i
066 /
a 62 4 68 g
@ ]
£65 - - - - - - - . - - . - - - - - - : - Lyt - - - - - -
§ 750 1000 1250 1500 1750 2000 3000 4000 5000 6000 7000 8000 500 1000 1500 2000 2500 3000 3500 500 1000 1500 """"SV'IG"" 3066—3560-
© -
@ P P .
= Acquisition Budget Logistic Regression

Figure 5.2: Weakness Detection Accuracy of Two WEDE Designs after Sequential Acquisition

estimation function f(x) and the weakness score function g(x) as weights in AE-W (Equa-
tion 4.7 , Equation 4.8) or probabilities in AE-C-WP (Equation 4.4, Equation 4.5). Results
are shown in Figure 5.3, Figure 5.4,Figure 5.5 and Figure 5.6. We observe that in either
application scenario, there is a negligible difference between SVM and Logistic Regression in
implementing effective WEDE for the construction of My for the test set. Therefore, SVM

and Logistic Regression have similar functionality as WEDE for data acquisition.
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Figure 5.3: One-Shot Acquisition with Two WEDE Designs in the Hard-Label-Only Scenario
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Figure 5.5: One-Shot Acquisition with Two WEDE Designs in the Soft-Label Scenario

5.3.2.2 U-WS vs. U-WSD as Data Utility Estimator

First, to find out the relation between U-WS and U-WSD, we sort data instances by their
utility from each estimator in descending order and select instances of the top 100 utilities
from D. Then, we compare the utilities of selected instances with those returned by the
counterpart estimator. In Figure 5.7, we display the top 100 weakness scores and their
corresponding weakness probabilities, and we observe that those probabilities are almost the

top 100 as well, which means data collected by U-WS and U-WSD is largely overlapped,

despite the two estimators work in different ways.

Accordingly, from Figure 5.10 , Figure 5.11, Figure 5.8, and Figure 5.9, we can conclude
that there is not much difference between the two data utility estimators U-WS and U-WSD

in improving classification accuracy of My in the test set with either one-shot or sequential

acquisition strategy.
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Figure 5.6: Sequential Acquisition with Two WEDE Designs in the Soft-Label Scenario
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Figure 5.7: Descending Weakness Scores and Corresponding Weakness Probability
Instances with top 100 weakness scores are chosen from the data pool of the 1st run of

experiments. Weakness probabilities of selected instances are shown on the bottom row.

5.3.2.3 Summary

After a comprehensive comparison of SVM and Logistic Regress as WEDE, as well as U-WS
and U-WSD as data utility estimators, we notice that different designs of WEDE or data
utility estimators all lead to effective data acquisition. Then in the following experiments,

we only adopt U-WS with SVM-based WEDE to estimate data utility.

5.3.3 Augmented Ensemble

This section compares different AE strategies under the hard-label-only and the soft-label

scenario and demonstrates the necessity of using AE after our proposed data acquisition.
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Figure 5.8: One-Shot Acquisition with Two Data Utility Estimation Options in the Hard-
Label-Only Scenario
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Figure 5.9: Sequential Acquisition with Two Data Utility Estimation Options in the Hard-
Label-Only Scenario

5.3.3.1 Hard-Label-Only Scenario: AE-C-WP vs. AE-C-DV

Criteria in AE-C-WP can be adjusted straightforwardly since they are probabilities in terms
of My’s weakness. We vary the criterion in AE-C-WP from 0.4 to 0.8, explore its influence
in AE-C-WP, and compare AE-C-WP with AE-C-DV.

As shown in Figure 5.12, when the one-shot acquisition is adopted, AE-C-DV is close to
AE-C-WP with the best accuracy improvement. But in the case of sequential acquisition, we
observe that except Cifar-20-Class, AE-C-DV extremely underperforms AE-C-WP with any
criterion ( Figure 5.13). Regarding the effect of criteria on AE-C-WP, it can be observed that
criterion 0.4 leads to better accuracy improvement than higher criteria across all classification
tasks whichever acquisition strategy is used. Besides, we show the range of results from
benchmark test data assignment when My, is built from one-shot acquired data. All the
misclassifications of Mg in the test set are sent to M, while others are left for M. This
test data assignment benchmark does not waste any functionality of Mg or M, in the test

set, but it is only hypothetical because we do not know My’s misclassifications right after
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Figure 5.10: One-Shot Acquisition with Two Data Utility Estimation Options in the Soft-

Label Scenario
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Figure 5.11: Sequential Acquisition with Two Data Utility Estimation Options in the Soft-

Label Scenario

model deployment where labels of data are always revealed in delays.

Next, we investigate the poor performance of AE-C-DV when it is associated with sequen-
tial acquisition in task Core-Session, Core-Object, and Cifar-4-Class, and then we discuss

the influence of criteria on AE-C-WP.
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Figure 5.12: One-Shot Acquisition with AE-C in Hard-Label-Only Scenario

Given the specialization of M, AE-C aims to make M work on more My’s weaknesses
but fewer non-weaknesses. Then, to understand why the performance of AE-C-DV drops a
lot after the sequential acquisition, we check how much test data misclassified by Mg goes

to Mp under AE-C-DV and AE-C-WP with a criterion of 0.4. In Figure 5.14, we show the
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Figure 5.13: Sequential Acquisition with AE-C in Hard-Label-Only Scenario

percentage of My’s weaknesses assigned to test M, after sequential acquisition. Similarly,
we discover how many M’s non-weaknesses are assigned to test My, in Figure 5.15. AE-C-
DV assigns almost all the test data to My, which severely hurts the leverage of both M,
and M.

Such extreme test data misassignment can be caused by an over-fitted WEDE after the
sequential acquisition. Figure 5.16 compares the weakness detection accuracy of WEDE in
the test set and Dp which is part of the training set for WEDE. WEDE shows much higher
weakness detection accuracy in Dp than the test set, which means WEDE fits too closely
to Dp and cannot generalize well to other datasets. Moreover, AE-C-DV applies the data
valuation function F'(x) associated with over-fitted WEDE in Dg to generate a criterion for
test data assignment, while F'(x) works less effectively in the test set. Criteria predetermined

from Dp by F(x) then mislead test data assignment in AE-C-DV.

For AE-C-WP, the target data assignment criterion is a controllable weakness probability.
As indicated in Figure 5.17, although a higher criterion of AE-C-WP gives M, test data
with a larger concentration on My’s weaknesses c¢,,, it also misses more My’s weaknesses c¢,,
to test M. But a low criterion also includes too many non-weaknesses of Ms. Hence, in

actual applications, customers may need preliminary trials to select a suitable criterion for

AE-C-WP.

In summary, when data for building the padding model is acquired by one-shot, it is safe
to use either AE-C-DV or AE-C-WP to produce the model ensemble, but AE-C-WP is more
robust to sequential acquisition than AE-C-DV. In subsequent experiments, we only adopt

AE-C-WP to implement the AE-C model ensemble method.
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Figure 5.15: My’s Correct Predictions over Criteria from WEDE after Sequential Acquisition

5.3.3.2 Soft-Label Scenario: AE-W vs. AE-C

First, we investigate the distribution of weakness probability f(x) as the weight of Mp’s
predictions in AE-W and a tool for test data assignment in AE-C-WP. Figure 5.17 exhibits
an overlap of the f(x) distribution between Mjy’s weaknesses ¢, and non-weaknesses c,. As
a result, in AE-W, M,, takes more weight than My in predicting some instances from the
none-weakness cy. In AE-C-WP, M, is given some ¢, instances when the data assignment
criterion is not high enough. However, M, specializes in ¢,, rather than ¢y, and thus such
overlap in f(x) distribution affects M, in boosting the accuracy improvement of the model

ensemble M.

Despite the overlap of f(x) distribution between ¢, and ¢y, AE-W allows Mg and M,

to work together on every data instance. Even if f(x) is more than 0.5 in the prediction
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Figure 5.16: Weakness Detection Accuracy of WEDE in Two Related Datasets after Sequen-

tial Acquisition

aggregation for x of ¢, and M outputs incorrect predictions, My can still reverse the
aggregation result by its specialization in ¢,. On the contrary, AE-C-WP adopts only one
model’s prediction as the ensemble output hi(x). When AE-C-WP gives x of ¢y to M,

hi(x) is often incorrect.

Next, we compare AE-W with AE-C-WP in accuracy improvement of M. We choose
0.4 as the test data assignment criterion in AE-C-WP since this criterion returns the best
accuracy as shown in subsubsection 5.3.3.1. In Figure 5.18 and Figure 5.19, AE-W ensembles
are superior to AE-C-DV ensembles, whichever acquisition strategy is adopted. This result
demonstrates that AE-W exploits the strength of Mg and M, for the target domain better
than AE-C-WP.

5.3.3.3 Soft-Label Scenario: AE-W vs. Average Ensemble

Figure 5.20 and Figure 5.21 compare AE-W and Awverage Ensemble in creating the model
ensemble M with different acquisition strategies. AE-W performs better than Average
Ensemble, except for the one-shot acquisition in Core-Oject where WEDE has a weakness
detection accuracy of only 39.48%. Such inaccurate WEDE affects the generation of weights
in aggregating soft labels as the output of My. AE-W does better than Average Ensem-
ble because Average Ensemble assumes Mg and M, contribute equally to every prediction
ensemble, while AE-W allows the two models to take more charge in their respective spe-

cializations.
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Figure 5.17: Distribution of Weakness Probability
This weakness probability distribution is generated from the test set in the 1st run of experiments

of the Core-Session task.
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Figure 5.18: One-Shot Acquisition with AE-W or AE-C in Soft-Label Scenario

5.3.3.4 Apply M, without AE

We experiment with only applying M,, to the entire test set and check the necessity of cre-
ating a model ensemble by AE. Figure 5.22 shows our WEDE-based acquisition has negative
accuracy improvement, which means the padding model M, itself is worse than the source
model My for the entire test set. Hence, after we acquire data by WEDE to build M, we

must construct a model ensemble of M, and M for a shifted target domain.

5.3.3.5 Summary

It is essential to create a model ensemble M with AE and apply My to the target domain

after our WEDE-based acquisition. Given the characteristic of My’s outputs, AE should
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Figure 5.19: Sequential Acquisition with AE-W or AE-C in Soft-Label Scenario
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Figure 5.20: One-Shot Acquisition with AE-W or Average Ensemble in Soft-Label Scenario

be implemented in different ways. When Mg only provides hard labels to customers, we
may create Mg with either AE-C-WP or AE-C-DV. No matter what acquisition strategy is
adopted, AE-C-WP achieves better accuracy than AE-C-DV. However, for the best leverage
of AE-C-WP, some preliminary experiments on various target data assignment criteria are
needed to find a suitable criterion. On the other hand, when soft labels are also available from
Mg, AE-W outperforms AE-C in producing accurate M;. Consequently, in the following
experiments, we adopt AE-C-WP for the hard-label-only scenario, while AE-W for the soft-

label scenario.

5.3.4 Data Acquisition Strategy

In this section, we first present a detailed analysis of our proposed one-shot and sequential
strategy, and then we show the accuracy improvement of all the acquisition methods. We also
analyze the composition of data acquired by strategies biased to Mg’s weaknesses. Finally,

we explore the impact of acquisition utility thresholds.
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Figure 5.21: Sequential Acquisition with AE-W or Average Ensemble in Soft-Label Scenario

. Cifar-20-Class Cifar-4-Class Core-Object Core-Session
2 e R——X
T 5] W 0 W o M
c =
v
E ) o Ry -10 — 20 _—
3 — —
g N / —401 4

-104 -30
> -10 /
2 (o
s T T T T T T T T T T T T T T T T T T T —— WEDE:one-shot
2 3000 4000 5000 6000 7000 8000 750 1000 1250 1500 1750 2000 1500 2000 2500 3000 3500 1500 2000 0
g WEDE:sequential

Acquisition Budget — random

Figure 5.22: Apply M, in the Test Set without AE

5.3.4.1 One-shot vs. Sequential

We first examine each round of the sequential acquisition. Each acquisition round in the
sequential strategy is set to have the same budget. As the acquisition goes on round by
round, more instances of class ¢, (Mjg’s weaknesses in the target domain) are added to
the validation set Dy to retrain WEDE as shown in Figure 5.23. Since WEDE has more

data of ¢, to learn, we witness an improvement in weakness detection accuracy as shown in

Figure 5.24.
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Figure 5.23: Mis-classification by Mg in WEDE’s Training Data

Figure 5.25 is an example of the weakness probability distribution after sequential acqui-
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sition improves WEDE. Compared to Figure 5.17, the distribution overlap between ¢, and
cy greatly shrinks. Less non-weakness and more weakness of Mg are estimated with a high

weakness probability.
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Figure 5.25: Distribution of Weakness Probability from WEDE after Sequential Acquisition
This weakness probability distribution is generated from the test set in the 1st run of Core-Session

experiments when WEDE is updated by sequential acquisition with a budget of 1500.

Then, in Figure 5.26, we observe that f(x) with WEDE updated by sequential acquisition
estimates more test data, which is misclassified by Mg, with a weakness probability over 0.5,
except for Cifar-4-Class and Cifar-20-Class. Also, fewer test data correctly classified by Mg
has a weakness probability estimation larger than 0.5 as shown in Figure 5.27. This change
in estimated weakness probability for test data leads to better data assignment in AE-C and
better model ensemble weights in AE-W. Besides, in the task of Cifar-4-Class and Cifar-20-
Class, the big declines of non-weaknesses with f(x) over 0.5 makes up for the drops in the

weakness with f(x) over 0.5. As shown in Figure 5.28 and Figure 5.29, sequential acquisition
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does better than one-shot in the accuracy improvement of My across all classification tasks.
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Figure 5.28: One-Shot Acquisition vs. Sequential Acquisition in Soft-Label Scenario

5.3.4.2 WEDE-based Acquisition vs. Baselines

We compare WEDE-based acquisition and baselines in building accurate My for the test set.

In the hard-label-only scenario, we ignore PGT and the entropy-based acquisition because

they both require soft labels from M. Note that in actual application, it is often undesired
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for customers to adopt PGT, random weakness, and entropy-based baselines because cus-
tomers have to send their My to data sellers for data valuation in these strategies, which

violates their need to protect the privacy and usage of M.

As shown in Figure 5.30 and Figure 5.31, sequential acquisition achieves the most accu-

racy gains in either application scenario.

Random acquisition returns Dp exactly from the target domain T, but it does not apply
any of Mg to the target domain, which means M, has to prepare for T from the beginning
by learning about Dp. Dp acquired by a small budget B even fails to train a M, with

competitive performance as My in T.

Instead, biased acquisition methods associated with the model ensemble approach AE
exploit the capability of My in T in addition to M. As such, they achieve better results
than random acquisition under small budgets. However, they also exhaust Mg’s weaknesses
in D faster than random acquisition because they have acquisition bias in My’s weaknesses.
As a result, we observe that as B increases, accuracy improvement from biased strategies

slows down while the improvement from random acquisition goes up steadily.

Note that the performance of random acquisition in Cifar-20-Class increases slower than
the other two tasks even if the budget increases faster with a step of 1000. Because Mg from
Cifar-20-Class is trained from a much larger dataset, it is harder for random acquisition to

generate M, to do better than My in the target domain.
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Figure 5.31: WEDE-based Acquisition vs. Baselines in Hard-Label-Only Scenario

5.3.4.3 Invalid Data from Biased Acquisition of My’s Weakness

By far, we consider My’s prediction mistakes as its weakness. However, not every data
instance from D misclassified by Mg contributes to the effective construction of My. Due
to noise or mislabelling, data can be extremely difficult and even impossible to be correctly
predicted with any classifiers. We define such data as invalid data for acquisition because
they do not train My, to help Mg with challenging distribution shifts in T but to work on

unnecessary and almost intractable tasks.

One-shot, sequential, entropy-based, Probability-at-Ground-Truth (PGT), and random
weakness strategies are all biased in selecting My’s weaknesses from D. They are also prone
to return invalid data for the construction of My. To summarize invalid data acquired by
these biased strategies, we build a benchmark model My, from a dataset that is exactly from
the target domain, and My, also performs relatively well in the test set. Then, we consider
every sample misclassified by My, as invalid data for acquisition. For tasks Cifar-4-Class
and Cifar-20-Class, we implement My, by frozen feature extraction layers from a Mobilenet
trained on the entire Cifar-100 [14] and a linear classification layer where the number of

output neurons corresponds to how superclasses are involved in each task. My, has an accu-
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racy of 78.12% and 79.178% in the test set for Cifar-4-Class and Cifar-20-Class respectively.
Core-Session and Core-Object share the same My, implemented by Squeezenet, with nearly
87% test accuracy. Figure 5.32 displays the percentage of invalid data acquired by different
methods.

Sequential acquisition with WEDE returns almost the least invalid data in all tasks
except Cifar-20-Class where it has a few more invalid data than one-shot acquisition. The
advantage of sequential acquisition over other biased strategies in selecting valid data from
D lies in the fact that the weakness of Mgy caused by distribution shifts exhibits common
features, while invalid data is often heterogeneous and rarely shows similar features. Then,
WEDE-based method is more likely to choose valid data than its counterparts. Although
the one-shot acquisition also uses WEDE, it does not have WEDE as accurate as that from
the sequential counterpart as discussed in the comparison between one-shot and sequential
acquisition in subsubsection 5.3.4.1, and thus it returns more invalid data in most cases.
Accordingly, our observation of WEDE-based and baselines in subsubsection 5.3.4.2 shows
that sequential acquisition primarily with the least invalid data returned brings about the

most powerful M, in tackling the weakness of Mg from T.

5.3.4.4 Utility Threshold

We explore the impact of data utility thresholds on accuracy improvements when we adopt
one-shot acquisition. We do not try the sequential acquisition, because after the first ac-
quisition round, Dg returned by each utility threshold differs, and WEDE is also updated

differently. Then in the next acquisition, it is hard to keep a consistent number of data in-
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stances returned by different thresholds. Besides, to make utility thresholds meaningful, we
choose the utility estimator U-WSD with SVM-based WEDE, which returns probabilities

as data utility estimates.

We experiment with utility thresholds of 0.5, 0.6, and 0.7. For each threshold, we sample
a certain number of data instances whose utility is within the given threshold. Specifically,
we first count how many data instances are selected by threshold 0.7 and then sample the
same number of instances when the threshold is 0.5 or 0.6. As a result, data returned by the
three different thresholds has consistent sizes, and only utility thresholds influence the final

accuracy improvement.

Figure 5.33 shows the percent of invalid acquired data under different utility thresholds.
A higher threshold returns a slightly higher percentage of invalid data. This is because the
weakness detection accuracy of WEDE in the one-shot acquisition is still not good enough,
and thus data with a relatively high utility from WEDE can be invalid. Accordingly, as
shown in Figure 5.34, the highest threshold does not necessarily lead to the biggest accuracy

improvement.
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5.4 Factors that Impact WEDE-based Data Acquisition

We vary three factors that affect WEDE-based acquisition: the complexity of the padding
model M, the degree of distribution shift, and the distribution of D. We compare WEDE-

based acquisition with random acquisition, the only practical baseline.

In Figure 5.35 and Figure 5.36, the Y-axis labeled "WEDE over Random” refers to the
classification accuracy improvement achieved by WEDE-based acquisition over that achieved

by random acquisition.

We perform sequential acquisition with data utility estimation by U-WS and SVM-based
WEDE in all the following experiments, except that Cifar-2-class, a binary classification task
from Cifar-100, uses the one-shot acquisition. Cifar-2-class has a data pool of 3000 images,
a validation set, and a test set both with 100 images. The distribution shift in this task
makes the accuracy of Mg drop from 96.25% to 84.6%.

5.4.1 Complexity of the Padding Model

To study how M’s complexity influences the accuracy improvement of My, we fix the
implementation of My (Squeezenet for Core-Object and SVM for Cifar-2-Class) but vary

that of M, with four classification model architectures of increasing complexity: SVM with a
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linear kernel (512 parameters), Squeezenet (0.6M parameters), Resnet-18 (11M parameters),
and Resnet-34 (22M parameters). We train models from scratch. SVM outputs a distance
between an instance and the class boundary, which is incompatible with the prediction
probability from other model implementations. In Cifar-2-class, Mg is an SVM. So for this
task, we build the ensemble by AE-C-WP when M, is not implemented with SVM.

From Figure 5.35, we observe that larger model complexity leads to a more significant
advantage of WEDE-based acquisition over random acquisition. This is especially obvious
when the budget is small; as the acquisition budget increases, the advantage of WEDE-
based method becomes less apparent. This observation aligns with the intuition that M
with higher complexity requires more training data and random acquisition works poorly

when the acquisition budget is small.
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Figure 5.35: Acquisition under Different Model Complexity

5.4.2 Degree of Distribution Shift

We generate various degrees of distribution shift by removing 1, 2, or 3 subclasses from each
superclass in Cifar-2-class, and 2, 3, or 5 sessions from each category in Core-50. Datasets
before and after the data removal are considered to be drawn from source and target domains.
The more subclasses/sessions are removed, the higher the discrepancy is between source and

target domains.

Figure 5.36 shows the effect of distribution shift degrees, where each curve represents the

accuracy improvement obtained by WEDE-based acquisition over random acquisition with a

o4



different number of sessions/subclasses removed. As the degree of distribution shift becomes
greater, e.g. from 2 sessions to 5 sessions removed from each category (with each category
originally containing 11 sessions) or from 1 subclass to 3 subclasses removed from each
superclass (with each superclass originally containing 5 subclasses), WEDE-based acquisition
presents less advantage over random acquisition. This result agrees with the intuition that
model My is of little use to the prediction ensemble if the target domain is significantly

different from the source domain.
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Figure 5.36: Acquisition under Different Distribution Shifts

5.4.3 Distribution of the Data Pool

We design a data pool D with a larger coverage than the target domain T and test the
robustness of our proposed method in the presence of distribution discrepancy between D
and T. Cifar-2-Class and Cifar-4-Class are modified for this purpose. In Cifar-2-Class, the
test set and the validation set Dy only cover subclasses of bus, streetcar, tank, and train,

while D has all the subclasses. The modified domain of Cifar-4-Class is illustrated in 5.37.

For comparison, we also create a filtered version of the data pool using a one-class SVM,
an off-the-shelf tool in the scikit-learn library, trained on Dy to remove images from D for
matching D with T. Cifar-2-Class and Cifar-4-Class respectively have a filtering accuracy
of 77% and 65%. Since Cifar-4-Class does not have an accurate data filter for D, we ignore a
filtered D for this task. Besides, although it is helpful to set a benchmark for comprehending
the capabilities of our proposed approach, this filter operation is unrealistic because: first,
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Figure 5.37: Cifar-4-Class with a Data Pool Larger than the Target Domain
The dashed rectangle marks the domain of the data pool.

if customers send their target data to data sellers for building a data pool filter to control
the acquisition scope, they may leak sensitive information in their target data to the seller.
Second, if customers build a filter by themselves, they are not able to evaluate the filtering

accuracy in D.

M and M, in Cifar-2-Class are implemented with the normal SVM and we adopt the
one-shot acquisition. As we can observe from Figure 5.38, when D is not filtered, both tasks
benefit from WEDE-based acquisition more than the random method. Also, in Cifar-2-
Class, the performance of WEDE-based acquisition is even close to what can be achieved on
the hypothetically filtered D. This result demonstrates the robustness of our WEDE-based

method against a broader data pool.

Cifar-2-Class Cifar-4-Class
)
b
T
£ 10.0 8
g —8— WEDE & unfiltered Data Pool
g_ 1.5 1 random & unfiltered Data Pool
= —- WEDE & filtered Data Pool
- 301 —— random & filtered Data Pool
J -
© 251 | |
3 T T T T T T T T T T T T
B 100 150 200 250 300 350 400 500 1000 1500 2000 2500
<L

Acquisition Budget

Figure 5.38: Acquisition from Data Pool with Different Distributions
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5.5 Discussion and Future Work

Our proposed solution of domain adaptation of closed-box models applies whenever Mg
outputs prediction probabilities, and is demonstrated to be more effective than various base-
lines, especially when the data acquisition budget is not enough to construct a powerful My,
for the entire domain, or when the data pool covers more data categories than the target

domain.

However, our solution is subject to the complexity of M, and the domain discrepancy
degree. Our analysis of these factors provides insights for customers to choose suitable data
acquisition strategies for individual application cases. A more rigid and thorough study of

how those factors affect our solution is encouraged in the future.

Although it is straightforward to describe the weakness of Mg with incorrect predictions
from My, invalid classification samples are included in ¢, to build WEDE, which makes it
challenging for WEDE to extract features of regular weakness caused by domain shifts. As
we observe in subsubsection 5.3.4.4, such WEDE attach high utility scores to some invalid
samples. To exclude invalid data from weakness feature extraction in WEDE, the soft label
entropy from Mg can be employed to define My’s weaknesses instead. According to our
comparison of data acquisition strategies, the entropy-based method returns less invalid data
than the confidence-based and random weakness, both of which define model weaknesses by
incorrect predictions. However, a threshold is also needed to determine how high an entropy
is for the model weakness, and the set-up of such thresholds may require some trials. Besides,

this definition only works when soft labels are accessible from M.

Lastly, our framework can be extended to closed-box regression models. Since the targets
of regression tasks are continuous, prediction weaknesses of regression models may be defined

with error tolerance values.
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6 Conclusion

In this thesis, we have developed an effective, versatile, and secure domain adaptation frame-
work for closed-box models by sourcing extra data from the machine-learning market given
an acquisition budget. This framework aims at commonplace scenarios when closed-box
models suffer from performance degradation due to the disparity between source and target
domains caused by distribution shifts. Besides, neither customers’ models nor their target

data is exposed to data sellers in this framework, which protects customers’ privacy.

We first build a classifier WEDE to extract features of prediction mistakes made by the
existing closed-box model in a dataset sampled from the target domain. Based on weakness
scores from WEDE, we provide U-WS and U-WSD as two options for estimating data utility
in enhancing the closed box. U-WS directly uses weakness scores as utility estimates, while
U-WSD evaluates data utility by the probability that acquisition candidates are from the
closed box’s prediction weakness distribution. Data utilities generated by U-WS or U-WSD
are then used to acquire data instances in a one-shot or sequential fashion. A new model is
built from acquired data to help the closed box with its weaknesses in the target domain,
and the specialty of this new model can be controlled by a data utility threshold during
data acquisition. Finally, we introduce a comprehensive design of Augmented Ensemble
(AE), considering the characteristics of My’s outputs, to combine predictions of the new
model and the original closed box and produce an improved model for the target domain.
The enhanced model can be sold back to the machine-learning market and also increase its

diversity.

Extensive experiments and analyses demonstrate that our proposed framework outper-

forms baselines, especially when our data acquisition budget is small, or the data acquisition
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source comes from a larger domain than the customer’s target.
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