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Abstract

Smart distribution grids (SDGs) are power systems that seek to harness the advantages

of distributed energy resources (DERs), such as renewable distributed generation and

electric vehicles, to increase their operational efficiency and sustainability. However, the

uncontrolled operation of DERs lead to severe operational challenges, resulting in the

overloading of power transformers and voltage violations. Distribution system operators

(DSOs) are responsible for preventing such issues, however, DERs are typically owned

by agents such as homeowners and private enterprises, whose motivations revolve around

financial incentives and maximizing operational convenience, which do not always align

with the DSO’s objectives. Thus, new communication and control frameworks are re-

quired to facilitate the coordination of control actions between agents and DSOs that are

mutually beneficial. The architectures of these frameworks should be distributed to avoid

unilateral authority, and auditable to alleviate any trust issues between participants.

To those ends, this thesis develops distributed communication and control frameworks

for SDGs that are built upon modern communication technologies such as the Internet

of Things (IoT), and blockchains, both of which provide architectures that are inherently

distributed. The proposed control strategies of this thesis are inspired from principles

related to transactive energy systems (TES), where distributed control techniques are

combined with economically oriented decision making to improve overall energy efficiency.

Accordingly, this thesis is divided into three parts, where each part proposes a new

framework that is validated by using simulated and real-world experiments at a micro-

grid in Vaughan, Ontario. Part I proposes a fully distributed communication framework
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(DCF) that is built upon the IoT-based framework known as Data Distribution Service

(DDS). Benchmarking of the DCF indicates that it can provide 1000 messages/second at

36 millisecond latency, which is well within the minimum latency requirements for smart

grid applications. The DCF is also tested within the application of distributed voltage

regulation, where agents use the DCF to execute the Asynchronous Weak Commitment

(AWC) control strategy to resolve voltage violations despite intermittent agent connec-

tion failures. Part II proposes a blockchain-based TES to enable agents to bid and provide

voltage regulation services in a competitive marketplace using the Extended Contract Net

Protocol (ECNP) control strategy. Simulation results on a 69-bus test feeder show that

the proposed system enables the simultaneous mitigation of multiple violations in less

bidding cycles than conventional approaches. Part III develops a blockchain-based resi-

dential energy trading system (RETS), which enables residential communities and DSOs

to participate in peer to peer energy trading and demand response. Experimental results

indicate that the proposed system reduces the peak demand of the community by 48 kW

(62%), which leads to an average savings of $1.02 M for the DSO by avoiding transformer

upgrades. The proposed RETS is developed on the Hyperledger Fabric blockchain plat-

form and deployed to the aforementioned microgrid to demonstrate its ability to minimize

energy imports from the DSO. The proposed RETS is also benchmarked in terms of its

transaction latency and provides transaction confirmation at an average of 17 seconds,

which is sufficient for residential energy markets.

In summary, the findings of this thesis are intended to provide both quantitative and

qualitative context for the new era of transactive energy in SDGs, where the underlying

distributed communication and control frameworks require a thorough techno-economic

evaluation. By demonstrating the efficacy of the proposed frameworks at a real-world

microgrid, while also providing benchmarks that test their scalability, it can be concluded

that the technologies of IoT and blockchains can indeed be utilized effectively to improve

the operation of SDGs.
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Chapter 1 - Introduction

1.1 Motivation

The conceptualization of the Smart Grid is motivated primarily by aggressive eco-

nomic and sustainability initiatives, which seek to decentralize legacy power sys-

tems into modular subsystems that rely on distributed energy resources (DERs) to

meet their local energy demand [1]. Particularly in power distribution networks,

the rapid penetration of DERs such as renewable distributed generation (DGs),

battery energy storage systems (BESSs), and plug-in electric vehicles (EVs) have

resulted in a transition from passive to smart distribution grids (SDGs), which are

capable of providing two-way communication between DER owners and distribu-

tion system operators (DSOs). Thus, DERs have tremendous potential to help

satisfy key operational objectives of the DSO, which include, but are not limited

to: lowering greenhouse gas (GHG) emissions, provision of ancillary services such

as voltage regulation, as well as reducing feeder congestion via demand response [2].

However, the uncoordinated operation of DERs within SDGs leads to unin-

tended technical challenges for DSOs that are primarily caused by the resultant

and significant mismatches of local power supply and demand [3]. For example,

coincident charging of EVs and BESSs at off-peak electricity rates leads to the

overload of distribution transformers [4], while excess power production from re-

newable DGs, such as photovoltaics (PV), can cause overvoltage violations and
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lead to the damage of critical DSO infrastructure [5]. DERs are often connected

at the ”grid-edge”, which is defined as the intersection between the low-voltage

(secondary) and medium-voltage (primary) side of the distribution system, where

the ownership of the DERs may reside with the DSO, homeowners, or private enti-

ties [6]. Although the operation of the DERs must conform to grid interconnection

standards, such as those specified in the IEEE 1547 standards [7], there is a notice-

able shift in the desired operation of the DERs, since the role of the traditional end

consumer of energy has evolved into that of a prosumer. Prosumers are motivated

by their desire to operate their DERs to maximize their own convenience and fi-

nancial benefit, without necessarily considering the impact of their actions on the

DSO.

Consequently, DSOs are increasingly concerned with the negative impact of

DERs at the grid-edge due to three main reasons. First, DSOs have limited vis-

ibility and control capability at the grid-edge because most DSO-owned control

assets, such as load tap changers and line voltage regulators, are located on the pri-

mary side of the distribution system [8]. Second, DSOs cannot unilaterally control

the DERs because the ownership of the DERs resides with the prosumer. Third,

although recent work has proposed strategies whereby DSOs may offer incentives

to prosumers in exchange for ancillary services [9], this may expose a trust issue

between DSOs and prosumers, where DSOs do not have real-time mechanisms to

ensure the correct operation of prosumer DERs, and prosumers cannot transpar-

ently determine the true value of the incentive they deserve [10].

To address the aforementioned concerns, work is being done in the field of

distributed, multi-agent systems (MAS), where agents, analogous to prosumers,

engage in coordination strategies without the need of a central intermediary [11].

Compared to conventional coordination strategies, which are centralized, a dis-
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tributed approach is more scalable and reliable since it does not expose a single

point of failure, or, rely on a unilateral authority to make decisions [12]. Recently,

MAS research within SDGs has evolved into the concept of transactive energy sys-

tems (TES), which aligns distributed coordination techniques with the economic

objectives of agents to realize a marketplace for the provision of energy and ancil-

lary services [13]. The ethos of TES attempt to address trust issues between agents

by requiring that all agent transactions be completely auditable, such that agent

performance can be held accountable against certain standards of performance [14].

However, there are aspects within the work of MAS and TES that have not been

well explored. To start with, the emphasis of research within MAS has tradition-

ally revolved around the formulation of the control strategy, while the underlying

communication architecture has been neglected [15]. In particular, there has been

a lack of description as to how exactly messages between agents are generated,

stored, and routed to the correct agent, with critical analysis missing as to how

scalable the communication framework is in terms of its acceptable message la-

tency and throughput. Furthermore, although the control strategies employed in

MAS research are distributed, the architecture of the communication framework

is typically centralized, which still exposes a single point of failure for the over-

all system [16–18]. Additionally, much of the work within TES assumes that the

agents are cooperative and trustworthy, and does not consider the development of

mechanisms that would enable agent auditability and enforcement of penalization

policies for the incorrect provision of an ancillary service. [19–21].

As such, there is a need to develop distributed communication and control

frameworks that seek to address the aforementioned gaps in facilitating coordina-

tion between agents within SDGs. Two promising new technologies in this regard

are the Internet of Things (IoT) and blockchains. The IoT is a communication
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framework that is based on distributed design principles that enable real-time,

scalable messaging among agents [22]. Blockchain technology is comprised of a

distributed ledger that is used to keep a record of all transactions between agents,

where the authenticity of each transaction is cross-verified by the agents in con-

sensus [23]. Blockchains utilize software applications known as smart contracts to

automate the process of executing the transactions on the ledger, thereby serving

as a single point of truth for all agents in the system, while also obviating the need

for a central intermediary. Therefore, frameworks that utilize the IoT to enable

real-time, local decision making between agents, while using blockchains to ensure

the auditability and accountability of all agent transactions, have the potential to

address concerns of communication vulnerability and trust for all agents within

SDGs.

A block diagram of a potential framework that uses IoT and blockchain tech-

nologies is depicted in Figure 1.1, where agents utilize the IoT layer to engage

in local, low-latency messages to coordinate DER control actions according to a

particular control strategy. Agents then submit their proposed control actions to

the blockchain layer using a smart contract, which the agents use to verify the

authenticity and correctness of each control action. All valid control actions are

then stored on the distributed ledger immutably, and are subsequently executed by

each agent. Thus, distributed control can be achieved in a real-time, secure, and

impartial manner.

As such, this thesis proposes the design and development of distributed com-

munication and control frameworks for SDGs that are built on the foundation of

IoT and blockchains. The thesis is divided into three parts, where each part will

be prefaced with a fundamental research gap, a research objective that proposes

a novel framework to address that gap, and a target SDG application to validate
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1. Agents utilize IoT Layer to 
coordinate DER control actions by 
exchanging messages without the 
need of a central authority.

Smart Contract
Proposed Control Actions

IoT Layer

Ledger

2. Agents utilize blockchain layer to 
validate the proposed control 
actions using smart contracts, which 
are stored to the ledger immutably.

Distributed real-time messaging

Blockchain Layer
Distributed validation and auditability

Figure 1.1: A control and communication framework using IoT and blockchains.

the efficacy of the proposed framework. The validation of the proposed solution

will include experimental results from simulated SDGs, as well as from a real-world

microgrid located in Vaughan, Ontario. A roadmap for the research objectives of

the proposed thesis is shown in Figure 1.2.

As shown in the figure, the thesis is divided into three main parts. In Part

I, a fully distributed communication framework (DCF) is developed to facilitate

low-latency messaging between agents that is built on an IoT framework entitled

Data Distribution Service (DDS). The performance of the DCF is validated by

implementing it on real-time microcontrollers using a software-in-the-loop (SIL)

approach, where its message latency is benchmarked and compared against accept-

able limits of smart grid communication requirements [24]. The DCF is tested

within the application of distributed voltage regulation, where agents use the DCF
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Part I
Research Gap
Communication frameworks utilized 
in MAS control strategies are often 
centralized and this exposes the 
system to a single point of failure.

Research Objectives
Develop a completely distributed 
communication framework (DCF) 
based on IoT frameworks to enable 
real-time messaging among agents.

Develop a software-in-the-loop 
platform to validate the performance 
of the DCF against metrics of 
message latency and size.

Target SDG Application
Distributed voltage regulation

Part II
Research Gap
Aspects of trust between agents 
executing distributed coordination 
schemes in TES are not considered in 
terms of agent auditability and 
accountability.

Research Objectives
Develop a blockchain based TES that 
enables transactions between agents 
to be audited and observable.

Develop a smart contract to enforce 
penalization policies for agents that 
provide the incorrect provision of an 
ancillary service.

Target SDG Application
Distributed voltage regulation

Part III
Research Gap
Techno-economic feasibility of 
blockchain-based energy trading is 
not evaluated in terms of its 
scalability and quantification of 
financial savings. 

Research Objectives
Develop a blockchain based 
residential energy trading system 
(RETS) that helps reduce peak 
demand. 

Assess its scalability by measuring 
average transaction latency, and 
quantify financial savings resulting 
from reduced peak demand.

Target SDG Applications
Peer to Peer energy trading
Demand Response

Figure 1.2: Roadmap of research objectives for the thesis .

to execute the Asynchronous Weak Commitment (AWC) control strategy to re-

solve voltage violations despite intermittent agent connection failures. In Part II,

a blockchain-based TES is developed to establish a competitive marketplace for

agents to sell voltage regulation services to each other by implementing the ex-

tended contract net protocol (ECNP) control strategy as a smart contract. A

novel incentive mechanism is developed to penalize agents when they are unable

to resolve a voltage violation they were assigned, which decreases their potential

revenue. In Part III, a blockchain-based residential energy trading system (RETS)

is developed to facilitate energy trades between homeowners with DERs in discrete

market intervals, and also enables DSOs to engage in demand response to limit

the maximum allowable demand within the market. A techno-economic assessment

is carried out to evaluate the scalability of the proposed RETS by benchmarking
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its average transaction latency, while also determining the total amount of capital

expenditure (CAPEX) saved by the DSO as a result of the peak demand reduction

realized by the marketplace. The proposed RETS is also deployed to the microgrid

to demonstrate its ability to minimize the need to import energy from the DSO.

1.2 Research Objectives

A summary of the research objectives of the thesis is presented below:

1. Design of a completely distributed DCF for inter-agent messaging, which pro-

vides acceptable message latency as per smart grid communication require-

ments.

2. Development of an SIL platform to test the DCF, which demonstrates the

ability of agents to execute the AWC control strategy to resolve voltage vio-

lations despite intermittent agent connection failures.

3. Development of a blockchain-based TES for distributed voltage regulation,

which utilizes a smart-contract to enable agents to mitigate multiple volt-

age violations simultaneously using the ECNP control strategy, while also

enforcing penalties for executing incorrect control actions.

4. Development of a blockchain-based RETS for homeowners with DERs that

enables the peak demand of residential communities.

5. Techno-economic assessment of the proposed RETS by evaluating its scala-

bility as a function of average transaction latency, as well as the total CAPEX

saved by the DSO as a function of the reduction in peak demand.

6. Deployment and validation of the frameworks proposed in this thesis at a

microgrid to demonstrate their efficacy in real-world settings.
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1.3 Thesis Layout

The remainder of the thesis is organized as follows:

� Chapter 2: Provides background on SDGs and distributed control frame-

works such as MAS and TEF. This is followed by an overview of IoT and

blockchains, as well as a literature survey of control strategies that have uti-

lized these technologies within SDG applications.

� Chapter 3: Introduces the design of the DCF based on DDS. The DCF is

implemented on an SIL platform and aims to demonstrate its (i) scalability as

a function of message latency and size; (ii) efficacy in enhancing the robustness

of the AWC control strategy despite agent connection failures; and (iii) ability

to resolve overvoltage violations at a real-world microgrid.

� Chapter 4: Presents a blockchain-based TES for voltage regulation services,

where a novel incentive and penalization control strategy is proposed based on

the ECNP. The objective of this chapter is to show how the proposed system

can mitigate multiple voltage violations simultaneously, thereby being able to

provide voltage stability in less bidding cycles when compared to conventional

strategies.

� Chapter 5: Introduces a blockchain-based RETS for homeowner energy

trading and demand response, where a techno-economic assessment is per-

formed to (i) evaluate the proposed system’s scalability as a function of av-

erage message latency; (ii) quantify the reduction of peak demand and corre-

sponding CAPEX savings of the DSO in avoided transformer upgrades; and

(iii) deploy the proposed system to the microgrid to demonstrate its ability

to minimize energy imports from the DSO.
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� Chapter 6: Summarizes the contribution of this thesis in relation to the

target research gaps, and expands on the intention to pursue further work in

these areas.

9



Chapter 2 - Overview of Distributed

Communication and Control Within SDGs

Building upon the motivation and research objectives discussed in Chapter 1, this

chapter provides an overview of the fundamental concepts of distributed commu-

nication and control within SDGs. The chapter begins with a formal introduction

to SDGs and the grid-edge, with a special emphasis on summarizing the control

issues that are caused by the uncoordinated operation of agent-owned DERs. Sub-

sequently, distributed control concepts relating to MAS and TES will be discussed,

which is followed by an overview of IoT and blockchains. Finally, a critical litera-

ture survey of IoT and blockchain-based control strategies within SDG applications

will be provided to summarize the state-of-the-art, while also identifying research

gaps that the thesis will address in later chapters.

2.1 Overview of Smart Distribution Grids

Power distribution grids are the interface that connect end consumers of electricity

to the bulk power system, where the responsibility of the DSO is to deliver the

power at an acceptable power quality and voltage level to all end consumers [25].

As discussed in Chapter 1, end consumers are rapidly investing in DERs, and thus,

their role has transitioned to that of a rational agent that has the ability to operate

their DERs according to their convenience and financial objectives. Accordingly,
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Figure 2.1: A schematic diagram of a typical smart distribution grid.

this transition has ushered in the era of the smart distribution grid, which must

accommodate bi-directional communication and power flow as depicted in Figure

2.1. Conventional power flow dictates that the power from the bulk power system

flows through the distribution substation, where the substation transformer steps

down the voltage level of the power to between 4-35 kV. Load tap changers are also

used to further regulate the voltage to within permissible limits when required [26].

The distribution substation is located on the primary, or medium-voltage side of

the distribution grid, where power flows via primary feeders towards the grid-edge,

which intersects with the secondary, or low-voltage side of the distribution grid.

The distribution transformer at the grid-edge further steps down the voltage to an

acceptable level for residential and commercial use, which is 120/240 V in North

America [27]. On the other hand, the proliferation of agent-owned DERs at the

grid-edge may cause power to flow in the reverse direction at times of excess power

production and low demand. Careful coordination is required to mitigate significant

power mismatches in SDGs, which leads to power losses, feeder congestion, and

voltage violations that may result in damage and/or costly upgrades to DSO-owned

infrastructure [28].
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Figure 2.2: Load profile comparison between an all-electric and conventional home.

For example, the load profile of an all-electric home consisting of a 5 kW PV,

6 kW/25kWh BESS, a 6 kW/45kWh EV, as well as a smart thermostat (ST), is

compared to a conventional home with no DERs in Figure 2.2. The load profile for

the all-electric home is generated from real-world measurements taken from smart

homes that exist at the Kortright Centre Microgrid (KCM), located in Vaughan,

Ontario, while the conventional load profile is adapted from [29]. As seen in the

figure, the load profiles are starkly different, where the load profile of the conven-

tional home is relatively flat when compared to the all-electric home, which includes

the creation of a new mini-peak between the hours of 0:00-3:00, negative loading

between 7:00-15:00, as well as a 4.4x increase in peak demand during 19:00-21:00

(from 1.80 kWh to 7.98 kWh). The peaks are primarily caused by the charging

of the BESS and EV during off-peak pricing hours, while the negative loading is

caused by excess PV production during the afternoon. In executing simulations for
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Figure 2.3: Simplified 2-bus SDG feeder.

an all-electric community of 8 homes, the peak load of the community is found to

be 110 kW. This is well over the 50 kVA (45 kW with 0.9 power factor) capacity of

the average distribution transformer that serves a typical 8-home community [30].

The simulation results for this scenario will be further expanded on in Chapter 5

of this thesis.

Another example to illustrate voltage regulation issues within SDGs is depicted

in Figure 2.3, where an agent-owned DG is connected to the end of the SDG feeder.

The voltage profile of any feeder is dependent on the feeder impedance (resistance

and reactance), the active and reactive power, as well as the length of the feeder.

Thus, the voltage drop between Bus 1 and Bus 2 of the feeder can be expressed as:

∆V = V1 − V2 =
RLine(PL − PDG) +XLine(QL ±QDG)

V2
(2.1)

where V1 is the voltage at Bus 1, V2 is the voltage at Bus 2, {RLine, QLine} are the

resistance and reactance of the feeder, respectively, ZLine is the overall impedance

of the feeder, {PL, QL} are the active and reactive power consumption of the end

loads, respectively, while {PDG, QDG} are the active and reactive power generation

of the DG, respectively. It should be noted that the impedance of the feeder is

a function of the feeder length, although this is not explicitly stated in equation

(2.1). From equation (2.1), it can be seen that significant mismatches of PDG and

13



PL, as well as QDG and QL, may push the voltage outside acceptable limits. This

is particularly true when the DG is fueled by intermittent renewable sources, such

as PV or wind, which result in extreme fluctuations in power generation that cause

both overvoltage and undervoltage violations [31].

A real-world example of this phenomenon can be seen at the KCM, which is a 240

V microgrid with a maximum allowable voltage of 254 V [32]. The KCM has a peak

PV generation to load ratio of 40 kW to 15 kW, which results in a rapidly fluctuating

voltage profile that is highly correlated with the experienced solar irradiance. The

fluctuation of irradiance and resultant voltage profile of the KCM can be seen in

Figure 2.4, while a data snapshot of the voltage of the KCM on a very sunny day can

be seen in Figure 2.5, where the KCM is shown to regularly experience significant

overvoltage violations. Since the DGs are owned by different stakeholders that have

invested in the KCM, there is significant motivation to develop distributed control

strategies that facilitate the pursuit of their individual objectives, while also staying

within bounds of the voltage limits, as will be discussed in the next subsection.

2.2 Background of Distributed Control: MAS and TEF

Distributed control relies on the presence of multiple agents within an environment

that work together to achieve a global objective, where decision making is shared

among the agents [33]. In this thesis, agents are assumed to be independent entities

that, in addition to the globally shared objective, also have local/individual objec-

tives. This, in the context of SDGs, the environment is composed of the physical

SDG infrastructure, as well as a set of virtual zones that are independently as-

signed to each agent. Each agent then utilizes the DERs within its zone to ensure

the proper operation of its zone according to a specified control objective and a

set of constraints. If an agent encounters a violation of constraints, it may request
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Figure 2.4: Significant fluctuation of voltage within KCM due to varying irradiance.
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help from neighboring agents, who will evaluate the request and determine whether

it can be accommodated. Thus, the algorithm that defines the pattern of agent-

requests, as well as the data to be exchanged at every iteration, is referred to as a

distributed, MAS control strategy [34].

Standards for MAS have been developed by the Foundation of Intelligent Phys-

ical Agents (FIPA), which seek to standardize architectures that define how agents

are deployed to, and interact with, any agent platform [34]. Figure 2.6 shows a

block diagram of the FIPA Agent Management Reference Model, which defines the

components that are used to manage the lifecycle and operation of existing agents.

Each agent platform consists of agents, an agent management system (AMS), a

directory facilitator (DF), as well as a message transport system (MTS). The AMS

is used for registering the identities of all agents within a network, while the DF is

used for registering a list of services that agents provide. The MTS is responsible

for facilitating all messages between agents.

Inspired by the FIPA Agent Management Reference Model, many MAS devel-

opment platforms have been proposed, where agents can be rapidly prototyped to

test the efficacy of distributed control strategies [35]. The most popular MAS de-

velopment platform is the Java Agent Development Environment (JADE), which

is FIPA-compliant and can be hosted across multiple agent platforms [36]. It is

interesting to note, however, that JADE utilizes a singular, centralized MTS to

facilitate inter-agent communication, which is not robust since it exposes a single

point of failure [37].

More recently, the application of MAS control strategies within SDGs has

evolved into the concept of transactive energy, which is defined by the GridWise

Architecture Council as a “combination of economic and control techniques to im-

prove grid reliability and efficiency” [38]. It is important to highlight that the
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Figure 2.6: FIPA Agent Management Reference Model.

economic techniques include the incentivization of agents to control their DERs in

a manner that aligns with the operational objectives of DSOs. TES’ are inher-

ently distributed, since all participants within the TES have the ability to engage

in energy “transactions”, where each transaction is usually attached to a financial

incentive. In [38], the principles of TES’ are discussed, which emphasize the need

to enable the optimal integration of renewables and DERs, provide methods for

non-discriminatory participation of agents, and allow for auditability of transac-

tions such that all agents, including power system operators, such as DSOs, may

be held accountable for standards of performance. It can be seen, therefore, that

the principles of TES align well with the objectives of this thesis, which are to de-

sign auditable and distributed control and communication frameworks to address

trust issues between agents, which would, in turn, increase the positive uptake of

renewables and DERs. These objectives are better realized with the advent of

modern communication frameworks in the form of IoT and blockchains, as will be

discussed in the next subsection.
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2.3 Background of Distributed Communication: IoT and

Blockchains

2.3.1 Overview of the IoT

The IoT is a concept where every device, referred to as a ”thing”, has a presence on

the internet, and can exchange information with other things to automate certain

processes in a distributed manner [39]. The foundational element of IoT frameworks

is middleware, which is comprised of communication interfaces and protocols that

serve as a messaging layer between all agents, and is responsible for the transport,

routing, buffering, and delivery of all messages [40]. IoT middlewares typically

utilize a topic-based, publish-subscribe communication architecture for inter-agent

messaging that defines a topic as a named channel of data that is comprised of a

stream of messages. An example of this paradigm can be seen in Figure 2.7, where

Agent 1 generates a request message and publishes it to Topic Y, and subsequently,

the message is received by Agent 2 because it is also subscribed to Topic Y. In

turn, Agent 2 publishes a response message to Topic Y, which is received by Agent

1 because it is also subscribed to Topic Y. The message buffering is handled by bi-

directional message buffers, which store incoming published messages and release

the messages to agents when they are online. It is worth noting that each topic

can be configured with a quality of service (QoS) profile, which alters how the

middleware transports the message [39]. Examples of QoS profiles include the

ability to prioritize certain messages to improve their latency, defining a maximum

acceptable duration latency, and specifying the exact order that an agent should

receive messages in. Thus, it can be seen that the execution of distributed control

strategies can benefit from utilizing the flexible range of QoS profiles to increase

their operational efficacy.
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Figure 2.7: Message flow in topic-based, publish-subscribe middleware.

A popular type of IoT middleware is DDS, which is designed for low-latency,

mission critical systems, and has the capability of sending millions of messages per

second to millions of subscribers [41]. Unlike other popular IoT middlewares, such

as Advanced Queue Messaging Protocol (AMQP), or Message Queue Telemetry

Transport (MQTT), which utilize centralized message brokers to handle message

transport and routing, DDS uses a completely distributed global data space (GDS)

to enable inter-agent messaging [42]. The GDS is shown in Figure 2.8, and is

comprised of topics and their associated QoS profiles. Agents merely need to declare

their publishing/subscribing interest in a topic, and the GDS utilizes distributed

multi-cast techniques to ensure that data flows directly from the publishing agent to

the subscribing agent [43]. Additionally, DDS provides support for content filtering,

where agents can specify conditional expressions that define a subset of messages

they are interested in receiving from the GDS.

An example of content filtering is shown in Figure 2.8, where Agent 1 and Agent

2 publish messages to the Voltage topic in the form of voltage measurements, and

Agent 3 and Agent 4 receive messages from the Voltage topic because they are

subscribed to it. However, Agent 3 specifies a content filter that indexes all messages

within the Voltage topic by the ”Voltage” field, and accepts only the messages where
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Figure 2.8: The DDS Global Data Space.

the voltage exceeds 1.05 p.u., while similarly, Agent 4 specifies a content filter that

only accepts messages when the ”Time” field exceeds 1:30:00. Since the GDS has

the ability to understand and evaluate the data inside of a message, the GDS can

execute content filters automatically, thus relieving Agents 3 and 4 of computational

burden at the application level.

2.3.2 Overview of Blockchains

At its core, a blockchain is a decentralized, transaction-based state machine that

immutably tracks P2P transactions from different agents and utilizes distributed

consensus techniques to ensure that all agents are in agreement with the current

system state [44]. All transactions are stored on a ledger that is shared and main-

tained collectively by all agents within the blockchain network, where transactions

are any pieces of data or commands that might alter the current state of the system.

Examples of transactions may be a money transfer between agents, or a measure-

ment of a unit of renewable energy from the DG of an agent. All transactions are
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collected together into discrete blocks of data that are chained together in chrono-

logical order, such that the evolution of system state is transparent to all agents on

the network over time.

Figure 2.9 shows a symbolic representation of a general blockchain network,

which depicts the process of how transactions are committed to the ledger. Each

agent, P , utilizes a computing resource, referred to as a node, N , to interface with

the blockchain network. Multiple agents can be assigned to a single node [45], and

thus, an agent can be denoted as P p
a , where a is the index of the agent assigned to the

node ID, p. Upon joining the blockchain network, the agent receives a digital wallet

that stores its account balance, Bp
a, as well as its public/private keys, {SKp

a , PK
p
a},

that are used to sign each transaction to establish the identity of the transaction

owner. Transactions are made by the agent by invoking a smart contract, which

are software applications that automatically execute agent transactions based on

ledger data and an associated set of terms and conditions [46]. Smart contracts are

deployed to the blockchain in much the same manner as regular transactions and

must be validated by agents on the network. As the smart contracts have access

to the shared ledger, they have the ability to enforce the terms and conditions of

the contract. An example of a smart contract could be the transfer of ownership of

an asset contingent upon the transfer of a sum of money, or the checking of power

measurements on the ledger to determine if an agent operated a DG correctly to

resolve a voltage violation.

Although the smart contract is used to initiate transactions, before the transac-

tion can be fully committed to the ledger, the transaction must be validated by the

agents using a consensus mechanism, where popular consensus mechanisms include

proof-of-work (PoW) and practical byzantine fault tolerance (pBFT) [47]. The ob-

jective of a consensus mechanism is to ensure that a distributed set of agents are in
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Figure 2.9: A generalized representation of a blockchain network.

agreement with the authenticity and validity of each transaction on the ledger [48].

Consensus mechanisms will be discussed in more detail in the next subsection. As

depicted in Figure 2.9, an agent initiates the consensus mechanism, φ, at time k by

generating a transaction proposal, TP k. Subsequently, TP k is forwarded to other

nodes that individually verify the validity of the transaction according to rules that

are determined within the smart contract. If a minimum of two-thirds of the nodes

report that TP k is indeed valid, it is added to a block of transactions, Bk, which

stores the transaction into the block as an ordered set, T k
i , i ∈ (1...BM), where

i is the index of the transaction and BM is the maximum block size. The block

also contains a timestamp, TSk, as well as a block hash, Υ(Bk), that is uniquely

composed of all the transactions within the block, and is updated with every new

transaction. A new block is created when the block has reached its maximum block

size, or, when a certain amount of time has elapsed since the last block was created,

referred to as the block speed, BS. The new block is appended to the end of the

ledger and pointed at the block hash of the previous block, Υ(Bk−1), resulting in
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ledger data that is transparent and tamper-proof. Thus, the current state of the

blockchain, denoted as Θk, is a reflection of the transactions of the latest block on

the ledger after having been verified by φ, as well as the blocks that came before

it, and can be formulated as:

Θk = φ(Bk, Bk−1, Bk−2 ... B0) (2.2)

2.3.3 Consensus Mechanisms

As mentioned earlier, consensus mechanisms play a vital role in blockchains to

verify the authenticity and validity of all transactions between agents. Due to the

fact that the ledger is shared amongst all network participants and must reflect

a single point of truth, there must be general consensus amongst all agents with

respect to the current system state. In general, consensus mechanisms aim to be

Byzantine Fault Tolerant (BFT), which refers to the ability for a network of agents

to reach consensus even if a number of agents experience communication loss, or

intentionally send incorrect responses to other agents during the validation process

[49]. To establish BFT, it has been mathematically proven that a minimum of two-

thirds of the number of agents must return the same result when verifying a block

of transactions (or the anticipated result of the execution of a smart contract) [49].

The most popular consensus algorithm in use today is PoW, used in platforms

such as Bitcoin and Ethereum [50]. In PoW, all agents are incentivized to par-

ticipate in the consensus process, where agents leverage computational resources

within their node to validate transactions for a monetary reward (often referred

to as mining). The validation of an upcoming block of transactions involves solv-

ing a cryptographic puzzle that is composed of a unique combination of Υ(Bk)

and Υ(Bk−1), and the first miner to solve the puzzle receives a reward. Once a

miner solves the puzzle, it broadcasts the solution to all other miners that verify
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its correctness, and the new block is added to the end of the chain. However, PoW

relies on brute force methods to solve the puzzle, resulting in significant scalability

concerns due to the computational complexity and energy expenditure required by

the consensus process [51]. The energy consumed from the PoW consensus pro-

cess on the Bitcoin network in the year 2017 was equivalent to the annual energy

consumption of Ireland, which is in excess of 30 TWh [52].

In contrast, an example of a consensus algorithm that does not use mining tech-

niques is pBFT, which is used by platforms such as Hyperledger Fabric (HLF) [53].

Within pBFT, one agent is designated as a leader, and the other agents are des-

ignated as followers. During the validation process, the leader agent broadcasts

the block of transactions (or proposed smart contract to be executed) to all other

followers, who in turn, validate the transactions. The transactions are successfully

confirmed only when more than two-thirds of the agents return an identical confir-

mation result. Compared to PoW, pBFT is minimally computationally intensive,

however, its communication complexity is O(n2) because every agent must commu-

nicate with every other agent during the validation process [54]. As a result, pBFT

is ideally suited when there are a limited set of agents within the network.

2.3.4 Permissioned and Permissionless Architecture

Generally, blockchains can be divided into two categories: permissionless (public),

or permissioned (private or hybrid) [53]. Permissionless blockchains, such as Bitcoin

and Ethereum, are open to the public, and any agent can begin to make transactions

after registering on the network. In contrast, permissioned blockchains, such as

HLF, require an invitation to join the network. As a result, the identities of the

agents within the network can be known. Permissioned blockchains have found

success in use cases where there are shared business networks in which agents i)
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might have conflicting incentives or ii) do not necessarily trust each other, yet must

still conduct transactions for a shared business objective [55]. Since an invitation is

required to participate in a permissioned blockchain, the consensus algorithm does

not require all agents to participate in the consensus process, thereby alleviating the

concerns about excessive energy use associated with permissionless blockchains [56].

2.4 Literature Survey and Identification of Research Gaps

2.4.1 Prior Use of DDS in SDG Applications

The utilization of DDS within SDG applications is a fresh research stream, with

the earliest publications starting in 2013 and continuing to present day. In [57],

DDS is proposed as the middleware framework to handle message passing for the

application of substation automation in a manner compliant with the IEC 61850

interoperability standard. Case studies highlight the speed and reliability of DDS,

with a throughput of 2 million messages per second at 100% reliability for message

sizes less than 256 bytes. The authors in [58] utilize DDS to test the feasibility

of information exchanges between DSOs and metering devices, with several case

studies exploring the effect of different QoS profiles on latency and jitter. It is found

that the effect of the reliability QoS on message latency increases the overall latency

from 15 milliseconds (ms) to 20 ms within a network comprising of 6 publishers

and 6 subscribers, which is an increase of 33%. Nevertheless, even at 20 ms, DDS

still provides acceptable message latency for SDG applications, which require an

overall latency between 15-200 milliseconds [24].

DDS has also been utilized as the communication middleware of choice within

SDG control strategies, which include the real-time control of microgrids. In [57],

the authors develop a control strategy to facilitate the synchronized islanding/re-
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connection of multiple microgrids, where DDS is used by multiple distributed appli-

cations to share data for forecasting, visualization, pricing signals, and DER status.

The work in [59] proposes a fuzzy logic-based energy management framework to

optimize the energy consumption of small microgrids, where DDS is used to dissem-

inate information to simulated loads, meters, and forecasting systems. The same

authors develop a DDS-based hardware-in-the-loop (HIL) testbed for a variety of

SDG applications, such as generator synchronization, load balancing, and network

topology reconfiguration [60]. In [61], a hierarchical microgrid control strategy is

developed with agents defined at the utility, microgrid, and DER level. Bench-

marking of DDS within this work reveals that DDS is capable of providing point

to point message latencies of 0.3 ms at 1000 messages/second with a message size

of 32 bytes. The authors in [62] propose a DDS-based protection scheme to island

microgrids when they experience a cyber-attack. Furthermore, the work in [63]

utilizes DDS to manage data flow in a demand response market for microgrids.

Although the aforementioned works have made strong contributions in exploring

the usage of DDS within smart grid applications, improvements can be made in the

following aspects. First, the scalability of inter-agent DDS messaging has not been

appropriately evaluated. The work in [57–59, 61, 64] benchmarks the transmission

latency of DDS messages on a single computer, and without a physical router, which

does not adequately reflect the entire agent communication process that occurs be-

tween multiple agents on multiple platforms. Second, the aforementioned work

does not discuss how the QoS profiles of DDS can be tailored to mitigate the issue

of agents acting on outdated messages that are improperly ordered when agents

experience frequent connection failures [65]. The issue of improper and outdated

messaging is common in distributed systems, where message brokers are not aware

that a message is outdated, and pass the burden of checking for outdated messages
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to the agents themselves. This leads to unnecessary computational burden for the

agent, and also introduces the risk of misaligned execution for a distributed control

strategy. Third, the previous works do not enforce the compliance of DDS with

FIPA standards, which would prevent their positive uptake in real-world applica-

tions [66]. Interoperability and plug and play operation is a vital pillar of SDGs,

and it is important to conform to accepted standards that would ease future in-

tegration efforts [67] These shortcomings will be addressed in Chapter 3, which

will introduces the development of a distributed communication framework based

on DDS that is FIPA-compliant, and automatically discards outdated messages

while executing control strategies. The proposed framework is also benchmarked

on multiple microcontrollers to determine its scalability as a function of its message

latency and size.

2.4.2 Prior Use of Blockchains in SDG Applications

Blockchains have recently been applied to SDG applications within the context

of TES, including EV charging management, microgrid energy management, and

peer to peer (P2P) energy trading. In [68], an optimal EV charging schedule is

developed to minimize power mismatches of an SDG, where the charging schedule

of all EV owners is recorded on the ledger, and a smart contract is used to establish

pricing initiatives to incentivize EV owners to change their schedule to flatten the

overall load demand. The work in [69] develops a smart contract to enable bi-

directional EVs to provide ancillary services to the DSO, where the smart contract

autonomously levies penalties on EVs that disconnect while providing the service.

The smart contract also stores the user preferences of EV owners on the ledger.

Furthermore, in [70, 71], the authors propose a blockchain-based TES that utilizes

contract theory to model the preference of EV owners to prioritize energy trading
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with solar energy aggregators, where smart contracts are used to audit all energy

transactions.

Within the field of microgrid energy management, the work in [72] aggregates

DGs and a variety of flexible loads to build an optimal, day-ahead dispatch schedule

for a microgrid. The smart contract is used to resolve the distributed marginal lo-

cational price for each agent using the Alternating Direction Method of Multipliers

(ADMM) method, while also rendering all payments to agents in a secure fashion.

Furthermore, the authors in [73] implement a multi-microgrid trading platform,

where the smart contract is used to execute a double auction to set the price of

electricity using the Vickrey second price auction method. The authors in [74] de-

velop a multi-objective demand response system that calculates dynamic pricing for

consumers based on their preferences for allowable emissions, where the blockchain

ledger is used as a single point of truth for energy auditing. It is found that the

proposed system increases the profitability of the agents by 1.68%, while reducing

GHG emissions by 0.97%.

There has also been a great deal of work on evaluating the financial feasibility

of blockchain-based energy trading systems [75–78]. In [75], a system is proposed

to facilitate trades between homeowners and a community BESS, which leads to

monthly savings of $75.92, or 44.2%. The work in [76] develops a game-theory based

system to enable homeowners to form coalitions and negotiate electricity rates that

lead to monthly savings of $378.2 across 300 homeowners. The authors in [76]

implement a smart contract, based on non-cooperative game theory, to generate

daily savings of 24 Chinese Yen (CNY) across 6 households equipped with PV

and interruptible loads. The work in [77] develops an energy trading algorithm

that minimizes the number of transactions on the ledger to reduce communication

overhead.

28



Again, while the aforementioned work has greatly enhanced the state-of-the-

art, there are several factors that can be improved. To begin with, although the

works in [69–71] model bidding preferences for EV owners, they do not explicitly

model any strategies for BESSs or flexible loads, such as STs. Thus, the results

derived from these works do not accurately represent the complete range of DERs

that would be able to participate in an energy trading system [79]. Second, the

aforementioned works in [75–78] do not discuss the financial impact of their pro-

posed systems on the presiding DSO, which leaves the financial analysis incomplete.

Third, with the exception of [69], there is a lack of discussion that relates to en-

forcing contract-based penalties on those agents that do not fulfill the terms and

conditions of their contract. Fourth, none of the aforementioned works conduct any

practical benchmarking of their proposed blockchain-based systems, even though

concerns of scalability are a major barrier to adoption for blockchains [44]. Last,

but certainly not least, the aforementioned work does not deploy their proposed sys-

tems within real-world settings, where lessons learned on practical implementation

can be derived.

The aforementioned shortcomings will be addressed by this thesis in Chapters

4 and 5, where blockchain-based systems are proposed within the applications of

voltage regulation and P2P energy trading. Chapter 4 will introduce a blockchain-

based TES that will enable enforcement penalties for voltage regulation services

provided by agents, while Chapter 5 will introduce a RETS, which will include the

design of novel bidding strategies for BESSs, EVs, and STs, as well as a techno-

economic evaluation of the proposed system in terms of its scalability, financial

savings to the DSO, and real-world deployment at the KCM.
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Chapter 3 - A Distributed Communication

Framework For Multi-Agent SDGs Based on

Data Distribution Service

With the background of IoT and message-oriented middleware established in Chap-

ter 2, this chapter introduces the design of the proposed DCF that is built upon

DDS middleware. The chapter begins with a brief recap of the problem descrip-

tion that the proposed DCF is designed to address, which is to provide a fully

distributed MTS that is capable of preventing agents from acting on outdated mes-

sages. Subsequently, details of the architectural design of the DCF are discussed,

including the SIL platform that is implemented to validate the proposed DCF. Fol-

lowing this, a subsection is dedicated to illustrate how the DCF can be applied

to the SDG application of distributed voltage regulation within SDGs, where the

necessary background of the AWC control strategy is also provided. Next, results

from simulated and real-world experiments are provided to validate the efficacy of

the proposed DCF, after which, the chapter is concluded with a discussion that

summarizes the major outcomes of this work.
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3.1 Problem Description and Hypothesis

As mentioned previously, the emphasis of previous works within MAS SDG applica-

tions have focused on the formulation of the control strategy, while the underlying

communication framework has often been neglected [15]. Specifically, the issue of

outdated and improperly ordered messages being sent to agents when they recon-

nect to a network is not discussed. This issue is significant because it results in the

misaligned execution of agents participating in a control strategy [80]. Furthermore,

much of the previous work employs the popular JADE platform as the communica-

tion framework [16,17,81–83]. However, JADE utilizes a singular, centralized MTS

to facilitate inter-agent communication, which is not robust since it exposes a single

point of failure [37]. Hence, the hypothesis that governs this chapter is that DDS

middleware can be utilized to provide a robust, distributed messaging system that

can be customized further to enhance the efficacy of distributed control strategies.

As such, this chapter proposes a novel DCF for MAS in SDG applications that is

built on top of DDS middleware. The DCF is implemented as a fully distributed en-

tity that provides robust message transmission since it is not vulnerable to a single

point of failure. Further, the DCF is designed with QoS profiles that automatically

discard outdated messages, thereby preventing agents from taking incorrect deci-

sions that could result in the misaligned execution of their control strategy. The

DCF is also designed to be compliant with FIPA standards, thereby reducing the

integration effort required from developers of distributed control strategies that also

follow FIPA standards [66].
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3.2 Design of the Proposed DCF

3.2.1 DCF Architecture

The proposed architecture of the DCF is designed to leverage the strengths of

DDS while also including all of the essential components of MAS communication

architecture as specified by FIPA. As discussed in Chapter 2, these components

include an AMS, a DF, as well an MTS. The AMS is used for registering the

identities of all agents within a network, while the DF is used for registering a

list of services that agents provide. The MTS is responsible for facilitating all

messages between agents. To mitigate the vulnerability of using a centralized MTS

implementation, as observed in JADE, the architecture of the proposed DCF is

designed using a distributed approach. The AMS, DF, and MTS are all moved into

the distributed GDS that is shared by all DCF agents, and mapped to separate

topics that the agents subscribe to. Accordingly, the three main topics defined in

the GDS are Services, AgentID, and MsgBus, which are mapped to the DF, AMS,

and MTS, respectively, and are shown in Figure 3.1.

The Services topic allows an abstract definition of services to be defined for

each agent, where in the context of SDG applications, services may comprise of

ancillary services such as voltage regulation and demand response. The AgentID

topic provides a lookup table of agent identities, which are indexed by the specific

subsystem, or spatial zone of operation that they govern. The MsgBus topic is used

by all agents to exchange messages in real-time. Figure 3.1 shows the underlying

data structure of the MsgBus topic, which conforms to the agent communication

language (ACL) specifications as per FIPA, where the sending (Sender Agent ID)

and receiving (Receiver Agent ID) IDs of the agents, as well as the performative

and content of the message are explicitly defined.
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Figure 3.1: Depiction of the topics and underlying data structures of the DCF architec-

ture.

The MsgBus topic is also configured with three unique QoS profiles. The

TRANSPORT PRIORITY profile prioritizes the delivery of messages within the

MsgBus topic over all other topics, while the LATENCY BUDGET defines the

maximum allowable latency for each message associated with the MsgBus topic.

The PRESENTATION profile ensures that messages are received by an agent in

the exact order they were sent, thus preventing agents from acting on misrepre-

sented data.

The mapping of FIPA-specified components to topics in the DCF has four major

advantages. First, since the GDS is inherently distributed, the MsgBus topic does

not expose a single point of failure for agent communication, unlike JADE. Second,

by abstracting the Services and AgentID topics away from the MsgBus topic, agents
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can receive the latest updates to agent IDs and services by subscribing to these

topics, thus leaving the MsgBus topic to facilitate high-priority messages when

executing distributed control strategies. Third, to route messages correctly and

efficiently, the DCF specifies content filters on the Receiver Agent ID field and

the Time field within the MsgBus. These content filters enable the MsgBus to

automatically filter out messages that are not intended for the correct agent, as well

as messages that exceed a configurable period of time and are outdated. Fourth, the

unique QoS configuration of the MsgBus topic with the PRESENTATION profile

enables agents to receive messages in order, which prevents the misaligned execution

of distributed control strategies.

A potential security concern with the MsgBus topic may be realized if a mali-

cious agent sends fraudulent messages by incorrectly specifying the Sender Agent ID

field within a message, or eavesdrops on unauthorized messages by specifying an

incorrect Receiver Agent ID field. To mitigate this, the DCF sets access control

privileges for each field inside the MsgBus topic by specifying read/write access

levels for all agents. The DCF architecture imposes read-only access to the Re-

ceiver Agent ID field when establishing a subscription to the MsgBus topic, and

similarly imposes read-only access for the Sender Agent ID field when publishing

to the MsgBus topic. The DCF presets the correct ID for the agent as soon as

the agent joins the network, and as such, agents using the MsgBus topic can only

access messages they are authorized to access.

3.2.2 Messaging Workflow of DCF Agents

An example of the messaging workflow of agents using the DCF is given in Figure

3.2. When launched, all agents must initialize their settings by establishing pub-

lish/subscribe access to the mandatory DCF topics, which are Services, AgentID,
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Agent 1

initialize(Topics [ ])

requestMsg(Message) filterMsg(Message)
receiveMsg(Message)
evalMsg(Message)

replyMsg(Message)

Agent 2

initialize(Topics [ ])

Figure 3.2: Typical agent workflow for message exchange.

and MsgBus. Agents may then engage in request/response messaging as shown in

Figure 3.2, where the format of the message would be identical to the data structure

of the MsgBus depicted in Figure 3.1. Namely, Agent 1 would send a request mes-

sage to Agent 2 by specifying the Sender Agent ID field as 1, the Receiver Agent ID

field as 2. the Performative field as Request, the Content field with the appropriate

content, and the Time field with the current timestamp. The DCF would filter

the message for Agent 2 by the Receiver Agent ID field, and send the message to

Agent 2, which would send back an appropriate message response depending on

the control strategy that is being executed.

3.2.3 Proposed SIL Platform for DCF Implementation

To validate the ability of the DCF to execute distributed control strategies for

SDG applications, a SIL platform is developed. The SIL platform is composed of

networked real-time microcontrollers that host multiple agents, all of which use the

MsgBus topic to exchange messages. The mathematical system model of any power

system can be inserted directly into the simulation loop as a special agent, referred

to as the model agent, as seen in the block diagram in Figure 3.3.

The model agent begins the simulation process by generating a state vector that

represents the power system state at a discrete time step k, denoted as X(k). The
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Figure 3.3: Block diagram of the proposed SIL platform.

state vector is published to the SimData topic, which each agent is subscribed to,

and each agent content-filters a subset of the overall state vector that pertains to

their zone of operation, which is denoted as X(k) = {X1(k)...Xn(k)}. The agents

then use the MsgBus to exchange messages and coordinate their control actions

according to a specified control strategy, where the control actions are represented

by α(k) = {α1(k)...αn(k)}. The finalized control actions are then published to

the ControlActions topic, which is subscribed to by the model agent. The model

agent gathers all control actions, updates the overall state vector, and executes the

system model to generate a new state vector at time k+ 1. The process repeats at

the next time step, and is represented as follows

X(k + 1) = F (X(k) + α(k)) (3.1)

where F is a symbolic function for the system model. In this chapter, the system

model will be representative of a physical SDG, and agents will utilize the MsgBus

to exchange messages in accordance with the distributed AWC control strategy for

the application of distributed voltage regulation.
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3.2.4 Application of DCF in Improving Distributed Control Strategies

Many conventional distributed control strategies, such as the AWC strategy uti-

lized in this work, define two assumptions that limit their efficacy [84]. First, it

is assumed that the agents have prior and continuous knowledge of the physical

network address of each agent, such that messages can be directed to the intended

agent correctly. Second, it is assumed that the agents receive messages exactly

in the order that they were sent. These assumptions are unrealistic because they

imply that the agents remain connected to the network at all times. Yet, agents

frequently disconnect and rejoin the network when communicating over unreliable

physical interfaces, and upon rejoining the network, they are assigned to new net-

work addresses, and begin receiving an influx of messages that are out of order and

may be outdated [80].

The design of the DCF removes the need for these assumptions. First, agents

do not need to know the physical address of other agents because they exchange

messages by explicitly defining the Receiver Agent ID within the message via the

MsgBus topic, and content filters are utilized to ensure that the message is routed

to the correct agent. All agents are also subscribed to the Services and AgentID

topics within the DCF, and are instantaneously updated if there are changes to

an agent ID, which obviates the need for agents to poll for the latest physical

network addresses. Second, the QoS profile of PRESENTATION for the MsgBus

topic ensures that messages are received by the agent in the exact order in which

they were sent. Third, a content filter is placed on the Time field of the MsgBus

topic, and thus, the DCF is able to filter out any outdated messages based on a

reference point of time, thus ensuring that agents do not act on outdated messages.

As such, the DCF enables the execution of distributed control strategies to sup-

port scenarios where some agents may frequently disconnect and rejoin a network,

37



but will still be able to execute the control strategy in alignment with the rest

of the agents, which increases its robustness. An example of this scenario will be

presented in the experimental results in Chapter 3.4.3.

3.3 The Application of DCF Within Distributed Voltage

Regulation

This section seeks to illustrate how the DCF can be utilized within the SDG appli-

cation of distributed voltage regulation. Within this application, agents formulate

the application as a Distributed Constraint Satisfaction Problem (DisCSP), and

utilize the DCF to execute the distributed AWC control strategy to resolve all volt-

age violations in a cooperative manner. An illustration of this can be seen in a

multi-layered, cyber-physical representation of an SDG in Figure 3.4, where Layer

1 depicts the physical infrastructure of the SDG clustered into virtual zones of

operation, Layer 2 depicts how agents formulate the DisCSP, and Layer 3 shows

how agents execute the AWC control strategy to regulate the voltage of each zone,

where the message exchange is handled by the MsgBus of the DCF.

3.3.1 Layer 1: Modeling and Virtual Zoning of ADNs

In Figure 3.4, two types of DERs are connected to the SDG feeder, which are re-

newable DGs, and BESSs. BESSs are assumed to be capable of operating in the

four quadrants, i.e., being able to modulate their active and reactive power output,

while renewable DGs are assumed to operate at the maximum power point tracking

setting [85]. In general, at timestep t, the active and reactive power flow in branch

i, and the voltage at bus i, can be represented with respect to bus j as follows [85]:
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Figure 3.4: Cyber-physical example depicting DCF agents resolving voltage violations

using the AWC.

Pi(t) = Pj(t) +

n=j−1∑
n=i

(
PL,n(t)− PBESS,n(t)− PDG,n(t)

)
(3.2)

Qi(t) =Qj(t)+

n=j−1∑
n=i

(
QL,n(t)−QBESS,n(t)−QDG,n(t)

)
(3.3)
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V 2
i (t) = V 2

j (t)− 2

n=j−1∑
n=i

(
rnPn(t) + xnQn(t)

)
(3.4)

where n is the branch iterator, {Pn,Qn} are the output active/reactive powers,

{PL,n, QL,n} are the active/reactive loads,{PBESS,n, QBESS,n} are the injected ac-

tive/reactive powers from the BESS, {PDG,n, QDG,n} are the injected active/reactive

powers from the DG, Vi is the voltage at each bus, and {rn, xn} is the resistance/re-

actance of each feeder. It can be observed from (3.2)-(3.4) that the voltage profile

across the feeder depends on the change of the branches’ active and reactive power

flow along the feeder, which may cause voltage violations due to the intermittent

changes of DGs. Simplifying (3.4) by linearization and neglecting the change in

load demand during these events, the change in voltage can be expressed as:

∆Vi(t) =
1

Vi(t− 1)

[
V1(t− 1)∆V1(t) + ∆PDG,i(t)

i−1∑
n=i

rn + ∆QDG,i(t)
i−1∑
n=i

xn

]
(3.5)

Since the voltage at the substation,V1, is typically held steady [86], ∆V1 can be set

to zero, resulting in:

∆Vi(t) = ∆PDG,i(t)

i−1∑
n=i

rn

Vi(t− 1)
+ ∆QDG,i(t)

i−1∑
n=i

xn

Vi(t− 1)
(3.6)

Hence, the sensitivity at each bus due to active/reactive power injections can be

calculated as follows:

SPi =
∂Vi
∂Pi

=

i−1∑
n=i

rn

Vi(t− 1)
, SQi =

∂Vi
∂Qi

=

i−1∑
n=i

xn

Vi(t− 1)
(3.7)

A BESS deployed to a bus within the feeder can be used dynamically to regulate

the voltage via active/reactive power modulation. Thus, any change in the power

output of a BESS located at bus j will impose a change upon node i voltage as
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follows:

∆Vi(t) =
1

Vi(t− 1)

[
Vj(t − 1)∆Vj(t) + ∆PBESS,i(t)

i−1∑
n=i

rn + ∆QBESS,i(t)
i−1∑
n=i

xn

]
(3.8)

The physical SDG can then be clustered into z zones of operation and assigned to

an agent that uses the control actions of the BESS and/or DG of its zone to regulate

the zonal voltage. Each zone shares a bus with its adjacent zone, which is referred

to as the point of zone coupling (PZC). Thus, the agents are jointly responsible for

regulating the voltage at the PZC (VPZC), and must communicate with each other

when executing control actions that may affect VPZC . However, the control actions

are subject to certain constraints, which will be exemplified in the next subsection

that discusses the DisCSP.

3.3.2 Formulation of Distributed Voltage Regulation as a DisCSP

The formulation of a DisCSP involves a set of agents that execute control actions

to arrive at a state where all system constraints are satisfied [84]. In this work, the

agents seek to adjust the control agents of their BESS/DG units to regulate the

voltage of their zone, subject to constraints of device ratings and feeder capacity. If

the constraints do not permit the local mitigation of a voltage violation, the agent

may exchange messages with neighboring agents, who, in turn, adjust the control

actions of their BESS/DG units to help mitigate the violation. The application of

distributed voltage regulation as a DisCSP can be formulated as follows:

DisCSPz=F (∆PBESS,z,∆QBESS,z,∆PDG,z, CD,z, CS,z) (3.9)

where {∆PBESS,z,∆QBESS,z,∆PDG,z} represent the control actions available to

each agent in zone z when resolving a voltage violation, which are constrained
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by both device constraints, CD,z, as well as system constraints, CS,z. The limits of

these constraints form a domain from which the control actions can be determined.

The device constraints include the manufacturer’s limits for the range of opera-

tion for the BESS capacity, state of charge (SoC), the maximum apparent inverter

capacity, as well as the minimum power factor, as shown below.

CD,z =



P Pre
BESS,z(t+1)∆t≤Bcap

BESS,z

SoCmin
BESS,z ≤ SoCBESS,z(t) ≤ SoCmin

BESS,z√
P 2
BESS,z(t+ 1) +Q2

BESS,z(t+ 1) ≤ Scap
BESS,z

PFBESS,z(t) ≤ PFmin

(3.10)

where P Pre
BESS,z is the predicted active power at the next timestep, Bcap

BESS,z is the

BESS capacity in kWh, SoCmin
BESS,z, SoC

max
BESS,z, SoCBESS,z are the minimum, max-

imum, and current SoC of the BESS, Scap
BESS,z is the BESS inverter capacity in

MVA, and PFmin is the minimum power factor. On the other hand, the system

constraints describe the limits of the voltage at every bus within the zone as well

as the current flowing through the zonal feeder.

CS,z =

Ii ≤ Icapf,z ∀ i ∈ F z

Vlb ≤ Vi,z ≤ Vub ∀ i ∈ N z

(3.11)

where Icapf,z is the carrying capacity of a zonal feeder, F z is the set of all feeders

within zone z, {Vlb, Vub} are the lower and upper voltage limits for Vi,z, and N z

is the set of all nodes within zone z. Note that Vi,z includes the PZC, which is

a common constraint to adjacent zones and requires message exchanges between

agents to ensure that any control action does not violate PZC constraints.
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3.3.3 Solution of DisCSP: Asynchronous Weak Commitment

The AWC is a distributed control strategy to solve DisCSPs [84]. As shown in Fig-

ure 3.5, every agent executing the AWC maintains a local agent-view that stores

requests from other agents, where the agents must evaluate the requests against

local constraints before determining a control action. Thus, there are five main

message types within the AWC paradigm, which include: i) an ok? message that

represents an agent’s request to another agent, ii) a good message that a responding

agent sends when the ok? request satisfies all constraints, iii) a no-good message

that is the opposite of a good message, iv) an execute message that a requesting

agent sends to confirm execution of a control action, and v) an executed message

that a responding agent sends when the control action is executed. Since all agents

operate concurrently, it is possible that they may encounter two separate agent

requests at the same timestep. To avoid deadlock, the agent prioritizes the agent

request that violates the least number of constraints, which is referred to as the

min-conflict heuristic [84]. Thus, mapping the AWC technique to the proposed ap-

plication, an agent that detects a voltage violation initiates a DisCSP by specifying

the change in voltage needed at its PZC, VPZC,z, and encoding it within an ok?

message to its neighbors. The neighboring agents evaluate the message and deter-

mine if it violates any device or system constraints, and send back an appropriate

good or no-good message. If an agent has more than one request in its agent-view,

as shown in Figure 3.5, it uses the min-conflict heuristic to prioritize the viola-

tion with the highest VPZC,z. If a good message is sent back, a subsequent execute

message will actuate the agent’s BESS/DG units to resolve the voltage violation.

It is worth noting that all message exchanges for the AWC are facilitated by
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Agent 1

Agent 3

Agent 2{ΔVPZC1,2 = -0.03, 

ok?}

{ΔVPZC2,3 = -0.05, 

ok?}

A1,-0.03
no-good

A2,-0.05
good

Agent 2 agent-view

Figure 3.5: Message exchange during AWC and an agent’s agent-view.

the MsgBus. A generic message format can be formulated as follows

{AFROM
ID , ATO

ID ,∆VPZC,z, timeRef,msg} (3.12)

where AFROM
ID , ATO

ID represent the sending and receiving IDs for the agents, respec-

tively, timeRef is a time reference, and msg is the message type (ok?,good,etc.).

The timeRef parameter is analogous to the Time field as discussed in Section 3.2.1,

and is crucial in ensuring that the MsgBus can filter out any outdated messages

based on the reference point of time to prevent misaligned execution of the AWC.

With this in mind, the remainder of the subsection will formally discuss the AWC

implementation:

First: Each agent performs state estimation for its zone to determine the zonal

voltage profile. Further discussion of the state estimation techniques are outside

the scope of the thesis, but can be found in [87]. The determination of the change

in voltage needed to mitigate a voltage violation at bus i in zone z can be expressed

as
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∆Vz,i =


max(Vz,i(t)− Vub), ∀ i ∈ N z &Vi > Vub

min(Vz,i(t)− Vlb), ∀ i ∈ N z &Vi < Vlb

0, ∀ i ∈ N z &Vub ≥ Vi ≥ Vlb

(3.13)

Second: The agent predicts the magnitude of the voltage at the violated bus (V pre
z,i )

at the next timestep, determines a target for the required voltage adjustment needed

(∆Vz,i(t+1)), and defines a tolerance for the target voltage deviation (ε) to account

for any estimation error as follows:

V pre
z,i = Vz,i(t) +

(
Vz,i(t)− Vz,i(t− 1)

)
(3.14)

∆Vz,i(t+ 1)=

max(V pre
z,i (t+1)− Vub)−ε, ∀ i ∈ N z &Vi > Vub

min(V pre
z,i (t+1)− Vlb)+ε, ∀ i ∈ N z &Vi < Vlb

(3.15)

Third: The agent calculates the assignment for its local control actions of ∆PBESS,z

and ∆QBESS,z, considering the constraints given in (3.10)-(3.11) and the predicted

active and reactive powers (P Pre
BESS,z) and (QPre

BESS,z) in the next step, respectively,

as follows [86]:

∆QBESS,z(t+ 1)=
(
(P pre

BESS,z(t+ 1) + ∆PBESS,z,j(t+ 1))× tan(cos−1(PFmin))
)

−Qpre
BESS,z(t+ 1) (3.16)

Fourth, If the local control action assignment violates any constraints, it can request

assistance from neighboring agents. The violated agent calculates the required

change in voltage at its PZC (VPZC,z) with the neighboring agents that will resolve
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the voltage violation [88]:

V limit
PZC,z(t+1) = V pre

PZC,z(t+1) + ∆VPZC,z(t) (3.17)

∆VPZC,z(t) =


∂VPZC,z

∂Vz,i

(
Vub − V pre

z,i (t+1)
)
− ε,∀Vz,i > Vub

∂VPZC,z

∂Vz,i

(
V pre
z,i (t+1)− Vlb

)
+ ε,∀Vz,i < Vlb

(3.18)

Subsequently, the violated agent sends its neighboring agent an ok? message that

specifies the ∆VPZC,z required to maintain the PZC voltage as a common constraint.

Any agent request that cannot be satisfied by the neighboring agent will be passed

on to its neighboring agent, based on the current voltage at their PZC.

Fifth, if the violated agent receives a no-good message from the neighboring agents,

its last resort is to curtail the power from the DGs in its own zone, as follows:

∆PDG,z(t+ 1)=


∂Pi,z

∂Vz,i

(
Vub−V pre

z,i (t+1)
)
∀ i∈N z&Vz,i>Vub

∂Pi,z

∂Vz,i

(
V pre
z,i (t+1)−(Vlb)

)
∀ i ∈ N z&Vz,i<Vlb

(3.19)

Thus, the execution of the AWC control strategy is completed when all agents have

processed all requests in their agent-view in accordance to all constraints, meaning

that all voltage violations have been resolved.

3.4 Experimental Results

This section presents the results of three experiments that evaluate the efficacy of

the proposed DCF and its implementation as a SIL platform, including i) bench-

marking the SIL platform in terms of average message latency against the recom-

mended latency requirements of SDG [24], ii) prototyping the modified AWC strat-

egy on a 39 bus test feeder and validating its performance on the SIL platform,

and iii) deployment of the DCF at a Canadian microgrid to mitigate overvoltage
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violations. The results are prefaced by a description of the experimental equipment

used to conduct the experiments.

3.4.1 Experimental Equipment

The simulated experiments are conducted using the SIL platform described in Chap-

ter 3.2.3. The agents are implemented in the LabVIEW programming environment,

which are subsequently deployed on four National Instruments myRIO-1900 Linux-

based real-time microcontrollers with a processing speed of 667 MHz and 256 MB

RAM. The model agent utilizes a desktop computer that hosts the Windows 10

operating system, with an i7-2.60 GHz processor and 8 GB RAM, and executes

the mathematical model of the SDG in the MATLAB environment. The SIL plat-

form retains connectivity with the agents by way of a 2.4 GHz wireless-N router

(WiFi). The first experiment involves the benchmarking of the DCF and a compar-

ison with other IoT middlewares, such as AMQP and MQTT, where the MsgBus

topic is implemented on AMQP and MQTT as well. However, since the myRIO

microcontrollers do not support the native client libraries of AMQP and MQTT,

the benchmarking of these middlewares is conducted on the desktop machine in-

stead. The DCF is benchmarked on both the myRIO microcontrollers, as well as

the desktop machines. Table 3.2 provides the software versions and libraries used

to conduct the experiments, where “DCF-PC” indicates the use of the DCF on

the desktop machine, while the “DCF-RIO” indicates the use of the DCF on the

myRIO.

The real-world experiments are conducted at the KCM, where the agents are

deployed to a National Instruments PXI-8840 real-time controller running Windows

7, with 8 GB RAM and 2.4 GHz processing speed. The agents control two DERs

in the experiment, which are the SolarEdge 6000SE inverters (4 x 5 kW), and the
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Table 3.2: Software versions used in the benchmarking procedure.

Client Library Broker Host Platform/OS

AMQP Python AMQP 2.5.2 RabbitMQ Windows 10 PC

MQTT Python Paho 1.5.0 Mosquitto Windows 10 PC

DCF-PC RTI DDS LabVIEW - Windows 10 PC

DCF-RIO RTI DDS LabVIEW - Linux myRIO-1900

Schneider Xantrax 6848 XW+ BESS (6.8 kW/75 kWh). The SolarEdge inverters

are connected to approximately 20 kW of PV arrays that are manufactured from

Morgan Solar.

3.4.2 Experiment 1: Validation of DCF Using SIL Platform

The experimental methodology for benchmarking the SIL platform consists of

three experiments that measure the average latency of messages exchanged us-

ing the MsgBus topic as a function of message rate (messages/second), message

size (bytes/message), and the number of agents. At the start of each experiment,

all agents are launched simultaneously, and publish messages of a configurable size

to the MsgBus topic by specifying a random agent ID in the Receiver Agent ID

field. Subsequently, the agents begin to receive messages from the MsgBus topic,

which are timestamped and logged to disk. Since the messages are timestamped at

both the sending/receiving ends, the message latency is calculating by subtracting

the two measurements from each other. Monte Carlo experiments of 1000 trials are

repeated for each experiment, with the average message latency being taken as the

final result.

Experimental results are depicted in Figs. 3.6-3.8. Figure 3.6 shows the result

for message latency as a function of message rate, where the number of agents
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is fixed at 4 and the message size is fixed arbitrarily at 8192 bytes. The average

message latency increases with the increase of the message rate for all three middle-

wares, except for the DCF-PC implementation, where the recorded latency is con-

sistently below 2 ms. Within the DCF-RIO implementation, the average message

latency exceeds 10 ms only after reaching messaging rates of 1000 messages/second,

which may also be attributable to the fact that the myRIO processor gives unstable

performance at process rates above 1 kHz [89]. Nonetheless, the DCF-RIO imple-

mentation significantly outperforms the PC implementation of MQTT (faster by a

factor of 5.2), and is at par with AMQP-PC (slower by a factor of 1.26) despite

using a platform that has significantly less computational power. The DCF-PC

implementation is faster than the AMQP-PC and MQTT-PC by a factor of 47.8

and 112.3, respectively. It is worthwhile to note that the benchmarks for all three

frameworks satisfy the minimum latency requirements for smart grid applications,

where the lowest specified latency recommendation is in the range of 15-200 ms [24].

However, the trend shown in Figure 3.6 shows that the implementation of the DCF

is consistently more scalable than AMQP or MQTT.

Figure 3.7 shows the result of the second experiment, where the message rate is

fixed at 10 messages/second and the number of agents is fixed at 4. The DCF-PC

implementation shows superior performance to AMQP-PC and MQTT-PC by a

factor of 1.18 and 5.67, respectively, and all three implementations show consistent

performance in holding the average message latency to below 10 ms. The DCF-RIO

delivers message latency below 10 ms until the message size reaches 16,384 bytes,

with the maximum latency observed at 27.9 ms for a message size of 32,768 bytes.

Given that distributed control strategies tend to limit the message size to reduce

communication costs [85], a maximum message size of 8,192 should suffice to ensure

compliance with latency requirements in [24].
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Figure 3.6: Benchmark of message latency vs message rate.
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Figure 3.7: Benchmark of message latency vs message size.
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Figure 3.8: Benchmark of message latency vs number of agents.

Figure 3.8 shows the result of the third experiment, where the number of agents

is increased while fixing the message size and rate at 256 bytes and 10 messages/sec-
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Figure 3.9: The 39-bus test feeder divided into 4 zones.

ond, respectively. Figure 3.8 shows consistent performance of all middlewares on

all platforms, with DDS-PC, DDS-RIO, and AMQP-PC recording average message

latencies below 5 ms when 32 agents are deployed. In summary, the results of this

experiment show that the DCF-PC implementation is superior to both MQTT-PC

and AMQP-PC implementations, and that the DCF-RIO implementation is still

within the tolerable requirements for smart grid communication standards.

3.4.3 Experiment 2: SIL Simulation of Voltage Regulation Scheme

In this experiment, the SIL platform is used to validate the implementation of the

modified AWC strategy in regulating the voltage of an SDG. A modified 39-bus

SDG feeder is used as the test system [90], which is divided into 4 zones as seen in

Figure 3.9, where PV DG units of 1.0 MW capacity (PV2 and PV4) are deployed

at buses 38 and 36, respectively, and BESS1-BESS4 are deployed at buses 34, 37,

35, and 39, respectively. BESS1, BESS2, and BESS4 have identical sizing, with a

maximum capacity of 300 kWh, a minimum power factor of 0.89, and maximum
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apparent power of 0.3 MVA, while BESS3 has a slightly larger apparent power

rating of 0.4 MVA. The upper bound for the voltage limit is set at 1.05 p.u. The

simulation is carried out on the SIL platform as per Figure 3.3, with the plant

agent being implemented in MATLAB to execute the SDG system model, while

the agents are deployed on the myRIOs and implemented in LabVIEW.

For this particular experiment, the PV generation results in overvoltage viola-

tions most prominently in Zone 4, and as such, Figure 3.10 shows a plot of the

voltage magnitude at the bus of PV4 under different scenarios, including the con-

ventional (old) AWC, the modified AWC as implemented by the DCF (mod), as

well as with no AWC. To support this figure, Figures 3.11-3.13 show the resultant

control actions from the agents in terms of their modulation of BESS active/re-

active power and PV curtailment in order to resolve the overvoltage violations.

Additionally, the issue of the DCF handling outdated messages when executing

the AWC is highlighted in Figure 3.14, which prevents misaligned execution and

unnecessary energy loss.

As shown in Figure 3.10, an overvoltage violation of 1.0534 p.u. is detected

at the bus of PV4 by Agent 4 at timestep 2. Agent 4 reacts by setting a voltage

target of 1.042 p.u. at the next timestep and uses (3.16) to find a solution that

does not violate any of the agent constraints, which is ∆PBESS4=0.171 MW and

∆QBESS4=0.0876 MVAR. A similar event occurs at timestep 4 in Zone 2, where

Agent 2 detects the maximum voltage to be 1.506 p.u., and resolves the violation

by adjusting ∆PBESS2=0.13 MW and ∆QBESS2=0.066 MVAR. At timestep 6, both

Agents 2 and 4 detect voltage violations of 1.0526 p.u. and 1.0586 p.u., respectively,

but their BESS inverter capacities have been reached, thus requiring agents to

utilize the AWC technique.

As shown in Figure 3.14, Agents 2 and 4 calculate the ∆VPZC required to
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Figure 3.10: PV4 voltage under different AWC implementations.
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Figure 3.11: BESS active power charging at each timestep.
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Figure 3.12: BESS reactive power absorption at each timestep.
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Agent 1

t=7
{2, 1, 7, -0.0039} ok?

{1, 2, 7} good

{2, 3, 7, -0.0040} ok? {4, 3, 7, -0.0052} ok?

{3, 2, 7} no-good {3, 4, 7} good

{2, 1, 7} execute {4, 3, 7} execute

t=8 {4, 3, 8, -0.0046} ok?

No confirmation from 
A3->A4

t=9

{1, 2, 7} executed ????????????

No response from 
A3->A4, A4 curtails PV

{3, 4, 7} executed{3, 4, 7} executed A3 returns online, 
processes outdated 

message

t=11 {2, 1, 11,-0.0019} ok?

{1, 2, 11} no-good

{2, 3, 11,-0.0019} ok?

{3, 2, 7} no-good

{4, 3, 11, -0.0040} ok?

{4, 3, 8} no-good{4, 3, 8} no-good

A3 processes 
outdated message, A2 

and A4 curtail PV

Agent 2 Agent 3 Agent 4

Figure 3.14: Erroneous message exchange using conventional/old AWC.

mitigate the voltage violations using (3.18) at timestep 7, and send ok? messages

to Agents 1 and 3, respectively, using the syntax defined in (3.12). Both agents

store the requests in their agent-view, where Agent 1 determines a solution set

of ∆PBESS1=0.176 MW and ∆QBESS1=0.0902 MVAR that does not violate any

constraints, and sends back a good message to Agent 2. Agent 3 evaluates both

requests from Agent 2 and Agent 4, and according to the min-conflict heuristic, gives

priority to Agent 4’s request by sending back a good message after determining a

solution set of ∆PBESS3=0.184 MW and ∆QBESS3=0.0943 MVAR. In response,

Agents 2 and 4 send back execute messages, to which Agent 1 responds, but Agent

3 does not respond since it suffers a disconnection from the network. Thus, at

timestep 8, the violation still exists in Zone 4 as seen in Figure 3.10, and Agent 4

sends another message to Agent 3 with a new target VPZC , which again remains

unanswered. With no answer from Agent 3, Agent 4 curtails its PV at timestep 8

by -0.068 MW to resolve the violation.
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It is at this point where the difference between the conventional AWC and the

modified AWC can be seen. As shown in Figure 3.14, Agent 3 rejoins the network at

timestep 9 and erroneously executes the outdated execute message sent by Agent 4

at timestep 7, even though there is no voltage violation. This results in unnecessary,

misaligned execution of BESS3 as seen in Figures 3.11-3.12. At timestep 10, both

Agents 2 and 4 again detect overvoltage violations, and ok? messages are sent in the

same fashion as timestep 7. Agent 3 again erroneously processes the ok? message

from timestep 7, resulting in an inconsistent agent-view. Due to the unnecessary,

misaligned execution of the control action of BESS3 at timestep 9, BESS3 has

reached its maximum capacity and sends back a no-good message to Agent 4. At

this point, all other BESSs have also reached their maximum inverter capacity,

resulting in the curtailment of both PV2 and PV4 to resolve the violation, which

leads to unnecessary energy loss.

Within the modified AWC strategy implemented by the DCF, which has the

capacity to automatically filter the outdated messages, Agent 3 does not process the

execute message from Agent 4 at timestep 9, and therefore, does not unnecessarily

execute any control actions. At timestep 11, Agent 3 receives the correct ok?

message from Agent 4, and has sufficient capacity to resolve the voltage violations

for both Agent 2 and Agent 4, thereby obviating the need to curtail PV power, as

shown in Figure 3.13 by the annotation of “Avoidable Curtailment”.

3.4.4 Experiment 3: Real World Implementation

The DCF agents are implemented at the KCM, where the configuration of DERs

used for the real-world experiments is represented as simplified single line diagram in

Figure 3.15. At Bus 3, Agent 1 controls 4 x 5 kW SolarEdge 6000SE inverters, while

Agent 2 controls the Schneider Xantrax 6848 XW+ BESS at bus 4. An Accuenergy
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Figure 3.15: Single line diagram of the Kortright Centre Microgrid.

power quality meter of Acuview-II vintage is used to observe measurements of

voltage and power flow at the point of common coupling (PCC) between the KCM

and the main grid. All DERs and meters devices are controlled by the agents via

the MODBUS protocol. As discussed in Chapter 2, the KCM experiences severe

overvoltage violations due to a combination of very light loading and high renewable

power production on its main feeder, and as such, the proposed DCF is deployed

to mitigate these voltage issues.

3.4.4.1 Outdoor Voltage Sensitivity Trials

First, outdoor trials are conducted to determine the sensitivity of the KCM feeder

voltage to active and reactive power injections from the SolarEdge inverters. These

trials are conducted by manipulating the setpoints for active and reactive power

on the inverters in fixed increments, while observing the resultant impact on the

voltage profile of the feeder. The measurements are taken at a sampling frequency

of 1 Hz. The trials are conducted on a bright and sunny day, where there is no

cloud cover to disrupt the generation of the PV array that is connected to the

inverters. Additionally, the maximum power output of the inverters is curtailed to

an aggregate of 12 kW instead of their nameplate capacity of 20 kW. This step

is taken to avoid inconsistencies in power output when the inverters reaches their
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Figure 3.16: Active power modulation of SolarEdge inverters.
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Figure 3.17: Voltage profile of KCM feeder in response to active power modulation.

maximum capacity of 20 kW.

The results for the active power sensitivity trial of the KCM can be seen in Fig-

ure 3.16, where the active power is curtailed in increments of 20% of the nameplate
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Table 3.3: Voltage sensitivity calculations at the KCM as a function of active power

Setpoint (%) Average Average Interim

Power (kW) Voltage (V) Sensitivity (kW/V)

60 10.14 255.23 -

40 7.14 253.11 1.41

20 3.99 251.11 1.57

0 1.66 248.94 1.85

20 3.99 251.17 1.79

40 6.00 252.81 1.22

60 8.99 254.59 1.72

Average

Sensitivity 1.59

capacity of 20 kW. The resultant impact on the KCM feeder voltage profile can be

seen in Figure 3.17, where it is evident that there is a strong degree of correlation

between active power and the voltage profile. The waveforms shown in the figures

have very similar profiles throughout the modulation process and their amplitude

is steady in between the perturbations to the system. Table 3.3 summarizes the

calculations used to determine the sensitivity of the voltage of the KCM feeder

to active power injections. For each setpoint, the measurements for active power

generation and voltage are averaged. Subsequently, the interim sensitivity is cal-

culated between setpoints by taking the difference between the calculated average

power generation and dividing it by the difference in the calculated average voltage

measurements. Finally, the average of averages are taken to be the final sensitivity,

which is 1.59 kW/V. This means that for every 1 volt differential of the KCM feeder

voltage, it will require a differential of +/- 1.59 kW of active power.
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Figure 3.18: Reactive power modulation of SolarEdge inverters.
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Figure 3.19: Voltage profile of KCM feeder in response to reactive power modulation.

A similar trial is conducted for reactive power sensitivity, where the measured

waveforms for the reactive power modulation and resultant voltage profile are pre-

sented in Figure 3.18 and Figure 3.19, respectively. As seen in Figure 3.18, the reac-
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Table 3.4: Voltage sensitivity calculations at the KCM as a function of reactive power

cosPhi Average Average Interim

Setpoint Power (kVAR) Voltage (V) Sensitivity (kVAR/V)

1 0.30 253.43 -

0.9 1.22 254.59 0.79

0.8 1.82 255.34 0.82

0.7 2.44 256.01 0.92

-0.98 -0.53 252.67 -

-0.9 -1.16 251.57 0.57

-0.8 -1.72 250.76 0.70

-0.7 -2.28 250.13 0.90

Average

Sensitivity 0.78

tive power is modulated by manipulating the power factor (cosPhi) of the inverters

in increments of +/- 0.1, while the active power is held constant at approximately

8 kW to negate the factor of variable irradiance. The aforementioned waveforms

again show a strong correlation, and the calculations presented in Table 3.4 show

that the average sensitivity of the KCM feeder to reactive power injections is 0.78

kVAR/V. This means that the KCM feeder is more sensitive to reactive power

modulation than active power. It is worthwhile to note that Table 3.4 shows a

slightly irregular setpoint of -0.98, which is set within the trial to begin the nega-

tive descent from a cosPhi pf -1 to -0.7. However, the SolarEdge 6000 SE inverters

do not allow a cosPhi setpoint of -1 to be set, and thus, the maximum setpoint of

-0.98 is observed within the table.
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3.4.4.2 Agent Reactive Power Control

The ability of an agent to mitigate voltage violations locally via reactive power

modulation is demonstrated in Figures 3.20 - 3.22. The upper bound for the voltage

is set at 252 V, while measurements are taken at a sampling rate of 5 seconds.

Figure 3.20 shows the active power generation of the SolarEdge inverters at bus 3,

while Figure 3.21 shows the corresponding voltage profile at the PCC. As seen in

Figure 3.21, the voltage is never permitted to rise above the 252 V mark due to

the reactive power absorption of the inverters, which is shown in Figure 3.22. The

agent modulates the reactive power output of the inverters using the sensitivity

metrics determined in the previous subsection, and thus, increases the reactive

power absorption rate when the voltage creeps towards the 252 V mark. It can

also be seen that active power did not need to be curtailed during the experiment

in order to mitigate the overvoltage violation. Thus, the ability of the agent to

modulate reactive power is demonstrated to be an effective method of regulating

voltage, thereby leading to the maximal harvesting of active power.

3.4.4.3 Agents Executing AWC Strategy

The final experiment demonstrates the ability of the agents to execute the modified

AWC strategy to mitigate overvoltage violations at the KCM. Figure 3.23 shows

two major instances of overvoltage violations at times 13:03:30 and 13:03:50, where

Agent 1 observes voltages of 252.5 V and 253.6 V, respectively. In each instance,

Agent 1 sends an ok? message to Agent 2, which receives the messages within the

next second, evaluates the requests according to (3.10), and sets a target of ∆P =

+5 kW. After confirmation that the constraints have been satisfied, Agent 2 sends

back an good message and begins to charge the BESS. The impact of
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Figure 3.20: Active power generation of inverters during reactive power modulation.
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Figure 3.21: KCM voltage profile during reactive power modulation.
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Figure 3.22: Reactive power modulation to mitigate voltage violations.
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Figure 3.23: Voltage profile at bus 3 during coordinated control.
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Figure 3.24: BESS charging mitigates voltage violation.

these control actions can be seen in Figure 3.24, which displays measurements of

power demand at the PCC. After the good messages are sent back to Agent 1, the

power demand of the microgrid increases by approximately 5 kW, which equals
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the setpoint calculated by Agent 2. Figure 3.24 also shows the steady active power

generated by Agent 3’s SolarEdge inverters, confirming that maximum active power

generation is harvested during the experiment while regulating the voltage within

permissible limits. The end-to-end mitigation time for both instances of voltage

regulation is 5 seconds.

3.5 Assumptions and Limitations

The following bulleted list summarizes some assumptions made by the implemen-

tation of the DCF as well as some of its limitations.

� Assumption: Time synchronization: It is assumed that the agents are

time-synchronized, which means that the agents would share a common refer-

ence of time that is subject to drift or jitter within one millisecond. Synchro-

nization that achieves this level of precision is delivered by the use of global

positioning satellites [91], which were not available for this thesis. Thus, to

validate the message latency of the proposed DCF, the benchmarks were con-

ducted by distributing messages across 4 agent platforms, however, only the

results where the agents were on the same agent platform were used in the

evaluation, so as to ensure that the difference in clock timing between the

agent platforms did not bias the result.

� Assumption: Sensitivity factors are constant: The proposed voltage

regulation algorithm assumes that the sensitivity matrices remain constant

during the time of study, however, feeder characteristics can change over

time due to wear and tear, which may affect the aforementioned sensitivity

matrices [92]. Sensitivity trials, as were done in this thesis, can be performed

regularly to account for the differences over time.
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� Limitation: Agents have a common global objective, not local or

personal: Disparate agents operating different sets of DERs in different

zones may not readily offer their assistance to neighboring agents without

the promise of an incentive. Thus, the distributed voltage regulation algo-

rithm proposed in this chapter is suitable for scenarios where the operation

of agents is distributed, but their ownership is held by one entity, where in-

centives do not play a factor. This limitation will be further explored in the

next chapter.

3.6 Chapter Summary

This chapter presents the design of a DDS-based DCF for MAS-based SDG appli-

cations that provides real-time and robust communication between agents, thereby

increasing the efficacy of distributed control strategies. A SIL platform is developed

to prototype the DCF, and benchmarks indicate that the DCF provides significantly

reduced message latency when compared to other popular middlewares, while sat-

isfying minimal latency requirements for SDG applications. The DCF is applied

to the SDG application of distributed voltage regulation, which is formulated as a

DisCSP and solved using the AWC technique. The DCF is used to increase the

efficacy of the conventional AWC technique by providing support for discarding

outdated messages, thereby enabling agents to rejoin the network after a discon-

nection and align their control actions to prevent energy loss. Both simulation and

real-world tests show the effectiveness of the DCF under different operational pa-

rameters, thus demonstrating the ability to resolve voltage violations in a timely

manner.
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Chapter 4 - A Blockchain Based Transactive

Energy System for Voltage Regulation in SDGs

While Chapter 3 utilized DDS-based middleware to perform distributed voltage

regulation, it did not consider aspects of trust, accountability, and incentive for

the agents. As such, this chapter introduces the design and development of a

blockchain-based TES for distributed voltage regulation, which is centered around

establishing distributed trust among the agents. To start with, this chapter sum-

marizes the motivation of the proposed TES, which is to provide a decentralized

platform that enables agents to bid for voltage regulation services in return for

financial incentives, while also being able to ensure that all agent transactions are

auditable and held accountable to standards of performance. Important consider-

ation is also given to the ability of the TES to enable agents to resolve multiple

voltage violations simultaneously via the ECNP control strategy. Subsequently,

the blockchain architecture within the proposed TES is discussed in context of its

implementation of the ECNP control strategy. Following this, two experiments

are presented to demonstrate the efficacy of the proposed TES, and the chapter is

finally concluded with a discussion of the major outcomes disseminated from this

work.
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4.1 Problem Description and Hypothesis

As seen in the previous chapter, performing voltage regulation in a distributed

manner eliminates a central point of authority, which leads to improvements in

latency and reliability. However, the work in the previous chapter, as well as

much of the work that came before it, does not provide mechanisms of providing

appropriate financial compensation to the agents in return for their services [19,

20,93]. Nor does the previous work it discuss the issue of establishing trust, where

the compensation would be fairly calculated and delivered, and agents may be

penalized if the services provided are not satisfactory [94]. Instead, agents are

assumed to be cooperative, unselfish, and willing to operate their DERs at an

economic loss in order to resolve a voltage violation, which is unrealistic given that

agents are primarily motivated by financial gain [79]. An example of this scenario

is when an agent may ask another agent to curtail their active power to mitigate an

overvoltage violation. Additionally, the case of multiple agents engaging in multiple,

asynchronous negotiations to resolve voltage violations is not considered in all of the

aforementioned work. Instead, an agent encountering a voltage violation initiates

a ”Call For Proposal” (CFP) and waits for other agents to respond. This method

is similar to using a centralized dispatch technique since the responding agents are

effectively ”blocked” while waiting for a confirmation from the initiating agent.

This means that agents cannot bid on multiple CFPs simultaneously to determine

the optimal economic/operational decision for themselves [95], and must resort to

bidding sequentially.

These shortcomings are addressed in this chapter by the proposal of a blockchain-

based TES that provides a competitive marketplace wherein agents can rationally

bid for voltage regulation services. Agents suffering from voltage violations may

initiate a CFP and solicit bids for voltage regulation services from neighboring
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agents, where the final bid price is generated considering the price of both active

and reactive power contributions (P/Q). All agent interactions and negotiations are

proposed to be handled by the ECNP control strategy, which is specifically designed

to support multiple, asynchronous negotiations between agents [95]. Thus, a volt-

age regulation service contract is awarded to an agent based on the bid price and

agent credit score, which reflects the agent’s trustworthiness in resolving voltage

violations. The role of the blockchain is instrumental in i) automating the ECNP

process between agents by implementing it as a smart contract, ii) enforcing ser-

vice contracts between agents by confirming that the correct P/Q control action was

taken by the agent to resolve the voltage violation, and iii) autonomously and im-

partially maintaining the agent credit score. The proposed system is implemented

using the HLF blockchain platform.

As such, this chapter hypothesizes that the proposed TES is able to provide

an auditable, trustless mechanism to facilitate distributed voltage regulation ser-

vices between agents, while being able to resolve multiple voltage violations in less

bidding cycles than comparative approaches due to its ability to resolve multiple

voltage violations simultaneously.

4.2 Design of TES for the Application of Distributed Volt-

age Regulation

4.2.1 High-level Design of Proposed TES

To illustrate how blockchain technology is integrated within the physical SDG, a

cyber-physical representation of the SDG is depicted in Figure 4.1. As shown in

the Figure, Layer 1 represents the power flow within the physical SDG, and Layer

2 represents the virtual blockchain network that delivers zonal measurements from
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Figure 4.1: A cyber-physical representation of the proposed blockchain-based TES.

the SDG to the agents, manages all communication and bidding, and announces

the final contract assignments. The mathematical formulation of the power flow
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and voltage profile in Layer 1 remains the same as presented in Chapter 3, however,

it is worth providing a recap of the equations for the convenience of the readers.

Thus, in general, the P/Q power flow within any zone z between bus i, z and bus

j, z, as well the voltage at bus i, z can be represented as follows [90]:

Pi,z(t) = Pj,z(t) +

n=j,z∑
n=i,z

(
PL,n(t)− PDG,n(t)

)
(4.1)

Qi,z(t)=Qj,z(t)+

n=j,z∑
n=i,z

(
QL,n(t)−QDG,n(t)

)
(4.2)

V 2
i,z(t)= V 2

j,z(t)− 2

n=j,z∑
n=i,z

(
rnPn(t) + xnQn(t)

)
(4.3)

Equations (4.1)-(4.3) show that the zonal voltage profile is heavily influenced by

the P/Q power flow in the zone. Based on (3), the impact of P/Q modulation by

a DG at bus j, z on the voltage of bus i, z can be formulated as:

∆Vi,z(t) =
1

Vi,z(t− 1)

[
Vj,z(t− 1)∆Vj,z(t) + ∆PDG,j,z(t)

j,z∑
n=j,z

rn + ∆QDG,j,z(t)

j,z∑
n=j,z

xn

]
(4.4)

Rearranging, the formulation for ∆PDG,j,z(t) and ∆QDG,j,z(t) can be derived as:

∆PDG,j,z(t) =
∆Vj,z(t)Vj,z(t− 1)

Vi,z(t− 1)/SPi,j,z +
∑j,z

n=j,z rn
(4.5)

∆QDG,j,z(t) =
∆Vj,z(t)Vj,z(t− 1)

Vi,z(t− 1)/SQi,j,z +
∑j,z

n=j,z xn
(4.6)

where, {SPi,j,z, SQi,j,z} represents the sensitivity factor by which a change in P or Q

at bus j, z impacts the voltage at bus i, z, as described by the following relationship:

SPi,j,z=
∂Vi,z
∂Pj,z

, SQi,j,z =
∂Vi,z
∂Qj,z

(4.7)

The expressions for {SPi,j,z, SQi,j,z} can be formulated as follows .

SPi,j,z=
∂Vi,z
∂Pj,z

=

j,z∑
n=j,z

rn

Vi,z(t− 1)
, SQi,j,z =

∂Vi,z
∂Qj,z

=

j,z∑
n=j,z

xn

Vi,z(t− 1)
(4.8)
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Thus, an agent regulating zone z within an ADN can provide zonal voltage support

by determining the precise values for its control actions of ∆PDG,j,z and ∆QDG,j,z

using (4.4)-(4.8). These equations are crucial in the determining if an agent exe-

cuted the correct control action to resolve a particular voltage violation, as will be

seen in the experimental results discussed in Section 4.2.4.

On the other hand, the blockchain network depicted in Layer 2 is accessed by an

agent via its assigned node. The node exposes a client application wherein agents

may submit transactions (T k
s ) to the ledger, which are automatically triggered by

smart contracts. In the case of the application of distributed voltage regulation, the

design of the smart contract and ledger play crucial roles in ensuring an appropriate

level of trust between agents, where agents must rely on each other to maintain

a non-partisan, auditable metric to establish trustworthiness over time, as well as

ensuring that a voltage violation was resolved using the correct agent control action

[94]. Thus, the ledger is designated as the component that serves as the single point

of truth for all agents, where all agent transactions are verified in consensus before

being finalized, while the smart contract provides automation for agent negotiation

and enforcement of service contracts. As such, each agent governing a virtual zone

of operation is assigned a node within the blockchain network, and contributes

to the maintenance of the ledger by participating in the consensus process. The

ledger stores measurements of voltage at the PZC, VPZC,z,z+1, as well as the P/Q

measurements of agent DGs.

To govern inter-agent communication, a smart contract is deployed to initiate

CFPs and assign service contracts to the agent that responds with the best bid.

The service contract includes a service level agreement (SLA) that outlines i) the

magnitude of voltage deviation to be corrected, ii) the price of the bid, and iii) the

bid expiration time. After CFP assignment, the smart contract validates that the

71



voltage violation was resolved by checking the latest measurements for VPZC,z,z+1

on the ledger. Further, to establish a metric that reflects an agents trustworthiness

and effectiveness over time, a credit score is stored on the ledger and updated

by the smart contract at the end of every service contract. The credit score is

updated in proportion to the voltage deviation to be corrected, and also includes

penalty factors that significantly hamper an agent’s credit score when an agent is

unsuccessful in resolving a voltage violation it was assigned. Lastly, since smart

contracts can be called asynchronously by all agents, agents are able to bid for

multiple CFPs simultaneously. The smart contract implements the ECNP control

strategy for this purpose, as will be discussed in the next subsection.

4.2.2 The Extended Contract Net Protocol

The ECNP, introduced in [95], is based on the original contract net protocol (CNP)

that defines agents as task managers, AM , or task contractors, AC , where managers

are task providers and contractors are task workers. The CNP implementation

includes three stages that are defined as announcement, bidding, and assignment,

in which an AM announces a CFP, requests bids from AC , and assigns a service

contract to the best bid, respectively. An AC may also ”subcontract” a CFP to

another AC , thereby becoming the AM for the subcontract. The CNP forces an AC

to bid for CFPs sequentially because once the AC bids for the CFP, it must commit

its resources and wait for a confirmation before bidding on other CFPs [95].

The ECNP mitigates this issue by providing two rounds each for bidding and

assignment, which are PreBidding and FinalBidding, as well as PreAssignment

and FinalAssignment, respectively. The prefixes ”Pre” and ”Final” are used as

temporary and final states for the CFP, where the agent can submit multiple bids

for each CFP in each round. To provide further clarity, a state transition diagram
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Figure 4.2: State transition diagram of the proposed ECNP process.

of the ECNP process is provided in Figure 4.2. State 2 in the diagram signifies the

beginning of the PreBidding round, where all AC submit tentative PreBids to the

AM , and the AC with the best bid is temporarily given a PreAccept message (state

3), while all other AC are given PreReject messages (state 4). Henceforth, the term

AC,W will be used for the PreBid winners and the term AC,L will be used for the

PreBid losers.

At this point, the AC,W may submit a definitive, FinalBid to the AM (state 5),

while AC,L may update their PreBids (state 2). If the FinalBid of AC,W is still

better than the PreBids of other AC,L, the AM sends a FinalAccept message to

AC,W and grants it a service contract at state 6. Additionally, the AM sends a

FinalReject message to AC,L, as shown in state 7. However, if the FinalBid from
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AC,W is less than the PreBids of AC,L, the AM sends a PreReject message to AC,W ,

and the PreBidding round starts again, as shown from the transition from state 5

to state 4 to state 2. It is worth mentioning that if the AC,W submits a FinalBid

that is of significantly less value than its previously submitted FinalBid, the AC,W

is sent a FinalReject message and is not permitted to bid for the CFP again, as seen

from the transition from state 5 to state 4 to state 7. This rule prevents agents from

”gaming the system” by submitting very lucrative bids during the PreBidding round

to secure the PreAccept, and then devaluing the FinalBid to secure a high profit

margin. Lastly, if an agent is only evaluating one CFP at a time, the ECNP process

can proceed directly to the FinalBidding round to avoid a redundant PreBidding

round.

Mapping the ECNP to the application of distributed voltage regulation, it fol-

lows that agents that detect a voltage violation in their zone would become an

AM , and issue a CFP to its neighboring agents, AC , where AC would bid on the

CFP. Agents would utilize the proposed blockchain-based system’s smart contract

to handle all aspects of the agent negotiation process, including CFP initiation,

bidding, and final assignment. The implementation details of the ECNP as a smart

contract will be explored in the next subsection.

4.2.3 Implementation of Proposed TES

4.2.3.1 Blockchain Design Principles Applied to Proposed TES

A permissioned blockchain architecture is chosen for the proposed application be-

cause the identity of the agents must be qualified before admittance into the net-

work. Also, the use of permissioned blockchains reduces the transaction latency

and computational burden of the consensus process, as discussed in Chapter 2.
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From the perspective of blockchain scalability, it is important to define on-chain

tasks, which are executed by agents triggering smart contracts that use data on

the ledger, and off-chain tasks, which are tasks executed outside of the blockchain

network [96].The minimization of on-chain tasks reduces the computation burden

of the consensus mechanism as well as the execution time of the smart contract [97].

Thus, the only data required by smart contracts are defined in (4.4), which are:

voltage measurements of each zone’s PZC, P/Q output of each DG, and a matrix

that stores the sensitivity factors SPi,j,z and SQi,j,z [94]. To handle agent negoti-

ation and contract enforcement, the smart contract would also need the ledger to

store all bids and CFPs, as well as the credit score of each agent. All other task

execution where ledger data is not needed can be conducted off-chain, which will

be discussed in the next subsection.

4.2.4 Agent Coordination Process to Resolve Voltage Violations

The agent coordination process to resolve voltage violations is depicted in Figure

4.3, where the workflow of the tasks executed by both AM and AC are shown.

The legend within the figure indicates whether the tasks are executed on-chain or

off-chain, so as to clearly demarcate the role of the blockchain within the proposed

system. The coordination process is summarized as follows:

First: An agent obtains the zonal voltage profile by collecting measurements from

local smart meters and its DGs, and then performs local state estimation as in [87].

If a voltage violation exists, the agent initiates a CFP to its neighboring agents,

while also evaluating if its DGs can resolve the violation locally by using (3.8). In

the former case, the agent needs to calculate the target voltage at its PZC with

neighboring zones that would resolve its own violation. The target voltage can be
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Figure 4.3: Workflow of the proposed agent coordination process.

calculated as per the following equation, noting that VPZC,z,z+1 will henceforth be
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abbreviated to VPZC,z to avoid redundancy.

∆VPZC,z(t)=


∂VPZC,z

∂Vi,z
×(Vub − Vi,z(t− 1)) ,∀Vi,z > Vub

∂VPZC,z

∂Vi,z
×(Vi,z(t− 1)− Vlb) ,∀Vi,z < Vlb

(4.9)

Subsequently, ∆VPZC,z(t) is packaged into a CFP and issued to neighboring agents

using the smart contract, which stores the CFP on the ledger.

Second: In response to a CFP, the AC must determine the CFP’s feasibility before

deciding to bid on it. The feasibility check is formulated as an optimization prob-

lem, where the agent attempts to minimize the cost of resolving a voltage violation

as a function of its output active/reactive power. The optimization problem is ex-

ecuted off-chain, and solved by the agent only after a CFP has been issued to it.

The objective function of the optimization problem is formulated as:

Min: ξz(t)=PRP (t)(PDG,m,z(t)∆t)+PRQ(t)(QDG,m,z(t)∆t) (4.10)

where ξz(t) is cost of the agent resolving a voltage violation, subscript m is the

index of the DG in zone z, ∆t is the timestep, PRP is the price of active power

that is assumed to be set by the DSO, and PRQ is the price of reactive power set

arbitrarily by the agent. The agent solves (4.10) to calculate the P/Q setpoints for

each of its DGs to resolve the voltage violation. The objective function in (4.10) is

constrained by the target voltage identified in the CFP:

∆VPZC,z(t) = ∆VPZC,z(t)− ε (4.11)

where ε is a tolerance factor used to relax the requirement of the agent to reach

∆VPZC,z exactly. Additionally, (4.10) is also constrained by the requirement to

obey the min/max current and voltage limits within the zone:

In,z(t) ≤ ICAP
n,z ∀ n ∈ F z (4.12)
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Vlb ≤ Vi,z(t) ≤ Vub ∀ i ∈M z (4.13)

Lastly, (4.10) is constrained by the maximum operational ratings of its DGs:

PDG,m,z ≤ PMAX
DG,m,z(t) (4.14)

PDG,m,z(t) ≤ QMAX
DG,m,z(t) (4.15)

Recall that the agent does not bid at the marginal cost in (4.10). For the agent to

receive some profit, the marginal cost is adjusted with a markup factor, α, resulting

in a final bid price, PRBID, that is computed as:

PRBID = αzξz(t) (4.16)

Recall, that the agent credit score is also considered when evaluating bids for CFPs

since it reflects the trustworthiness of an agent. Thus, the markup factor should

be a function of the credit score to avoid an agent bidding too high when its credit

score is low. The range of markup factor is determined according to the following

heuristic, where the credit score is denoted as G.

αz(Gz) =


0.6− 1.0 , Gz < 0.99

1.0− 1.1 , 0.99 ≤ Gz ≤ 1.2

1.1− 1.5 , Gz > 1.2

(4.17)

Thus, the agent responds to the CFP with the bid price computed in (4.16) using

the smart contract, which stores the bid response to the ledger.

Third: Upon receiving responses for the CFP, the smart contract executes the

ECNP as discussed in Section 4.2.2. An example of the inter-agent messaging dur-

ing the ECNP is described below, where the PreBidding and FinalBidding rounds,

as well as the PreAssignment and FinalAssignment rounds, have been combined
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into a single Bidding and Assignment round, respectively, for the sake of avoiding

redundancy.

1) Announcement: AM encounters a voltage violation and issues CFPs tar-

geted at its neighboring agents that are stored on the ledger in the following format:

{AM , CFPID,∆VPZC,z, κ} (4.18)

where AM is the ID of the manager agent in zone z, CFPID is the ID of the CFP,

and κ is the timeout period of the CFP.

2) Bidding: AC receive notifications that a CFP was assigned to them, and find

the ∆VPZC,z required for the CFP. Equation (4.10) is used to check for a feasible

solution. If feasible, the agent computes a final bid price using (4.16), and stores

the bid price on the ledger in the following format:

{AC , CFPID, PRBID} (4.19)

where AC is the ID of the contractor agent in zone z.

3) Assignment: The smart contract collects all bid prices and multiplies them

with the inverse of the credit score to calculate the final value of the bid. The

lowest final value is granted the service contract. The smart contract notifies all

AC by issuing a message encoded as:

{AM , CFPID, STID, DEC} (4.20)

where STID signifies which stage the negotiation is in, where the values can be

’P’ for PreBidding stage, and ’F’ for FinalBidding stage, while DEC is a binary

decision variable, where the values can be 1 for assignment, and 0 for rejection.

Fourth: The proposed system adds an additional enforcement stage to the ECNP
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that checks the ledger to determine whether the agent resolved the voltage viola-

tion as per the SLA of the service contract. If the SLA is met, the smart contract

updates the credit score of the AC as a function of the ∆VPZC,z:

Gz(t) = Gz(t− 1) + γ|∆VPZC,z| (4.21)

where Gz is the credit score for an agent and γ is an arbitrary scaling factor that

is multiplied by -1 if the agent fails in resolving the violation, thereby significantly

worsening the agent credit score.

4.2.5 Summary of Blockchain Implementation

To relate the proposed system’s implementation back to the generalized system

description presented in Figure 4.1, a summary diagram is shown in Figure 4.4.

The on-chain data is shown within the blocks of the ledger, while a description of

the smart contract functions is found below:

initAccount(): This function requires the agent to authenticate its identity

using SKZ . Upon successful authentication, the function assigns the agent a unique

ID, and sets the account balance to zero.

createCFP(): This function is called by an AM when it encounters a voltage

violation. The CFP is stored on the ledger as {AM , CFPID,∆VPZC,z, κ}, and signed

by the SKZ of the AM to establish its provenance.

replyCFP(): This function is called by all AC that are interested in responding

to the CFP with a bid price. On the first call of the function, the smart contract

initializes an empty array of bids that are assigned to the CFPID. Subsequently, all

bids from AC are checked to ensure i) the price of the bid is less than the balance of

AM and ii) if the recorded timestamp of the bid is within the timeout period of the

CFP (κ). If any of these conditions are false, the bid is rejected, and a notification
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Figure 4.4: Blockchain implementation of the proposed TES.

is sent to the agent with an error message. If both conditions are true, the bid is

appended to the array of bids for the CFPID on the ledger.

assignCFP(): The smart contract multiplies the inverse of the credit score

of each AC with its corresponding bid price, and sorts the cumulative value by

ascending order. The lowest value is assigned either a PreAccept or PreReject,

depending on which state the ECNP is in. It is worthwhile to note that the smart

contract keeps track of the state of the CFP in accordance to the state transition

diagram in Figure 4.2.

enforceCFP(): This function determines whether the SLA of the service con-

tract has been met by the AC . The function uses (4.5)-(4.6) to calculate the antic-

ipated control actions of the agent DGs, which are verified against measurements

on the ledger. The ∆VPZC,z is also compared to the requirement posted within the

CFP, and if both comparisons are true, the function increments the credit score of

the AC using (4.21). Else, the credit score of AR is penalized using (4.21).

4.3 Experimental Results

Experiments are conducted on a modified 69 bus system shown in Figure 4.5, and

the settings of the DGs used by the agents are shown in Table 4.5. Since reference

prices for voltage regulation services have not been defined within distribution sys-

tems, the prices for both active and reactive power have been adapted from [98].
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Table 4.5: Settings of Agent DGs within 69 bus system.

DGm,z Bus QMAX (MVAR) PRQ ($ /MVARh) Gz

1,1 & 2,1 35,46 1.33 100 1.2

2,2 52 2.50 80 0.95

1,3 & 2,3 55,65 1.33 50 1.05

1,4 69 2.0 100 1.2

1,5 27 1.0 100 1.2

The credit scores for each agent have been set to facilitate wide margins during the

bidding process that generate more choices for agents to respond to CFPs. The

upper and lower bounds for voltage within the system have been set as 1.05 p.u.

and 0.95 p.u., respectively. The scaling factor for credit score, γ, has been set to

10 arbitrarily. The power flow for the 69 bus system is solved by MATLAB, while

the earlier discussed smart contract is implemented on the HLF platform [99] that

executes pBFT consensus. A REST API, as in [100], is used to facilitate external

information exchanges between HLF and MATLAB, such that each zonal agent

can trigger smart contract functions to submit, assign, reply to, and enforce a CFP.

A block diagram of the system implementation can be seen in Figure 4.6, where

MATLAB is used to solve the power flow and deliver the zonal voltage profile to

each agent, where each agent is implemented within a MATLAB script. The agents

then use the REST API to submit transaction proposals to the HLF ledger by call-

ing specific smart contract functions. The transaction proposals are finalized after

the consensus process is executed, and the results are delivered back to the agents,

who subsequently wait for the next time step in the simulation.

The load and generation profiles of the system under study have been adapted

from [101] and can be seen in Figure 4.7. The corresponding controlled (C) and
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Figure 4.5: Zonal representation of 69 bus system.
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Figure 4.6: Block diagram of system implementation using MATLAB/Hyperledger Fab-

ric.

uncontrolled (UC) voltage profile for bus 27 is shown in Figure 4.8, while the reactive

power dispatch of agent DGs is shown in Figure 4.9. As seen in Figure 4.8, there is

an overvoltage violation and undervoltage violation that occur at 12:00 and 19:00,

respectively. Each violation will be discussed as a separate experiment below, with

83



0 3 6 9 12 15 18 21 24
Time (Hours)

0

0.5

1

1.5

2

2.5

P
ow

er
 (

p.
u.

)
Load All DGs

Figure 4.7: Normalized load/generation profile for system under study.

0 3 6 9 12 15 18 21 24
Time (Hours)

0.95

1

1.05

V
ol

ta
ge

 (
p.

u.
)

V27C

V27UC

VMax

VMin

Figure 4.8: Controlled and uncontrolled voltage profile for bus 27.

0 3 6 9 12 15 18 21 24
Time (Hours)

-0.2

-0.1

0

0.1

0.2

R
ea

ct
iv

e 
P

ow
er

(p
.u

.)

DG1,4 DG2,2

Figure 4.9: Reactive power modulation for DG1,4 and DG2,2.

84



the agent message log from the ECNP procedure being shown in Figure 4.10 and

Figure 4.12, respectively. Note that the timeout period, κ, has been removed from

the messages to avoid redundancy and is assumed to be set at a constant of 1

minute.

4.3.1 Experiment 1: Overvoltage Violation in 3 Zones

Excess DG generation at 12:00 causes three simultaneous voltage violations at bus

27 in Zone 1 (V=1.0511 p.u.), bus 65 in Zone 3 (V=1.0541 p.u.), and bus 46

in Zone 5 (V=1.0511 p.u.). As seen in Figure 4.10, Agents 1, 3, and 5 trigger the

announcement stage of the ECNP procedure by generating CFPs with IDs 1, 2, and

3 using the createCFP function of the smart contract. The CFPs contain the ∆VPZC

required at each of the agent’s neighboring zones to mitigate the voltage violations

using (4.9). Simultaneously, these agents also execute (4.10) to determine if it would

be cheaper to mitigate the violation locally by curtailing their active power, where

the active power price at 12:00 is 549.3 $/MWh. In response to Agent 5’s CFPID

1, Agent 4 uses (4.10) to determine a solution set of {∆P =0,∆Q=−0.667 MVAR}

that results in a marginal bid price of $63.3. Since the credit score of Agent 4 is

relatively high at 1.2, it marks up the bid by a factor of 1.1 using (4.17) for a PreBid

price of $69.6. Similarly, Agent 2 processes Agent 3’s CFPID 2 by computing a

solution set of {∆P =−0.267 MW,∆Q=−1.37 MVAR} that results in a marginal

bid of $283.2 and a marked up PreBid of $311.5. Agent 2 also receives Agent 3’s

CFPID 2 and generates a solution set of {∆P =−0.4 MW,∆Q=−2.50 MVAR}.

Since Agent 2’s credit score is relatively low at 0.95, it chooses a markup factor

of 1, thus responding with a PreBid of $422.8. Agent 2 follows the same process

to respond to Agent 1’s CFPID 3 by generating a solution set of {∆P =−1.33

MW,∆Q=−2.50 MVAR} and a PreBid of $932.4. All PreBids are submitted by
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the responding agents by calling the replyCFP function.

Subsequently, the PreBids are evaluated by Agents 1, 3, and 5 during the Pre-

Assignment stage. Agent 5 computes a solution set of {∆P =−0.133 MW} for its

own CFPID 1, which translates to a cost of $73.2 and is more expensive than Agent

4’s bid. Thus, Agent 5 sends Agent 4 a PreAccept message for CFPID 1. On the

other hand, Agent 3 evaluates the bids for CFPID 2 and determines that Agent

4’s bid of $311.5 is less expensive than Agent 2’s bid of $422.8, thereby sending a

PreAccept message to Agent 4 and a PreReject message to Agent 2 for CFPID 2.

Similarly, Agent 1 sends Agent 2 a PreReject message for CFPID 3 because the

cost for its solution set of {∆P =−0.273 KW} is $146.9, which is less expensive

than Agent 2’s bid of $93.2. The result of the PreAssignment stage is that Agent

4 has won both its bids and Agent 2 has lost both of its bids. All bid assignments

are executed by initiating agents calling the assignCFP function.

As the FinalBidding stage begins, Agent 2 improves its bids by using the lower

range of the markup factor to discount its bids by a factor of 0.6, resulting in a

FinalBid of $281.3 for CFPID 2 and $530.5 for CFPID 3. Other agents do not

change their bids, since they have received PreAccept messages. In consequence,

the FinalAssignment stage results in FinalAccept messages for Agent 1 for CFPID 3

and for Agent 4 for CFPID 1, while Agent 2 gets a FinalReject message for CFPID

3. However, due to its lower bid price for CFPID 2 in the FinalBidding stage, Agent

2 receives a PreAccept message and Agent 4 receives a PreReject message. This

again triggers a FinalBidding round, in which the agents choose to not change their

bid amounts, resulting in the FinalAssignment stage in which Agent 2 receives a

FinalAccept message and Agent 4 gets a FinalReject message. All winning agents

dispatch their DGs as per the agreed upon terms within the CFP, which can be

seen in the reactive power modulation plot in Figure 4.9. The CFPs are enforced
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Agent 1

Announcement

Agent 2 Agent 3 Agent 4 Agent 5

{5, 1, -0.0014}{3, 2, -0.0128}{3, 2, -0.0041}{1, 3, -0.0010}

{4, 1, $69.6}{4, 2, $311.5}{2, 2, $422.8}{2, 3, $932.4} PreBidding

PreAssignment{5, 1, P, 1}{3, 2, P, 1}{3, 2, P, 0}{3, 2, P, 0}

{4, 1, $69.6}{4, 2, $311.5}{2, 2, $281.3}{2, 3, $530.5} FinalBidding

{5, 1, F, 1}{3, 2, P, 0}{3, 2, P, 1}{3, 2, P, 0} FinalAssignment

{4, 2, $311.5}{2, 2, $281.3} PreBidding

{3, 2, F, 0}{3, 2, F, 1} Pre/Final 
Assignment

{3, 2, 1} {5, 1, 1} Enforcement

Figure 4.10: Agent message log for overvoltage violation at 12:00.

by the smart contract by checking the measurements posted by Agent DGs on the

ledger to confirm that the agreed upon ∆VPZC was indeed achieved. Subsequently,

the CFP is closed, and the smart contract updates the credit scores of Agent 2 and

Agent 4 as per (4.21). The credit score for Agent 2 and Agent 4 increase from 0.95

to 0.991, and 1.2 to 1.328, respectively. The enforcement of the CFP is triggered

via the enforceCFP function, which auto-executes after the time expiry stated in

the CFP.

When comparing the ECNP procedure to the standard CNP procedure, recall

that the CNP procedure does not permit an agent to bid on two CFPs simultane-

ously. In some scenarios, namely, when the number of voltage violations exceeds the
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Agent 1

Announcement

Agent 2 Agent 3 Agent 4 Agent 5

{5, 1, -0.0014}{3, 2, -0.0128}{3, 2, -0.0041}{1, 3, -0.0010}

{4, 2, $311.5}{2, 2, $422.8} Bidding

Assignment{3, 2, P, 1}{3, 2, P, 0}UNRESOLVED UNRESOLVED

Figure 4.11: Example bidding scenario if CNP control strategy is used.

number of agents that have the ability to resolve them, this restriction will result

in unresolved voltage violations until the next bidding cycle. An example of this

scenario is shown in Figure 4.11, where the bidding protocol follows the original

CNP process of a single round for announcement, bidding, and assignment, and is

used in context of the overvoltage violation just discussed. If both Agents 2 and 4

choose to bid on CFPID 2 from Agent 3, Agent 1 and Agent 5 would not receive

any responses to their CFPs, which would result in unresolved voltage violations.

4.3.2 Experiment 2: Undervoltage Violation in 2 Adjacent Zones

At 19:00, Zones 4 and 5 suffer from undervoltage violations at bus 17 (V=0.9337)

and bus 27 (V=0.9479), respectively. Agent 5 executes (4.10) to determine if it

can resolve the violation locally, however, the solution is infeasible because of the

limited reactive power capability of Agent 5’s DG, which can operate at a maximum

of 1.0 MVAR when 1.5 MVAR is needed. Similarly, Agent 4 requires a ∆Q injection

of 6.13 MVAR, but its DG can only operate at a maximum of 2.0 MVAR. Since the

undervoltage violations cannot be prevented by Agents 4 and 5 using the capabilities

of their DGs, the ECNP process must be executed to facilitate additional bids for
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Agent 1

Announcement

Agent 2 Agent 3 Agent 4 Agent 5

{5, 4, 0.0043}{4, 5, 0.0146}

PreBidding

Pre/Final 
Assignment

{2, 6, $58.6}

{3, 6, P, 1}

{5, 4, 1} Enforcement

{3, 6, 0.0136}

{3, 5, $73.3} {4, 4, $240.0}

{4, 5, P, 1} {5, 4, P, 1}

{4, 5, 1}{3, 6, 1}

Figure 4.12: Agent message log for undervoltage violation at 19:00.

reactive power support in order to mitigate the voltage violations. As such, both

Agents 5 and Agent 4 calculate the ∆VPZC needed to mitigate the violations, which

are ∆V=0.0043 at bus 17 and ∆V=0.0043 at bus 10, respectively. As seen in Figure

4.12, the CFPs are generated as CFPID 4 to Agent 4 and CFPID 5 to Agent 3,

respectively. It is worth noting that Agent 4 is essentially ”subcontracting” the

CFP to Agent 3 while still having a violation in its own zone. This process is

repeated by Agent 3 in response to CFPID 5, where the required ∆VPZC generates

an infeasible solution, and another subcontracted CFPID 6 is sent to Agent 2.

In response to CFPID 6, Agent 2 calculates a solution of {∆Q =0.65 MVAR},

which results in a marginal bid price of $53.3. Due to its increase in credit score

from the last round, Agent 2 marks up the bid by 1.1 using (4.17), and responds

with a PreBid of $58.6. Similarly, Agent 3 responds to CFPID 5 with a marked

up PreBid of $73.4, which is generated by solution of {∆Q = 1.33 MVAR} and a

marginal bid of $66.7. Meanwhile, Agent 4 responds to CFPID 4 with a marked

up PreBid of $240.0, which is generated by a solution of {∆Q =2.0 MVAR} and a
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marginal bid of $200.0. Since there is precisely one bid for each agent, the smart

contract considers the bids as final, and all bids are accepted as offered. Agents

2, 3, 4, and 5 subsequently dispatch their DGs as agreed upon, as shown by the

reactive power injections in Figure 4.9. The smart contract subsequently checks

the voltage measurements on the ledger to enforce the CFP and ensure that the

voltage violations were mitigated. After the verification is complete, the smart

contract updates the credit score of Agent 2 from 0.991 to 1.127, of Agent 3 from

1.05 to 1.196, and of Agent 4 from 1.328 to 1.371.

4.4 Assumptions and Limitations

The following bulleted list summarizes some assumptions made by the implemen-

tation of the TES as well as some of its limitations.

� Assumption: Measurements used directly from DER inverters: In

this chapter, the smart contract validates voltage regulation smart contracts

from voltage measurements at the PZC of each zone, which are provided by

power quality meters, as well as P/Q measurements from the inverters them-

selves. In practice, however, it is not clear whether inverter measurements

can be relied upon for validation purposes since they could be altered by the

inverter manufacturer, or, whether meter disaggregation techniques need to

be used to determine the P/Q contribution of each DER, as proposed in [102].

� Limitation: Proposed algorithm suitable only for sustained voltage

violations: The proposed algorithm assumes that the voltage violations oc-

cur over an extended period of time, in the range of minutes, or hours, and

thus, do not require fast-responses within milliseconds that is more common

in power quality applications such as voltage flicker [103]. Multiple negotia-
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tions, especially over a blockchain-based system, introduce latency within the

system, and is therefore not suitable for applications requiring extremely fast

response.

� Limitation: Determination of reactive power prices was arbitrary:

Since reactive power pricing within distribution systems does not exist in

practice, its determination was arbitrarily done within the experimental re-

sults for this chapter. Further feasibility studies are required to determine

the ranges of reactive power pricing that would be profitable for agents, while

still ensuring that voltage violations can be mitigated in a timely manner.

4.5 Chapter Summary

This chapter presents a blockchain-based TES that implements the ECNP control

strategy to enable agents to resolve multiple voltage violations in parallel within a

competitive marketplace. The ECNP is implemented as a smart contract, which

automates the agent bidding and negotiation process, and facilitates the submission

of power and voltage measurements to the blockchain ledger. The smart contract

also enforces the voltage regulation service contracts by validating the power and

voltage measurements on the ledger against the contract details. The proposed

system is implemented on the permissioned blockchain HLF platform. Simulation

results on a 69 bus system validate the proposed system’s ability to resolve multiple

violations simultaneously via the ECNP process. The proposed system is also

compared to the original CNP process, where it is shown that the ECNP can

mitigate voltage violations in less bidding cycles and deliver voltage stability within

SDGs more quickly than the CNP process.
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Chapter 5 - A Blockchain Based Residential

Energy Trading System To Reduce Peak Demand

While chapters 3 and 4 focus on the SDG application of distributed voltage regu-

lation, this chapter focuses on the residential application of energy trading among

homeowners. Thus, this chapter develops a blockchain-based RETS that facili-

tates energy trades between the DERs of homeowners and enables the reduction of

peak demand within a residential community. The chapter begins with a summary

of the problem description and hypothesis, which describes the impact of uncon-

trolled DER operation by homeowners on the peak demand of the community,

and the techno-economic effect that the proposed RETS may have in lowering the

aforementioned peak demand. Subsequently, the concept of residential energy mar-

ketplaces is described, which provides design details that include the development

of novel bidding strategies for homeowner DERs, as well as the design of the un-

derlying blockchain-based implementation of the RETS. Next, the chapter presents

experimental results from both simulated and real-world settings that illustrate the

efficacy of the proposed RETS in reducing peak demand, minimizing CAPEX for

DSOs, and providing acceptable transaction latency for the SDG application of

residential energy trading and demand response. Finally, the chapter is concluded

with a discussion of the results, as well as a summary of the major outcomes of this

work.

92



5.1 Problem Description and Hypothesis

Homeowners investing in DERs are interested in reducing their energy bills [104],

customizing their tariff structures according to their preferences to maximize the

use of renewable energy, and observing transparent billing practices that guarantee

the provenance of renewable energy sources [105]. Homeowners typically use home

energy management systems (HEMS) to achieve these objectives, where homeown-

ers specify energy preferences related to the operation of their DERs, and the HEMS

generates a dispatch schedule for the DERs as a result [106]. Thus, the presence of

a HEMS transforms a home into a smart home, which is capable of autonomously

controlling the DERs of the homeowner to achieve their aforementioned require-

ments. However, a significant limitation of HEMS’ is that they typically provide

local control of a single home, and they do not have observability of the entire res-

idential community [107]. This leads to uncoordinated operation of DERs within

the community, which may result in major increases in peak demand and overload-

ing of transformers when EVs and BESSs are charging coincidentally [30]. Thus,

new mechanisms are needed to facilitate the coordination of DERs at the commu-

nity level, while also taking the local transformer capacity into account. Since this

scenario involves the presence of homeowners and the DSO, each with potentially

conflicting objectives, the mechanism must provide a framework that enables trust,

transparency, and impartiality [108].

To those ends, this chapter presents a blockchain implementation for a RETS

that enables the reduction of peak demand within a community. Bidding strategies

for EVs, STs, and BESSs are explicitly modeled based on homeowner preferences

that characterize how DERs can be either ”helpful” or ”selfish”, which reflect the

willingness of the homeowner to alter the operational schedule of their DERs to

reduce peak demand. Since BESSs are the only bi-directional DER in this work, a
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fuzzy logic-based bidding strategy is proposed to handle this additional complexity,

which considers parameters such as the time of day, net load, and SoC. The pro-

posed system also enables DSOs to set demand caps on the community to limit the

allowable peak demand. Simulated experiments are executed to demonstrate the

proposed system’s ability to reduce peak demand when the market is dominated

by helpful BESSs, as well as when DSOs place demand caps on the community.

The results of the simulated experiments further inform a financial assessment on

ten DSOs in Ontario, Canada, which quantifies the average CAPEX savings for the

DSOs by avoiding upgrades to transformer capacity as a result of the reduction in

peak demand. Lastly, the proposed system is implemented on the HLF platform

and deployed to the KCM, where the execution time of the proposed smart contract

is benchmarked across 12 nodes, and its ability to reduce demand and minimize

energy imports from the DSO is highlighted.

To summarize, the hypothesis of this chapter is that the proposed RETS is able

to provide a significant reduction in the peak demand of a residential community,

while also providing adequate transaction latency to satisfy the timing requirements

of RETS, which typically operate in 5 minute market intervals [109].

5.2 Modeling of DERs Within a Smart Home

This section introduces the mathematical modeling of DERs within a smart home,

including BESSs, EVs, PVs, and STs. The modeling of these DERs will allow base-

line load profiles for a community of smart homes to be generated, such that the

peak demand of the community can be quantified. To that end, the section derives

several load metrics to evaluate the efficacy of the proposed system, including the

total peak demand, the required CAPEX of the DSO to support the peak demand,

load factor, renewable energy utilization, and total energy cost. Therefore, in gen-
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eral, a set of smart homes, denoted by subscript m, possess any combination of

DERs, denoted by subscript n. The variable k signifies discrete time.

5.2.1 Modeling of BESSs and EVs

A BESS is modeled as a bi-directional DER, where the power output of the BESS

(PBESS,m,n) is constrained by the maximum and minimum limits of its onboard

inverter, and the SoC of the BESS (SoCBESS,m,n), which should remain within the

recommended limit of the manufacturer. The aforementioned constraints can be

seen in (5.1)-(5.2), while the equation for the SoC of the BESS is derived in (5.3).

PMIN
BESS,m,n ≤ PBESS,m,n(k) ≤ PMAX

BESS,m,n (5.1)

SoCMIN
BESS,m,n ≤ SoCBESS,m,n(k) ≤ SoCMAX

BESS,m,n (5.2)

SoCBESS,m,n(k) = SoCBESS,m,n(k−1)+
(
χm,n·ηCH

m,n−(1−χm,n)ηDIS
m,n

)
PBESS,m,n(k−1)

(5.3)

where, {PMIN
BESS, P

MAX
BESS} are the minimum and maximum power limits, PBESS(k) is

the instantaneous power requirement, {SoCMIN
BESS, SoC

MAX
BESS} are the minimum and

maximum SoC limits, SoCBESS(k) is the current SoC, χ is a binary variable that

represents 1 for charging mode and 0 otherwise, and {ηCH , ηDIS} are the charging

and discharging efficiencies, respectively.

On the other hand, an EV is modeled as a unidirectional load, as seen in (5.4).

SoCEV,m,n(k) = SoCEV,m,n(k − 1) +
(
χm,n · ηCH

m,n

)
PEV,m,n(k − 1) (5.4)

The EV is subject to the same constraints as in (5.1)-(5.2), in addition to a con-

straint that specifies that the SoC of the EV should be greater or equal than a

desired level of SoC before a target departure time, as seen in (5.5). Generally, this
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constraint forces a homeowner to charge the EV to a minimum amount before the

departure time to ensure that the EV has enough SoC for its trip [110].

SoCEV,m,n(kDep) ≥ SoCDes
EV,m,n(kDep) (5.5)

where kDep is the time of departure for an EV, SoCEV (kDep) is the SoC at the

time of departure, and SoCDes
EV (kDep) is the desired SoC to be reached before the

time of departure. It is worth noting that the modeling for the discharging of the

EV is not covered within this thesis, where the modeling is a function of the daily

driving distance of the vehicle (in kilometers - km) and the energy consumption

per distance traveled (kWh/km) [111]. As in [111], it is assumed that the SoC of

the EV depletes at a linear rate throughout the day, and begins to charge when it

arrives at home.

5.2.2 Modeling of PVs

The direct current (DC) power generated from a PV array can be found as follows

[112],

PDC
PV,m,n = PRT

PV,m,nIRR(k)FT (Tm.n)(k) (5.6)

where, PDC
PV is the DC power generated by the PV array, PRT

PV is the nameplate

rating of the PV array, IRR is the current level of irradiance in kW/m2, T is the

current temperature in ◦C, and FT is an interpolated temperature factor that can

be found in [112]. The alternating current (AC) power output of the PV system

can then be found as follows,

PPV,m,n(k) = PDC
PV,m,n(k)ψm,n (5.7)

where, PPV,m,n is the final AC output power of the PV system, and ψm,n is the

inverter efficiency that can be interpolated using methods and data found in [112].
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5.2.3 Modeling of STs

The modeling of the ST depends on the dynamics of the indoor temperature of the

home, which is presented below [113].

Tin,m(k) = Tin,m(k − 1) + β∆k
(
PST,m(k−1)− λ(Tin,m(k−1)− Tout,m(k−1))

)
(5.8)

where Tin is the indoor temperature (◦C), ∆k is the period of time between timesteps

k and k − 1, β is the inverse of the heat capacity (◦C/Joules), PST is the heating

power of the ST (kW), λ is the heat loss coefficient (kW/◦C), and Tout is the out-

door temperature (◦C). The equation describing the energy consumption of the

ST (EST ) as a function of the indoor, outdoor, and setpoint temperatures (Tset,m)

is [114]:

βEST,m(k) = λβ∆kTout,m(k)− Tset,m(k)− (λβ∆k − 1)Tin,m(k) (5.9)

Rearranging, the energy consumption of the ST of a home can be formulated as:

EST,m(k) = λ∆kTout,m(k)− Tset,m(k)/β − (λ∆k − 1/β)Tin,m(k) (5.10)

5.2.4 Community Modeling and Derivation of Load Metrics

In general, a residential community, denoted by subscript i, is composed of a number

of smart homes (Nm) and associated DERs (Nn). Thus, the peak demand of any

single community, i, can be represented as:

PPEAK,i = max
∀k∈D

( Nm∑
a=1

Nn∑
b=1

PDER,m,n(k) + Lm(k)

)
(5.11)

where, D is a set of k timesteps that represent a period of time, PDER,m,n is the

generalized form of any of the aforementioned DERs, and Lm represents critical

house loads that are uninterruptible, such as lighting and appliances. To avoid
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overloading the local transformer that serves the community, PPEAK,i must be less

than the transformer capacity, denoted by TCAP,i. If PPEAK,i exceeds TCAP,i, the

presiding DSO most invest in CAPEX to replace or upgrade TCAP,i as seen in the

following equation,

CAPEXi =

PT
NEW
CAP,i − PTOLD

CAP,i , PPEAK,i > TCAP,i

PTOLD
CAP,i , PPEAK,i < TCAP,i

(5.12)

where, PTNEW
CAP is the price of the new transformer with upgraded capacity, and

PTOLD
CAP is the price of a transformer with the same capacity. The CAPEX calcula-

tion assumes that the transformer will be replaced at one point during its lifetime.

Thus, if PPEAK,i does not exceed TCAP,i, the DSO will still bear the cost of a single

replacement, but will save the cost of upgrading its capacity.

Thus, the specific problem that the proposed system seeks to mitigate is to

reduce the peak demand of a community by facilitating a RETS, whereby home-

owners may elect to bid and trade energy during discrete intervals of the day. Each

homeowner may have different strategies that would affect the price and quantity

of the bid per DER, and the ability of the proposed system to utilize these bidding

strategies to reduce the peak demand of the community is a key contribution of the

proposed RETS. Along with the reduction of peak demand (kW) and the resultant

CAPEX savings ($ CAD), several other load metrics can be utilized to evaluate

the efficacy of the RETS, including total energy consumption (kWH), community

cost ($), renewable energy utilization (%), and load factor (%) [115]. These load

metrics will be described below.

By facilitating an energy marketplace that seeks to match local energy demand with

local energy supply, there is potential to reduce the aggregate energy consumption
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of a community, which may also decrease its total energy cost as well. Thus, the

equations for community energy consumption, ECOMM , and community energy

cost, ECOST , are formulated below:

ECOMM,i =

( ∀k∈D∑
k=1

Nm∑
a=1

Nn∑
b=1

PDER,m,n(k) + Lm(k)

)
(5.13)

ECOST,i =

( ∀k∈D∑
k=1

Nm∑
a=1

Nn∑
b=1

(
PDER,m,n(k) + Lm(k)) ∗MCP (k)

))
(5.14)

where MCP (k) is the market clearing price, or the cost of energy at timestep k,

measured in $/kWh.

Since the form of energy supply in residential marketplaces is primarily from re-

newables, there is also a need to measure if the renewable energy is indeed being

utilized by the community, or if it is being exported to the main grid. Thus, the

formula for the net energy export of a community, EEXP , is described below, which

sums the total energy consumption of the community only when it is less than zero:

EEXP,i =


∑∀k∈D

k=1 ECOMM,i(k) , ECOMM,i(k) < 0

0 , ECOMM,i(k) >= 0

(5.15)

Additionally, the formula for the total renewable energy generation of the commu-

nity, EREN , is as follows:

EREN,i =

( ∀k∈D∑
k=1

Nm∑
a=1

Nn∑
b=1

(
PPV,m,n(k) + PBESS,m,n(k)

))
(5.16)

Thus, the total renewable energy utilization can then be derived as:
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EUTIL,i =
EREN,i − EEXP,i

EREN,i

(5.17)

Lastly, since the peak demand of the community may be reduced by the market-

place, this may result in an increase for the overall load factor of the community.

The load factor, PLF , can be determined by taking the total community energy

consumption during a period of time, D, and dividing it by the product of the peak

demand and the number of timesteps in D, as described below:

PLF,i =
ECOMM,i

PPEAK,i ∗ |D|
(5.18)

where |D| represents the cardinality of the set D, which is equivalent to the total

number of timesteps in the set.

5.3 Overview of Residential Community Energy Market-

places

A common method used to calculate the market clearing price (MCP) of electricity

markets is the double auction method [116]. In a double auction, an auctioneer

receives energy bids from market participants for each discrete market interval

during the day, where an energy bid is represented by a corresponding quantity and

price. The auctioneer first divides the bids into generation and load bids, and then

sorts the generation bids by ascending price and the load bids by descending price,

thus generating a supply curve and a demand curve, respectively. The intersection

between the two curves is computed as the MCP of the market interval. Generation

bids that are lower than, or equal to the MCP are granted, while load bids that

are higher than, or equal to the MCP are also granted. The implementation of the
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double auction method results in the merit-order effect, where the most expensive

load bids are satisfied by the most inexpensive generation bids [110].

Figure 5.1 shows the double auction method that is adapted for a residential

community marketplace, where generator bids can be submitted by PVs or BESSs,

while load bids can be submitted by BESSs, STs, and EVs. As discussed earlier,

critical loads are those house loads that cannot be interrupted, and thus, they are

slotted at the highest price on the load curve. The presiding DSO is able to submit

energy bids during the market interval, referred to as grid bids, and is also able to

set a demand cap that limits the total community demand within the interval. As

seen in Figure 5.1, a potential scenario has the demand cap placed at a vertical bid

of 0.6 kWh with a corresponding price that tends towards infinity, which results

in an MCP of $0.13/kWh (MCP 1), and further results in only the critical bids

being granted. As more DER penetration enters the market, the merit-order effect

occurs, and more load bids are granted as a result of the MCP being lowered, as

seen by MCP 2 ($0.12/kWh) and MCP 3 ($0.07/kWh).

5.3.1 Bidding Strategies for STs and EVs

Since a bidding curve represents a collection of energy bids that map the bid’s

energy quantity to a price that a homeowner is willing to pay for that quantity,

a homeowner may face difficulty in determining precise values for their bid curve.

Thus, the bidding curves proposed in this chapter aim to provide an intuitive,

indirect method of mapping the bid quantity to the bid price by reflecting the

bid quantity as a function of the DER’s operational attributes. Consequently, the

bid curve reflects the willingness of a homeowner to alter their DER’s operational

schedule, thereby adjusting its bid quantity, based on the value of the service it

provides [110]. In the case of STs, the item of value is the flexibility of thermal
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Figure 5.1: Community marketplace representation.

comfort, while in the case of EVs, the item of value is the flexibility of reaching the

desired SoC before a target departure time [108]. Each point along these bid curves

indirectly reflects the quantity of energy required by the DER at a price point that

the homeowner is willing to pay for it, thus aligning with the bid curves depicted

in Figure 5.1. Thus, this chapter considers the formulation of selfish and helpful

bidding strategies, where helpful homeowners are much more willing to disrupt

a DER’s operating schedule in comparison to selfish homeowners. As a result,

helpful DER owners generate more flexible bid curves than selfish DER owners,

and therefore, helpful DER bid curves tend to have greater potential in reducing

peak demand. It is worth mentioning that the classification of bidding strategies

as selfish and helpful have been used widely, as in [117] and [118].
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Figure 5.2: Example bid curves of STs.

For instance, Figure 5.2 depicts two separate bidding curves for STs, where the

bid curves symbolize the incremental price a ST is willing to pay as a function of

thermal discomfort, which can be measured by the temperature deviation from its

desired setpoint [108]. Also depicted in Figure 5.2 are generation bids that follow

the electricity pricing defined by typical time of use (TOU) rate plans offered by

DSOs [119], where higher rates are charged during on-peak and mid-peak hours,

and lower rates are charged at the off-peak hours. A sample bid of PV energy is

also shown in Figure 5.2. Thus, the intersection of the ST bid curve with each of

the generation bids represents the price that the ST is willing to pay per unit of

temperature deviation from the setpoint, per provider of energy. As such, Bid Curve

1 can tolerate a maximum temperature deviation of +0.5 ◦C, from which point, the

vertical line at +0.5 ◦C signifies that the ST will pay any price for its bid to be

accepted and for thermal comfort to be restored. On the other hand, Bid Curve 2
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Figure 5.3: Example bid curves of EVs.

has much more flexibility, since it can tolerate a maximum temperature deviation

of +1.5 ◦C. The difference in maximum acceptable temperature deviation between

Bid Curve 1 and Bid Curve 2 is representative of how much more accommodating,

or helpful, Bid Curve 2 can be in reducing peak demand. Thus, Bid Curve 2 is

characterized as being more helpful than Bid Curve 1.

Similarly, bidding curves for EVs are depicted in Figure 5.3, where kArr is the

arrival time of the EV, kBid is the time when the homeowner makes a bid for the

EV, kC,max is the maximum time the EV can wait before it must charge at full

power to reach a desired SoC based on the time of departure, and kDep is the time

of departure of the EV. As seen in Figure 5.3, the vertical line of Bid Curve 1 at kArr

indicates that at the time of arrival, the EV is willing to pay any electricity price to

start charging, and that there is absolutely no flexibility or time accommodation it

considers in its bidding strategy. On the other hand, Bid Curve 2 is more flexible,
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and is willing to bid in the market by steadily increasing its bid price until kC,max. At

this point, the two bid curves converge, thus representing that the EVs would need

maximum charging power to reach the desired SoC before kDep. Thus, it follows

that the Bid Curve 2 is more helpful than Bid Curve 1 because of its willingness to

provide more accommodation in terms of time.

As such, it follows that the lack of flexibility for selfish DERs inhibit their ability

to participate in initiatives to reduce the peak demand of the community, as will

be demonstrated in the experimental results.

5.3.2 Fuzzy Bidding Strategy for BESSs

As shown in Figures 5.2 and 5.3, the bidding curve for the STs and EVs can

be formulated by a single input and a single output. However, the BESS is bi-

directional in nature, and its bidding strategy must accommodate a wider range of

input parameters, such as the need to retain enough SoC to provide power to critical

house loads, while also being watchful of market prices to reduce its operating

cost. The addition of complex input parameters requires precise numerical limits

to be in place to generate a bidding curve for the BESS, which can be difficult to

obtain [120]. Alternatively, fuzzy logic can be used to classify the input parameters

into a set of imprecise variables, which are then evaluated against plain-language

rules to generate specific outputs. The classification process involves the usage of

a fuzzy membership function, which specifies the degree by which an input/output

parameter belongs to specific variable, and is quantified between the range of 0

(no membership) to 1 (full membership). Since the membership function allows

partial membership, the input parameters can be easily tuned, and thus, fuzzy

logic is a viable option to overcome uncertainty in defining precise limits within a

system [120].
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As such, a fuzzy bidding strategy is proposed for BESSs in this chapter, where

the block diagram of the bidding strategy can be seen in Figure 5.4. The proposed

fuzzy bidding strategy has three discrete inputs, which are the time of day, the net

load of the house, as well as SoC of the BESS. These discrete input variables are

then fuzzified to their corresponding fuzzy variables using input membership func-

tions, which are depicted in Figure 5.5. For the net load, the membership function

defines three fuzzy variables, which are surplus (generation of home exceeds de-

mand), deficit (demand exceeds generation), and neutral (minimal level of surplus

or deficit). For the BESS SoC, the membership function also defines three fuzzy

variables, which are low, medium, and high. The shape of these two membership

functions are triangular, which reflect the degree of membership by which the dis-

crete input variable belongs to the fuzzy variables. It is worthwhile to mention

that the membership function for the time of day is not depicted because there is

no uncertainty as to when the off/mid/on peak times are, and thus, the resultant

membership function is simply binary.

After the fuzzification process classifies the input parameters into a set of fuzzy

variables, the fuzzy rule set evaluates the variables and generates a set of fuzzy

outputs. The fuzzy rule set depicted in Figure 5.4 aligns with the earlier mentioned

methodology of classifying homeowners as selfish and helpful. In this case, a selfish

BESS is motivated by financial opportunity, thereby charging at off-peak periods

when the market price tends to be lower, and discharging at on-peak periods to

gain maximum revenue. On the other hand, a helpful BESS is motivated by self-

consumption, charging only when there is excess PV energy available during the

day, and discharging during the evening off-peak period when other DERs would be

drawing power to take advantage of off-peak prices. The aforementioned description

of the strategies is reflected by the fuzzy rule set, where the helpful BESS seeks
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Figure 5.4: Block diagram of proposed fuzzy logic-based BESS bidding strategy.
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to charge when the net load of its home is not at a deficit or when there are off-

peak periods, and will vary the quantity of its bid depending on the net load. The

strategy attempts to ensure that the BESS retains enough SoC throughout the day

such that it can discharge in the evening off-peak period. On the other hand, the

selfish BESS always discharges in off-peak periods as long as its SoC is not low,

while keeping the bid price and bid quantity high to maximize revenue.

Once the fuzzy rule set evaluates the input fuzzy variables, it generates output

fuzzy variables that must be defuzzified into discrete outputs using output member-

ship functions. These discrete outputs are the charging decision, the bid price, and

the bid quantity. The output membership functions that describe these variables

can be seen in Figure 5.6. The charging decision variable has binary outputs, which

are either to charge (1) or discharge (0), while on the other hand, both the bid price

and bid quantity define variables of low, medium, and high. Combined together,
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these discrete outputs completely describe the bidding strategy of the BESS with

numerical values of what the bid price and quantity should be for a specific time

interval during the day. It is worthwhile to mention that the membership functions

seen in Figures 5.5 and 5.6 were tuned using trial and error methods with the ob-

jective of finding the best possible configuration to maximize the reduction of peak

demand, as will be seen in the experimental results later on in the chapter.

5.4 Design of Permissioned Blockchain System

The proposed system is developed using HLF, which is a permissioned blockchain

development platform that enables the peers within a blockchain network to be

segregated into private channels [121]. Each channel is assigned a separate ledger

and smart contracts, where the data on the ledger is kept hidden from other chan-

nels, thus leading to increased data privacy for the peers [122]. In this chapter,

each community is designated its own channel, as can be seen in the architectural

block diagram of the proposed system in Figure 5.7. The ledger stores three items,

including data structures that represent a market interval, bids, and DER mea-

surements. The market interval is represented by an interval ID, denoted by MID,

the MCP for the interval, symbolized by MCPID, and the interval time expiry,

denoted by TXP k
ID. The bids, denoted as BIDp

a, are indexed according to the

MID, where the p
a notation represents the identity of the homeowner. Each bid

has a corresponding bid price and quantity, which are denoted as {PRp
a, Q

p
a}, re-

spectively, and are associated with a DER, symbolized by DERm,n. Each bid also

has a unique timestamp, denoted by TSk. Measurements from each DER are also

stored to the ledger, denoted by Ep
a, along with the corresponding market interval,

DER, and timestamp. The smart contract provides functions that autonomously

administer the marketplace, including homeowner account initialization, creating a
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Figure 5.7: Architectural block diagram of proposed blockchain system.

new market interval, submitting bids/measurements, as well as executing the dou-

ble auction to find the MCP for the market interval. Also, the presiding DSO may

submit generator bids, referred to as grid bids, or demand caps for each market in-

terval, where the demand cap is denoted by GCAP . It is assumed that homeowners

interact with the proposed blockchain system via the user-interface of an HEMS.

In order to provide more clarity on the implementation of the smart contract, a

description of each function is provided below. Additionally, the pseudo-code that

describes every function of the smart contract is provided in Algorithm 1.
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initAccount(): This function initializes an account for the homeowner by gen-

erating its public/private keys ({SKp
a , PK

p
a}), and setting the account balance to

zero (Bp
a).

newInterval(): This function creates a new MID at TSk, initializes an empty

list of bids ([BIDp
a]) for the MID, and assigns the time expiry for the MID after a

fixed time interval (TXP k
ID).

submitBid(): This function is called by homeowner P p
a , which accepts inputs

of MID, PRp
a, Q

p
a, DERm,n, and TSk. The function validates the incoming bid

by checking if i) the homeowner has sufficient Bp
a in their wallet to make a bid for

PRp
a, and ii) if the time of the bid TSk has not exceeded the time expiry TXP k

ID.

If both conditions are true, the bid is added to list of bids within MID.

doDoubleAuction(): This function executes a double auction by sorting the bids

into supply and demand curves, and applying GCAP if supplied. Subsequently, the

MCPID is computed by finding the intersection of the curves and is broadcasted

to the HEMS, which actuates the DER in accordance to the MCP.

submitMeasurement(): This function stores an energy measurement, Ep
a, on

the ledger, indexed by MID, DERm,n and TSk.
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Algorithm 1 Proposed Smart Contract Implementation

function initAccount()

Input: Peer ID (P p
a )

Generate SKp
a , PK

p
a , initialize Bp

a← 0

Output: {SKp
a , PK

p
a , B

p
a}

function newInterval()

Create new market interval with time expiry, MID at TSk

Create empty list on ledger to hold energy bids, [BIDp
a]

Output: {MID, TS
k, [BIDp

a]}

function submitBid()

Input: {MID, PR
p
a, Q

p
a, DERm,n, TS

k}

Generate bid structure for BIDp
a based on inputs

if PRp
a ≤ Bp

a && TSk ≤ TXP k
ID

then append BIDp
a to list of bids [BIDp

a]

function doDoubleAuction()

Input: {MID, [BID
p
a], GCAP}

Separate all bids into generation (GID) or load (LID)

Sort GID by ascending price, LID by descending price

Apply GCAP if supplied

Intersection of GID and LID → MCPID.

Send notification to homeowner’s HEMS for DER actuation.

Output: MCPID

function submitMeasurement()

Input: {MID, E
p
a, DERm,n, TS

k}

Store Ep
a to ledger, indexed by {MID, DERm,n, TS

k}

Additionally, to clearly depict the workflow and demarcate the information ex-
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Figure 5.8: Sequence diagram of data flow across proposed system.

changes between a homeowner, HEMS, and the proposed smart contract of the

blockchain-based system, a sequence diagram is shown in Figure 5.8. After regis-

tering on the blockchain network and initializing an account (steps 1-2), the home-

owner configures individual preferences for their DERs as discussed in Chapter 5.3.

Then, the HEMS uses the homeowner’s preferences to generate bidding curves for

the homeowner for each DER (steps 3-4). The smart contract then auto-creates a

new market interval, and sends a notification to the HEMS to respond with a bid

(steps 5-6). The smart contract collects valid energy bids from the HEMS, waits

until the time expiry for the market interval has passed, calculates the MCP, and

broadcasts the MCP back to the HEMS. The HEMS then actuates the DER of the

homeowner according to the MCP (steps 7-10). That is, if the bid is a generation

bid and its bid price is greater than equal to the MCP, or, in the case of the load

bid, the bid price is lower than or equal to the MCP, the bid is granted and the

DER is turned on. Its power flow is regulated by the HEMS to the precise quan-
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tity of energy the DER bid for. Otherwise, the DER is turned off for the market

interval. After the market interval closes, a new market interval is started after a

configurable period of time, and steps 5-10 are repeated indefinitely.

5.5 Experimental Results

This section presents the results of the proposed RETS in both simulated and

real-world settings. First, the experimental methodology will be provided, which

describes the equipment used to conduct the experiment, the SLD of the KCM

that the experiments were conducted at, the experimental variables, as well as the

experimental methods. Following this, the results of the simulated experiments will

be provided, followed by the results of the real-world experiments.

5.5.1 Experimental Methodology

5.5.1.1 Experimental Equipment

The simulated experiments revolve around the modeling, simulation, and control of

an 8 home, all-electric residential community. The nameplate ratings of the DERs

used within the simulated experiments can be found in Table 5.6. On the other

hand, real-world experiments are executed at the KCM. A single line diagram of

the microgrid is provided in Figure 5.9, while the nameplate ratings of its DERs are

provided in Table 5.6. There are 4 individual buildings at the KCM, which are the

solar hut, wind hut, as well as Smart Homes A and B. The solar hut is equipped with

30 kW of PV, although only 12 kW were connected at the time of the experiment.

The wind hut contains 20 kW of wind power capacity, a 75 kWh BESS, as well

as a 6 kW electric load (E-Load). Downstream of the solar and wind huts, smart

home A has a Level 2 charging station used for charging an on-premises EV (Nissan
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Table 5.6: Nameplate Ratings of DERs Used in Experiments.

DER Nameplate (Simulated) Nameplate (Real-World)

PV 5 kW SolarEdge 6000H, 2 x 6 kW

BESS 6 kW, 25 kWh -

EV 6 kW, 45 kWh Nissan Leaf 6 kW, 45 kWh

ST 0-2 kW 6 kW (E-Load)

Grid

Pole Mounted 50 kVA
PCC

Power Quality Meter

Solar Hut
30 kW

Wind Hut
20 kW

E-Load 
6kW

Smart Home A Smart Home B

Nissan Leaf
6 kW, 45 kWh

Pad Mounted 50 kVA

Figure 5.9: Single line diagram of the KCM used for validating the RETS.

Leaf), while smart home B has a 5 kW PV array. Each building is equipped with

a gateway device (either a Raspberry Pi or desktop machine), that communicates

with the blockchain network via a REST API. The model of the Raspberry Pi’s used

within the experiments is the Raspberry Pi B+, which has a 700 MHz processor

and 512 MB RAM, while the desktop machine has a 2.2 GHz processor with 8 GB

RAM that is running Ubuntu 16.04 operating system and HLF version 1.4.

5.5.1.2 Experimental Variables

For the simulated experiments, two independent sets of data are used, which in-

clude a summer data set (July 20-27, 2016), as well a winter dataset (Feb 1-Feb 8,
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2016). The data includes measurements from sensors at the KCM, which provide

observations for irradiance, indoor temperature, power generation/consumption of

all controllable DERs, as well as the power consumption of typical critical loads

for the home, including lighting, dishwasher, fridge, stove, among other standard

appliances. In terms of the bidding prices, the following list identifies the spe-

cific parameters used to generate energy bids for each DER, depending on if the

configuration of their DER preferences are selfish or helpful.

� Grid: TOU prices of 2018, plus regulatory and delivery charges. Off-peak

bids at $0.09435/kWh, mid-peak bids at $0.1259/kWh, and on-peak bids at

$0.1673/kWh

� PV: Static bidding at $0.05/kWh

� ST: Maximum bidding price of $0.1673/kWh, curve based on following con-

figurations:

– Helpful: Between 0◦C and 4◦C setpoint deviation allowed.

– Selfish: Between 0◦C and 1◦C setpoint deviation allowed.

� EV: Maximum bidding price of $0.1673/kWh, curve based on following con-

figurations:

– Helpful: Bidding ranges between $0.05/kWh - $0.09435/kWh (arrival to

departure)

– Selfish: Bidding ranges between $0.05/kWh - $0.1673/kWh (arrival to

departure)

� BESS: Maximum bidding price of $0.12/kWh, curve based on following con-

figurations:
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– Helpful: Charging at $0.06/kWh, Discharging at $0.08/kWh

– Selfish: Charging at $0.10/kWh, Discharging at $0.12/kWh

5.5.1.3 Experimental Methods

The simulated experiments are conducted on a testbench desktop application that

is developed as a part of this work, where a workflow diagram of the testbench

is depicted in Figure 5.10. First, the bidding preferences for each DER of each

homeowner are configured as selfish or helpful. Second, weather data (indoor/out-

door temperature and irradiance) and electricity prices are separated into 5 minute

market intervals and loaded into the testbench. Third, the load profile of the com-

munity is generated by equations Eqs (5.1)-(5.10) for every discrete market interval,

and the bidding strategies for all DERs are then executed to generate bids for the

market interval. The bids are evaluated by the proposed smart contract to generate

the MCP for the market interval, and the MCP is fed back into the community

model to determine the energy consumption/generation for each DER. When all

market intervals have been evaluated, the testbench exports the resultant load pro-

file of the community to a data file to calculate the load metrics described in Eqs

(5.11)-(5.18).

The real-world experiments are conducted at the KCM in a similar manner to

the simulated experiments. The configuration of the bidding strategies and the

pricing remains the same, however, the measurements and bids generated from the

DERs are collected by the RETS in real-time. Each DER is governed by a gateway

device, which is connected to the RETS by a REST API, that is developed to submit

bids and measurements to the blockchain ledger, as well as to monitor the result

of the MCP calculation. Once the smart contract finds the MCP, a notification is

received by the gateway device of the building, and the relevant DER is dispatched
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Figure 5.10: Workflow of testbench used to evaluate experimental results.

accordingly.

5.5.2 Results From Simulated Experiments

5.5.2.1 Experiment 1: Benchmarking of Proposed System

The objective of the first experiment is to benchmark the proposed system’s scal-

ability by observing its transaction latency as a function of increasing nodes. The

benchmarking is performed as per the monte carlo-based methodology defined

in [123], where eight client applications are launched simultaneously, which in-

voke the submitBid and doDoubleAuction methods of the smart contracts for 1000

iterations. The consensus mechanism used for the benchmark is pBFT. The num-

ber of nodes participating in the pBFT consensus process is varied from 2 to 12 in

order to determine their effect on the overall execution time of the aforementioned

functions. It is important to reiterate that the number of nodes does not equal

the number of homeowners engaging in energy trading within the proposed system.

As explained in Chapter 2, multiple peers, or in this case, homeowners, can be

assigned to a single node, and interact with the node using a client application.
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Thus, the number of active client applications is the true measure of the number

of homeowners engaging in the trading process.

To facilitate the benchmarking of the trading process, the ledger is loaded with

1000 bids from 8 different client applications using the submitBid function, and the

MCP is calculated for the 1000 bids for 1000 iterations using the doDoubleAuction

function. The consensus execution time, otherwise referred to as the transaction

latency, is calculated by recording the timestamp at the transaction proposal stage

and subtracting it from the timestamp recorded as soon as the transaction is com-

mitted to the ledger. The block size and block speed are retained from the default

settings as 10 transactions per block, and 2 seconds, respectively.

The benchmarking results can be seen in Figure 5.11, where the submitBid

function has little latency differential from 2 nodes (3.62 s) to 12 nodes (5.72 s).

This is in contrast to the doDoubleAuction function, where the latency differential

almost triples from 3.5 s at 2 nodes to 11.4 s at 12 nodes. At 12 nodes, the latency

of the doDoubleAuction function is roughly double of the submitBid function, which

is to be expected, since the computational complexity of the former is greater than

the latter. Nonetheless, even at 12 nodes, the proposed system demonstrates good

scalability, where the total transaction time of both functions at 12 nodes is 17.12

s, which is sufficient to execute RETS, where typical market intervals operate in

the time resolution of minutes [109].
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Figure 5.11: Transaction latency of proposed RETS as a function of increasing nodes.

5.5.2.2 Experiment 2: Impact of Helpful Bidding Strategies on Peak

Demand

The objective of this experiment is to determine the impact of helpful bidding

strategies on the peak demand of the community. To begin with, the impact of the

helpful BESS bidding strategy will be determined. First, a baseline is established,

whereby each homeowner within the 8-home community is configured to have a

selfish strategy for their BESS, EV, and ST, as depicted in Figure 5.10. Subse-

quently, the strategy distribution of the BESSs is incremented by one helpful BESS

at a time, with community load profiles being generated from a distribution of 8

selfish BESSs and 0 helpful BESSs, to 0 selfish BESSs and 8 helpful BESSs. This

type of sensitivity analysis is useful in isolating the impact of the BESS bidding

strategy on the peak demand of the community. While the strategy distribution
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of the BESS bidding strategy is being manipulated, observations are also recorded

for the net cost for the community ($), the total energy consumption (kWH), the

load factor (%), as well as the renewable energy utilization.

The results of the aforementioned sensitivity analysis for the summer data set

can be seen in Figure 5.12 and Figure 5.13. As seen in the figures, increasing the

amount of helpful BESSs has a direct impact on reducing the community peak

load, as well as the community cost. The peak load reduces from 101.7 kW when

there are 8 selfish BESSs, to 53.3 kW when there are 8 helpful BESSs, which is a

decrease of 62%. Similarly, the community cost decreases from $252.1 to $240.8,

which is a decrease of 4.76%. To highlight the full impact of the helpful BESSs,

the load profiles of two scenarios are plotted in Figure 5.14, where the first load

profile is the baseline load profile where all DERs are configured as selfish, and the

second load profile has a configuration of 8 helpful BESSs. As seen in Figure 5.14,

the daily peak reduction is significant due to the presence of helpful BESSs.

Furthermore, Figure 5.15 shows the difference in behavior of helpful BESSs and

selfish BESSs as a function of their power output. As seen in the figure, the daily

peak demand aligns with the coincident charging of selfish BESSs, while during

the same time frame, helpful BESSs tend to discharge (negative values for power

output signify that the BESS is discharging). Thus, helpful BESSs play a dominant

role in reduction of peak demand for the community, and contribute a maximum

cumulative reduction of 40.8 kW, which is 85% of the total reduction observed

during the time of the study.

Further load metrics are provided in Table 5.7, which indicate that the presence

of helpful BESSs lead to significant increases in load factor (from 14% to 27%),

and renewable energy utilization (69% to 93%). The increase in renewable energy

utilization is primarily due to the fact that the helpful BESSs seek to charge with
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Figure 5.12: Impact of helpful BESSs on peak demand.
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Figure 5.13: Impact of helpful BESSs on community cost.

any excess renewable power available throughout the day-time, when PV power is

abundant. The increase in load factor is again impacted significantly by the helpful

BESSs that discharge at off-peak hours, where the consumption of EVs would be

at their highest. There is also a reduction in weekly energy consumption between

the two scenarios, which is observed to be 54.9 kWh, or 2.23%.
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Figure 5.14: Load profile comparison of a community between baseline and helpful BESSs

for summer dataset.
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Figure 5.15: Power output of selfish and helpful BESSs.
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Table 5.7: Comparison of load metrics for baseline and helpful scenarios for summer

dataset.

Metric Baseline 8 Helpful BESSs

Weekly Energy Consumption (kWh) 2411.0 2356.1

Peak Load (kW) 101.7 53.3

Load Factor (%) 14 27

Renewable Energy Utilization (%) 69 93

It is worthwhile to mention that the STs also have a role to play in the reduction

of the peak load. By closely following the MCP, STs are able to pre-cool their

homes when the MCP is lower and reduce their consumption by adjusting their

cooling needs when the MCP is high. This can be seen in Figure 5.16, where the

MCP hovers around the $0.05/kWh mark from the period of 8:00 to 16:00. The

MCP is driven to this mark because of the excess generation of inexpensive PV

energy during the day. During this time frame, the STs increase their electrical

consumption to pre-cool their homes. On the other hand, the spiking of the MCP

to $0.12/kWh after 17:00 causes the STs to decrease their electrical consumption.

The experiment is repeated for the winter dataset, with the weekly load profile

comparison presented in Figure 5.17, and the load metric comparison presented in

Table 5.8. As seen in the table, against the baseline scenario, the presence of 8

helpful BESSs results in a peak reduction from 114.4 kW to 62.5 kW, which is a

reduction of 45%. There is also a noticeable increase in load factor, from 25% to

41%, which represents an increase of 64%. Further, there is a significant decrease in

overall energy consumption, from 4820.3 kWh, to 4258.7 kWh, which is a decrease

of 11.6%. There is negligible improvement in the renewable energy utilization,

primarily because the utilization is already quite high at 93%.
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Figure 5.16: Power consumption of helpful STs that follow the MCP.

Recalling that the peak demand reduction from the summer dataset is 52%, it

can be observed that the helpful bidding strategy does not perform as well in the

winter as it does in the summer. This can be explained by the fact that there is

much less PV energy available in the winter when compared to the summer, and

as such, helpful BESSs are not able to charge completely during the daytime. This

means that the helpful BESSs cannot discharge as effectively during the evening

when the peak loading occurs. This is illustrated in Figure 5.18, where the figure

shows the SoC of selfish and helpful BESSs, and it can be seen that the selfish

BESSs are able to reach 100% SoC on a daily basis, while helpful BESSs are not.

Nevertheless, a winter peak demand of 62.5 kW translates into a peak apparent

load of 69.5 kVA, assuming a typical residential power factor of 0.9 [30]. This

means that DSOs would need to replace all 50 kVA distribution transformers with

75 kVA transformers to support the peak demand. This results in CAPEX savings
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Figure 5.17: Load profile comparison of a community between baseline and helpful BESSs

for winter dataset.
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Figure 5.18: SoC comparison between helpful and selfish BESSs for winter dataset.
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Table 5.8: Comparison of load metrics for baseline and helpful scenarios for winter dataset.

Metric Baseline 8 Helpful BESSs

Weekly Energy Consumption (kWh) 4820.3 4258.7

Peak Load (kW) 114.4 62.5

Load Factor (%) 25 41

Renewable Energy Utilization (%) 93 95

for DSOs as compared to the baseline scenario, where the peak demand is recorded

as 101.7 kW (113 kVA), and the capacity of the transformer would need to be

upgraded to 125 kVA. The overall CAPEX savings for a DSO is approximately

$2,340 per transformer according to the transformer prices found in [124]. Thus,

the resultant CAPEX savings generated by the proposed RETS for 10 DSOs in

Ontario, Canada, can be found using (5.12), where the results of this financial

assessment are presented in Table 5.9. As seen in the table, the proposed RETS is

able to provide an average of $56.8M, or 31.6%, of CAPEX savings for each DSO.
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Table 5.9: CAPEX savings for DSOs with a reduced peak demand of 62.5 kW.

DSO Transformer Baseline RETS CAPEX

Replacements CAPEX ($) CAPEX ($) Saved ($)

Alectra Utiliites 102,260 756.5 M 517.2 M 239.3 M

Toronto Hydro 54,081 400.1 M 273.5 M 126.6 M

Hydro Ottawa 42,348 313.3 M 214.2 M 99.1 M

London Hydro 13,535 100.1 M 68.5 M 31.7 M

Kitchener-Wilmot 9,583 70.9 M 48.5 M 22.4 M

Waterloo North 7,354 54.4 M 37.2 M 17.2 M

EnWin Utilities 5,963 44.1 M 30.2 M 17.2 M

Halton Hills Hydro 3,622 26.8 M 18.3 M 8.5 M

Essex Powerlines 2,774 20.5 M 14.0 M 8.5 M

Lakefront Utilities 1,104 8.2 M 5.6 M 2.6 M

Averages 24,262 179.5 M 122.7 M 56.8 M

5.5.2.3 Experiment 3: Impact of Demand Caps on Peak Demand

The objective of this experiment is to determine the impact of DSO-provided de-

mand caps on the peak demand of the community. As such, two types of demand

caps are experimented with, which are quantity demand caps (Q-caps), as well as

price demand caps (P-caps). For Q-caps, the quantity of the cap is set to 40 kW,

while the price is set to the TOU price for every market interval during the simu-

lation. For the P-Cap, the quantity is again capped at 40 kW, however, the price

of the cap is twice as much as the TOU price. The bidding preferences for the

community remain the same as used in the previous experiment, where 8 helpful

BESSs are used.
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Table 5.10: Comparison of load metrics for demand cap scenarios for summer dataset.

Metric 8 Helpful BESSs 40 Q-Cap 40 P-Cap

Weekly Energy Consumption (kWh) 2356.1 2356.1 1493.9

Peak Load (kW) 53.3 49.6 41.7

Load Factor (%) 27 28 21

Renewable Energy Utilization (%) 93 93 93

Community Cost ($) 231.4 231.4 299.7

The impact of demand caps can be seen in Figure 5.19, while relevant load

metrics are provided in Table 5.10. As seen in the figure, although both the Q-

Cap and P-Cap are able to reduce the peak demand on all days of the week, their

maximum peak is still above 40 kW (49.6 kW for the Q-Cap, 41.71 kW for the

P-Cap). Several reasons cause this behavior. First, critical loads represent 17 kW,

or 42.8% of the P-Cap peak load, and these critical loads must be served regardless

of high the MCP is. Second, there is a limit to how helpful the DERs can be with

respect to the theoretical limits of their bidding curves. To illustrate this, a plot

of the SoC of the EVs is presented for both Q-Cap and P-Cap scenarios in Figure

5.20. As seen in the figure, the plot of the P-Cap shows that the EV never gains

a full charge during the week because of the doubling of the MCP, whereas, an

EV in the Q-cap scenario retains a full charge at the start of every day. It is also

worthwhile to mention that the community energy costs in the P-Cap scenario rise

significantly from $231.43 to $299.72, which is an increase of 22.7%, also due to the

rise in MCP.

For the sake of completion, a similar analysis is done for the winter dataset. The

weekly load profile is provided in Figure 5.21, while the accompanying load metrics

are provided in Table 5.11. In this case, the P-Cap is able to reduce the community
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Figure 5.19: Peak reduction of community after demand caps are applied.
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Figure 5.20: SoC of EVs when demand cap is enforced.
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Figure 5.21: Peak reduction of community after demand caps are applied for winter

dataset.

peak load from 62.5 kW to 35.1 kW, which is a reduction of 43.8%. However, the

community cost also rises from $462.58 to $529.7, which is an increase of 12.7%.

From the CAPEX savings point of view, the ability of the proposed RETS to

drive the peak demand down to a maximum of 41.7 kW (46.3 kVA) means that

DSOs would not need to upgrade their existing 50 kVA distribution transform-

ers. Deducting the cost of replacing the 50 kVA transformers once during their

expected lifetime, the computed CAPEX saving is $7398 per transformer as per

the transformer pricing in [124]. Thus, the resultant CAPEX savings are presented

in Table 5.12, where the proposed RETS is able to provide an average of $102.5 M

(or 57.1%) of CAPEX savings for the DSOs under study.
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Table 5.11: Comparison of load metrics for demand cap scenarios for winter dataset.

Metric 8 Helpful BESSs 40 Q-Cap 40 P-Cap

Weekly Energy Consumption (kWh) 4258.8 4192.6 2303.6

Peak Load (kW) 62.5 56.0 35.1

Load Factor (%) 41 45 39

Renewable Energy Utilization (%) 96 95 94

Community Cost ($) 462.6 457.2 529.7

Table 5.12: CAPEX savings for DSOs with a reduced peak demand of 41.7 kW.

DSO Transformer Baseline RETS CAPEX

Replacements CAPEX ($) CAPEX ($) Saved ($)

Alectra Utiliites 102,260 756.5 M 324.4 M 432.1 M

Toronto Hydro 54,081 400.1 M 171.2 M 228.5 M

Hydro Ottawa 42,348 313.3 M 134.3 M 179.0 M

London Hydro 13,535 100.1 M 42.9 M 57.2 M

Kitchener-Wilmot 9,583 70.9 M 30.4 M 40.5 M

Waterloo North 7,354 54.4 M 23.3 M 31.1 M

EnWin Utilities 5,963 44.1 M 18.9 M 25.2 M

Halton Hills Hydro 3,622 26.8 M 11.5 M 15.3 M

Essex Powerlines 2,774 20.5 M 8.8 M 11.7 M

Lakefront Utilities 1,104 8.2 M 3.5 M 4.7 M

Averages 24,262 179.5 M 76.9 M 102.5 M
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5.5.3 Results From Real-World Experiments

5.5.3.1 Experiment 4: Energy Trading at KCM

The execution of the real-world experiments involves the participation of the PV of

the solar hut, the EV of Smart Home A, the E-Load of the wind hut, as well as the

critical loads of Smart Home B. The objective of this case study is to demonstrate

energy trading between the three aforementioned DERs. Figures 5.22 - 5.24 show

the results of 3 consecutive bidding cycles, while Figure 5.25 shows the individual

load profile of all three DERs, including measurements from the PCC of the micro-

grid to the main distribution grid. The sign of the PCC measurements indicates

whether the microgrid is exporting (negative) or importing (positive) power from

the main grid. All bids from the DERs are submitted using the submitBid func-

tion, while the MCP is found by executing the doDoubleAuction function, which is

triggered for every 2 minute market interval.

A description of all three bids is as follows:

� Bid #1 Market Interval: 11:51:10 to 11:53:10

– Bid Details: As seen in Figure 5.22, the E-Load bids at $0.10/5 kWh,

while PV bids at $0.05/10 kWh. The EV is assumed to have just arrived

home and is on standby power (1.4 kW), which is counted as a critical

load. With the critical loads of Smart House B being roughly 1.6 kW,

the resultant critical load bid is $0.1/3 kWh.

– Result: All bids are accepted at an MCP of $0.05/kWh. The PV of

the KCM is able to satisfy its entire load.

� Bid #2 Market Interval: 11:53:10 to 11:55:10
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– Bid Details: As seen in Figure 5.23, the EV requires charging and bids

at $0.15/5 kWh, which outbids the bid of the E-Load at $0.10/6 kWh.

The critical load bid is unchanged.

– Result: The PV of the KCM cannot satisfy the total demand bid into

the market. The MCP for this market interval is calculated at $0.1/kWh,

which grants the bids of critical loads and EV, while denying the bid of

the E-Load.

� Bid #3 Market Interval: 11:55:10 to 11:57:10

– Bid Details: As seen in Figure 5.24, The E-Load upgrades its bid to

$0.20/6 kWh, while the critical load and EV bids are unchanged.

– Result: The upgraded E-Load bid pushes the MCP to $0.16/kWh,

which matches the TOU bid price of the grid. This results in the KCM

importing roughly 1 kWh from the main grid to satisfy all three loads.

A time series graph of the experiment is provided in Figure 5.25, which reflects

the load profile of the DERs during all three bidding cycles. The PV output remains

constant throughout the experiment, while the measurement at the PCC fluctuates

as a result of the EV and E-Load being turned on and off. Prior to the first

bidding cycle, the E-Load is off, while the EV draws 1.4 kW of standby power. At

this point, the KCM is still exporting approximately 1.5 kW of its PV generation,

which can be determined by taking the difference from the total PV generation

(10 kW) and the total demand at the PCC (-8.5 kW). With the result of the first

bidding cycle dictating that only the E-Load is turned on, the E-Load begins to

consume its full bid quantity of 6 kW, which can be seen in Figure 5.25 since there

is a corresponding spike of 6 kW in the plots of the PCC and E-Load.
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Figure 5.22: Bid #1: PV energy satisfies entire KCM demand.
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Figure 5.23: Bid #2: E-Load is turned off due to being outbid by the EV.
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Figure 5.24: Bid #3: KCM requires grid import due to high bids from EV and E-Load.
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Figure 5.25: Load profile of DERs during all three bids.
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In the second bidding cycle, the EV outbids the E-Load, which results in the

EV being allowed to consume its full bid quantity of 6 kW, while the E-Load is

turned off. This can be seen in Figure 5.25, where the plot of the E-Load reports

zero consumption, and the plot of the EV shows its power consumption nearing 6

kW. Finally, in the third bidding cycle, both the EV and E-Load win their bids

and are turned on. This results in the plot of the PCC turning positive for the first

time in Figure 5.25, indicating that the KCM is importing approximately 1 kW

from the main grid to satisfy its loading requirement.

5.5.3.2 Experiment 5: Implementation of Demand Cap at KCM

The objective of the final experiment is to demonstrate the impact of demand caps

at the KCM, where a time-series plot of the load profile of the KCM can be seen

in Figure 5.26. At the beginning of the experiment, observed at a timestamp of

14:35:30, both the EV and the E-Load are idle and are consuming no power. Both

the EV and E-Load subsequently bid into the marketplace and win their initial

bids at 14:36:00, with the loading of the KCM peaking to 10 kW as a result. The

first instance of a demand cap is signaled at 14:36:30, where the cap is set at a

threshold of 5 kW. In this case, the EV outbids the E-Load, and the E-Load turns

off, resulting in the KCM net load being approximately 4 kW. The second instance

of a demand cap is executed at 14:37:20 and set to 0 kW, which results in the EV

being turned off as well. This results in the KCM ultimately having a negative

load, and which signifies that the KCM is exporting power back to the main grid.

Thus, the impact of demand caps can conclusively be seen in Figure 5.26, which

demonstrates its ability to limit the total demand of the KCM.
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Figure 5.26: Plot of demand caps altering load profile of the KCM.

5.6 Assumptions and Limitations

The following bulleted list summarizes some assumptions made by the implemen-

tation of the TES as well as some of its limitations.

� Assumption: Transformer rating must never be exceeded: The con-

dition for the potential replacement of a transformer is that the peak demand

of the community may never exceed the transformer capacity rating. How-

ever, in practice, short-term overloading of the transformer is permissible, in

some cases, with up to 50% of its rated capacity [125]. While short-term

overloading will reduce the life of the transformer, it does provide some level

of tolerance that should be factored into the financial assessment.
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� Limitation: Experiments conducted on original TOU schedules: It

is reasonable to assume that DSOs would alter TOU schedules after finding

that homeowner behavior would create a new peak after 19:00, when conven-

tionally, those hours would be classified as off-peak hours. The limitation of

this work is that the TOU schedules used to simulate the RETS are based on

conventional TOU schedules, when, in practice, TOU timings would be varied

to determine their relative impact on the peak demand of the community.

� Limitation: Financial assessment does not consider upstream distri-

bution system: The portion of the SDG that is upstream from the neighbor-

hood transformer, including feeder capacity and substations, was not consid-

ered in the avoided CAPEX calculation. Indeed, the avoided CAPEX could

be much more significant if additional capacity needs to be added to either the

substation or the many feeders within the SDG as a result of the increase in

peak demand. This limitation can be mitigated by obtaining a model of each

of the DSOs and performing load-flow analysis to determine if any capacity

constraints are violated.

5.7 Chapter Summary

This chapter presents a blockchain-based RETS that enables homeowners to trade

energy and reduce peak demand. A fuzzy bidding strategy is developed for BESSs

to distinguish their operation as selfish or helpful, thus enabling helpful BESSs

to alter their schedule to reduce peak demand. Simulation results reveal that the

proposed system reduces the peak load of an 8-home residential community by 62%,

thus generating an average CAPEX savings of $102.5M for DSOs in Ontario. The

proposed system is implemented on the HLF platform and deployed to the KCM,
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where real-world experiments demonstrate how the KCM can reduce demand and

minimize energy imports from the DSO. The execution time of the proposed RETS

is benchmarked at 17.12 s, which is sufficient for RETS.
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Chapter 6 - Conclusion and Future Work

The final chapter of this thesis seeks to summarize the findings of the distributed

communication and control frameworks proposed in Chapters 3-5, and highlight the

key contributions of this work. Additionally, since the thesis is heavily reliant on its

contribution towards real-world experimentation, a section is devoted to challenges

related to implementation and commercialization of the proposed frameworks. Fi-

nally, the chapter is rounded out by expanding and expand on the future directions

that this research can follow.

6.1 Thesis Summary

This thesis develops three new distributed communication and control frameworks

for SDG applications using modern technologies such as the IoT and blockchains.

The proposed frameworks are designed to address key challenges within SDGs that

are brought on by the rapid proliferation of agent-owned DERs, which revolve

mainly around the unintended negative consequences that occur when DERs are

operated in an uncoordinated manner. The concepts of distributed communication

and control of DERs are instrumental in achieving a level of coordination that sat-

isfy the economic and operational objectives of both DSOs and the agents. Utilizing

the ethos of transactive energy as a basis for the design of distributed communi-

cation and control frameworks, the frameworks must provide i) robust, distributed
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and real-time messaging capability; ii) auditable mechanisms that help enforce stan-

dards of performance when agents utilize DERs to provide ancillary services; and

iii) techno-economic feasibility with respect to its scalability and cost-reduction po-

tential. Thus, the proposed frameworks in this thesis utilize the scalable, real-time

messaging capability of DDS to provide robust inter-agent messaging, while lever-

aging the distributed ledger of permissioned blockchains to provide a transparent

and verifiable transaction history to eliminate any potential trust issues between

agents and DSOs.

Chapter 3 proposes a DCF that is built on top of DDS middleware, with the

objective of providing real-time inter-agent messaging that enables agents to coor-

dinate their control actions despite experiencing intermittent connection issues that

may result in the misaligned execution of distributed control strategies. A SIL plat-

form is developed to enable the rapid prototyping of distributed control strategies

that utilize the DCF in various SDG applications. In this particular chapter, the

DCF is leveraged within the application of distributed voltage regulation, where

agents execute the AWC control strategy to resolve voltage violations in real-time.

Simulation results on a 39-bus test feeder demonstrate that the agents are able to

execute the AWC successfully even when certain agents receive outdated messages

after being disconnected from the network. Furthermore, the DCF is deployed to

the KCM, which regularly suffers from extreme overvoltage violations due to its

substantial PV generation. Real-world experimental results demonstrate the abil-

ity of the DCF to mitigate the aforementioned violations in real-time. Lastly, the

DCF is benchmarked alongside other popular IoT middlewares, such as AMQP and

MQTT, and is found to provide superior message latency and throughput, while

also satisfying the minimum latency requirements of smart grid applications.

Chapter 4 presents a TES that utilizes a permissioned blockchain architecture
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to facilitate a decentralized marketplace wherein agents may bid for voltage regu-

lation service contracts. The main objective of the proposed TES is to eliminate

trust issues between distributed agents that would otherwise have no mechanism

to ensure that voltage violations are resolved at the correct time and at an agreed

upon price. The presence of a decentralized marketplace also enables agents to bid

for multiple voltage violations simultaneously, which can then be resolved in less

bidding cycles when compared to similar approaches. Thus, the proposed TES im-

plements a smart contract that maintains an auditable credit score for each agent

to establish their trustworthiness and effectiveness in resolving voltage violations,

and also implements the ECNP control strategy to enable agents to resolve mul-

tiple voltage violations in parallel. A novel incentive algorithm is also proposed

to reward agents for successful mitigations of voltage violations, while also levying

heavy penalties if the agents are unable to resolve any violations that they are

assigned. Simulated experiments on a 69-bus feeder demonstrate the ability of the

proposed TES to resolve voltage violations in less bidding cycles than the original

CNP control strategy.

Chapter 5 presents a permissioned blockchain implementation of a RETS, with

the objective of reducing the peak demand of a residential community. Novel bid-

ding strategies of controllable DERs, such as EVs, BESSs, and STs, are developed

to mimic realistic preferences of homeowners that govern the operation of these

DERs. In particular, a fuzzy logic-based bidding strategy is developed for BESSs

that takes its SoC, time of day, and net load into account before bidding into the

proposed RETS. The bidding strategies are characterized as helpful or selfish, where

a helpful strategy reflects the willingness of a homeowner to alter the operational

schedule of their DERs to help reduce peak demand, while a selfish strategy maxi-

mizes the homeowner’s individualistic objectives of convenience or cost reduction.
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A smart contract is developed to facilitate the RETS in discrete market intervals,

while also allowing DSOs to set demand caps to limit the allowable demand for an

interval. Simulation results executed within an 8-home residential community show

that the proposed RETS is able to reduce the peak demand of the community by

62%. Using this result, a financial assessment is carried out on 10 DSOs within

Ontario, Canada, where it is determined that the reduction in peak demand would

translate to an average of $102.5M in CAPEX savings for the DSOs due to the

avoidance of transformer upgrades. The proposed RETS is also deployed to the

KCM, where outdoor experiments demonstrate the ability of the RETS to mini-

mize imports from the main grid, and obey demand caps set by the DSO. Lastly,

the end to end execution of the smart contract is benchmarked using monte-carlo

methods, and found to provide a transaction latency of 17 s, which is sufficient for

the timing requirements of RETS.

6.2 Thesis Contributions

The following list highlights the contributions made by this thesis:

1. The development of a completely distributed communication framework for

inter-agent messaging built on DDS. The design of the DCF is compliant

with FIPA standards, while the configuration of its QoS profiles to prioritize

critical agent messages, as well as prevent outdated messages from reaching

agents who experience intermittent connection failures, enhances the efficacy

of distributed control strategies that otherwise assume that messages always

arrive in the exact order they are sent, which is unrealistic.

2. The development of a novel TES for distributed voltage regulation, which

enables multiple voltage violations to be resolved simultaneously using the
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ECNP control strategy, while facilitating a novel smart contract that audits

agent performance and penalizes agents for the unsuccessful mitigation of

voltage violations. The concept of enforcing penalties in an automated man-

ner via smart contracts is an approach that has not been extended to the

application of voltage regulation by previous work.

3. The design of bidding strategies that reflect the operational preferences of

homeowners for BESSs, STs, and EVs, and the contextualization of these

bidding strategies in terms of the impact they may have in reducing peak

demand.

4. A techno-economic evaluation of a blockchain-based RETS that observes its

scalability as a function of increasing nodes, as well as its ability to generate

CAPEX savings for DSOs as a function of reduced peak demand.

5. The real-world implementation and deployment of all three proposed frame-

works at a microgrid with significant amounts of renewable energy. The ex-

perimental results of this thesis present conclusive evidence in demonstrating

the efficacy of the proposed frameworks for a variety of SDG applications,

such as voltage regulation, energy trading, and demand response.

6.3 Challenges in Implementation and Commercialization

The following bulleted list summarizes the various challenges faced in the real-

world experimentation of the proposed frameworks, with a view towards future

commercialization.

� Difficulty managing remote upgrades: During the real-world experimen-

tation of the RETS developed in Chapter 5, test cases where the SolarEdge
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PV inverters needed to be curtailed for particular market intervals would fail

and return an unsupported function error from the SolarEdge inverters. The

error did not appear in the knowledge base of the SolarEdge company website.

Upon contacting the SolarEdge technical team, it was found that they had

disabled advanced grid control features for all single-phase inverters, and used

a remote firmware upgrade to disable all applicable active SolarEdge inverters

deployed in the field. This type of service interruption acts as a significant

barrier to both research and development, as well as commercialization for use

cases where local active and reactive power control is required in single-phase

inverters. Any decision to push firmware upgrades from the manufacturers of

DERs should be confirmed with customers prior to its deployment, such that

any interruption to existing algorithms can be handled in advance.

� Expensive software licenses: The bulk of modeling and real-world imple-

mentation within this thesis was done in LabVIEW and MATLAB, both of

which require expensive annual licenses to use. In contrast, the implemen-

tation of the communication frameworks based on AMQP and MQTT was

based on Python, which is open-source and free of charge. Additionally, the

blockchain implementation of HLF was also done in an open-source manner

using NodeJS. Thus, to mitigate risk of expensive software licenses when po-

tentially commercializing the frameworks proposed in this thesis, it may be a

good idea to rewrite the proposed control algorithms in open-source languages

such as Python or NodeJS.

� Focusing on interoperability: As more DERs continue to be adopted,

there are significant issues for developers of energy control software in main-

taining control modules, or drivers, to communicate with each type of device.

To solve this issue, power system researchers are seeking to standardize the
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data and services that DERs can provide, with standards such as IEC 61850

and SunSpec [126]. These standards ensure interoperability between DERs,

such that the make/models of DERs can be switched seamlessly, therefore

avoiding vendor lock. When looking forward to commercialization, this fea-

ture could reduce expensive and time consuming maintenance of software

when DERs are changed.

6.4 Future Work

This subsection expands on the future work that may serve as a guide for further

potential research directions. The future work is discussed in context of each of

the proposed frameworks in this thesis, with the theme of cybsersecurity spanning

across all three frameworks.

6.4.1 Impacts of Cybersecurity

With SDGs rapidly decentralizing and enlisting the support of DERs to enter the

new paradigm of transactive energy, the importance of cybersecurity has never

been more important. While previously, power system control and operations were

governed by secure hardware and networks that were firmly in control of power

system operators, the extension of the power system to include DER owners has

introduced new vulnerabilities that could compromise the reliability of the overall

system [127]. This thesis focuses on the role of disparate agents to coordinate

the actions of DERs with DSOs, execute distributed algorithms, and disseminate

incentives for services provided, however, this thesis does not particularly address

the vulnerabilities of these data exchanges and their resulting impact on the overall

SDG.
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A major point of attack, for example, could be the agent platform itself, where

the control logic of the agent is contained. If strict authentication protocols and

firewalls are not present on the agent platform, a malicious agent could obtain access

to the control logic, and begin to inject false data within the algorithm, which in the

case of distributed voltage regulation algorithms that were presented in Chapter

3 and Chapter 4, could result in a voltage collapse. This scenario is especially

relevant to IoT-based hardware, which are known to have light-weight hardware and

thus may not have the computing power to reliably execute strict authentication

procedures [128]. Another major point of attack is the integration points between

the DSO network and the agent network, where the security protocols of the agent

network may not be as robust as the network governed by the DSO. Since this thesis

does not discuss fraud prevention or detection, it is difficult for DSOs to assess and

validate the data being exchanged by agents. It is worthwhile to mention that

blockchain-based systems utilize digital public/private keys to validate the identity

of the agent and the authenticity of the agent’s data, however, if the keys are located

on the agent platform itself, a malicious agent may find an entry point within the

system. In general, more work is required in building out a comprehensive cyber-

attack mitigation strategy for SDGs, which may include a survey of vulnerable

attack points that must be secured, attack identification, detection, and mitigation

techniques, and protocols to follow when a cyber-attack is underway.

6.4.2 DDS-Based Distributed Communication Framework for Distributed

Voltage Regulation

Building on the concerns related to cybersecurity as discussed in the previous sub-

section, the topic-based, publish-subscribe communication architecture is particu-

larly vulnerable to attacks such as man-in-the-middle, or denial of service [129].
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The security measures taken in the design of the DCF prevent eavesdropping from

malicious agents, however, suitable attack prevention strategies that involve en-

cryption may provide better security coverage [130]. The usage of encryption may

also protect the integrity of the control message as it is distributed to many dif-

ferent agents [131]. Thus, one research direction for this work may be to further

research security measures that are native to DDS, and leverage them within the

design of the DCF as was done with the configuration of the QoS profiles to prevent

the distribution of outdated messages. Aside from this, another step would be to

utilize the developed SIL platform for ultra-critical SDG applications that have an

extremely low threshold for latency and jitter, such as protection and control [132].

Will the message latency of the DCF be acceptable within this application when

the number of agents exceed 1000, 10,000, or 1,000,000?

6.4.3 Blockchain-based TES for Distributed Voltage Regulation

As mentioned in Chapter 2, the pBFT consensus algorithm used in a permissioned

blockchain architecture is useful in limiting the computational effort of consensus.

However, its communication complexity of O(n2) may limit its efficacy as the num-

ber of agents grow within the network. In the context of cyber-physical SDGs,

this can be countered by assigning an agent a larger spatial area of operation to

reduce the total number of agents, but this may not be the most optimal solution

if the spatial partitioning is not a function of size, but of the location of DERs.

As such, it may be worthwhile to proceed in two directions. First, surveying the

latest consensus protocols available in literature and determining their feasibility by

evaluating their communication and computational complexity against the pBFT.

Second, if suitable consensus protocols are not found, are there modifications that

could be made to existing consensus protocols to increase their scalability?
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6.4.4 Blockchain-based RETS

As demonstrated in Chapter 5, the effect of the demand cap significantly increases

the community energy cost due to the increase in MCP. Considering the fact that

DSOs would realize an average of $102.5M of CAPEX savings due to the presence

of the demand cap, there is a need to provide compensation to homeowners that

would incentivize them to participate in the RETS, thereby increasing its positive

uptake. The design of incentive structures must, almost certainly, shield the home-

owner from the additional cost they had to pay because of the rise in the MCP.

Furthermore, the incentive structure should also enable homeowners to set mini-

mum expectations for the compensation they feel that they deserve for providing

flexibility to the DSO when demand response signals are sent.
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A.2 Thesis Multimedia

The work in this thesis has generated several demonstration and informational
videos that describe how the proposed communication and control frameworks have
been deployed to the Kortright Centre Microgrid (KCM), located in Vaughan, On-
tario. A description and link to each video is given in the list below.

� Voltage Regulation Using Smart Inverters and Data Distribution
Service (DDS): Primer video to introduce the problem of voltage regulation,
and how it can be solved by utilizing the proposed distributed communifcation
framework that is built upon DDS. https://youtu.be/RnXo0Lt7vUI

� Voltage Regulation DERMS Software Demo: Demonstration video
that shows how Distributed Energy Resources (DERs) can regulate voltage
at the KCM by modulating real and reactive power. https://youtu.be/

iVUiqXaG9mE

� Real World P2P Energy Trading on Blockchains EXPLAINED:
Primer video that describes the infeasible rise in peak demand caused by the
electrification of residential communities, and how the proposed blockchain-
based, transactive energy system can reduce this demand by over 50% while
enabling further trust between prosumers and distribution system operators
(DSOs). https://youtu.be/_woIfSYOey4

� Blockchain Transactive Energy Dashboard DEMO: Demonstration
video that shows the proposed blockchain-based, transactive energy system
facilitating a residential energy trading system at the KCM to reduce energy
imports from the DSO. https://youtu.be/XHQd-nqL8HM
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