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ABSTRACT

The applications deployed in modern data centers are highly diverse in terms of
architecture and performance needs. It is a challenge to provide consistent services to all
applications in a shared environment. This thesis proposes a generic analytical engine
that can optimize the use of cloud-based resources according to service needs in an
autonomic manner. The proposed system is capable of ingesting large amounts of data
generated by various monitoring services within data centers. Then, by transforming that
data into actionable knowledge, the system can make the necessary decisions to maintain
a desired level of quality of service. The contributions of this work are the following:
First, we define a scalable architecture to collect the metrics and store the data. Second,
we design and implement a process for building prediction models that characterize
application performance using data mining and statistical techniques. Lastly, we evaluate

the accuracy of the prediction models.
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Chapter 1
Introduction

Elasticity in cloud applications is becoming a strong requirement in the growing cloud
computing industry. Elasticity means that the deployment is flexible, so that resources are
added or removed at will and on demand. The implication is that the applications should
be built in a way to be distributed and adaptable in this volatile topology. Handling and
controlling such ability requires a special model management model. This new model is
known as Dynamic elasticity Management of Cloud Clusters, or Auto Scaling [1] for
short. By leveraging auto-scaling capabilities, application owners can maintain their
Quality of Service (QoS) obligations that will allow them to satisfy their SLAs (Service-

level Agreements) more quickly.

1.1 Motivation

The demand for more cost-effective and scalable cloud services brings about a disruptive
change in enterprise data centers and gives rise to a new computing paradigm. Auto-
scaling is now a strong requirement in the industry to optimize the resources used by
cloud applications.

There exists a large number of diverse projects on auto-scaling in cloud
computing. Most of the projects are concentrating on the procedure of auto-scaling and

the integration of the services. Also, in contrast to this work, the other projects are mostly



interested in scaling the cloud servers based on their statistics instead of focusing on the
applications’ behavior.

Another difference between our work and other works is that the other projects
are mostly designed to be reactive to the status of the system. For example, when average
CPU usage of the cloud servers reaches above 80% they would add more servers, and
whenever the servers are under-utilized, they would remove one or more servers to avoid
extra costs. Reactive adaptation has its drawbacks. Reactive scaling always happens after
the conditions are met. Knowing the future status of the system can be useful in
management and administration of the system. For example, if the system administrator
could predict the required recourses in future, he can plan for them in advance. This kind
of predictive elasticity is called proactive scaling. Thus, our first challenge was to design
a model-based proactive system to monitor and analyze the information.

To achieve proactive scaling, there are two additional challenges besides the
design of the system itself. The first of these challenges is to build tools to collect
information required for building predictive models. Due to the growing nature of the
clouds and their flexibility in handling resources, the data coming from monitoring
services in the cloud has turned out to have the characteristics of big data. Therefore,
there is a requirement to devise tools that can ingest and process the big data, i.e., in large
volume, required to be written and retrieved at high velocity and in a variety of formats.
To overcome this big data challenge, we propose a stack of components to address both

the research objectives (1.2) and this requirement. The stack called monitoring stack



instantiate a conceptual part of the adaptive Monitor-Analyze-Plan-Execution-
Knowledge loop introduced by IBM [2] for adaptive systems.

The next challenge is to build the predictive models. The metrics from the cloud
have fluctuations due to the variable environment in the cloud. Models should be resilient
to the noise in the metrics and, at the same time, they should be able to predict both seen
and unseen status. Therefore, we choose different data mining algorithms to build models
for performance metrics. Inspired by queuing algorithms models, we design a step-by-
step procedure to build performance models. These models are used for predicting CPU

utilization and application response time.

1.2 Research Objectives

The research in this thesis has the major goal of exploring a knowledge oriented
autonomic architecture, centered around Big Data technologies. To that end, it has the
following objectives:
1. Define, design, implement and evaluate a monitoring service to collect metric
samples from a cloud environment on various levels.
2. Define, build and evaluate data mining models for predicting performance
behavior of cloud applications.
The research is subject to the following requirements:
(@) the service and the model must work on two tiers clouds, such as SAVI (Section
3.1.1).

(b) The service framework developed in this work is to be modular and extensible.
3



(c) The knowledge base must use machine learning algorithms to add learning capability
to the framework.

In the process of reaching the objectives under the above requirements, the following
research questions will be addressed

Research Question 1: What software components are needed in order to build
extendable and high throughput monitoring service on the cloud?

Research Question 2: What are the suitable data mining models to build prediction

models for performance metrics?

1.3 Contributions

In answering the research questions, we make the following contributions to the field of
autonomic computing in cloud:

e First, we designed and implemented a platform called Knowledge-Feed (Chapter
3) to achieve a knowledge-centric monitoring solution that can operate
autonomously. K-Feed is the base for our experiments and next contributions.

e To achieve a monitoring solution for the cloud application, we designed a stack of
layers for handling different monitoring tasks. In the top layer, pluggable
monitoring services are defined. The abstraction for such plugins is extensible so
that new services can be easily added. Then in the middle layer there is a queuing
system to keep the data and send them out straight to database driver periodically.

There are two main ideas implemented in this section: first, the monitoring



plugins and second, the queuing system that provides 200 times more throughput
in the data collection step.

e The final contribution is a set of performance metrics prediction models based on
data mining algorithms. As opposed to the other projects in this research area, our
focus is on modeling applications rather than only webservers. We achieve a step-
by-step prediction process for estimating response time in the next few hours of
prediction. The next achievement is to build models for predicting memory usage

of web applications.

1.4 Thesis Methodology and Evaluation

In Chapter 3, we propose a Big Data centric autonomic architecture for managing web
applications in heterogenous, two tier cloud. The architecture is derived from big data
characteristics and autonomic computing requirements. Parts of this architecture are
evaluated by experimentation in Chapter 4 and Chapter 5. In Chapter 4, an experiment
tests the proposed monitoring architecture. We compared its performance to a system
with an architecture that does not contain our proposed data management component
called Big Queue. For the comparison, we deployed two applications. One was our
application, and the other one was an application without Big Queue. Both of them were
connected to different database clusters; however, the hardware was of the same type and
their configuration was the same. We used a benchmarking tool to send metric data to

both of the systems. Even under the same conditions and environment, our monitoring



service outperformed the other one in terms of efficiency for big data requirements. In
Chapter 5, we experimented with building data models. First we defined some scenarios
like the websites visits during a week and a day. In that experiment, multiple models are
built based on the collected metrics data. The models focused on predicting response time
and memory usage. We choose data mining model evaluation techniques such as K-Fold
cross-validation and Absolute Mean Error rate to compare the predictions and actual

values for each metric variable.

1.5 Thesis Overview

This thesis is organized as following. Chapter 2 presents the related work both in
academia and in the industry. Chapter 3 discusses our platform for monitoring and
analysis of cloud performance big data. Chapter 4 describes the proposed monitoring
solution and its evaluation experiment. Chapter 5 describes the performance models

details and evaluation. Finally, conclusions and future work are discussed in Chapter 6.



Chapter 2 Related Work

The area of this work is a point of interests in both academia and industry. Therefore, we
will present the related works in two sections to focus well on academic and industrial

solutions.

2.1 Academic Research

Developing autonomic systems and investigating performance metrics has been
the topic for a number of research works, including [3] and [4]. In the SAVI testbed, there
exists a project with the goal of monitoring the virtualized resources in the cloud such as
storage and network [5]. In this project, called MonArch, Lin et al. proposed a new
architecture for providing monitoring as a service (MaaS). This service is an integration
of OpenStack’s popular monitoring service, called Ceilometer, and some custom
processes obtained from Apache Spark. Yongdong et al. [6], implemented their
distributed storage in databases and tried to merge them for an administrative query with
an abstraction layer. Their work supports different sources of monitoring services , but
they did not use any big data solutions; they relied on multiple instances of MySQL
databases for storing monitoring samples. Carvalho et al. [7] focused more on the
discovery of resources that are shared in the cloud, called “cloud slices”, to find the
allocated slices per user and then run monitoring on them. Smit et. al [8] designed a

Monitoring-as-a-service (MaaS) framework called MISURE to show a proof of concept



for leveraging the stream data processing for watching multiple monitoring sources with
low overhead and high throughput. Meng et al. [9] tried to improve their previous work
[10] to increase the efficiency of their MaasS solution. In their first work, they designed a
statistical approach to detect the SLA violation using a window average of data. Then, in
their subsequent work, they tried to integrate their concepts with cloud analogies. They
evaluated their works using different standard workloads and showed that their solution
could keep the SLA violation unlikely. Rak et al. [11] introduced their approach to
monitor and scale applications using mOSAIC resource components. mOSAIC is an
approach to build flexible and scalable applications in a cloud environment. Konig et al.
[12] focused on real time metric data and monitoring query processing by defining a
workflow to split the tasks related to query among the monitoring agents and fetch and
combine the results. Anand [13], also defined another architecture for monitoring the
cloud VMs. In his work, he installed agents on the VMs that push samples to a
monitoring server; the size of metric samples and their processing is not discussed. On
the modeling side, Liu et al. [3] introduced their programming framework for making
applications autonomic and distributed. In their framework, called Accord, they tried to
overcome challenges such as heterogeneity, dynamics and uncertainty of the underlying
environment. Also, they attempted to separate the context of the application, autonomic
element and, the environment. This separation is done for making rules to perform
dynamic composition of managed elements to make them scalable. Walsh et al. [4]

employed utility functions to optimize resource usage in data centers. Reservoir project



[8] also studied the notions of federation, multi-cloud, and hybrid clouds. However, this
framework requires more additional work from the application developer’s perspective to
deploy applications as shown in [14]. Other efforts to improve the efficiency of cloud
performance management include, but are not limited to, scalable monitoring
infrastructure [15], prediction and optimization [16]. Also, researchers proposed
performance models based on control models [17][18][19], Markov models [20][21][22]

and, queuing models [15][23][24].

2.2 Industrial Projects

In industry, cloud computing has seen an increase in positive attention and
endorsement from major players in the technology world over the recent years.
Companies such as Microsoft with Azure, IBM with Softlayer, and Amazon with Amazon
web services (AWS) have invested considerable effort to meet the demands of a cost-
effective and scalable multi-tier cloud infrastructure services. As an example, Amazon
EC2 [25] provides both vertical and horizontal scalability. However in Amazon’s cloud, a
VM can only be resized to a “predefined” VM type, and the VM is unavailable during the
resizing operation. On the positive side, the data need not be moved. Meanwhile, some
NoSQL systems do not face any down time and continue to execute workload during
horizontal scaling. Another example in cloud computing area, which is an instance of the
autonomic industrial practice, is RightScale [18] that provides a mechanism for
application auto-scaling.

On a separate note, the upper bound on the vertical scaling is somewhat low and
9



equal to the “most” powerful host in the cloud. Meanwhile, the upper bound on the
horizontal scalability is virtually limitless and is typically restricted by storage system
design limits.

The following section introduces industrial solutions for monitoring and scaling

based the monitored metric samples.

2.2.1 OpenStack Ceilometer

Ceilometer is designed to be a single point of contact for billing software to collect and
report the OpenStack component resources usage.
There are several goals defined for this project: efficient metric collection in terms of
CPU, memory, disk and network utilization, polling data from existing monitoring
sources, integration with external deployers and featuring a REST API to allow users to
easily access the data.
The documentation describes[26] the architecture in five components:
1. Polling agent: This daemon agent is designed to fetch metrics and build
designated metric objects.
2. Notification agent: This daemon is designed to listen to messages in the
message queue and convert the messages into events or metric samples.
3. Collector daemon agent: It collects the metric data.
4. API service: It provides the ability to query the data via REST APIs.
5. Alarm service: It sends notifications based on the rules defined for

metrics.
10



Figure 1 shows the high-level architecture of OpenStack Ceilometer. The agents push the
metric samples to a data bus, and the samples are stored in meters database. The meters

database is accessible via API for the sake of integration with other services.

Figure 1 Ceilometer conceptual architecture [26]
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2.2.2 OpenStack Monasca

Monasca project [27], whose name is derived from Monitoring-at-Scale, designed to be
multi-tenant and highly scalable compared to Ceilometer. Ceilometer polling method
becomes slow when the number of VMs increases. This project is more independent from
OpensStack and Ceilometer and can be deployed as a stand-alone Monitoring-as-a-Service
in various cloud environments. Another feature of this open-source project is the anomaly
and metric prediction service.

Monasca comprised of fourteen key components [28]:

e Monitoring Agent: Python-based scripts to pull statistics from different
locations inside a VM.

e Persister and Transform and Aggregation Engine: Persister consumes the
metrics and messages and saves them in the database. TA engine
normalizes the statistics and metrics values.

e Anomaly and Prediction Engine: Detects anomalies in the metrics values.

e Threshold Engine: Is based on Apache Storm? to process the threshold for
metrics to send out notifications to other services and administrator.

e Notification Engine: Sends out the notification messages.

e Message Queue: A queue for keeping the streams of metrics samples.

! https://storm.apache.org/
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e Metrics and Alarms Database: Databases for keeping the metric samples
and alarm triggers for the notifications.

e Configuration Database: Stores the settings.

e Alarm Configuration Manager: manages and controls alarm triggers.

e Monitoring API, Ul, and Client: To provide various levels of interaction
between users and the Monasca service.

e Ceilometer publisher: Ceilometer integration and interaction.

Figure 2 represents the components of Monasca.

system being
Horizon, monitored

Monasca
Monitoring Monasca
e hEni Clent (€10 ERET

Cuery Metrics
Create Alarm Definitions POST POST
Query/Delete Alarms metrics events
Create Motification Methods \“/
Monasca APl
=<REST>>

publishes metrics and events

}

Store Alarms Definitions Message ngui?amﬂgm
Store Notification Methods il ry ry
//“KEHWK\ Ouery N
Notification Thrasheld A:"m"“’f”c‘;i::d Events Transform Crfere
Engine Engine Engine Engine Engine

Config
Database

<<MySQL==

Copyright (c) 2014 Hewlett-Packard Development Company, L.F.

Figure 2 Monasca conceptual architecture[28]
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2.2.3 Amazon Cloudwatch

Cloudwatch [29] is another project by Amazon to monitor applications, services and
resources in its Amazon Web Services cloud environment. It has the same concepts that
are discussed in previous sections. Agents gather the metric samples and store them in a
central database to be accessed by the user or the alarm service. Figure 3 shows the

architecture of Cloudwatch.
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Figure 3 Overview of AWS Cloudwatch [29]

2.3 Summary

In summary, we reviewed related work to the main contributions in this thesis, namely,
monitoring services and performance modeling. Therefore, the main aspects of the

14



existing solutions in both industry and academia are highlighted. We compared and
contrasted the features of reviewed solutions. The works are examined regarding how
their individual solutions conform to our requirements for scalability, high availability
and high throughput. In the following chapters, we elaborate our contributions in this

thesis.
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Chapter 3
Knowledge Centric Autonomic Scaling
Platform

In this chapter, we discuss our proposal for knowledge centric autonomic scaling
platform for a variable cloud environment.

Design and implementation of such platform are vital for understanding the applications
performance in a cloud environment. Understanding the applications’ performance is
possible by estimating statistical models. The models are built based on the applications
performance metrics samples. We consider these models as “knowledge” In MAPE-K
loop concept. Knowledge can be compressed so that it can reside in the memory for quick
prediction of application status. A compressed knowledge model can be compared to
historical data process and modeling. Historical data processing can take a lot of
resources every time a prediction is required, but the knowledge model is already built

before to predict the future status.

3.1 Background

This section cover the essential definitions we need to know before introducing the

architecture of our proposed platform.
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3.1.1 Cloud Computing

Cloud is the hardware and software used in the data center that provides a service to
customers, for example, software as a service (SaaS), infrastructure as a service (laas)
and so forth. Depending on the ownership of the infrastructure, clouds can be divided
into two broad categories, namely private and public clouds[30]. Cloud Computing is the
general term for the architecture used in cloud. It involves three aspects that are not in
traditional servers:
e |t can provide resources on demand.
e The number and size of resources can be changed over time upon user request.
This feature is called elasticity.
e It is managed directly by the service provider and not by the infrastructure
provider.
The cloud technology has many advantages over previous computing paradigms. One of
these advantages is that cloud environments are expandable in terms of both overlay
software and underlying hardware. Cloud applications can dynamically control their
expenses by adjusting their resource usages. With the adoption of the pay-as-you-go
pricing model by many cloud service providers, the only concern for cloud users is to
optimize their effectiveness in shared cloud resource consumption. Cloud resources are
shared among multiple users in a dynamic allocation model. Such elasticity needs to be

managed in an efficient manner.
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Pay-as-you-go in utility computing is a billing model in which the infrastructure provider
owns, operates and manages the computing infrastructure and resources, and the
subscribers (i.e., organizations and end users) consume these resources on demand and a
rental or metered basis. This model is also known as Pay & Go Usage, Pay-per-Use or
Pay-As-You-Use[31]. This billing model makes cloud computing attractive for industries
and is one of the main reasons that has motivated research in cost and performance

optimization for cloud computing services.

Virtualization

One of the main concepts in cloud computing is virtualization of physical resources using
a hypervisor and provisioning virtual machines. Virtualization has become a new way to
provide dynamic resources in data centers [32], by using special virtualization software,
called hypervisor or virtual infrastructure management (VIM) software. Such software
can manage and share the main resources in multiple servers, e.g. storage, processing
power, network 10, and memory, by building an abstraction layer on top of real physical
resources. The hypervisor is a software installed on top of the operating system with
special privileges to access the resources, but on the other hand the hypervisor pretends to
be multiple isolated hardware devices for the guest operating systems installed on top of
its resources abstraction layer. There are many open-source and commercial hypervisors,
but Xen [33] is one of the leading projects, and Apache Openstack [34] is the other

project that provides hypervisor services and is used in this project.
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Two-Tier Cloud Architecture

Most cloud providers offer a single tier of cloud computing infrastructure. A
recent trend is Fog Computing [35] in which cloud services are provided in a two-tier
topology. The tiers are separated based on particular aspect such as geographical location.
So, the user can use the services from either of the tiers. Based on the location and

distance of tiers, using third party networks as the network link provider is inevitable.

SAVI

(L))

Apcess Point

Figure 4 SAVI cloud architecture

An example of fog computing paradigm is SAVI (Smart Applications on Virtual
Infrastructure) [36][37], which is a Canadian National Research Council Project for

developing a hierarchical software-defined infrastructure by design. The architecture of
19



SAVI is shown in Figure 4. SAVI comprises of two types of sub-clouds, namely, Core
and Smart Edges. The Core represents the cloud within the architecture that has the most
resources. Smart Edges have limited resources and connect to the Core through fast links.
The philosophy of a Smart Edges is to provide close-to-user low latency access points.
The two-tiered model enables organizations to improve their application performance by
migrating computation between fast edges and resource-rich cores. SAVI is a customized

edition of OpenStack.

3.1.2 Autonomic Computing

IBM in 2003 defined the concept of Autonomic computing as a way to automate
the management of resources [38] using self-management. IBM counted four
characteristics for this concept:

e Self-configuring: The hardware and software of the autonomic system
should be able to configure themselves on-the-fly to adapt the status of the
system towards the dynamic and variable environment.

e Self-healing: The Autonomic system should be able to find and solve the
disruptions. As a result, the system needs predictive abilities to detect
problems and prevent the impact of the issues on the system.

e Self-optimizing:  Autonomic systems monitor and tune resources

automatically. Self-optimization requires hardware and software systems

20



to maximize efficiency in resource utilization to meet end-user needs
without human intervention.

e Self-protecting: Systems should be able to detect and protect itself from
attacks and harmful operation by attackers.

The goal of autonomic computing is to deal with the growing complexity of the
system’s control, operational management and resources sharing. To achieve the goal,
there would require a new logical level in the system. Autonomic computing refers to the
self-managing characteristics of distributed computing resources, adapting to

unpredictable changes while hiding intrinsic complexity to operators and users.

Adaptive Systems and MAPE-K concept
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P sensors

Effectors

'\

Autonomic Nanager

Knowledge
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N
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Figure 5 MAPE-K-concept
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An adaptive system is a kind of architectural design that can adjust itself to changes in the
environment and the interacting components in the system. The feedback loop is the main
enabler in this system. The system receives the changes from sensors and after processing
the executable plans are implemented with the effectors.

On-demand systems existed before the rise of cloud computing. Motivated by the
increasing complexity of systems, IBM generally introduced the concept of Autonomic
Computing [2] that popularized the notion of a Monitor-Analysis-Plan-Execute-
Knowledge (MAPE-K) loop and self-functionality [39]. This concept later in 2003 is
defined scientifically in a paper by IBM [38]. MAPE-K paradigm is shown in Figure 5. It

is used in many autonomic software engineering projects like this thesis.

SLA and QoS in Large Scale Systems
The quality of service (QoS) is a general measure for the overall performance of a
computer network or service from users’ point of view. The quality of service is
important for a system to be usable from the consumer’s point of view. As an example,
when a user browses a website, if the pages load slowly, after a while users are not
comfortable to use the website and its services. For such reasons, the QoS is important
for consumer-related services.

A service-level agreement (SLA) is usually a custom threshold for quality metrics

measurements. Keeping a certain amount of SLA is important for web-based services.

22



Scaling up/down, Scaling out/in
There are two types of scaling, namely vertical, where existing VMs are resized, or
horizontal where VMs are added or removed to the worker pool [40].

In this terminology scale up is equal to change the size of virtual resources
specifications of the virtual machine to have more powerful resources. Scale down is to
resize the virtual machine to weaker resources. Scale out is when the administrator adds
more virtual machine instances to the cloud and scale in is when the VM is removed from
the cloud.

Flexible applications can tune their CPU, memory and network usage across various

VMs to comply with given resource and time budget constraints.

3.2 Knowledge-Feed

In this section, we propose our system architecture that is based on the autonomic
concept of MAPE-K. Technically speaking, the goal is to integrate MAPE-K loop with
the learning element in a platform and deploy it on a two-tier cloud. Achieving this goal
will help to manage cost and performance, which is a classic problem in the cloud
environments. We refer to this platform as Knowledge-Feed or K-Feed [41].

The operation of k-feed consists of four phases. In the first phase, performance
metric data is collected from monitoring services in the cloud (the monitoring phase). In
the next phase, the platform consumes a subset of data for analysis and “learning” (the
analysis phase). This subset of the data is called AnalyticsDB. There is an embedded

version of Weka Knowledge Flow [42], which is a Java implementation of common
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machine learning algorithms, in our system that makes the platform capable of machine
learning processes. In the analysis phase, the objective is to build models for response
time and memory. After analysis, K-Feed passes the information to plan phase to make
decisions to whether scale the application or do nothing. The final phase in the loop is to
take an action based on the planning. The last two phases are not the focus of this work.
However, we envision having different models in the Plan phase to address different
prediction results. Also, in the Execution phase the system could perform scaling of
virtual machines and change the flow settings of the load balancers in the web server’s
deployment topology.

-This architecture performs the phases iteratively to ensure the particular quality
of service for the deployed and monitored web applications. Figure 6 shows the K-Feed
architecture in terms of the MAPE-K loop building blocks. K-Feed is developed using a

framework called Play Framework [43].
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Figure 6 MAPE-K loop in K-Feed
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3.3 Summary

In this chapter, we discussed the architecture of our platform for monitoring and analysis
of performance data. In the following chapters, two of its main components named
monitoring analysis are described. In the first section of this chapter, we presented the
backgrounds related to our platform. We have provided the definition and explanation of
cloud computing and autonomic computing. The definitions were required to understand
why we chose MAPE-K concept as our fundamental software concept. Then, we
described Knowledge-Feed and its four phases. In next chapters, we will discuss two

important phases in K-Feed: Monitoring and Analysis.
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Chapter 4
A High Throughput Monitoring Framework
for Web Applications in Cloud

Monitoring is one of the key components in Autonomic management systems. Having a
robust monitoring service is vital for this work because it can help to understand the
status of the system clearly and also helps us to decide more efficiently on scaling.
Monitoring large number of applications requires high performance from a system that
can cope with many and fast streams of metric sampling. Two of the most important
requirements are listed below:

e The monitoring component should support the collection of many samples per
time unit. This requirement implies the ability to access the samples from the
sources, and the ability to preprocess them.

e |t should store them quickly regardless of the samples quantity and, it should also
retrieve them for further analysis again regardless of the sample size.

The following sections describe our architecture for the monitoring component and the

throughput measurement and evaluation.

4.1 Background

As discussed in the requirements of this chapter, the metrics data are huge that there

should be special tools and knowledge to handle, manage and process them. In this

26



section, we will cover the background knowledge for handling big amount of data and the

tools we used to process and store the monitoring data.

4.1.1 Big Data Analysis

Large amount of data analysis requires special tools and considerations due to the large

amount of data and the special characteristics.

Big data
Big data is a general terminology for significant amounts of data with these
characteristics below [44]:
e Volume: The scale of data is growing during recent years. Big data tools should
handle a large amount of data.
e Variety: The big data tools should be able to handle different formats of data.
e Velocity: With the growth of digital media and devices, the speed of data
generation is growing more and more.
e Veracity: The data is not completely accurate. For example, the data from some
sensors could have noise. Veracity is not in the initial definition of big data, but it

was added later.

Big Data analytics
Having a capable tool is the first step in processing big data. It should handle and manage
a large amount of data distributed in many servers. In 2003, Google introduced the

Google file system (GFS) as a new concept of a file system over the network [45]. In
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their work, they had a master server to keep track of the stored data in child servers called
data nodes. The GFS storage system provides durability, high availability and 10
throughput, and higher capacity for storage.

On the data processing side, the Map-Reduce concept is introduced by Google in 2008
[46] as a concept to parallelize batch processing. This concept is the beginning of a new
era in processing big data at scale. Every process is divided into two phases called Map,
in which the data are mapped to keys after the initial processing, and Reduce, in which
the data with the same key are processed together. Soon after, Yahoo introduced the
Hadoop on top of HDFS. Hadoop is the open-source implementation of Map-Reduce, and
Hadoop distributed file system (HDFS) is the implementation of GFS [47].

BigTable is the next concept introduced by Google to store and process the large amount
data in databases [48]. The motivation to design such databases is to handle big amount
of historical data. BigTable is defined in a three-dimensional abstraction comparing to
row-column two-dimensional tables in other databases. The concept added a new
dimension to the table that is the timestamp of each table cell. The database contains
tables, which can have different columns in each row. As a result, the table is more
flexible and can contain different number of cells in each row. The other novelty of
BigTable is the compound key that enabled the distribution of data to different servers.
Data partitioning enables users to perform faster data analytics through MapReduce.

HBase [49] is a project to implement the concept of BigTable. Each table is divided into
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regions, and the regions are distributed on different region servers. Regions are controlled

by a management server called master node.

4.2 A Big Data Based Monitoring Architecture

The monitoring component is the most important part of the K-Feed architecture. It
collects metric samples that are the key inputs to the autonomic scaling system. This
component is a part of MAPE-K loop architecture. For designing the monitoring
component architecture, we considered two important requirements: variety of
monitoring sources and storage throughput. Figure 7 shows the monitoring stack
abstraction. Each of the components will be described in the following section.
Ceilometer Yammer
Plugin Time Plugin Plugin Plugin
Monitoring Plugins Manager

Monitoring plugin Scheduler

Monitoring Manager

Data Management Layer

Hbase Default Driver

HBase Table

Figure 7 Monitoring component stack
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4.2.1 Building Blocks of Monitoring Component

This section discusses the components of the proposed stack for the monitoring
component.

1. HBase Table: HBase is a cluster-based distributed database system and part of
the Hadoop software stack. It can integrate very well with other software systems
in the stack such as Pig, Hive, Mahout, etc.

Since HBase is a NoSQL database, it needs an efficient design for its
database schema to store the data in an effective way. Each data source is
considered as one column family. Therefore, for each source of monitoring such
as Yammer, Ceilometer or any other pluggable monitoring services, there will be
a new column family. Since we may have multiple applications on the VM, we
might have multiple Yammer column families with the application id as prefix.

Row keys are compound keys containing VM hostname and the Unix
timestamp of the measurements in each row with the granularity of a second.
Each cell represents the value of each metric sample. The cell name is the metric
name. The abstraction of our schema design is depicted in Figure 8Error!

Reference source not found..
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Figure 8 HBase table schema design abstraction

2. HBase default driver: The HBase database cluster used to store the data is
deployed using Cloudera manager on SAVI. The HBase Java API is used for
connection to the storage cluster to load and save metric samples. Cloudera
manager compatible libraries are used to connect to HBase cluster API.

3. Big Queue Data Management Layer:

Error! Reference source not found. shows this layer abstraction.

Big Queue Key Pair

Component Component

Data Management Layer

Figure 9 Data management layer abstraction
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Inserting data to large database systems can be a challenge when it comes to high
throughput data insertions. It can be more challenging in cluster-based databases
since each record is replicated in multiple servers to keep the availability of data.
There are three points to consider to understand why this is a challenging task:

1) Storing data in traditional and single-node database systems such as
MySQL depends on a single bottleneck: Server process throughput. Thus,
for making our monitoring component scalable by having multiple
database servers, we need to use cluster-based solution like HBase
(Section Error! Reference source not found.).

2) Although HBase is a multi-node storage, it has its own complexities such
as storing on top of HDFS and also replication of data among the nodes.
Another bottleneck is the connections to its master server. All of the
connections to store the data are established through HBase master server.
Therefore, the master node can become another bottleneck for the storage
throughput.

In the K-feed platform for each interval (i.e. 5 seconds), there is a need to
insert samples for around 150 different metrics per application and VM. The
default driver for HBase provides Java APIs to interact with the database system.
The Cloudera APIs provide a Java interface that makes a thread and a TCP
connection to insert or delete data from the database. When it comes to large

numbers of interactions, making new threads and TCP connections slows down
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the operation. The dependency on the storage system is another bottleneck in high
throughput systems. A potential solution can be to use a queuing system for the
data flow. As a result, the monitoring service can collect information

independently and push the data samples whenever there is a need for storage.

Inputs from various
monitoring jobs

Queue Scheduler ! ! I

Synchronized Queue

Output to Hbase API

Figure 10 Big queue components

Big queue facilitates the storage of metrics as follow. Monitoring plugins can
push metric sample Java objects with the corresponding API to the internal queue.
The internal queue used inside the component is designed to be thread-safe. This
means multiple threads can access the queue without considering the common
challenges in simultaneously accessing the queue, such as overwriting each
other’s data. The Big queue concept is shown in Figure 10.

There are two policies to flush and send out the data to HBase table. The first one

is a threshold value, defining the maximum number of metric samples to be kept.
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Any time the number of samples reaches the threshold value, the scheduler
flushes out the whole queue via one single batch request to HBase. Therefore,
there will be only one request for a large number of samples. The other policy is
the time duration for keeping the samples. Every minute, the values are sent out to
the HBase cluster to store persistently the data in the database. This is particularly
useful when the system is not that busy, and the queue data has not reached the
threshold value.

For data modeling tasks, some applications have their own data abstraction layer.
For example, in Apache Spark, we can directly connect HBase to Spark
processing jobs using its Java resilient distributed dataset (RDD) abstraction layer
to parallelize the data loading in a fault tolerant way. On the other hand,
traditional analytics software, like Weka, depend on their tabular data abstraction.
This means that there should be a converter of data from NoSQL format to tabular
data format. Thus, this feature becomes the second part of data management layer.
Monitoring Manager: This layer starts the monitoring job scheduler and
initializes the data management layer. The monitoring manager is the starting
point for initialization and initiation of upper layers and connects them to the
layers below it.

Monitoring Plugin Scheduler: This scheduler is tightly coupled with the

framework used to develop K-Feed. The monitoring job scheduler reads the
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applications and virtual machines under monitoring and runs the monitoring
services plugged in by the upper layer in the stack.

6. Monitoring Plugins Manager: As discussed before, there is an emerging
demand for more detailed monitoring services in both industry and research.
Cloud computing offers services in different levels from software-as-a-service
(SaaS) to Platform-as-a-service. For each level of service, there should be a
monitoring service. The reason is that payment for cloud computing services are
based on utilization of the resources. So monitoring the services plays an
important role in monetizing the services.

Therefore, this layer in our architecture provides abstraction and APIs for monitoring
plugins to be implemented. Also as a proof of concept and for next chapter analysis, we
implemented six monitoring plugins running on top of the stack to collect the data:

e Ceilometer plugin: This plugin uses RESTful API to access OpenStack
Ceilometer API. It connects through Keystone, the Openstack
authentication service, and then sends a query to the Ceilometer endpoint
URL. For each VM and each metric, a query is sent to the service and the
results are collected. For collected metrics, normalization and conversion
are performed to keep them as metric sample Java objects. The objects are
pushed to the Big Queue.

e Perfmon plugin: Perfmon (performance monitoring) is utilized to exploit

the power of agents based on System Information Gatherer And Reporter
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(SIGAR)[50] API deployed in VMs. Each five seconds, the plugin sends
a request via an SSH connection to the installed agent on each VM in
parallel using threads. The response is a group of values for the metrics.
The plugin pushes the metric sample objects to the Big Queue.

e Yammer/Dropwizard API plugin: Dropwizard introduces a library to
have both JVM-related metrics and custom metrics. Custom metrics can
be, for example, servlet execution time or number of web page hits. The
values are represented in a URL endpoint in JSON format. The values are
extracted by this plugin for each server periodically and pushed to the Big
Queue as metric sample objects.

e Response time measurement plugin: This plugin sends out an HTTP
request to a web application and stores the time to receive a response.

e Apache Load Balancer plugin: This plugin is inherited from PerfMon
plugin, but it also reads the Apache load balancer statistics page.

e MySQL DB plugin: This plugin is also inherited from PerfMon plugin,

but it is specialized to read the MySQL-related statistics.

4.3 Performance Evaluation

In this section we investigate the effect of using the Big Queue system on the

performance of inserting data in HBase. For this purpose, two experiments are designed.
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In the first one, the data management layer is bypassed, while, in the second, the data
management layer is utilized. The experiment starts from 300 rows per second and
continues until the insertion of 10000 rows per second. In each iteration, we increase

insertion rate by 100 rows per second.

4.3.1 Storing Monitoring Data via default driver

In the first case study, the default behavior of HBase is measured. As shown in Figure 11,
the data insertion time increases linearly with the amount of rows that are being inserted.

Also, as it can be seen, the insertion time increases up to 35 seconds to the maximum.
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Figure 11 HBase insert operation time with default driver
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4.3.2 Storing Monitoring Data via queue component

In this experiment, we measure the data insertion time by leveraging the Big Queue layer.
Using the queue idea and batch operation for sending data out to HBase master server,
the overhead for making a new TCP connection to HBase master is reduced and, as a
result, as can be seen in Figure 12, the Big Queue layer decreased the loading time almost

200 times.
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Figure 12 HBase insert operation time with proposed data management layer

4.4 Discussion

Figure 13 clearly shows that for almost the same amount of data, using big queue
layer and leveraging batch loading make the process more than 200 times faster.
However, there is another issue revealed by these two experiments; the growth of data

insertion time in Figure 12 is inevitable because of data size, but its growth is not equal or
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even close to the growth of the other experiment. In this figure we showed the average
value of insert time for three iterations of the same experiment as well as the standard
deviation of the insertion time values. The standard deviation shows that without using

Big Queue the insert operation will be more unstable and the time it takes can be more

variable.
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4.5 Summary
In this chapter, we discussed one of our contribution. First, we discussed the background
knowledge in big data management. Then, the monitoring component was designed in
such a way to fulfill the task of heavy-duty data collection and storage. The stack of
monitoring components was described, and it was shown how this component is
extendable for new monitoring plugins to capture new sources of metric samples.

We performed two experiments to show how our proposed architecture can
outperform default APIs. It is demonstrated that the proposed data management layer,
based on Big Queue is almost 200 times faster for loading metrics data into the HBase

cluster.
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Chapter 5
Performance Modeling of Cloud Web
Applications

On top of monitoring, performance modeling is required by cloud computing service
providers to maintain their SLA and QoS. As part of MAPE-K concept in K-Feed
platform, we implemented our Analysis component in a way that it can build
performance data models. Our targeted SLA metrics are CPU response time and memory
utilization. We can collect these metric with the monitoring architecture discussed in
Chapter 4.

For websites and web applications, maintaining the response time in an acceptable
range, conforming to SLA, is of paramount significance. A long response time will be
translated to customer dissatisfaction and consequent revenue loss. Model validation and
verification of response time is an effective way to keep it under control and prevent any
SLA violation.

In Java Virtual Machines (JVMs), limitations in memory usage play an important
role in program crashes. An example would be bad programming development style,
which leads to a poor garbage collection and memory clean up. Although there is an
automated memory cleaner component in JVMs, called Garbage Collector, its efficiency
is dependent on how well the memory and it is garbage collection procedure is managed

[51]. Thus, in this case, “Memory Leak” happens. Memory leak is the state when the
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memory usage of an application increases constantly due to unbalanced memory
allocation and garbage collection. Memory leak is the leading cause for JVM applications
crashing, especially when the application is multi-threaded and under heavy load, like
web applications. Memory leak leads applications to reach their memory limits, and this
is when Java Runtime Environment (JRE) terminates the application.

There are three requirements that need to be considered in the performance modeling
presented in this work:

1. Models should be precise enough to predict the SLA-related variables (i.e.
response time) with low error.

2. Models should be resilient to scaling. In case of scaling, they should not lose their
accuracy significantly, and should readjust to an acceptable accuracy in a short
time.

The hypothesis for this chapter experiments is that data mining algorithms can model
cloud performance metrics data. We will prove it with experiments and statistical
evaluations. In the following sections, we discuss the architecture that is used for the
experiment and analysis. Then, we present models for response time estimation and
prediction as well as memory usage prediction models. The models are evaluated in each

section using data mining statistical evaluation methods.

5.1 Background

In this section, we will discuss the background knowledge required to for the experiments

on analysis of cloud metrics measurement.
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5.1.1 Data Mining

Data mining is the science of discovering models for a given data set [52]. Model is an
abstract entity that can be implemented in many ways. Some of the approaches are
statistical modeling, machine learning and computational approaches.

Classification is a kind of analysis, where data is described by classes [53]. The models
used in this method are called classifiers, and they usually can predict discrete categorical
values but some of the methods can be used for classifying numerical class values. Linear
regression models are used to build models by approximation of the data based on a
straight line equation. Out of the possible ways to build models according to data mining

we chose neural networks, linear regression and classification.

Multilayer Feed-Forward Neural Network:

An artificial neural network is a set of connected units, called neurons, in which
their connections have a corresponding weight. Learning in this model is done by
adjusting the weights so the classifier would be able to predict the accurate class value for
the training data set. Backpropagation plays a significant role in the training phase. In the
backpropagation process, the connection weights are adjusted to minimize the Root Mean
Square Error rate in a backward direction from the last layer of neurons to the first layer.

The learning process is performed in iterations. The iterations are called epochs.
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Multiple linear regression

Linear regression is a statistical model to approximate the class value based on
one of the attributes. In this model, the data are modeled to fit on a straight line. The
model will be an equation like below:

y= ax+b,

Where y is the class attribute and x is the input attribute, and both assumed to be
numerical. In this equation, a and b are called regression coefficients. The slope of the
line is defined by a and b is the y-intercept. There are many ways for finding the
regression coefficients such as least squares method which try to minimize the error
between the actual line separating the data for classification, (or fits the data for the
regression). Multiple linear regression is the extension of linear regression that provides
the ability for having more than one input variables that x to build a model for class

variable y.

K-Nearest Neighbours

Introduced first in the 1950s, the K-Nearest Neighbours are “lazy learners” based on the
similarities in the training sets. Lazy learning in this analogy means that the modeling
method stores the training set and waits for the test input to process and build the model
for it. Considering each sample with n attributes, the model is built on an n-dimensional
space and the test input will be classified by the same as “K” nearest samples in this

space. The closeness measure in this algorithm is usually Euclidian distance.
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Model evaluation
The models built by any of these data mining approaches should be evaluated to
understand if the model is accurate enough to predict the new inputs. Therefore, we will

use two methods to evaluate the models.

a) K-fold cross-validation

In this method, the training data set is divided into K mutually exclusive and randomly
distributed subsets. To build the model, one of the subsets is left out for testing purpose,
and the model is built on other k-1 subsets in each iteration. That one sample subset is
used as the input to check how much their predicted class is close to the original values
for the class attribute. This iteration happens k times and the error rate reported is the

average over all iterations.

b) Error calculation

To measure the accuracy of the models and measure the distance of real values and
predicted values by the models, Mean Square Error (MSE) and Root Mean Square Error
(RMSE) are used.

MSE and RMSE are based on calculating the average differences between real values and

predicted values or the relative value of them. Mean absolute error is calculated as:

MAE 1N s
==3"16: -6,
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Where, 0 is the real value of the class and 8 is the value from the model.

Root mean square error will the average of the Euclidian distance between real values

and the values from the model:

R 2
RMSE= | (6:-6))
i=1
Where, 0 is the actual value of the class and & is the value from the model.

5.2 The Experiment Environment

Models can play the Knowledge role in MAPE-K loop concept. One of the places that
K-Feed and data mining modeling can help is in the heterogeneous deployment of web

applications in a two-tier cloud like SAVI.

Figure 14 presents the deployment of the experiment components in this chapter. A web
application is deployed such a way that has high availability and throughput. To achieve
that the components of the applications are replicated and distributed on both the edge
and the core of the cloud. The architecture style of the application is 3-tier and the details

of it are presented below.
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Figure 14 Deployment of Knowledge-Feed Platform.

1. K-Feed: Our K-Feed application is on top of the environment to collect and

analyze the metrics data samples.

Load Generator: Using jMeter [54], a load generator VM has been deployed in
the cloud as a part of the modeled system. jMeter is an Apache-backed open-
source Java application to evaluate the performance of web applications. Using
the jMeter application, the user can define test plans. Test plans are scenarios in
which a “load” can be executed. Load can be a byte stream sent to the network or
an HTTP web request. In use cases in this work, users send their request through
HTTP request.

Gateway and Load Balancer: The Gateway has been implemented via Apache2

web server to redirect the web traffic (i.e., load balancing) in the system. Apache2
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mod_proxy_balancer module provides different policies for deciding on traffic

directions:

e “byrequests”: It simply counts the requests and divides them by the weight
that the system admin provides.

e “bybusiness”: This method measures the response time of requests
periodically and redirects the traffic to the less busy server.

As we configured our deployment with different sizes of VMs, the first policy is
not suitable because the smaller machines would be under the same pressure as big
machines that make the whole system unstable. Therefore, we adopt the second policy to
keep servers equally busy in handling requests.

jMeter sends web requests to the gateway. Gateway chooses the load balancer of
either core or edge. Then, each load balancer directs the request to a web application and
in return sends back the response.

4. Web servers: We have four Web-application servers in different regions of
SAVI. As mentioned before, SAVI Error! Reference source not found.) has
multiple regions in a two-tier architecture. So, two VMs were deployed in Core
region of SAVI and two in the Carlton University edge. They are simple J2EE
servlet applications deployed inside Tomcat7 [55] servlet container server.

Four different URLs have been implemented inside the application to emulate

simple real web application URLs. Each URL points to a function that has

different CPU load and execution time. Inside each URL, a program is
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implemented for simple Pi-number calculation for a couple of times. In the
program, another connection is also established to a MySQL database to read a
value from a table to mimic a typical three-tier application Each URL is
connected to its MySQL table with different size, from 100 rows to 100 million
rows. The URLSs are requested by jMeter HT TP with the same frequency.

5. Database servers: To simulate a real three-tier application with the database in
the backend, we deployed two database servers in core and edge of SAVI cloud.
By tuning the number of threads that each MySQL server can handle in the
operating system settings, it is guaranteed that there would be no bottleneck in the

number of requests that it can handle.

5.3 Building Models

There are two important situations concerning SLA in common web applications that
need to be predicted. The first one is when the application becomes slow, and therefore
users are experiencing slow page loads. Second, when applications are likely to crash and
stop. For first situation, we will build models for response time estimation and prediction
and for second situation, we will have memory utilization model.

To pre-process the collected metrics before building models, the data that is
gathered for the experiments is smoothed using moving average function with window-

size of 5 minute. Using this method, we reduced the effect of noise and outliers.

49



5.3.1 Response Time Estimation

Response time is the time from when a user sends a web request to the web application
until his web browser receives the response. It is measured on the client side and the unit

used for measurement is usually milliseconds.

The reason we need an estimation model is because we need to be able to perceive
response time on the VM level (because this is where K-feed is deployed). But, response
time can only be exactly measured on the client side. So, we need a method to extrapolate
response time from metrics, which we can measure on the server side, so that we can
enable response time measurement and prediction for the K-Feed platform.

Building an estimator is the first step to select the right data mining methods for
prediction. To build an estimator model, the following inputs are used from the metric
samples that are collected and shown in Figure 15:

e average CPU usage (percentage) of the web layer,

e average CPU usage (percentage) of database layer;

e average number of hits per minute.

A peak-shaped workload is executed by jMeter, and we measured the metrics.
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Figure 15 the dataset collected by our monitoring component
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5.3.2 Predicting Response time
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Figure 16 Response time prediction workflow

To predict response time, a workflow of prediction is designed as shown in Figure
16. Design and implementation of workload predictor are the first steps. Such predictor
can generate necessary input for the next steps. Then, there should be a model of CPU
performance for each application. For example, this model can predict how many users
can generate CPU load on the web server and database server. Next, there would be a
model to find the relation between CPU load and deployment configuration as inputs and
response time of the server as output.

The last two steps in this workflow are inspired by the classic queuing model
concepts for performance modeling and CPU scheduling [56]. In the second step of the
workflow, a model of CPU based on the number of requests will be made. Based on
queuing models, CPU usage should increase linearly until it reaches the 100% usage

limit. In the third step, also another model is built based on response time predicted by
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CPU usage. Based on queuing models, response time should increase with utilization
until the number of requests that are serviced are reached the maximum capacity of
system. Figure 17 [56] gives us a general idea on how response time grows when CPU

utilization increases. In this figure, S is the service rate. Also, it is valid on First-Come-

First-Served scheduling.

Response Time R

R =5/1-L1]

1.4 [LE: na n.a

Utilization U

Figure 17 Response time, CPU Utilization and Service rate relation in queueing model

In the following parts, each step of the prediction chain is discussed, and the results of

them are reported.

Predicting workload
Although the focus of this work is not on workload generation and prediction, some
assumptions are made to simplify the workload prediction step:

e The workload is periodic and all periods are almost the same. This assumption is

made to follow the flow of “users’’ visiting websites. Every day from morning to
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midnight, the visitors’ number grows and, from midnight to morning the growth
decreases. The whole number of visitors are different for each day of the week.

e Workload increases and decreases in an almost linear rate.

e The workload is the same in every week. Like website visitors during a week.
Therefore, weeks can be suitable duration for training workload predictor model.

In light of such assumptions, a week of data is used to train the workload, predictor.
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Figure 18 Modeling response time in workload predictor

Figure 18 represents the steps to build a model for workload predictor. In the first step,
the statistical data for the application visitors’ numbers and timestamps of the weeks are
loaded. Then, any additional attributes other than predicted hits that are needed for next
steps are removed. For example, the timestamp is not needed and next steps use predicted

hits as the parameter. Training data set is given to the method to be built and test given to
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the model for making the prediction for every timestamp of a week. The model is set to

predict the visits for the given relative timestamps.
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Figure 19 Procedure for predicting response time in workload predictor

Figure 19 shows the prediction procedure in Weka. In this process, the model tries to find
the number of visits for the relative timestamps. Then the attributes that are not needed
for the next steps are removed from like visits, because the next step does not need visits
and is only based on CPU usage and custom configuration parameter. Finally, the
predicted CPU utilization attribute is renamed to the same names used in next step to
keep the consistency during the prediction chain. An attribute is added to the dataset to
set the configuration parameter that is the number of VMs in the topology. The value of
this attribute is used to predict the response time for this number of VMs. In the measured
data, from day three to the end of the fifth day, a server will be added and then removed
to test the scale out and scale in, respectively. However, in the prediction configuration

attribute, there is only one server for the prediction. Then, for each branch, two empty
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value attributes are added to be predicted in the next part of the prediction chain (note:
having empty attributes is a Weka requirement so that the test and train sets have the
same structure): CPU load percentage for the web server and CPU load percentage for the
database server.

The outputs of this step are two datasets; first, we have the predicted number of visits,
number of servers as input parameter for prediction, and empty value variable for web
server CPU load to prediction. The second output is the same, but the empty variable is

CPU load percentage for the database server.

Modeling CPU performance
Each application has its own performance model. It depends on the internal processes, the
way the application is implemented and the code under the hood of the application. In
this part, it is assumed that there would be only one application per server to simplify the
measurements and modeling.

It is known that CPU utilization grows according to the amount of demand. The
growth is expected to be exponential. Later on this section, we will show that both actual

and predicted CPU usages are increased with number of hits.
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Figure 20 Procedure of CPUs performance modeling

Figure 20 represents a workflow for building CPU models from workload and
custom configuration. The data mining flow for the web server CPU is the same as the
flow for database server CPU. So only one flow needs to be described. At first, the metric
samples are loaded. Then, a window of the data, which is at most a day long, is defined.
Next, after removing extra metrics from the dataset and choosing web server CPU
utilization percentage as the metric to be predicted, a training dataset is built. In parallel,
the predicted CPUs and configuration for a specific time of the week are received. A test

dataset to be predicted is built based on this input. Both training set and the test set are
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given as input to a data mining model. As an example, Neural Network is shown in
Figure 20. The model will be given to a predictor.

The prediction is done in a windowed-based manner. The purpose is to keep the training
dataset fresh and maintain less noisy data. The prediction was done for the next 4 hours
ahead of our assumed 24-hour data set window.

As shown in Figure 21, the models are given to predictor objects, and extra attributes are
removed and the predicted attribute is renamed to keep the consistency. To have this
output as the input of next step, the predictions of both CPUs should be joined on the
number of visits. Finally, the CPU predictions are kept for the prediction of response

time.
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Figure 21 Procedure of CPUs prediction storage
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Modeling response time

Modeling response time is the last step in the chain of predictions. Besides the model
training, the predicted CPU utilizations and the configuration parameter are used as the
inputs to predict the response time. The details of the procedure are represented in Figure

22,
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Figure 22 Response time prediction procedure
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5.3.3 Predicting Memory Utilization

For the given case studies, jMeter is set up to create 700 virtual users that send a web

request per second to our load generator.
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Figure 23 Users (Threads) created in jMeter to send load to the platform

To cover a decent range of CPU usage and memory usage, the load is started with a low
number of users and is increased the number gradually in about 40 minutes. Then the
load is kept steady for about 10 minutes and reduced the number of virtual users to zero
gradually in 40 minutes. Number of users during experiment time is represented in Figure
23.

The response time from the client side and inside jMeter is under observation in order not
to let the system become overload. Having a normal and not overloaded environment is

important in order to have a good model, because, in unstable status, resources are not
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used in an expected way, and operating system policies can change the behaviour of
monitored resource.

Using the same data set collected during the peak-shaped workload, other inputs are
selected to determine the possibility of memory consumption prediction. As seen in
Figure 24, three metrics are used as input to model memory consumption:

e Auverage system CPU usage of web servers: The percentage of the CPU
used by the operating system for housekeeping tasks, averaged by each
minute.

e Average disk 10 operations amount: Average number of input/output
access that is processed to disk.

e Average number of hits: Number of users tried to reach the server per
second, average by minute-interval.

The predictions are performed in terms of Bytes as the unit of memory; however, for

better visualization, memory is shown in megabytes.
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Figure 24 Data collected for predicting memory consumption

5.4 Models Evaluation

In this section, we will evaluate the models built in previous section.

5.4.1 Response Time Estimation

Neural Networks
Using the Neural Networks tool in Weka, we build a model and validate it with 10-fold
cross validation.

For training, we used the average CPU utilizations of web and database server and
the number of hits. Since the inputs to the model are not of the same unit and scale, all of
the inputs are normalized to [0, 1] range by deducting smallest value from all of the

values and dividing all values by difference of largest and smallest values. The equation
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below shows the normalization function used. In this equation “a” is the value to be

normalized and “b” is the normalized value of “a”.

a — min
b=

max — min

Using the default settings in Weka, the learning rate is 0.3 and 500 epochs used

for training this model. Figure 25 shows the visualization of NN model.

avg_cpu_web

o response_kime

avg_cpu_db

Figure 25 Neural network model trained to predict response time

As Figure 26 depicts, the real response time of our application is measured
between 1500ms to 1800ms. However, the estimated values by the model did not show

error more than 70ms.

63



1850 60
1800

2 1750 o

‘a_Ef 1700 20

= 1650 0

¥ 1600 =20

=

§ 1550 P

2 1500

* 1450 o -60
1400 -80

1 3 5 7 9 1113 15 17 19 21 23 25 27 29 31 33 35 37 39 41 43 45 47 49
Test Sample #

—&— actual —¢— predicted —#8— error

Figure 26 NN model performance for 50 random samples, RT prediction

Figure 27 shows the highly positive correlation (0.9815) between the actual measure

response time and the value predicted by trained neural networks.
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Figure 27 Response time prediction correlation with real values using NN
64

Error (ms)



Linear Regression:
In this section, Linear Regression model in Weka is used to predict the response time
with normalized sample input of the previous experiment. For this experiment, Linear
Regression parameters are the default setting in Weka. The equation below shows the
result of our modeling using Linear Regression:
response_time = -533.5059 * avg_cpu_web + 511.1366 * avg_cpu_db +
253.0613 * avg_visits + 1532.1975
However, the coefficients and constant values are different for each application, but this
equation can show approximately how much each of the inputs is contributing to the

response time of that application.
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Figure 28 RL model performance for 50 random samples, RT prediction

Figure 28 shows how linear regression performed the prediction for 50 random samples.
As shown in Figure 29, the predictions are not better than NN in case of correlation.
However, it took a shorter time to train the model, but the values of the mean absolute

error rate using this method is more than neural networks model mean absolute error rate.
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Figure 29 Response time prediction correlation with real values using LR

K-Nearest Neighbours:
For this experiment, K is set to one for building the model. Figure 30 shows how the

trained model performed for 50 random samples.
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Figure 30 KNN model performance for 50 random samples, RT prediction

As it is noticeable compared to previous models performance, KNN did the prediction
with lower error rate. Also, the range of error is less than the previous errors. Figure 31
represents the highly positive correlation between actual response time and the predicted

value output of KNN model.
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Figure 31 Response time prediction correlation with real values using KNN

Table 1 is the summary of our experiment results averages from 10 experiments using 10-
fold cross validation. KNN model has a less mean absolute error than the other two. Also,
Table 1 implies that building NN model is relatively more time consuming than other

models.

Table 1 Summary of the RT modeling using NN,LR and KNN

Name NN LR KNN
Time is taken to build model | 85.55 0.01 0.01
(seconds)

Correlation coefficient 0.9815 0.9416 0.995
Mean absolute error 9.8365 20.0253 4.4749
Root mean squared error 14.0931 24.7638 7.3183
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5.4.2 Response Time Prediction

Stepl: Workload Prediction
Figure 32 is the output of workload generator. Since our assumptions simplified the

workload, the prediction is almost equivalent to the real values.
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Figure 32 Predicted workload vs. real workload

Step 2: Modeling CPU Utilization
For CPUs performance modeling step, three machine-learning algorithms are used to
build CPU performance model: Neural Networks, Linear Regression, and K-Nearest

Neighbours.
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Figure 33 CPU modeling using LR

Each peak in Figure 33 belongs to a different day of data in the training set. In day 3, a
new server is added, and there are two servers to keep the load low. However, at the end
of the fifth day, it is understood that the load is too low compared to the cost of VMs. So
the extra server is removed. Another reason for this scenario is to show how much the
models are resilient to the change and how much it takes for the error to stabilize again.
In the first model, we employed Linear Regression; linear regression is more stable in
prediction, but it has predicted some negative values for CPU usage. Negative values are
because our training set configuration parameter was 2 severs in this day but we want the

prediction to be done for one machine. LR performance is shown in Figure 33.
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Neural network had a larger error rate, but it is more resilient to the noise of input data as

shown in Figure 34.
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Figure 34 CPU modeling using NN

K-NN is a classification algorithm, and it is used in this work to see how a classification
algorithm works in our scenario. As shown in Error! Reference source not found., the
prediction is quite spiky with lots of fluctuations. Also for the sixth day, when it only had
metric samples for two servers and the intention is to predict the CPU performance for
one machine, it predicted a step function, because it did not have enough previous
samples in its window, but in the second half of the peak, using the data from the first

half, it started to predict more accurate results.
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Figure 35 CPU modeling using KNN

Figure 35 represents the positive correlation between prediction and real values for CPU
usage percentage of web application servers. The best case in this chart belongs to the LR

since it predicts using a straight line and the noise is not significant.
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Figure 36 CPU models prediction for half of day 2

Figure 36 shows the growth of the CPU values based on the number of visits. Since the
servers are not overloaded, the growth did not become exponential at the end. However,
this figure shows the direct relation between the visits and the CPU usage percentage for

either real values or prediction values.

Step 3: Modeling Response Time Based on CPU Models Output

For this step, again we applied the three machine learning methods. However, each time,
a method is examined on top of every CPUs utilization prediction obtained from the
previous step. Thus, in total nine predictions are produced for response time. The reason
for these combinations is that the models for CPU and response time prediction are
independent. There was no strong evidence that in one of the algorithms for each of two
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models, there would be better results. Therefore, all of the possible combinations are
examined.

We first use the outputs from KNN method as input for the response time model. As it is
expected, the steps in the shape of the inputs (Figure 35) had a significant effect on the
output of response time model (Figure 37). To evaluate the model’s accuracy, the mean
absolute error estimation is used for the model based on the KNN input. This estimation
is only performed for days 2,6 and 7. Day 1 had no prediction in the experiment and
predictions started from day 2. In day 2, 6 and 7 the configuration of training was the
same as our prediction configuration. So in day 2 and 6 and 7, there was real data for

comparing to predicted values and calculate accuracy.
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Figure 37 Response time modeling based on KNN CPU models
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Error! Reference source not found. shows the performance of the three machine
learning algorithms, with the LR CPU models as input. As expected, KNN did not
perform well. It is a classifier and it works based on most similar situations, so it could
not guess the unseen situations very accurately. Also, LR over LR CPU model has the
highest error when the state of the configurations changed in day 3 and 6. LR method in
this figure, predicted in an entirely in the opposite direction of growth in day 6. It was
supposed to be increasing, but LR model predicted the result to decrease. LR is sensitive

to the fluctuations in the dataset; that is the reason that the waorst error was for this

method.
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Figure 38 Response time modeling based on LR CPU models
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Figure 39 Response time modeling based on NN CPU models

Neural Networks showed the most resilience to the variability of performance metrics in
the cloud. As proof for this statement, Error! Reference source not found. displays the
overall performance of the data mining methods on top of the NN CPU models. The
MARE estimation in Table 2 shows that NN over NN has the most accurate response

time prediction.

Table 2 Prediction MARE for Response time models for each day 2.6and, day 7

CPU Model KNN LR NN

RT Model KNN | LR | NN | KNN | LR NN | KNN | LR NN

7
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Figure 40 Response time prediction correlation with the real values of day 2

Error! Reference source not found. shows the correlation of the response time
prediction based on NN over NN CPU models with its real values. It shows high

correlation since the real values and their predictions are not showing significant

difference.

5.4.3 Predicting Memory Utilization

Neural Network
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For the first round of experiments with the collected data set, neural networks model. All
of the parameters are default values. For such parameters, the visualization is taken from
Weka. Momentum is 0.2; learning rate is set to 0.3 and epochs are 500. The model is

represented in Figure 41.

L awg_tam_used

ayg_cpu_system

awg_diskio

Figure 41 Neural network model trained to predict memory consumption

As represented in Figure 42, the predictive model had about 5 MB error on average for an
application with about 400 MB RAM usage. Fifty random samples used to demonstrate
the prediction. However, using 10-valdation showed that the model has about 1.5MB

absolute mean error.
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Figure 42 NN model performance for 50 random samples, memory prediction

Figure 43 shows the weak correlation between prediction and real memory usage.

380

378 |
376 |
374 |
372 |
370 |

368 |

Predicted RAM Usage (MB)

366 |

364 366 368 370 372 374 376 378

RAM Usage (MB)

Figure 43 Memory consumption prediction correlation with real values using NN
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Linear Regression

Another test is performed using the linear regression method for this experiment.
All of the default values of parameters are used, but the automatic elimination of
correlated attributes is disabled and this improved the result accuracy, because
elimination of attributes works based on correlation calculation. So the attributes, which
are approximately correlated, are removed from the model. But in this model the
approximation leads to lose of final accuracy. The numbers can show the significance of
each input.

avg_ram_used = -14200882.6768 * avg visits + 27097543.5687 *

avg_cpu_system + -6836630.9254 * avg_diskio + 386474894.804

Error! Reference source not found.Figure 44 shows the predictions of the built model

by linear regression, comparing to the real values.
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Figure 44 RL model performance for 50 random samples, memory prediction

81



Figure 45 depicts the relation of predicted RAM usage values and the real values

collected by monitoring component. It is clear that linear regression is not the best choice

based on this correlation.
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Figure 45 Memory consumption prediction correlation with real values using RL

K-Nearest Neighbours

For the last test of the experiment, K-NN is picked from Weka toolbox. All the

parameters are default values. K-NN performed the best among the three methods as

shown in Figure 46. The error is so small in most cases that when the units are converted

to MegaBytes instead of Bytes, for visualization purpose, they can be easily ignored.
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Figure 46 KNN model performance for 50 random samples, memory prediction

Figure 47 represents the highly correlated values from our predictions and the real values.
The values are so close that almost they form a line that shows this method perfect for

such workload and dataset.
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Figure 47 Memory consumption prediction correlation with real values using KNN
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Table 3 shows the summary of current modeling with all of the methods. Training time is
the slowest among all used methods, although its accuracy is not the best. LR has less
correlation coefficient than ANN while it has faster training time. KNN is the fastest

method to build the most accurate model to predict memory consumption.

Table 3 Summary of the memory usage modeling using NN, LR, KNN

Name NN LR KNN

Time is taken to build | 1.59 0.01 0.01

model

(seconds)

Correlation 0.7581 0.6214 0.9967
coefficient

Mean absolute error | 1611438.9031 2001486.7294 29280.2236
(bytes)

Root mean squared 2016561.9408 2369639.7052 245317.1594
error (bytes)

5.5 Discussion
Three experiments were conducted to show the possibilities of building performance
models based on statistical classification methods.

In the first experiment, we evaluated the accuracy of each model to estimate
response time. In that experiment, without using a moving window, K-NN worked the

best with 10-fold cross validation. K-NN outperformed the other two methods both in
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accuracy and speed. The speed and accuracy make this method the best one for
rebuilding the model on the fly and adaptively in the manager machine.

In the second experiment for response time prediction, Neural Network was the
best when it is used twice to first predicted the CPUs performance and then predict the
response time. The reason is the ability of this model to be trained on more sophisticated
input. KNN simply cannot predict the status that is not seen before.

In the third experiment, for prediction of the memory used based on the number
of users, KNN performed best in prediction with k-fold validation. The reason is that this
classification algorithm has seen some similar samples before. In such circumstances, it

performs as the best.

5.6 Summary

In this chapter, we carried out an empirical evaluation of modeling performance data in
cloud applications. We did three particular experiments: the first to determine the value
of response time and the second to predict the value of memory usage. For each of the
experiments, three of data mining classification methods were used: Artificial Neural
Networks, Linear Regression, and K-Nearest Neighbours.

The first experiment is to predict response time based on a chain of prediction
using a moving window of metrics samples and predicting 20% of the time ahead (4
hours). In the first step, a workload predictor is utilized to predict the workload for next

20% of the time. Then, CPUs utilization is predicted for that range of time and in the end,
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response time is predicted based on the predicted CPUs. NN for the models in this
prediction chain showed better results compared to others.

For the second experiment, estimating response time of a web application is the
goal. At first, jMeter is set to generate web requests to the monitored web servers and
applications. At the same time, the monitoring component gathered all of the
performance data from different sources and stored them in metrics samples HBase
cluster.

We exported the data in a columnar format for Weka and applied machine
learning algorithms afterwards. 10-fold cross validation was used to test the models; and
the results were reported.

The third experiment is conducted to make a better machine understanding of
memory usage by a Java web application. The same load of previous experiment was
produced to gather metric performance samples. Another set of performance metrics was
used to build three classification models. For this experiment, the same methods were
used, namely NN, LR and, KNN. The results revealed that KNN has the best
performance among others.

In summary, we reached acceptable accuracy for predicting response time and
memory usage using data mining classification algorithms. So, we proved our hypothesis
that data mining methods can perform well on performance modeling of big data

applications in cloud.
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Chapter 6
Conclusions

Building application performance models plays a key role to achieve a better
understanding of their behavior in the variable environment of cloud computing. A
comprehensive monitoring service is crucial in order to collect the necessary metric
information to build performance models. Considering large scale and growing cloud
environments, the performance has big data characteristics. Thus the monitoring service
needs to be implemented as a big data compatible solution. The purpose of this work was
to build performance analysis on top of the collected metric samples with the ultimate
goal of building an Autonomic and adaptive auto-scaling solution.

The first contribution of the thesis is a framework for the collection, storage and
process of metric samples. We consider metric sample data as big data due to its size
(volume), throughput (velocity), uncetainty in cloud environment (veracity) and, rich
sources for collecting metric sample (variety). Thus, our proposed platfrom should be
able to accommodate big data. The data solutions used in this thesis are big data
industrial solutions. The proof-of-concept implementation was examined and the results
were reported. Moreover, in our solution a new component has been proposed, called Big
Queue. Big queue is used to buffer the data and send larger sample sets to database

cluster. Using this technique, the consuming throughput improved 200 times.
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The second contribution is a method to develop prediction models for
application performance with data mining and statistical approaches In the first step, a
simple workload predictor was implemented. The workload predictor indicates how
many users would send requests to our experiment platform for a period of time. Then,
the predicted number of users and our desired configuration of the expierment platform
was used as input for next two steps. In secod step, we built a model for CPU usage of
the application. Then, based on the two mentioned inputs, CPU usage was predicted. The
third step was building another model for response time based on CPU usage. Our
measurements indicated that response time is correlated to CPU load. So, desired
configuration and the CPU usage are the inputs for building a response time predictor
model. The final output of mentioned steps is the response time of cloud application
predicted for next few hours. For these steps, three different data mining models were
used in different combinations to find the most appropriate method and model for
predicting cloud metric data. Finally, the evaluation and comparison among the model
were done.

The ultimate goal of this thesis is to reach a better understanding of monitoring
and analysis to complete the first two important steps needed to build a proactive auto-
scaling solution in the cloud. The methodology presented in this work is based on
MAPE-K loop. So, based on this concept, the first two phases (i.e., Monitoring and

Analysis) were the focus of this work.
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6.1 Future Work

One point that can be considered in the future is to use analytics tools that can work
efficiently with a large amount of data for building performance model. Also, scalability
is another key feature to be considered. Our experiments to build performance models are
based on single machine software called Weka. There are big data solution in this area
like Apache Mahout or Spark, that are distributed data mining software on top of the
Hadoop ecosystem.

Another issue to be considered is to build more efficient models. Although the
algorithms that are used in the model experiment did not have any special parameters to
be tuned, there could be more complex ways to build either using iterative procedures or
using special pre-processing or post-processing steps to improve the accuracy of the
models.

This work is more focused on the monitoring and modeling that are the first two
phases of MAPE-K adaptive loop. Another future direction could be defining adaptive
policies and plans for auto-scaling with more extended control points in the cloud. For
example, imagine we have a scaling plan that happens if CPU usage for the applications
reaches 10% above the last week average usage. In this condition some parameters
should be set in the application for the number of threads in the thread pool as new
extended control points.

The work that has been done in this thesis can be a complimentary work for other

projects. As an example, Godzilla [57] or Sipresk [58] that are two analytic engine for
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transportation data in Connected Vehicles and Smart Transportation [59] (CVST) project
can leverage K-Feed for auto scaling. Also another extension to this work is to integrate
this project with Openstack services such as Heat [60] to execute scaling plans or with
Apache Spark [61] to use its query and processing power for processing on performance

metrics.
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