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ABSTRACT

This thesis explores the use of a novel N-modular cold redundancy architecture using
Commercial-Off-the-Shelf onboard computers in Nanosatellites. The proposed architecture
explores a software-based decentralization of the arbitration logic. This eliminates the need for an
external supervising device to perform the arbitration amongst the onboard computers (OBC).
Instead, the architecture is reliant only on a memory-less watchdog timer to reset the spacecraft
power bus in case an OBC becomes unresponsive. Moreover, the architecture assesses the health
of each redundant OBC and provides precedence to the critical capabilities of the OBC. Finally,
the proposed redundancy architecture enables extensibility and is near platform agnostic, allowing
reusability across missions that utilize different OBC platforms, without the need for major
modifications in the arbitration mechanism.

The arbitration mechanism of proposed architecture was successfully validated in the lab
by emulating faults using Raspberry Pi Zero W modules in triple modular redundancy. An

additional OBC was added to demonstrate extensibility of the proposed redundancy architecture.
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CHAPTER 1 INTRODUCTION

Summary: This chapter presents the motivation for this research and defines its research
scope and objectives. A summary of the proposed methodology to achieve these objectives is also

presented.

1.1 BACKGROUND

Satellites experience a harsh launch environment and operate in an equally unforgiving
environment. The mechanical stresses experienced by onboard electronics are primarily from the
launch loads and thermal fatigue. However, the biggest challenges the satellite systems face in
orbit are from the interactions between the semiconductor devices and incident radiation or
particles. All of these factors can cause varying degrees of mission failure, from bit flips &
electrical surges that result in data corruption to mechanical and/or thermal fatigue that can cause
complete component failure [1] [2] [3] [4]. To prevent these failures, systems engineers strive to
build a robust and resilient spacecraft bus by employing proven spaceflight technologies and often
reinforcing them with numerous redundancies. However, these space grade components impose
their own unique constraints on the design and development of a mission. Due to their specialized
fabrication requirements and the fact that they reside in a very niche market, these components are
very expensive, have long acquisition lead times (from component order till delivery), and the
technologies themselves often lag behind commercially available alternatives [4] [5]. Spacecraft
Onboard Computers (OBC) are no exception to this limitation of using space grade components.

In fact, their criticality to the mission and the complexity of their design means that the space grade



OBCs often feature many more protection mechanisms and redundancies compared to other

spacecraft systems, which further drives up their costs.

The various protection mechanisms and redundancies integrated into space grade OBCs
are crucial for many applications such as communication satellites, global navigation systems and
human space flight. However, the benefits of such failsafe mechanisms do not patently outweigh
the aforementioned limitations, especially for small form factor missions such as NanoSats and
MicroSats. These platforms primarily serve university teams and smaller research groups who
have limited financial resources and constrained timelines for mission development. One potential
solution for such platforms could be the use of Commercial-off-the-Shelf (COTS) OBCs. Although
these components do not feature the various protection mechanisms built into space grade OBCs,
they do overcome the programmatic challenges faced by many small-scale missions. Moreover,
the COTS OBCs often feature up to date processors providing them with a performance advantage

over their space grade counterparts.

The focus of this research is the development of a novel self-arbitrating redundant OBC
architecture to enable the use of COTS OBCs in space. Redundancy is a widely utilized logical
radiation hardness technique that can offset the lack of space heritage in COTS OBCs. This chapter
briefly discusses the challenges posed by ionizing radiation as well as the processes used to address
these challenges & qualify components for spaceflight. Subsequent sections of this chapter explore
the motivation for this research in greater detail and expand on the significance of demonstrating
the proposed architecture using OBCs instead of other sub-systems on the spacecraft bus. The
latter sections of this chapter define the scope of this research, formalize the objectives for the

proposed architecture, and briefly discuss the methodology for designing the proposed



architecture. The chapter concludes with a brief layout of this thesis and provides an overview of

the subsequent chapters.

1.1.1 lonizing Radiation and its Effects

Perhaps the most challenging issue faced by spacecraft OBCs is ionizing radiation, even
though it is not the only threat posed by the space environment. As mentioned before, mechanical
and/or thermal fatigue may also lead to component failure. However, ionizing radiation is a non-
trivial issue as it can degrade and damage electronics through numerous mechanisms. The different
mechanisms by which ionizing space radiation affects the functionality and performance of

semiconductor devices onboard spacecrafts will be discussed here.

Incident ionizing radiation deposits large amounts of energy into the semiconductors and
this interaction results in system performance degradation. There are three main sources of
ionizing radiation for satellites in Earth orbit, namely Galactic Cosmic Rays (GCR), Solar
Energetic Particles, and trapped charges in the Van Allen Belts. Galactic Cosmic Rays (GCR)
originate outside the solar system and primarily constitute heavy ions travelling at high velocities.
GCRs are the most energetic form of ionizing radiation with particles reaching energy levels of up
to 100 GeV. During active periods of solar sunspot cycle, the shielding effects of the Solar wind
against GCR increases and the flux of GCR radiation experienced by satellites decreases. Solar
Energetic Particles (SEP), also called Solar Proton Events, are particles generated during solar
events. SEPs can be further classified into solar flares which contain heavy ions, and Coronal Mass
Ejections (CME) which contain high energy electrons and protons. The radiation particles typically
reach energy levels between 10 MeV and 1 GeV, and the frequency of solar events increases with
an increase solar in the solar sunspot cycle. Lastly, the Van Allen Belts consist of two belts of

charged particles around the Earth that are trapped by the Earth’s magnetic field. The inner belt



extends roughly from one Earth radius out to three Earth radii above the Earth’s surface. Trapped
protons, with energies reaching up to 100 MeV, are the dominant source of ionizing radiation
within the inner Van Allen Belt. Due to the non-uniformity of the Earth’s magnetic field, the inner
belt dips closer to Earth over a region known as the South Atlantic Anomaly (SAA). The SAA
covers the majority of the South Atlantic Ocean and South American continent. Satellites transiting
over the SAA in Low Earth Orbit experience a higher flux of radiation compared to other parts of
their orbit at the same altitude. The outer Van Allen belt extends from roughly three Earth radii
out to ten Earth radii above the Earth’s surface and predominantly contains trapped electrons with
energies up to 10 MeV [1] [3] [6] [7].

The manifestation of the degradation caused by the various types of ionizing radiation can
be instantaneous or gradual, while its extent can vary from being a temporary interruption in
mission operations to irreversible system damage. The effects of radiation of spacecraft electronics
can be categorized into three groups, namely dose damage, single event effects and spacecraft
charging. The different mechanisms of radiation damage that fall under these categories are briefly
discussed here. A more detailed discussion of these effects along with a survey of missions that

have experienced these affects is provided in Appendix A.

Total lonizing Dose (TID) and Displacement Damage Dose (DDD) are the two
mechanisms that fall under dose damage by which ionizing radiation can cause irreversible damage
to spacecraft electronics. Dose damage manifests gradually, but its effects are permanent. Total
lonizing Dose (TID) is the accumulated radiation that is absorbed by any electronic device onboard
the spacecraft over its mission lifetime. Over time, the accumulated radiation increases the number
of trapped charges in the semiconductor’s gate oxide. This causes alterations in carrier

concentrations and lifetimes, shifts the voltage threshold, and leads to current leakage [3] [8] [9].



Although the degradation is gradual, the may system eventually fail beyond recovery.
Displacement Damage Dose (DDD) has similar effects to TID although the underlying mechanism
is slightly different. Displacement damage is caused by protons, neutrons and high energy
electrons that knock atoms out of the semiconductor lattice. The displaced atoms are trapped in
interstitial spaces in the lattice increasing the lattice imperfections. As the lattice imperfections
grow, the performance of the semiconductor degrades resulting in current leakage [3] [9] [10].
Radiation hardness levels for electronics are expressed as the total dose limits before the system
begins to exhibit performance degradation. Space grade electronics that are radiation tolerant are
typically rated for total doses between 100 to 1000 krad. In contrast, commercially available

components are usually rated between 5 and 20 krad [4] [11].

Unlike dose damage, Single Event Effects (SEE) cause instantaneous change in the
functionality of an electrical circuit of any spacecraft system. A Single Event Effect is a broad
umbrella term used for a variety of soft errors and hard errors caused by a high energy particle
travelling through the semiconductor. The particle leaves an ionized trail in the body of the
semiconductor which causes sporadic off-nominal effects that maybe transient or permanent [6, 7,
10, 12]. SEEs such as Single Event Upsets (SEU), Single Event Transients (SET) and Single Event
Latchups (SEL) cause transient changes in the hardware or software state of the device and are
usually non-destructive. Power cycling the affected devices often resolves these affects. On the
other hand, Single Event Burnouts (SEB) and Single Event Gate Rupture (SEGR) usually result in
permanent component failure, however, it is worth noting that these effects are almost exclusively
observed in power circuitry using high power Metal Oxide Semiconductor Field Effect Transistors

(MOSFET) and Bipolar Junction Transistors (BJT).



The final category of ionizing radiation effects is spacecraft charging. Electrostatic
Discharge (ESD) is a result of differential surface charging, internal charging of insulating material
or high charge build up on the spacecraft relative to the ambient plasma. While radiation
contributes to the build-up of this charge, other mechanisms such as photoelectric emission can
also result in differential charging. The build-up of charge culminates in a sudden discharge arc
across spacecraft surfaces or from the spacecraft to the ambient plasma. This sudden discharge
dissipates large amounts of energy which can damage any electrical circuits that may be
electrically coupled to the surfaces experiencing the discharge arc. There is also evidence showing
that high velocity impacts with space debris can induce electrostatic discharge in spacecraft [13,
14]. This makes spacecraft electronics another potential victim to the ever-growing threat of space
debris, which is not only capable of causing structural damage, but can also affect the electronics

protected within the spacecraft chassis.

1.1.2 Traditional Space Grade Onboard Computers

In order to ensure reliable system performance in orbit, uniquely fabricated components
are utilized in conjunction with system redundancies and flight qualification procedures. These
systems usually wear the badge of space heritage i.e., the components and mechanisms
implemented within these systems have been demonstrated as viable solutions for counteracting
the harmful effects of the space environment. These components rely on a combination of
component design qualification and system design qualification processes.

In component design qualification, the component vendor ensures that certain performance
requirements are attained via standardized fabrication processes. There are several reliability
programs that establish requirements for component performance and audit manufacturers that

claim to conform with the established requirements. In the United Stated, the Qualified



Manufactures List (QML) and Qualified Parts List (QPL) are two such reliability programs. The
Capability Approval is a reliability program similar to QML and is used throughout Europe [15].
Class V components under the QML are often marketed as space grade components [16].
Manufacturers often also implement physical radiation hardness mechanism to protect the system
from the harmful effects of ionizing radiation. Physical radiation hardening techniques primary
rely on the specialized fabrication processes & materials, and therefore typically undertaken by
the component manufacturer. Common physical radiation hardening techniques include Silicon on
Insulator (SOI) or Silicon on Sapphire (SOS) fabrication and spot shielding [17].

In system design qualification, mission engineers qualify and validate the overall system
instead of the constituent components. This involves integrating system recovery mechanisms and
backups. In the worst case when certain components of the system cannot be recovered, the design
allows graceful degradation of the system which allows the spacecraft to continue executing
mission operations. In regard to ionizing radiation, the system integrates logical radiation hardness
techniques to preserve functional integrity. Logical radiation hardening focusses on counteracting
the manifestation of the radiation effects, rather than mitigating the effects themselves. This
requires feedback from the system being hardened to detect performance degradation. Since
performance feedback can be added to the system after fabrication, it is possible for mission
engineers to implement custom logical radiation hardening mechanisms. Common methods for
building logical radiation hardness include using redundant systems, watchdog timers, Error
Detection and Correction (EDAC) mechanisms, and immunity aware programming [17].

Traditional space grade OBCs heavily rely on component design qualification, utilizing
QML/QPL certified radiation tolerant components. Protection mechanisms fabricated within the

OBC include, but are not limited to, hardware memory scrubbers, latching current limiters and



watchdog timers. The specialized fabrication requirements for integrating these protection
mechanisms leads to increased costs and long lead times for these components. Moreover, the
capabilities of space grade OBCs must be demonstrated in orbit to achieve space heritage. This
necessarily implies that space grade components will not feature the latest processor technologies

available in the market.

1.2 MOTIVATION TO EMPLOY COMMERCIAL OBCs

Commercially available onboard computers provide several performance and
programmatic advantages over their space grade counterparts.

CubeSat OBCs with space heritage typically cost $5,000 - $10,000 [18] [19] [20]. In
contrast, commercial-off-the-shelf onboard computers are inexpensive, readily available, and
provide several configurations within a cost range of $10 - $150 [21] [22] [23] [24] [25]. This
helps increase the sparing philosophy for spacecraft components, which not only enables
development of engineering models for the spacecraft systems, but also allows a greater number
of team members to work in parallel with the flight hardware. The latter is of great importance for
educational missions such as those developed by undergraduate and graduate teams where access
to space grade components is usually limited to a few graduate students and professors. This not
only limits the educational experience for majority of the team, but also dramatically slows down

the development timeline.

COTS OBCs have faster component update cycles and feature faster processors and larger
volatile & non-volatile memory modules. Commonly available CubeSat OBCs offer single core
processors with clock speeds of less than 100 MHz [18] [19] [26], while COTS variants feature

multi-core processors with clock speeds of up to 1.5 GHz [21] [22] [23] [24] [25].



Owing to limited mass and volumetric budgets available in CubeSats, their OBCs have
very small form factors [18] [19] [20] [26] [27]. COTS OBCs provide an advantage here as well,
as their form factors are much smaller than CubeSat standard OBCs [21] [22] [23] [24] [25]. This
saving in mechanical budgets allows integration of multiple redundant COTS OBCs within small

form factor satellites while occupying similar mass and volume as their space grade counterparts.

However, commercially available OBCs do not feature any of the protection mechanisms
or radiation hardness that allow space grade OBCs to operate reliably in orbit. The biggest
challenge of using commercially available components in space missions is their lack of lot
traceability and product homogeneity [4] [16]. Although COTS components have been used on
board spacecraft [12] [28], they typically constitute only a part of the onboard computer. The
COTS components are often supplemented with radiation-hardened components and external
arbiters [29] [30]. Moreover, these supplementary systems are tuned to the platform they are
protecting i.e., switching to a different OBC or adding additional redundant modules requires

major modifications to the redundancy architecture [31].

1.3 RESEARCH SCOPE AND OBJECTIVES

1.3.1 Research Scope

Deploying COTS OBCs in space requires a multi-faceted solution that addresses resilience
across hardware and software. However, the most critical aspect to this solution is redundancy
which allows failed OBCs to be swapped out for functional backup OBCs. This research explores
the use of a novel N-modular cold redundant architecture of the spacecraft OBC. The proposed
architecture utilizes software-based decentralization of the arbitration logic. This eliminates the
need for an additional supervising device to perform OBC arbitration, and the architecture relies
only on a memory-less watchdog timer to initiate the arbitration process in case the OBC in

9



command of the spacecraft stops responding. This thesis also explores strategies to make the
redundant architecture scale agnostic, allowing reusability across missions without the need for

major modifications to underlying arbitration logic.

Aspects of the proposed architecture implemented within flight software will themselves
be prone to the effects of ionizing radiation. Fault isolation and recovery from software execution
errors or data corruption requires the use of complex EDAC mechanisms and immunity aware
programming techniques. However, the development of these mechanisms is beyond the scope of
this research. In order to address software related faults, the proposed architecture can utilize
existing design strategies to improve software resilience including, but not limited to, data
redundancy, code execution duplication and watchdog timers [17] [32] [33] [34]. These
mechanisms can be complemented with the proposed architecture to ensure its reliable execution,
as well as that of the rest of the flight software. Moreover, common strategies such as spot shielding

[17] [35] [36] and conformal coating can be used to increase hardware robustness [37] [38] [39].

1.3.2 Research Objectives

Given the scope of this research, the proposed architecture achieved the following

objectives:

i.  The architecture arbitrates between the redundant OBCs without the need for any
external arbiter, except for a memory-less watchdog timer. The capability of this
watchdog timer was limited to resetting the spacecraft power if an OBC becomes

unresponsive.
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ii.  The architecture is capable of assigning precedence to individual health metrics. This
health metric precedence addresses partial failures of an OBC that affect mission

critical capabilities.

iii.  The arbitration architecture is extensible, that is, the arbitration logic abstracts away
the scale of the redundancy architecture. This extensibility trait also applies to the
selection of health metrics, that is, the architecture is agnostic to the actual health

metrics used for OBC health characterization.

1.4 METHODOLOGY

The proposed redundant COTS OBC architecture resembles N-modular cold redundant
systems, with the exception that it does not have an external arbiter to monitor device health and
swap control between the available OBCs. This eliminates the single point of failure found in
existing cold redundant architectures. Instead of utilizing the external arbiter, the proposed
architecture decentralizes the arbitration logic is decentralized within software. Each device
quantifies its own health by aggregating various health metrics into a single unique health
parameter, known as the OBC’s Health Quotient. A novel strategy was proposed to normalize any
health metric based on its relative priority amongst the list of all health metrics. The proposed
strategy iteratively computes the normalized range for the health metrics, starting from the lowest
prioritized metric. The process forces the step-size of any normalized health metric to be larger
than the largest possible aggregate of all normalized health metrics with lower priorities. This
ensures that metric priorities can be assigned independent of the original range or resolution of the

health metric. The normalization of health metrics is setup such that larger values of a health
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metric, and therefore of the OBC’s Health Quotient, indicate a healthier state of the OBC. Each
OBC is also assigned a unique module rank which serves as a precedence metric to resolve
arbitration in the event that two or more redundant OBCs have equivalent state of health. The
proposed methodology was designed to be agnostic to the health metrics themselves, allowing the

exact metrics to be determined based on mission needs.

The proposed arbitration process for the computation and exchange of this Health Quotient
defines one of two roles to each of the available OBCs, namely process supervisor or redundant
module. Only one OBC is assigned the role of the process supervisor at any time, and it is
responsible for arbitrating control of the spacecraft bus amongst all OBCs to allow them to
compute their Health Quotients. Once an OBC computes its Health Quotient, it broadcasts this
value to the other redundant modules for a comparative health assessment. All other OBCs are
assigned the role of redundant module. This architecture design allows extensibility of the
architecture, as any additional OBC added to the spacecraft bus will assume the role of a redundant
module and execute the same logical functionality as existing redundant modules. The assignment
of roles for the arbitration process is dynamic, and the process does not assume that any particular
OBC (process supervisor or redundant module) will be functional when the arbitration process
commences. Failsafe mechanisms were included to ensure that the arbitration process will resolve
itself even in the event of complete or partial failure of one more OBCs. A proof-of-concept of the

proposed architecture was tested in the lab to demonstrate its viability.

1.5 THESIS STRUCTURE

The following chapters of the thesis elaborate on the design of the proposed architecture
and demonstrate its implementation. In all, there are six chapters in this thesis including the

Introduction. Chapter 2 provides a comprehensive literature review on the use of redundant
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onboard computers as well as the use of COTS components in space missions. The chapter also
explores existing health characterization strategies for onboard systems. The next two chapters
layout the details of the proposed architecture. Chapter 3 focusses on the characterization of OBC
health and provides details on generating a unique precedence-based Health Quotient. Chapter 4
provides details on an arbitration mechanism that is architecture scale independent and allows
computation and exchange of this Health Quotient. Chapter 5 details the ground-based validation
tests conducted by deploying the proposed architecture using redundant Raspberry Pi Zero
modules. Chapter 6 summarizes the work, highlights the contributions of this research and
discusses the potential areas where the proposed architecture can be improved to expand its

application scope.

1.6 LIST OF PUBLICATIONS

In addition to the research work performed to develop the proposed redundancy
architecture, substantial work was done towards the design and development of a 2U tethered
CubeSat mission called DESCENT. The redundancy architecture proposed in this thesis was
implemented on this mission, and the constraints of implementing this redundancy architecture on
an actual CubeSat platform were fed back to improve the design of the proposed architecture.
Significant contributions were also made towards the development of a ground-based air-bearing
testbed which was used to perform tether deployment tests for the DESCENT mission. The list of

publications detailing this work is presented below.

1. Z. H. Zhu, J. Kang and U. Bindra, "Validation of CubeSat tether deployment system by

ground and parabolic flight testing”, Acta Astronautica, vol. 185, pp. 299-307, 2021.
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. U. Bindra and Z. H. Zhu, "Ground based testing of space tether deployment using an air
bearing inclinable turntable™, International Journal of Space Science and Engineering, vol.
4,no. 1, pp. 1-17, 2016.

L. Murugathasan, U. Bindra, C. Du, Z. H. Zhu, and F. T. Newland " A Software and
Hardware Redundancy Architecture for Using Raspberry Pi Modules as Command & Data
Handling Systems for the DESCENT Mission”, in Canadian Aeronautics and Space
Institute ASTRO, Quebec, 2018.

. J. Kang, Z. H. Zhu, U. Bindra, L. Murugathasan, J. Furtal and G. Li, "Deployment
Mechanism for DESCENT Mission”, in Canadian Aeronautics and Space Institute
ASTRO, Quebec, 2018.

. V. Jain, U. Bindra, L. Murugathasan, F. T. Newland and Z. H. Zhu, "Practical
Implementation of Test-As-You-Fly for the DESCENT CubeSat Mission”, in 2018
SpaceOps Conference, Marseille, 2018.

. U. Bindra, L. Murugathasan, V. Jain, G. Li, J. Kang, C. Du, Z. H. Zhu, F. T. Newland, M.
Alger, O. Shonibare, A. de Ruiter, "DESCENT: Mission Architecture and Design
Overview", in AIAA SPACE, Orlando, 2017.

. U.Bindraand Z. H. Zhu, "Development of an Air-Bearing Inclinable Turntable for Testing
Tether Deployment”, in AIAA Guidance, Navigation, and Control Conference, San Diego,
2016.

. U. Bindra and Z. H. Zhu, "Experimental Validation for the Deployment Behaviour of
Orbiting Tethers Using an Air-Bearing Turntable”, in 5th International Tethers in Space

Conference, Michigan, 2016.
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CHAPTER 2 LITERATURE REVIEW

Summary: This chapter presents the literature review on existing redundant OBC
architectures. The chapter also summarizes the use of COTS components in spacecraft command
and data handling systems. Finally, the gaps identified in current research & development, which

are addressed in this thesis, have been summarized.

2.1 REDUNDANT OBC ARCHITECTURES

Redundant architectures can be broadly categorized as hot, warm, or cold redundant. In a
hot redundant system, all backup OBCs operate in parallel with one primary device and
concurrently generate output commands [30] [40] [41]. An independent voting mechanism is used
to mask faults occurring on any one of the redundant devices prior to issuing the commands. Warm
redundant architectures are similar to hot redundant architecture, and also have the backup devices
powered up in parallel to the primary. However, the backup devices in warm redundant
architectures do not generate any command outputs [42] [43]. This reduces the complexity of the
system as external voting circuitry is not required. Finally, cold redundant architectures keep all
backup devices powered down until the active module experiences a failure mode [41] [42] [43].
This reduces operational stress on the redundant devices and tempers the effects of Total lonizing
Dose (TID) [8] [9], while also limiting the overall power budget requirements. Cold redundant
architectures are therefore ideal for small form factor satellites.

Redundant architectures utilize watchdog timers (WDT) that guard against off-nominal
behavior by resetting the OBC or the spacecraft power if the timer overflows [44] [45]. These

timers are required in single OBC architectures as well, to recover from SEEs or software loops.
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Complex redundant OBC architectures require additional logic implemented on an external arbiter
that can not only reset the system, but also arbitrate control between the redundant modules [46].

Figure 2-1 shows a high-level block diagram of such an architecture, modified from [47].

.
Power A
Distribution

Figure 2-1: External Arbiter in a Cold Redundant Architecture [47]

2.1.1 Centralized Watchdog Timers

A commonly used strategy to arbitrate between redundant OBCs is to use heartbeat signals
generated by the OBC to reset an external arbiter. If the active OBC experiences a fault, then the
heartbeat signal stops and the watchdog timer either resets the OBC or switches to the backup [48]
[49] [50]. The reliability of the redundant architecture can be improved by employing hierarchal
watchdogs [51]. In this architecture, an external supervising device such as a watchdog processor

(WDP) arbitrates between the redundant OBCs, and an independent watchdog timer monitors the
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watchdog processor to ensure its nominal operations. This removes the single point failure of

external watchdogs from the redundant systems.

The ZDPS-1A CubeSat [52] [53] implemented dual modular OBCs in warm redundancy.
The architecture used an FPGA to route control of the spacecraft bus between the OBCs. An
independent watchdog timer monitors the active OBC and initiates an autonomous switchover to

the redundant module in the event that the primary module fails.

A similar architecture of dual modular OBCs in warm redundancy was implemented on
the UWE-3 CubeSat [53] [54]. Two independent analog isolation switches, one connected to each
OBC, were used to control access to the spacecraft bus. The isolation switches are monitored by a
Toggle Watchdog Unit (TWU) that activates the redundant module via a flip-flop circuit in the
event of a malfunction. Additionally, a cascaded-timeout watchdog implementation is used on the
power unit to power cycle the toggle watchdog unit.

The ESTCube-1 CubeSat [55] [56] implemented dual modular Microcontroller Units
(MCU) in cold redundancy. The control of the spacecraft bus was toggled between both MCUs by
the spacecraft Electrical Power System (EPS). Independent isolation switches were used for each

peripheral to isolate the MCUs from the spacecraft bus.

The X-Sat microsatellite [30] also implements a dual modular OBC in cold redundancy.
The active OBC sends heartbeat signal to the spacecraft power supply unit that maintains a
watchdog timer. If the OBC fails to reset the watchdog timer, the power supply unit resets the
active OBC. After a pre-determined number of resets, the power supply unit switches to the backup

OBC.

Most redundant architectures that integrate centralized watchdog timers focus on a dual

modular architecture and require major modifications to scale up the architecture and
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accommodate a greater number of redundant OBCs. Moreover, these implementations do not
perform any quantitative health analysis of the OBCs. Instead, the watchdog timers perform a
switchover to the redundant module as soon as the primary OBC hangs-up. This method results in
an “all or nothing” performance characterization of the OBC and cannot determine the relative
ranking of OBC state-of-health if there are more than two redundant OBCs. Spacecraft health
monitoring strategies that can provide a wholistic characterization of the OBC based on various
functional capabilities typically utilize machine learning and data mining techniques [57] [58] [59].
An arbitration mechanism using an instantaneous state-of-health metric that is indicative of the
OBC'’s functional capabilities has not been explored. Such a mechanism will also allow definition
of quantifiable health metrics that can be used to assess the functional capabilities of all OBCs

before performing a switchover.

2.1.2 Decentralized Redundancy

The BEESAT-1 CubeSat [53] [60] employed dual modular OBCs in cold redundancy. Each
of the OBCs is connected to the entire spacecraft bus over a redundant pair of Controller Area
Network (CAN) busses, such that both OBCs can command the entire spacecraft. This eliminates
the need for external arbiters; however, the architecture limits all sub-systems on the spacecraft to
the CAN interface.

The Delfi-C® [31] [61] and Delfi-n3xt [31] CubeSats utilized autonomous sub-system
design instead of a redundant OBC architecture. Both missions only employed a single OBC. On
Delfi-C3, each sub-system on the spacecraft monitors OBC activity. In the event of a timeout, the
sub-systems are capable of performing mission critical tasks autonomously. On Delfi-n3xt, the
spacecraft transceiver’s telecommand decoder was equipped with critical OBC functionality. This

functionality was executed by a microcontroller placed at the transceiver. A similar autonomous
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sub-system architecture was implemented on the SNAP-1 [62] mission. A TTC node was
implemented on a microcontroller integrated into the spacecraft’s S-Band transceiver. The
microcontroller was capable of polling critical health telemetry from other sub-systems on the

spacecraft.

All of these architectures remove single point of failures from the Command and Data
Handling (C&DH) unit of the spacecraft. However, the spacecraft functionality is reduced to its
critical operations in all cases.

Zhu and Yu [40] demonstrated decentralization of the supervising unit hardware in a dual
modular hot redundant system. Each OBC is connected to an independent Field Programmable
Gate Array (FPGA). Each FPGA implements the arbitration logic and is capable of performing a
transfer of control from the active module to the standby module. Fayyaz, Vladimirova, and
Caujolle [29] demonstrated a similar decentralization of the arbitration logic in a distributed
computing scheme. Each OBC is connected to an Adaptive Middleware for Fault Tolerance
(AMFT) implemented on an FPGA. The AMFTs run membership algorithm for the OBCs. Each
AMFT monitors its host OBC for faults in the processor, watchdog or memory. Once a fault is
detected, the ID of the faulty OBC is propagated throughout the network of distributed computers
through their respective AMFT module. However, both these decentralization techniques require
specialized hardware connected to the OBCs.

These methods for decentralizing the arbitration architecture either limits the choice of the
OBC platform, limits its functionality, or requires specialized hardware to support decentralization
of the arbitration logic. A solely software-based decentralization of the arbitration mechanism that

does not require specialized hardware (other than a memory-less watchdog timer) will be explored
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in this thesis. Moreover, the arbitration mechanism will not utilize strategies that trade-off

decentralization for limited functionality of the spacecraft.

2.2 EXTENSIBLE ARCHITECTURES

The discussion in literature of scalable architectures for Nanosatellite OBCs is limited. The
X-Sat microsatellite [30] enabled scalability for the number of memory banks used by the
spacecraft OBC, however, this scalability was not extended to the number of OBCs itself. The
fault tolerant architecture proposed by Fayyaz, Vladimirova, and Caujolle [29] is size agnostic;
however, it requires integration of an FPGA for every OBC that implements the arbitration logic

via middleware.

2.3 COTS COMPONENTS IN SPACE

The use of COTS components in spacecraft sub-systems has drastically increased in recent

years, enabling cost-efficient and rapid development of space missions [63].

The ESTCube-1 spacecraft [56] primarily used automotive or industrial grade COTS
components for development of several onboard sub-systems. The spacecraft was launch in May
2013, and in-orbit operations of the spacecraft demonstrated the viability of these components in
space. However, infant mortality of COTS components was recognized as an issue, which supports
the use redundant components. The SNAP-1 mission [62] was developed with objective of using
COTS components for all of its core sub-systems including the OBC, power and communications
modules. The mission was launched in June 2000 and demonstrated successful operations in orbit.
The X-Sat mission [30] utilized COTS memory banks in its dual redundant OBC architecture. The

AAReST mission [28] proposed the use of dual redundant Raspberry Pi modules on the CubeSat.
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These works demonstrate the increasing shift towards COTS components. The architecture
presented in this thesis will be a stepping-stone in this direction and will broaden the use case of
COTS OBCs by developing an extensible and near platform agnostic variant of the existing

redundancy architectures.

2.4 GAPS IDENTIFIED IN CURRENT LITERATURE

The following gaps have been identified in existing literature on redundant OBC
architectures:

1. Current arbitration mechanisms rely on the OBC to execute internal health
assessments and only send heartbeat message to the external arbiter. An arbitration
mechanism based on the comparative health assessment of all available OBCs using
weighted health metrics has not been explored.

2. De-centralized arbitration mechanisms that do not rely on a single external arbiter
utilize specialized hardware such as FPGAs to support the de-centralization. A de-
centralized arbitration architecture that does not require any specialized hardware
to execute the arbitration logic has not been explored.

3. Arbitration architectures utilized in nanosatellites are purpose built for each
mission. A generalized architecture that supports extensibility and is near platform

agnostic has not been explored.

This research addresses the aforementioned gaps identified in current literature.
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CHAPTER 3 PLATFORM AGNOSTIC HEALTH ASSESSMENT

Summary: A novel strategy to aggregate the OBC health metrics into a unified health
metric called the OBC Health Quotient is presented in this chapter. The discussion highlights how
this strategy provides precedence to individual health metrics, while ensuring that the aggregated
Health Quotient is unique for each OBC. Lastly, the limiting factors for computing the Health
Quotient on an actual onboard computer are presented, along with suggestions to help circumvent

these limitations.

3.1 MODULE HEALTH METRICS

As the complexity of the spacecraft bus and the system requirements for the onboard
computer increase, the number of health assessments for an OBC will also increase to ensure that
the module is capable of executing mission operations. Any such assessment is defined as a health
metric. The exact metrics that must be evaluated to ensure that a particular OBC is capable of
commanding the spacecraft bus will differ for each mission and will depend on the design of the
spacecraft bus as well as the requirements for the command and data handling system. The
following properties are defined for the evaluation result of any health metric:

P 3-1. A health metric shall evaluate to a Real scalar value.

P 3-2. A single health metric shall not evaluate to a vector of multiple values. If the
assessment of any performance or functional capability for an OBC requires a vector
of multiple values, it must either be reduced to a single equivalent health metric or

each of those values must be defined as an independent health metric.
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P 3-3.  An optimal health assessment shall correspond to the maximization of the metric’s
evaluation.

P 3-4.  The interval for a health metric is defined as all possible values for the metric across
all available onboard computers. The lower bound and upper bound of this interval

shall not be the same.

Properties (P 3-1) and (P 3-2) ensure that all health metrics are scalars that can be directly
aggregated together into an onboard computer’s Health Quotient. Property (P 3-3) implies that the
healthiest available module will have the largest value of the Health Quotient. Lastly, Property (P
3-4) is used to demonstrate that each module computes a unique Health Quotient (discussed in
section 3.3.2), therefore avoiding any ambiguity in picking the healthiest available onboard

computer.

3.1.1 Categorizing Health Metrics

3.1.1.1 Boolean Health Metrics

Boolean health metrics are module health evaluations that always yield a binary result,
indicating whether the module passed the evaluation for a given metric. Boolean health metrics
may include, but are not limited to, computation validity, software execution validity, state
configuration validity, or communication & memory interface functionality. A Boolean health
metric b can be expressed as:

b= {0, evaluation failed 3.1)

1, evaluation passed

3.1.1.2 Non-Boolean Health Metrics

Non-Boolean health metrics can evaluate to any real scalar quantity and provide granular
information about the performance of an OBC with respect to the given metric. Non-Boolean

health metrics may include metrics that compliment Boolean health metrics such as the frequency
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of successful read/write operations on a communication or memory interface. Non-Boolean health
metrics may also include independent metrics such as the amount of time the module has
previously spent commanding the spacecraft bus or the amount of mission data stored onboard the
module. The latter assists in providing precedence to an OBC if all available modules have

identical health assessments for their capabilities.

3.1.1.3 Module Rank Metric
At mission epoch (first on-orbit power up), it is unlikely that any of the OBCs has

experienced a failure mode i.e., the aggregate of all health metrics will result in the same Health
Quotient. An immutable specialized rank metric is used to provide a unique rank for each available
module and is used to establish a ranking order between all available OBCs. Note that even though
the value of this metric is fixed for each module, property (P 3-4) implies that, on a spacecraft with
Nm redundant onboard computers, the module rank metric € [1,N,]. Ifall modules are in identical
states, property (P 3-3) dictates that the onboard computer with module rank of Nm will assume

control of the spacecraft bus.

3.2 RANKING THE HEALTH METRICS

Every mission has a set of primary mission requirements that are valued higher than
mission goals. The precedence of certain mission requirements over others is carried over to the
spacecraft sub-systems involved in meeting those requirements. The onboard computer will likely
be part of most mission requirements and goals; however, the precedence of specific mission
requirements implies that certain capabilities of an onboard computer will be valued more than
others. This can be reflected in the module’s Health Quotient by ranking each of the selected health

metrics.
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Each health metric is assigned a whole number rank index which indicates its precedence
over other health metrics. The least valued metric is assigned a rank index of 1 and the rank indices
are incremented sequentially for higher valued health metrics. More than one health metric maybe
assigned the same rank index if two or more OBC functionalities are equally valued. However, the
rank indices must always increment by 1, even after assigning the same rank index to multiple
equally ranked health metrics. Finally, the module rank metric is always assigned a rank index of

0 and is the only metric with this rank index.

It is possible to reduce the equally ranked metrics into a single equivalent health metric.
This dataset reduction is useful for certain groupings of health metrics, especially if a large number
of health metrics are being considered. However, it requires a tradeoff with computational
resources of the onboard computer required to process these health metrics. This trade-off is
discussed in section 3.4 and should be considered when deciding whether to reduce the dataset of
equally ranked health metrics. The methodology for reducing various combinations of health
metrics into a single equivalent health metric are presented in the following section, along with a
discussion on when such dataset reductions are useful. The equivalent health metric retains the

same rank index as its constituent health metrics’ rank index.

3.2.1 Equally Ranked Boolean Metrics

Reducing two or more equally ranked Boolean health metrics is useful when the health
metrics are either conjunct (all equally ranked metrics must pass their respective evaluations) or

disjunct (sufficient for any one of the equally ranked metrics to pass its evaluation).

In both these cases, the health metrics can be combined into a single equivalent Boolean
health metric. Let bkp) be the evaluation result of an equally ranked Boolean health metric. The

subscript k(p) denotes the p™ equally ranked Boolean metric with a rank index of k. The equally
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ranked metrics are always evaluated independently. In the case where design requirements dictate
that all metrics must pass their respective evaluations i.e., the metrics are conjunct, logical
conjunction operations are performed on the evaluation results of all such metrics. For a set of m
> 0 equally ranked Boolean health metrics with a rank index of k, the equivalent Boolean health

metric bk can be expressed as:
b, = bk(l) A bk(Z) w A bk(m) (3.2)
Similarly, in the case where it is sufficient for any one of the metrics to pass its evaluation,

logical disjunction operations are performed on the evaluation results of all such health metrics. In

this case, the equivalent Boolean health metric by can be expressed as:
b, = bk(l) \% bk(Z) .V bk(m) (3.3)

It is also possible to apply both logical operations within the same set of equally ranked

Boolean metrics.

3.2.2 Equally Ranked Non-Boolean Metrics

Logical conjunction or logical disjunction operations cannot be performed to combine
metrics with non-Boolean health metric evaluations. In fact, the metrics may have non-integer
values and each metric might lie within a completely different interval. Taking the average of these
metrics to reduce the dataset will skew the equivalent health metric and will always be dominated
by changes in health metrics that have larger raw values. For instance, the amount of data stored
on a 1 gigabyte non-volatile memory module could be measured in megabytes within the interval
[0, 1024] or in kilobytes within the interval [0, 1048576]. In contrast, a metric measuring the ratio
of the total successful read/write operation to the total number of attempted read/write operations
in memory would always be bounded within the interval [0, 1]. Any fractional changes to this

metric would pale in comparison to the metric measuring onboard data storage.
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Considering that each metric may lie within unique intervals with unique step sizes, the
unweighted geometric mean of the metrics can be used to compute an equivalent health metric.
This reduction of equally ranked non-Boolean metrics into a single equivalent health metric is
useful when relative change of the metric values is being considered. In other words, scaling any
of the individual metrics by the same constant should reflect the same change in the value of the
equivalent reduced health metric. Let gkp) be the evaluation result of an equally ranked non-
Boolean health metric. As before, the subscript k(p) denotes that it is p™ non-Boolean health metric
with a rank index of k. For a set of m > 0 equally ranked non-Boolean health metrics with a rank

index of k, the equivalent non-Boolean health metric gk can be expressed as:

1
m m
9k = ﬂgk(p) (3.4)
p=1

Prior to computing the geometric mean, all health metric evaluations must be normalized
to values greater than 0. A health metric value of O will drive the entire geometric mean to 0, while

any value less than 0 may result in imaginary values for the geometric mean.

3.2.3 Equally Ranked Mixed Metrics

As noted in section 3.1.1.2, non-Boolean health metrics may provide supplemental granular
information for their corresponding Boolean health metrics. For instance, a Boolean health metric
may indicate the functional capability of a communication interface while a corresponding non-
Boolean health metric may indicate its performance capability as a measure of bit error rates on
the interface. It is useful to reduce these corresponding mixed metrics by using the Boolean health

metric as a weight for the non-Boolean health metric. For a Boolean health metric bk and an equally
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ranked non-Boolean health metric gk, both with a rank index of k, the equivalent mixed metric Mg
can be expressed as:

My = by X gk (3.5)

Using this health metric reduction implies that the evaluation of the performance metric gk

is irrelevant if an OBC fails its corresponding capability metric evaluation bx. Extending this to the

example of the communication interface, if the interface itself is not functional then the bit error

rate on that communication interface is irrelevant.

3.2.4 Health Metric Rank Indices

The smallest assignable rank index for the health metrics is 0 and is assigned only to the
module rank metric. Each equally ranked health metric with the same rank index can be grouped
into a set. The largest rank index that can be assigned within the overall list of all health metrics
depends on the number of sets of equally ranked metrics, as well as the total number of metrics
within each of those sets. Consider a total of ny health metrics after all dataset reductions for
equally ranked health metrics (excluding the module rank metric), with my health metrics that do
not have a unique rank index and that have been grouped into kn sets. Each of the kn sets contains
health metrics with the same rank index. In this case, N denotes the largest rank index that can be

assigned to any health metric. Nn is evaluated as:

Ny =ny —my +ky; Ny € [1, nyl (3.6)

3.3 EVALUATING THE HEALTH QUOTIENT

Once the health metrics have been selected and ranked, they are aggregated into a unified
health indicator known as the module’s Health Quotient. The challenge with simply aggregating

or computing an average of all health metrics was discussed in section 3.2.2. This issue is even
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more apparent when computing the Health Quotient as the health metrics with higher ranks may
have smaller raw values. To address this issue, each health metric is normalized to a unique interval
based on its assigned rank index. Once the dataset reductions have been performed on all equally

ranked metrics, the health metrics are normalized to according to the following properties:

P 3-5.  The lower bound of the normalized range for all health metrics must be 1.

P 3-6. Let Px denote the difference between the aggregate of the upper bound and the
aggregate of the lower bound of all the normalized metrics with a rank index less
than k. The step size of the normalized range for a health metric with rank index k >
0 must always be greater than Px.

P 3-7.  The module rank metric always lies within the interval [1, Nm], where N is the total
number of redundant onboard computer modules. Each OBC is assigned a unique
rank and the step size of this metric will always be 1.

The rest of this section will demonstrate how these properties are utilized to generate a
Health Quotient that provides precedence to health metrics based on their rank index. The
discussion will also show that the Health Quotient is unique for each of the redundant OBCs,
ensuring that a comparative health assessment generates an unambiguous result.

Min-max normalization is utilized to normalize a metric within a given interval. Consider
an arbitrary health metric with a value rsuchthatr € R and 1,,,;, < 1 < T;,45. The metric value

r can be normalized to R € [Rin, Rimax] @s follows:

T —1Tin) (R —R,;
R = Rmin + ( mln)( max mm) (3.7)

Tmax — Tmin

A health metric may or may not have a unique rank index. Let hy,y be the original

evaluation of the p™ metric with a rank index k such that k) € [hk(p)mi”, Ry 1. Within this
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interval, let the step size of this metric be s, ,,). After normalization, let the value of the metric be

Hypy € [Hkmi”,Hk(p)m‘”‘] and let the new step size of the normalized metric be Sk. It should be
noted that all equally ranked health metrics will have the same minimum value and the same step
size for their normalized interval (from properties (P 3-5) and (P 3-6) of normalization). However,
the resolution and maximum value for each equally ranked health metric may differ, since it
depends on the original interval and step size of that metric.

A new notation H, is introduced to represent the aggregate of all equally ranked

normalized health metrics with the rank index k. Consider a set of m equally ranked health metrics

with a rank index of k. Hy,, represents the normalized value of the p™ health metric with a rank

index k, wherep € Nand 1 < p < m. H, can be expressed as:

m
He = Z Hyew) (3.8)
p=1

This notation is used to generalize the normalization strategies and subsequent proofs
discussed in this chapter. For health metrics with unique rank indices, the value of m would
evaluate to 1.

The limits of this new normalized range can be computed based on the normalization rules
described above. The lower bound of the new interval is given by property (P 3-5) of
normalization:

H,™" = 1

min ™ \will evaluate to the number of health metrics

Since H, " always evaluates to 1, Hy,

with a rank index of k.
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To compute the upper bound of the interval, the new step size of any metric with a rank
index k > 0 must be computed within the new interval. Based on property (P 3-6) of normalization,

the new step size Sk for a normalized metric with rank index k > 0 can be expressed as:

k-1 k-1
Sk = Z H<i)max - z H(i)mm +1 (39)
i=1 i=1

As noted earlier, H,,™" evaluates to the number of health metrics with a rank index of k.

It follows that the expression Y&, Hy,™™ is the total number of health metrics with a rank index

of k or less. This total is denoted by || N ||. The expression for the step size Sk can be re-written as:

k-1
Si= ) He™ = (INeall = 1) (3.10)
i=0

The step size for the module rank metric is always 1, as defined by rule (P 3-7) of
normalization:
So=1
Using the step size for the normalized metric, the new upper bound of the metric can be
scaled from its original range using the ratio of the normalized step size to the original step size:

Nm: k=0

max _ S .
e ~ (k)™ = ey™), k>0

H min + (3-11)
“ Sk(p)

The ratio of the metric’s original range to its original step size provides the number of steps
the original metric traverses between its minimum and maximum value. The number of steps
Ty € N for the p" metric with a rank index K is:

max min
_ (e )

Sk(p)
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The expression for the upper bound of the normalized metric value can be re-evaluated as:

le k:()

max __ )
Hip)"™ = { H™ 4 ST, k>0 (3.12)

Once the interval for normalizing the metric has been computed, the normalized metric is

expressed as:

s (hk(p) _ hkmin)[Hk(p)max_ Hkmin]

H — H min _
k(p) k hk(p)max _ hk(p)mm

Since H,™" always evaluates to 1, and the ratio of the range for the metrics can be

expressed as the ratio of their step sizes, the expression can be re-written as:

Sk

Sk(p)

Hypy = 1 + (hie) = hiey™™) (3.13)

Once each metric has been normalized to their new intervals, the Health Quotient of the
OBC can be computed by simply aggregating the values of all metrics. A module’s Health Quotient

H is expressed as:

Ny
i=0

where Ny is the highest assigned rank index to the list of all health metrics, as defined in

section 3.2.4.

3.3.1 Health Metric Precedence

The selected normalization intervals for each of the health metrics allow any metric to
override the combined effect of all metrics with smaller rank indices. The comparative health
assessment of all available OBCs effectively boils down to a comparison of the highest ranked

metric for which the evaluation results are different. This order of precedence established between
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various health metrics will always hold and provides a predictable way of ranking the health of all

available OBCs.

To demonstrate this order of precedence, the comparative health assessment between two
arbitrary onboard computers is presented by working through the computation of the Health
Quotient for both OBCs. From equation (3.14), the Health Quotients H! and H? for the two separate

OBCs are expressed as:

Ny

H' = ZH<1i) = Hiy,y + Hy,—1y + -+ Hp (3.15)
i=0

Ny

H? = ZH(";) = H{y,y+ Hiy,—1y+ -+ H} (3.16)
i=0

Let the health metric with rank index k be the highest ranked metric where the evaluation
result is not identical on both OBCs. The difference in the evaluation of this metric with rank index

k on the two OBCs is minimized by setting it equal to the normalized step size of that metric:
1 2 _
H ey = Higey = Sk
Or
Hjiy = H{y + Sk (3.17)
If the Health Quotient H! is greater than H2, even by this minimum difference between the

health metrics, the order of precedence between the health metrics must still hold true.

Substituting the Equation (3.17) back into Equation (3.15):
H' = Hy,) + Hi, -1y T+ Hjepry + (Hy + Sic) + Hipe—gy + - + Hp (3.18)

H? = Hfy y+ Hiy, )+ -+ Hipy + Hjy + Hj_ gy + - + H§ (3.19)
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Since the evaluation results of all metrics with rank indices greater than k are assumed to
be identical on both OBCs, they can be replaced by a constant, denoted here as L, in Equations

(3.18) and (3.19):
H* =L+ (Hjy + Sk) + Hjy_yy + -+ H}
H?=L+Hly+H} 1+ +H§

Finally, the ability of the metric with index k to override the combined effects of all metrics
with rank indices smaller than k must also be demonstrated. To do so, all normalized health metrics
of H! with a rank index less than k are evaluated to their minimum possible values defined by their
normalization interval. This also implies assigning a lower module rank index to the OBC with
Health Quotient H*. The same metrics on the OBC with Health Quotient H? are evaluated to their

maximum possible values, such that:
HY = L+ (HZ + Sp) + HR", + - + HO (3.20)
H? = L+ Hf + HR®) + - + H™ (3.21)

In such a case, the Health Quotient H® should still be strictly greater than the Health

Quotient H2. Subtracting Equation (3.21) from Equation (3.20):

HY = H? = S — (HR2Yy + -+ HE™) + (HRDy + - + H™)

k-1 k—1
SHY — H2= S, — <Z Hma — Z Hg;aX> (3.22)

From the definition of the step size for the interval based on property (P 3-6) of

normalization, the step size S was expressed in Equation (3.9) as:

k-1 k-1
Sk — Z H<i)max _ Z H<i>min +1
i=0 i=0
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Substituting this expression for §; back into Equation (3.22):
H' — H*=1 > H' > H? (3.23)
Hence, the proposed method of normalizing each health metric into unique intervals based

on their relative ranks will always provide precedence to the onboard computer that performs better

under the criteria for the highest ranked health metrics.

3.3.2 Health Quotient Uniqueness

It is imperative that the value of the health quotient computed by each available onboard
computer is unique, so that there is no ambiguity in choosing the healthiest module. The
specialized metric that assigns module ranks to each OBC ensures that even if the aggregate of all
other normalized health metrics is equal on two separate health modules, the Health Quotient itself
will be unique.

Lemma 3-1 shows that the step size for a normalized health metric with rank k is always
greater than the step size for a normalized health metric with rank (k — 1). This intermediate result

will be used to demonstrate the uniqueness of the Health Quotient.

Lemma 3-1: The step size Sy for a normalized health metric with a rank index of k is always

greater than the step size Sy_, for a normalized health metric with a rank index of k — 1.
Sk> Sk—l! VKkeEN:k>0
Proof

From Equation (3.9), the step size Sy can be expressed as:
k-1 k-1
Sk = z Hy ™ — Z Hip™™ + 1
i=0 i=0
k-2 k-2
= | Hpey™™ + Z Hip ™™ | = | Hgeeyy™™ + Z Hip™™ | +1 (3.24)
i=0 i=0
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Similarly, the step size Sy_; can be expressed as:

k-2 k-2
Sk-1 = z H<i)max — Z Hmmin +1 (3.25)
i=0 i=0

Subtracting Equation (3.25) from Equation (3.24):
Sk — Sk—1 = Hgeny™™ — Hyeeqy™" (3.26)
From property (P 3-4) of health metrics, the upper bound and lower bound of the metric

cannot be equal and by definition, the upper bound of an interval cannot be smaller than its lower

bound. So,
Hue )™ = Hyey™™ > 0 (3.27)
Substituting Equation (3.27) back into Equation (3.26):
= Sk— Sk-1>0
= Sk > Sk_1
Lemma 3-1 can be used to demonstrate the uniqueness of the Health Quotients on any two

OBCs. The Health Quotients H! and H? for two arbitrary OBCs are expressed as:

Ny Ny

1 _ 1 _ 1 1
=0 i=1
Ny N

_ 2 2 2
=0 i=1

Taking the difference of the two Health Quotients:

Ny Ny
H'—H? = Z Hiy — Z Hly |+ (Hy — HE) (3.28)
i=1 i=1
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The difference of the two specialized rank indices can never be 0 since module rank is.
However, the aggregate of all other metrics may or may not evaluate to the same value on both

modules.

3.3.2.1 Aggregate of All Health Metrics with Rank Index > 0 is the Same on Both Modules

In this case,
Ny Ny
i=1 i=1

Substituting Equation (3.29) back into Equation (3.28):
= H' — H? = (H} — H})
Since the module rank is unique, its difference can never be 0. So,
(Hy — H§) #0
=>H'—H?+#0

3.3.2.2 Aggregate of All Health Metrics with Rank Index > 0 is Different on Both Modules

In this case,
Ny Ny
1 2
i=1 i=1
Or,
1 1 1 2 2 2
[(Hivyy + Hivgg—1y + - Hizy) = (Hv,y + Hivy—ny + - Hiy)] # 0 (3.30)

It can be deduced from Lemma 3-1 that the magnitude Equation (3.30) will be at least the

step size S, since the step size for all other normalized metrics will be greater than S;.
1 1 1 2 2 2
| (Hinyy + Hiny—1y + = Hiy) = (Hiyy + Hivymny + - HGy) | 2 81 (3.31)

From Equation (3.10), the value of §; can be expressed as follows:
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S1= Ho™ — (lINgll = 1)
The module rank is the only health metric with a rank index of 0, so ||Ny|| = 1. The value
of H,™** = N, i.e., the total number of redundant modules deployed. Therefore,
Si= N, (3.32)
Substituting the Equation (3.32) back into Equation (3.31):
| (Hiy + Hiny—ny -+ Hiyy) = (Hiyyy + Hiyory + - HGy) | = Ny

Or,

Ny Ny
Yy =Y HE || 2 Ny (3.33)
i=1 i=1

Since the assignment of which OBC has a Health Quotient H* and which OBC has Health
Quotient H? is arbitrary, it can be assumed that the aggregate of the health metrics with a rank

index k > 0 is larger on OBC 1. Therefore, Equation (3.33) can be re-written as:

Ny Ny
Z Hiy — Z Hiy| = Ny, (3.34)
i=1 i=1

Substituting Equation (3.34) back into Equation (3.28):
= H'— H?> > N,, + (H} — H?) (3.35)
The magnitude of the difference between the module ranks of any two OBCs is at least 1.
Therefore,
|H} — H2 | >1 (3.36)
The upper bound of the difference between the module ranks can also be computed, since
the metric is known to lie in the interval [1, N, ]
|H} — HZ| < N,, — 1 (3.37)
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Even though the assignment of Health Quotients H and H? was arbitrary, either one of
the OBCs can have a larger module rank.
Case 1:
OBC 1 has a larger module rank. Re-writing Equation (3.36):
H— H: =1 (3.38)
Substituting Equation (3.38) back into Equation (3.35):
>H'—H?>N,, +1 (3.39)
Case 2:
OBC 2 has a larger module rank. Re-writing Equation (3.36):
Hy — H; < —1
From Equation (3.37), the lower bound of the difference in module ranks is also known:
Hl— H:>1-N, (3.40)
Substituting Equation (3.40) back into Equation (3.35):
= H'—H2>N,, +1— N,
>H'-H?>1 (3.41)
Equations (3.39) and (3.41) demonstrate that for all possible cases, the Health Quotients
H' # H? for any arbitrarily chosen pair from the redundant onboard computers. Thus, the
proposed methodology for normalizing the health metrics always results in a unique Health
Quotient on each available onboard computer. The uniqueness property of Health Quotient
combined with its established order of precedence can, therefore, be used to provide a deterministic

comparison between any number of available onboard computers.
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3.4 CONSIDERATIONS FOR PRACTICAL IMPLEMENTATION
3.4.1 Avoiding Arithmetic Overflows

The proposed formulation of an OBC’s Health Quotient does not impose any restriction on
the maximum number of health metrics since the precedence of individual health metrics as well
as the uniqueness of the Health Quotient holds true for any number of health metrics. However,
the number of health metrics and the maximum normalized ranges will be limited on the selected
OBC’s memory architecture along with any extensions applied in flight software [64]. If the Health
Quotient or any of the intermediate results during it computation exceeds this limit, an arithmetic
overflow will cause the result to wrap around the supported interval of the data type chosen to
represent the Health Quotient. The supported interval for the selected data type must be assessed
against the excepted interval of values for the Health Quotient. The same is also true for any

intermediate results for computing the Health Quotient.

3.4.1.1 Bounding Interval of the Health Quotient

Since the minimum value for all normalized health metrics is 1, the lower bound for the
Health Quotient is dependent on the number of health metrics (after all dataset reductions) as well
the assigned value of the module rank (rank index 0). The deviation in the computed interval due
to the module rank will not be relevant for choosing the correct data type, however, it can be used
as a software guard to ensure each module is generating a Health Quotient within the defined
limits. Using Equation (3.14), the lower bound of the Health Quotient H; is expressed as:

Ny

H, = Z Hiy™™ |+ Hy = ||Ny, || — 1+ Ho (3.42)

i=1
Ny denotes the highest rank index assigned to the list of health metrics after all dataset
reductions. Consequently, ||Ny,,|| denotes the number of health metrics with a rank index of Ny
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or less. Since this includes the module rank metric as well, its minimum value of 1 is subtracted

from the expression and the value of the module rank metric H, is directly added in.

The upper bound for the Health Quotient of a module can be evaluated by setting all
normalized health metrics to their maximum value. Extending Equation (3.12), the aggregate for

the upper bound of all metrics with a rank index of k > 0 is expressed as:
Hio™™ = Hyy™ + Sy Ty (3.43)

Using Equations (3.14) and (3.43), the upper bound for the Health Quotient H; is expressed

as:

Ny Ny Ny
Hy = Hy + Z Hy™™ = Hy + Z Hy™™ + Z Si Ty (3.44)
i=1 i=1 i=1

Substituting Equation (3.42) into Equation (3.44), the upper limit for the Health Quotient

can be re-expressed as:

Ny

=1
Thus, bounding interval of the Health Quotient H € [H;, Hy] is defined by Equations

(3.42) and (3.45). This bounding interval should be used to select the appropriate storage types.

3.4.1.2 Geometric Mean Computation

Equally ranked Non-Boolean Health metrics are reduced to as single equivalent health
metric by computing the geometric mean of the health metrics, as expressed in in Equation (3.4).
The computation involves multiplication of all individual health metrics which themselves could
be considerably large quantities. This could result in an arithmetic overflow on an intermediate

calculation. Since arithmetic overflows cause the result to wrap around the supported range of
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numbers, it can result in negative intermediate results and consequently imaginary values for the

equivalent health metric.

An equivalent expression for the geometric mean is shown below [65] and can be used to

compute the equivalent health metric and reduce the probability of an arithmetic overflow:

1
m m 1
| | gki] — om|ZEilngi]
i=1

This expression can be expanded as:

Ik =

g = e%[lngk_m+ Ingg m—1+-+1Ingg o]

Taking the natural logarithm of the original health metric value limits the growth rate of
intermediate results and avoids arithmetic overflows when dealing with exceptionally large
numbers. It should be noted that taking the natural logarithm of any number may result in rounding
errors. The step size for the equivalent non-Boolean metric and its corresponding interval may

need to be slightly adjusted to ensure that the number of steps between the minimum and maximum

value of the equivalent metric belongs to the set of natural numbers.

3.4.2 Handling Health Metric Outliers

The normalization of health metrics uses feature scaling that relies on metrics values lying
within the well-defined intervals of the original health metrics. If a health metric h;, with a rank

min p, ™1, the normalized health

index of k, evaluates to a value outside its assumed interval [h;
metric H,, will also lie outside the desired interval [H, ™", H,™**]. This will upset the established
order of precedence between the health metrics and the uniqueness of the Health Quotient will no

longer be guaranteed.
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To ensure the normalized health metrics always lie within the desired interval, the raw
values of any outliers must be re-normalized to within their defined intervals. Simply clipping the
value of the health metrics at the edge of the defined intervals may not reveal the true nature of the
underlying error that forced the metric outside its defined range. For instance, the metric evaluation
h; can be larger than h, ™ because of an arithmetic underflow of an unsigned integer. Setting

max

the value of such a metric to hy, may grossly overestimate the true value of this health metric.

The same is true if the metric experiences an arithmetic overflow. Such metrics should be

considered unreliable and should always be minimized to hkmi”. Even though it does not represent
the true evaluation of that metric, the minimization is indicative of the fact that the OBC is not be
performing nominally. This restores the order of precedence between the health metrics and allows

other modules to assume command of the spacecraft bus.

An exception to this rule may be made for strictly monotonic health metrics that provide
precedence for OBCs that have previously commanded the spacecraft bus. If fidelity of the health
metric evaluation can be ensured, the value of this metric can be clipped at h,™**. An example of
such a metric could be one that measures mission lifetime, indicating the time a module has spent
in command of the spacecraft bus. The value of such metric can be maximized, indicating the
module has controlled the spacecraft bus for at least as long as the expected mission lifetime, and
that the expected mission lifetime has elapsed. Precedence health metrics should, however, always
have a lower rank index than any health metric that assess the module’s functional or performance

capabilities.
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3.5 SUMMARY

A novel strategy to normalize any evaluated health metric, based on its relative priority,
was presented in this chapter. The proposed methodology is agnostic to the range and step size of
the evaluated health metric. Using the proposed methodology, a unified health metric called the
Health Quotient is generated, which reduces the large dataset of individual health metrics to a
single value. The proposed methodology allows relative prioritization of individual health metrics
based on mission needs, and the generated Health Quotient is unique for each redundant OBC.
This Health Quotient will be used to perform a comparative health assessment between all
available onboard computers. The comparative analysis is encapsulated within the OBC arbitration

process and will be discussed in Chapter 4
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CHAPTER 4 EXTENSIBLE ARBITRATION ARCHITECTURE

Summary: This chapter introduces an extensible arbitration process that is executed
autonomously after the spacecraft bus resets and mediates the computation and exchange of OBC
Health Quotients. The arbitration process defines unidirectional transitions between each of its
states to ensure resolution of the autonomous arbitration process. Lastly, the discussion highlights
the scale agnostic nature of the arbitration logic and presents the impact of the scaling the

redundancy architecture on the reliability of the system.

4.1 ARCHITECTURE OVERVIEW

4.1.1 The Arbitration Process

The arbitration process has four distinct phases, namely the Module Initialization phase,
the Handshake phase, the Health Assessment phase, and the Arbitration Resolution phase. The
sequential progression of these phases is shown in Figure 4-1. The Module Initialization phase
constitutes the OBC’s boot-up sequence and setup of its initial state configuration. The Handshake
phase identifies all available OBC’s that have successfully completed their initialization phase and
are capable of taking part in the current arbitration cycle. The Health Assessment phase provides
each available OBC an opportunity to compute its own Health Quotient and broadcast it to the
other OBCs. Finally, the Health Quotients of all available OBCs are compared in the Arbitration
Resolution phase and command of the spacecraft bus is assigned to the OBC with the greatest

Health Quotient.
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The background colors of the arbitration phases
shown in Figure 4-1 indicate whether the flight software
execution state of all available modules is identical. The
execution times required to complete the boot up
sequence for any given module will not be consistent
through every arbitration cycle due to communication
and cache memory latencies within the processor [66].
Every module exhibits this jitter in its boot-up time. As a
result, the OBCs on the spacecraft bus are not necessarily
in the same execution state during this phase. However,
all available modules are synchronized during the
Handshake phase of the arbitration cycle and thereafter,
all available modules transition into subsequent phases

within a well characterized window of time. The

SPACECRAFT BUS RESET

'

Module Initialization

Health Assessment

Y

Arbitration Resolution

RESUME MISSION

OPERATIONS

Figure 4-1: The Arbitration Phases

synchronization between all available modules ensures that no two modules attempt to issue

conflicting power cycling commands on the spacecraft bus, which would likely lead to a non-

deterministic resolution of the arbitration process.

Although every module commences the arbitration process every time the spacecraft bus

is reset, it might not complete all 4 phases of the cycle. Fault detection mechanisms on each module

that track probable transient as well as permanent module failures might cause an OBC to terminate

the arbitration cycle of other OBCs. Similarly, the detection of an unstable software configuration

might result in the OBC terminating its own arbitration cycle. However, at the end of the arbitration

cycle only one module transitions out of the Arbitration Resolution phase and assumes command
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of the spacecraft bus. This distinction is represented in Figure 4-1 by a dashed arrow emerging out
of the Arbitration Resolution phase. All other redundant modules will be powered down to reduce

the long-term accumulated effects of ionizing radiation [3] [9].

Computing the Health Quotient alone after a spacecraft bus reset limits the assessment to
the state of the OBC during a short window of a single arbitration cycle. It does not accommodate
transient failures that might get resolved if the OBC resets, nor does it identify repeated failures
that might occur shortly after the completion of the arbitration cycle. The arbitration process uses
persistent configuration to maintain knowledge of these failure modes over multiple arbitration
cycles.

A key attribute of the proposed arbitration process is that the OBCs conducting the
arbitration process are themselves taking part in it as well i.e., there is no dedicated external
supervisor for the arbitration process. Existing cold redundant architecture commonly integrate an
external supervisor, for instance in the form of a low power microprocessor, which simplifies the
arbitration cycle. The handshake process becomes trivial in such a case since the process
supervisor can sequentially ping each OBC on the spacecraft bus to determine its state. It can also
help in the Health Assessment phase of the arbitration process by mediating control of the
spacecraft bus between all the available OBCs. However, an external process supervisor acts as a
single point of failure in the redundancy architecture. If this external supervisor becomes
unavailable at any point during the mission, the spacecraft will lose the ability to arbitrate between
the OBCs, thus nullifying the benefits of deploying redundant Onboard Computers. Moreover, a
failure mode need not be localized at the external process supervisor to interfere with its ability to

conduct the arbitration process. For instance, a partial failure in the power distribution module
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might cut-off power to this external supervisor and thus, render it unable to arbitrate between the

OBCs, even though the process supervisor itself did not experience a failure mode.

Although an external supervisor is not a viable design choice, a supervisor for the
arbitration process is required, nonetheless. As noted earlier, the supervisor helps determine which
modules are available for the arbitration cycle during the Handshake phase, as well as mediates
control of the spacecraft bus during the Health Assessment phase. If the arbitration process is
carried out without any supervisor, each OBC will have to utilize a system of message broadcasting
to inform the other modules of its current state, which can be highly unreliable. The primary issue
with such a system is that a message broadcast by one of the modules might not necessarily be
delivered successfully to all other modules, causing the modules to fall out of synchronization.
The different operating states of the OBCs can result in conflicting commands being issued on the

spacecraft bus, resulting in a non-deterministic resolution of the arbitration process.

To resolve this issue, one of the onboard computers is assigned the role of process
supervisor for the arbitration process. The arbitration process allows dynamic re-assignment of
this role during the Handshake phase such that if the current process supervisor of the arbitration
cycle experiences a failure mode, the role is re-assigned to a different OBC at the start of the
handshake process, thus ensuring a supervisor is always available to conduct the arbitration
process.

All other modules are assigned the role of a redundant module during the arbitration
process. Each redundant module progresses the through the same states within each phase of the
arbitration process. This allows an arbitrary number of redundant modules to be deployed on the

spacecraft, without the need to modify the underlying the arbitration process.
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4.1.2 Spacecraft Bus Layout

Each redundant OBC is connected to an independent switched power line on the
spacecraft’s Power Distribution Module (PDM). The default state of each of these power lines is
ON at mission epoch. As the mission progresses, malfunctioning OBCs can be permanently
disabled by changing the default state of these power lines to OFF, such that a spacecraft bus reset
will keep the OBCs powered down. This allows the architecture to remove failed OBCs from the
arbitration process. The arbitration architecture expects an external watchdog timer to reset the
power distribution module in case the OBC commanding the spacecraft bus experiences a transient
or permanent failure. Note that this hardware watchdog does not act as an external supervisor for
the arbitration process. It merely resets the spacecraft bus if an OBC fails, thereby initiating the
arbitration process. After the bus reset, the OBCs carry out the arbitration process themselves.

Spacecraft power systems include these watchdogs by default, even for single OBC platforms.

4.1.3 State Machine Representation

Each phase of the arbitration process is split up into states that represent the finite state
machine of the arbitration process. Each state is encapsulated within a clearly defined transition
boundary that identifies all possible logical paths entering or exiting from that state. During the
arbitration process, the OBC cannot revisit a state it has already transitioned through. This
unidirectional transition path ensures that an OBC does not loop within the arbitration process.
The execution flow of each individual state is presented as a logical flowchart. Figure 4-2 shows

the flowchart template for a state of the arbitration process.
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Figure 4-2: Arbitration Process State Template

The designation for each state has the following format:
PHSE-D-Sub Phase Name

The first part of the designation, denoted by PHSE, indicates the phase of the arbitration
process within which the current state is implemented. The identifiers for each of the 4 phases of

arbitration process are listed in Table 4-1.

Table 4-1: Arbitration Phase Name Designations

Arbitration Phase Arbitration Phase Designation
Module Initialization INIT

Handshake HDSK

Health Assessment HLTH
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Arbitration Resolution RESL

The next part of the designation, denoted by D, indicates whether the current state is executed by
the OBC assigned the process supervisor role or one that has been assigned the redundant module
role. It is also possible for a state to be executed by all OBCs, regardless of their role in the

arbitration process. The possible identifiers for OBC role designations are listed in Table 4-2.

Table 4-2: Module Role Designations

OBC Role Role Designation
Process Supervisor S
Redundant Module R
All OBCs A

The logical flow diagrams for the process states are color coded according the OBC role
responsible for executing it. The states executed by the process supervisor alone are shown in
green, those executed only by the redundant modules are shown in orange, while those executed
by all OBCs are shown in blue. The arbitration states in purple represent exit points from the

current arbitration cycle.

4.2 MODULE INITIALIZATION PHASE

After the spacecraft bus resets, the boot code of the OBC initializes the hardware and its
associated peripherals and commences execution of the flight software. The primary purpose of

this phase is to drive the OBC into a safe initial configuration by suspending all scheduled and
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sporadic tasks. This limits the flight software to the state transitions performed by the arbitration
process. This phase also addresses any failure modes that were flagged in persistent storage during
the previous arbitration cycle. The logical flowchart outlining the execution sequence of the
Module Initialization phase is shown in Figure 4-3.
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Figure 4-3: The Module Initialization Phase
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4.2.1 The Bootup State

Whenever the spacecraft bus is powered up after a reset, all functional onboard computers
will commence their boot-up sequence. The Module Initialization phase begins along with this
boot-up sequence during which the underlying platform and its peripheral interfaces are initialized.
There is no special consideration to be made for the arbitration cycle during this boot up sequence.
As mentioned before though, inherent latencies within each OBC will result in variations in the
time taken to transition into the next state. This variation in execution time will be resolved during
the Handshake phase. Once the boot up sequence is complete, the OBC deploys the flight software

binary and transitions into the Configuration state.

4.2.2 The Configuration State

Since there are multiple potential spacecraft bus masters powered up during the arbitration
process, it is important to determine a safe initial configuration for the OBCs to avoid system
damage or data corruption. Enforcing this initial configuration is the first step executed within the
Configuration sub-phase. Since the OBCs are connected to the same physical spacecraft bus, it is
crucial that all communication interfaces to the spacecraft bus are disabled. The flight software
tasks are initialized and configured to be dormant. This ensures that consequent changes to the

flight software state will only be driven by the arbitration process.

The Configuration state checks for failure modes that may have been flagged in persistent
configuration during previous arbitration cycles. The first persistent configuration parameter
identifies if the module’s arbitration cycle is currently enabled and is utilized if the current process
supervisor of the arbitration cycle is experiencing frequent resets during the arbitration cycle. Since
this may stop other healthy modules from assuming control of the spacecraft, the process
supervisor disables its own arbitration cycle. This causes the OBC to drop out of the arbitration
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process and stay in an idle state. The redundant modules that are still executing the arbitration
cycle assume that the current process supervisor has experienced a complete failure and thereafter
attempt to assume control of the spacecraft bus. By default, the arbitration cycle is enabled for all

OBCs.

The second parameter identifies the number of modules that can potentially command the
spacecraft bus. In other words, this parameter tracks the number of modules that have been
permanently disabled by switching the default state of their power lines to OFF. If there is only
one module left which is capable of commanding the spacecraft bus, the arbitration cycle is
skipped, and control is handed over to the only remaining module.

To determine the healthiest module available to command the spacecraft bus, the OBCs
must be able to successfully communicate their Health Quotient with each other. However, this
may not be possible if the communication channels between some or all OBCs experience frequent
transients or complete failure. If the process supervisor cannot communicate with any other OBC
and determines that its own Health Quotient is not sufficient to execute baseline mission tasks, it
will enable a Configuration state delay in persistent memory and reset the spacecraft bus. During
the next arbitration cycle, the OBC checks if this added delay was requested during the previous
arbitration cycle. If so, a timer is set with a duration of Tpeiay Which blocks the progression of this
sub-phase until that timer expires. If a redundant module is active on the spacecraft bus but was
not able to communicate with the process supervisor, the added delay will force the redundant
module to assume that the process supervisor has failed. The redundant module will subsequently
take over as the process supervisor. This process, along with value of this delay timer, will be

revisited during the Handshake phase (Section 4.3).

54



The last step of the Configuration state is to enable the communication interface used by
the OBC to communicate with other available OBCs. As mentioned earlier, the jitter in bootup
times between the various OBCs implies that their execution states are not synchronized during
the Module Initialization phase and so, some of the OBCs will transition into the next phase of the
arbitration process before others. Once in the next phase of the arbitration cycle, the process
supervisor will try to initiate contact with the other available OBCs. If some of the other OBCs are
still in the Module Initialization phase at point, attempting a handshake with them may cause them
to prematurely transition into the next phase of the arbitration cycle. To avoid this and ensure that
the transition from the Module Initialization phase to the Handshake phase is synchronous, the
communication interface with the other OBCs is only enabled as the last step of Configuration
state. Once the communication interface has been successfully enabled, the module transitions into

the Handshake phase.

4.3 HANDSHAKE PHASE

The purpose of the Handshake phase is to identify all available modules on the spacecraft
bus that are capable of taking part in the current arbitration cycle. A pre-established hierarchy
based on the module ranks is utilized to choose the process supervisor of the arbitration cycle and
is saved to persistent configuration. The process supervisor initiates a handshake request that is
broadcast to all redundant modules. The redundant modules that successfully acknowledge this
handshake request will transition into the next phase of the arbitration cycle, while the rest of the

modules are powered down by the process supervisor.

Each state of the Handshake phase on every OBC is guarded by software watchdog timers
running on every other OBC. Software watchdog timers are usually considered unreliable for

detecting off-nominal behavior since the OBC’s failure causes the watchdog timer to fail along
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with it. However, the arbitration process relies on this attribute of software watchdog timers. Each
OBC has a distinct timeout for its software watchdog timer based on its module rank. The values
of these timeouts are setup such that they expire sequentially i.e., the watchdog timer on the module

with the highest rank expires first while the timer on the module with the lowest rank expires last.

The process supervisor is the only OBC that can signal a reset of the watchdog timers on
the redundant modules. Conversely, the watchdog timer on the process supervisor can only be
reset if all redundant modules respond to the handshake request initiated by the process supervisor.
This setup allows the process supervisor to identify unresponsive redundant modules and switch
them off. On the other hand, if the watchdog timer expires on one of the redundant modules, the
process supervisor itself has stopped functioning and the redundant module can attempt to take
over as the process supervisor. The sequence in which the redundant module timers expire is based
on immutable module ranks, which establishes a deterministic order between the modules for
attempting to take over as the process supervisor. The logical flowchart outlining the execution

sequence of the Handshake phase is shown in Figure 4-4.
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The deterministic order in which the software watchdog timers expire can also be used to
resolve the arbitration process in the event that the OBCs cannot communicate with each other.
The process supervisor cannot distinguish between its watchdog timer expiring because all other
modules have failed or because its communication channel with other modules has stopped
functioning. In either case, the process supervisor will attempt to assume control of the spacecraft
bus. However, the OBC will still assess its own Health Quotient. This is assessment is performed
during the Self Assess state of the Handshake phase. The logical flowchart outlining the execution
sequence of the Self Assess state is shown in Figure 4-5. The computed value of the Health Quotient
can be compared to a preset threshold required for the OBC to perform the minimum set of tasks
needed to continue mission operations. If the OBC fails to meet this threshold, the execution delay
for the Configuration state is enabled and the spacecraft bus is reset. If the inter-OBC
communication channel has in fact stopped working and other redundant modules are available,
this execution delay allows the software watchdog timers on one of the redundant modules to
expire before the current process supervisor’s watchdog timer, allowing it to take over as the

Process supervisor.
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Figure 4-5: The Self Assess State of the Handshake Phase

4.3.1 The Role Determination State

During this state, the OBC establishes itself as the process supervisor or a redundant
module in the arbitration cycle. Every module’s role is stored in its persistent configuration. At
mission epoch, the OBC with the highest module rank is assigned the process supervisor role,
while all other OBCs act as redundant modules. The process supervisor maintains its role through
subsequent arbitration cycles until it experiences a complete failure or is unable to conduct the
arbitration process. To avoid conflicting commands being issued on the spacecraft bus, it is critical
that any given arbitration cycle has exactly one process supervisor. Synchronization of module

roles between all OBCs cannot be guaranteed because of unpredictable intermittent failures caused
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by Single Event Effects. Thus, to ensure that the arbitration cycle has only one process supervisor,
the current process supervisor is always permanently disabled before re-assigning that role to a
functioning redundant module. In other words, the process supervisor always has the largest

module rank out of all available redundant OBC:s.

A side effect of this strategy is that a partial failure will also cause the current process
supervisor to be permanently disabled if that partial failure hinders the process supervisor’s ability
to conduct the arbitration process. However, the partially working OBC is traded off in favor of a
predictable and efficient arbitration process. Moreover, maintaining a redundant OBC whose
module rank is higher than the current supervisor’s module rank will lengthen the execution time
of the arbitration cycle. This fact will be highlighted in several subsequent states of the arbitration
process, where the software watchdog timers would terminate quicker if the process supervisor

always has the highest module rank.

The module serving as the process supervisor for the current arbitration cycle transitions
into the process supervisor branch, while all other modules transition into the redundant module
branch. Both branches start with their respective Sentinel sub-phases. All redundant modules
transition through the same states for the rest of the arbitration process, enabling an extensible

architecture that can support greater (or fewer) number of redundant modules.

4.3.2 The Process Supervisor Branch

4.3.2.1 The Sentinel State

Since the processor supervisor is just one of the available OBCs on the spacecraft, it is as
likely to experience a Single Event Effect as any one of the redundant modules, causing it hang up
during the arbitration cycle. The SEE might resolve itself after a spacecraft bus reset, however, it

is also just as likely to degrade the OBC’s operational capacity causing it to repeatedly hang up
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during the arbitration cycle or soon thereafter. As a result, the OBC might try to repeatedly conduct

the arbitration cycle as the process supervisor but might fail to complete the cycle.

To prevent this, the process supervisor keeps track of the number of consecutive
incomplete arbitration cycles, denoted by Ncyclecount. Ncyclecount IS incremented by 1 in persistent
storage as soon as the process supervisor transitions into this state (the current arbitration cycle is
counted as an incomplete cycle). The current value of Ncyclecount IS then compared to the preset

maximum number of consecutive incomplete arbitration cycles allowed, denoted by Nmaxcyclecount.

The value of Nmaxcyclecount IS @ tradeoff between the maximum number of resets allowed to
resolve a potential SEE and the likelihood that at least one more redundant module is available to
take over as the next process supervisor. As the mission progresses, some of the modules might
experience complete failure thereby reducing the number of available redundant modules. A
smaller value of Nmaxcyclecount Would allow quicker re-assignment of the process supervisor role
and a faster recovery time. This configuration is ideal for a large cluster of redundant OBCs, where
a redundant module is more likely to be available over the course of the mission. On the other
hand, a larger value of Nmaxcyclecount Would afford the current process supervisor a greater number
of resets to resolve a transient failure. This configuration is ideal for a small cluster of redundant
OBCs, where a redundant module is less likely to be available during the later phases of the

mission.

If the value of Ncyctecount is equal to Nmaxcyclecount, then the process supervisor disables its
arbitration process. Since the current arbitration cycle is also counted towards the number of
incomplete arbitration cycles, the process supervisor still transitions to the next state and attempts
to complete the current arbitration cycle. The arbitration process is only re-enabled if the process

supervisor successfully completes the current arbitration cycle. If the process supervisor fails to
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complete the arbitration cycle again and the spacecraft bus resets, then the module will terminate

its next arbitration cycle during the Module Initialization phase.

After comparing the value of Ncyciecount With that of Nmaxcyctecount @nd, if required, disabling

the next arbitration cycle, the process supervisor transitions into its Request state.

4.3.2.2 The Request State

During this state, the process supervisor broadcasts a handshake request to all redundant
modules. Establishing a handshake with the other OBCs allows the process supervisor to identify
the redundant modules that are still functional and can take part in the current arbitration cycle.
The process supervisor also relays its own module rank to the redundant modules as part of the
handshake request.

Since each OBC will likely enter the Handshake phase at different times after the spacecraft
bus reset, the process supervisor must broadcast this handshake request more than once. The
multiple broadcasts of the handshake request account for the account for the jitter in OBC bootup
time. It also accommodates transient errors on the communication channel between the OBCs
which may result in unsuccessful delivery of the handshake request or its acknowledgement.

After transitioning into this state, the process supervisor starts a software watchdog timer
with a timeout value of Thpsk s and begins periodically broadcasting the handshake request
message. The handshake requests are broadcast until all redundant modules acknowledge the

request or the watchdog timer Thpsk_s expires. The timeout value Thpsk_s is computed as follows:

Tupsk s = Tpasevalues X (Nyy — Ho + 1) (4.1)

where

TBaseValue_S = l\IHDSKRequests X (THDSKRequest +THDSKRequestInterval) (4-2)
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Nubpskrequests 1S the total number of handshake requests that are broadcast by the process
supervisor, Tupskrequest 1S the time required to broadcast a single handshake request and
ThpsKRequestinterval 1S the interval between subsequent handshake requests. Ny, is the total number
of OBCs deployed on the spacecraft and H,, is the OBC’s module rank, as defined in Chapter 3 .
The base value of timer Tgasevalue s, represents step-size of the watchdog timer and the module
rank of the OBC serves as a multiplier for this base value.

The number of handshake requests along with the interval between the start of each request
forms the base timeout value of the watchdog timer, while the OBC’s module rank acts as a
multiplier for this timer. All the parameters used to compute the timeout value of Typsk s are
immutable, and therefore, this value is also immutable for any given module. As the mission
progresses, the current process supervisor might experience a failure mode and get permanently
disabled by one of the redundant OBCs. Lemma 4-1 shows that the different timeout values of
Tupsk s for all redundant modules will be ordered such that an OBC with a lower module rank
will have a larger timeout value. This lemma holds true for any watchdog timer will be used while
setting up the watchdog timers for the redundant modules to ensure that they expire sequentially.

Lemma 4-1: If the watchdog timeout value for an OBC with a module rank of k has the form:
T+ = Toffser + [TBase X (N —k+ D]
where Togrser and Tgase are constants and N, is the total number of OBCs, then the watchdog

timeout value of the same form will be smaller on an OBC with a module rank of k+1, such that:

Tk — TH*1 = Tgase

Proof

The watchdog timeout value for both OBCs can be expressed as:
TE* = Togsser + [Tpase X (Nm — (k+ 1) + 1)] (4.3)
Tk = TOffset + [TBase X (Nm —-k+ 1)] (4‘-4‘)
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Subtracting Equation (4.4) from Equation (4.3):
TF — T = Tgaee X [(Np —k+1) — (N, — (k+ 1) + 1)]
= Tk — TF1 = Tg,ee (4.5)
Lemma 4-1 shows the time afforded to the process supervisor for successfully
communicating with the other redundant modules scales up linearly every time a redundant module
with a lower module rank takes over as the process supervisor. Since the total number of available
redundant modules reduces after this switchover, the longer timeout value provided by the process

supervisor increases the chances that the remaining redundant modules can resolve any transient

errors.

As mentioned earlier, having a redundant OBC with a larger module rank that that of the
current process supervisor can extend the execution time of this sub-phase. In this case, the only
way for the supervisor to confirm that all available modules have acknowledged the handshake is
if all OBCs are functioning nominally. Else, the Typsk s timer will always need to expire before
the process supervisor can move forward with the arbitration cycle, forcing the worst-case
execution time for this state. On the other hand, if the process supervisor has the highest module
rank of all available OBCs, it can easily confirm that all redundant modules with lower module

ranks have acknowledged the handshake request.

The process supervisor can transition into one of two states namely, the Sync state or the
Self Assess state. If the watchdog timer expires before receiving an acknowledgement from all
available redundant modules, the process supervisor attempts to power down the unresponsive
OBC:s for the current arbitration cycle. The process supervisor continues to command the power
distribution module until all unresponsive modules have been powered down. This also powers

down the redundant modules that did not acknowledge the handshake request because their inter-

64



OBC communication channel was not functioning, ensuring that their software watchdog timers
are terminated. Finally, this step ensures that the process supervisor is capable of successfully
commanding the power distribution module, which is essential not only for the arbitration cycle,
but also for mission operations. The discussion of the redundant module’s Sentinel state (Section
4.3.3.1) will demonstrate how the system can recover in the event the process supervisor is unable
to successfully command the power distribution module. It should be noted that the redundant
modules are not disabled permanently at this stage, since they might have experienced a SEE which
might get resolved after the next bus reset. Moreover, permanently disabling one of the redundant
modules would introduce synchronization issues for future process supervisors which might not

know which modules will power up after the spacecraft bus is reset.

If the process supervisor succeeds in powering down all unresponsive redundant modules,
then it checks the number of redundant modules that acknowledged the handshake request. If there
is at least one other OBC capable of taking part in the arbitration cycle, then the process supervisor
transitions into its Sync State. Alternatively, if all redundant modules acknowledge the handshake
request prior to the expiry of the Typsk s watchdog timer, then the process supervisor stops the
timer. Even though the process supervisor did not have to command the power distribution module
to switch off any of the redundant modules in this case, it should still validate its ability to
successfully communicate with the power distribution module. Once the communication channel
with the power distribution module has been validated, the process supervisor transitions into its
Sync sub-phase.

Alternatively, if the process supervisor did not receive a handshake acknowledgement from

any of the available redundant modules, it transitions into the Self Assess state. Since none of the
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other modules acknowledged the handshake request, the current arbitration cycle terminates after

the Self Assess state.

4.3.2.3 The Sync State
Once the process supervisor transitions into this sub-phase, it broadcasts an end-of-phase

message to all redundant modules. This end-of-phase message synchronizes the transition of all
OBCs into the next phase of the arbitration cycle i.e., the Health Assessment phase. The
synchronization via the end-of-phase message is not meant to establish a strict lockstep between
the OBCs. Instead, it ensures that all modules transition from the Handshake phase into the Health
Assessment phase within a known window of time, denoted by TypskTtonLTH s- Similar to the
Handshake phase, the Health Assessment phase also implements software watchdog timers to
monitor off nominal behavior of the OBCs and resets the arbitration cycle if required. Since the
window within which all modules transition into the Health Assessment phase is known, the
watchdog timers in the Health Assessment phase can be setup independently of the execution time
required to reach the end of the Handshake phase. The end-of-phase message also signals to the
redundant modules that the current process supervisor has successfully tested the communication

channel with the power distribution module during the Request state.

TupskTonLTH s 1S defined using the number of end-of-phase messages sent by the process
supervisor, denoted by Ngopmessages.s: the time required to broadcast a single end-of-phase
message, denoted by Tgopmessage s, and the interval between each end-of-phase message, denoted

bY Teopinterval s- T he transition window can be expressed as:

TupskToHLTH s = NEopMessages s X (TeopMessage s T TEoPInterval s) (4.6)

At this stage, the chances of not receiving an acknowledgement from the redundant

modules is extremely low since the unresponsive modules were shut down during the Request sub-
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phase. However, a SEE or a transient error on the communication bus might interfere with this
end-of-phase message. So, a small number of end-of-phase messages are sent back-to-back. If a
redundant module fails to acknowledge even one of these end-of-phase messages, then the process
supervisor powers down that module. The maximum execution time of the Sync state Typsksync s
is therefore represented by the summation of the phase transition interval and the maximum time
given to the process supervisor to power down all unresponsive redundant OBCs, denoted by
Tppm:
Tupsksync.s = TupskronrtH.s + TpDM (4.7)
The transition window TypskronLtn s and the execution time of the Sync state
Thpsksync_s: as expressed in Equations (4.6) and (4.7) respectively, will be used to setup the
watchdog timers in the next phase of the arbitration cycle. The process supervisor updates the list
of redundant modules that are transitioning into the next phase of the arbitration cycle i.e., the
Health Assessment phase, after which the process supervisor itself transitions into the Health
Assessment phase. Note that if the process supervisor doesn’t need to command the power
distribution module to power down any redundant OBCS, then an additional delay of Tppy must

be added to ensure a consistent transition time between the two phases.

4.3.3 The Redundant Module Branch

4.3.3.1 The Sentinel State

After the Role Determination state, all redundant modules transition into this state and wait
for the handshake request to be initiated by the process supervisor. The primary purpose of this
state is to reset the arbitration cycle if the process supervisor becomes unresponsive. Similar to the
process supervisor, each of the redundant modules also use a software watchdog timer to guard

against any off-nominal behavior exhibited by the process supervisor. Each redundant module sets
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a unique timeout value for its watchdog based on its module rank. These timeout values, denoted

by Thpsk_r, have the following attributes:

P4-1.  The watchdog timer on the redundant OBC shall have a timeout value greater than
the timeout value of the software watchdog timer running on the process supervisor.
P 4-2.  The watchdog timer of a redundant OBC with a module rank k shall expire before

any watchdog timer on redundant OBC with a module rank less than k.

Property (P 4-1) helps detect if the process supervisor has become unresponsive. If the
redundant module does not receive a handshake request because its communication channel with
the process supervisor is not working, the process supervisor’s timer would expire before the
redundant module’s watchdog timer, and the redundant module will be powered down. However,
if the process supervisor becomes unresponsive, its software watchdog timer will not expire by
definition, therefore allowing the redundant module to reset the arbitration cycle.

Property (P 4-2) establishes a deterministic order in which the redundant modules attempt
to reset the arbitration cycle which ensures that the redundant OBC with the highest module rank

will take over as the next potential process supervisor.

The timeout value of the form expressed in Lemma 4-1 satisfies both these properties.
However, the base value of the timer for the redundant modules must be increased since the
redundant modules expect two messages from the process supervisor before they stop their
watchdog timer, namely the handshake request and the end-of-phase message. This increase in the
base value of the timer must also allow the process supervisor to attempt communication with the
power distribution module. The software watchdog timeout value Thpsk r can therefore be

expressed as:

Tupsk R = Thpsksync.s + [Tgasevalue r Hpsk X (Nm — Hg + 1)] (4.8)
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Thpsksync_s represents the execution time of the Sync state for the process supervisor and
is expressed in Equation (4.7). This constant offset accounts for the time required by the process
supervisor to broadcast the end-of-phase messages. Tgasevalue R HDSK EPresents the base value of

the redundant module’s watchdog timer and is expressed as:

Tgasevalue R HDSK = TBasevalues T Tppm (4.9)

Tgasevalue s Tepresents the base value of the process supervisor’s watchdog timer,
expressed in Equation (4.2). The addition of Tppy to the base value of the redundant module
accounts for the time required to reset the spacecraft bus if the process supervisor becomes
unresponsive.

From Lemma 4-1, it follows that the minimum difference between the values of Typsk r
on any two redundant modules is at least Tgasevalue R HDsk: Where OBCs with lower module ranks
have larger timeout values. This satisfies property (P 4-2) of the watchdog timers for redundant
modules. The timeout values of the redundant watchdogs and the process supervisor have similar
forms, but different timer offsets and base values. All redundant OBCs have lower module rank
than the current process supervisor. Consider that the current process supervisor has a module rank
of k+1. From Lemma 4-1, the OBC with the smallest watchdog timeout value amongst all
redundant modules has a module rank exactly one less than the current process supervisor i.e., a
module rank of k. Lemma 4-2 shows an intermediary proof that will be used to demonstrate that
the redundant watchdog timers will also adhere to property (P 4-1), that is, the redundant watchdog

timer will always expire after the process supervisor watchdog.

Lemma 4-2: If the watchdog timeout value for a process supervisor with a module rank of k+1

has the form:

ThHL = TEEL + [TRIL x (Np — (k+ 1) + 1)] (4.10)
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and the watchdog timeout value of a redundant OBC with module rank k has the form:

T = Tgffset + [T]IBCase X (Nm —k+ 1)]

(4.11)

where TEEL - T& treers ThAL and TE, .. are constants and N,,, is the total number of OBCs, then:

Tk > Tk+1
so long as the following conditions are met:

k+1
TOffset = TOffset and TBase = TBase

Proof
Subtracting Equation (4.10) from Equation (4.11):
TK — TH = Tpreer + [TBase X (N —k + 1)] Thfreet
Thase X (N — (k + 1) + 1]
Re-arranging the expression:
T¢ — T = [T8trser — Toeser) + [(Thase — Thase) X (Nm —k + 1] — Tiise
From the conditions given in Equation (4.12):

k k+1
TOffset TOffset

k k+1
= TOffset TOffset 0

Similarly,

k k+1
TBase - TBase =0

Finally, the base value of any of the watchdog timers cannot be zero or negative:

Tk+1 >0

Base

Adding Equations (4.14), (4.15) and (4.16):
[Tgffset g;fslet] + [(TBase Tg;sle) X (Nm —k+ 1)] - Tg;st >0

= Tk — Tk+1 > 0

70

(4.12)

(4.13)

(4.14)

(4.15)

(4.16)



= Tk > Tk+1 (4.17)

Therefore, so long as the offset and base values on the redundant watchdog timer are larger

than the offset and base timer values on the process supervisor respectively, the redundant
watchdog timer will always expire after the process supervisor. For the handshake phase, the offset
value of the process supervisor’s watchdog is zero as shown in Equation (4.1), while the offset of
the redundant modules is Typsksync s @ shown in Equation (4.8), satisfying this condition by
default. Equation (4.9) shows that the base value of the redundant module’s watchdog is always
greater than the base value of the process supervisor’s watchdog. Therefore, the watchdog timers

on the redundant modules will always expire after the watchdog timer on the process supervisor.

As the redundant modules transition into the Sentinel state, they each start the watchdog
timer Typsk r and wait for the handshake request from the process supervisor. Once a redundant
module receives the handshake request, it acknowledges the request and subsequently waits for
the end-of-phase message. While sending the handshake acknowledgement, the redundant OBC
identifies itself using its module rank. Once the module receives the end-of-phase message, it

transitions into its Sync State.

However, if the redundant module fails to receive either the handshake request or the end-
of-phase message before its watchdog timer expires, it increments the number of consecutive
incomplete arbitration cycles it has spent as a redundant module. The number of consecutive
incomplete arbitration cycles, denoted by Ncyclecount (@nd defined in section 4.3.2.1), is stored
independently by each redundant module in their own persistent storage. This serves as a backup
to the number of incomplete arbitration cycles stored by the process supervisor and allows the
redundant modules to assume control even if a process supervisor fails to disable its own

arbitration cycle.
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If the current value of Ncyclecount IS equal to the maximum number of allowed consecutive
incomplete arbitration cycles, denoted by Nmaxcyclecount (@IS0 defined in section 4.3.2.1), the
redundant module transitions into its Reset state where it attempts to take over as the process
supervisor. Otherwise, the redundant module simply resets the spacecraft bus and allows the
current process supervisor to attempt another arbitration cycle. The deterministic order in which
the watchdog timers expire ensures that only one redundant OBC transitions into the Reset sub-

phase at any given time.

4.3.3.2 The Reset State

If the current process supervisor fails to complete Nmaxcyclecount CONsecutive arbitration
cycles, a redundant OBC can transition into this state. Since all OBCs with higher module ranks
have either failed to complete the arbitration cycle as the process supervisor or have themselves
failed to take over as the next process supervisor, the redundant OBC in this state permanently
disables all OBCs with higher module ranks. This ensures that the current process supervisor, and
any other redundant OBC with a higher module rank, cannot take part in the next arbitration cycle.
Once these OBCs have been successfully disabled, the redundant OBC updates the number of
modules that can take part in the next arbitration cycle as well as its own role as the process
supervisor of the arbitration cycle, and then resets the spacecraft bus. After the spacecraft bus reset,
this OBC will take over as the process supervisor and initiate the handshake process with the
remaining redundant modules. If this OBC is that last available module (module rank of 1), the
arbitration cycle will end during the Module Initialization phase, and this OBC will directly assume
command of the spacecraft bus.

It should be noted when an OBC is in the process of the resetting the spacecraft bus in this
state, the watchdog timers on the redundant OBCs with lower module ranks are still counting

down. Following from Lemma 4-1, the difference in time between two OBCs transitioning into
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the Reset state will be at least Tgasevalue r HDSK- ThiS base value of the watchdog timer includes
the timeout to successfully communicate with the power distribution module. Therefore, the OBC
currently in Reset phase has sufficient time to complete execution of this state before the watchdog

timer expires on any other redundant module.

4.3.3.3 The Sync State

If the process supervisor successfully establishes a handshake with the redundant module
and relays the end-of-phase message before the Typsk r Watchdog timer expires, the redundant
module transitions into this state instead of the Reset state. In this state, the redundant module stops
the Typsk r Watchdog timer and acknowledges the end-of-phase message. As noted in the Sync
state of the process supervisor, an SEE might inhibit successful acknowledgment of the end-of-
phase message. So, a small number of acknowledgements are sent back-to-back, much like the
periodic transmission of the end-of-phase message itself.

Similar to the process supervisor, the transition window for a redundant module from the
Handshake phase to the Health Assessment phase, denoted by TypskronLTH R, IS Dased on the total
number of end-of-phase acknowledgements Nggpacks r. the time required to broadcast a single
end-of-phase message, denoted by Tgopackr, and the interval between successive

acknowledgement messages Tgopinterval R- THDSKToHLTH R 1S €Xpressed as:

THDSKTOHLTH R = [NEOPAcks_R X (TEOPAck_R + TEOPInterval_R)] — Teopinterval R (4.18)
The transition window for the redundant module considers one less acknowledgement
interval period than is the number of messages transmitted since the redundant module does not

wait after the transmission of the last end-of-phase acknowledgement.
The purpose of the Sync state is to ensure that all OBCs transition to the next phase of the

arbitration cycle within a preset window of time. Since the process supervisor is responsible for
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powering down the OBCs that do not acknowledge the end-of-phase, it is always the last OBC to
transition into the next phase. In order to ensure that this transition condition holds true even if a
redundant module acknowledges the last end-of-phase message transmitted by the process
supervisor, the entire transition window for the redundant module must be smaller than the interval
TeopInterval s US€d by the process supervisor between successive end-of-phase messages, such that
TupskToHLTH R < TeoPinterval s- After acknowledging the end-of-phase messages, the redundant

module transitions into the Health Assessment phase.

4.3.4 The Process Supervisor’s Self Assess State

If the process supervisor cannot establish a handshake with any of the other redundant
OBCs before its watchdog timer expires, it powers down all redundant modules and transitions
into this state. The failure to establish a handshake can be attributed to one of two factors, either
all remaining redundant modules have become unresponsive, or the communication channel
between the OBCs has stopped functioning. It is not trivial for the process supervisor to determine
which one of these two factors inhibited the handshake. Moreover, if the communication channel
has indeed stopped working, the process supervisor cannot determine whether it itself is the
healthiest OBC to command the spacecraft bus. However, the process supervisor can determine its
own Health Quotient. If the evaluation for all critical health metrics of the process supervisor is
greater than their minimum performance thresholds, the OBC is deemed capable of executing
critical mission operations, irrespective of whether it is the healthiest module on the spacecraft to
do so. The minimum performance thresholds for the health metric are determined prior to launch
based on mission requirements and system design.

If the process supervisor meets this threshold, it simply takes command of the spacecraft

bus and continues with mission operations. However, if the process supervisor fails to meet this
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threshold, it adjusts the next arbitration cycle to allow one of the redundant modules to take over.
Since the process supervisor cannot be certain if any of the other redundant modules are still
functioning nominally, the process supervisor does not remove itself from the arbitration process.
Instead, the additional execution delay Tpeiay is enabled for the Configuration state of the next
arbitration cycle. This additional delay is set equal to the longest watchdog timeout on any of the
redundant modules in the Handshake phase. Following from the Lemma 4-1, the longest timeout

value will be on the OBC with a module rank of 1. Therefore, Tpelay is expressed as:

Tpelay = Thpsksync.s + (TBasevalue R Hpsk X Nm) (4.19)

Tgasevalue R HDSK epresents the base value of the watchdog timer on redundant modules,

expressed in Equation (4.9). The offset for the redundant module timers represents the execution
time of the Sync phase.

Once the process supervisor enables this delay, it marks the Self Assess state as expired,

saves both these parameter to persistent memory and resets the spacecraft bus.

After the bus reset, the current supervisor is suspended within the Configuration state until
the Toelay timer expires. If any other redundant module is still functional on the spacecraft bus, it
would have transitioned into the Handshake phase without this additional delay and its watchdog
timer will expire before the process supervisor transitions into the Handshake phase. Such a
redundant module would eventually enter its Reset sub-phase, and permanently disable the current
process supervisor. Subsequently, the redundant module would itself take over as the process

supervisor of the next arbitration cycle.

On the other hand, if all other OBCs have become unresponsive, the process supervisor
will continue executing the arbitration cycle after the Tpelay timer expires. It will subsequently

transition into the Handshake phase, and similar to the previous arbitration cycle it will not be able
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to establish a handshake with any of the redundant modules. Once its watchdog timer expires in
the Request state, the process supervisor will once again power down all other OBCs and transition
into the Self Assess state. Since this state had been marked as expired in persistent configuration,
the process supervisor is now aware that no other module is available to command the spacecraft
bus. Even though the module itself failed to meet its minimum threshold for the Health Quotient,

it still takes command of the spacecraft bus as it is the only functioning OBC on the spacecraft.

4.4 HEALTH ASSESSMENT PHASE

Once all the OBCs participating in the current arbitration cycle have transitioned into the
Health Assessment phase, the process supervisor commences the process of mediating access to
the spacecraft bus which allows each OBC to compute its Health Quotient. The process supervisor
begins by computing its own Health Quotient and broadcasts it to all other OBCs. Next, the process
supervisor sequentially signals each of the redundant modules to compute their own Health
Quotients. Similar to the process supervisor, the redundant modules also broadcast their Health

Quotient to every other OBC.

As with the Handshake phase, the Health Assessment phase also relies on software
watchdog timers for guarding against off-nominal behavior. While the Handshake phase would
have already powered down all unresponsive OBCs during the Handshake phase, the remaining
OBC:s are still vulnerable to SEEs and transients along the communication lines. The watchdog
timers ensure that these effects do not stall the arbitration cycle.

The watchdog timer used during the Handshake phase are disabled before an OBC
transitions into the Health Assessment phase. Additionally, all OBCs transition from the
Handshake phase into the Health Assessment phase within a known transition window. This

transition time is incorporated into the timeout values of the watchdog timers used during this
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phase which ensures that a watchdog timer cannot affect the arbitration process across the phase
boundaries. In other words, the hierarchy in which the watchdog timers expire in the Health

Assessment phase cannot be perturbed by any OBC that is still in its Handshake phase.

The logical flowchart outlining the execution sequence of the Health Assessment phase is

shown in Figure 4-6.
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Figure 4-6: The Health Assessment Phase
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4.4.1 The Process Supervisor Branch

4.4.1.1 The Assessment State

The process supervisor commences the Health Assessment phase by transitioning into the
Assessment state and begins computing its Health Quotient. The process supervisor is always the
first OBC to compute its Health Quotient which is carried out in three steps. The process starts by
enabling communication interfaces to the spacecraft bus which were disable during the Module
Initialization phase. The interfaces are only temporarily enabled so that the OBC can assess health
metrics that require access to the spacecraft bus. The next step is the aggregation of all health
metrics into the Health Quotient of the module (discussed in Chapter 3 ). The last step of this
process disables the communication interfaces again, after which the process supervisor broadcasts
its computed Health Quotient value to all redundant modules.

After broadcasting its own Health Quotient, the process supervisor begins mediating access
to the spacecraft bus for the redundant modules. The process supervisor has a list of the redundant
modules that had successfully acknowledged the end of the Handshake phase and transitioned into
the Health Assessment phase. The process supervisor sequentially pings each of these modules
and requests their Health Quotient. After requesting the Health Quotient from a redundant module,
the process supervisor starts a software watchdog timer with a timeout value of ThitH_s. The
timeout value denotes the maximum time allowed for any OBC to compute its Health Quotient,

and can be represented as:

THLTH_S = NHQRequests X (THQRequest + THQCompute +THQBroadcast) (4-20)
NHQRrequests represents the number of times that the process supervisor attempts to re-

request the Health Assessment from the redundant module to account for any transient errors.

Thqrequest rePresents the time required by the process supervisor to transmit a request to the

78



redundant OBC for its Health Quotient while Tyqcompute represents the time required by an OBC
to compute its Health Quotient. Tygcompute Can be expressed as the summation of the time
intervals required for computing individual health metrics that constitute the Health Quotient. If
Ny is the largest rank index assigned to any health metric and ¢,y represents the maximum time
interval required for determining every health metric with a rank index of k, the total time required

to compute the OBC’s Health Quotient is expressed as:

Ny

THQCompute = Zt<k) (4‘-21)
k=0

Finally, Tyqproadcast denotes the maximum time an OBC spends broadcasting its Health
Quotient. It can be expressed in terms of the maximum number of Health Quotient broadcast
messages, denoted by Ngroadcastmessages, the time required for a single transmission of the Health
Quotient value, denoted by Tyqrransmit: and the interval between successive transmission of the

Health Quotient, denoted by Tgroadcastinterval:
THQBroadcast =

[NgroadcastMessages X (THQTransmit + TBroadcastinterval) | — TBroadcastinterval (4.22)

Since the process supervisor is always the last OBC to transition into the Health

Assessment phase, the transition times of the redundant modules do not need to be accounted
within TypTy s-

If a redundant module fails to broadcast its Health Quotient value before the Ty s timer

expires, the process supervisor assumes that the module has either hung up or has experienced a

latch-up on its communication interface. At this stage, it is not feasible to reset that specific OBC

as it will transition into the Handshake phase after the reset and subsequently expect a handshake
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request. Similarly, it is not feasible to reset the entire arbitration cycle just to reset one of the
redundant OBCs. Therefore, the process supervisor powers down the redundant module and
removes it from the current arbitration cycle. However, if the redundant module responds with its
Health Quotient before the watchdog timer expires, then the process supervisor halts the timer.

In either case, the process supervisor proceeds to ping the next redundant module on its list
and repeats the process of requesting the Health Quotient.

The Typth s Watchdog timer is restarted every time to provide each redundant module the
same amount of time to compute its Health Quotient. Since the process supervisor runs this
watchdog timer on a loop, the maximum execution time of the Assessment sub-phase is expressed

as:

TassessmentExecution = (TrtHs + Tpom + ThoBroadeast) X Hs (4.23)
where Hg represents the module rank of the process supervisor. Tppy accounts for the time interval
to power down the redundant OBCs that do not respond to the health assessment request. The
Health Quotient broadcast time Tyqproadcast: @S €xpressed in Equation (4.22), is also added in
every loop before the process supervisor pings the next redundant module. The Assessment state
is another part of the arbitration cycle where the execution time is optimized by ensuring that the
process supervisor has the largest module rank since the number of redundant modules
participating in the current arbitration cycle is guaranteed to be less than Hg. Once the process
supervisor has requested the Health Quotient value from all functional redundant modules, it

transitions into its Sync state.

4.4.1.2 The Sync State

The functionality of the Sync state in the Health Assessment phase is identical to that of

the Sync state in the Handshake phase. It ensures that every OBC transitions into the next phase of
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the arbitration process within a known transition window. However, instead of a broadcasting a
generic end-of-phase message, the process supervisor synchronizes the list of Health Quotient
values amongst all active OBCs. This accounts for any Health Quotient transmissions that some
of the redundant modules may have dropped due to transients on the communication channel. It
also accounts for any Health Quotient transmissions that the process supervisor may have dropped
due to the same reason, but other redundant modules may have successfully received. Since the
process supervisor always powers down any modules from which it does not receive the Health
Quotient values, it is therefore the only OBC that is guaranteed to have the list of Health Quotient
values for all OBCs that are active in the current arbitration cycle. Synchronization of this list
ensures that all OBCs analyze the same list of Health Quotient values while performing the
comparative health assessment.

Similar to the transition window of the Handshake phase expressed in Equation (4.6), the
transition window to the next phase of the arbitration cycle (the Arbitration Resolution phase),

denoted by Ty ruToRESL 52 CaN be expressed as:

TuLtHToRESL S = NsyncMessages s X (TsyncMessage's + Tsyncinterval s) (4.24)
TsyncMessage_s represent the maximum time required to relay the entire list of Health
Quotient values. The synchronization message is repeated periodically after an interval of
Tsyncinterval_s for a total of Ngyncmessages s Synchronization attempts. Similar to the transition
between the Handshake phase and the Health Assessment phase, the process supervisor expects
the redundant modules to acknowledge the synchronization of the Health Quotient values and
transition themselves into the Arbitration Resolution phase. At the end of the TyrthToRESL S
transition window, the process supervisor powers down all redundant modules that do not send

this acknowledgement.
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Similar to the execution time of the Sync state for the Handshake phase, expressed in
Equation (4.7), the maximum execution time of the Sync state for the Health Assessment phase,

denoted by Ty rhsync_s, Can be expressed as:

Thrthsync.s = ThitHTorRESLS T TpDM (4.25)

Unlike the Sync state in the Handshake phase however, the process supervisor no longer
maintains the list of active modules since only one module will transition out of the next phase of
the arbitration cycle. After powering down all unresponsive redundant modules, the process

supervisor itself transitions into the Arbitration Resolution phase.

4.4.2 The Redundant Module Branch

The functionality of the redundant modules within the Health Assessment phase is almost
identical to their functionality within the Handshake phase, discussed in section 4.3.3. However,
there are a few key differences between the redundant module branches in both these phases. The
first difference is the timeout value of the software watchdog timers used during this phase to
monitor the process supervisor. The key difference is the response of the redundant modules to a
successful ping from a nominally operating process supervisor. Instead of broadcasting a
handshake acknowledgment, as done in the Handshake phase, the redundant modules compute and
broadcast their Health Quotient values. Lastly, the transition window from the Health Assessment
phase to the Arbitration Resolution phase is updated based on the time required for the process
supervisor to synchronize the Health Quotient values. The discussion in this section will focus on

these key differences.

4.4.2.1 The Watchdog Timer

A redundant OBC triggers its watchdog timer as soon as it transitions into the Sentinel state

of this phase. The timeout value for the watchdog timer, denoted by Typty g, Must adhere to
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properties (P 4-1) and (P 4-2), as discussed in section 4.3.3.1, and will therefore utilize a similar

expression to that presented in Lemma 4-1:

THLTH_R = THealthAssessment_S + [TBaseValue_R_HLTH X (Nm - HO + 1)] (4-26)
THealthassessment s Fepresents the total execution time of the process supervisor branch for

the Health Assessment phase and is expressed as:

THealthAssessment s = TAssessmentExecution T THLTHSync.S

The execution time for the Assessment state TagsessmentExecution @Nd that of the Sync state
ThrTHSynCc s, @re expressed in Equations (4.23) and (4.25) respectively. Since the OBCs perform
their health assessment sequentially and the process supervisor may become unresponsive at any
time, the watchdog timers on each of the redundant modules must run at least for as long as it takes
the process supervisor to transition out of the Assessment state transmit the end-of-phase messages.
This is achieved by setting the maximum execution time of the process supervisor’s Assessment
state as the constant offset for the Ty,ry g timer. This ensures the watchdog timers on the
redundant modules will not expire before the process supervisor transitions out of its Assessment
state. Recall that the process supervisor broadcasts its module rank during the Handshake process,

which allows the redundant modules to compute the value of Tyeaithassessment s-

The base value of the redundant module’s watchdog timer Tg,sevaiue R HLTH, MUSt account
for transition times between the Handshake phase and the Health Assessment phase, for both the
process supervisor and the redundant OBCs. These transition windows denoted TypskTonLTH S
and TypsktonLTH R, r€ €Xpressed in Equations (4.6) and (4.18) respectively. Accounting for the
maximum time allocated for a redundant module to reset the spacecraft bus Tppy, if the process
supervisor becomes unresponsive, the base value of the redundant module’s watchdog timer is

expressed as:
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Teasevalue R HLTH = Tppm + TuDSkToHLTH S — THDSKTOHLTH R (4.27)

4.4.2.2 Health Quotient Acknowledgement

If the process supervisor successfully requests Health Quotient from a redundant module,
the redundant module broadcasts its Health Quotient to all OBCs taking part in the current
arbitration cycle. Similar to the process supervisor, the redundant module must also enable its
communication interfaces prior to computing the Health Quotient and disable them again before
broadcasting the Health Quotient value. Once the redundant module broadcasts its Health
Quotient, it must wait for all other OBCs to complete their health assessment as well. The
completion of the Health Assessment phase is signaled by the synchronization of the Health
Quotient values initiated by the process supervisor.

If a redundant module receives the synchronization messages before its Ty ty r Watchdog
timer expires, the redundant module transitions into the Sync state and sends an acknowledgement
to the process supervisor. The transition window for the redundant modules from the Health
Assessment phase to the Arbitration Resolution phase, denoted by Ty taTorESL R, IS @NalOgOUS tO
their phase transition window between the Handshake phase and the Health Assessment phase.

This transition window can be expressed as:
THLTHTORESL R =

[NSyncMessages_R X (TSyncMessage_R + TSyncInterval_R)] — Tsyncinterval R (4.28)

This is analogous to the transition window for the redundant modules from the Handshake

phase to the Health Assessment phase, expressed by Equation (4.18). Once again, this transition
window must be less than the interval between successive synchronization messages transmitted

by the process supervisor, such that Ty turorESL R < Tsyncinterval s-
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If the redundant module’s watchdog timer expires before it receives the synchronization
message, it assesses the total number of the consecutive incomplete arbitration cycles Ncyclecount,
and it either resets the spacecraft bus which re-starts the arbitration process or transitions into the
Reset sub-phase, permanently disables the current process supervisor and attempts to take over as

the process supervisor for the next arbitration cycle.

4.5 ARBITRATION RESOLUTION PHASE

This is the last phase of the arbitration process where the OBCs compare their Health
Quotient values. Both the process supervisor branch as well as the redundant module branch only
contain one state each, namely the Outcome state. The logical flowchart outlining the execution

sequence of the Arbitration Resolution phase is shown in Figure 4-7.

Since the current process supervisor has successfully mediated the exchange of Health
Quotients between the OBCs, every module resets its persistent parameter associated with the
number of incomplete arbitration cycles conducted by the current process supervisor. Additionally,
the process supervisor also re-enables its arbitration cycle if it was disabled during the Handshake
phase. Each module sorts the list of Health Quotient values into a monotonic set and determines if
it has the largest Health Quotient value. As discussed in Chapter 3 the evaluation of every OBC’s
Health Quotient will always be unique within the network of redundant OBCs deployed on the
spacecraft, ensuring that every OBC can select an unambiguous winner of the arbitration process.
If a module does have the largest Health Quotient, it powers down all other OBCs and transitions
out of the arbitration process to resume mission operations. Otherwise, the OBC starts a small

watchdog timer and waits idly for the arbitration winner to power it down. This watchdog timer

85



ensures that the arbitration cycle can be reset in case the arbitration winner happens to experience

an SEE prior to powering down the other OBCs.
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Figure 4-7: The Arbitration Resolution Phase

It should be noted that any one of the OBCs might have the largest Health Quotient and
the arbitration winner might not be the current process supervisor. If the current process supervisor
loses the arbitration cycle, then it starts a watchdog timer with a timeout value of Toytcomg s While
all redundant modules that lost the arbitration cycle start a watchdog timer with a timeout value of
Toutcome r- The timeout values are once again setup analogous to the expression used in Lemma

4-1. The maximum time afforded to the arbitration winner power down all other OBCs is denoted
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as Tresolve- All watchdog timers incorporate this maximum time allocated for resolving the

arbitration process as the base value for their timers. The timeout value Toyrcome s IS €xpressed
as:

Toutcomes = Tresolve X (Njm — Hg + 1) (4.29)

The redundant module’s watchdog timer must account for transition times between the

Health Assessment phase and the Arbitration Resolution phase, for both the process supervisor

and the redundant OBCs. These transition windows denoted Ty ruToresL s @0 THLTHTORESL R

are expressed in Equations (4.24) and (4.28) respectively. The timeout value Toyrcome r IS

therefore expressed as:

TOUTCOME_R =

(Tppm + ThrrhTorESLS — THLTHTORESLR) T [TResolve X (Nm — Ho + 1)] (4.30)
If any of the watchdog timers expire before the arbitration winner powers down the other
OBGCs, then the spacecraft bus will be reset, which would re-start the arbitration process. However,
if the arbitration winner has not experienced a failure, then it will power down all other OBCs
within the Tresorve Window and assume command of the spacecraft bus. The arbitration winner is

subsequently designated as the commanding OBC, until a module switchover occurs.

A caveat to consider in this phase is the case where a redundant OBC wins the arbitration
cycle. Since the Process Supervisor will always be the last OBC to transition into the Arbitration
Resolution, the redundant OBC must allow a delay equivalent to the transition windows. This
enables the Process Supervisor to reset its persistent configuration (incomplete arbitration cycle
count and arbitration enabled flag) before is powered down by the arbitration winner. The delay

added is the same as the offset value of the Toyrcome r timer, expressed in Equation (4.30).
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Figure 4-8 shows the overall the finite state diagram of the arbitration process, along with

transition triggers from one state to the next.
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Figure 4-8: Arbitration Architecture Finite State Diagram
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The diagram demonstrates how each phase of the arbitration process guards against off-
nominal behavior by providing a path to reset the spacecraft bus. The path to resetting the
arbitration cycle with the process supervisor is limited by Nmaxcyclecount, after which a redundant
module takes over as the process supervisor. This prevents the architecture from looping due to
incomplete arbitration cycles. The Assessment state iteratively requests the Health Quotient from
each redundant module; however, this iterative loop is also bound by the total number of OBCs
deployed within the architecture. The state diagram also shows that all redundant modules follow
the same state transitions, irrespective of the number of redundant modules deployed within the
architecture. This enables extensibility, allowing the number of redundant modules in the
architecture implementation to be increased (or decreased) without changing the state diagram of
the arbitration process. The architecture adjusts the watchdog timer values of each redundant

module based on its module rank and the total number of OBCs deployed within the architecture.

4.6 SYSTEM PERFORMANCE VS SCALE
4.6.1 System Reliability

The reliability of the proposed redundant system can be modelled similar to that of a N-
modular parallel cold redundant system. This reliability of the proposed architecture that relies
only on a reset watchdog timer will be compared against the reliability of nominal N-modular
redundant architecture that uses a reset timer and an external supervising unit for arbitration. This

comparison will demonstrate the gain in reliability provided by the proposed architecture.

Since the system reliability presented in this section is only used for a comparative analysis
between the redundancy architectures, a simplified model of component failure is assumed. The
purpose of this comparative analysis is to demonstrate the fact that elimination of the external
arbiter results in a gain in reliability, and that the reliability of any system that uses an external
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arbiter will only asymptotically approach the reliability of a system without an external arbiter.
The reliability analysis presented here does not characterize the exact reliability curve of any given
redundancy architecture. Moreover, the choice of reliability model used to best characterize a

system may change based on the underlying platform used for the redundancy architecture.

The reliability of a unit component over time, denoted by R(t) € [0, 1], is commonly
modelled as an exponential distribution. Assuming a constant failure rate for the unit, denoted by
A, the reliability of a single OBC over time is expressed as [67] [47]:

R(t) = e (4.31)

The exponential decay indicates the deterioration in the OBC’s reliability due to
operational stress. The reliability for the external supervisor, denoted as Rgypervisor (), Can be
similarly expressed using their own independent failure rate.

The reliability of a typical N-modular cold redundant system Ry (t), where at least m out

of the N devices must be operational, is expressed as [47] [68] [69]:

N
N!
Rsys(t) = RSupervisor(t) X Z IRz EY R(t)k [1—-R(D)] N-k (4.32)
k! (N —Kk)!
k=m
This shows that the reliability of the external supervising units affects the total permuted
reliability of the redundant system i.e., it is the dominating factor in determining the reliability of
the system.
The inverse of the OBC’s failure rate represents its Mean Time to Failure (MTTF) [47],

denoted here as MTTFggc. Re-writing the Equation (4.31):

t
R(t) = e MTTFonc (4.33)
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Similarly, the reliability over time for a supervising unit in typical N-modular redundant
architecture Rgypervisor (), is expressed as:

t
RSupervisor(t) = e MTTFsupervisor (4.34)

The reliability of the supervising unit can be expressed in terms of the reliability of the
units using a scaling factor n which defines the relation between the Mean Time to Failure of the
unit and that of the arbiter:

MTTFsypervisor = N X MTTFgpc (4.35)
where the value of n > 1, that is, the supervisor has a higher reliability than that of the redundant

OBCs themselves. The target redundant architecture only requires 1 out of N available OBCs to

be functional. Substituting Equations (4.34) and (4.35) back into Equation (4.32):

N
1 N!
Rys(®) = RO X ) s ROF[1 - ROIN (4:36)
k=1

A key feature of the novel arbitration architecture presented in this thesis is that it is self-
arbitrating. Since the redundant OBCs do not rely on an external arbiter for the proposed arbitration
process, the reliability of the arbiter Rgypervisor (1) is always 1, increasing the overall reliability of
the redundant system. Substituting this reliability into Equation (4.32), the reliability of an N-
modular redundant system that employs the proposed redundancy architecture, denoted by

Rproposed (D), can be expressed as:

N
N!
Revoposea(®) = ) i RO [1- ROV (437)
k=1

Note that the memory-less watchdog timer responsible for resetting spacecraft power is not

included in the reliability analysis, since these timers are present in single OBC architectures as
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well, and their failure has equivalent consequences on radiation hardened platforms. The reliability
of the proposed architecture provides an advantage over other redundant OBC architectures that
require additional supervising units to store the arbitration logic and states. Such arbiters are part
of the spacecraft OBC sub-system, and act as a single point of failure for the redundant

architecture. The reliability analysis presented here reflects the same.

Figure 4-9 shows the reliability evolution of a dual redundant system. The figure shows
that the proposed architecture provides a far superior reliability that than of typical cold redundant
architectures that use external arbiters. The time scale has been normalized to multiples of the

unit’s Mean Time to Failure.
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Figure 4-9: Reliability of a Dual Modular Redundant System

The extensibility of the architecture enables further gain in system reliability, as the number
of redundant modules in the architecture is increased. Figure 4-10 shows the reliability evolution
over time for various configurations of an N-Modular redundant system. The gain in system
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reliability can be traded off against the scale of the redundant architecture that can be supported

by the engineering budgets for any given mission.
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Figure 4-10: System Reliability for Proposed Redundancy Architecture

4.6.2 Multi-Domain Clock Deviation

The redundancy architecture relies on sequential expiration of the watchdog timers to
ensure deterministic resolution of the arbitration process. The synchronization states at the end of
each phase ensure that the watchdog timers on each OBC start within a defined window of time,
and this window is accounted in the timeout value of the watchdog. However, the clocks on each
OBC might not necessarily tick at the same rate. It is therefore important to characterize the

maximum tolerance on the deviation in clock frequencies amongst the OBCs.
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Consider two sequential redundant watchdog timers T and T*** on OBCs with module
ranks k and k+1 respectively. Lemma 4-1 demonstrates that difference between these two timers
is expressed as:

Tk — Tkl = Ty,
Re-arranging the expression:
T = T + Tgace (4.38)

However, this property that ensures the watchdog timers expire sequentially will be
violated if the timer T* ticks faster (resulting in a smaller timeout with respect to a nominal clock)
or if T* ticks slower (resulting in a larger timeout with respect to a nominal clock). The maximum
tolerance for clock rate deviation can be computed for the worst-case scenario where both these
conditions are true. The clock rate deviation, denoted by &, represents the ratio between the actual
clock rate to expected clock rate of the OBC. This can be translated into the watchdog timer values

as:
Tactual = 6 TEXpected (4.39)

The maximum allowable deviation in the clock rate of either OBC §,,,4,, must satisfy the
following condition:
T (1 = 8max) = T (1 + Snax)
Re-arranging the expression:

Tk _ (1 + Smax)
Tk+1 B (1 - 6max)

(4.40)

Substituting Equation (4.38) into Equation (4.40):

Tk+1 + TBase — (1 + 6max)
Tk+1 (1 - 5max)
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TBase — (1 + ‘Smax) _
Tk+1 (1 - Smax)

Tiase — 26max (4'41)
Th+1 (1 - amax)
Substituting the expression for timer T*** from Equation (4.3) into Equation (4.41):
TBase — 26max
TOffset + [TBase X (Nm - (k + 1) + 1)] (1 - 6max)
Re-arranging the expression and isolating for &,
S — TBase
e 2 TOffset + 2TBase (Nm - k) + TBase
1
= Omax = T (4.42)
2 %Jr 2(N, —k)+1
Base
The offset and base values of the timers can be easily tuned such that:
TOffset «1
Base
Therefore, Equation (4.42) can be re-written as:
) ! (4.43)
= ~ .
max 2 (N —k)+1

The expression for the clock deviation shows that OBCs with larger module ranks k will
tolerate a higher deviation in their clock rates. This follows from the fact that those OBCs will
have smaller timer values, and consequently the same value of &,,,, Will result in a smaller
deviation in the timer value. Therefore, the maximum tolerance in clock rate deviation for a given

number of redundant modules will occur for the OBC with module rank 1.

(4.44)
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Figure 4-11 shows the maximum clock rate deviation that can be tolerated by the arbitration
mechanism as the redundancy architecture is scaled up. The accuracy and stability of typical
crystal oscillators in microprocessors and microcontrollers are on order of 10 ppm or better [70]
[71] [72], and are therefore not a cause of concern here. Deviations in the execution time of the
arbitration instructions may also impact on limiting the scale of the redundant architecture.
However, in practical use cases these deviations will be small. The impact on the scale of the
architecture imposed due to tolerances in clock rate deviation will be far smaller than the impact

of the engineering budget (power and mechanical) of a spacecraft.

2 3 4 5 6 7 8 9 10 11 12 13 14 15
Number of Redundant OBCs

Figure 4-11: Maximum Allowable Clock Rate Deviation
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4.7 SUMMARY

A novel de-centralized arbitration strategy for OBCs in cold redundancy was presented in
this chapter. The proposed architecture does not rely on an external arbiter for arbitrating between
the redundant OBCs, thereby eliminating that single point of failure from cold redundant
architectures. The architecture places each OBC in parallel redundancy with the rest of the
spacecraft platform, as shown in Figure 4-12. Note the direct communication interface between
the spacecraft platform and the redundant OBCs show in this figure is only representative, and tri-

state buffers maybe required to isolate the OBCs depending on the choice of the physical interface.

. oscRakN
7+ oBoRankit —
Power

Distribution
7 osorakt

Module
Figure 4-12: Parallel Redundancy of Proposed Architecture

Spacecraft
Platform

The gain in system reliability of the proposed architecture (in terms of mean time to failure)
was compared with a similar N-modular cold redundant architecture with an external arbiter. In
this comparison, the system reliability of a redundancy architecture using an external arbiter was
demonstrated to only asymptotically approach the system reliability of the proposed redundancy

architecture.
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CHAPTER 5 DESIGN IMPLEMENTATION AND VALIDATION

Summary: This chapter discusses the ground validation test setup for the proposed
arbitration architecture, using three Raspberry Pi Zero W modules to emulate the cold redundant
OBC architecture. The results from these validation tests demonstrate the ability of the proposed
architecture to resolve the arbitration process during nominal and off-nominal OBC operations.
Furthermore, the extensibility of this architecture is demonstrated by adding another Raspberry Pi
Zero W module. Lastly, the implementation of the proposed architecture onboard the DESCENT

CubeSat mission is discussed.

5.1 GROUND VALIDATION

5.1.1 Experimental Setup

The test setup emulates the core sub-systems of a spacecraft bus required for the ground
validation of the proposed architecture. The Onboard Computer (OBC) for the initial set of tests
is comprised of three redundant Raspberry Pi Zero W modules. The Power Distribution Module
(PDM) is emulated using a 4-channel solid-state relay which is commanded by an independent
Raspberry Pi module, known as the Process Observer. The Process Observer also provides
visibility on the arbitration cycle by gathering events from each of the three redundant OBCs.
Finally, a dummy payload is emulated using a Real Time Clock (DS1307) and will used to
demonstrate arbitrated access to the spacecraft bus. The entire test setup is powered via a 5V 15W
wall adapter, which emulates the power generation and storage systems. Figure 5-1 shows a block

diagram of the hardware setup used for the ground validation tests.
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Figure 5-1: Block Diagram for Ground Test Setup

Each Raspberry Pi Zero W module is powered using a 5V line connected to one of the four
channels of the solid-state relay. The state of each channel (ON or OFF) is controlled
independently by the Process Observer, however, the commands to change the state of the channel
can only be sent by one of the three Raspberry Pi modules. Each time a redundant OBC sends a
bus reset command, the Process Observer power cycles the state of all channels. The Process
Observer also stores the default state of each channel as a software parameter. If the one of the
Raspberry Pi modules is permanently disabled during the arbitration process, this software
parameter is updated, and Process Observer does not power cycle that particular channel during
subsequent bus reset commands. This combination of the solid-state relay controlled by the
Process Observer emulates a Power Distribution Module whose default switch states can be

commanded by the OBCs.
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The DS1307 Real Time Clock communicates over 1°C with the Raspberry Pi Modules. The
DS1307 has a 1-Byte long control register which determines the configuration of the RTC. This
register is set to a known value before the arbitration cycle and will not be changed. Each
Raspberry Pi module will query this parameter and compared it to the preset configuration byte.
This comparison indicates the bit error rate on the 12C line and will be used as one of the health
metrics for the OBC Health Quotient. The setup emulates a shared spacecraft bus, where all
redundant OBCs connect to the payload via the same physical interface. The process supervisor
will arbitrate access to this shared bus during the Health Assessment phase to sequentially allow

each OBC to query this parameter.

A multi-drop communication channel between the redundant OBCs is emulated through
wireless communications. Each of the redundant OBCs communicate with each other using
TCP/IP protocol over Wi-Fi. All communications are routed through the Process Observer, which
establishes a TCP server on the network. Each redundant OBC joins as a TCP client on the network
and uses the Process Observer as a router for sending handshake requests, acknowledgements, and
Health Quotient values to other OBCs. To support this, all communication packet headers include
the identification for the source and the destination of the message. For inter-OBC communication,
the module ranks of OBCs are used as source and destination identification. A message may also
be broadcasted by using a broadcast destination ID (set in software), which routes the message to
all OBCs.

Lastly, the OBCs can also send messages directly the Process Observer. This allows each
redundant OBC to broadcast all its state transitions during the arbitration process. These transition
events are time-tagged & stored on the Process Observer. Once the arbitration cycle has finished,

these transition events can be retrieved to recreate a detailed timeline of the entire arbitration
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process from the perspective of each OBC. Direct messages to the Process Observer are also used
to power cycle the solid-state relay channels or permanently disable one of the OBCs in response

to any failure modes detected by the arbitration architecture.

5.1.2 Architecture Implementation

The implementation of the arbitration architecture requires definition of health metrics to
compute the Health Quotient, as well as the definition of arbitration parameters to compute the
timeout values of the software watchdog timers. To support extensibility of the platform scale and
the OBC Health Quotient, details of the individual health metrics, along with some of the
arbitration parameters, are abstracted away in software from the underlying abstraction logic.

The abstraction of health metrics includes the rank index, original bounds, and step size of
the un-normalized health metrics. The information regarding the scale of the platform is contained
within health metric with rank index of 0. The bounds of this metric indicate the total number of
redundant OBCs, while the value of this metric identifies the module rank of the OBC.
Furthermore, the health metric abstraction also contains pointers to functions that compute the
current value of the health metrics. During the arbitration process, the underlying logic iterates
through the list of health metrics and calls the respective functions to compute the value of the
health metric. The health metrics are normalized according to their rank index & original step size
and are then aggregated into the OBCs Health Quotient. The health metrics used in the ground
validation tests are discussed in section 5.1.2.1.

The arbitration parameters that require modification depending on the platform chosen for
the redundancy architecture are called platform-based arbitration parameters. These parameters
include, but are not limited to, the number of handshake & health assessment requests, the time

required to broadcast each message and the interval between successive retransmission of
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messages. Platform-based arbitration parameters are tuned for the choice of the underlying OBC
platform, the inter-OBC communications architecture and the requirements of the mission. The
watchdog timeouts can be subsequently derived from platform-based arbitration parameters based
on rules defined in Chapter 4 These platform-based arbitration parameters are abstracted away in
software, but the rules for deriving the timeout values are integrated within the arbitration logic.
The complete list of platform-based arbitration parameters for any redundant architecture, along
with their selected values for the ground validation tests, are presented in section 5.1.2.2.

Figure 5-2 highlights the abstraction of the health metrics and platform-based arbitration

parameters from the underlying arbitration logic.

Health Metric
Ranks and
Bounding
Intervals

Health Metric

Platform-Based Computation

Arbitration
Parameters

\

Arbitration Logic

Figure 5-2: Abstraction of the Arbitration Logic
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5.1.2.1 Health Metrics

Table 5-1 lists the health metrics used during the ground validation tests. The table also
shows the original bounds of the metric as well as the normalized bounds computed based on the
metric rank index. Note that the normalized bounds grow quickly as the number of steps in the
original bounds increases. This can be driven by either a large interval or a small step size of the

original metric value.

Table 5-1: Health Metrics Used in Ground Validation Tests

Health Metric Rank Original Original Normalized Normalized
Index Bounds Step Size Bounds Step Size
I2C Functionality 5 [0, 1] 1 [1,711011095] 711011094
I2C Data Fidelity 4 [0, 1] 0.025 [1, 693669361] 17341734
Data Read/Write
o 3 [0, 1] 1x10* [1, 17340001] 1734
Fidelity
Temperature
2 [0, 1] 1 [1, 868] 867
Check
Persistence
_ 1 [0, 288] 1 [1, 865] 3
Metric
Module Rank 0 [1, 3] 1 [1, 3] 1

5.1.2.1.1 I°C Metrics
The 12C health metrics assess the ability of an OBC to communicate with the emulated

payload. The assessment constitutes the 12C Functionality metric and the 1°C Data Fidelity metric.

The I2C Functionality metric is a Boolean metric that indicates if the attempt to communicate with
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the payload was successful or if it timed out. The 1°C Data Fidelity metric is an indicator of the Bit
Error Rate (BER) on the communication line. The configuration byte (8 bits) on the payload is
sampled 5 times, and sample is compared to a known value of the byte. The number of correct bits
is counted across all samples, and the ratio of the correct bits to the total bits sampled (40 bits) is
returned as the value of the health metric. Both these metrics are subsequently normalized based

on their rank indices.

5.1.2.1.2 Data Read/Write and Temperature Metrics

Similar to 1°C Data Fidelity metric, the Data Read/Write metric performs a write to file and
reads the data back. A preset array of 1250 bytes is used for the read/write functions. The metric
returns the ratio of the current number of bits read back out of the total number of bits written to
file. The Temperature Check metric is another Boolean metric that indicates if the OBC is within
its predefined operating temperature range. Both these metrics are subsequently normalized based
on their rank indices.

The purpose of the ground tests is not to carry out the actual metric evaluations, but to
observe their effects on the arbitration process. Hence, the value of these metrics can be manually

adjusted to emulated varying degrees of performance degradation.

5.1.2.1.3 Persistence Metric

The persistence metric helps minimize the switchovers of the commanding OBC in
response to transient events. The value of this health metric is computed using the following

expression:

(5.1)

_ TSystem - TEpoch
hPersistence - T
Step

where Tsysem represents the onboard system time on an OBC, while Tgp,ch, is the mission epoch

time and is identical for all OBCs. Since the mission epoch time is identical for all OBCs, the

104



difference between these two terms represents the uptime for each OBC. Ty, is set to 5 minutes

for the ground test and limits the bounding interval for this metric. As a result, the persistence
metric increments by one every 5 minutes. The floor function limits the jitter in the persistence

metric. An OBC must stay in command of the spacecraft bus for at least T to increment the

persistence metric. The upper bound of this metric is bound to an emulated 1-day mission lifetime.
This equates to 288 intervals of 5 minutes each. Once this metric reaches that value, it will stop
incrementing and will always resolve to its maximum value. The utility of this metric is discussed

in greater detail in section 5.2.5.

5.1.2.1.4 Module Rank Metric

The module rank metric indicates the scale of the redundant platform. The ground test uses

3 redundant modules, as indicated by the bounds of the health metric. The value of this metric is
immutable throughout the course of the mission i.e., the OBC does not need to compute this value.
Instead, the module rank is hard coded for each individual OBC prior to launch. Therefore, the

normalized value of the metric is the same as its original value.

5.1.2.2 Platform-Based Arbitration Parameters

Table 5-2 lists the platform-based parameters of the arbitration architecture along with the
values chosen for the ground validation tests. The description of the parameter also provides
selection criteria for the parameter values. Additionally, the time parameters have been inflated to
slow down the arbitration process for the purpose of visualizing the validation test results. These
parameters are used to derive the software watchdog timeout values, using the rules presented in
Chapter 4 . The abbreviation ‘s’ in the Value column corresponds to seconds, while ‘ms’

corresponds to milliseconds.
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Table 5-2: Platform-Based Arbitration Parameters

Platform-Based Parameter Value Description

Handshake request interval based on the
THDSKRequestInterval 15s .. . )

observed deviation in OBC bootup times.
rI‘HDSKRequestv THQRequest’ . .

Time to transmit message based on message
TEOPMessage_Sl TSyncMessage_Sa 250 ms . .

length and communication baud rate.
TEOPAck_R’ TSyncMessage_R

Interval between successive message re-
TBroadcastIntervalv .. )

250 ms transmission based on task scheduling and

TEOPInterval_R’ TSyncInterval_R .

processing loads.

Maximum time to command power system

dependent on platform.

Maximum time to resolve arbitration
TResolve 23 requires all other modules to be powered

down (directly tied to Trpm)

Maximum  number of incomplete
NMaxCycleCount 2 arbitration cycles to allow recovery from

SEEs.
NHQRequestS1 NEOPMessages_S’
NsyncMessages_s) NEOPAcks R Maximum number of re-transmissions of

3

NSyncMessages_R:

NBroadcastMessages

request or acknowledgement messages
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The number of handshake requests equates
to the safety factor for the observed
deviation in OBC bootup time.

Interval between successive Handshake
Phase EOP message re-transmissions. As

discussed in Chapter 4 , section 4.3.3.3,

Teopinterval's > THDSKToHLTH R

l\IHDSKRequests 5
Teopinterval s 15s
Tsyncinterval_s 15s

Interval between successive Health Phase
sync message re-transmissions.  As

discussed in Chapter 4 , section 4.4.2.2,

Tsyncinterval.s > THLTHToRESL R

5.2 TEST CASES

The results presented in this section demonstrate the arbitration timeline for each OBC and

present the associated Health Quotient values computed during the arbitration cycle. Nominal

functioning OBCs evaluate all health metrics to their maximum values indicated in Table 5-1. Any

changes in the evaluations of these health metric during test cases that emulate off-nominal

scenarios are also highlighted. This arbitration timeline is represented as color-coded plot that

indicate the OBC transitions between various arbitration phases and states. Table 5-3 provides a

legend of the various color codes used in the arbitration timeline, along with the associated OBC

states.
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Table 5-3: Arbitration Timeline Color Codes

Timeline Color Module Role State

All Spacecraft Bus Reset

All Module Initialization

Process Supervisor Handshake Request State

Redundant Module Handshake Sentinel State

All Health Quotient Computation
All Handshake and Health Assessment Sync
All Acrbitration Winner

Redundant Module Handshake and Health Assessment Reset

All Emulated Operations Period

The block diagram for the ground test setup was shown in Figure 5-1. Figure 5-3 shows

the physical implementation of this test setup and highlights its constituents.
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Figure 5-3: Ground Test Setup

109



5.2.1 Nominal Operations

This case represents nominal functioning of all OBCs and the commanding OBC of the
spacecraft bus is established based on the module rank of the OBC. All health metrics evaluate to
their maximum values. Table 5-4 lists the Health Quotient values computed for each OBC during
the arbitration cycle for this test case. Since all OBCs have equivalent evaluations of the health
metrics, the Health Quotient’s uniqueness is driven by the module ranks. This can be observed in
Table 5-4 where the Health Quotient values of consecutive OBC module ranks differ by one in

magnitude from each other. This is the step size of the health metric for the OBC module rank.

Table 5-4: OBC Health Quotients for Nominal Test Case

Module Rank Health Quotient
1 1,422,022,191
2 1,422,022,192
3 1,422,022,193

Figure 5-4 shows the arbitration timeline for each OBC as they transition through the
different phases and states of the arbitration mechanism. The phase transition boundaries are
highlighted for the OBC with module rank 3 and are identical for the other two OBCs. The figure

also highlights the key events of the arbitration cycle.
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The time stamps for the arbitration events are assigned by the Process Observer, enabling
the observation of each OBC’s arbitration timeline using a single clock domain. The timeline starts
at the instant the emulated bus is reset, that is, when all relay channels are enabled by the Process
Observer. Since the boot up time for the Raspberry Pi Modules is more than 40 seconds, the
Module initialization phase shown in the plot is not to scale. This is represented by the sinusoidal
overhang in the Module Initialization phase and helps draw emphasis on the latter phases of the
arbitration cycle. As noted in Chapter 4 , internal memory latencies can cause variable boot up
times on each OBC. The variation in boot-up times is exacerbated by the 4-channel relay whose
channels may not activate at the same moment. Figure 5-4 shows that OBCs 1 and 2 (Redundant
OBCs) took a bit longer to boot up than OBC 3 (Process Supervisor). Multiple periodic handshake
requests made by the Process Supervisor account for this variability in boot time, and the
arbitration timeline for each OBC is synchronized at the end of the Handshake phase. The
transition windows from the one phase to the next is highlighted by the OBC Sync states. As
discussed in Chapter 4 section 4.3.3.3, the Process Supervisor is always the last OBC to transition
from one phase of the arbitration cycle to the next. This transition window is accounted in the

watchdog timer value for the redundant modules to prevent pre-mature timeout of the watchdog.

During the Health Assessment phase, the arbitration timelines demonstrate sequential
assessment of the OBC Health Quotient. This is mediated by the Process Supervisor during its
Assessment state and provides arbitrated access to the spacecraft bus to each OBC. The
computation of the Health Assessment has been purposely slowed down in this arbitration cycle

(~2.5 seconds) to visualize this phase.

Finally, the OBC with the largest Health Quotient (module rank 3 in this case) wins the

arbitration cycle during the arbitration resolution phase and powers down the redundant OBCs.
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Once again, the watchdog timers on the redundant OBCs take into account the phase transition
window, providing sufficient time for the Process Supervisor to transition in the Arbitration

Resolution phase and execute power down sequence of the redundant modules.

5.2.2 Unresponsive Redundant Module

This case represents a failed redundant module. Since, the redundant module is never
powered down permanently, the failure mode emulated in this test case covers both transient and
permanent failures. To emulate this scenario, the power interface for the redundant OBC with
module rank 2 is physically disconnected, such that the OBC cannot power up during the
arbitration process. Table 5-5 lists the Health Quotient values computed for each OBC during the
arbitration cycle for this test case. Since no performance degradation was introduced to either
Process Supervisor or the functioning redundant OBC, their Health Quotient are identical to those

computed during the nominal test case.

Table 5-5: OBC Health Quotients for Unresponsive Redundant Module Test Case

Module Rank Health Quotient
1 1,422,022,191
2 -
3 1,422,022,193

Figure 5-5 shows the arbitration timeline for each OBC for this test case. The arbitration
timeline demonstrates repeated attempts by the Process Supervisor to establish a handshake with

the unresponsive OBC. The Process Supervisor would observe the same lack of handshake
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acknowledge even if the redundant OBC was operational, but its communication interface had
failed. In either case, the Process Supervisor correctly concludes that the redundant OBC cannot
participate in the current arbitration cycle, and powers it down. The redundant module with rank
index 1 waits for the Process Supervisor to complete the handshake attempts, and only transitions
into the Health Assessment phase upon receiving the End-of-Phase messages from the Process

Supervisor.

The repeated handshake attempts result in a longer execution time of the Handshake phase.
However, the execution time of the subsequent Health Assessment Phase is reduced since the
Process Supervisor need not request the Health Quotient of the OBC with module rank 2. This is
represented in the sequential Assessment state execution of the arbitration timeline, where the
health assessment of the Process Supervisor is immediately followed by that of the next available
redundant OBC (module rank 1). The list of active modules is updated by the Process Supervisor
during its Sync state in the Handshake Phase, allowing it to keep track of OBCs that are no longer
participating in the arbitration cycle. The arbitration cycle is again won by the Process Supervisor

since it still has the largest Health Quotient value.
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5.2.3 Deterioration of the Health Quotient

This test case demonstrates the precedence of individual health metrics that constitute the
OBC’s Health Quotient. In this test case, the communication interface between the Process
Supervisor and the dummy payload is physically disconnected. As a result, the 1°C interface
functionality and data fidelity metrics, which have the largest rank indices, cannot be evaluated on
Process Supervisor. Table 5-6 shows represents these individual health metric evaluations on each

OBC for this test case.

Table 5-6: Health Metric Evaluations for Deteriorated Health Quotient Test Case

Health Metric Rank Original Module 1 Module 2 Module 3
Index Bounds Evaluation Evaluation Evaluation
I2C Functionality 5 [0, 1] 1 1 0
I°C Data Fidelity 4 [0, 1] 1 1 0
Data Read/Write
o 3 [0, 1] 0 0 1
Fidelity
Temperature
2 [0, 1] 0 0 1
Check
Persistence
_ 1 [0, 288] 0 0 288
Metric
Module Rank 0 [1, 3] 1 2 3
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The health metric evaluations for all metrics, except the 12C Functionality and the 1°C Data
Fidelity, are forced to their maximum values on the Process Supervisor, and to their minimum
values on the redundant OBCs. In other words, the Process Supervisor performs better with respect
to all health metrics except for the two with the largest rank indices. The rules for the aggregation
of the Health Quotient ensure that the OBC with the best performance for the most valued health

metrics will gain precedence in the arbitration cycle.

Table 5-7 lists the Health Quotient values computed for each OBC during the arbitration
cycle for this test case. Compared to nominal case, the redundant OBCs experience a small
decrease in their Health Quotient values as a result of minimizing the lower ranked health metrics.
Even though the Process Supervisor performs much better on the lower ranked metrics, its Health
Quotient experiences a much more substantial decrease which is driven by its inability to

communicate with the dummy payload over the 1°C bus (highest ranked health metrics).

Table 5-7: OBC Health Quotients for Degraded Performance of Process Supervisor

Module Rank Health Quotient
1 1,404,680,460
2 1,404,680,461
3 17,341,739

Figure 5-6 shows the arbitration timeline for each OBC during this test case. The OBC

with module rank 2, which has the largest Health Quotient value, wins the arbitration cycle.

117



Module

Arbitration
Initialization Handshake Health Assessment Resolution
A A e A
f ANT YN 7 It
™ | ]
o~
| =
L]
(v
£
=]
=]
=
Wi
L 1 | 1 | 1 1 1 1 1 1
0 50 52 54 56 58 60 62 64 66 68 70 T2
Process Supervisor Transitions Into f.‘::ar:::? on
Resolution Phase Before Being
Powered Down \
L5
x
=
1]
(v
2
=
-]
o
=
L 1 | 1 | 1 1 1 1 1 1
0 50 52 54 56 58 60 62 64 66 68 70 T2

Module Rank 1

Redundant OBC
Powered Down
L | | 1 | 1 1 1 1 1 1
0 50 58 60 62 64 66 68 70

52 54 56 72
Time (s)

Figure 5-6: Arbitration Cycle for Deteriorated Health Quotient of the Process Supervisor

118



A key aspect highlighted in the arbitration timeline is that the redundant OBC that won the
arbitration cycle does not immediately power down the other OBCs. It accounts for the transition
window between arbitration phases and ensures that the Process Supervisor transitions into the
Arbitration Resolution phase where it can reset its persistent configuration parameters before it is
powered down (as discussed in Chapter 4 , section 4.5). The role of the Process Supervisor does
not switch over since the current Process Supervisor is still capable of conducting out the

arbitration cycle.

5.2.4 Unresponsive Process Supervisor

This test case emulates a failed Process Supervisor. Similar to the test case with the
unresponsive redundant OBC, this scenario is emulated by physically disconnecting the power
interface to the initial Process Supervisor (module rank 3). The remaining functional OBCs are
assumed to be functioning nominally and their respective health metrics evaluate to the maximum
values. Table 5-8 lists the Health Quotient values computed for each OBC. Figure 5-7 shows the
arbitration timeline for each OBC during this test case. The OBC with module rank 2, which has

the largest Health Quotient value, wins the arbitration cycle.

Table 5-8: OBC Health Quotients for Unresponsive Process Supervisor Test Case

Module Rank Health Quotient
1 1,422,022,191
2 1,422,022,192
3 -
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As noted in Table 5-2, the max number of allowed incomplete arbitration cycles is two.
During the first arbitration cycle, the watchdog timer expires on the OBC with module rank 2 and
it resets the spacecraft bus to allow the current Process Supervisor (OBC module rank 3) to recover
from a possible Single Event Effect. Since the test case is emulating a failed Process Supervisor,
the handshake request is not initialed during the second arbitration cycle as well. After the
watchdog timer expires for a second time on OBC 2, the redundant module transitions into its
Reset state and permanently disables the Process Supervisor. The spacecraft bus is reset again and
OBC 2 takes over as the Process Supervisor. Note that the spacecraft bus reset by OBC 2 in both
cases. If OBC 2 had failed as well, the watchdog timer on OBC 1 would have expired and that

OBC would have attempted to takeover command of the spacecraft bus.

After a second bus reset, a nominal arbitration cycle is conducted between the two
functional OBCs. Since the Process Supervisor always has the largest module rank, it only waits
for a handshake acknowledgement from OBC 1. The list of active OBCs is updated by the new
Process Supervisor during the handshake phase, and the sequential health assessment is executed
amongst the active OBCs only. As noted in Table 5-8, the OBC with module rank 2 has a larger

Health Quotient value and it therefore wins the arbitration cycle.

5.2.5 Minimizing Module Switchover

Consider the previous test case, where the OBC with module rank 3 has failed and the OBC
with module rank 2 has assumed the role of the Process Supervisor. All future arbitration cycles
are now conducted between OBC 2 and OBC 1. If OBC 2 experiences a transient degradation of
its health metrics during one of these arbitration cycles, it will lose the arbitration cycle to the next
available OBC (module rank 1) which will assume command of the spacecraft bus. Note that in

this scenario OBC 2 can still successfully conduct the arbitration cycle and does not relinquish the
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role of Process Supervisor. If the transient upset causes OBC 2 to hang up, the watchdog timer on
OBC 1 will expire and result in a spacecraft bus reset. The transient error will likely clear up during
the next arbitration cycle and OBC 2 will be capable of assuming command of the spacecraft bus,
even if the OBC 1 is still functioning nominally. This frequent switchover of the commanding

OBC can lead to loss of mission data and roll back of configuration state.

The persistence metric, discussed in section 5.1.2.1.3, minimizes this switchover and
provides precedence to the last OBC to command the spacecraft bus. In the ground test setup, this
metric is evaluated using Equation (5.1), and the OBC precedence is based on the system time
which only increments if the OBC is powered up and operational. Alternative metrics such as
current mission state or stored mission data can also be used to provide this precedence.

The setup for this test case continues from the previous test case where OBC 3 has been
permanently disabled and OBC 2 has assumed the role of the Process Supervisor. The OBCs will
undergo two arbitration cycles. During the first arbitration cycle of this test case, a transient error
is emulated on OBC 2 by physically disconnecting its I1°C data interface, causing degradation of

its Health Quotient.

The persistence metric requires setup of the mission epoch time Tgpocn and the metric
scaling factor Tse,. Both these parameters have the same value across all OBCs and are immutable
over the mission lifetime. During the ground test, Tgpcn Was set to January 1, 2021, 00:00:00 UT,
and Tsep Was set to 5 minutes. At the instance when the first arbitration cycle commences, it is

assumed that OBC 2 has been in command of the spacecraft bus for the past 12 hours and that
OBC 1 has never assumed command of the spacecraft bus. Due to the emulated degradation of
health metrics on OBC 2, OBC 1 is expected to win the first arbitration cycle and will assume

command of the spacecraft bus. This OBC will be allowed to operate for 6 minutes after the end
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of the first arbitration cycle. This emulates an accelerated time frame of nominal mission
operations before a system wide upset induces another arbitration cycle.

During this emulated operations period, the commanding OBC’s (module rank 1) system
time is updated. This emulates the ground updating system time on the OBC that has recently
assumed command of the spacecraft bus. As discussed in section 5.1.2.1.3, the value of the
persistence metric increases by one after every Tge,, time step. The length of the emulated
operations period (6 minutes) is set to be slight larger than T, to allow the persistence metric to
increment during the next arbitration cycle. The value of T, is kept small during the ground tests
to accelerate the testing timeline, however in orbit, this parameter should be kept large enough to
allow the spacecraft to make contact with the ground station before the persistence metric
increments. Table 5-9 lists the OBC system times at the start of the two arbitration cycles
conducted during this test case. The dates on both OBCs are still the same as the emulated epoch,
that is, January 1, 2021. The system times do not account for the OBC uptime for the duration of
the arbitration cycle itself since it is smaller than Ts., and will not result in an increment in the
evaluation of the persistence metric. The I°C data interface of OBC 2 is re-connected during the
emulated operations period. At the end of the emulated operation period, the spacecraft bus will
be reset to emulate a power upset that initiates the second arbitration cycle of this test case. Table
5-10 lists the evaluated values of the health metrics on the OBCs during both arbitration cycles.
The arbitration timelines for both arbitration cycles as well as the intermediary emulated operations

period is shown in Figure 5-8.
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Table 5-9: OBC System Time at Start of Arbitration Cycles

System Time at Start of First System Time at Start of

Module Rank Arbitration Cycle Second Arbitration Cycle
1 00:00:00 12:06:00
2 12:00:00 12:00:00

Table 5-10: Health Metric Evaluations During Persistence Metric Test

First Arbitration Cycle  Second Arbitration Cycle

Health Rank Original

Metric Index Bounds Module 2 Module 1 Module 2 Module 1
Evaluation Evaluation Evaluation Evaluation

1C
o 5 [0, 1] 0 1 1
Functionality
I°C Data
. 4 [0, 1] 0 1 1
Fidelity
Data
Read/Write 3 [0, 1] 1 1 1
Fidelity
Temperature
2 [0, 1] 1 1 1
Check
Persistence
_ 1 [0, 288] 144 0 144
Metric
Module
0 [1, 3] 2 1 2
Rank

145
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Table 5-11 lists the Health Quotient values computed for the OBCs during each arbitration
cycle of this test case. It shows that OBC 1 has the larger Health Quotient value even after the bus

reset resolves the transient error on OBC 2.

Table 5-11: Using Persistence Metric in OBC Health Quotient Computation

Health Quotient

Module Rank
First Arbitration Cycle Second Arbitration Cycle
1 1,422,021,327 1,422,021,762
2 17,341,306 1,422,021,760
3 - -

5.2.6 Extensibility

To demonstrate the extensibility of the arbitration mechanism, an additional Raspberry Pi
Zero W module is added to the redundant OBC stack with a module rank of 4. The only
modification required in software is updating the total number of OBCs that are available to
participate in the arbitration cycle. As discussed in section 5.1.2, this change is made in the
abstracted definition of health metrics, and the underlying arbitration mechanism is not modified

in anyway. Figure 5-9 shows a block diagram of the updated test setup with the additional OBC.
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rank 4 wins the arbitration cycle, since it now has the largest Health Quotient.

As expressed by Equation (3.10), the step size of any health metric, except for the OBC’s module
rank, is dependent on the normalized interval of all health metrics that have a lower rank index.
Since the introduction of a new OBC changes the normalized bounds of the module rank metric,
the step size and normalized bounds of all other health metrics changes as well. Table 5-12 lists
the updated normalized bounds and normalized step size for the health metrics used in the ground
validation tests. This test case emulates nominal operating conditions for each OBC. Table 5-13
lists the resulting Health Quotient values computed for each OBC during the arbitration cycle of
this test case. The arbitration timeline for this test case is shown in Figure 5-10. It mimics the

nominal arbitration cycle discussed in section 5.2.1, and demonstrates that the OBC with module




Table 5-12: Updated Normalized Bounds for the Health Metrics

Health Metric Rank Original Original Normalized Normalized
Index Bounds Step Size Bounds Step Size
I2C Functionality 5 [0, 1] 1 [1,948014793] 948014792
I2C Data Fidelity 4 [0, 1] 0.025 [1, 924892481] 23122312
Data Read/Write
o 3 [0, 1] 1x10* [1,23120001] 2312
Fidelity
Temperature
2 [0, 1] 1 [1,1157] 1156
Check
Persistence
_ 1 [0, 288] 1 [1, 1153] 4
Metric
Module Rank 0 [1, 4] 1 [1, 4] 1

Table 5-13: OBC Health Quotient Values for the Extensibility Test Case

Module Rank Health Quotient
1 1,896,029,586
2 1,896,029,587
3 1,896,029,588
4 1,896,029,589
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5.3 THEDESCENT MISSION

5.3.1 Mission Overview

DESCENT (De-orbiting Spacecraft using Electrodynamic Tethers) is 2U CubeSat mission
developed at York University. The primary objective of DESCENT is to demonstrate the viability
of using a bare electrodynamic tether (EDT) as an effective deorbiting device. The mission consists
of a 100 m long conducting tether attached to a 1U CubeSats at each end. One of the ends of the
tether is tied to a type of cathode field emitter called Spindt Array [70] [71] and DESCENT will
be the first mission to demonstrate the viability of these cathode field emitters in space. The
mission will exhibit the ability of EDTs coupled with a Spindt Array to generate current though
the tether. This will result in a Lorentz force acting to slow down the orbital velocity of the satellite.
Although the DESCENT spacecraft is only a 2.6 Kg CubeSat orbiting at a relatively low altitude
of 400 km, a successful demonstration of this technology will provide a proof of concept, allowing
future missions to scale up the device for heavier satellites orbiting at higher altitudes. Figure 5-11
shows the EDT concept art for the DESCENT mission (background image of the Earth sourced

from [75]).

As a secondary objective, the mission also builds upon the idea of low-cost space
technologies. The system architecture of the DESCENT spacecraft was designed such that the data
gathered from the daughter satellite (CubeSat orbiting at lower altitude) would be sufficient to
demonstrate the deorbit capability of EDTs. Figure 5-12 and Figure 5-13 show the spacecraft
mechanical layout of the mother and the daughter satellites respectively. Each CubeSat has a
highly limited mass and volume budget, however the small form factor of COTS OBCs allows

integration of redundant modules without consuming additional mechanical budgets.
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The daughter satellite features all sub-systems required to deploy the electrodynamic tether
and enable the Spindt Array. This design allows the mother satellite (CubeSat orbiting at higher
altitude) to serve as an experimental platform for the proposed arbitration architecture. The mother
satellite on DESCENT integrates two Raspberry Pi Zero W modules in cold redundancy and

utilizes the proposed architecture to arbitrate between the two modules.
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Figure 5-11: Concept Art for DESCENT
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5.3.2 Dual Redundant OBC Architecture

5.3.2.1 OBC Layout
Figure 5-14 shows PCB that hosts the two Raspberry Pi modules onboard the DESCENT

mission. The footprint of the redundant OBCs is equivalent to a single CubeSat standard PC-104
form factor PCB i.e., the redundant architecture does not consume addition space within the

CubeSat.

& PC-104 Stack

Raspberry Pi Zero W

Figure 5-14: Dual Redundant OBCs on PC-104 Form Factor Host PCB

The two OBCs are powered through a Clyde Space EPS and 20Whr battery. Each OBC
connected to an independent 5V switched line. The Clyde Space EPS feature a watchdog timer
that resets the power bus if it times out. This watchdog timer serves as the external memory-less
watchdog to initiates the arbitration process if the OBC hangs up. Both OBCs share the spacecraft
bus, which they access through the common PC-104 stack header. Communication between the

OBGC:s is established using UART emulated over the USB port.
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The arbitration process for the dual redundant architecture in DESCENT was modified to
prevent either module from being permanently disabled. This modification only affects the
redundant branch since the process supervisor never permanently disables any OBC. If a
handshake between the two modules is established or if the process supervisor does not receive a
handshake acknowledge, the arbitration process follows identical mode transitions as discussed in
Chapter 4 . However, if the redundant module fails to receive a handshake request, it simply takes
command of the spacecraft bus instead of transitioning into the Reset mode. Under this
modification, the role of the process supervisor never transfers from one OBC to the next. Instead,
both OBC always power up after a bus reset and initiate the arbitration process. If the process
supervisor experiences a permanent failure, the redundant module will always take over the
spacecraft bus. Although this reduces the availability of the system since the redundant module
must always wait for the timer in the Handshake phase to timeout, neither of the OBCs are removed
from the arbitration process which provides immunity against intermittent faults in the OBC or in
the power sub-system. A persistence metric in the OBC’s Health Quotient prevents frequent

switchovers from the redundant module back to the process supervisor.

5.3.2.2 Health Metrics
The health assessment for the OBCs onboard DESCENT was primarily focused on their

ability to communicate with various sub-systems on the spacecraft bus. Table 5-14 lists the health
metrics used on DESCENT to arbitrate between the two Raspberry Pi modules. The justification

for the relative ranks assigned to the various metrics is also briefly discussed in this section.
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Table 5-14: Health Metrics Used Onboard DESCENT

Health Metric Rank Index Original Bounds Original Step Size
I2C Functionality 5 [0, 1] 1
SP1 CEO (Xbee) 4 [0, 1] 1

Functionality

Inter-satellite UART 2 [0, 1] 1

Functionality

SPI CE1 (Payload) 3 [0, 1] 1

Functionality
Persistence Metric 1 [0, 17280] 1

Module Rank 0 [1, 2] 1

Health metrics for all communication busses are represented by a single Boolean metric
representing its functionality. The fidelity of data on each bus is encompassed within this metric,
which only evaluates to 1 if there are no bit errors for the queried parameter. The 1°C metric is
given the highest precedence since it provides the data interface for the Electrical Power System
(EPS). To test this metric, the firmware version of the EPS is queried. There are two systems on
the platform that communicate over SPI, an Xbee transceiver used for inter-satellite
communications and a secondary payload. The inter-satellite communications channel is given
precedence, and it is also tested by requesting the firmware version of the Xbee. A wired UART
link acts as a backup communication interface between the two satellites, which is also given

higher precedence over the secondary payload. This is because all communications between the

135



mother satellite and the ground are routed through the daughter satellite, that is, the mother satellite
does not have a dedicated space-to-ground link. The wired inter-satellite communication link is
test by pinging the OBC on the daughter satellite. Lastly, the persistence metric provides similar
functionality as shown in the ground validation tests and minimizes the switchover of modules.
The value of the persistence metric increments by one every 15 minutes, and the metric is bounded

by a nominal mission lifetime of 6 months.

5.3.2.3 Platform-Based Arbitration Parameters

Table 5-15 lists the configuration of the Platform-Based arbitration parameters for the

redundant Raspberry Pi modules onboard DESCENT.

Table 5-15: Configuration of Platform-Based Arbitration Parameters On DESCENT

Platform-Based Parameter Value

THDSKRequestInterval 3 seconds

THDSKRequesb THQRequest’ TEOPMessage_S’ L
~6.7 milliseconds

TSyncMessage_Sl TEOPAck_Ra TSyncMessage_R

TBroadcastinterval: TEOPInterval R+ ISyncInterval R 10 milliseconds
Tppm 500 milliseconds
Tresolve 500 milliseconds
NMaXCycleCount 1

NHQRequestSv NEOPMessages_Sa NSyncMessages_Sv

NEOPAcks_Rv NSyncMessages_Rv NBroadcastMessages

NHDSKRequests 10
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TEOPInterval_S 10 milliseconds

rI‘SyncInterval_S 10 milliseconds

The request and acknowledgement message broadcast times are based on 9600 baud
communication rate and a fixed length 8-byte message for both requests and acknowledgements.
The maximum number of incomplete arbitration cycles allowed is only 1. This follows from the
modification for DESCENT discussed in section 5.3.2.1. If the process supervisor is unresponsive,
the redundant module directly takes command of the spacecraft bus. Since the frequency of
processor upsets for the Raspberry Pi module was not known, this design choice eliminates forced

bus resets during the arbitration process, thereby increasing the availability of the system.

5.3.2.4 Periodic Backups

To increase the robustness of the dual redundant architecture, a periodic backup is
performed by the process supervisor to the redundant module. This minimizes loss of mission
telemetry and payload data, as well as roll back of the mission configuration state. If the process
supervisor experiences a failure mode and the redundant module takes command of the spacecraft,
the redundant module recovers the last backup performed by the process supervisor and continues

mission operations from this stored checkpoint.

Since the process supervisor must power up the redundant module to perform the backup,
another modification is made to the Handshake Phase of the redundant module that halts the
arbitration cycle. This is necessary since the redundant module has no knowledge if it was powered
up due to a power reset or because the process supervisor is performing a periodic backup. The
modification enables the process supervisor to send a handshake request specifically for the

backup. If the redundant module acknowledges this handshake, it will halt its arbitration cycle and
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the process supervisor will perform the backup. However, if the redundant module fails to
acknowledge the handshake, the process supervisor will shut down the redundant module before
its watchdog timer in the Handshake Phase expires. This ensures that the redundant module does

not force an arbitration cycle during the periodic backup.

The process supervisor on DESCENT performs these periodic backups every 12 hours.
The USB ports used for the inter-OBC communication also emulate an ethernet port, which
established a local network connection between the OBCs. This network connection is used to

copy files between the two Raspberry Pi modules using the secure copy command line tool.

5.3.3 Current Status

Figure 5-15 shows the fully integrated DESCENT spacecraft, comprising of both the
mother and daughter CubeSats. The spacecraft was launched to the International Space Station
(1SS) on the 2" of October 2020. The spacecraft was subsequently inserted into orbit on the 51 of
November 2020. At the time of preparing this thesis, the ground operations team has been able to
communicate with the daughter satellite (integrates space grade OBC), but not with the mother
satellite (integrates the dual redundant OBCs). Several hypotheses have been formulated to

establish a root cause for this issue.
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Figure 5-15: The DESCENT Spacecraft

Telemetry from the daughter satellite shows extremely low power generation profiles
leading to frequent resets of the OBC. The low power generation stems from a bug in the ADCS
software that is causing an uncontrolled tumble of the spacecraft. Additionally, spacecraft re-work
performed after solar panel integration is suspected to have degraded panel performance. It is
known from the spacecraft systems tests conducted prior to launch, that the mother satellite

consumes greater power than the daughter satellite, and it is possible that the low power generation
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is inhibiting the mother satellite from powering up for long enough to establish communication
with the ground. If this is the case, reducing the spacecraft body rates could improve the power

generation profile.

Another hypothesis relates to the communications architecture of the satellite. The mother
satellite does not have its independent space-to-ground transceiver. Instead, communications
between the mother satellite and the ground are routed via the daughter satellite. There are two
communication channels between the CubeSats, a wired UART link intended for use prior to tether
deployment and a wireless XBee transceiver intended for use once the tether has been deployed
and the CubeSats are 100m apart. The flight software on the mother satellite has an FDIR
mechanism that autonomously switches communication to the Xbee if the ground contact has not
been establish for 3 weeks. It is possible that the mother satellite may be trying to communicate
over the Xbee, however, the proximity of the two CubeSats is causing the link to saturate. If this

is the case, the inter-satellite link should improve once the tether has been deployed.

The DESCENT ground operations team is currently executing in-orbit tests to validate (or

disprove) these hypotheses.
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CHAPTER 6 CONCLUSIONS AND FUTURE WORK

Summary: This chapter summarizes the novel contributions of this research thesis and
provides concluding remarks for the proposed redundancy architecture. This chapter also
summarizes the limitations of the current architecture and proposes a path forward that builds upon

the current work.

6.1 SUMMARY OF CONTRIBUTIONS

A novel cold redundancy architecture was proposed in this research thesis that de-
centralizes the arbitration logic in software. This de-centralized redundancy architecture eliminates
the single point of failure found in existing cold-redundancy architectures i.e., the external arbiter.
Furthermore, the redundancy architecture enables extensibility. This generalized extensible
architecture allows the number of redundant OBCs, as well their individual health metrics, to be

tuned to specific mission requirements.

6.1.1 Self-Arbitrating Cold Redundancy Architecture

Redundant OBC architectures typically rely on external Watchdog Processors (WDP) to
execute arbitration logic and assign control of the spacecraft bus to one of the redundant OBCs.
The watchdog processors, in addition to the watchdog timers required to initiate the arbitration
process, act as single points of failure in the redundancy architecture. The arbitration process
proposed in this thesis eliminates this external arbiter by decentralizing the arbitration logic
amongst the OBCs themselves and does not require an external arbiter to execute the arbitration
logic. Moreover, none of the OBCs themselves act as a single point of failure, that is, the proposed

arbitration process does not rely on nominal functionality of any particular OBC. This is achieved
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by dynamically re-assigning arbitration process roles in orbit to remove failed OBCs from the
arbitration process. The external watchdog processor is reduced to a memory-less watchdog timer,

which is inherently more reliable due to its reduced complexity.

6.1.2 Precedence-Based Unique Health Quotients

Typical redundancy architectures rely on an “all or nothing” strategy of characterizing
OBC health in which the OBC resets the external watchdog timer only if it passes all its internal
health checks. However, this prohibits a comparative health analysis in larger networks of
redundant OBCs, especially if several of the redundant OBCs have experienced varying degrees
of degradation. A novel strategy to aggregate various health metrics into a unified health metric
for each OBC, denoted as its Health Quotient, was presented in this thesis. The methodology
allows individual health metrics to be ranked and weighted relative to all other health metrics
selected for the particular OBC architecture, thereby providing precedence to the most valued
health metrics. Furthermore, the normalization and aggregation of individual health metrics
ensures a unique Health Quotient is generated for each redundant OBC on the spacecraft. The
proposed characterization of OBC health enables a comparative capability assessment amongst all

OBCs to determine which one can execute the most mission critical functions.

6.1.3 Extensible Redundancy Architecture

The arbitration architecture abstracts away the number of redundant OBCs deployed on the
from spacecraft from the underlying arbitration logic. The arbitration logic itself is executed based
on one of two roles that an OBC can execute during the arbitration process, namely the process
supervisor or a redundant module. Each module is assigned a default role at mission epoch, which

is dynamically adjusted during flight in response to failure modes. This enables extensibility of
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the arbitration process and additional OBCs can be added to the redundant architecture without
requiring any modifications to the underlying arbitration logic. This property of extensibility holds
true for the Health Quotient itself as well. The proposed methodology to normalize and aggregate
the health metrics is agnostic of the actual health metrics themselves. The computation of the health
metric is similarly abstracted away from the arbitration logic, enabling the health metrics to be

updated according to the requirements of the mission.

6.2 CONCLUSION

The proposed architecture was implemented in the lab using Raspberry Pi Zero W modules
in triple modular redundancy. A spacecraft EPS was emulated using an independent Raspberry Pi
module that could be commanded to the power cycle individual or all redundant OBCs. The rest
of the spacecraft bus was emulated using a Real Time Clock (DS1307) as a dummy payload.
Health metrics defined for the OBC computed internal performance as well as ability to access the
emulated spacecraft bus. The Health Quotient generated by aggregating these health metrics was
used to perform a comparative health assessment between all OBCs and evaluate their functional
capabilities. The arbitration architecture was validated by emulating faults in the OBCs executing
both roles, that is, the process supervisor and the redundant modules. These ground tests
demonstrated the ability of the architecture to dynamically re-assign the arbitration roles, and not
rely on any particular OBC to function nominally. An additional Raspberry Pi Zero W module was
added as a fourth redundant OBC to demonstrate the extensibility of the proposed architecture.

Finally, the proposed architecture was implemented on the DESCENT mission using dual
redundant Raspberry Pi Zero W modules. System validation tests performed on the integrated
satellite demonstrated that the proposed architecture can be implemented using existing the

CubeSat bus design and COTS OBCs. The DESCENT spacecraft is current in orbit and work is

143



ongoing to establish communications with the CubeSat on which this architecture was

implemented.

6.3 FUTURE WORK

6.3.1 Potential Areas of Application

The discussion of the proposed redundancy architecture presented in this research thesis
was focused on enabling the use of low cost commercially available OBCs in small form factor
spacecraft. However, the application of the proposed redundancy architecture can be expanded to

other areas as well, both in space as well as ground-based applications.

6.3.1.1 Distributed Computing in Satellites

To enable the use of COTS OBCs in satellites, the cold redundant architecture proposed in
this thesis powers down all redundant modules after the arbitration is resolved. This helps reduce
the Total lonizing Dose (TID) damage to the OBCs over the course of the mission, but this also
implies that the redundant COTS OBCs are not utilized to offload any computationally intensive
tasks. The proposed redundancy architecture is, however, not limited to COTS OBCs, and can be
implemented using space grade OBCs as well. Since these OBCs are much more resilient against
ionizing radiation, future implementations of this architecture can explore the use of distributed
computing. The concept of dynamic re-assignment of the Process Supervisor role can be extended
to the computation task role of each OBC within a distributed network. In such a scenario, the
most critical functionality could be carried out by the OBC in command of the spacecraft bus,
while execution of lower priority tasks can be assigned based on module ranks. This would enable
graceful degradation of a distributed system, and the loss of an OBC would trigger the lowest

priority task to be transferred to the next available OBC.
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Since the architecture does not have any dependence on the underlying OBC, it can also
be implemented using different OBC architectures. Utilizing different OBC architectures can help
eliminate common-mode errors. The long-term analysis of the OBC state-of-health while
performing distributed computing tasks, can be used to increment specialized health metrics which

can provide precedence during arbitration to the OBC platforms that perform better.

6.3.1.2 Ground Based Applications

Since the proposed redundancy architecture is not application dependent, it can be extended
to ground based applications to improve system robustness. The use of the proposed architecture
in Internet of Things (IoT) compatible devices can be explored. The platform agnostic nature of
the proposed architecture can be leveraged to integrate it in numerous end-user applications of loT
devices such as home automation and retail. The proposed architecture can also help introduce
redundancy in applications with low power profiles, since all redundant OBCs can be powered
down after the arbitration cycle and system doesn’t need to power an external arbiter to support
the redundant architecture. This can be especially useful in remote applications, such as remote
weather monitoring systems, where power generation and maintenance opportunities might be

limited.

6.3.2 Current Limitations and Future Improvements

6.3.2.1 Improving System Availability

Although the proposed architecture improves upon existing cold redundancy architectures,
it imposes a limitation on system availability. As the redundancy architecture scales up, the total
time required to resolve the arbitration scales up as well. The time complexity of the arbitration
phases is driven by the number of OBCs in the redundancy architecture. From the expressions for

the software watchdog timers discussed in Chapter 4 the time required to resolve the arbitration
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process increases linearly as the number of redundant OBCs increase. As a result, the availability
of the system diminishes, therefore forcing a trade-off between system lifetime and system
availability.

Future work on the architecture might explore improvements in system availability by
selectively reducing the set of OBCs participating in any given arbitration cycle. Other OBCs
might be kept dormant during this time, and partial or complete failures of any OBC within the
subset of active OBCs can trigger substitution from the set of dormant OBCs. An effective strategy
would need to be developed to determine which of the OBCs participate in any given arbitration
cycle.

6.3.2.2 Expanding Scope of Test and Validation

The scope of ground tests performed to validate the proposed architecture, while integrated
with the rest of mission flight software, was limited to the ground system tests performed on the
DESCENT mission. The ground tests validated the proposed architecture’s ability to arbitrate
between redundant OBCs in an idealized lab setting. However, characterization of software EDAC
mechanisms that protect the execution of the arbitration instructions themselves was beyond the
scope of this research. This also includes characterizing the processing overhead of such EDAC
mechanisms. Moreover, the interaction between these software EDAC mechanisms and the

arbitration logic, and their effect on system availability, must also be characterized.

The scope of the ground validation tests could be expanded to include these performance
characterization tests. Additional ground test equipment would be required to inject errors in
program instructions, volatile memory registers, and persistent configuration to emulate the effects
of ionizing radiation during mission operations, sporadic bus resets and subsequent arbitration

cycles.
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6.3.2.3 Adaptive Health Metrics

The proposed architecture utilizes a fixed set of health metrics against which the arbitration
mechanism characterizes an OBC’s state-of-health. However, over the course of the mission,
monitoring of additional health metrics may become necessary due to SEEs and sub-system
degradation. This degradation might occur on sub-systems other than the OBC but could still affect

OBC performance based on the physical interaction between the two sub-systems.

Future implementations of this architecture could expand on the strategy used to generate
the OBC Health Quotient by enabling updates to the list of health metrics as well as dynamic re-
assignment of the health priorities. Existing machine learning techniques used for root cause
analysis based on telemetry violations can be used in conjunction with the proposed architecture
to enable autonomous updates to the list of health metrics and their relative priorities. These
techniques would not only determine which health metrics need to be observed, but also determine
how relative priorities of existing metrics might be updated to accurately characterize the OBC’s

capability of tackling system degradation.
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APPENDIX A: THE EFFECTS OF IONIZING RADIATION

Total lonizing Dose (TID) and Displacement Damage Dose (DDD) are the two
mechanisms that fall under dose damage by which ionizing radiation can cause irreversible damage
to spacecraft electronics. Dose damage manifests gradually, but its effects are permanent. Total
lonizing Dose (TID) is the accumulated radiation that is absorbed by the any electronic device
onboard the spacecraft over its mission lifetime. The radiation absorbed by semiconductor material
creates electron-hole pairs inside its gate oxide. Depending on the charge separation between the
generated pairs, some of these electron-hole pairs simply recombine and have no effect on the
semiconductor. The separation of the generated electron-hole pairs usually increases with an
increase in the applied electric field across the semi-conductor. When these pairs can’t recombine,
they move through the semiconductor and try to exit the gate oxide. The higher mobility electrons
are removed from the gate oxide much quicker than the positively charged holes, which are left
behind are often trapped inside the gate oxide. Over time, the accumulation of these trapped
charges causes alterations in carrier concentrations and lifetimes, shifts in voltage threshold, and
leads to current leakage [3] [8] [9]. Although the degradation is gradual, the system eventually
fails beyond recovery. Displacement Damage Dose (DDD) has similar effects to TID although the
underlying mechanism is slightly different. Displacement damage is caused by protons, neutrons
and high energy electrons that knock atoms out of the semiconductor lattice. The displaced atoms
are trapped in interstitial spaces in the lattice increasing the lattice imperfections. As the lattice

imperfections grow, the performance of the semiconductor degrades resulting in current leakage

[3] [9] [10].
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The effects of either type of dose damage are most commonly observed in optical
instruments. Japan’s Engineering Test Satellite-6 failed to achieve geostationary orbit due to a
failed apogee kick motor. As a result of the lower orbit, the spacecraft experienced drastically
higher doses of radiation from the outer VVan Allen belt. The degradation of the solar panels was
quantified to be more than an 8% reduction in power generation over the first ten days of solar
panel deployment [1]. A similar degradation of solar panel performance was observed on the
GOES-7 satellite due to an intense solar storm that occurred in March 1995. The resulting solar
panel degradation reduced the mission life expectancy of the satellite by 2-3 years [1]. The joint
mission by NASA and CNES called TOPEX/Poseidon experienced a gradual increase in the
amount of dark current produced by one of its optical attitude determination sensors [72]. Similar
effects were noted in the Space Telescope Imaging Spectrograph on board the Hubble Space
Telescope, where the degradation in the CCD’s charge transfer efficiency become notable after 3
years in orbit [73].

Unlike dose damage, Single Event Effects (SEE) cause instantaneous change in the
functionality of an electrical circuit of any spacecraft system. A Single Event Effect is a broad
umbrella term used for a variety of soft errors and hard errors caused by a high energy particle
travelling through the semiconductor. The particle leaves an ionized trail in the body of the
semiconductor which causes sporadic off-nominal effects that maybe transient or permanent [6, 7,
10, 12].

Single Event Upsets (SEU) are temporary changes in the state of a bi-stable circuit caused
by the interaction of the circuit with a particle. The most significant effect of this state change are
bitflips experienced by memory cells or processor registers onboard the spacecraft including

volatile & non-volatile memory, registers on the Microcontroller Unit (MCU) or Floating-Point
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Unit (FPU), and Field Programmable Gate Arrays (FPGA) cells. In the best-case scenario, the
effect of an SEU will be limited to data corruption. However, an SEU might cause an unpredictable
change in software state of the system resulting in off-nominal mission operations [6, 74]. Single
Event Upsets were first reported in 1975 where unexpected triggering of JK flip-flop circuits was
observed in communication satellites [75]. Since then, numerous space missions have reported
memory or logical upsets resulting from increased exposure to radiation. A survey of these SEUs
can be found in these papers [76] [77]. While most records for SEUs onboard spacecraft are tagged
to sporadic radiation strikes, NASA’s X-Ray Timing Explorer mission compiled all SEU
occurrences on its onboard electronics over an 8-year period. A similar survey of SEUs was
conducted onboard NASA’s Orbview-2 mission, where SEU rates were observed over a 4.3-year
period. These missions provided statistically significant data to correlate the changes in space
weather with the frequency of SEEs [76] [78]. For instance, when satellites pass over the South
Atlantic Anomaly (SAA) in Low Earth Orbit, they experience an increase in the flux of ionizing
radiation due to the locally weaker magnetic field. The Hubble Space Telescope recorded several
bitflips in the Random-Access Memory (RAM) module for its guidance and navigation system
while crossing the South Atlantic Anomaly [1].

While SEUs are usually not destructive, there exist Single Event Effects that can cause
irreversible damage to the spacecraft electronics. The most common of these effects are Single
Event Burnouts (SEB) and Single Event Gate Rupture (SEGR). It is worth noting here that these
effects are almost exclusively observed in power circuitry using high power Metal Oxide
Semiconductor Field Effect Transistors (MOSFET) and Bipolar Junction Transistors (BJT). Single
Event Burnouts occurs when the incident ionizing radiation that creates charge carrier pairs

activates parasitic structure within the transistor which act like thyristors. The resulting feedback
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mechanisms can cause an avalanche effect, resulting in high amounts of current and voltage
passing through the device. This causes the device to heat up and eventually fail [79] [80]. In a
Single Event Gate Rupture, the energy deposited by an incoming radiation strike causes a
significant separation of the generated charge carrier pairs. The electric field generated by the
separation of these charges adds to the electric field applied across the device terminals. If the
overall electric field exceeds the dielectric breakdown strength of the gate oxide in the

semiconductor, it causes permanent device failure [80] [81].

In orbit, it is difficult to distinguish between the failures due to the different destructive
SEEs mentioned here. To obtain orbital data, satellites are launched with experiments that can
measure specific SEEs. One such satellite was the Advanced Photovoltaics and Electronics
Experiments (APEX). The Cosmic Ray Upset Experiment (CRUX) onboard that satellite
measured the effects of SEEs on commercial SRAMs and power MOSFETs. In terms of
destructive SEEs, the CRUX experiment focused on proton induced SEBs and showed that the
frequency of SEBs increases with increasing drain-to-source voltage [82]. In general, destructive

SEEs usually manifest as a sudden loss of system functionality.

There are certain transient Single Effect Events where permanent device damage is not
guaranteed but can lead to irreversible damage if these effects persist. The most common of these
are Single Event Latchups (SEL) and Single Event Transients (SET). A Single Event Latchup
causes the activation of parasitic structures in semiconductor devices, much like those in SEBs.
However, SELs can occur in low power logic circuits, where the latched state doesn’t necessarily
damage the transistor but can render it non-functional. Usually, resetting the power to the device
causes the latchup to clear. However, depending on the sensitivity of the semiconductor device

and the duration before which the latchup is cleared, an SEL could result in permanent loss of
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functionality. A Single Event Transient causes a transient signal spike in part of a logical circuit.
The transient travels through the circuit and clears up on its own without the need for external
intervention. The width or time period of the transient signal depends on the energy deposited by
the ionizing radiation. As the transient propagates through the circuit it can lead to data noise [74]
[83]. The Solar Maximum Mission experienced failure of one its gyroscopes. The most likely
cause identified for the failure was the susceptibility of CMOS devices to transient radiation. The
satellite was able to regain control of the satellite by deploying a redundant gyroscope [1]. In
combinatorial logic circuits including those used at the nodes of communication busses between
onboard computers and spacecraft sub-systems, the transient can lead to noisy communication if
the transient signal coincides with the latching clock signal of the communication bus. This gives
rise to an interest property of SETs. Their frequency of occurrence is not just dictated by the flux
of the ionizing radiation, but also the operating frequency of the logic circuit. Higher frequency
combinatorial logic circuits such as high baud rate communication busses are more susceptible to
SETs [74].

The final category of ionizing radiation effects is spacecraft charging. Electrostatic
Discharge (ESD) is a result of differential surface charging, internal charging of insulating material
or high charge build up on the spacecraft relative to the ambient plasma. While radiation
contributes to the build-up of this charge, other mechanisms such as photoelectric emission can
also result in differential charging. The build-up of charge culminates in a sudden discharge arc
across spacecraft surfaces or from the spacecraft to the ambient plasma. This sudden discharge
dissipates large amounts of energy which can damage any electrical circuits that may be
electrically coupled to the surfaces experiencing the discharge arc [13]. Both Anik E1 and Anik

E2 experienced failure of their Guidance and Navigation system due to an ESD. The resulting loss
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of attitude control resulted in the communication loss and caused disruption of television and
telephone services throughout Canada [1] [84]. A similar incident of IntelSat-K disabled the
momentum wheels on the satellite. Redundant attitude actuators were deployed to restore
spacecraft attitude. Both Anik satellite and the IntelSat-K experienced these events during the same
solar storm [1].

While charge buildup is the primary and most prevalent mechanism for ESDs, there is
evidence showing high velocity impacts can induce electrostatic discharge as well [13, 14]. This
makes spacecraft electronics another potential victim to the ever-growing threat of space debris,
which is not only capable of causing structural damage, but can also affect the electronics protected

within the spacecraft chassis.

As mentioned earlier, onboard computers are not immune to these effects of ionizing
radiation. These mechanisms affect the OBC’s memory interfaces, processor registers and
communication nodes. Single Event Effects, especially SEUs, that are most prominent in memory
modules cause corruption of mission data, configuration and states. Since its impossible to predict
which blocks of memory will be affected by the upset, the corrupted data could have mission
critical consequences. An SEU in the non-volatile memory module for the Attitude Control System
of the Tracking and Data Relay Satellite -1 (TDRS-1) required the ground crew to actively monitor
the spacecraft state to prevent the satellite from tumbling [85]. Certain memory modules like
Dynamic Random-Access Memory (DRAM) are significantly more prone to SEEs like latchups.
The Cassini spacecraft integrated a DRAM architecture in its Solid-State Recorder (SSR) and
recorded a baseline error rate of roughly 280 SEUs per day. This error rate spiked significantly
during a solar event, recording as many as 130 SEUs per hour [86]. SEUs in processor registers

like the instruction address register or the program return address in non-volatile memory can
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cause unexpected code jumps and instruction execution. Similar effects might also be observed if
the corrupted mission configuration raises an unexpected functional interrupt. For instance, an
SEU on the Onboard Computer of the Solar Maximum Mission forced the spacecraft to switch
into its safe hold condition. The change in the satellite’s operating mode resulted in an interruption
of data collection for 8 days [1]. Another such an incident occurred onboard the Curiosity Rover
on Mars, where uncorrected errors in flash memory caused several flight software tasks to hang-

up, preventing the OBC from shutting down for the rover’s scheduled battery recharge cycle [87].

Latchups can result in hung up communication interfaces. Transients can cause the same
interfaces to be noisy, especially those operating at high frequencies. Transients can also lead to
latchups in communication nodes resulting in a constant error over that interface until it is reset
[74] [83]. These effects are not limited to external communication interfaces that allow the OBC
to communicate with the rest of the spacecraft bus. Internal data interfaces between the memory
modules and the processor are similarly affected. Unlike SEUs where the corrupted data can be
re-written if identified, latchups can damage memory cells leading to bad memory blocks with
“stuck bits”. It can also cause the OBC to unexpectedly halt, requiring a power reset to the

processor.

Events such as SEBs or SEGRs in the power distribution systems can lead to a sudden
inrush of current that may permanently damage the OBC. Power distribution systems can fail due
to other reasons as well. Although the discussion of those mechanisms is beyond the scope of this
thesis, the failure of the power distribution system due to any reason that causes a spike in voltage
or an inrush current can damage the OBC. ESDs can have similar affects if the discharge arc strikes

the OBC [88].
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Even though the effects of dose damage are most evident in optical devices, the degradation
experienced by semiconductors in every other sub-system including the onboard computer is
similar. The effect of TID on the spacecraft command system was most notably observed after a
US Air Force test named Starfish, conducted in 1962, detonated a nuclear warhead at an altitude
of 325 Km above the Pacific Ocean. The blast ionized a significantly large region in the upper
atmosphere which released electrons that were trapped in Earth’s magnetosphere. This newly
created artificial radiation belt lasted for about a decade and accounted for an increase of about
two orders of magnitude in the cumulative dose experienced by the satellites. Telstar, the world’s
first communication satellite, was one of the satellites affected by this intense increase in radiation
and experienced a failure of its command system. Even though functionality was temporarily
recovered, the irreversible damage to the system only allowed the satellite to function for another
two months. In the months following the Starfish test, 6 other satellites experienced some form of

complete or partial failure due to the increased radiation dosage [72, 89].
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