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Abstract

Today, AI systems are increasingly used in safety-critical fields like transportation,
finance, and robotics. While AI offers many benefits that simplify daily life, its
widespread adoption has also increased threats, highlighting the urgent need for
secure AI. Failing to protect AI systems against security threats could have disastrous
consequences. Like traditional software, AI applications are built upon multiple layers:
application and service, model, framework, library and compiler, and hardware.

In this thesis, we first conduct an empirical study to characterize and understand
security weaknesses in AI frameworks. We identified Memory Leak (CWE-401) and
Integer Overflow (CWE-190) as the two most prevalent bug types, with common root
causes being improper validation of tensor properties and poor memory management.
Next, we assess the effectiveness of five popular static analysis tools for identifying
bugs in AI frameworks. Our study shows that these tools detect only a small fraction
of bugs. Key limitations include lacking support for AI-specific macros/APIs, tensor
data types, and computation graphs. We then evaluate dynamic analysis techniques,
specifically DL fuzz testing tools, on real-world bugs in AI frameworks. Our findings
show that DL fuzzers detect only 6.5% (34 out of 517) of unique bugs in our benchmark
dataset. We also identify two main factors limiting the effectiveness of these tools.

Based on these findings, we developed a novel API-level DL fuzzer called Orion
to address the limitations of existing fuzzers and identify new bugs in AI backend
implementations. Our study confirms that most bugs stem from inadequate checks
on tensor properties. In the final chapter, we characterize DL checker bugs and
propose TensorGuard, an innovative tool designed to detect and repair such bugs.
TensorGuard achieves an accuracy of 11.1%, surpassing the state-of-the-art bug repair
baseline by 2%. We also tested TensorGuard on six months of checker-related updates
(493 changes) in Google’s JAX library, successfully detecting 64 checker bugs.

Taken together, the findings from the five studies provide robust evidence that
using data-driven software analytics to mine publicly available historical repositories
of AI frameworks—such as code repositories and bug databases—holds immense
potential for advancing the reliability of AI infrastructure software.
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Chapter 1

Introduction

1.1 Motivation

Improving software reliability is now essential for guaranteeing the security and
integrity of software systems [1, 2, 3, 4]. Given the increasing reliance on software for
many critical processes such as financial transactions, autonomous driving [5, 6], and
mission-critical systems [7, 8], the frequency of bugs pose serious risks [9, 10]. Malicious
entities can exploit software bugs to gain unauthorized access, compromise sensitive
information, or disrupt services if they go undetected or ignored [8]. There are multiple
steps in enhancing software reliability including understanding and characterizing
bugs [11, 12, 13, 14, 15, 16, 17], detecting bugs [18, 19, 20, 21, 22, 23, 24, 25, 26], and
eventually fixing them [27, 28, 29]. Although significant progress has been made in
improving reliability in traditional software over the past two decades, there remains a
notable gap in AI infrastructure software since it is an evolving and complex area that
presents unique challenges compared to traditional software. In particular, there are a
couple of challenges when it comes to improving the reliability of AI infrastructure
software:

• C1: Gap Between Bugs in Traditional Software and AI Infrastructure
Software: Enhancing software reliability involves several key steps, including
understanding and characterizing bugs and weaknesses [11, 12, 13, 14, 15,
16, 17], detecting bugs [18, 19, 20, 21, 22, 23, 24, 25, 26], and ultimately
resolving them [27, 28, 29]. While significant advancements have been achieved
in enhancing the reliability of traditional software over the past two decades,
a considerable gap persists in addressing the reliability of AI infrastructure
software. This is due to its evolving nature and the unique challenges it poses
compared to conventional software systems.

1



• C2: Limitations in Static Analysis of Bugs in AI Infrastructure Soft-
ware: Previous research has examined static analysis tools on traditional
projects from different aspects [30, 31, 32, 33, 34, 35]. However, it has not been
investigated if the findings of these studies on conventional software apply to
AI infrastructure software. Understanding the benefits and drawbacks of static
analysis tools currently in use will direct future work toward designing new
techniques for detecting AI-specific bugs.

• C3: Limitations of API-level Fuzz Testing of AI APIs: In recent years,
fuzz testing [36, 37, 38, 39, 40, 41, 42, 43], which detects bugs via generating
malformed inputs, has been adopted to test AI frameworks [44, 45, 46]. Al-
though these tools have been demonstrated to be effective in detecting bugs in
AI frameworks and outperforming their prior work in finding more or different
bugs, there remains a gap between the evaluated results and the tools’ practical
effectiveness. Specifically, previous lines of research failed to comprehensively
evaluate the effectiveness of tools, the scope of bug detection, and their lim-
itations against bugs in the ground truth AI framework [44, 45, 46, 47, 48].
This leaves an unanswered question: How effectively and thoroughly can these
DL fuzzers find bugs in practice? To our knowledge, there is no study in the
literature to evaluate DL fuzzers for detecting real-world bugs based on an
extensive ground-truth bug dataset.

• C4: Limitation of API Level DL Fuzzing Tools in Corner Case Value
Generation: Based on insights gained from benchmarking existing API-level
DL fuzzers, we identified three major limitations. First, existing DL fuzzers [44,
45, 46, 47, 48] primarily treat the parameters of DL APIs independently during
API-level fuzz testing. However, our empirical study reveals that some bugs
arise from specific combinations of input arguments. For instance, a mismatch
between input arguments is one of the major root causes of reported bugs.
Second, conventional API-level DL fuzzers [44, 46, 45, 47, 48] face two key
challenges in generating corner case test inputs. Their heuristic rules for
generating such inputs are often random and unguided. As a result, the
generated values may fail to accurately replicate real-world bugs or the tainted
inputs provided by external attackers. Since API calls often depend on specific
data formats, constraints, or patterns, random values may not adhere to these
requirements, potentially leading to the omission of critical bugs. Third, both
conventional and LLM-based DL fuzzers [44, 46, 45, 47, 48] predominantly focus
on testing end-user DL APIs. This emphasis stems from the fact that compared
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to end-user APIs, developer APIs in DL libraries often lack comprehensive
documentation and usage guidelines.

• C5: Challenges in Repairing Bugs within AI Infrastructure Software:
Research on automatically detecting and fixing checker bugs in software systems
has shown promising results in improving software reliability [49, 50, 51, 52,
53, 54]. However, while significant progress has been made in this area for
conventional software, similar issues in AI frameworks have received little
attention. This lack of focus stems primarily from the fundamental differences in
how AI frameworks are developed compared to traditional software [55, 56, 57].
Consequently, most existing research remains centered on checker bugs in
conventional software, leaving a significant knowledge gap regarding bugs specific
to AI frameworks.

1.2 Research Hypothesis

Research Hypothesis: Publicly available historical repositories of AI frame-
works, such as code repositories and bug databases, provide valuable insights
into the software development process of AI systems. Leveraging these reposito-
ries can enhance the reliability of AI infrastructure software by deepening the
understanding of weaknesses, facilitating the detection and repair of bugs, and
guiding the adoption of best practices in software engineering for AI systems.

In this thesis, we primarily collect data from two types of repositories to address
the aforementioned limitations. Code repositories refer to version control systems
such as GitHub. Bug repositories are databases where bugs are reported, including
the Common Vulnerabilities and Exposures (CVE) database and the National Vul-
nerability Database (NVD). To tackle the challenges and limitations discussed in the
previous section (C1–C5), we propose corresponding research outcomes (O1–O5) that
directly address these issues.

• O1: We take the first step in characterizing and understanding the bugs of
seven well-known AI frameworks: TensorFlow, PyTorch, Scikit-learn, Mlpack,
Pandas, NumPy, and SciPy.

• O2: We aim to evaluate the effectiveness of five popular static analysis tools
on AI frameworks. Specifically, we conduct an empirical analysis using 410
real-world bugs collected from four widely used AI frameworks to determine
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how many of these bugs can be detected by static analysis tools and why they
fail to identify certain real-world bugs in AI frameworks.

• O3: We set out to conduct the first evaluation of state-of-the-art DL fuzzers
against real-world bugs. Specifically, we first manually created an extensive
DL bug benchmark dataset, which includes 517 real-world DL bugs gathered
from PyTorch and TensorFlow libraries that are detectable by fuzzing, i.e., can
be triggered by malformed inputs. Then we apply seven state-of-the-art DL
fuzzers, i.e., FreeFuzz, DeepRel, NablaFuzz, DocTer, ACETest, TitanFuzz, and
FuzzGPT, to the curated benchmark dataset by following their instructions.

• O4: We propose a novel fuzzer named Orion, which combines guided test input
generation and corner-case test input generation based on a set of fuzzing
heuristic rules constructed from historical data known to trigger critical issues
in the underlying implementation of DL APIs.

• O5: We present the first comprehensive study of DL checker bugs in two widely-
used DL libraries, i.e., TensorFlow and PyTorch. Using the knowledge gained
via root cause analysis of checker bugs, we further propose TensorGuard, a
proof-of-concept Retrieval Augmented Generation (RAG)-based LLM-based
tool to detect and fix checker bugs in DL libraries via prompt engineering a
series of ChatGPT prompts.

1.3 Thesis Overview

This section offers an overview of the works presented in this thesis, (the overall road
map is depicted in Figure 1.1), which is organized into six main chapters. Each chapter
addresses a distinct problem and is designed to be self-contained. Consequently, some
overlap may occur across chapters. Additionally, each chapter includes a summary of
related works relevant to its specific objective.

• Chapter 2: Characterizing and Understanding Bugs in Traditional
Software and AI Frameworks: The application of AI frameworks has
increased tremendously across many domains, including autonomous driving
systems, healthcare, and critical industries. The bugs in such libraries could
have irreparable consequences. However, the characteristics of software bugs
in AI frameworks have not been well studied. We take the first step toward
characterizing and understanding the bugs of seven well-known AI frameworks:
TensorFlow, PyTorch, Scikit-learn, Mlpack, Pandas, NumPy, and SciPy. To
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Figure 1.1: Thesis roadmap.

do so, we collected 683 bugs to explore four major factors: 1) type of bug, 2)
root causes, 3) symptoms, and 4) patterns for fixing bugs in the AI frameworks
studied. This study will help characterize both the commonalities and differences
between bugs in AI frameworks and traditional software.

• Chapter 3: Automatic Static Bug Detection in AI Frameworks: Auto-
matic detection of bugs is crucial for software quality assurance. Many static
analysis tools have been proposed to help detect these bugs. However, while
these tools are mainly evaluated on general software projects, their practical
effectiveness and usefulness for AI frameworks remain questionable. In this
chapter, we address this issue by analyzing five popular and widely used static
analysis tools: Flawfinder, RATS, Cppcheck, Facebook Infer, and Clang Static
Analyzer. We apply these tools to a curated dataset of 410 known bugs gathered
from four popular AI frameworks: Mlpack, MXNet, PyTorch, and TensorFlow.
This chapter categorizes the capabilities of these tools to better understand
their strengths and weaknesses in detecting bugs in AI frameworks. Overall,
the results show that static analysis tools detect a negligible percentage of the
total bugs, identifying only 5 of the 410 unique bugs (0.01%). Among the tools,
Flawfinder and RATS proved to be the most effective in detecting bugs in
AI frameworks. We also identify opportunities for improving the effectiveness
and practical application of these tools based on our findings. This chapter
provides valuable insights into the scope of static analysis tools’ applicability to
AI frameworks and highlights their limitations.

• Chapter 4: Benchmarking Deep Learning Fuzzers: In recent years, the
practice of fuzzing Deep Learning (DL) libraries has garnered significant atten-
tion in the software engineering community. Numerous DL fuzzers have been

5



proposed to test DL APIs by generating malformed inputs. Although many of
these fuzzers have proven effective in detecting bugs and outperforming previous
techniques, there remains a gap in benchmarking these DL fuzzers concerning
their effectiveness against real-world bugs in DL libraries. Existing comparisons
among these DL fuzzers primarily focus on the number of bugs detected, but
they fail to provide a direct, in-depth evaluation of different DL fuzzers. In this
chapter, we conduct the first evaluation of state-of-the-art DL fuzzers against
real-world bugs. Specifically, we manually create an extensive DL bug bench-
mark dataset, which includes 517 real-world DL bugs collected from the PyTorch
and TensorFlow libraries that can be detected by fuzzing—that is, triggered by
malformed inputs. We then apply seven state-of-the-art DL fuzzers—FreeFuzz,
DeepRel, NablaFuzz, DocTer, ACETest, TitanFuzz, and FuzzGPT—to the
curated benchmark dataset, following their respective instructions. We find
that these fuzzers detect only 6.5% (34 out of 517) of the unique real-world
bugs in our benchmark dataset. Our analysis further identifies three prevailing
factors that influence the effectiveness of these fuzzers in detecting real-world
bugs. These findings highlight opportunities to enhance the performance of
fuzzers in future work. Overall, this chapter complements prior studies on DL
fuzzers with a comprehensive evaluation and provides a benchmark for future
DL library fuzzing research.

• Chapter 5: History-Driven Fuzzing in AI Frameworks: Recently, DL
fuzzers have been proposed for API-level testing of DL libraries. However,
these fuzzers either perform unguided input generation (e.g., not considering
the relationships between API arguments when generating inputs) or only
support a limited set of corner-case test inputs. Furthermore, many developer
APIs, which are crucial for library development, remain untested due to a lack
of comprehensive documentation and clear usage guidelines—unlike end-user
APIs. This makes them a more challenging target for automated testing. To
address this gap, in this chapter, we propose a novel fuzzer named Orion, which
combines guided test input generation with corner-case test input generation.
Orion leverages a set of fuzzing heuristic rules constructed from historical data
known to trigger critical issues in the underlying implementation of DL APIs.
To extract these fuzzing heuristic rules, we first conduct an empirical study on
the root cause analysis of 376 bugs in two of the most popular DL libraries,
PyTorch and TensorFlow. We then construct the fuzzing heuristic rules based
on the root causes of these historical bugs. Using these rules, Orion generates
corner-case test inputs for API-level fuzzing. Additionally, we extend the seed
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collection from existing studies to include test inputs for developer APIs. Our
evaluation shows that Orion reports 135 bugs in the latest releases of TensorFlow
and PyTorch, 76 of which were confirmed by the library developers. Among
the 76 confirmed bugs, 69 were previously unknown, and 7 have already been
fixed. The remaining bugs are awaiting further confirmation.

• Chapter 6: Taming Checker Bugs in AI Frameworks: Checker bugs in AI
frameworks are critical yet not well-explored. These bugs are often concealed
in the input validation and error-checking code of AI frameworks and can
lead to silent failures, incorrect results, or unexpected program behavior in AI
applications. Despite their potential to significantly impact the reliability and
performance of AI-enabled systems built with these frameworks, checker bugs
have received limited attention. The complex nature of AI frameworks, combined
with the rapid pace of their development, has left a gap in understanding how
these bugs manifest, propagate, and affect the overall robustness of AI systems.
To fill this gap, we present the first comprehensive study of DL checker bugs
in two widely-used AI frameworks, i.e., TensorFlow and PyTorch. Initially,
we automatically collected a dataset of 2,418 commits from TensorFlow and
PyTorch repositories on GitHub from Sept. 2016 to Dec. 2023 using specific
keywords related to checker bugs. Through manual inspection, we identified 527
DL checker bugs. Subsequently, we analyzed these bugs from three perspectives,
i.e., root causes, symptoms, and fixing patterns. Using the knowledge gained
via root cause analysis of checker bugs, we further propose TensorGuard, a
proof-of-concept Retrieval Augmented Generation (RAG)-based LLM-based
tool to detect and fix checker bugs in AI frameworks via prompt engineering
a series of ChatGPT prompts. We evaluated TensorGuard’s performance on
a test dataset that includes 92 buggy and 135 clean checker-related changes
in TensorFlow and PyTorch from January 2024 to July 2024. Our results
demonstrate that TensorGuard has a high average recall (94.51%) using Chain
of Thought prompting, a balanced performance between precision and recall
using Zero-Shot and Few-Shot prompting strategies. Regarding patch generation,
TensorGuard achieves an accuracy of 11.1%, which outperforms the state-of-
the-art bug repair baseline by 2%.

1.4 Thesis Contribution

This thesis makes the following contributions:
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• We conduct the first empirical study to characterize and understand bugs in
AI frameworks. We show detailed taxonomies regarding the types, root causes,
symptoms, and fixing patterns of bugs in AI frameworks.

• We present the first empirical study on the investigation of current static analysis
tools on four widely used AI frameworks. We also identify gaps between existing
static analysis tools techniques and practices on AI frameworks.

• We conduct the first empirical study to evaluate state-of-the-art DL fuzzers
against real-world DL bugs, providing a complementary perspective on prior
studies regarding comparing DL fuzzers.

• We present an effective approach to API-level testing of deep learning libraries.
To the best of our knowledge, this is the first study to leverage historical bug
data to create fuzzing heuristic rules.

• We present the first large-scale analysis to demystify checker bugs within
PyTorch and TensorFlow libraries. We then introduce a novel LLM-based DL
checker bug detection and repair tool, TensorGuard. Our evaluation shows that
our tool outperforms the state-of-the-art.

1.5 Related Publications

Earlier versions of the work presented in this thesis have been published in the
following papers, listed in chronological order. My primary contributions to these
studies include collecting and processing raw data, conducting experiments, analyzing
results, and writing. These efforts account for more than 80% of the work involved in
these studies.

• Nima Shiri Harzevili, Alvine Boaye Belle, Junjie Wang, Song Wang, Zhen
Ming (Jack) Jiang, Nachiappan Nagappan. A Systematic Literature Review on
Automated Software Vulnerability Detection Using Machine Learning. ACM
Computing Surveys (CSUR 2024). 34 pages.

• Nima Shiri Harzevili, Jiho Shin, Junjie Wang, Song Wang, and Nachiappan
Nagappan. Characterizing and Understanding Software Security bugs in Ma-
chine Learning Libraries. 2023 IEEE/ACM 20th International Conference on
Mining Software Repositories (MSR 2023). 12 pages. Acceptance Rate=37%
(43/115).
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• Nima Shiri Harzevili, Mohammad Mahdi Mohajer Moshi Wei, Hung Viet
Pham, Song Wang. History-Driven Fuzzing for Deep Learning Libraries. ACM
Transaction on Software Engineering and Methodology (TOSEM 2024). 28
pages.

• Nima Shiri Harzevili, Jiho Shin, Junjie Wang, Song Wang, and Nachiappan
Nagappan. Automatic Static Vulnerability Detection for Machine Learning
Libraries: Are We There Yet? 2023 IEEE 34th International Symposium
on Software Reliability Engineering (ISSRE 2023). 12 pages. Acceptance
Rate=25% 62/247.

• Nima Shiri Harzevili, Moshi Wei, Mohammad Mahdi Mohajer, Hung Viet
Pham, Song Wang. Evaluating Deep Learning Fuzzers: A Comprehensive Bench-
marking Study. ACM Transaction on Software Engineering and Methodology
(TOSEM 2025).

• Under Review Nima Shiri Harzevili, Mohammad Mahdi Mohajer, Jiho Shin,
Moshi Wei, Gias Uddin, Jinqiu Yang, Junjie Wang, Song Wang, Zhen Ming
(Jack) Jiang, Nachiappan Nagappan. Checker Bug Detection and Repair in
Deep Learning Libraries. (TSE 2025).

The following papers were published in parallel to the aforementioned publications.
Although these studies are not directly related to AI infrastructure software, they
explored ways to improve the reliability of deep learning APIs.

• Moshi Wei, Yuchao Huang, Junjie Wang, Jiho Shin, Nima Shiri Harzevili,
and Song Wang. API Recommendation for Machine Learning Libraries: How
Far Are We? The ACM Joint European Software Engineering Conference and
Symposium on the Foundations of Software Engineering (ESEC/FSE 2022).
12 pages. Acceptance Rate=22% 99/449.

• Moshi Wei, Nima Shiri Harzevili, YueKai Huang, Jinqiu Yang, Junjie Wang,
Song Wang. Demystifying and Detecting Misuses of Deep Learning APIs.
Proceedings of the IEEE/ACM 46th International Conference on Software
Engineering (ICSE 2024). 12 pages. Acceptance Rate=22% 234/1053.
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1.6 Thesis Organization

We organized this thesis as follows. Chapter 2 elaborates on characterizing and
understanding bugs in AI frameworks. Chapter 3 describes our study on automatic
static bug detection in AI frameworks. Chapter 4 presents our study on benchmarking
deep-learning fuzzers. Chapter 5 discusses our history-driven fuzzing for AI frame-
works. Chapter 6 presents our work on taming checker bugs in AI frameworks. Lastly,
chapter 7 concludes this thesis and discusses future research directions.
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Chapter 2

Characterizing Bugs in AI
Frameworks

2.1 Background and motivation

This chapter begins by exploring the AI ecosystem and its unique characteristics.
Next, we delve into the AI framework layer, examining its internal architecture and
operational mechanisms. We then provide background information to highlight its
importance. Finally, we discuss bugs in AI frameworks, emphasizing how they differ
from those in traditional software.

2.1.1 AI Ecosystem

The AI ecosystem [58], shown in Figure 2.1, is a vibrant and interconnected envi-
ronment in which artificial intelligence technologies grow, innovate, and intersect in
multiple areas. The AI ecosystem consists of multiple layers as follows:
Application/Service: The application layer in the AI ecosystem represents the
interface between AI models and end-users or other application domains. At this level,
the focus is on leveraging the trained models to solve specific problems or tasks in real-
world scenarios such as transportation [59, 60], finance [61], market forcasting [62, 63],
Robotics [64, 65]. The application layer encapsulates the deployment of AI models,
seamlessly integrating them into software applications, websites, or other systems
to deliver intelligent functionalities. The application layer serves as the bridge
between the underlying AI infrastructure software and the practical user-facing
aspects, embodying the tangible impact of AI solutions across various domains.
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Model: The model layer in the AI stack is the core component where AI models [66,
67, 68, 69, 70] are trained and deployed to process data and generate predictions
or insights. It includes algorithms and architectures like transformers, CNNs, or
RNNs, which enable AI systems to understand and solve complex tasks such as image
recognition or natural language processing. This layer is crucial to users because it
determines the intelligence, accuracy, and performance of the AI system, enabling
personalized, reliable, and scalable solutions tailored to user-specific needs. Without a
robust model layer, AI applications cannot deliver meaningful or high-quality outputs.

Framework: The framework layer [71, 72, 73, 74, 75] in the AI stack is a funda-
mental component that provides the necessary tools and frameworks for developing,
training, and deploying machine learning models. This layer encompasses the various
libraries and frameworks, such as TensorFlow, PyTorch, Scikit-learn, and others,
that offer pre-built functions and modules for tasks like data pre-processing, model
building, and evaluation. The library layer acts as an abstraction, simplifying complex
processes and allowing developers and data scientists to focus on model architecture
and experimentation.
Library/Compiler: AI Library/compilers play a critical role in the efficient exe-
cution of AI models across diverse hardware platforms [76, 77, 78]. They optimize
performance models, translating high-level representations into low-level code that
can run on CPUs, GPUs [79], or specialized hardware like TPUs [76]. This is crucial
because well-optimized AI compilers can dramatically enhance the speed and efficiency
of AI applications, particularly in environments where performance is key, such as
autonomous vehicles [80].
Hardware: The hardware layer in the AI stack provides the computational infras-
tructure required to run AI models efficiently. This layer includes processors like
CPUs, GPUs, TPUs, and specialized AI chips, as well as memory, storage, and
networking components. It is critical because AI workloads, particularly in deep
learning, demand significant computational power for tasks like training large models
and processing vast datasets.

2.1.2 Architecture of AI Frameworks

AI frameworks have been widely used to assist users in tasks such as image classifica-
tion [81, 82, 83, 84, 85, 86, 87], natural language processing [88, 89, 90, 91, 92, 93,
94, 95], and software engineering [2, 96, 97, 98, 99].

The diagram in Figure 2.2 illustrates the comprehensive architecture of an AI
framework, the TensorFlow library, which consists of two main components. The first
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Figure 2.1: AI ecosystem.

component is the front end, where users engage high-level APIs to leverage compu-
tational capabilities in the backend. The right side of Figure 2.2 shows the layered
architecture of the TensorFlow library, which consists of three main components:
front-end, back-end, and hardware abstraction. The front-end handles communication
with users using different programming languages such as Python, JavaScript, and
C++, while the back-end implements the functionalities of TensorFlow, such as kernel
implementation, where main computational operations are executed, like the sparse
module for sparse tensor processing, or the linealg module responsible for linear
algebra operations. The lowest level is the hardware abstraction, which refers to the
library’s ability to work with different types of hardware such as Central Processing
Unit(CPU), Graphical Processing Unit(GPU), and Tensor Processing Unit(TPU)
without the user needing to understand the specific details of how the hardware
works. This allows developers to focus on creating and training models without
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worrying about low-level details like memory management or device synchronization.
Many popular AI frameworks like TensorFlow and PyTorch have built-in support
for hardware abstraction, making it easy for developers to switch between different
types of hardware or even run models on multiple types of hardware simultaneously,
allowing for better resource utilization and faster model training.

Figure 2.2: Architecture of AI frameworks.

2.1.3 Significance of AI Frameworks

Nowadays, we can witness the widespread usage of intelligent systems [81, 100,
101, 102, 103, 104, 105, 88, 106, 107] in safety-critical systems by governments,
organizations, businesses. These safety critical domains are including but not limited
to transportation [59, 60], finance [61], market forcasting [62, 63], Robotics [64, 65],
and etc. As intelligent systems are built upon AI frameworks, these libraries are
susceptible to various attacks, as highlighted in [108]. Failing to identify bugs in AI
frameworks could result in catastrophic consequences, as emphasized in [109]. In the
following paragraphs, we elaborate on some recent and well-known AI incidents, as
reported in [109].
Medical and Health: One of the most recent incidents in this domain is found by
research conducted jointly by the University of Toronto, the Vector Institute, and
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MIT revealed that the input databases employed in training AI systems for chest
X-ray classification introduced biases related to gender, socioeconomic status, and
race. Startups affiliated with Google, such as Qure.ai, Aidoc, and DarwinAI, utilize
AI to analyze chest X-rays for conditions like fractures and collapsed lungs. The study
found that the training databases predominantly featured examples of white patients
(67.64%), resulting in the diagnostic system exhibiting higher accuracy in diagnosing
white patients compared to other demographics. Notably, black patients were only
half as likely to receive recommendations for further care when necessary1. Another
notable incident is a series of malfunctions in Robotic Surgeries2. Between 2000 and
2013, incidents of robotic surgeries leading to injuries and fatalities were documented
in the Manufacturer and User Facility Device Experience (MAUDE) database, a
repository containing both voluntary and mandatory reports of mishaps. Over these
14 years, there were 8,091 recorded malfunctions, resulting in 1,391 injuries and
144 deaths. The injuries encompassed a range of scenarios, including burns caused
by sparks emitted by the machines (n=193), dislodgement of robotic arms within
the patient (n=100), and situations where surgeons lost control of the machine or
experienced unexpected machine shutdowns (n=52). Notably, approximately 62% of
the reported injuries and deaths were attributed to system or hardware errors, while
the remaining cases were ascribed to the inherent risks associated with surgery or
human error.
Transportation: One remarkable incident in sector happened in India where an
autonomous train crashed into a crowd in Delhi due to malfunctions in the break
system3. The train, created by Huandai Rotem and overseen by the Delhi Metro
Rail Corporation (DMRC), underwent testing six days before its scheduled public
inauguration. During the test, it failed to halt at the designated endpoint, proceeding
to pass through a wall. Fortunately, no injuries were reported. In response to the
incident, the DMRC took action by terminating the employment of four individuals
who had neglected to inspect the brake system before conducting the test. The next
incident pertains to the Tesla Autopilot system, which encountered challenges in
accurately identifying red traffic lights. Specifically, the system mistakenly recognized
red letters on a flag as red traffic lights 4.

These incidents underscore the critical need for caution in the development and
deployment of intelligent systems, particularly in sensitive domains like medicine and
health. As the deployment of intelligent systems heavily relies on AI frameworks,

1https://incidentdatabase.ai/cite/81/
2https://incidentdatabase.ai/cite/5/
3https://incidentdatabase.ai/cite/31/
4https://incidentdatabase.ai/cite/97/
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developers must prioritize robust testing, continuous monitoring, and proactive
measures to identify and mitigate potential risks within AI frameworks.

2.1.4 Bugs in AI Frameworks

Much like traditional software, AI frameworks are prone to bugs because AI frame-
works share similar bug patterns and deployment patterns at higher levels of gran-
ularity. However, when we finer the level of granularity, AI frameworks tend to be
more complex than traditional software in terms of design elements, as AI often
involves complex mathematical models and algorithms [8, 110, 56, 111]. In the past
years, there have been multiple research studies to characterize AI bugs which are in
various stages of the AI development pipeline, including data preprocessing, feature
engineering, model training, and inference [112, 56, 113, 114], or implementation bugs
which are in the code of the AI frameworks, such as bugs in the core algorithms or
components of the library [111, 110, 115, 114, 116]. For example, Zhang et al. [113]
studied the bugs and issues that developers encounter when working with TensorFlow,
a popular open-source DL library developed by Google. Islam et al. [116] conducted
the first study on characterizing API usage bugs of five DL libraries, including Caffe,
Keras, TensorFlow, Theano, and Torch. They provided a classification for bug types,
root causes, impact, and the DL development stage where bugs occur. Despite these
efforts, the characteristics of implementation bugs in AI frameworks have not been
well studied, which leaves unanswered the more directly relevant questions: What
kinds of bugs are found in the studied AI frameworks? What are the root causes of
bugs in the studied AI frameworks? What symptoms do these bugs have? and Are
there any fixing patterns for resolving these bugs?

Understanding such characteristics of bugs in AI frameworks has the potential
to foster the development of secure and reliable AI platforms. To fill the above
research gap, we take the first step towards characterizing and understanding bugs
in AI frameworks. More specifically, we conduct the first comprehensive study to
explore four significant factors: 1) bug types, 2) root causes, 3) symptoms, and 4)
fixing patterns of bugs in seven well-known AI frameworks including TensorFlow
[117], PyTorch [72], Scikit-learn [75], Mlpack [118], Pandas [119], Numpy [120], and
Scipy [121].

In this chapter, we considered all available commits in the default branch of the
Github repositories of the studied AI frameworks when we conducted this study on
Sept. 1st, 2021, to collect bugs. We first searched commit titles and messages with
bug-related keywords (details are in Section 2.2.1) to identify bug-fixing commits.
As a result, more than 5K commits are collected. We then manually checked each
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commit collected in the first step and identified and characterized bugs from them by
following systematic processes (details are in Section 2.2.2). In total, we obtained
683 unique bugs from the subject AI frameworks. In this chapter, we are to address
the following research questions:

• RQ1: What types of bugs exist in the studied AI frameworks?

• RQ2: What are the root causes for bugs in the studied AI frameworks?

• RQ3: What are the symptoms of bugs in the studied AI frameworks?

• RQ4: What are the fixing patterns for bugs in the studied AI frameworks?

This chapter makes the following contributions:

• To the best of our knowledge, we conduct the first empirical study to characterize
and understand bugs in AI frameworks.

• We show the detailed taxonomies regarding the types, root causes, symptoms,
and fixing patterns of bugs in AI frameworks.

• We provide a set of practical guidelines to help machine learning development
teams develop reliable and secure AI frameworks.

• We release the dataset and source code of our experiments to help other
researchers replicate and extend our study.

The rest of this chapter is organized as follows. Section 2.2 presents the method-
ology of this study. Section 2.3 presents the results. Section 2.4 shows the threats
to the validity of this work. Section 2.5 presents the related studies. Section 2.6
concludes this chapter.

2.2 Methodology

2.2.1 Data Collection

Library Selection: We design the following inclusion criteria for the selection of
the studied AI frameworks from GitHub: 1. Accessibility, i.e., the libraries should be
popular, widely used, and open-source, 2. Maturity, i.e., the libraries should have
been actively developed for a considerable amount of time, 3. Comprehensiveness,
i.e., the libraries cover the current industrial AI practice and represent the critical
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aspects of AI application developments, 4. Applicability, i.e., the libraries should
support classical and state-of-the-art AI models, data processing and manipulation,
statistical models, etc., and 5. Availability, i.e., the libraries should have sufficient
bug-fixing commits stored in their GitHub repositories. Initially, we selected the
following libraries, i.e., Mlpack, TensorFlow, PyTorch, Numpy, Pandas, Scikit-learn,
Pandas, Theano, Keras, Matplotlib, and Caffe. While Theano, Keras, and Caffe do
not have sufficient bug-fixing commits in their GitHub repositories. Matplotlib does
not meet the applicability criteria. Eventually, using the criteria, we select seven AI
frameworks including TensorFlow [117], PyTorch [72], Scikit-learn [75], Mlpack [118],
Pandas [119], Numpy [120], and Scipy [121] as our experiment subjects.

Table 2.1: Statistics of subject AI frameworks used in this chapter.

AI frameworks #CVEs #Commits # Bugs Language
Tensorflow 36 1,197 250 C++/Python
PyTorch N.A 563 75 C++/Python
Sickit-Learn N.A 325 37 Python
Pandas N.A 869 84 Python
Mlpack N.A 664 46 C++
Numpy N.A 1,198 149 C/Python
Scipy N.A 793 42 C/Python
Overall 36 5,609 683 -

Bug Fixing Commit Collection: Our automatic fixing commit collection procedure
is based on the rule heuristics implemented based on a set of bug-related keywords
extracted from [122]. The outcome of automatic filtering is 5,609 commits that
are identified as bug candidate commits. Note that such an automatic approach
introduces false positives since the employed regex patterns are either too broad or
not specific enough, leading to matches with commits that are not bug-related. Hence
we further started a manual labeling process to identify bug-related commits.
Bug-fixing Commit Identification: This subsection explains the adopted steps to
filter out noises and identify bug-related commits from the 5,609 commits extracted
in the initial phase. We adopt the following steps:
Check Possible CVE Numbers: If there is any CVE number associated with a
commit, we consider the commit as a bug-related commit as CVE records are verified
and confirmed by experts and researchers to track, analyze, and report on software
bugs.
Analyze Commit Message and Title: In this step, we look for specific bug-related
keywords in the title and the message of commits, e.g., buffer overflow, stack overflow,
RCE, exposure, and memory leaks, etc.
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Analyze Code Changes: We review the code changes associated with each commit
to see if they address bug-related commits. For example, we check changes that
involve adding or removing null checkers to determine whether the corresponding
commit is related to fixing a null pointer dereference.
Analyze Linked Issues and Pull Requests: When a bug is discovered, it is
typically reported through an issue on the project’s issue tracker, which may include
details about the bug, such as how it can be exploited and what the potential impact
is. Consequently, we review these linked issues to determine why a particular code
change was made and whether it was made in response to a known issue.

2.2.2 Data Labeling

In our study, we analyze each bug-fixing commit from multiple aspects: 1) bug type, 2)
root cause, 3) symptom, and 4) fixing pattern. Please note that some existing studies
on analyzing general software bugs in AI frameworks have also provided taxonomies for
these aspects [56, 114]. In this work, we did not adopt corresponding taxonomies from
these studies. The reason is that existing studies mainly focus on the characteristics
of general software bugs in AI frameworks. As a result, it is not valid to adopt their
classifications since general software bugs’ characteristics can be significantly different.
To build bug taxonomies for the studied AI frameworks, we incrementally created
them as we analyze and review each bug-fixing commit [123, 124, 125]. For each
commit, the first two authors analyze the commit data based on the defined research
questions and take into account the following steps:
Analyze the Bug-Fixing Commits: We analyze the Bug-Fixing commits data
(commit title, message, code change, discussions, issues, and pull requests) to identify
if there exist patterns and characteristics that are common among the bugs (details
are in Section 2.2.1). We consider all 683 commits in the first round of reviewing.
Create Preliminary Taxonomies: Based on the analysis in the previous step, we
create a preliminary taxonomy that categorizes the bug-fixing commits based on their
types, root causes, symptoms, and fixing patterns.
Expand Taxonomies: We continue the previous step and assign new commits to the
preliminary taxonomy. If we find a new commit that cannot fit into the preliminary
taxonomy regarding its type, root cause, symptom, or fixing patterns, we expand the
preliminary taxonomy by adding a new type created from the commit. Note that,
the authors worked together to decide on all the disagreements during the above
processes.
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2.3 Result Analysis

2.3.1 RQ1: Bug Types

We organized bug types into five high-level categories (shown in Figure 2.3) (i.e.,
Memory, Numeric, Buffer, Resource, Concurrency), involves more than 16 different
Common Weakness Enumeration (CWEs)5 covered by 621 (90.9%) of the 683 bugs.
The remaining 62 (9%) bugs that appear infrequently and do not belong to any
particular groups are included in the Others category.
Memory: Memory bugs happen when AI framework developers improperly handle
memory allocation and deallocation. This category accounts for 226 (33%) of the
bugs. Specifically, it contains the following five types of CWEs: 1) Missing Release
of Memory after Effective Lifetime (Memory Leak (CWE-401), 2) Null Pointer
Dereference (CWE-476), 3) Infinite Loop (CWE-835), 4) Double Free (CWE-415),
and 5) Use After Free (CWE-416).
Numeric: AI frameworks perform a large number of tensor-level computations, more
specifically dealing with floating point operations, which results in Numeric bugs.
This category accounts for 198 (28.9%) of the bugs. It mainly has four types of
CWEs: 1) Integer Overflow (CWE-190), 2) Insufficient Precision or Accuracy of a
Real Number (CWE-1339), 3) Division by Zero (CWE-369), and 4) Integer Underflow
(CWE-191).
Buffer: Bugs related to buffer also known as buffer overflows or overruns, occur when
a computer writes more data to a temporary storage space in memory known as a
buffer than it can manage. This category accounts for 96 (14%) of the bugs. It mainly
covers five types of CWEs: 1) Out of Bound Read (CWE-125), 2) Stack Overflow
(CWE-121), 3) Heap Buffer Overflow (CWE-122), 4) Buffer Overflow (CWE-120),
and 5) Out of Bound Write (CWE-787).
Resource: Resource bugs occur when a program fails to manage resources such
as memory, and file handles. This category accounts for 54 (7.9%) of the bugs. It
consists of only one subcategory: Use of Uninitialized Resource (CWE-908)
Concurrency: Concurrency in AI frameworks is a type of software weakness that
occurs due to their complexity, a large number of computations that are not thread-
safe, and asynchronous execution of computation graphs. This category accounts for
47 (6.8%) bugs. It consists of two types of CWEs: 1) Race Condition (CWE-362)
and 2) Deadlock (CWE-833).

5CWE (https://cwe.mitre.org/) is a well-known and widely accepted standard for documenting
and categorizing bugs. The use of CWE categories can assist in standardizing bug descriptions and
make it easier for researchers and practitioners to comprehend and explain the nature of issues:

20



Figure 2.3: The taxonomy of bug types studied in this work.
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Figure 2.4: The distribution of bugs in the subject AI frameworks.

Implication: AI frameworks use large tensors to represent data, which can consume
a lot of memory. These intensive usages of tensors require frequent allocation
and deallocation of memory in the implementation of AI frameworks (memory
management) leading to bugs such as buffer overflow and memory leaks. Buffer
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overflows occur when data is written to a buffer more than it can contain, and
can cause data to overflow into neighboring memory areas, potentially overwriting
important data or executing malicious code. As shown in Table 2.2, Memory Leak
and Null Pointer Dereference are the two most common subcategories of Memory
bugs. Memory Leak is common in the Numpy library where memory management
should be done manually due to the development of language barriers. To make
the matter more concrete, we elaborate on an example of Memory Leak 6 where the
developer has created a slice object but never released by decref statement. According
to the Python C API reference documentations7, if a created object is going to be
returned by the function in which it is created, the reference to the object should be
decremented.

AI frameworks frequently perform calculations on the size of arrays, multipli-
cation of tensors together, or multiplying or adding integer values. For example,
AI frameworks may use a 32-bit integer type to store the result of a multiplication
operation that produces a value greater than 231− 1 (the maximum value that can be
represented by a signed 32-bit integer), an integer overflow will occur and the value
will wrap around to a negative value. This can result in numerical instability such
as leading to poor model performance or crash. Attackers can exploit the ranges of
the defined variables and cause denial of service attacks or make the result of model
training and inference inconsistent. An example of integer overflow bug found in the
Tensorflow library8 where the developer has defined integer variables with 32 bits
precision which cause overflow. The suggested fix is defining integer variables with
higher precision, e.g., in this commit, the author has defined 64-bit integer variables.
Comparison with Traditional Software: We further check whether there is a
similar trend regarding the distribution of bug types in traditional software systems
or not. We based our comparison according to the well-known paper published on
characteristics of traditional software systems [126]. According to Tan et al. [126],
Memory Leak (CWE-401) is the most frequent bug type which is similar to our
finding and confirms that Memory Leak (CWE-401) is the dominant bug type in both
the studied AI frameworks and general software systems. We also find that Integer
Overflow (CWE-190) is the dominant bug type in the category of Numeric. This
trend is not similar to general software systems [126] and further confirms our findings
that Numeric is significant to AI frameworks as they rely on heavy computations
using tensors and arrays, based on floating point operations. We further check a
recently published paper [127] which characterizes bugs in web assembly compilers.

6https://github.com/numpy/numpy/commit/4e19f408de900f958441af4ec8a45 8f5ce6473eb
7https://docs.python.org/3/c-api/memory.html
8https://github.com/tensorflow/tensorflow/commit/087859fce9409991164f727735743da4cb310fd4
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Table 2.2: Subcategories of Memory. ML denotes Memory Leak, NPD is Null Pointer
Dereference, IL is Infinite Loop, and UAF is Use After Free.

Library ML NPD IL UAF Overall
Tensorflow 6 25 19 1 51
PyTorch 2 7 5 0 14
Sickit-Learn 8 0 2 0 10
Mlpack 26 3 2 0 31
Pandas 5 6 3 0 14
Numpy 64 10 5 4 83
Scipy 22 0 0 1 23

Table 2.3: Subcategories of Numeric. IO is Integer Overflow, IP is Insufficient
Precision, DZ is Division By Zero, and IU is Integer Underflow.

Library IO IP DZ IU Overall

Tensorflow 63 4 2 1 70
Pytorch 18 6 3 0 27
Sickit-Learn 8 4 7 3 22
Mlpack 2 2 1 0 5
Pandas 34 3 3 1 41
Numpy 13 10 1 0 24
Scipy 7 1 0 1 9

They find that Data type incompatibility accounts for 15.75% of bugs in web assembly
compilers. These bugs arise from incompatibility in interfaces between WebAssembly
and JavaScript. This pattern is not similar to Numeric bugs in the studied AI
frameworks as they have very sophisticated bug patterns.

Finding 1: Memory and Numeric are the dominant categories of bug types across
AI frameworks, accounting for 33% and 28.9% of bugs

2.3.2 RQ2: Root Causes

Root causes in the subject AI frameworks are organized into five high-level categories
(illustrated in Figure 2.6) including Data Type, Memory, API, Business Logic, and
Concurrency covered by 619 (90.6%) of the 683 bugs. The remaining 64 (9.3%) root
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Table 2.4: Subcategories of Data Type Errors. LVTAP is Lack of Validating Tensors
and Arrays Property, IVRI is Integer Variable Range Issue, UIDT is Using Improper
Data Type, LOC is Lack of Overflow Checking, FVRI is Float Variable Range Issue,
and ONT is Out of Bound Nanosecond for Timestamp.

Library LVTAP IVRI UIDT LOC FVRI ONT Overall
Tensorflow 42 21 20 7 4 0 94
Pytorch 14 8 8 4 4 0 38
Sickit-Learn 0 3 1 3 1 0 8
Mlpack 2 0 2 0 1 0 5
Pandas 1 8 8 7 1 9 34
Numpy 14 4 5 5 0 0 28
Scipy 0 0 5 3 0 0 8

causes have no clear indication about their types, and hence we group them in Others
category.

Note that although some of the high-level taxonomy names from bug types (RQ1)
and root causes (RQ2) are similar, they refer to different levels of abstraction in
Figure 2.3 (RQ1) and Figure 2.6 (RQ2). For example, In RQ1, the Memory category
refers to a broader range of memory bugs. In RQ2, Memory is a more specific category
that explains the root cause of bugs depicted in Figure 2.3.
Data Type: This root cause category accounts for 215 (31.4%) of bugs. Sub-
categories include 1) Lack of Validating Tensors and Arrays Property : Sometimes
implementations fail to check tensors or array properties, e.g. shape or rank. As a
result, attackers can exploit tensor or arrays properties and craft special inputs to
trigger denial of service via segmentation fault or overflows, 2) Using Improper Data
Type: When developers have confusion about what kind of data types should they
use for variables, e.g. using a float instead of a double, 3) Integer Variable Range
Issue: When developers define integer variables with limited range or very large range,
e.g. defining int32 bits instead of int64 bits, 4) Lack of Overflow Checking : If the
program does not check for overflow, the result of the operation may be incorrect,
which can lead to bugs in AI frameworks, 5) Float Variable Range Issue: Similar to
Integer Variable Range Issue, for example using float32 instead of using float64 data
type for numeric operations, 6) Out of Bound Nanoseconds for Timestamp: Generally,
pandas timestamp data type represents date object in nanosecond resolution which
failure in storing date in its default range results in out of bound bug.
Memory: This root cause category accounts for 30.4% of bugs. The subcategories
are including 1) Improper Memory Management: When a developer has confusion in
memory management, either misuses a memory release statement or forgets to release
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memory after its effective lifetime, 2) Invalid Memory Access: When a process tries
to access memory locations filled with null values, corrupted, already been deleted,
or freed, 3) Very Deep Tensors and Computation Graphs: Sometimes tensors or
computation graphs grow unexpectedly at runtime and exceed stack or buffer size
which results in a segmentation fault, 4) Uninitialized Resource: An uninitialized
resource bug occurs when a program or application fails to properly initialize a
resource, such as a variable or a file, before using it. This can lead to unexpected
behavior and potentially allow an attacker to exploit the bug and execute malicious
code or steal sensitive information.
Business Logic: This category of the root causes accounts for 95 (13.9%) of
bugs. It includes 1) Improper Exception Handling : When developers incorrectly
handle exceptional conditions leading to termination of the software during normal
executions of the software, 2) Incorrect Index Calculation: Normally, tensors or arrays
are accessed by indices, however, sometimes indices are vulnerable to many attacks,
e.g. assigning a large value to an index, which cause array out of bound access bug
and trigger a denial of service via crash or segmentation fault, 3) Wrong Order of
Execution: When the execution order of instructions in the backend implementation
is not in the intended order. This can lead to unexpected behavior, data corruption,
or crashes.
API: This category accounts for 71 (10.3%) of total records. Subcategories include 1)
API Misuse: When developers mistakenly use a specific API, e.g., passing parameters
in wrong orders, lack of using optional parameters, and mistakenly using optional
parameters, 2) Using Wrong API : When developers mistakenly use improper APIs, e.g.
using numpy.empty() instead of using numpy.empty like(), 3) Malicious Parameters :
When developers pass malicious or invalid parameters to API calls that are exploitable
by attackers. Attackers can exploit these parameters by crafting particular inputs to
take control of AI frameworks, and 4) Third Party Library Issue: When developers
mistakenly use either wrong versions of APIs or outdated ones.
Concurrency: This category involves concurrent access of resources in a shared
environment by multiple threads due to improper resource locking, releasing, or
simultaneous resource access accounting for 30 (4.3%) bugs. Subcategories are 1)
Missing Locking Statement : When developers forget to lock resources which mostly
results in race condition or deadlock bugs, 2) Improper Usage of Locking Statement :
When developers use locking statements improperly on resources, or they release
locked resources inappropriately, which may result in deadlock or race condition bugs,
and 3) Improper Resource Locking.
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Figure 2.5: Distribution of root causes across AI frameworks.

Figure 2.5 shows the distribution of root causes of bugs in different libraries.
As can be seen, the Data Type category is the most common root cause of bugs
across the subject AI frameworks. Memory is the second most common root cause
of bugs across the subject AI frameworks. Table 2.4 and Table 2.5 further show
the distribution of subcategories of Data Type and Memory across the subject AI
frameworks respectively. As we can see, Lack of Validating Tensors or Arrays Property
and Integer Variable Range Issue are the major subcategories in Data Type. While
Improper Memory Management and Invalid Memory Access are the dominating
subcategories in Memory.
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Figure 2.6: Taxonomy of root causes in AI frameworks.

Implication: Tensors and arrays have properties such as shape, rank, axis or dimen-
sions, and size which can be vulnerable to attacks from external attackers. These bugs
can be exploited by passing invalid values, resulting in out-of-bounds read and denial
of service through a segmentation fault or crash. An intuitive example of such attacks
is this bug from Tensorflow library9 where tf.raw ops.QuantizeAndDequantizeV2
allows the axis argument to accept invalid arguments. In this example, the constraint
is that axis accepts -1 and the checker (OP REQUIRES ) is true as long as the value
is less than or equal to -1, though it results in heap underflow bug which is exploitable
by attackers to write or read their data on top of the heap.

AI framework developers use statistically typed languages for development which
can be confusing for developers, as they must decide the range of integer or float
variables. A very high precision range can result in performance degradation and
resource consumption, while a low precision range can cause loss and unexpected
behavior in the AI frameworks. These difficulties can lead to mistakes by developers
and may lead to defining variables with improper range precision. For example, the

9https://github.com/tensorflow/tensorflow/commit/c5b0d5f8ac19888e46ca14b0e27562e7fbbee9a9
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Table 2.5: Subcategories of Memory Errors. IMM is Improper Memory Management,
IMA is Invalid Memory Access, and VDTC is Very Deep Tensors and Computation
Graphs, and UR is an Uninitialized Resource.

Library IMM IMA VDTC UR Overall
Tensorflow 3 35 8 0 46
Pytorch 1 9 1 0 11
Sickit-Learn 6 0 0 0 6
Mlpack 21 5 0 7 33
Pandas 3 5 1 0 9
Numpy 57 13 3 2 75
Scipy 21 7 0 0 28

default integer variable in the Tensorflow library has 32 bits, we observed that defining
int32 bits is one of the major root causes of bugs. For example, in this commit from
Tensorflow library10, the developer has defined output elements as a const int32 bits.
The cause CalculateTensorElementCount() to assign a very large value in a 32-bit
integer variable and cause integer overflow. The suggested fix is using int64 range
precision to prevent the bug.

Finding 2: Data Type category is the most common root cause accounting for 31.4%
bugs in the subject AI frameworks. This is because developers are confused about
the range of integer or float variables during the development process. High precision
ranges can lead to performance degradation and resource consumption, while low
precision ranges can cause loss and unexpected behavior in the model.

Comparison with Traditional Software: We start by investigating the difference
between AI frameworks versus traditional software in terms of Data Type and API
as two important root causes of bugs in the subject AI frameworks.

Similar to the findings in RQ1, we find that Data Type category is the dominant
category of root causes in the subject AI frameworks, with Lack of Validating Tensors
and Arrays Property as the most frequent subcategory. Due to this dominance, we
further check whether root causes in traditional software systems follow the same
pattern or not. Consequently, we compare our findings with the findings in [126]
and [128]. Hirsch and Hofer [128] analyze the root cause of bug reports gathered
from 103 Github projects. According to our investigations, we find that in both
papers, semantic bugs are the major dominant root cause of bugs accounting for 87%
(maximum percentage which belongs to Mozilla project11) and 269/512 (52.5%) in

10https://github.com/tensorflow/tensorflow/commit/087859fce9409991164f727735743da4cb310fd4
11In [126], semantic bugs account for 82.5% and 70.1% in Apache and Linux projects, respectively.
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[128] and [126]. As a result, the root cause patterns in traditional software are not
similar to patterns of root causes in the subject AI frameworks.

API bugs in the subject AI frameworks and general software are distinct in terms
of their nature and impact. One distinction is that AI frameworks are frequently
used for more sophisticated tasks like image or speech recognition, which necessitate
a greater level of precision and accuracy. Additionally, AI frameworks often use
third-party dependencies (such as numerical libraries such as FP16, absl, fft2d in
TensorFlow or BLAST, and LAPACK in Numpy) to perform numerical computations.
If these dependencies are not properly maintained or updated, it can cause bugs in
the AI framework. For example, if a bug is discovered in a third-party library used by
an AI framework, it can cause the AI framework to be vulnerable to attacks as well.
Overall, API bugs in AI frameworks are more complicated to solve than in traditional
software, although the development process and debugging methodologies are similar.

We further investigate the difference between API bugs in the subject AI frame-
works versus traditional software highlighted by other researchers. According to a
current study on API bugs conducted by Amann et al., [129], missing and redundant
API calls are the most frequent bugs. At the same time, these are the least bugs in the
subject AI frameworks. We conclude that developers of the subject AI frameworks
have difficulty understanding which APIs they should use, how to use them, and
make them secure.

Finding 3: Lack of Validating Tensors and Arrays Property is the most frequent root
cause of bugs in the subject AI frameworks. If the properties of tensors and arrays
are not properly validated, it can lead to a crash, segmentation fault, or unexpected
behavior in the model. This can happen because of a lack of proper validation checks
in the library’s backend implementation.

Finding 4: API in the subject AI frameworks have distinct bug patterns compared
to traditional software which makes testing and debugging them difficult and time-
consuming.

2.3.3 RQ3: Symptoms

Symptoms of bugs in the subject AI frameworks are organized into 4 categories includ-
ing Segmentation Fault, Crash, and Unexpected Behaviour, Resource Consumption,
covered by 677 (99.1%) bugs. The remaining 6 bugs have no clear indication about
their outcome, and hence we group them in Others category.
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Table 2.6: Subcategories of API Errors. AM is API Misuse, MP is Malicious
Parameters, TPLI is Third Party Library Issue and UWA is Using the Wrong API.

Library AM MP TPLI UWA Overall
Tensorflow 2 2 6 7 17
Pytorch 1 1 1 2 5
Sickit-Learn 3 2 0 3 8
Pandas 4 7 1 3 15
Numpy 9 4 2 10 25
Mlpack 0 0 1 0 1
Scipy 0 0 0 0 0
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Figure 2.7: Distribution of symptoms across AI frameworks.

Resource Consumption: Accounting for 30.45% (208) of bugs, is the exhaustion of
available resources, e.g., increasing memory usage because of uncontrolled or improper
allocation of the memory.
Segmentation Fault: Accounting for 26% (178) of bugs, when a program outputs
Segmentation fault or Segmentation fault (core dumped) in the output which is the
symptom for segmentation fault12.
Unexpected Behavior: Accounting for 22.2% (152) of bugs, happens when the
library produces results that are not expected. For example, in this Integer Overflow

12https://stackoverflow.com/questions/49092527/illegal-instructioncore-dumped-tensorflow
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bug from Scikit-learn library13 where pk ∗ qk returns inf instead of float because of
exceeding int32 bits limits during multiplication.
Crash: Accounting for 20.3% (139) of bugs, happens when a program or application
terminates unexpectedly, is called Crash also known as crashing. This can happen for
a variety of reasons, such as accessing an invalid memory location, a divide-by-zero
bug, or an infinite loop.

Figure 2.7 demonstrates the distribution of symptoms across different libraries.
As you can see, the most frequent symptom is Resource Consumption accounting for
30.45% of bugs. We also draw a mapping from root causes to symptoms to interpret
what is the outcome of bugs as shown in Figure 2.8. It is observable from Figure 2.8
that the majority of bugs caused by Memory have Resource Consumption as their
impact. Also, the majority of bugs caused by Data Type have Unexpected Behavior
as their impact. One possible usage scenario of bug symptoms in the subject AI
frameworks is that AI developers can narrow down the types of bugs present in their
codebase and take steps to fix them. Also, AI developers do not need to develop test
oracles for unit testing of the subject AI frameworks to understand bugs that have
Segmentation Fault and Crash as their symptoms.

Finding 5: Resource Consumption and Segmentation Fault and are the most common
symptoms of bugs accounting for 30.45% and 26% of bugs respectively. The subject
AI frameworks are vulnerable to resource consumption bugs because they are designed
to perform computationally intensive operations on large amounts of data. These
operations can consume a significant amount of memory and processing power, making
it easy for bugs to cause the program to consume too many resources and crash or
become unresponsive.

2.3.4 Comparison with Traditional Software

We find that Resource consumption and Segmentation Fault are two dominant symp-
toms of bugs in the subject AI frameworks. There is still an important question
that needs to be addressed: What is the difference between symptoms in traditional
software systems and AI frameworks? To answer this question, we compare our
findings with the study conducted by Tan et al. [126]. According to the findings in
[126], Functional impact is the major symptom of bugs in traditional projects which
greatly deals with the fact that the software system is not functioning according to
its specifications. However, regarding AI frameworks, we have a completely different

13https://github.com/scikit-learn/Scikit-learn commit/622f912095308733ddfe572a619b1574b9da335e
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Figure 2.8: Mapping of root causes to symptoms.

trend where the majority of symptoms of bugs in the subject AI frameworks result
in the crashing of the library during runtime via Segmentation fault which is the
dominant symptom.

2.3.5 RQ4: Fixing Patterns

Fixing patterns are organized into six high-level categories (shown in Figure 2.9)
including Add Checkers, Resolve Data Type bugs, Resolve Memory bugs, Resolve API
bugs, Resolve Concurrency bugs, and Modify Business Logic Errors covered by 586
(85.7%) of bugs. The remaining 97 (14.2%) fixing patterns have no clear indication
about their types and hence are included in the Others category.
Add Checkers: Fixing patterns in this category mainly relate to the addition of
either library-specific or conventional checkers to fix bugs, accounting for 155 (22.6
%) bugs. Subcategories are 1) Add Checker for Tensors and Arrays Property : This
is the most common fixing pattern where developers use if conditions or library-
specific checkers to validate tensor and arrays properties, e.g., shapes, ranks, values,
or elements, 2) Add Checker for Null Pointer Dereference: Developers often add
checkers either using if conditions or library-specific checkers to prevent null pointer
dereferences, 3) Add Checker for Overflow : This fixing pattern is mainly used to fix
overflow bugs where developers either add if modules or library-specific checkers to
prevent overflow or throw appropriate exceptions.

32



Resolve Memory Bugs: Fixing patterns in this category relates to memory
management efforts, which fix 130 (19%) of total bugs. Subcategories are 1) Manage
Memory Release: is used to fix bugs related to incorrect or inappropriate memory
allocations and 2) Resource Initialization: when developers initialize tensors or
variables to fix bugs.
Modify Business Logic: It accounts for 16.8% of bugs (115), related to improving
exception handling, file handling, control flows, methods, or classes having incorrect
logic. Subcategories are 1) Improved Exception Handling : When a program crashes, it
is necessary to raise appropriate messing to help developers with debugging operations.
This pattern adds missing error reporting or modifying existing exception handling,
2) Modify Index Calculation: This pattern is used to fix bugs caused by improper
calculation of tensors and arrays indices, 3) Avoid Overflow on Deep Tensors and
Graphs: This pattern is used when developers try to prevent overflow caused by
small stack size or deep computation graphs created in runtime, 4) Modify Order of
Execution: Developers change the location of semantically related statements to fix
bugs, 5) Close File Handler : It is used to fix file descriptor leak bug where developers
sometimes forget to close opened files after its lifetime.
Resolve Data Type Bugs: Fixing patterns in this category focus on resolving
bugs related to data types, which cover 14.7% (101) of bugs. Subcategories include 1)
Adjust Integer Type Range: This pattern is used to either increase or decrease the
range precision of integer variables to prevent numerical overflow bugs, 2) Modify Data
Type: When data types are defined incorrectly, this pattern alter existing defined
data types to fix corresponding bugs, 3) Adjust Float Type Range: Similar to Adjust
Integer Type Range, this pattern adjusts float variables range precision, e.g., either
increase the range precision or decrease it.
Resolve API Bugs: Fixing patterns in this category are mainly used to fix bugs
introduced by inappropriate API usages, which help fix 60 (8.7%) of bugs studied in
this chapter. The detailed subcategories are 1) Using Proper API, 2) Update API
Usage, and 3) Update Third Party Library.
Resolve Concurrency Bugs: Accounting for 25 (3.6%) bugs, this category of fixing
pattern is used to fix bugs related to concurrency issues resulting in deadlock or race
condition errors. Subcategories include 1) Add Locking Statement, 2) Modify Locking
Statement, and 3) Remove Locking Mechanism.

2.3.6 Implication

We find that developers of the studied AI frameworks frequently use validation checks
in the code, such as checking the shape and data type of tensors and arrays before
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Figure 2.9: Taxonomy of fixing patterns in AI frameworks.

using them in computations. In this example14 which is Integer Overflow, there is no
checker on data[axis] to make sure it does not exceed int32 bits range limits. The
developer overcomes the problem by adding a checker of TF LITE ENSURE on line
76 in tensorflow/lite/kernels/concatenation.cc. We also find that developers of the
studied AI frameworks usually mitigate Data Type Bugs by explicitly setting data
types when creating tensors, for example, using tf.float32 instead of tf.float for a
tensor.

Finding 6: Adding Checkers for Tensors and Array Properties is the most common
fixing pattern used by developers accounting for 11.4% of bugs. In this pattern,
developers often implement solutions such as adding validation checks either using
library-specific macro checkers or general if statements to guard against weaknesses
corresponding to lack of validation:

14https://github.com/tensorflow/tensorflow/commit/4253f96a58486ffe84b61c0415bb234a4632ee73
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Figure 2.10: Distribution of fixing patterns across different AI frameworks.

Table 2.7: Subcategories of Add Checkers. ACTAP is Add Checker for Tensors and
Arrays Property, ACO is Add Checker for Overflow, and ACNP is Add Checker for
Null Pointer Dereference.

Library ACTAP ACO ACNP Overall
Tensorflow 45 14 19 78
Pytorch 14 5 3 22
Sickit-Learn 0 3 1 4
Mlpack 2 0 3 5
Pandas 2 9 1 12
Numpy 14 5 11 30
Scipy 1 3 0 4

2.4 Threats to Validity

Construct Validity: Our study is primarily aimed at identifying and examining
bugs present in AI frameworks, rather than evaluating their severity. Although CVSS
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severity data can provide important information about bugs, it is important to note
that other factors can also contribute to their impact. Therefore, our focus is on
identifying and classifying bugs based on their types, root causes, symptoms, and
fixing approaches as they relate to the functionality of the AI frameworks, rather
than assigning severity scores.
Internal Validity: The main internal threat to our work is our manual analysis
labeling and classification of bugs which may suffer from subjective bias and errors.
To guard against this, the first authors who are skilled in bugs have reviewed the
collected commits. Authors also discuss any possible disagreement until a consensus
is reached.
External Validity: The dominant threat to the external validity of this study is
the collected dataset. To overcome this threat, we collected commits from seven
different AI frameworks; two are very famous and widely used DL libraries, including
TensorFlow and PyTorch; two of them are Mlpack and Scikit-learn which are renowned
classical AI frameworks which often is used beside DL libraries. We also collected
data from three well-known data analytical and visualization tools, including Pandas,
Numpy, and Scipy. The reason behind this diverse data collection is to generalize our
findings to wide domains and increase the reliability of findings.

2.5 Related Work

2.5.1 Studies on General Bugs

There are many efforts to characterize bugs in traditional software systems [130,
126, 131, 132, 133, 134]. Tan et al. [126] conducted an empirical study on three
notable projects, including Linux kernel, Mozilla, and Apache, via analyzing around
2k real-world bugs. They revealed that semantic bugs are the major common bugs in
general software systems, and memory bugs decrease as they evolve. The significant
difference with our analysis is that they did not introduce bug types; instead, they
focused on root cause analysis. Also, their analysis is based on general and bug
related bugs, while we do not cover the general bugs. Bosu et al. [130] analyzed
code review requests from 10 software projects to identify bug code changes. They
find that Race Condition and Buffer Overflow are the most common bug types in
traditional software systems. These findings are not aligned with our work where
Race Condition and Buffer Overflow are the least common bug types.
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2.5.2 Studies on AI Bugs

Studies on AI API Usage Bugs: Islam et al. [56] conducted the first empirical
study on API usage bugs of five DL libraries, including Caffe, Keras, TensorFlow,
Theano, and Torch. They collected data from StackOverflow posts, and Github
commits to perform their manual analysis. The authors analyzed bug types, root
causes, and the impact of bugs in DL libraries and found that data and logic-
related bugs are the most common bugs in DL libraries. Zhang et al. [113] studied DL
application bugs built on top of TensorFlow and collected bugs from both Stackoverflow
and Github projects. They find that fixing patterns and root causes correlate and
suggest developers and researchers make automated bug detection approaches on
top of root causes. Humbatova et al. [112] provided an extensive and comprehensive
taxonomy of faults in DL libraries. They focused on TensorFlow, Keras, and PyTorch
for their study. The notable difference between their work with existing studies is
that they interviewed 20 researchers and practitioners to increase the reliability of
their findings. There are a couple of differences between our work. First, our study
merely focuses on Github commits while their study also mined data from Stack
overflow posts. Second, they analyzed general bugs of DL libraries while we studied
bugs reported in CWE and CVE portals.
Studies on AI Implementation Bugs: The study conducted by Xiao et al. [135]
covers bugs in three popular DL libraries including TensorFlow, PyTorch, and Caffe.
There are two major differences compared to our work. First, they examine the attack
surfaces of DL libraries while we analyze the root cause of bugs in the back-end
implementation of AI frameworks. Second, we present a comprehensive study of bugs
and identify 16 distinct types of bugs. While they only focus on four potential threats
to DL libraries.

Thung et al. [110] studied three popular Java-based AI frameworks to characterize
bugs related to the implementation of such tools. They investigated bug reports and
bug repositories of the subject programs extracted data from the JIRA issue tracking
system, analyzed 500 bugs, and addressed the research questions. There are major
differences compared to our empirical study. First, they focus on analyzing bugs in
three Java-based AI frameworks while we focus on frameworks that are developed in
Python and C/C++. Second, our study focuses on bug types, root causes, symptoms,
and fixing patterns while they only focus on the frequency and severity of bugs as well
as bug localization. Jia et al. [111] conducted an empirical study on implementation
bugs of TensorFlow. More specifically, they targeted more than 36k Github projects
that use TensorFlow and extract pull requests, bug reports, and code changes from
the corresponding repositories to address the research questions. There are major
differences compared to our work. First, they merely focus on the TensorFlow library
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while we focus on six more AI frameworks other than TensorFlow that cover state-of-
the-art DL models, classic models, and data analysis. Second, we provide 16 different
bug types based on CWE number while they merely focus on root causes, symptoms,
and fixing patterns. The most related papers to our study are the studies conducted
by Franco et al. [116] and Shen et al. [114]. Franco et al. [116] conducted the first
study on characteristics of real-world numerical bugs of different numerical libraries,
including NumPy, SciPy, LAPACK, GNU Scientific Library, and Elementa. They
find that 32% of bugs in the studied libraries are related to Numeric. Our study
complements their analysis in the sense that ours is more general since we study both
numerical and AI frameworks. Shen et al. [114] proposed an empirical study on DL
compiler bugs by manually analyzing 595 bugs from Apache TVM, Facebook Glow,
and Intel nGraph. The difference between this work and our study is that they focus
on DL compiler bugs and provide guidelines for detecting and debugging them, while
our study focuses on bugs in AI frameworks and characterizes their types, root causes,
symptoms, and fixing patterns.

2.6 Conclusion

This chapter conducts the first empirical study to understand the characteristics
of bugs in AI frameworks. The primary motivation behind this study was twofold;
characterize AI bugs, and help AI developers design and develop bug detection and
debugging techniques to increase the quality and reliability of AI frameworks. We
manually analyzed 683 commits from seven widely used AI frameworks to achieve
this goal, including TensorFlow, PyTorch, Scikit-learn, Mlpack, Scipy, Pandas, and
Numpy. The outcome of this study is 16 bug types, 20 root causes, 4 symptoms, 19
fixing patterns, and six findings. Based on these findings, we further provide a set
of actionable guidelines to the AI community to design and develop software bug
detection and debugging techniques to increase the reliability of AI frameworks.
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Chapter 3

Automatic Static Bug Detection in
AI Frameworks

3.1 Introduction

Programming inevitably involves dealing with bugs in software, which is an aspect
that can be frustrating for many developers since detecting and fixing bugs is time-
consuming [2, 108]. To help developers find software bugs, many static analysis
tools have been developed and are now frequently employed by many industries and
open-source projects [22, 18, 136, 137]. Error Prone from Google [138], Infer from
Facebook [139], and SpotBugs [140], the successor to the widely used FindBugs tool
[141], are examples of popular static analysis tools. These tools are usually developed
as an analytical framework based on static analysis and are capable of scaling to large
applications.

Previous research has examined static analysis tools on traditional projects from
different aspects [30, 31, 32, 33, 34, 35]. The major limitation of previous studies
is that the datasets used for the empirical evaluation of static analysis tools are
not real-world examples, they are not able to replicate new and sophisticated bug
patterns. Recently, Lipp et al. [35] addressed the limitations by proposing an empirical
evaluation of static analysis tools on real-world datasets collected from CVE records
gathered from 27 projects containing 1.15 million lines of code. Their results showed
that state-of-the-art tools can detect in-between 20% and 53% of the bugs in a
benchmark set of real-world programs. However, it has not been determined if the
findings of these studies on conventional projects apply to AI frameworks. Finding
real-world bugs in AI frameworks is critical for a couple of reasons. First, AI
frameworks have been widely used in many fields in the past decades, such as image
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classification [81, 100], big data analysis [101], pattern recognition [102], autonomous
driving [103, 104, 105], and natural language processing [88, 106, 107]. Failure to
detect bugs in these AI frameworks might have devastating implications, such as
traffic accidents [59]. Second, gaining an understanding of the benefits and drawbacks
of the static analysis tools that are currently in use will direct future work toward
the design of new methodologies or tools for detecting AI-specific bugs.

In this chapter, we set out to investigate the effectiveness of five popular static
analysis tools on AI frameworks. Specifically, we conduct an empirical analysis
utilizing 410 real-world bugs collected from four widely-used popular AI frameworks
to address the issue of how many bugs from these AI frameworks can be detected by
static analysis tools and why they miss detecting real-world bugs of AI frameworks.
The granularity of our collected dataset is at the commit level in which each commit
may contain multiple files involved in fixing the bug. We select five popular and
open-source static analysis tools as the research subjects, i.e., Flawfinder [142, 143,
35, 144, 145, 146, 147, 22, 148], RATS [149, 147, 22], Cppcheck [150, 143, 22, 148],
Facebook Infer [139, 151, 152, 152], and Clang static analyzer [153, 22, 154, 155, 156].
We run these tools on the modified files from the collected commits in our dataset. For
each of these modified files, we extract two versions, i.e., the source code before the
bug was introduced and the source code after the bug was fixed. Next, we executed
the static analysis tools on the source code before the bug was introduced to identify
any warnings or issues present in that version. We follow the diff-based mapping
technique used in previous research [157] to identify the warnings that fall within
the code changes made during the bug-fixing commit. After that, we proceed to
perform a manual inspection of the identified bug candidates. The purpose of this
manual inspection is to avoid any potential coincidental matches or false positives.
By carefully reviewing the bug candidates, we ensure the accuracy and reliability of
our bug detection process.

In addition, we have investigated static analysis tools, using a set of program
analysis criteria, such as input representation, pattern matching techniques, and
source code element sensitivity. Specifically, we manually examined the documentation
and source code of these static analysis tools to understand how they function. We
also study the characteristics of bugs in AI frameworks and understand their patterns.
As a result, we provide future directions to improve existing static checkers to deal
with specific bugs in AI frameworks.

this chapter has the following contributions:

• We present the first empirical study on the investigation of current static analysis
tools on four widely used AI frameworks.
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• We identify gaps between existing static analysis tools techniques and practices
on AI frameworks.

• We explore the capabilities and limitations of each static analysis tool, as well as
suggest future ideas for enhancing the effectiveness of these tools in real-world
settings to detect bugs specific to AI frameworks.

• We release the dataset of our experiments to help other researchers replicate
and extend our study15.

3.2 Background & Motivation

AI frameworks and traditional software differ in various aspects such as complexity,
data dependency, and performance characteristics. Overall, AI frameworks tend to be
more complex than traditional software as AI often involves complex mathematical
models and algorithms [8, 110, 56, 111]. In addition, as AI models are heavily
dependent on the quality and quantity of the data used in their training process, most
AI frameworks provide tools for data pre-processing, cleaning, and normalization
that are not available in traditional software. AI frameworks are designed to take
advantage of modern hardware, including GPUs and specialized processors, to optimize
performance. Traditional software, on the other hand, is generally optimized for
general-purpose CPUs.

These differences introduce different bug patterns compared to traditional software.
Figure 3.1a and Figure 3.1b show two examples of buffer overflow in TensorFlow
library16 and Linux kernel17 respectively. The root cause of buffer overflow in
Figure 3.1a is lack of proper input validation when getting a non-scalar resource
tensor while the root cause of buffer overflow in Figure 3.1b is using snprintf() instead
of using scnprintf() as snprintf() is not a secure built-in C API. We can see that
there are two instances of the same bug (i.e., buffer overflow) that have distinct root
causes. To detect a heap buffer overflow example in the TensorFlow library as shown
in Figure 3.1a, existing static analysis tools must follow two crucial steps. Firstly,
these tools need to recognize the TensorFlow-specific macro checkers (CHECK EQ)
by incorporating the macro call signature into their internal database of risky APIs.
Secondly, they must conduct data flow analysis to trace the flow of data from client
APIs to the backend implementation. In this example, the vulnerable parameter is

15
https://anonymous.4open.science/r/ISSRE2023SATS-E255/README.md

16
https://github.com/tensorflow/tensorflow/commit/13ef0af4867477cdda7e0b294e61560c2952df42

17
https://github.com/torvalds/linux/commit/5549af7f42916c0d7e78a0e423ac667e27eaac3e
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43 gtl::InlinedVector<npy_intp, 4> dims(ndims);

44 if (TF_TensorType(tensor) == TF_RESOURCE) {

45 dims[0] = TF_TensorByteSize(tensor);

46 CHECK_EQ(ndims, 0)}

47 << "Fetching of non-scalar

48 resource tensors is

49 not supported.";

50 dims.push_back(TF_TensorByteSize(tensor));

51 *nelems = dims[0];

52 } else {

53 *nelems = 1;

(a) An example of buffer overflow in TensorFlow library.

chip = get_chip_info(sdev->pdata);

for (i=0; i<HDA_EXT_ROM_STATUS_SIZE; i++){

value = snd_sof_dsp_read(sdev, HDA_DSP_BAR,

chip->rom_status_reg + i * 0x4);

len += snprintf(msg+len, sizeof(msg)-len,

" 0x%x", value);

len += scnprintf(msg+len, sizeof(msg)-len,

" 0x%x", value);

}

dev_printk(level, sdev->dev,

"extended rom status: %s", msg);

(b) An example of buffer overflow in Linux kernel.

Figure 3.1: This figure shows two examples of buffer overflow from the TensorFlow
library and Linux kernel.

ndims which has been coming from the client API usage. Unfortunately, we discovered
that the current tools cannot perform these essential steps, rendering them inadequate
for detecting AI-specific bugs.

The different symptoms and root causes of the same type of bugs from AI
frameworks and traditional software motivate us to look deeper into understanding
the performance of current static analysis tools on AI frameworks.
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3.3 Study Design

In this section, we first discuss the criteria for AI framework selection (Section 3.3.1).
Then we elaborate on how we curated a dataset of real-world bugs of AI frameworks
(Section 3.3.2). Afterward, we introduce the static analysis tools used in this chapter
(Section 3.3.3), and finally, we describe the procedure of applying the static analysis
tools to our curated real-world data (Section 3.3.4).

3.3.1 AI Framework Selection

Our study is based on four widely used AI frameworks selected based on a set of
inclusion criteria: 1) libraries should be open source and available to the public, 2)
they should be under active development, 3) libraries should have the implementation
of classical frameworks as well as state-of-the-art DL models, 4) libraries should
support different tasks in the common AI workflow. The outcome of applying these
criteria is the following AI frameworks; TensorFlow [71], PyTorch [72], MXNet [73],
and Mlpack [74]. Our filters also exclude some well-known libraries including Caffe,
Theano, and Keras because the data extraction mechanism utilized in this work did
not retrieve enough real-world bugs from their repositories due to a lack of sufficient
bug records in the GitHub repository of these libraries.

3.3.2 Collection of Bugs from AI Frameworks

For each of the studied AI frameworks, we followed the approach proposed by Zhou
et al [122] to extract bug-related commits. Note that we extract all commits in the
default branch of each library since the starting date of the development. Specifically,
we use their regular expression rules, including expressions and keywords related to
bugs, to collect bug-fixing commits. As a result, we collected around 5k commits. Note
that, the collected commits might contain noises because there may be coincidental
matches between bug keywords and the keywords inside the commit message and
title [122]. To remove noises, we further conducted a manual inspection on each
commit. In our manual inspection, two authors began evaluating extracted commits
simultaneously. The authors analyzed the title, message, merged pull requests, and
linked issues18 of each bug fixing commit and remove the commits that are not related

18Some bug fixing commits fix opened issues. Thus, the authors further analyzed them for noise
removal.
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Table 3.1: Characteristics of bug fixing commits (BFCs) used in this chapter.

Library Language LOC(∼) # VFCs
Mlpack C++ 340K 47
MXNet C++/Python 362K 60
PyTorch C++/Python 3.8M 58
TensorFlow C++/Python 567K 245
Overall 5M 410

to a registered bug in the CWE website19. As a result, we collected 410 bug-fixing
commits across the four projects that were investigated(shown in Table 3.1).

In this chapter, we use the term bug in a general sense to refer to any kind of
software defect, including bugs, logical bugs, and performance bugs.

3.3.3 Running Static Analysis Tools

In this chapter, we select five widely used and open-source static analysis tools
including Facebook Infer [139], Clang static analyzer [153], Cppcheck 20, Flawfinder
(Flawfinder [158], and RATS21). The selection of five tools used in our study is
based on a comprehensive review of recently published papers on the empirical
evaluation of static analysis tools [33, 35]. Please note that three of the tools are
under active development including Facebook Infer [139], Clang static analyzer [153],
and Cppcheck22. The two remaining tools (Flawfinder [158] and RATS23) are not
actively developing but they have been frequently used in bug detection [22, 159, 160].

The static analysis tools used in this work have several common characteristics.
For example, Flawfinder and RATS treat the input source code as a text sequence
while Cppcheck, Infer, and Clang static analyzers convert the source code into an
intermediate representation. All tools use a built-in database of patterns that are used
to detect bugs. For instance, RATS, Flawfinder, and Cppcheck all use a database
of C/C++ system functions that are known to have bugs such as buffer overflow or
format string issues. while Infer uses a bi-abduction inference and analysis to find
bug source code statements. Clang static analyzer works by parsing the source code
and checking it against a set of predefined checks, or linters.

19https://cwe.mitre.org/
20https://cppcheck.sourceforge.io/
21https://github.com/andrew-d/rough-auditing-tool-for-security
22https://cppcheck.sourceforge.io/
23https://github.com/andrew-d/rough-auditing-tool-for-security
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Table 3.2: Characteristics of tools based on different program analysis factors.

Tool Version
Input representation Pattern matching Sensitivity
Text AST Other Intraprocedural Interprocedural Context Field Object Data Flow Control Flow

Flawfinder 2.0.19 ✓ - - × × × × × × ×
RATS 2.4 ✓ - - × × × × × × ×
Cppcheck 2.7 - ✓ - ✓ × ✓ × × ∗ ∗
Infer 1.1.0 - - ✓ ✓ ✓ ✓ ✓ N.A ✓ ✓
Clang static analyzer 14.0.0 - ✓ - ✓ ✓ ✓ ✓ ✓ ✓ ✓

For the capabilities of these five static analysis tools used in this chapter, fol-
lowing existing work [34], we take into consideration the following three different
types of program analysis features, i.e., input representation, matching strategies
(intraprocedural and interprocedural), and sensitivity to program elements including
flow, context, field, object, path, and field. We investigated the tools concerning
the aforementioned analytical program analysis features. During this procedure, we
manually evaluated the tools’ source code and documentation, which demonstrated
several types of behaviors to check the tools’ capabilities and limits. In the following
paragraphs, each tool is explained in detail. Table 3.2 shows the capabilities of static
analysis tools investigated.

Flawfinder [142]: Is a static analysis tool that scans a program for potential
bugs by using a database of known unsafe C/C++ functions. Flawfinder can detect
problems with race conditions and system calls in addition to printf() and normal
string manipulation operations, based on an internal database that contains C/C++
routines that are known to have bugs in their design.

RATS [149]: An open-source static analyzer that can analyze code bases written
in C, C++, Perl, PHP, and Python. Similar to Flawfinder, it uses an internal database
of risky C/C++ API signatures and uses a keyword-matching approach to find and
mark them as bugs in the target source code.

Cppcheck [150]: Cppcheck offers one-of-a-kind code analysis to find defects
and focuses on finding undefined behavior as well as risky coding structures. The
objective is to generate an extremely low number of false positives.

Infer [139]: Is a static analysis tool that is developed by Facebook. It searches
for a wide variety of bugs in programs written in Java, C/C++, and Objective-C.
Bi-abduction analysis is one of the methods that Infer employs to locate bugs such
as deadlocks, memory leaks, and null pointer dereference. To perform analysis, Infer
requires a set of compilation commands for each file. Infer is an interprocedural
analysis tool which means that it allows keeping track of objects and variables between
methods, and also global variables.
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Clang Static Analyzer [153]: Clang static analyzer is built on top of the
LLVM project, which offers a set of modular and reusable compiler and toolchain
technologies. It is an extensible framework for C/C++ code linting that may be used
to enforce coding standards, conduct static analysis, and discover probable errors. It
operates by scanning the source code and comparing it to a collection of predefined
checks, known as linters. The checks are built as separate modules, making it simple
to add new checks or modify current ones.

Note that the static analysis tools used in this chapter have capabilities to report
non-bug related warnings, e.g., styling or refactoring issues, as well as reporting
general bugs that are not related to bugs that have a unique id in CWE website24. To
reduce false positive rates and prevent static checkers from producing related warnings
to bugs, we have configured them to merely report warnings that are strongly related
to bugs. Configuring the tools to report all types of bugs can introduce a large number
of false positives (non-bug-related code), which require much more time for manual
verification. Please note that RATS does not generate styling issues. In addition, we
manually studied Flawfinder’s built-in database and discovered that all rules have a
unique ID associated with CWE records. As a result, we solely used this setup for
Infer, Cppcheck, and Clang static analyzer.

3.3.4 Identification of Bug Candidates

One of the main challenges in the identification of bug candidates is to check whether
the reported warnings by static analysis tools correspond with the issued bug class
or not. To identify bug candidates, we use the following steps. First, we performed
automatic filtering based on the commits’ diff information as used in existing stud-
ies [33, 34]. Afterward, we further analyzed the reported warnings that involve the
commit using manual inspection.
Automatic Filtering: We filter reported warnings by using a diff-based mapping
technique which uses code diffs between bug and fixed programs in a fixing commit
[157]. First, it computes a set of lines in the bug program that is flagged with at
least one warning. Then, it checks whether the flagged line numbers overlap with the
changed lines in the fixing commit. If the flagged lines overlap with the code change,
the warning is considered a bug candidate. Otherwise, it is not a candidate for manual
inspection. For example, Figure 3.2 shows an example of a warning generated by
Flawfinder that is considered to be a bug candidate since the line number reported
in the warning overlaps with the line number in the code change of the bug fixing
commit.

24https://cwe.mitre.org/
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43 for (int i = 0; i < client->device_count(); ++i) {

44 se::StreamExecutorConfig config;

45 config.ordinal = i; config.device_options.non_portable_tags

46 ["host_thread_stack_size_in_bytes"] =

47 |{\color[RGB]{255, 99, 71}-absl::StrCat(2048 * 1024);}|

48 |{\color[RGB]{0, 153, 76}+absl::StrCat(8192 * 1024);}|

49 TF_ASSIGN_OR_RETURN(se::StreamExecutor * executor,

50 platform->GetExecutor(config));

(a) Bug fixing commit.

Examining /cpu_device.cc

FINAL RESULTS:

cpu_device.cc:47:

[4] (buffer) StrCat:

Does not check for buffer overflows when

concatenating to destination

[MS-banned] (CWE-120).

absl::StrCat(2048 * 1024)

(b) Reported warning by Flawfinder.

Figure 3.2: An example of bug fixing commit in TensorFlow library in which the
developer has increased the thread stack size from 2048 to 8192 to prevent buffer
overflow bug. Figure 3.2b shows the generated warning by Flawfinder in which there
is a possible buffer overflow at line 47.

Manual Verification: In this step, we manually scan all candidates and check
the warning messages against the bug and clean versions of the code to eliminate
potential accidental matches. The first two authors examine the warnings and bug-
fixing commits simultaneously. They manually analyze the warning message, the
CWE-ID, and the line number where the bug is reported. Based on the above
information, they review the code changes to confirm whether the warning is related
to the bug being addressed in the commit. Note that, in the cases where the static
analysis tools reported a warning at a line outside those changed lines in the bug-fixing
commit, we manually checked the warning. In addition, we have also performed a
backward analysis in which we traced all variables and function calls within the code
changes up to the marked line that was outside the code changes. If the marked
line was associated with the code changes, we considered the corresponding warning
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as a potential bug. If there is any disagreement, they flag the commit and the
corresponding warning for further manual verification in the next round. They repeat
this process several times until all warnings and commits have been reviewed.

During our manual inspection, we also audit the following information: 1) True
Positive (TP): The bug described in the warning precisely matches with the bug
reported for the commit; False Negative (FN): A potential warning mistakenly
predicted to be a false alarm. In this chapter, we calculate the True Positive Rate
(TPR) and False Negative Rate (FNR) as TPR = TP

TP+FN
and FNR = FN

FN+TP

respectively.

3.4 Experimental Results

In this section, we present and discuss our analysis results to address the following
three research questions.
RQ1 (Detection Capability): How many warnings are reported by the studied
static analysis tools?

RQ2 (Detection Effectiveness): How effective are static analysis tools at detecting
real-world bugs in AI frameworks?

RQ3 (Root Cause): What are the root causes of missing real-world bugs in AI
frameworks?

To answer these RQs, we execute Flawfinder, RATS, Cppcheck, Infer, and Clang
static analyzer on our dataset of 410 real-world bugs across the four studied AI
frameworks. The output of bug detectors, i.e., generated warnings, are automatically
parsed to extract relevant information including bug types, line numbers, and warning
messages. All data and scripts for conducting the experiments described in this
section are accessible to the public.

3.4.1 RQ1: Detection Capability

Experiment Setup: To answer this question, we directly run these five static
analysis tools on the four AI frameworks, we record all the reported bugs (including
the detailed location and CWE information) by these tools for further analysis. For
each of the reported bugs, we further manually check whether it’s a true bug or a false
positive. Please note that the granularity of our collected dataset is at the commit
level in which each commit may contain multiple files involved in fixing a bug. For
each commit, we extract modified files, i.e., affected by the bug. For each modified
file, we extracted two versions, i.e., source code before the bug and source code after
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Table 3.3: Distribution of reported warnings.

Library Flawfinder RATS Cppcheck Infer Clang static analyzer

Mlpack 3 22 1 0 0
MXNet 10 6 7 0 0
PyTorch 5 1 2 4 16
TensorFlow 50 139 0 2 254
Overall 68 168 10 6 270

fixing the bug. We then run the tools on the source code before the bug and generate
the warnings.

Table 3.3 displays the number of bug types extracted from warnings reported
by each static analysis tool across the four AI frameworks. Specifically, among the
four AI frameworks, TensorFlow has the highest number of reported warnings, i.e.,
in total 445 warnings. Mlpack has the lowest number of reported warnings overall,
with only 26 warnings across all tools. Among the static analysis tools, Clang static
analyzer reports the highest number of warnings for each library. Infer only reports
six warnings.

We further illustrate the top 10 bug types and their distribution in our curated
dataset in Figure 3.3. The chart shows that the most common bug type is CWE-190
(Integer Overflow or Wraparound), with 86 occurrences in the studied AI frameworks.
The next most common types are CWE-362 (Race Condition), CWE-401 (Missing
Release of Resource after Effective Lifetime), and CWE-476 (NULL Pointer Derefer-
ence), with 45, 43, and 34 occurrences, respectively. The least common bug type in
the chart is CWE-122 (Heap-based Buffer Overflow), with only 16 occurrences.

Table 3.4 also shows the number of false positive warnings out of all warnings
generated given each true bug type. Specifically, Flawfinder reported a total of 50
warnings for CWE-120, but only 3 of them were accurate warnings. In addition,
it reported a single warning for CWE-190 that was indeed accurate. For CWE-20,
Flawfinder reported 5 true positive warnings. Regarding CWE-190, Flawfinder reports
one truly positive warning. RATS produced 27 warnings for CWE-121, but only 1
of them is a true warning. For CWE-122, RATS flagged 8 warnings, but merely 3
of them are true positive. All warnings generated by Cppcheck and Infer are false
positives suggesting that they are not effective at detecting real-world security bugs
in the studied AI frameworks.
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Figure 3.3: The top 10 bug types in our dataset.

Finding 1: The number of warnings produced by the five static analysis tools varies
significantly and is mainly determined by their detection mechanisms. While these
tools can also generate false positives, human review is still necessary to determine
whether reported warnings are real-world bugs that require attention.
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Table 3.4: Distribution of bug types reported by the four static bug detectors. The
warnings generated by the Clang static analyzer do not have a CWE number, so we
exclude it in this table. Numbers in the brackets are false positive warnings. The
numbers outside of the brackets are the total number of generated warnings.

CWE-ID # True Bugs Flawfinder RATS Cppcheck Infer Overall

CWE-120 - 50 (47) 0 0 0 50
CWE-121 25 0 27 (26) 0 0 27
CWE-122 24 0 8 (5) 0 1 (1) 9
CWE-362 45 7 (7) 2 (2) 0 0 9
CWE-327 - 7 (7) 0 0 0 7
CWE-367 - 7 (7) 0 0 0 7
CWE-20 7 5 (0) 0 0 0 5
CWE-476 34 0 0 5 (5) 0 5
CWE-807 - 4 (4) 0 0 0 4
CWE-126 - 3 (3) 0 0 0 3
CWE-330 - 0 3 (3) 0 0 3
CWE-457 1 0 0 0 2 (2) 2
CWE-563 - 0 0 0 1 (1) 1
CWE-667 - 0 0 1 (1) 0 1
CWE-758 - 0 0 1 (1) 0 1
CWE-190 86 1 (0) 0 0 0 1
CWE-398 - 0 0 1 (1) 0 1
CWE-119 - 1 (1) 0 0 0 1
CWE-833 15 0 0 0 1 (1) 1
CWE-401 43 0 0 0 0 0
CWE-908 27 0 0 0 0 0
CWE-835 26 0 0 0 0 0
CWE-1331 18 0 0 0 0 0
CWE-125 17 0 0 0 0 0
CWE-369 10 0 0 0 0 0
CWE-703 4 0 0 0 0 0
CWE-191 3 0 0 0 0 0
CWE-705 3 0 0 0 0 0
CWE-415 3 0 0 0 0 0
CWE-704 2 0 0 0 0 0
CWE-416 2 0 0 0 0 0
CWE-840 2 0 0 0 0 0
CWE-787 2 0 0 0 0 0
CWE-439 2 0 0 0 0 0
CWE-628 1 0 0 0 0 0
CWE-241 1 0 0 0 0 0
CWE-255 1 0 0 0 0 0
CWE-197 1 0 0 0 0 0
CWE-252 1 0 0 0 0 0
CWE-706 1 0 0 0 0 0
CWE-1006 1 0 0 0 0 0
CWE-561 1 0 0 0 0 0
CWE-475 1 0 0 0 0 0
Overall 410 85 40 8 5 138

3.4.2 RQ2: Detection Effectiveness

Experiment Setup: To address this question, the first two authors of the study
manually reviewed the generated warnings per file for each bug-fixing commit. The
team conducted a thorough analysis of the warning message, the CWE-ID, and
the specific line numbers that can indicate where the bug was identified. Using
this information, they further examined the code modifications to verify that the
warning was indeed related to the bug being addressed in the particular update. If
any discrepancies arise, they highlight the corresponding warning and commit to
additional examination in the subsequent review cycle. This process is repeated until
all the warnings and code changes have been assessed.
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Table 3.5: Performance of the subject static analysis tools across four AI frameworks.

Tool TPR FNR

Flawfinder 0.04 0.95
RATS 0.03 0.97
Cppcheck 0 1
Infer 0 1
Clang static analyzer 0 1

Table 3.6: Bugs detected by Flawfinder and RATS.

Tool Actual bug Reported bug(# warnings) Library Filename

Flawfinder CWE-787 CWE-20(4) PyTorch simd.h
Flawfinder CWE-197 CWE-120(2) PyTorch decode padded raw op.cc
Flawfinder CWE-122 CWE-20(1) MXNet image-classification-predict.cc
Flawfinder CWE-190 CWE-190(1) MXNet image iter common.h
Flawfinder CWE-121 CWE-120(1) TensorFlow cpu device.cc
RATS CWE-122 CWE-121(1) MXNet image-classification-predict.cc
RATS CWE-190 CWE-122(1) PyTorch THTensor.cpp
RATS CWE-197 CWE-122(2) PyTorch decode padded raw op.cc

Results: Table 3.5 shows the performance of each static analysis tool regarding True
Positive Rate (TPR) and False Negative Rate (FNR) values. As we can see from the
table, Flawfinder has a TPR of 0.049, which means it correctly identifies only 4.95%
of the actual bugs, and an FNR of 0.95, indicating that it fails to detect 95.05%
of actual bugs. RATS has a TPR of 0.030 meaning that it correctly identifies only
3.07% of the actual bugs, and a FNR of 0.97, which means it fails to detect 97.01%
of the actual bugs. The rest of the tools have a TPR of 0 which states that they fail
to detect any actual bugs, and an FNR of 1, which means they incorrectly identify
all actual bugs as negatives.

Overall, all the experimented tools have relatively low performance in terms of
identifying actual bugs in AI frameworks, as they all have very low TPR values or
fail to detect any real-world bugs at all.

Table 3.6 shows the detailed characteristics of bugs detected by Flawfinder and
RATS. We can see that Flawfinder and RATS can identify bugs in different code
repositories, including MXNet, TensorFlow, and PyTorch. The bugs are categorized
according to their types ( i.e., CWE numbers). For example, Flawfinder detected a
CWE-122 and a CWE-190 in MXNet. RATS also detected a CWE-122 in MXNet, as
well as a CWE-190 in PyTorch.
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84 auto input_shape = c->input(0);

85 auto input_h_shape = c->input(1);

86 auto seq_length = c->Dim(input_shape, 0);

87 // assumes rank >= 2

88 auto batch_size = c->Dim(input_shape, 1);

89 // assumes rank >= 3

90 auto num_units = c->Dim(input_h_shape, 2);

Figure 3.4: An example of heap buffer overflow in TensorFlow library.

Finding 2: Overall, the effectiveness of the tools is quite poor in discovering
real-world ML software bugs. Flawfinder and RATS, which are the most effective
static checkers, discovered 4 unique bugs out of a total of 410 bugs in our dataset.

3.4.3 RQ3: Root Cause of Missing Real-world Bugs

To address this research question, we manually analyzed and reviewed the documen-
tation of tools as well as their code base. Then, we organized the reasons why these
tools miss detect so many bugs.
Flawfinder and RATS: Since Flawfinder and RATS manifest very similarly in bug
detection, Flawfinder’s specific reasons also apply to RATS. Issues with Soundness
Strategy: Flawfinder and RATS have a significant limitation in their approach to
bug detection, known as the soundness strategy. The soundness strategy of Flawfinder
and RATS is that they use pre-defined risky C/C++ APIs in their internal databases
to search the source code and label every matched API call (already registered in the
database) as a potential bug. Although AI frameworks often make extensive use of
C/C++ APIs in their backend implementation, the bugs in these libraries do not
primarily originate from these APIs. Instead, the bugs in AI frameworks tend to
exhibit more complex patterns (require a deeper source code analysis to be detected),
which are not effectively captured by the simplistic approach of flagging all API calls
as vulnerable [8, 56, 110, 135, 110, 111, 116, 114].
Lack of ML-specific Vulnerable API Information: Even though Flawfinder
and RATS support more than 200 dangerous C/C++ APIs, they are still incapable
of supporting ML-specific vulnerable APIs. One of the reasons they miss detecting
real-world security bugs in AI frameworks is that they do not model library-specific
API information [8, 111]. For example, to detect Memory Leak (CWE-401) in the
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Mlpack library, the static detectors need to model CleanMemory() or delete_mat
which are Mlpack-specific APIs used for cleaning allocated memories.
Lack of Data Flow and Control Flow Support: Flawfinder and RATS face
challenges in detecting numerous bug patterns specific to machine learning (ML)
because they cannot model control flow and data flow. Instead, these tools rely on
a simplistic keyword-matching approach to identify potentially dangerous C/C++
API calls and flag them as bugs. This limitation hinders their effectiveness in
capturing the intricacies of ML-specific bugs [111, 8] that involve complex control
and data dependencies. For example, lack of validation is a complex root cause
pattern that is the major root cause of data type bugs in AI frameworks [8]. In this
particular bug pattern, bugs can arise when utilizing client APIs of AI frameworks. If
the backend implementation fails to validate or properly handle malicious inputs or
malformed values received through these APIs, bugs can occur. It is crucial to perform
appropriate validation and handling of such inputs to mitigate potential issues and
ensure the robustness and security of the ML library. For example, Figure 3.4 is an
example of a lack of validation that causes a heap buffer overflow. In this bug, the
code assumes input_shape and input_h_shape have a specific rank, while the rank
values should be validated to avoid possible invalid memory access. Flawfinder and
RATS are not able to detect such bugs because they are incapable of modeling data
flow dependency and keeping track of input_shape and input_h_shape to check if
these variables are validated or not.
Cppcheck Limited Buffer or Stack Overflow Checking: Existing work [8]
has shown that the root cause patterns of buffer overflow or stack overflow in AI
frameworks are significantly different compared to that of traditional software. For
example, in this commit25 from the TensorFlow library, the root cause of stack
overflow is a very big computation graph of functions and edges. In this example,
Each instance of the class std::shared_ptr<Function> holds a collection of Edge
objects, and each Edge object, in turn, holds a std::shared_ptr<Function>. Re-
moving a std::shared_ptr<Function> can lead to the cascading deletion of other
std::shared_ptr<Function> instances, potentially resulting in a stack overflow if
the graph has a significant depth. However, Cppcheck performs different strategies to
detect buffer overflow and stack overflow bugs which are not strong enough to detect
ML-related overflow bugs. For example, Cppcheck uses array index checkers to detect
buffer overflow which identifies array index operations and performs various checks
to detect potential buffer overruns associated with array indexing. More specifically,
Cppcheck exhaustively searches for array indexing statements in the code snippet,
even if the code is not reachable, without any control flow analysis. This technique is

25
https://github.com/tensorflow/tensorflow/commit/932c4c2364884af52609ea8a86c7232a926d958f
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incapable of detecting overflow bugs which is due to the large computation graph
mentioned above. The second technique to detect buffer overflow or stack overflow is
to search for C/C++ API calls, similar to Flawfinder and RATS explained earlier. In
this technique, Cppcheck examines the API scopes and the corresponding arguments,
analyzes the buffer or stack sizes associated with the arguments, and detects potential
buffer overflow or stack overflow bugs based on specified minimum size requirements.
Limited Control Flow Analysis: One major limitation of Cppcheck is limited
control flow analysis, while a strong control flow analysis is required to detect very
hard-to-detect bugs In AI frameworks, e.g., memory leaks that have complicated bug
patterns. For example, this memory leak bug26 occurs in the TensorFlow library when
decoding malformed PNG image. The memory leak occurs when certain errors in the
function implementation cause the execution to be abruptly terminated using the
OP_REQUIRES macro checker. This termination prevents the proper freeing of allocated
buffers stored in the decode value. To release these allocated buffers, the function
should call png::CommonFreeDecode(&decode). However, due to eager termination,
the necessary memory-freeing process is not allowed to occur. This bug is very hard
to detect by Cppcheck for two main reasons. First, the TensorFlow-specific API
png::CommonFreeDecode(&decode); is not registered in the internal database of API
symbols which is the first step toward detecting this leak. Second, the control-flow
analysis supported by Cppcheck is very simple and cannot capture the complex flow
analysis in this bug pattern.
Infer Limited Buffer Overflow Checkers: Compared to Cppcheck, Flawfinder,
and RATS, Infer has a stronger buffer overflow checker. Infer uses symbolic intervals
to handle the range of index values and buffer sizes. Typically, interval analysis
involves working with intervals represented as [low, high], where low and high are
constants indicating the lower bound and upper bound of the target buffer and
indexing range. However, this checker is not effective enough to detect ML-related
buffer overflow bugs. For example, Figure 3.5 shows an example of hard-to-detect
buffer overflow27 in the TensorFlow library where providing a tensor with larger
dimensions as the second argument is critical. To address this issue, the developer
has modified the MatchingDim function to return the minimum size between the two
dimensions.
Clang static analyzer Limited Rules: Although the Clang static analyzer provides
a large number of predefined rules (i.e., there are 25 families of rules implemented
in the Clang static analyzer database), it does not cover rules of security bugs that
are relevant to AI frameworks. For example, the null pointer checker introduced

26
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2022-23585

27
https://github.com/tensorflow/tensorflow/commit/8ee24e7949a203d234489f9da2c5bf45a7d5157d
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84 inline int MatchingDim(const RuntimeShape&

85 shape1, int index1, const RuntimeShape&

86 shape2, int index2) {

87 TFLITE_DCHECK_EQ(shape1.Dims(index1),

88 shape2.Dims(index2));

89 return shape1.Dims(index1);

90 }

Figure 3.5: An example of hard-to-detect buffer overflow bug in TensorFlow library.

in Clang static analyzer, i.e., core.NullDereference (C, C++, ObjC) is only able to
detect simple null pointer violations28. While, in a null pointer bug from TensorFlow
library29, the root cause is lack of checking null pointer Tensors as a function argument.
Specifically, the bug traces back to the omission of null pointer checks about Tensors
utilized as function arguments. Within this instance, the implicated function lacks
a TensorFlow-specific mechanism to preempt the erroneous passage of val to the
(GetBundleEntryProto(key, &entry)). In the fixing commit, the developers add
CHECK(val != nullptr); to resolve the issue.

An additional instance of a constrained rule within the Clang static analyzer is
the unix.Malloc (C) checker. This checker’s role is to identify memory leaks within
codebases developed in the C programming language. The mechanics of this Clang
static analyzer checker, elaborated upon in the official documentation30, allow it to
uncover memory leaks by employing relatively straightforward patterns. Nevertheless,
an illustration of a memory leak within the MXNet library31 serves to underscore the
complexity that can underlie memory leak patterns.

std::unique\_ptr <DType>

tmp(new DType[Super::WORKLOAD\_COUNT]);

std::unique\_ptr <DType[]>

tmp(new DType[Super::WORKLOAD\_COUNT]);

28
https://clang.llvm.org/docs/analyzer/checkers.html#core-nulldereference-c-c-objc

29
https://github.com/tensorflow/tensorflow/commit/ca170f34d9174d6981850855190a398393aa921e

30https://clang.llvm.org/docs/analyzer/checkers.html#unix-malloc-c
31

https://github.com/apache/mxnet/commit/b1ad1619d8007dc7dfc0f4ba9cc8720b3e0dd32a
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Finding 3: We identified a set of specific reasons that help explain why the
five static analysis tools examined in this chapter miss real-world security
bugs in AI frameworks including ML software-specific reasons, i.e., Lack of
Implementation Support of Detection Rules, Issues with Soundness Strategy, and
Lack of ML-specific Vulnerable API Information.

3.5 Lessons Learned

Our study reveals several interesting findings that can serve as applicable guidelines
for improving static analysis tools for AI frameworks.

3.5.1 Implication for Improving Flawfinder and RATS

We find that Flawfinder and RATS flag every C/C++ API as a bug regardless of
whether they are bugs or not. This behavior introduces many false alarms 3.4. To
reduce the false alarm rate, numerous extensions to these checkers are required.

Extend the Input Representation: Flawfinder and RATS represent the source
code as a sequence of tokens. Unlike natural language, source code encodes struc-
tural information [161], which needs to be considered with rich representation tech-
niques like Abstract Syntax Trees(AST), Control Flow Graphs(CFG), or Data Flow
Graphs(DFG) [162]. Having a control flow graph is vital in detecting many AI-related
bugs including buffer overflow and memory leaks. Control flow graphs allow the tool
to model every possible execution patch inside buggy programs. For example, to
detect the stack overflow bug in this commit 32, the checker needs to traverse control
graph to find out that the implementation of DataTypeString function is buggy due
to missing return DataTypeStringInternal(dtype);.

Extend the Pattern Matching: The pattern-matching strategy of Flawfinder and
RATS follows naive text-based matching. Text-based matching does not allow the
detectors to perform intraprocedural analysis, i.e. the analysis inside the boundary of
functions or any compilation units. The lack of intraprocedural analysis introduces so
many false alarms in the case of detecting AI bugs. For example, to detect Memory
Leaks (CWE-401) bug listed in Table 3.6, the detector needs to perform analysis
inside _bsplmat() and catch the return value which is the root cause of this bug.

32
https://github.com/tensorflow/tensorflow/commit/698bc996f7190f5cd836d48d29b8c1b3ddcd37c2
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3.5.2 Implication for Improving Cppcheck

Cppcheck is the most effective static checker for detecting real-world bugs. However,
it still lacks a plethora of weaknesses. Cppcheck may be extended in two ways, as
discussed in the subsections below.

Support AI Framework-Specific Constructs: To extend Cppcheck, the develop-
ers should handle any AI framework-specific constructs or macros within the backend
implementation. This may involve extending Cppcheck’s macro handling capabilities
or creating additional checks to handle these constructs effectively.
Extend the Control Flow Graph: The control flow graph analysis in Cppcheck
is very limited, with the following assumptions: all source code statements can be
accessed, and the state checkers in the if conditions are always either true or false.
As a result, a more advanced control flow graph is required to be able to detect
sophisticated bugs in AI frameworks.

3.5.3 Implication for Improving Infer

Improve Buffer Overrun Checker: While Infer’s buffer overrun checker can
detect typical buffer overflow patterns, it may not cover all conceivable variations and
attacker approaches in AI frameworks. The tool may miss sophisticated or unique
exploitation methods explained in RQ3.
Isolate Checkers: To begin with, the rules for identifying integer overflow in
Infer are still in an experimental stage and lack sensitivity to function arguments.
Additionally, Infer’s dependency on buffer overrun rules to detect integer overflow
introduces a limitation. These buffer overrun rules themselves tend to generate a
significant number of false alarms, which consequently raises the false alarm rate for
identifying integer overflow bugs. Given the intricate nature of the bug pattern for
integer overflow in AI frameworks [8], it becomes crucial for developers to separate
the buffer overrun checkers from the scope of integer overflow.

3.5.4 Implication for Improving Clang static analyzer

Extend the Checker for Null Pointer Dereference: Clang static analyzer uses
its internal checker core.NullDereference (C, C++, ObjC) to detect null pointer
dereference bugs in C, C++, and Objective C programs. The checker works well if
function arguments take pointer parameters. If the code attempts to dereference the
pointer without checking if it is null, it marks it as buggy. However, in terms of AI
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frameworks, null pointer dereference has more sophisticated patterns. For example,
in this commit from the TensorFlow library33, the developer has removed:

int64 id = ctx->session_state()->GetNewId();

Since session_state() is prone to having a null value which results in denial of
service via a null pointer dereference. The developers should increase the null pointer
checker to cover more corner cases in terms of code elements that may have null
values.

3.6 Threats to Validity

As is the case with every empirical research, there are a few factors that call into
question the reliability of the inferences we have taken from our data. One of the
major limitations is the choice of AI frameworks and static analysis tools. To protect
ourselves against this risk, we have chosen four extensively used AI frameworks,
each of which focuses on a different facet of AI development. All AI frameworks are
open-source projects that are always being developed and improved upon. Regarding
the selection of static analysis tools, our major focus is on static detectors that are
openly available to the public and are in the process of being developed right now.
We used widely used and popular detectors which have been cited by many previous
studies in the field of bug detection [22, 159, 160].

Another possible threat to this chapter is the mapping technique [33] used to find
potential vulnerable candidates. The approach we used in the chapter is subject to
coincidental matches. for example, the assumption is that if the line number produced
in warnings overlaps with the modified lines in a bug-fixing commit, the program will
automatically recognize the warning as a candidate for the bug. This is not true in
practice since the reported warning may not be connected to the actual bug in the
commit, or the changed line may be refactoring the code and does not represent the
bug being fixed. The ultimate determination of whether a warning relates to a bug is
made by two authors involved in manual inspection and is therefore subjective. To
mitigate this risk, both authors reviewed every possibility for an identified bug when
there is no clear evidence.

In this chapter, we rely on the assumption that a source code before a bug fix is
a vulnerable source code, and the source code after the fix is considered as the bug
is fixed. One may apply static analysis tools to source code after the fix and find
multiple bugs. As a result, this assumption serves as the foundation for this chapter’s

33
https://github.com/tensorflow/tensorflow/commit/9a133d73ae4b4664d22bd1aa6d654fec13c52ee1
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goal of determining how many real-world bugs the tools identify at the moment of
committing modifications.

3.7 Related Work

3.7.1 Bug Detection

There have been numerous studies focused on bug detection in the literature [18, 26,
22, 160, 159, 136]. Cao et al. [18] proposed a deep learning-based bug detection model
to detect memory-related statements on their manually curated dataset extracted
from 11 projects developed in C/C++. Their proposed model can model structural
information which allows the detection of semantic bugs. Their experiments indicate
that the proposed model is superior compared to cutting-edge models as well as static
analysis tools. Li et al. [26] developed SySeVR, a deep learning-based bug detector
in which syntactic and semantic information contained in source codes are merged as
a rich input representation and supplied into the model. They think that this unique
representation discovers subtle weaknesses in the source code.

3.7.2 Studies on Static Detection Techniques

Habib and Pradel [33] investigated the static analyzers including Infer, ErrorProne,
and SpotBugs to determine what percentage of Defect4j’s total bugs can be located
using the aforementioned tools. The authors utilized both the code diff and the
bug report mapping approaches. Tomassi [163] They carry out a study in which
they examine the similarities and differences between ErrorProne and SpotBugs to
determine the total number of bugs that are discovered in a sample of 320 BugSWARM
artifacts. SpotBugs was only able to locate a single bug, as the author discovered.
Rutar et al. [164] analyzed a small suite of programs with several different static
analyzers, including PMD, FindBugs, JLint, Bandera, and ESC/Java 2. The authors
present a taxonomy of bugs discovered by each tool, demonstrating that none of the
tools can be considered to be more comprehensive than the others. Runtime as well
as the total number of warnings generated are the primary focuses of this study. Lipp
et al. [35] argued that there are two main limitations to the datasets used for testing
static analysis tools. Firstly, the datasets do not accurately represent real-world
code and cannot identify new and complex bug patterns. Secondly, the datasets do
not classify bugs based on the Common Weakness Enumeration (CWE) mapping.
Hence, they attempted to overcome these limitations by testing static analysis tools
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on real-world datasets that were collected from CVE records of 27 different projects,
totaling 1.15 million lines of code.

Static analysis tools often produce a large number of false alarm warnings which
makes manual inspection problematic. To remove such false alarms, Several different
approaches to the detection of bugs have been taken up by the industry. Bessey
et al. [165] share their insights gained from the process of bringing static analysis
tools to the market in their paper. Ayewah et al. [141, 166] discussed the lessons
learned via applying FindBug on Google’s codebase in which numerous engineers
involved through thousands of FindBugs generated warnings, and addressed them by
either fixing them or filing reports. They found that most issues were highlighted
for fixing, but only a few of them were causing significant problems in production.
Understanding real-world bugs is a crucial first step in enhancing bug detection.
Several studies have taken different types of bugs into account, such as those in
the Linux kernel [167], bugs in concurrency [168], and bugs in correctness [169] and
performance [170] in JavaScript.

Our work is very different from the studies that have been done before [35, 33,
163, 34]. In previous studies, the primary focus has been on the automatic static
detection of general bugs in traditional software projects. On the other hand, the
primary focus of this chapter is on the automatic detection of bugs in widely used AI
projects. For example, Integer Overflow (CWE-190) is a major bug in AI frameworks
as found in [8]. A further distinction lies in the fact that the focus of our work is on
the more recent and advanced generation of static analysis tools specifically designed
to detect bugs in projects written in C/C++.

3.8 Conclusion

This chapter addresses the critical task of automatic detection of bugs in AI frame-
works. The study analyzes the effectiveness of five popular and widely used static
analysis tools, namely Flawfinder, RATS, Cppcheck, Facebook Infer, and Clang static
analyzer, on a curated dataset of bugs gathered from four popular AI frameworks.
The research categorizes these tools’ capabilities, highlighting their strengths and
weaknesses in detecting bugs. The study reveals that Flawfinder and RATS are the
most effective static checkers for finding bugs in AI frameworks. However, the overall
findings show that the tools detect only a negligible amount of bugs, accounting for
5/410 (0.01%) of known bugs. Based on these observations, the chapter also identifies
and discusses opportunities to make the tools more effective and practical.
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Chapter 4

Benchmarking Deep Learning
Fuzzers

4.1 Introduction

In recent years, fuzz testing [36, 37, 38, 39, 40, 41, 42, 43], which detects bugs via
generating malformed inputs, has been adopted to test DL libraries [44, 45, 46]. For
example, FreeFuzz [44] is the first API-level DL fuzzer proposed to generate random
inputs with various mutation strategies. Later, Xie et al. [45] proposed DocTer,
which first extracts DL-specific input constraints from the documentation of DL
APIs. Then the extracted constraints are used to generate valid and invalid inputs to
test DL APIs. Along this line, DeepRel [46] extends FreeFuzz by using test inputs
from one API to test other semantically related APIs. ACETest proposed by Shi
et al. [171] automatically extracts input validation constraints from DL operators’
code to generate valid, diverse test cases for bug detection. NablaFuzz [172] is the
first fuzzing tool that uses the notion of Automatic Differentiation (AD) to expose
bugs in DL libraries. TitanFuzz [47] is the first study to leverage the power of
Large Language Models (LLMs) [173, 174, 175] to generate custom inputs for testing
DL APIs. FuzzGPT [48] extended TitanFuzz by including unusual open-source
LLM-generated programs to guide the generation of test input.

Although these tools have been demonstrated to be effective in detecting bugs
in DL libraries and outperforming their prior work in finding more or different
bugs, there remains a gap between the evaluated results and the tools’ practical
effectiveness. Specifically, previous lines of research failed to comprehensively evaluate
the effectiveness of tools, the scope of bug detection, and their limitations against
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bugs in the ground truth DL library [44, 45, 46, 47, 48]. This leaves an unanswered
question: How effectively and thoroughly can these DL fuzzers find bugs in practice?

To our knowledge, there is no study in the literature to evaluate DL fuzzers for
detecting real-world bugs based on an extensive ground-truth bug dataset. In this
chapter, we conduct the first extensive empirical study to benchmark seven state-of-
the-art (SOTA) DL fuzzers, including FreeFuzz [44], DeepRel [46], NablaFuzz [172],
DocTer [45], ACETest [171], TitanFuzz [47], and FuzzGPT [48], against real-world
bugs from two most popular and open-source DL libraries (TensorFlow and PyTorch).
Specifically, we initially mined GitHub bugs using a keyword matching approach [122,
55, 56] from TensorFlow and PyTorch repositories reported between December 2020
and August 2024. Since keyword-matching may introduce false positives, we conduct
a manual analysis process to verify each collected bug and filter out non-applicable
bugs, i.e., bugs that cannot be triggered by malformed inputs. For each bug, we
further extract its triggering APIs, which will be the target of fuzz testing tools.
Consequently, we collected 517 real-world DL bugs from 379 unique issues from
PyTorch and 138 issues from TensorFlow. Next, we rigorously apply the subject DL
fuzzers by following their instructions on the collected real-world bugs to evaluate
their effectiveness in detecting ground-truth bugs in our benchmark dataset.

Our analysis profiles the cost, effectiveness, and efficiency of each DL fuzzer from
the following three aspects: the total CPU hours it takes to run (i.e., cost), the
number of real-world bugs that it detects (i.e., effectiveness), and the average number
of test cases it generates (i.e., efficiency). Finally, we present a detailed quantitative
and qualitative analysis of bugs detected by each DL fuzzer, and we further check
these fuzzers’ implementations to identify the challenges they face and the factors
that affect their bug detection abilities. In this work, we investigate the following
research questions:

RQ1: What are the characteristics of extracted real-world DL bugs?

RQ2: How effectively and thoroughly can SOTA DL fuzzers detect real-world DL
bugs?

RQ3: What are the characteristics of detected DL bugs?

RQ4: What are the reasons for fuzzers to miss a bug?
Overall, we find that these fuzzers did not detect a large number of real-world

bugs in our benchmark dataset, that is, they only detected 6.5% (34 out of 517 bugs).
We observe that Check Failed and Runtime Error are the most frequent bug types in
PyTorch and TensorFlow libraries. Additionally, we find that ACETest demonstrates
superior bug detection effectiveness along all fuzzers. Finally, we discuss implications
that can improve DL fuzzers by analyzing the root cause of bugs that cannot be
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detected by these fuzzers. In general, this work complements previous studies on DL
fuzzers with an extensive evaluation and provides a reference for future DL fuzzing
studies. this chapter makes the following contributions:

• We conduct the first empirical study to evaluate state-of-the-art DL fuzzers
against real-world DL bugs, providing a complementary perspective on prior
studies regarding the comparison among DL fuzzers.

• We create the first benchmarking dataset for evaluating DL fuzzers rigorously,
which includes 517 reproducible bugs from TensorFlow and PyTorch that are
theoretically detectable by fuzz testing techniques.

• We conduct an in-depth quantitative and qualitative evaluation of DL fuzzers
and present findings regarding the cost, effectiveness, and efficiency of the
subject DL fuzzers.

• We release the dataset and source code of our experiments to help other
researchers replicate and extend our study34.

The remainder of this chapter is organized as follows. Section 4.2 describes the
methodology of our approach. Section 4.3 and Section 4.4 show the experimental setup
and the evaluation results, respectively. Section 4.5 discusses the implications for
improving the subject DL fuzzers. Section 4.6 surveys the related studies. Section 4.7
presents the threats to the validity of this work. Section 4.8 concludes this chapter.

4.2 Approach

In this section, we present our approach, shown in Figure 6.3, to constructing a
benchmark dataset and evaluating the effectiveness of DL fuzzers. We first explain
the process of selecting DL fuzzers for our benchmark analysis (Section 4.2.1). We
then discuss the selection of subject DL libraries (Section 4.2.2). Subsequently, we
discuss the data collection and filtering steps, including automatic filtering and manual
analysis (Section 4.2.3).

34https://github.com/dmc1778/Benchmarking-DL-Fuzzers
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Figure 4.1: Overview of dataset construction and evaluation of DL fuzzers.

4.2.1 Selection of DL fuzzers

The focus of our research is to evaluate recent SOTA DL fuzzers, i.e., FreeFuzz
[44], DeepRel [46], NablaFuzz [172], DocTer [45], ACETest [171], TitanFuzz [47],
and FuzzGPT [48], which are currently being developed and available to the public.
Although multiple fuzzing tools have been proposed in both academia [176, 177, 178,
179, 180] and industry [39, 40, 181], in this chapter, we pay particular attention
to fuzzers that focus on DL libraries Python client APIs. There are a couple of
reasons behind this decision. First, DL libraries are commonly used via their Python
APIs from the front end, while the actual computations are performed in the DL
backend (which is mainly developed in C/C++). While some general fuzzers use
C/C++ APIs for fuzzing, testing DL libraries in their typical usage (i.e., via Python
APIs) is the most effective way to detect important bugs for users. Second, DL
libraries differ significantly from traditional software systems [103, 55] primarily due
to their use of tensors–a unique data structure in which all computations occur at
the tensor level and their non-deterministic program behavior. We chose to focus on
DL fuzzers because they can simulate the tensor data structure for fuzzing, whereas
general fuzzers can only model preemptive data structures. While we acknowledge
the contributions of model-level fuzzers such as Muffin [182], the focus of this chapter
is on benchmarking fuzzers that operate at the API level. These fuzzers are designed
to identify bugs within API calls and their associated behaviors, rather than focusing
on neural architectures or model design, which is the focus of model-level fuzzers
like Muffin. Including both would extend the scope beyond the targeted domain of
our current research. However, we have mentioned model-level fuzzing as a related
but distinct area of research in the related work section of the chapter. Please note
that we also exclude DL compiler testing tools [183, 184, 185, 186] since they focus
on completely different subject programs, that is, they test DL compilers such as
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TVM [78], TensorRT [76], and ONNXRuntime [77]. In contrast, our emphasis is on
DL libraries, such as TensorFlow and PyTorch.

Table 4.1: Characteristics of DL fuzzers used in this chapter.
Fuzzer

Mutation Strategy Test Oracles

Boundary-input Shape mutation Value/Type mutation Prefix Suffix Method Crash CPU/GPU Performance Relational API Backward/Forward Differentiation

FreeFuzz Random ✓ ✓ × × × ✓ ✓ ✓ × ×
DeepRel Random ✓ ✓ × × × ✓ × × ✓ ×
NablaFuzz Random ✓ ✓ × × × ✓ ✓ × × ✓
DocTer Rule-based ✓ ✓ × × × ✓ × × × ×
ACETest Random ✓ ✓ × × × ✓ ✓ × × ×
TitanFuzz Random ✓ ✓ ✓ ✓ ✓ ✓ ✓ × ✓ ×
FuzzGPT History-Based ✓ ✓ × × × ✓ ✓ × ✓ ✓

Table 4.1 outlines the key characteristics of the three fuzzers analyzed in this
chapter. We performed a manual analysis of the implementation and documentation
of each fuzzing tool to assess its capabilities and limitations. We characterize DL
fuzzers mainly based on their mutation strategies and types of test oracles. This
comprehensive analysis allows us to compare the effectiveness of each fuzzer.
FreeFuzz [44] is an API-level fuzz testing tool that performs test case generation
using random value and type mutation. It also supports random boundary input
values to generate test cases that find edge cases in DL libraries. FreeFuzz uses three
types of oracles: CRASH, CPU/GPU, and performance.
DeepRel [46] extends FreeFuzz by using test inputs from an API to test other
semantically related APIs that share similar input parameters. It hypothesizes that
APIs with similar input parameters can share input specifications.

Its major difference when compared to FreeFuzz are test oracles where DeepRel
compares two semantically related APIs in terms of equivalence value and equivalence
status.
NablaFuzz [172] is an API-level fuzzer designed to test DL APIs both with and
without Automatic Differentiation (AD), that is, AD partitions a program into a
series of basic operations (primitives) possessing known derivatives, which can be
utilized through the chain rule [187, 188].

NablaFuzz utilizes two AD modes for gradient calculation: reverse mode AD
calculation and forward mode AD calculation. Additionally, NablaFuzz incorporates
Numerical Differentiation (ND). In terms of fuzzing, NablaFuzz leverages the previous
DL fuzzer, FreeFuzz [44], for the collection of input samples and fuzzing operations
of test input (using the same mutation strategies).
DocTer [45] is a fuzzing tool that uses two major techniques for testing DL APIs:
DL-specific constraint extraction and DL-specific input generation. Initially, DocTer
extracts input constraints specific to DL libraries from API documentation. It
generates rules from syntactic patterns found in API descriptions and applies them
to a large number of API documents in popular DL libraries to extract their input
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parameter constraints. The constraints are then used to guide its fuzzer to generate
conform, violate, and boundary inputs to DL APIs.
ACETest [171] is a DL fuzzer designed to automatically extract input validation
constraints for testing DL operators. ACETest identifies input validation code in
DL operators, extracts relevant constraints, and generates test cases accordingly.
The constraint models ACETest covers include arguments of type tensor, list, string,
integer, float, and boolean. For tensor arguments, it models the data type, number
of dimensions, total number of elements, and the shape of the tensor. ACETest
employs a probabilistic technique to generate extreme edge cases with a probability
of p. Similar to Docter, ACETest only supports crash oracle meaning it only detects
bugs that break the Python interpreter.
TitanFuzz [47] is one of the most recent DL fuzzers, that harnesses the power
of LLMs [189, 190] for conducting API-level fuzzing on TensorFlow and PyTorch
libraries. As shown in Table 4.1, TitanFuzz goes beyond supporting shape and
value/type mutation; it extends its capabilities to include mutation in additional code
regions. Specifically, it performs mutations in the line preceding the API call sites
(prefixes), the line following the API call site (suffixes), and even the mutation of
method names (Method).
FuzzGPT [48] is the extension of TitanFuzz, it uses historical bug data collected from
the open source to guide their fuzzer generator with LLMs. FuzzGPT initially extracts
bug reports from DL library repositories to gather historical code snippets triggering
bugs. FuzzGPT then focuses on specific DL library APIs, requiring corresponding
buggy API labels for each code snippet.

4.2.2 DL Libraries Selection

In this study, we chose TensorFlow [71] and PyTorch [187] as our subjects, which have
been widely used in the literature [191, 192, 18, 193], for a couple of reasons. These
libraries have been widely used in various application domains in both academia and
industry [81, 100, 194, 102, 103, 104, 105, 88, 106, 107]. Their widespread adoption
ensures that any bugs detected and addressed in these libraries have significant
implications for a large portion of the deep-learning community. Secondly, TensorFlow
and PyTorch are open-source frameworks, providing transparency and accessibility
to their codebases. This openness allows us to conduct comprehensive bug analysis
and evaluation of the subject fuzzing tools in this chapter, as we have access to the
source code, bug reports, and community discussions.
Collection of Real-World DL Bugs: This study aims to evaluate the effectiveness
of seven state-of-the-art DL fuzzers in practice. To this end, it is essential to collect a
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set of real-world bugs. In this chapter, we use the term bug in a general sense to refer
to any kind of software defect, including security vulnerabilities, logical bugs, and
performance bugs. We begin by collecting bugs from the TensorFlow and PyTorch
GitHub repositories. GitHub repositories are reliable sources for identifying bugs,
as users frequently report them through issues. In addition to collecting bugs from
GitHub issues, we extracted bug records from commit messages referencing linked
issues, if possible. This approach was chosen to improve the likelihood of finding
more buggy APIs, making our dataset more comprehensive.

We gather GitHub issues and commits, including those labeled with bug or bug-fix
as well as those without a bug label. We considered the tags that have a high chance of
indicating bugs, such as: type: bug, topic: bug fixes, module: edge cases, module: error
checking, triaged, module: correctness (silent), high priority, bug, module: memory
usage, module: int overflow, module: safe resize, module: NaNs and Infs, module:
assert failure, module: crash, topic: bug fixes, etc.

This approach accounts for issues and commits that may not be explicitly tagged
as bugs but are actual bug cases. We then automatically analyze the issue title, body,
comments, commit message, and code changes, searching for bug-related keywords
based on insights from existing empirical studies [56, 55, 195, 111, 122]. Specifically,
the following shows an excerpt of keywords we use for data collection 35:

Security Vulnerabilities: buffer overflow, integer overflow, cross-site scripting,
remote code execution, memory leak, race condition, heap buffer overflow, null pointer
dereference. Logical Errors: wrong result, unexpected output, incorrect calculation,
inconsistent behavior, unexpected behavior, incorrect logic, wrong calculation, logic
error. Performance Errors: slow, high CPU usage, high memory usage, poor
performance, slow response time, performance bottleneck, performance optimization,
resource usage.

The reason behind using a keyword-based approach for filtering irrelevant issues
is threefold. Firstly, it is an alignment with prior studies, as many existing empirical
studies adopted a keyword-based approach for data collection [56, 55, 195, 111, 122].
Second, keywords are specific terms directly related to bug-related issues, improving
the precision of issue retrieval [196]. Fortunately, PyTorch and TensorFlow have
very strict policies for opening issues in their GitHub repositories. This increases the
chance of finding more relevant issues using the keyword-based approach. Ultimately,
keywords are selected based on common bug patterns or issues that developers
typically report. This approach helps in capturing relevant and recurring bugs. At

35Please note that we do not include all security keywords in the manuscript due to brevity. We
list all keywords in the GitHub repository of this chapter.
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the end of this automated process, 11,141 issues from PyTorch and 3,009 commits
from TensorFlow were collected for our manual validation (shown in Table 4.2).

Please note that the reason behind the unbalanced amount of collected data is
that PyTorch has more reported issues/commits than TensorFlow. Please note that
CVE records were not included in our benchmark dataset. Concerning PyTorch,
developers typically do not report bugs in the CVE repository36. In the case of
TensorFlow, although bug reports exist, we chose not to incorporate them for two
main reasons. Firstly, CVE reports are not up-to-date compared to issues reported
in the TensorFlow GitHub repository. This disparity is crucial, particularly given
the evolving complexity of bug patterns in the TensorFlow library [197]. Ensuring
a more current dataset is essential for robust testing of DL libraries. Secondly, the
TensorFlow GitHub repository serves as the most suitable and accessible channel to
report bugs within the TensorFlow community. It is worth noting that, frequently,
CVE reports originate from issue reports within TensorFlow.

While the automatic mining of GitHub repositories proved efficient in gathering a
substantial number of issues, it also led to the inclusion of numerous unrelated or
non-bug-related issues and commits. To ensure the integrity of our manual analysis
and focus solely on potential bugs, we chose to manually analyze the collected
issues gathered from TensorFlow and PyTorch repositories. This detailed manual
analysis helped us identify and validate actual bugs effectively. Please note that we
exhaustively compared all reported issues in the replication packages of DL fuzzers
with our collected benchmark data to check whether they match and remove any
potential bias from our experiments and results. This stage resulted in 11,141 issues
and 3,009 commits as shown in Table 4.2.

4.2.3 Manual Validation to Create Our Benchmark Dataset

Manual Analysis Criteria: Once we have automatically collected related records
based on bug-related keywords from the TensorFlow and PyTorch GitHub repository,
we perform manual analysis to filter false positive instances. The following are the
different scopes of bugs that we used to guide our manual analysis:

Security Vulnerability: A security vulnerability or weakness is a flaw in
DL libraries that external attackers can exploit to take control of the running DL
application [198, 55, 56]. Performance Bug: Performance bugs [199] such as memory
leak happens often during DL application development. For example, passing specific
data types to Datapipe or dataset-related API can cause a memory leak issue 37.

36https://github.com/pytorch/pytorch/security
37https://github.com/pytorch/pytorch/issues/103581
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Logical Bug: A logical bug [126] in a DL library refers to an error in the DL
application code that results in incorrect functionality or inconsistent output of DL
APIs. For example, one API call (with the same input) has two different outputs
under CPU and GPU implementation.

For each issue/commit, we examined the commit message and code change, issue
title, body, comments, and linked PRs to determine whether the bug is detectable by
fuzzing-based approaches, i.e., it can be triggered by malformed inputs. We exclude
the following types of unrelated issues:

• Bugs require devices other than GPUs and CPU38.

• Bugs that are related to building and library updates.

• Bugs in the backend, no high-level APIs are involved for triggering these bugs.

• Bugs in external libraries such as torchvision, torchaudio, transformers, etc.39.

For each collected bug, we collected the following information: affected release
(the release in which the bugs can be replicated), bug symptom, symptom category,
how to trigger the bug from DL fuzzers perspective, the log message, and the buggy
API. In our experiments, we randomly chose one affected release that had not yet
been patched. Users may report numerous releases affected by the bug, but we opt
to consider only one affected release per bug when running the fuzzers. The manual
analysis required approximately 185 person-hours for PyTorch and 50 person-hours
for TensorFlow to complete. This stage resulted in 559 records, 410 for PyTorch and
149 for TensorFlow. In the next stage, we conduct a manual analysis procedure to
create taxonomies of trigger mechanisms.

Please note that we manually analyzed the reported bugs of the tools available in
their replication packages. Fortunately, none of the issues or commits in our curated
data overlap with those studied in other DL fuzzers, except for a couple of issues
overlapping with ACETest. In our manual review of true detected bugs, we excluded
these overlapping issues from the ACETest evaluation. No overlap was found for all
other DL fuzzers. While the tools report hundreds of bugs, not all of them are relevant
to our subject releases, specifically PyTorch 2.0.0, 2.0.1, 2.1.0, and TensorFlow 2.11.0,
2.12.0, 2.13.0, 2.14.0. Many bugs in our dataset reflect real-world challenges in DL

38Kindly be informed that our machine is limited to CPU and CUDA capabilities only. Conse-
quently, we filtered out bugs that necessitate different hardware platforms for replication, focusing
on issues compatible with our available hardware configurations.

39If the issue is merely from the external libraries, we filter them. However, there are some bugs
due to the usage of DL APIs with external libraries, we also include them in our benchmark dataset.
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application development, whereas the bugs reported by the studied DL fuzzers have
a more limited scope. This is why the high number of bugs reported by the fuzzers is
not necessarily a good indicator of their effectiveness in real-world bug detection. For
instance, many of the fuzzers’ reported bugs are identified by calling individual APIs
within test cases that have a limited input space. In contrast, the bugs in our dataset
often involve more complex tensor operations, system-level API calls, and varied API
usage.
Manual Analysis Procedure for Taxonomy Creation: Before starting the
taxonomy creation, the authors started by thoroughly reading and understanding
a representative sample of our data. Once the authors became familiar with the
data, they started the taxonomy creation in two rounds. Round 1: Three authors
reviewed PyTorch and TensorFlow and collected GitHub bugs. The authors extracted
multiple pieces of information from each bug, i.e., the buggy API, affected release,
CUDA version (if the issue is tested under CUDA), the impact or the symptom of
the bug (log message or stack traces), whether the bug relates to tensor calculation,
how the bug can be triggered, and bug description if necessary. The authors adopted
an incremental approach to build the taxonomies. The authors first create a broad
initial taxonomy that serves as a starting framework. The authors code a small batch
of data using the preliminary categories. After coding, we review categories and
sub-categories to identify overlaps, redundancies, or ambiguities, and refine them.
The authors then code another small batch of data, applying the refined taxonomy.
After the authors create taxonomies, they periodically step back to look at the entire
taxonomy and assess whether it captures all significant insights from the data. Please
note that the authors mark disagreements during the taxonomy creation. Round 2:
In this round, authors started reviewing the taxonomies to resolve the disagreements.
The disagreements were resolved by group discussions. In case of records where the
disagreement could not be resolved, a senior involved offered an objective perspective
and mediated the discussion. We continued these rounds until all disagreements were
resolved.

4.3 Experiment Setup

4.3.1 Experiment Data

Table 4.2 shows the number of collected bugs and unique APIs in our benchmark.
The total number of bugs (# Bugs) we could get after our manual analysis is 379 and
138 unique records for PyTorch and TensorFlow. Since the internal database of the

71



Table 4.3: Distribution of bug categories for each DL library.

Category PyTorch TensorFlow Total
Vulnerability 33 47 80
Logical Bug 352 91 443
Performance Bug 25 11 36
Total 410 149 559

Table 4.4: Statistics on the number of overlapping APIs for each DL fuzzer on PyTorch
and TensorFlow.

Tools
PyTorch TensorFlow

# Covered API # Analyzed APIs # Covered API # Analyzed APIs

FreeFuzz 1,071 114 1,902 68
DeepRel 1,071 114 1,902 68
NablaFuzz 1,071 114 1,902 68
DocTer 498 50 911 56
ACETest 485 35 872 24
TitanFuzz 1,329 158 2,215 106
FuzzGPT 1,377 158 2,309 106

fuzzers may not cover all APIs we collected, we consider overlapping APIs (shown in
Table 4.4), i.e., if a buggy DL API exists in the internal database of the target fuzzer.

Table 4.2: Characteristics of our benchmark dataset. The numbers separated by /
are shown GitHub issues/ and commits as two different sources in our dataset. The
numbers in parentheses show the total number of unique records. The final real-world
bug data are from PyTorch releases including 2.0.0, 2.0.1, 2.1.0, and TensorFlow
releases including 2.11.0, 2.12.0, 2.13.0, 2.14.0.

Library All Data Automatic Filtering # Real-World Bugs # Unique APIs
PyTorch 13k+/69K 9,666/1,723 410(379) 249
TensorFlow 1.6k+/159K 1,475/1,286 149(138) 130
Total - 11,141/3,009 559(517) 379
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4.3.2 Configuration for Running DL Fuzzers

To configure the subject DL Fuzzers, i.e., FreeFuzz, DeepRel, NablaFuzz, DocTer,
TitanFuzz, and FuzzGPT, we followed the provided instructions in the replication
documentation of each DL fuzzer. We run the subject DL Fuzzers on a machine
equipped with 30 CPU Cores, 214GB of RAM, and one RTX A6000, Ubuntu 22.04,
and Python 3.9 for different releases of PyTorch and TensorFlow. The time cost of
running each fuzzer is shown in Table 4.6.

We run the subject DL fuzzers on different releases of PyTorch (2.0.0, 2.0.1,
2.1.0) and TensorFlow (2.11.0, 2.12.0, 2.13.0, 2.14.0) as bugs in our benchmark
dataset cover multiple versions of TensorFlow and PyTorch. We created separate
conda environments for each version. Within each environment, we installed all the
necessary dependencies and ran the fuzzing tools across different versions. Each tool
was executed five times per version to ensure consistency and minimize any variability
in results. As for the seed inputs, we did not collect our seeds. Instead, we used the
seeds provided in the original replication packages of the fuzzers. We believe this
approach ensures a fair comparison and allows us to assess the performance of each
fuzzer based on the seeds used in their original studies.

4.3.3 Configuration of DL Fuzzers

In this chapter, we select seven state-of-the-art fuzzing tools, five conventional tools,
and two LLM-based tools.
FreeFuzz [44]: We configured FreeFuzz to run 1000 times per API with 60 seconds
of fuzzing budget. Regarding mutation strategies, we enabled all of the default and
supported strategies including value, type, and database mutation. Additionally, all
oracles including crash, cuda, and precision are enabled.
DeepRel [46]: We set the top k = 3 which denotes k semantically similar target
API to the source API that is under test. We also run DeepRel 1000 times for each
API. We set the fuzzing budget for DeepRel to 60 seconds.
NablaFuzz [172]: We run NablaFuzz 1000 times per API and set the device
parameter as GPU which considers GPU execution of DL APIs during test case
generation.
DocTer [45]: We run DocTer using the default replication package provided by the
authors which is available online. We run DocTer 1000 per each API. After carefully
studying the original paper, we find that conforming inputs are considered the best
configuration for test case generation. There is another mutation strategy which is
called violating inputs, however, the number of detected bugs by conforming inputs
is higher than violating inputs. We set the fuzzing budget of DocTer to 60 seconds.
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ACETest [171]: We run ACETest 1000 times per each API with 60 seconds of
fuzzing budget. We set p num to 24, max api error to 50, max sample error to 5.
TitanFuzz [47]: To run TitanFuzz, we configured the seed selection strategy to
fitness, the operator selection to ts, with a seed pool size of 10, and a batch size of 15.
The timeout (fuzzing budget) was set to 60 seconds, and we initialized the random
seed as 420.
FuzzGPT [48]: To run FuzzGPT, we employed the few-shot learning strategy,
setting k shot to 10, max length to 256, num generation to 100, batch size to 10,
and generation per prompt to 10. We configured the temperature to 0.8, max tokens
to 256, top p to 0.95, with both frequency penalty and presence penalty set to 0.0.
Additionally, the sleep seconds parameter was set to 30.

4.3.4 Evaluation Metrics

In this study, we use the following metrics to measure the effectiveness of the seven
DL fuzzers:
Number of Generated Test Cases: Is a typical metric to assess the effectiveness
of DL fuzzers. This metric counts the number of distinct test cases generated by
each fuzzer. We averaged the number of generated test cases over five iterations and
different releases of PyTorch and TensorFlow.
Number of True Bugs Detected: Determines the number of real-world bugs
discovered by a fuzzer. To calculate this metric, we iterated over the ground truth
bugs in the benchmark dataset and cross-referenced them with the log messages
generated by the fuzzers. We automated the process by matching the bug type
from the ground truth data with the corresponding log messages generated for each
test case. When a match was found, that log message was flagged as a potential
candidate, narrowing down the number of log messages requiring manual evaluation.
We conducted a final manual review for these potential log messages to ensure they
were true positives. Please see Section 4.4.2 for more details on our manual analysis.
Execution Time: Given the distinct implementations and design assumptions of
these tools, variations in execution times are expected. Consequently, we measure
their performance in terms of CPU hours.
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Figure 4.2: Top bug types in PyTorch library.
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Figure 4.3: Top bug types in TensorFlow library.

4.4 Results and Analysis

4.4.1 RQ1: Distribution of Bugs Types

Approach: In this RQ, we investigate the distribution of bug types in our benchmark
dataset. As the basic information of each bug has already been collected in our data
collection (Section 4.2.2), we directly analyze our bug dataset for answering this RQ.
We also show the number of bugs in our curated benchmark dataset reported on each
release of PyTorch and TensorFlow (shown in Table 4.5).
Result: Figure 5.5 and Figure 5.6 show the distribution of bug types in the PyTorch
and TensorFlow libraries, respectively. In the figures, the x-axis represents bug types,
and the y-axis shows the number of issues reported for each bug type. Before we
delve into analyzing the distribution of bug types, we first explain explanations for
each bug type. Runtime Error: Occurs during the execution of a program. These
could be due to issues such as memory allocation problems and invalid operations.
Inconsistent Results: Occurs where the DL library produces incorrect outputs
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based on the API reference documentation. Performance Bug: This Is an issue
that slows down the execution of DL operations, often due to resource bottlenecks.
Type Error: Is mainly caused by an operation on incompatible data types. For
example, a function may expect a tensor but receive a different type, causing a
failure. Segmentation Fault: Often is related to critical memory access violation
where the program tries to read or write outside its allocated memory, often leading
to crashes. Assertion Error: Occurs when a specified condition in the backend
code does not hold. Value Error: Occurs when a function receives an argument
of the correct type but an inappropriate value, such as a negative dimension size
for a tensor. Backend Compiler Faild: Occurs due to issues in the backend
compiler, which may be responsible for compiling model operations to run on specific
hardware. Unsupported Error: Errors are caused when an operation or feature
is not supported on the current hardware or configuration. Index Error: Occurs
when accessing an invalid index in arrays or tensors, such as an out-of-bounds access
attempt. Attribute Error: Occurs when the code tries to access an attribute
or method that does not exist for an object, likely due to incorrect use of library
objects. Graph Break: Interrupts the computational graph used in frameworks
that rely on symbolic execution. Floating Point Exception: Is related to invalid
floating-point operations, like division by zero or overflow in numerical calculations.
Buffer Overflow: This Is a type of memory-related issue where data exceeds the
allocated buffer size, potentially causing crashes. Name Error: Occurs due to
references to undefined variables or functions. Invalid Pointer: Occurs where an
invalid or null pointer is accessed, which can lead to segmentation faults or undefined
behavior in the DL application. Check Failed: Occurs when a specified condition in
the code is not met, resulting in the program raising an error and stopping execution.
This is often due to an assert or CHECK statement in TensorFlow’s C++ backend or
in Python code, where specific conditions are enforced to ensure TensorFlow functions
correctly. Check failures often help detect invalid states early. Invalid Argument
Error: Occurs when a TensorFlow API receives an argument that does not meet its
expected criteria (based on its reference documentation). This can include issues like
mismatched tensor shapes, incompatible data types, or out-of-range values. Integer
Overflow: Occurs when an operation attempts to create a numeric value outside the
range that a data type can represent. This can lead to unintended results or errors,
especially when handling large datasets, indices, or tensor shapes. Not Found Error:
Occurs when TensorFlow cannot locate a required resource, such as a file, model,
checkpoint, or operation. This error can stem from various issues, including missing
files, incorrect paths, or unavailable model components. Failed Precondition Error:
Generally indicates that an operation was attempted in an invalid state, often due
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Table 4.5: Number of bugs in our benchmark datasets. The numbers inside the
parenthesis show the percentage of bugs that relate to tensor calculation per release.

Library
PyTorch TensorFlow

2.0.0 2.0.1 2.1.0 2.11.0 2.12.0 2.13.0 2.14.0

# of bugs 146 (75.34%) 99 (78.78%) 165 (83.63%) 26 (76.92%) 34 (73.52%) 51 (88.23%) 38 (100.00%)

to unmet prerequisites. Common causes include uninitialized variables, improper
dependencies in data pipelines, or operations that require certain model components
(like checkpoints) that are unavailable or unprepared. Unbound Local Error:
Occurs when using a local variable before it has been assigned a value within the
same function.

The most common bug type in PyTorch is the Runtime Error, with a significantly
higher frequency than other categories, totaling 126 bugs. Inconsistent Result bugs
also appear frequently, with 110 occurrences. In contrast, categories like Name
Error and Invalid Pointer are much less common, each accounting for only one bug.
In TensorFlow, Inconsistent Result and Check Failed are the most prevalent bug
types, with 43 and 25 occurrences, respectively. The least frequent bugs are Runtime
Error and Unbound Local Error, with only 3 and 1 occurrences each. The results
indicate that Inconsistent Results is the most frequently encountered bug type across
both libraries. In PyTorch, the predominant bug is the Runtime Error, whereas in
TensorFlow, the most common issue is the Check Failed error. It is important to
note the distinction between these two types of errors: a Check Failed error crashes
the Python interpreter, leading to a complete termination of the program, while a
Runtime Error does not result in a crash of the interpreter. This difference in behavior
can have significant implications for debugging and error handling. Specifically, Check
Failed errors may require more immediate attention, as they disrupt the execution
flow entirely.

Table 4.5 shows the bug distribution on different releases of PyTorch and Tensor-
Flow. We also show the number of bugs related to tensor calculation. As shown in
the table, a large proportion of bugs in each release are related to tensor calculation,
showing the correctness of our curated benchmark dataset as the tensor calculation
is the core of DL libraries [195, 56, 200].
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Answer to RQ1: In the PyTorch library, Runtime Errors and Inconsistent
Results are the most common types of bugs, accounting for 126 and 110 occur-
rences, respectively. In contrast, in TensorFlow, Runtime Errors are among the
least common bug types, while Inconsistent Results and Check Failed are the
most frequently reported. Most bugs in our benchmark dataset are related to
the tensor calculation, confirming its validity.

4.4.2 RQ2: Effectiveness of Fuzzers

Approach: RQ2 focuses on evaluating and discussing the correctness and quality of
the generated test cases in connection with the ability of the studied DL fuzzers to
detect real-world bugs effectively. As a result, the approaches to address RQ2 are as
follows:
Step 1: Setup Execution Environments: We established multiple Anaconda
environments for the targeted releases of PyTorch or TensorFlow, incorporating
CUDA support and the necessary dependencies for the designated fuzzers. The
installation process followed the instructions provided in the respective DL fuzzer’s
manual, available within their replication package.
Step 2: Test Case Generation and Execution: With the Anaconda environments
prepared, we executed DL fuzzers on each specific environment corresponding to the
respective releases. The generated test cases were stored for subsequent execution.
It is important to note that test case generation and execution were conducted
as separate phases, primarily due to the limited computational resources of our
machine. This approach ensured sufficient availability of CUDA and main memory,
especially considering the substantial computational overhead associated with some
of the investigated fuzzers (refer to Table 4.6). For test execution, we developed
multiple Python and shell scripts to run the generated test cases in each environment
(the scripts are available in the replication package). Log messages of the test case
executions were captured for subsequent analysis.
Step 3: Test Case Summarization: In this step, we developed a set of scripts
that automatically categorize the test cases generated by each DL fuzzer (please see
Table 4.7) into one of seven categories. We provide descriptions for each category as
follows: Exception: This status indicates that the test case encountered an error
that was caught by the API under test, typically resulting in an error message but
not causing the entire system to crash. For example, an API might throw a Value
Error when given invalid input, but the program continues running. Please note
that Exception serves as an umbrella term encompassing various categories, including
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Error, Fail, Not Equal40. We grouped these categories under Exception because
all of them ultimately result in exceptions when test cases are run. This unified
label provides a general descriptor for all such categories, ensuring compatibility
across different DL fuzzers. For instance, while FreeFuzz and DeepRel support a
Fail category, TitanFuzz uses Exception. By adopting this universal category, we
standardize the test case statuses generated by each DL fuzzer. Crash: When a
test case crashes, it crashes the Python interpreter. This usually happens when
there is an unhandled error, a segmentation fault, or another severe issue that causes
the program to stop unexpectedly, often requiring a restart of the system or testing
environment. Syntax: The test case fails to run due to syntax errors, typically
indicating that there was an invalid structure in the test case. Syntax errors prevent
the code from running, as the language parser cannot interpret the code structure.
Out of Memory: This status occurs when the generated test case requires more
memory than is available on the system. This can be particularly common in DL
tests where large data structures or tensors are involved. The Python interpreter
stops or crashes due to insufficient memory allocation. Success: A successful test
case completes without errors, exceptions, or any other issues. Timeout: This
status happens when a test case takes longer to complete than a predefined time
limit(fuzzing budget), which may indicate an inefficiency or a potential infinite loop.
Hang: A hang is similar to a timeout but often implies that the program has become
unresponsive, possibly due to a deadlock or infinite loop, and is unable to proceed.
Unlike a timeout, which is based on duration, a hang may require manual intervention
to stop the test case.
Step 4: Bug Detection: To detect the bug detected by each DL fuzzer, we followed
a two-phase process. In the first phase, we developed an automated approach to filter
test cases that are potential bugs based on our ground truth data. In the second
phase, we manually investigated the filtered test cases based on a set of criteria.

In phase 1, we begin by filtering the ground truth database to include only APIs
that overlap between the buggy APIs and those supported by each DL fuzzer. We
then iterate through this filtered dataset and examine the log messages generated
by the tool under investigation. For each entry, we compare the log message from
the issue or commit description in the ground truth database with the log message
generated by the DL fuzzer. If a match is found, we flag the test case as a potential

40Not equal is specific to DeepRel and refers to cases where the output of two semantically
equivalent APIs are not equal with same input values. This can refer to inconsistencies in output
values—such as when both APIs are expected to produce positive outputs, but one outputs a
negative value while the other is positive—or inconsistencies in status, where one API produces an
exception while the other crashes.
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bug candidate. Once potential bugs are identified, we conduct a detailed analysis
of the log messages. Three authors jointly examine specific aspects of each case,
including the type of bug indicated in the log message, the body of the log message
itself, the input that triggered the bug in the issue or commits, the input generated
by the fuzzer, and the environment or settings under which the bug was replicated in
the issue or commit. Our automated test case filtering approach is not effective for
performance bugs, as log messages provide no direct evidence of such bugs occurring.
Additionally, TitanFuzz is the only fuzzer that supports performance bugs, specifically
by detecting hangs. Therefore, we manually reviewed test cases in this category to
identify those that match our ground truth performance bugs.

Result (Execution Time): Table 4.6 compares the average time costs (in CPU
hours) of running the subject DL fuzzers across different releases of PyTorch (2.0.0,
2.0.1, and 2.1.0) and TensorFlow (2.11.0 to 2.14.0), based on five iterations. FreeFuzz
demonstrates the lowest time cost with minimal variability, such as 0.49 ± 0.05
for PyTorch 2.0.0 and 0.31± 0.06 for TensorFlow 2.14.0. NablaFuzz, on the other
hand, incurs the highest cost, particularly for TensorFlow 2.14.0 (10.45± 1.80), with
significant variability. DeepRel and DocTer exhibit moderate costs, with DocTer
generally performing better on TensorFlow than PyTorch. TitanFuzz and FuzzGPT
show comparable time costs, with FuzzGPT slightly more efficient for TensorFlow
while remaining similar for PyTorch. ACETest performs efficiently for PyTorch but
incurs higher costs for TensorFlow, such as 2.17± 0.16 for TensorFlow 2.13.0.

The fuzzing time of each fuzzer is heavily influenced by its internal fuzzing
mechanism. For example, FreeFuzz stands out as the most efficient DL fuzzer due
to its straightforward mutation generation and test case execution process. It uses
instrumented parameter values for each target API and randomly selects a single
parameter and its corresponding values for mutation. This mutation is performed
using a small set of predefined corner case values, ensuring simplicity and speed.
Compared to FreeFuzz, DeepRel is the second most efficient DL fuzzer because
it has to calculate the semantic similarity between APIs and executes two APIs
with the same input simultaneously. Additionally, it uses a parameter K, which
determines the number of semantically similar target APIs to the source/target API
being tested NablaFuzz is the least efficient DL fuzzer because it performs both
backward and forward automatic differentiation for each API which requires a very
high computational overhead. Although it utilizes FreeFuzz’s mutation engine, its
differentiation engine significantly increases its time cost. DocTer and ACETest
exhibit almost similar time costs for fuzzing because their underlying design is similar
in terms of test case generation and execution. Both DocTer and ACETest perform
mutation operations based on a set of DL-specific API constraints. In the realm
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Table 4.6: Time cost of running each DL fuzzer averaged over 5 iterations (in terms
of CPU hours).

PyTorch TensorFlow

Tools 2.0.0 2.0.1 2.1.0 2.11.0 2.12.0 2.13.0 2.14.0
FreeFuzz 0.49± 0.05 0.50± 0.06 0.49± 0.04 0.31± 0.06 0.35± 0.03 0.32± 0.05 0.32± 0.02
DeepRel 1.50± 0.11 1.46± 0.09 1.49± 0.11 1.78± 0.39 1.89± 0.47 1.83± 0.36 1.68± 0.31
NablaFuzz 7.18± 3.32 7.17± 3.32 6.87± 3.13 6.84± 2.78 7.74± 3.55 7.69± 2.78 10.45± 1.80
DocTer 2.08± 0.20 2.06± 0.18 2.18± 0.06 1.35± 0.17 1.43± 0.15 1.34± 0.17 1.69± 0.09
ACETest 0.71± 0.02 0.72± 0.02 0.73± 0.02 2.10± 0.16 2.07± 0.05 2.17± 0.16 2.15± 0.15
TitanFuzz 5.46± 0.26 5.50± 0.29 5.60± 0.32 4.48± 0.29 4.51± 0.36 4.42± 0.31 4.66± 0.13
FuzzGPT 5.70± 0.07 5.56± 0.02 5.76± 0.01 2.62± 0.02 2.71± 0.03 2.69± 0.01 2.71± 0.007

of LLM-based DL fuzzers, TitanFuzz incurs higher time costs than traditional DL
fuzzers due to its evolutionary fuzzing approach. Similarly, FuzzGPT has a high time
cost because it performs multiple iterations of fuzzing operations per API.

Result (Test Case Generation): Table 4.7 presents statistics on test cases
generated across various releases of PyTorch (PT) and TensorFlow (TF), averaged
over five iterations. This table highlights that FuzzGPT, ACETest, FreeFuzz, and
NablaFuzz are the leading DL fuzzers, generating results across most categories
in both libraries. FreeFuzz stands out with high counts of Exception and Success
cases in both PT and TF, especially in TensorFlow, where it generates nearly 500K
Exceptions in PyTorch and 119,919 in TensorFlow. DocTer and ACETest also
report high exception counts, particularly in TensorFlow, with 265,022 and 214,027.4
exceptions, respectively. NablaFuzz, in contrast, yields lower exception counts, with
823.4 in PyTorch and 893.8 in TensorFlow. FuzzGPT generates exceptions in both
frameworks, though at lower levels (15,061.4 in PyTorch and 13,474.2 in TensorFlow)
compared to FreeFuzz and DocTer, a trend also seen with TitanFuzz. In terms of
crashes, NablaFuzz reports 229 in PyTorch but none in TensorFlow, while DocTer
identifies 742 crashes in TensorFlow and none in PyTorch. FuzzGPT is unique in
producing syntax errors, with 39,608.8 in PyTorch and 25,679.9 in TensorFlow. Out
of Memory (OOM) cases appear only for ACETest and FuzzGPT, with ACETest
recording 2,103 OOM cases in TensorFlow, suggesting its test generation occasionally
exceeds memory limits in this library. For successful test cases, FreeFuzz leads again
with the highest success rates, particularly in TensorFlow (556,916.4) and PyTorch
(259,364.6). NablaFuzz has notable success counts in PyTorch (93,693.2) but much
fewer in TensorFlow (1,130.8). FuzzGPT also achieves moderate success rates in both
frameworks, with 25,238.8 in PyTorch and 12,725.05 in TensorFlow. Timeouts are
seen with FreeFuzz, showing 97.4 in PyTorch and 21 in TensorFlow, while DocTer
experiences more frequent timeouts, with 1,805.4 in PyTorch and 709.4 in TensorFlow.
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TitanFuzz is the only tool reporting hangs, with 7.2 occurrences in PyTorch and none
in TensorFlow.

Result (Bug Detection): The result analysis in this research question is based
on Table 4.8 which shows the number of true bugs detected by DL fuzzers. In
this table, the first column shows the overall status categories of the generated test
cases. The rest of the columns show the statistics of each fuzzer in the PyTorch and
TensorFlow libraries.

Table 4.7: Statistics of the generated test cases averaged on 5 iterations and different
releases of PyTorch (PT) and TensorFlow (TF).

Status Categories
FreeFuzz DeepRel NablaFuzz DocTer ACETest TitanFuzz FuzzGPT

PT TF PT TF PT TF PT TF PT TF PT TF PT TF

Exception 490,421 119,919 45,543 26,050 823.4 893.8 232,161.8 265,022 130,963 214,027.4 7,063.6 2,408.6 15,061.4 13,474.2
Crash 25.2 30.4 - - 229 - - 742 464.4 883.8 - - 2.8 61.95
Syntax - - - - - - - - - - - - 39,608.8 25,679.9
OOM - - - - - - - - - 2,103 - - 88.2 26.85
Success 259,364.6 556,916.4 - - 93,693.2 1,130.8 - - - - 3,404 1,455 25,238.8 12,725.05
Timeout 97.4 21 - - - - 1,805.4 709.4 16.6 173 - - - -
Hang - - - - - - - - - - 7.2 - - -

Table 4.8: The number of true bugs detected by DL fuzzers.

Tools
PyTorch TensorFlow

2.0.0 2.0.1 2.1.0 2.11.0 2.12.0 2.13.0 2.14.0 Total

FreeFuzz 1 0 0 1 0 0 2 4
DeepRel 2 2 1 1 0 0 0 6
NablaFuzz - - - - - - - -
DocTer 0 0 0 0 1 0 0 1
ACETest 2 0 1 1 2 0 3 9
TitanFuzz 4 2 0 0 0 0 1 7
FuzzGPT 2 0 0 2 0 2 1 7

Table 4.8 demonstrates that ACETest, as a traditional DL fuzzer, surpasses other
tools in detecting true bugs. This impressive performance, however, comes with a
relatively high rate of exceptions and out-of-memory (OOM) errors compared to
other DL fuzzers. Both DeepRel and FreeFuzz emerge as the second most efficient
tools, performing well across multiple releases of PyTorch and TensorFlow.

FuzzGPT and TitanFuzz also rank as highly effective DL fuzzers in terms of bug
detection. However, this commendable bug detection performance is accompanied by
a relatively high rate of syntax errors for FuzzGPT and a higher exception rate for
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Table 4.9: Performance of DL fuzzer in detecting each category of bug type.

Tool Logical Bug Vulnerability Performance Bug
FreeFuzz 2 2 -
DeepRel 6 - -
NablaFuzz - - -
DocTer - 1 -
ACETest 2 7 -
TitanFuzz - 7 -
FuzzGPT 1 6 -
Total 11 23 -

both TitanFuzz and FuzzGPT in their test cases. This trade-off between bug detection
and exception or syntactically incorrect test cases suggests that while FuzzGPT and
TitanFuzz excel at identifying real-world bugs, they face challenges in generating valid
test cases. FuzzGPT appears to employ a sophisticated strategy by guiding its fuzzer
generator based on real-world bug patterns, allowing it to align test case generation
closely with known bug scenarios, thus enhancing its efficiency in detecting real-world
issues. In contrast, TitanFuzz relies on a set of in-place, location-fixed mutation
operators for fuzzing. These operators guide the fuzzer generator to create code
elements in predefined code locations based on the type of operator (see Table 4.1).
While this approach introduces diversity into the generated test cases, it may be less
effective at replicating specific real-world bug patterns. The use of broad mutation
operators can result in a fuzzing process that lacks the precision and targeted focus
achieved by FuzzGPT.

Answer to RQ2: ACETest excels among all subject DL fuzzers while suffering
from the generation of a large number of exception test cases. Using LLM-based
DL fuzzers is a Win huge, loss is tiny scenario where they showcase superior bug
detection effectiveness with fewer exception test cases compared to traditional
DL fuzzers.

4.4.3 RQ3: Characteristics of Detected Bug Types

Approach: To answer this research question, we manually verified the identified
bug types by each DL fuzzer, presenting a summary in Figure 4.4 and distribution
of each bug category in Table 4.9. More precisely, all three authors of this study
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simultaneously examined the log messages associated with the generated test cases
from each DL fuzzer across multiple releases. For each log message, the bug types are
compared with those within the log messages of actual bugs present in our benchmark
dataset for the corresponding releases.
Result: Table 4.9 presents the performance of the subject DL fuzzers in detecting
three categories of bugs: logical bugs, vulnerabilities, and performance bugs. Among
the tools evaluated, vulnerabilities were the most frequently detected, with a total of 23
instances identified across the subject DL fuzzers. Notably, ACETest and TitanFuzz
demonstrated strong performance in this category, detecting 7 vulnerabilities each,
followed by FuzzGPT with 6 detections. In contrast, logical bugs were detected less
frequently, with a total of 11 instances. DeepRel was the most effective in identifying
logical bugs, contributing 6 detections, while FreeFuzz and ACETest identified 2
each, and FuzzGPT detected only 1. No fuzzer was able to detect performance bugs,
indicating a gap in current DL fuzzer capabilities.

Figure 4.4 shows the summary of bug types detected by the subject DL fuzzers.
According to the depicted results, Runtime Error emerges as the most commonly
detected bug type among the studied DL fuzzers, totaling 10 instances. Following,
Check Failed and Type Error stands out as the second most frequently identified bug
types, accounting for 7 and 3 instances for each bug type, respectively. Assertion
Error, Zero Division Error, are the least detected bug types, each detecting only one
instance.

Answer to RQ3: The most frequently identified bug type among the studied
DL fuzzers is Runtime Error, with Check Failed and Type Error ranking as the
second most commonly detected bug types. Despite Inconsistent Result being
the second most frequent bug type in our benchmark dataset, DL fuzzers face
challenges in effectively detecting this complex bug type.

4.4.4 RQ4: Root Causes for Missing Bugs

Approach: To address this RQ, we conducted a comprehensive manual examination
of the implementation and documentation of the studied DL fuzzers. Our goal is to
gain insight into their fuzzing capabilities and bug detection mechanisms by examining
their mutation strategies and the support they provide for test oracles. Subsequently,
we checked the real-world bugs overlooked by these fuzzers and developed taxonomies
to categorize the underlying root causes. More specifically, our ground truth dataset
consists of real-world bugs reported in GitHub issues for TensorFlow and PyTorch,
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Figure 4.4: Distribution of detected bug types.

where at least one DL API is identified as the root cause of the bug. To evaluate the
fuzzers, we executed each tool to determine if it could replicate the bugs described in
these issues. Since the subject fuzzers do not cover every API in our dataset, we first
identified the overlap between the APIs in the ground truth data and those supported
by each fuzzer. We then executed the DL fuzzers on the matching APIs and marked
the issues each DL fuzzer detected. For this table, we excluded the detected issues
for each DL fuzzer to highlight the bugs they missed.

Result: Table 4.10 shows the summary of the root causes of the missing real-
world bugs. The first two columns show the overall broad categories as well as their
corresponding breakdowns. The remaining columns show the missing bugs of the
studied fuzzers over each DL library. We summarize the root causes into three high-
level categories, i.e., API Input Space, Test Case Context, Test Case Context+API
Input Space with the corresponding breakdowns. For each category, we categorized
the root causes which does not belong to any other category, as Others.
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Table 4.10: Summary of root causes of missing bugs of the subject DL fuzzers. These
root causes are summarised as trigger mechanisms where the fuzzers fail to detect
the bugs.

Category Bug Triggering Mechanisms
FreeFuzz DeepRel DocTer ACETest TitanFuzz FuzzGPT
PT TF PT TF PT TF PT TF PT TF PT TF

API Input Space Modeling Parameter Space 40 16 41 16 23 16 6 3 61 21 61 21
Large Input Tensor 6 4 6 6 2 3 6 3 9 7 9 7
Modeling Specific Data Types 16 15 16 15 9 11 6 1 19 16 19 16
Zero Integer Argument 3 1 3 2 - - - - 3 3 3 3
Empty Input Tensor 8 1 7 1 2 2 1 1 9 6 9 6
Large Integer Argument 2 4 1 4 - 2 - 2 2 6 2 5
Inputs with Incompatible Shapes 5 6 5 6 1 4 1 3 4 12 5 12
Large List Element - 5 - 5 - - - - - 3 - 3
Negative Input Tensor - 1 - 1 - 2 - - - 2 - 1
Negative Integer Argument 3 - 2 - 1 - 2 - 3 - 3 -
Others - 4 - 4 - 2 - - - 4 - 3

Test Case Context Modeling Multiple API Usage Pattern 16 - 15 - 6 2 4 3 20 7 20 6
Modeling Complex Tensor Operations and Layer Interactions 18 6 18 6 11 7 2 - 35 10 36 10
Modeling Complex Tensor Operations and Layer Interactions+Modeling Multiple API Usage Pattern 5 - 5 - 2 - - - 7 - 7 -
Model Tensor Execution on CUDA Devices 15 2 15 2 4 2 1 - 19 2 20 2
Oracle for Performance Bug Detection 8 3 8 3 9 2 2 - 18 5 18 5
Modeling Multiple API Usage Pattern+Modeling Compile/Eager Execution Mode 5 - 4 - 2 - - - 5 - 7 -
Modeling Complex Tensor Operations and Layer Interactions+Modeling Compile/Eager Execution Mode 4 - 4 - - - 3 - 4 - 4 -
Modeling Compile/Eager Execution Mode 4 5 4 4 - 5 1 5 7 11 7 11
Model XLA Compilation - 3 - 3 - 2 - - - 3 - 3
Supporting External Library API - - - - - - - - 1 - 1 -
Model XLA Compilation+Model Tensor Execution on CUDA Devices - 1 - 1 - 1 - - - 1 - 1
Others 1 - 1 - - - - - 2 - 2 -

Test Case Context+API Input Space Model XLA Compilation+Modeling Parameter Space - 1 - 1 - 1 - - - 1 - 1
Modeling Complex Tensor Operations and Layer Interactions+Modeling Parameter Space 8 - 8 - 11 - 2 - 19 - 19 -
Total 167 78 163 80 83 64 37 21 247 120 252 116

API Input Space: In this category, the most frequently missed bugs fall under the
following types: Modeling Parameter Space, Modeling Specific Data Types, and Inputs
with Incompatible Shapes. Figure 4.5 illustrates an example of a Runtime Error in the
PyTorch library that went undetected by the fuzzers due to their inability to model the
parameter space of the buggy API, torch.nn.Conv2d. As shown in the figure, the API
is defined and initialized with five parameters. According to the issue description 41,
setting the parameter padding mode is equal to circular causes a Runtime Error
due to a bug in the underlying API implementation, whereas padding mode is equal
to zero works correctly. The subject DL fuzzers struggled to replicate this bug.
After analyzing FreeFuzz and DeepRel, we observed that the issue stems from their
input collection process, which lacks support for the padding mode parameter values
necessary to replicate the error. Even if these fuzzers supported padding mode,
their mutation engines do not effectively explore alternative parameter values. For
example, if the seed value is padding mode="zeros", the fuzzers should understand
that padding mode can also take circular, the actual trigger for the bug.

TitanFuzz, in theory, should handle parameter space modeling with its muta-
tion operator, which supports input parameters for DL APIs. TitanFuzz uses two
types of argument-handling operators: one that mutates the entire argument space
to torch.nn.Conv2d(<SPAN>) to signal the generative model to generate seeds based
on the token, and another that signals its fuzzer to add tokens as additional param-
eters, like torch.nn.Conv2d(p1, p2, <SPAN>=<SPAN>). Therefore, theoretically,

41https://github.com/pytorch/pytorch/issues/104860
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TitanFuzz should be capable of detecting this bug. However, it missed it, likely due to
the non-deterministic nature of LLM-based tools in generating test cases. Similarly,
FuzzGPT theoretically has the potential to detect this bug since it leverages historical
bug knowledge to identify similar future issues. Please note that DocTer and ACETest
do not support this API, so we exclude them here.

Figure 4.6 illustrates an example of a NotFoundError in the TensorFlow library 42,
which was missed by the subject DL fuzzers due to their lack of support for modeling
specific data types when generating input tensors. As shown, two code snippets
call tf.truncatemod with input tensors of types half and bfloat16. The bug’s root cause
is that the CPU implementation of this API does not support these particular data
types. FreeFuzz and DeepRel both can model these data types, which trigger the bug
in this issue, but they failed to detect the bug due to limitations in their seed selection
mechanism. Using the default seed database provided in their replication packages,
which we used in this chapter, we observed that the seed quality is inconsistent,
preventing reliable bug replication. Upon investigating, we found that the test
cases generated by FreeFuzz and DeepRel did not accurately model inputs capable of
reproducing the bug, largely because of low-quality seeds. Although the tf.truncatemod
documentation clearly states that the input should be two tensors, the seed database
includes integer values as inputs, failing to meet the API’s requirements. This
instability in seed quality is the primary reason for the missed detection of this bug.

DocTer is also capable of modeling the data types that trigger this issue. However,
the primary reason it missed detecting this bug is due to its limited set of oracle
signals. Upon examining DocTer’s implementation, we found that it only recognizes
10 types of crash signals, including Abort, Bus Error, Floating Point Exception,
Illegal Instruction, Kill, Broken Pipe, Segmentation Fault, NaN, Division by Zero, and
System Exit. This bug does not match any of these crash signals and does not disrupt
the Python interpreter. In reviewing DocTer’s exception record list, we found the
replicated log for this test case, but it was not included in DocTer’s bug list, which
we consider a list of detected bugs. As a result, DocTer overlooked this bug, despite
recording the relevant log message.

TitanFuzz and FuzzGPT also failed to detect this bug. Through manual inves-
tigation of the generated test cases for the buggy API across all iterations, we find
that none of TitanFuzz’s and FuzzGPT’s generated test cases met the requirements
for replicating this bug. Specifically, the generated test cases did not model the data
types mentioned in the issue code during tensor creation. Additionally, many of the
test inputs lacked specified data types and were only generated as raw tensors.

42https://github.com/tensorflow/tensorflow/issues/62070
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Figure 4.5: An example of Runtime Error in PyTorch library missed by the subject
DL fuzzers. This bug should be triggered by Modeling Parameter Space.

Figure 4.6: An example of NotFoundError in TensorFlow library missed by the
subject DL fuzzers. This bug should be triggered by Modeling Specific Data Types
in tensor creation.

Figure 4.7 shows an example of a Check Failed error in the TensorFlow library 43,
caused by input tensors with incompatible shapes. According to the documentation
for tf.raw ops.BiasAdd, the dimension of the bias tensor must match the last dimension
of the value tensor. However, as shown, the code violates this condition, resulting in
a Check Failed error that ultimately crashes the Python interpreter. TitanFuzz and
FuzzGPT missed detecting this bug, despite their theoretical capability to generate
test cases for this API. TitanFuzz failed to detect this bug due to its limited mutation
operators; more comprehensive mutation operations are likely needed to simulate
shape mismatches effectively. FuzzGPT, on the other hand, lacked the specific
knowledge required to guide its fuzzer generator towards detecting mismatched shape
errors.

43https://github.com/tensorflow/tensorflow/issues/62146
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Figure 4.7: An example of Check Failed in TensorFlow library detected by ACETest
and missed by TitanFuzz and FuzzGPT. This bug should be triggered by generating
Inputs with Incompatible Shapes.

Figure 4.8: An example of Runtime Error in PyTorch library missed by the subject DL
fuzzers. This bug should be triggered by calling torch.nn.LSTM and torch.fun.jacrev.

Figure 4.9: An example of Assertion Error in PyTorch library missed by the
subject DL fuzzers. This bug should be triggered by calling torch.compile and
torch.nn.functional.interpolate together with the optional parameter of the mode set
to ”bilinear”.

Test Case Context: The root causes within this category pertain to various aspects
encompassing the content of the test case. These include intricacies related to execu-
tion models, the representation of external libraries in the test case, configurations of
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the testing environment embedded within the test case, and distinctive code patterns
that can inadvertently trigger bugs.
Modeling Multiple API Usage Patterns: While creating our benchmark data,
we find that certain bugs manifested as a result of invoking specific APIs consecutively
or adhering to particular usage patterns involving multiple API calls [55, 200]. Fig-
ure 4.8 shows an example of bug in PyTorch library44 where calling torch.nn.LSTM
and torch.func.jacrev together raise RuntimeError.

Among traditional DL fuzzers, FreeFuzz, DocTer, and ACETest incorporate
a single API within the generated test case, including input data. On the other
hand, DeepRel and NablaFuzz attempt to model multiple API usages. However,
it is worth noting that the complexity of the API usage they support is limited
and falls short of capturing intricate usage patterns. Specifically, DeepRel restricts
itself to incorporating semantically similar APIs using distance measures [201] (API
pairs that manifest identical functionality, e.g., torch.nn.AdaptiveAvgPool3d and
torch.nn.AdaptiveMaxPool3d in PyTorch). However, under this root cause category,
not all API pairs have semantic similarity in terms of functionality.

LLM-based fuzzers, i.e., TitanFuzz and FuzzGPT, also suffer the same issue.
Specifically, TitanFuzz utilizes mutation operators such as Suffix and Prefix to
instruct the LLM to generate code elements at already-specified locations in the test
case body. However, it is important to note that these operators, while versatile,
do not guarantee that LLM will consistently generate API calls in the intended
locations as desired. FuzzGPT is designed with the expectation of generating test
cases that assess multiple usages of an API by leveraging historical data known
to trigger bugs. However, the performance of FuzzGPT is heavily dependent on
the quality of its constructed historical dataset. Unfortunately, FuzzGPT historical
dataset construction, which guides its fuzzer generator, is performed in an ad-hoc
fashion, i.e., there is no certainty as to how many bug records are specifically related
to the usage of multiple APIs that are known to be buggy if called together.
Modeling Compile/Eager Execution Mode: Generally, there are two execution
modes in DL libraries [202, 71], i.e., graph mode and eager mode. In graph mode,
also known as JIT (Just-In-Time) Compilation, instead of executing operations
eagerly, PyTorch and TensorFlow construct a computational graph that represents
the operations and their dependencies. This graph is then compiled and optimized
for efficient execution. Graph mode can lead to improved performance for certain
workloads, especially when running on hardware accelerators like GPUs or TPUs [76,
77, 78]. In the eager mode, on the other hand, operations are executed eagerly and
the results are returned immediately. It is similar to the way operations are executed

44https://github.com/pytorch/pytorch/issues/103161
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in imperative programming languages like Python. In certain situations, utilizing DL
APIs when calling DL APIs raised exceptions under compile mode while executing
normally in the eager model. A notable illustration of this inconsistency is evident in
a bug within the PyTorch library 45 shown in Figure 4.9, where calling Tensor.copy
and torch.moveaxis under compile mode raise NameError. None of the subject DL
fuzzers support torch.compile, however, in the case of supporting this API, again
they limit in modeling the compile mode execution of APIs both in PyTorch and
TensorFlow libraries.
Test Case Context+API Input Context: In this category, multiple bug-triggering
mechanisms are involved as the root cause of missing bugs.
Modeling Compile/Eager Execution Mode+Modeling Parameter Space:
Figure 4.9 illustrates an example of an Assertion Error in the PyTorch library 46, which
was missed by the subject DL fuzzers due to their inability to call torch.nn.functional.interpolate
in compile mode with the mode parameter set to ”bilinear”. All subject DL fuzzers
failed to detect this bug. FreeFuzz missed it because its fuzzer generator does not
recognize that calling torch.nn.functional.interpolate with mode set to ”bilinear” in
compile mode triggers an Assertion Error. DeepRel also missed it, as it pairs se-
mantically similar APIs, while torch.compile and torch.nn.functional.interpolate do
not share a semantic similarity. DocTer failed to detect this bug as well because it
tests only one API call per test case. Although TitanFuzz has an intelligent fuzzer
generator powered by an LLM, it did not model the API call pattern needed to
raise this Assertion Error when calling torch.nn.functional.interpolate in compile
mode. FuzzGPT similarly missed this pattern. ACETest does not support either API
involved in this bug, so it was excluded from the analysis.

Answer to RQ4: The root causes for missing detecting bugs can be summarized
into three main categories, i.e., API Input Space, Test Case Context, and Test
Case Context+API Input Space, each with specific breakdowns.

4.5 Implications for Improving DL Fuzzers

In this section of the chapter, based on the root cause analysis of missed bugs, we
propose a set of actionable guidelines to improve the studied DL fuzzers in terms of
effectively detecting new bugs. Given space constraints, we only provide improvements
based on the major root cause patterns.

45https://github.com/pytorch/pytorch/issues/95262
46https://github.com/pytorch/pytorch/issues/93262
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4.5.1 Extend Test Input Exploration

Generate Extreme Corner Case Values: The examined DL fuzzers have the
potential for expansion beyond the mere generation of random corner case values for
various parameter types within DL APIs. Instead of solely depending on random
value generation, we propose a shift towards utilizing historical knowledge sourced
from open repositories to inform the process of generating corner cases. For instance,
traditional DL fuzzers, as observed in this study, typically generate large input
tensors or integer arguments at random. However, a more effective approach involves
extending these tools to generate substantial test inputs based on historical data,
specifically targeting inputs known to have triggered bugs in the past.
Increase the Accuracy of Seed Collection and Selection: Traditional DL
fuzzers, like FreeFuzz and DeepRel, rely on a set of initial seeds stored in their internal
databases, which are collected by instrumenting live API call objects. However, this
approach fails to accurately capture the real-world usage patterns of DL APIs. Our
investigation revealed that some of these seeds do not represent the actual input
space of DL APIs. Improving the accuracy of seed selection is strongly recommended.
This inaccuracy also leads to another issue: when these fuzzers randomly select seeds
from their databases, there is a risk of choosing an invalid seed. This results in test
cases that are unable to effectively trigger the intended bugs.
Improvement 2: Model Parameter Correlations: Given that a significant
portion of DL bugs arise from tensor calculations (as detailed in Table 4.5), we
suggest the studied DL fuzzers enhance their mutation operators to cover the intri-
cate correlation among the input parameters within DL APIs, specifically tensors
and their corresponding index arguments. This correlation modeling deliberately
violates DL API input constraints, thereby effectively triggering bugs in the backend
implementation of DL libraries.

4.5.2 Extend Test Case Context

Model Complex Tensor Operations and Layer Interaction: In this approach,
we suggest the researchers develop DL fuzzers that handle and test a variety of neural
network configurations and interactions. The fuzzer should be capable of selecting
and assembling different neural network layers (nn.Linear, nn.Conv2d, nn.ReLU,
etc.) and architectures dynamically. It could use a set of templates for commonly
used model patterns, like feedforward, CNNs, and RNNs, and combine them based
on randomized or guided strategies. Parameterized Layer Setup: Each layer type
requires specific parameters (e.g., input/output dimensions, activation functions).
The fuzzer should understand layer-specific requirements to assign compatible shapes,
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ensuring each layer’s output feeds correctly into the next. For complex model types,
like nested nn.Sequential blocks or multi-branch structures, the fuzzer should be able
to compose and layer multiple blocks, simulating real-world model complexity. The
fuzzer should test layers with and without gradient flow control methods like detach()
and requires grad (), observing interactions where gradients are expected to propagate
selectively. This includes checks that gradients are retained or blocked as intended
between layers or branches of the model. Certain layers, like batch normalization or
dropout, behave differently in training versus evaluation modes. The fuzzer should be
able to alternate modes and ensure that stateful layers maintain expected behaviors
across training and evaluation, even in unconventional configurations.
Mine API Usage Sequence Patterns: This approach revolves around mining
frequent API usage sequence patterns from bug reports using frequent itemset or
graph mining algorithms [200, 203, 204]. The resulting sequences can be used as
either rules to guide traditional fuzzer generators or as prompts to guide LLM-based
fuzzer generators. For example, to improve TitanFuzz, the API sequences can be used
along with in-place operators to increase the precision of the generated test cases,
which can guide TitanFuzz to insert bug-prone API calls specifically in locations
indicated by Prefix and Postfix operators rather than randomly inserting arbitrary
code statements.
Parameter Exploration: Even though the most important step is to model API
usage sequences and their interactions, the fuzzers must parameterize the test inputs
for API calls to cover a diverse range of scenarios. Vary input sizes, data types,
and other relevant parameters to explore different paths of API usage together. In
other words, it is advisable to conduct parameter exploration for both the API under
test and the bug-prone APIs inserted into the generated test case, which allows for
simulating various API usage sequences. Additionally, we recommend ensuring that
the generated test case incorporates diverse test inputs for the involved APIs.
Environment-Aware Fuzzing: The DL fuzzing tools investigated in this study
have the potential for extension to produce test cases that are environment-aware.
This involves incorporating a single API with identical test input data in diverse
execution models, namely, eager mode or graph mode. Additionally, these test cases
must incorporate an inconsistency oracle, enabling the detection of different output
values resulting from the same APIs that are being called under different APIs.

4.6 Related Work

In this section, we conduct an in-depth examination of the literature concerning fuzz
testing both in traditional software and DL libraries. The focus of this chapter is on
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API-level DL fuzzers, so DL compiler testing tools like NNSmith [205] or NeuRI were
excluded. While these tools have found numerous bugs in frameworks like PyTorch
and TensorFlow, they are designed to target different types of issues, specifically
related to well-formed models in DL compilers such as TVM [78], TensorRT [76], and
ONNXRuntime [77]. Our study, however, is centered on bugs at the API level within
DL libraries like TensorFlow and PyTorch, which require a different testing approach.
We acknowledge the value of running both compiler and API-level fuzzers, but doing
so would demand significant effort and resources, which fall beyond the scope of this
study due to its limitations. Running DL compiler fuzzers alongside API-level and
model-level fuzzers would require extensive resources that we did not have available
for this work. Thus, while we recognize the contributions of NNSmith and NeuRI,
they target a different problem space than what we aim to address in our study.

4.6.1 Fuzzing Traditional Software

In recent years, benchmarking studies in software engineering have attracted significant
attention to assessing the efficiency and shortcomings of various software engineering
methodologies, tools, or procedures in domains including but not limited to static
bug detection [33, 163, 164, 206, 207, 34], reviewer recommendation system [208],
API recommendation [209, 200], and automatic test case generation [210]. Also, there
have been multiple studies on benchmarking fuzz testing tools on general software
[211, 212, 213, 214]. The reason behind multiple studies benchmarking fuzz testing
tools is twofold. First, the evaluation of fuzzers is challenging since there is no solid
metric to compare fuzzers. Crash oracles are the most straightforward technique,
though they suffer from deduplication problems [215, 216]. Second, the lack of a
benchmark dataset results in an unreliable comparison of fuzzers, which may introduce
bias in the results. Magma [211] is one of the first steps towards benchmarking fuzzers
for general software to tackle the aforementioned issues. It created a benchmark
dataset that contains real bugs collected from general software to enable uniform
fuzzer evaluation and comparison. Magma allows for the realistic evaluation of fuzzers
against a broad set of targets and enables the collection of bug-centric performance
metrics independent of the fuzzer. Metzman et al. [212] introduced FuzzBench as
a free, open-source platform for fuzzer evaluation. Natella et al. [213] proposed
a benchmark for stateful fuzzing of network protocols called ProFuzzBench. The
benchmark consists of open-source programs that implement major network protocols
and tools for automating fuzzing experiments. Bohme et al. [214] is the most recent
study on benchmarking fuzz testing tools on general software. The authors evaluated
10 fuzzers on 24 targets containing 13.2 million lines of code and 268 known bugs
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in total. The study focuses on investigating the code coverage as a proxy measure
w.r.t the detection effectiveness of the studied fuzzers. They find that there is a
correlation between coverage criteria and the bug detection capability, i.e., the higher
code coverage results in detecting more bugs. They conclude that employing code
coverage is reasonable as a metric for fuzz testing.

4.6.2 Fuzzing DL Models

Gandalf [217] is a state-of-the-art model-level DL fuzzer that leverages a context-free
grammar for generating valid inputs and a Deep Q-Network to enhance input diversity.
To ensure cross-library applicability and minimize false positives stemming from API
differences, Gandalf incorporates 15 metamorphic relations. Its evaluation, conducted
across multiple versions of three major DL libraries and 309 operators spanning
computer vision, NLP, and speech recognition, demonstrated its effectiveness in
generating diverse inputs and detecting five categories of bugs. With a low false-
positive rate of only 3.1%, Gandalf identified 49 unique bugs during testing.

Hung et al. [192] introduced CRADLE, an advanced method for detecting and
localizing bugs in DL software libraries. CRADLE identifies bugs through two
key processes: (1) performing cross-implementation inconsistency checks to detect
discrepancies and (2) applying anomaly propagation tracking to pinpoint the specific
library functions causing these issues. The approach was evaluated on three DL
libraries (TensorFlow, CNTK, and Theano), using 11 datasets (such as ImageNet,
MNIST, and KGS Go) and 30 pre-trained models. The results showed that CRADLE
effectively identified 12 bugs and 104 unique inconsistencies, while successfully tracing
the functions responsible for these inconsistencies.

Wang et al. [218] proposed EAGLE, an innovative approach that leverages differ-
ential testing in a novel way by employing equivalent graphs to evaluate a single DL
library. These equivalent graphs are constructed using variations in APIs, data types,
or optimizations that maintain the same functionality. The core idea is that executing
two equivalent graphs on the same DL library with identical inputs should yield
identical outputs. EAGLE introduces 16 new DL equivalence rules to generate pairs
of equivalent graphs and then cross-checks their outputs to uncover inconsistency
bugs within the library. When tested on TensorFlow and PyTorch, EAGLE proved
highly effective, identifying 25 bugs—18 in TensorFlow and 7 in PyTorch—including
13 previously unknown issues.

Gu et al. [182] introduced Muffin, a model fuzzing technique aimed at generating
diverse DL models to thoroughly test target libraries. Muffin facilitates differential
testing during the model training phase by utilizing specialized metrics to detect
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inconsistencies across various DL libraries, thereby increasing the chances of uncovering
bugs in the library code. In evaluations on three widely used DL libraries—TensorFlow,
CNTK, and Theano—Muffin effectively identified 39 new bugs in their latest releases.

Guo et al. [219] proposed Audee, an innovative testing approach for DL libraries
designed to uncover various types of bugs. Audee uses a search-based method with
three mutation strategies to generate diverse test cases by altering model structures,
parameters, weights, and inputs. It detects logical bugs, crashes, and NaN errors. For
logical bugs, Audee employs cross-referencing between libraries like TensorFlow and
PyTorch to identify behavioral inconsistencies that may indicate underlying issues.
To address NaN errors, it generates DNNs prone to extreme outputs, which often lead
to NaNs. Furthermore, Audee utilizes causal testing to identify specific layers and
parameters responsible for inconsistencies or errors. Evaluated on four DL libraries
(TensorFlow, PyTorch, CNTK, and Theano) and 25 popular APIs, Audee proved
effective in detecting inconsistencies, crashes, and NaN errors.

Wang et al. [220] introduced LEMON, a novel approach for testing DL libraries.
LEMON consists of two main components: (1) mutation rules designed to modify DL
models, enabling exploration of diverse library invocation sequences and uncovering
hard-to-detect behaviors, and (2) a heuristic strategy to guide model generation,
focusing on amplifying inconsistencies between DL libraries caused by bugs while
minimizing noise from uncertain factors. An empirical study evaluating LEMON
across 20 release versions of four popular DL libraries—TensorFlow, Theano, CNTK,
and MXNet—demonstrated its effectiveness. LEMON detected 24 new bugs in the
latest library versions, with seven confirmed and one resolved by developers. The
study also validated the heuristic strategy’s success in enhancing LEMON’s ability to
expose inconsistencies linked to detected bugs.

4.6.3 Fuzzing DL Libraries

FreeFuzz [44] represents a pioneering effort in API-level fuzz testing for DL libraries.
It introduces an innovative method that utilizes open-source resources to generate
test inputs. By collecting code samples from library documentation, developer tests,
and public DL models, FreeFuzz instruments these samples to dynamically trace
parameter types, values, and tensor shapes, enabling effective fuzz testing of various
APIs. In evaluations on PyTorch and TensorFlow, FreeFuzz successfully traced
valid dynamic information for fuzzing 1,158 APIs, outperforming the state-of-the-art
LEMON while maintaining significantly lower overhead. During testing, FreeFuzz
identified 49 new bugs across the libraries, 38 of which were confirmed by developers.

96



Building on FreeFuzz, its authors later introduced DeepRel [46], an advanced
approach designed to expand fuzzing coverage by automatically identifying relational
APIs. The key insight is that many APIs within DL libraries share similar input
and output structures, allowing test inputs to be ”borrowed” across APIs, thereby
enhancing the testing scope. DeepRel employs two bug detection oracles—value
equivalence and status equivalence—to uncover inconsistencies and identify bugs
within these relational APIs. This innovative strategy significantly broadens the reach
and effectiveness of fuzz testing in DL libraries.

Continuing this trajectory, the authors introduced NablaFuzz (∆Fuzz) [172], the
first fuzzer specifically designed to target Automatic Differentiation (AD) components
in DL libraries. The core idea of ∆Fuzz is to abstract DL library APIs as functions
operating on tensors and vectors, enabling differential testing for both output and
gradient computations across various AD implementations. This abstraction allows
∆Fuzz to manage both first- and higher-order gradients, improving bug detection
accuracy by filtering out false positives caused by numerical instability. Implemented
as an automated API-level fuzzer, ∆Fuzz evaluates AD across multiple scenarios
in major DL libraries, including PyTorch, TensorFlow, JAX, and OneFlow. It
outperforms existing fuzzers in code coverage and bug detection, uncovering 173 bugs,
with 144 confirmed by developers—117 of which were previously unknown and 107
directly related to AD. Over a two-month evaluation, ∆Fuzz detected 58.3% (7 out
of 12) of all high-priority AD bugs in PyTorch and JAX, showcasing its superior
capability in identifying critical AD-related issues overlooked by previous tools.

Xie et al. [45] proposed DocTer, a novel approach for analyzing API documentation
to extract DL-specific input constraints for API functions. At its core, DocTer
employs an innovative algorithm that generates extraction rules by analyzing syntactic
patterns represented as dependency parse trees of API descriptions. These rules
are applied to extensive documentation from popular DL libraries to systematically
identify input parameter constraints. The evaluation of DocTer on three major
DL libraries—TensorFlow, PyTorch, and MXNet—demonstrated its effectiveness,
achieving 85.4% precision in constraint extraction. Furthermore, Docter detected 94
bugs across 174 API functions, including previously unknown bugs that have been
added to the CVE database.

ACETest [171] is a DL fuzzer that focuses on input constraints, automatically
extracting input validation constraints from code to create valid and diverse test
cases. These test cases are designed to effectively uncover bugs in the core logic
of DL operators. ACETest works by identifying input validation code within DL
operators, extracting the relevant constraints, and then generating test cases based
on these constraints. Experimental evaluations on popular DL libraries—TensorFlow
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and PyTorch—demonstrated that ACETest outperforms state-of-the-art (SOTA)
techniques in constraint extraction quality. Specifically, ACETest extracts 96.4%
more constraints and identifies between 1.95 to 55 times more bugs compared to
existing methods.

IvySyn [221] is a recently introduced DL fuzzer that focuses on automatic test case
generation by leveraging the statically typed nature of the backend implementation in
TensorFlow and PyTorch, which are written in C/C++. The core hypothesis behind
IvySyn is that the static typing in C/C++ enables type-aware fuzzing, making it
more efficient compared to the computational overhead involved in capturing DL
types while fuzzing Python client APIs. IvySyn uses this static typing to create a set
of proof-of-concept mutation operations, which it then applies during the test case
generation process. However, for the evaluation in this chapter, IvySyn was excluded
from consideration. This decision was based on its heterogeneous instrumentation and
fuzzing approach, which primarily focuses on functions implemented in C++, whereas
the DL fuzzers examined in this study perform fuzzing directly on the front-end APIs.

Conventional fuzzing methods face challenges in the domain of deep learning
testing due to the need for input programs to comply with both the syntax of the
programming language (e.g., Python) and the specific constraints of DL APIs, such
as tensor input shapes. To address these challenges, LLM-based DL fuzzers have
been proposed. One such example is TitanFuzz, introduced by Deng et al. [47], which
is the first approach to leverage LLMs for generating input programs that can fuzz
DL libraries. LLMs, trained on vast datasets of code, are capable of generating
realistic code snippets in an auto-regressive manner. Moreover, modern LLMs are
trained on extensive DL library API usage, enabling them to implicitly learn both
the syntax and specific constraints of DL APIs. TitanFuzz makes use of generative
and infilling LLMs, such as Codex and InCoder, to produce diverse and valid DL
program inputs for fuzz testing. The evaluation of TitanFuzz demonstrated that it
achieved significantly higher code coverage—30.38% for TensorFlow and 50.84% for
PyTorch—compared to existing fuzzing tools.

TitanFuzz demonstrated the ability of LLMs to implicitly learn both the syntax
and the computational constraints of DL libraries, generating suitable programs for
fuzz testing. However, LLMs tend to produce conventional programs based on patterns
seen in their extensive training data, which may not fully explore edge cases critical
for effective fuzzing. To address this limitation, Deng et al. [48] introduced FuzzGPT
which built on the insight that historical bug-inducing programs may contain rare,
valuable code patterns essential for discovering new bugs. Unlike traditional methods,
which require manual effort to design specific generators and ensure the validity
of generated programs, FuzzGPT automates this process using LLMs’ fine-tuning
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and in-context learning capabilities. This approach not only automates fuzz testing
but also generalizes across various domains. While FuzzGPT can be applied to
different LLMs, the chapter focuses on using Codex and CodeGen, and explores
the potential of ChatGPT’s instruction-following abilities to enhance fuzz testing
further. The experimental study conducted on two major DL libraries—PyTorch and
TensorFlow—demonstrated the effectiveness of FuzzGPT in bug detection.

4.6.4 Fuzzing DL Compilers

Recently, the field of DL compilers has garnered significant attention from re-
searchers [205, 185, 114], as high-performance computing is critical for developing
DL applications. In safety-critical domains, DL models are often compiled and opti-
mized [76, 77] for specific hardware platforms. One of the earliest methods for testing
DL compilers was introduced by [114], who developed TVMFuzz as a proof-of-concept
tool to verify their root cause categorization of bugs in DL compilers. TVMFuzz was
built upon existing TVM test cases. A more recent contribution, NNSmith [205],
is a DL compiler fuzzer that focuses on generating valid computation graph inputs.
It achieves this by leveraging a set of abstract operator models and is specifically
designed to be compatible with the ONNX format. Similarly, TZer [185] introduced
a functional tensor compiler fuzzer that integrates coverage guidance and combines
Intermediate Representation (IR) and pass mutation.TZer performs both IR and pass
mutations simultaneously, allowing it to explore a broader range of program states.

4.7 Threats to validity

Internal Validity: To avoid internal validity regarding running the studied fuzzers,
we followed the original papers of the studied fuzzers to set up and run the fuzzers on
the PyTorch and TensorFlow libraries. To eliminate potential biases in our collected
dataset, we thoroughly compared all reported bugs in the replication package of DL
fuzzers with the bugs we collected and removed the overlaps. The subject fuzzers we
evaluated in this study all involve randomness. To guard against randomness, we run
the tools five times on each release of PyTorch and TensorFlow libraries. All of the
results in the chapter are shown based on five iterations.

In our study, we did not separate undefined behavior or soundness bugs (e.g.,
crash-on-invalid bugs) from logical bugs, as our primary goal was to collect and
analyze a broad spectrum of bugs encountered in deep-learning libraries. However,
we recognize that undefined behavior or soundness bugs, often caused by user misuse,
may not reflect developer logic errors and can indeed have lower severity in production
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environments where models are typically well-formed. That said, we included such
bugs in our analysis because they still represent potential weaknesses in DL frameworks,
particularly during development or when models are still being trained or tested. In
some scenarios, even user misuse leading to crash-on-invalid issues can expose edge
cases that developers may not have anticipated. Nonetheless, we acknowledge that
these bugs may not be as critical as those caused by logical faults in the framework
itself.

The number of overlapping APIs differs for each fuzzer. The fuzzers, such as
DocTer and ACETest, operate within their built-in constraints, which results in
different API coverage due to their design and the limitations of constraint handling.
DocTer relies on predefined constraints, limiting its scope, whereas ACETest, operates
over its constraints built on top of Z3 solver for each API. On the other hand, LLM-
based fuzzers such as FuzzGPT and TitanFuzz cover a wider range of APIs because
they use LLMs for test generation. While they cover different API sets, we believe
the evaluation remains fair for several reasons. First, we focused on the overlapping
APIs tested by the examined fuzzers to ensure a common ground for comparison, thus
minimizing concerns about unfairness. Second, this reflects real-world applications
where fuzzers naturally support different subsets of APIs based on their design,
providing practical insights into their use cases. Additionally, extracting constraints
from scratch for unsupported APIs is not always feasible, and modifying the fuzzers
to extend their API coverage would require significant development efforts beyond the
scope of this study. Therefore, while the number of APIs tested differs, the evaluation
highlights each fuzzer’s strengths within the range it’s designed to handle, ensuring a
valid and meaningful comparison.
External validity: To ensure external validity, we evaluated the fuzzers on two widely
used DL libraries including TensorFlow and PyTorch. Additionally, we gathered 517
real-world bugs from their GitHub repositories. Our benchmark dataset represents the
most commonly used APIs and bug types which we believe is accurately representing
real-world bug distribution within DL libraries. In selecting DL fuzzers, we chose
widely used open-source tools, including both traditional and LLM-based fuzzers.
This selection aimed to enhance the reliability and generalizability of our findings.

4.8 Conclusion

In this study, we conducted the first evaluation of state-of-the-art DL fuzzers against
real-world bugs. We manually curated an extensive DL bug benchmark dataset
consisting of 517 real-world DL bugs from PyTorch and TensorFlow libraries that are
detectable through fuzzing. By applying seven state-of-the-art DL fuzzers, namely
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FreeFuzz, DeepRel, NablaFuzz, DocTer, ACETest, TitanFuzz, and FuzzGPT, to
our benchmark dataset, we observed that these fuzzers could detect only 6.5%
(34 out of 517) of the unique real-world bugs. Our analysis identified two key
factors that influence the effectiveness of these fuzzers in detecting real-world bugs,
offering valuable insights for future improvements in fuzzer design. Overall, this work
complements prior studies by providing an extensive evaluation of DL fuzzers and
establishing a benchmark for future DL library fuzzing research, paving the way for
more robust and effective fuzzing tools.
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Chapter 5

History-Driven Fuzzing for Deep
Learning Libraries

5.1 Introduction

The use of deep learning (DL) in modern software systems is now widespread and
continues to grow. Many successful safety-critical applications have been built on top
of DL libraries such as autonomous driving systems [222, 223, 115], healthcare [224,
225], and financial services [226]. As a consequence, there has been a growing concern
about bugs in DL systems. Moreover, as DL applications become new targets for
malicious attacks [8, 227], reliability and robustness become critical requirements for
these applications due to their potential impact on human life [59, 228, 229, 230, 231,
232, 233, 234].

In recent years, many fuzzers have been proposed for fuzzing DL APIs [46, 44, 45,
47, 48]. Specifically, FreeFuzz [44] performed API-level testing via random fuzzing
on end-user APIs of TensorFlow and PyTorch collected from three different sources,
i.e. API reference documentation, DL models in the wild, and developer tests.
DeepRel [46] extended FreeFuzz by random mutation of semantically related APIs
in terms of equivalence values and statuses. DocTer [45] performed fuzz testing via
automatic extraction of constraints from the API reference documentation of three DL
libraries (i.e., TensorFlow, PyTorch, and MXNet). TitanFuzz [47] leveraged the power
of Large Language Models (LLMs) [173, 174, 175] to generate inputs tailored for
testing DL APIs. AtlasFuzz [48] extended TitanFuzz by including unusual programs
mined from open source by LLMs to guide the generation of test inputs. Although
existing DL fuzzers have shown great potential in finding real-world DL bugs, they
suffer from the following limitations:
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Challenge 1: Unguided Input Generation. Existing DL fuzzers [44, 45, 46, 47, 48]
mainly treat the parameters of DL APIs independently in API-level fuzz testing.
However, during our empirical study, we find that some bugs require a special
combination of different input arguments, e.g., mismatch between input arguments

of DL APIs is one of the major root causes of reported bugs. Figure 5.1 shows
an example bug47 exposed by mismatch between dimensions of the input tensors
in earlier releases of TensorFlow. The description of the bug report states that
the implementation of tf.raw ops.SparseTensorDenseAdd lacks validation of the
input arguments, resulting in undefined behavior. According to the API reference
documentation of tf.raw ops.SparseTensorDenseAdd, the first dimension of a values
is expected to match with the first dimension of a indices, and the first dimension
of a shape should align with the second dimension of a indices. This complicated
relationship imposes a challenge for existing fuzzers, as they cannot typically explore
and discover such nuanced correlations among the input arguments of DL APIs. As
a result, triggering bugs exposed by guided input generation becomes practically
implausible within the scope of conventional and LLM-based fuzzing techniques.
Solution: Guided Input Generation using Historical Rules. To address
Challenge 1, we propose guiding the generation of test inputs for fuzzing DL APIs
using heuristic rules derived from historical bugs triggered by specific DL API ar-
gument patterns. Our key insight on the guided input generation of test inputs is
that security bugs in DL libraries often manifest when APIs encounter a mismatch
between input arguments. Figure 5.1 (the lower box) provides an example fuzzing
heuristic rule and the corresponding generated test case illustrating our approach to
solving the aforementioned problem by focusing on the mismatch between input

arguments. Initially, we perform a root cause analysis by summarizing a set of histor-
ical bugs attributed to mismatches between input arguments from DL APIs (see
Section 5.2). Using the insights from this root cause analysis, we formulate a set of
fuzzing heuristics rules designed to produce targeted test inputs capable of exposing
such bugs (refer to Table 5.3 for a detailed explanation of these fuzzing heuristics
rules). As shown in Figure 5.1, the constructed rule, in the form of a mutator function,
alters the dimensions of the input tensors, ultimately triggering a segmentation fault.
More specifically, the generated test case features two input tensors with conflicting
dimensions: the first tensor possesses a (3D) shape, while the second tensor has a (2D)
shape. The generated test inputs violate the constraints outlined in the API reference
documentation for tf.raw ops.lower bound, which specifies that both sorted inputs
and values should be (2D) tensors.

47https://github.com/tensorflow/tensorflow/security/advisories/GHSA-rc9w-5c64-9vqq
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Figure 5.1: A motivational example that shows how Orion used TensorFlow security
advisory to build a fuzzing heuristic rule that models the correlation between input
parameters of the API gen array ops.lower bound which eventually resulted in the
detection of a segmentation fault.

Challenge 2: Lack of Support for Corner Case Generation. Existing con-
ventional DL fuzzers at the API level [44, 46, 45, 47, 48] suffer from two primary
limitations when it comes to generating corner case test inputs. First, their heuristics
rules for corner case test input generation are random and unguided. Random values
may not accurately replicate real-world bugs or tainted inputs external attackers
provide. API calls often rely on specific data formats, constraints, or patterns that
random values may not adhere to. This can lead to missing the detection of critical
bugs. For example, consider a documented issue within the TensorFlow GitHub
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repository48. In this case, a TensorFlow user reported a crash in the tf.pad API
when called with large padding sizes. Our proposed fuzzer, Orion, successfully
identified this bug, while it went unnoticed by other studied DL fuzzers. The reason
behind this lies in their approach of generating arbitrary test inputs for DL APIs, ren-
dering them essentially incapable of detecting bugs that manifest only under extreme
corner-case conditions. As for LLM-based DL fuzzers like TitanFuzz and AtlasFuzz,
they primarily focus on addressing logical bugs by modeling context information and
DL API usage call sequences, rather than detecting bugs through corner case test
input generation.
Solution: Guided Corner Case Generation using Historical Rules. To
effectively address the challenge of limited corner case test input generation, we
analyze historical bug data to identify fuzzing heuristic rules about the types of
input, corner case conditions, or unusual scenarios that have historically resulted
in software bugs. These corner case fuzzing heuristic rules (as presented in Table
5.3) serve as guidance for Orion’s corner case generator, instructing it on how to
intelligently generate or mutate test inputs. What makes these constructed fuzzing
heuristic rules particularly valuable, compared to the traditional and LLM-based DL
fuzzing techniques, is their ability to accurately mimic real-world corner cases that
have historically exposed software bugs.
Challenge 3: Lack of Testing Developer APIs. Current conventional and LLM-
based DL fuzzers [44, 46, 45, 47, 48] predominantly concentrate their testing efforts
on end-user DL APIs. This focus arises from the fact that DL libraries often lack
comprehensive documentation and usage guidelines for developer APIs, in contrast
to the well-documented nature of end-user APIs.
Solution: Modeling Developer API Context Information. To overcome
the challenge, we developed a lightweight static analyzer and collected developer
API context information heuristically. The core idea is to focus on internal Python
modules within the DL libraries where all developer APIs are located which act as
an intermediate between Python client APIs, i.e., end-user APIs, and the backend
implementation of DL libraries.

Our assessment demonstrates that Orion has identified a total of 135 bugs on
the latest releases of TensorFlow (2.13.0) and PyTorch (1.13.1), and 76 of them have
been verified by library developers. Of these 76 confirmed bugs, 69 were previously
unknown and 7 have already been addressed and resolved. The remaining bugs
are pending further confirmation. Specifically, Regarding end-user APIs, Orion
uncovers 45.58% and 90% additional bugs in TensorFlow and PyTorch compared to
the leading conventional DL fuzzer, that is, DeepRel. Compared to the cutting-edge

48https://github.com/tensorflow/tensorflow/issues/51908
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LLM-based fuzzer, i.e. AtlasFuzz, Orion could detect 13.63% and 18. 42% more bugs
in TensorFlow and PyTorch, respectively. In terms of developer APIs, Orion
could outperform FreeFuzz (the only applicable baseline) by detecting 117% and
100% more bugs on TensorFlow and PyTorch respectively. This chapter makes the
following contributions:

• We present a simple yet effective approach to API-level testing of deep learning
libraries. To the best of our knowledge, this is the first study to leverage
historical bug data for the creation of fuzzing heuristic rules.

• We characterize and categorize a set of fuzzing heuristic rules based on an
empirical study of 376 security records extracted from the TensorFlow security
advisory49 and GitHub repository of PyTorch.

• We design and develop a DL fuzzer, Orion, that utilizes the fuzzing heuristics
rules to guide its input generation. Orion also instruments both end-user and
developer APIs specifically designed to test downstream components of DL
libraries.

• Orion can find 135 security bugs of which 76 of them are already confirmed by
library developers. Among the confirmed security bugs, 69 of them are new,
and 7 of them are already fixed. The rest of the reported security bugs are
pending and awaiting further confirmation.

5.2 Empirical Analysis of History Bugs

To characterize and gain insight into fuzzing heuristic rules, we conducted an empirical
study on 376 historical bugs in PyTorch and TensorFlow to understand their root
causes. In this section, we explain our approaches to collecting and analyzing these
records, as well as extracting the fuzzing heuristic rules that Orion employs to guide
its fuzzing operations.

5.2.1 Data Collection

In this work, we gathered historical bug data from two different sources for TensorFlow
and PyTorch: issues in the GitHub repository for PyTorch and the TensorFlow security
advisory50. The reason for collecting security records from GitHub for PyTorch is

49https://github.com/tensorflow/tensorflow/security/advisories.
50https://github.com/tensorflow/tensorflow/security/advisories
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that, at the time of writing this chapter, there were only four reported bugs in its
CVE repository51. For TensorFlow, we meticulously reviewed all 407 reports available
at the time of writing this chapter on its security advisory page.

To prevent data leakage and ensure the fuzzing heuristic rules maintain their gen-
eralizability, we adopt a strategy of using earlier releases of PyTorch and TensorFlow
to craft the rules, while employing the most recent releases of each library as test
data. For TensorFlow, we leverage versions 2.3.0 through 2.10.0 as historical data,
with release 2.13.0 serving as the test data. Similarly, for PyTorch, we utilize versions
0.4.1 to 1.13.0 as historical data, while employing release 1.13.1 as the test dataset.
This approach helps to ensure that our fuzzing heuristic rules remain robust and
applicable across different versions while also validating their effectiveness on the
latest releases of the libraries.
Automated Collection of Real-World Bugs: For the automatic collection of
issues from PyTorch, we iterated through all issues available in its repository. We
used keyword-based matching approaches, similar to those used in [235, 236, 122],
to automatically filter irrelevant issues and collect those related to bugs. Note that
filtering rules are only applied for PyTorch. For TensorFlow, we only collected records
from its security advisory and since those records have been assigned CVE IDs, we
did not perform any automatic and manual filtering for TensorFlow.

The chosen keywords for the filtering include: Numerical and Memory-related
bugs: buffer overflow, integer overflow, integer underflow, heap buffer overflow, stack
overflow, and null pointer dereference52. Logical bugs: wrong result, unexpected
output, incorrect calculation, inconsistent behavior, unexpected behavior, incorrect
logic, wrong calculation. Performance bugs: slow, high CPU usage, high memory
usage, poor performance, slow response time, performance bottleneck, performance
optimization, resource usage, race condition, memory leak. As a result, we collected
1,739 bug-related issues from the PyTorch GitHub repository. However, our manual
analysis revealed that such automated approaches produce numerous false positives.
This occurs because not all issues in the PyTorch GitHub repository pertain to
actual bugs. Many unrelated issues involve the CI infrastructure, documentation,
and feature requests. In the following section, we will discuss our manual filtering
approach to remove these unrelated issues.
Manual filtering We manually examined the collected data to obtain the final list
of bugs related to PyTorch. Specifically, for each issue, we carefully reviewed the

51https://cve.mitre.org/cgi-bin/cvekey.cgi?keyword=pytorch
52To save space, we have not incorporated all security-related terms in the manuscript. However,

a comprehensive list of all keywords can be found in the GitHub repository associated with this
chapter.
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Table 5.1: Statistics of our curated dataset used for empirical study. The numbers in
parenthesis are the total number of unique records for issues and CVE.

Library # Issues # CVE # PR # Commits
PyTorch 98 (89) N.A 19 50
TensorFlow N.A 278 (220) 8 236

issue title, description, discussions, log messages, etc. We performed the manual
analysis in two rounds. Round 1: Three authors independently reviewed the PyTorch
records. The authors extracted multiple pieces of information for each bug, that is,
the buggy API, the impact of the bug (log messages or stack traces), how the bug can
be triggered, and the bug description. Once the information is extracted, the authors
cross-check the labeled bugs to mark possible disagreements. Round 2: All authors
were involved in the manual analysis of the records in Round 1, and disagreements
were resolved with group discussions. At the end of the round, we discarded any bug
in which the authors could not reach a consensus.

Note that the following types of bugs, which are out of scope, were excluded:

• Bugs specific to certain platforms, such as Windows, Android, or iOS.

• Build and configuration issues.

• Bugs arising from external libraries such as torchvision or torchaudio.

• Bugs that do not require the input parameters to be triggered.

After applying these exclusion criteria, we identified a total of 98 issues related
to security bugs in PyTorch. In total, our root cause analysis encompassed 376 DL
bug records, with 278 records sourced from TensorFlow and 98 records obtained from
PyTorch.

Table 5.1 shows the total number of issue records and CVE records for PyTorch
and TensorFlow (including unique records for each library), as well as the total
number of unique pull requests and commits. We can also observe that the total
number of commits of TensorFlow is higher than the total number of unique CVE
records, the reason is that some CVE records have multiple commits. We did not use
issues for TensorFlow and solely relied on CVE records that are already confirmed
as security records. On the other hand, since PyTorch does not have any reported
CVEs, we rely on the reported issues in their GitHub repository.
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Table 5.2: The notations we used in this chapter.

Notation Explanation

Λ A mutation function.

Tj < v, s
D1,2,...,r

i,j , dtype > A triplet which defines a tensor.
v The value of the tensor subject to v ∈ {Z,R,C}.
si,j Is the dimension of the tensor in the current rank.
sD

1,2,...,r
Is the rank of tensor.

dtype Denotes the tensor data types subject to dtype ∈ DT .
i, j, r, A set of indices subject to i, j, r ∈ Z ∧ ≠ C|R.
casex Large/Zero value corner case generator subject to casex ∈ R|casex ∈ Z.
casen Negative value corner case generator subject to casen ∈ R|casen ∈ Z.
casenan NaN corner case generator.
casenone Python None corner case generator.
casemt Empty value corner case generator.
casenoa Non-ASCII character string corner case generator.
arg A dummy argument which can take any type.
L denotes any Python list.

5.2.2 Construction of Fuzzing Heuristics Rules

To construct fuzzing heuristic rules, we initially performed manual analyses of the
bug records collected to explore potential input patterns that contribute to these
bugs. For CVE records, we first thoroughly examined the description of reported
bugs and the provided links to the TensorFlow security advisory. Subsequently, we
reviewed the bug description, minimum reproducing example, and the link to the
commit that patched the security issue. Regarding commits, we focused on code
changes to identify the root cause of the issue in the backend implementation. In
the case of PyTorch security records, our review encompassed issue descriptions,
discussions, related issues, and reproducing examples, all aimed at identifying the
factors contributing to bugs. Specifically, we extracted the following factors from
each record:
Root Cause: This factor represents the root cause of bugs in DL libraries, which is
crucial when constructing fuzzing heuristic rules. We extracted 33 unique root cause
categories53 from 376 security records for both TensorFlow and PyTorch.
Reproducing Example: We checked for the presence of stand-alone code examples
to reproduce the bug. Reproducing examples helps us understand which input

53Due to space limitations, the details of the summarized root causes are available in the supple-
mentary documentation at [237]
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Table 5.3: Summary of constructed fuzzing heuristic rules and their corresponding
distribution for PyTorch and TensorFlow.

NoGuided Input Generation Rules Rule Notation PyTorch TensorFlow

1 Tensors Shape Mismatch Λ(T1, T2, . . . , Tj) =T1 < v, s
D1,2,...,r

1 , dtype >, . . . , Tj < v, s
D1,2,...,r

k , dtype >

s
D1,2,...,r
1 ̸=s

D1,2,...,r
k

15 70

2 Tensors Dimension Mismatch Λ(Tl, argi) = {T1 < v, sD1,2,...,r , dtype >, argi}
argi ̸=sD1,2,...,r

2 5

3 Tensors List-Indices Mismatch Λ(Tl, Li) = Tl < v, sD1,2,...,r , dtype >,Li = {k1, k2, . . . , kj}
|Li|̸=|D1,2,...,r|

0 9

4 List Indices Elements Mismatch Λ(Tl, Li) = Tl < v, sD1,2,...,r , dtype >,Li = {k1, k2, . . . ,kj}
Lij ̸=r

0 3

5 List Indices Length Mismatch Λ(Li, Lj) = Li = {x1, x2, . . . , xn},Lj = {a1, a2, . . . , ak}
|Li|̸=|Lj|

0 10

Corner Case Input Generation Rules Rule Notation
6 Tensor Corner Case Generator Type 1 Λ(Ti) = Ti < {casex|casen|casemt|casenan}, sD1,2,...,r , dtype > 37 70

7 Tensor Corner Case Generator Type 2 Λ(Ti) = Ti < v, sDcasex,casen,casemt , dtype > 6 4

8 Scalar Tensor Corner Case Generator Λ(Ti) =Ti < v, sD1,2,...,r , dtype >
r=1

2 8

9 Non-Scalar Tensor Corner Case Generator Λ(T s=1
i ) = Ti < v, sD1,2,...,r , dtype > 0 22

10 Preemptive Corner Case Generator Type 1 Λ( argi
argi∈Z|R

) = casex|casen|casenan|casenone|casemt|casenoa 19 22

11 Preemptive Corner Case Generator Type 2 Λ( argi
argi∈String|argi∈Boolean

) = {casex|casen|casenan|casenone|casemt|casenoa} 1 10

12 List Corner Case Generator Λ(Li) = Li = {k1, k2, . . . , kj}
kj∈{casex|casen|casenan|casenone|casemt|casenoa}

10 37

13 Mutate Tensor Data Type Λ(Ti) = Tj < v, sn×m, dtype > 6 8

Overall 98 278
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specifications to DL APIs trigger bugs, aiding in the implementation of fuzzing
heuristic rules.
Buggy Parameter and its Type: We also extracted information about the buggy
parameter in the API input specification and its type. Collecting the type of buggy
parameter is important because each parameter type has its weaknesses in terms
of fuzz testing. For instance, concerning tensors, two main buggy components are
typically identified: tensor values and tensor shapes.

Ultimately, we categorized various fuzzing heuristic rules based on the 33 unique
categories of root causes, and the details are presented in Table 5.3. It is important
to note that the definition of fuzzing heuristic rules is consistent for both libraries,
with the only difference being their implementation, which is specific to each library.
In Table 5.3, we divide the fuzzing heuristic rules into two sections: Guided Input
Generation Rules and Corner Case Input Generation Rules. For the rules in each
category, we implemented an indicator function denoted as Λ, which acts as a mutator.
The first section consists of fuzzing heuristic rules that involve mismatches in the
input arguments of DL APIs. We explain the rules in the following sections:
Tensors Shape Mismatch: The mutator function, Λ, takes input tensors, T1 to Tj ,
and performs a shape mismatch operation sequentially. To better understand this
process, consider the manipulation of two tensors, T1 and T2, within the parameter
space of the API under test. The sequence of operations begins by altering the
shape of the first tensor, T1. This shape modification can be achieved through either
Rank Reduction or Rank Expansion, with the choice between these two operations
being random. Orion keeps track of the previous operation in a temporary variable
for reference. Now, as the shape mutation of the second parameter begins, the
process retrieves the previously recorded operation from the temporary variable.
Then it performs the opposite operation compared to what was executed on the first
parameter. In other words, if the initial operation on the first parameter was Shape
Reduction, the new operation applied to the second parameter is Shape Expansion,
and vice versa. This rule ensures that the shape mismatch is consistently executed as
intended.
Tensor Dimension Mismatch: The mutator function associated with this rule
requires two inputs: tensor Tl and an integer argument argi. In this context, the
integer parameter serves as an indicator for the dimension of Tl where the specified
operation will be executed. For example, in the API tf.concat([t1, t2], 0), the
second parameter specifies that the concatenation should be performed along the first
dimension. The mutator function alters argi to ensure that the value of argi exceeds
the input tensor range Tl.
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Tensor List-Indices Mismatch: The mutator function associated with this rule
requires two inputs: tensor Tl and a list indicating multiple dimensions of the input
tensor where the operation is expected to be done. The mutator function alters the
range of the list to ensure that the length of the list is not equal to the dimension of
the input tensor.
List Indices Elements Mismatch: The mutator function associated with this rule
requires two inputs: tensor Tl and a list indicating multiple dimensions of the input
tensor where the operation is expected to be done. The mutator function alters the
elements within the list to guarantee that they do not match the dimension of the
input tensor.
List Indices Length Mismatch: The mutator function associated with this rule
requires two input lists. The mutator alters the length of these two lists to ensure
that they do not have equal lengths. This results in incompatibility between the list
indices and the input tensors.

In the second part, we have organized these corner case input generation for
preemptive data types and tensor data types. The detailed explanation of corner case
values is explained in Table 5.3.
Tensor Corner Case Generator Type 1: In this mutation function, the value, v
in Tj < v, s

D1,2,...,r

i×j , dtype >, of input tensors undergoes mutation based on the defined
corner cases.
Tensor Corner Case Generator Type 2: In this mutation function, the first
dimension, i.e., n in Tj < v, s

D1,2,...,r

i×j , dtype >, of the input tensor undergoes mutation
based on the defined corner cases.
Scalar Tensor Corner Case Generator: If the input tensor is a non-scalar tensor,
this operator converts it to a scalar tensor.
Non-Scalar Tensor Corner Case Generator: If the input tensor is scalar, this
function mutates it to a non-scalar tensor.
Preemptive Corner Case Generator Type 1: In this corner case generator, the
parameters of type integer and real are mutated to one of the corner case values
explained in Table 5.3.
Preemptive Corner Case Generator Type 2: In this corner case generator,
the parameters of type string mutated to one of the following corner cases shown in
Table 5.3.
List Corner Case Generator: In this corner case generator, the values of the
Python list are mutated to one of the following corner cases shown in Table 5.3.
Mutate Tensor Data Type: In this mutator function, the type of the parameter
under test is mutated to one of the allowed types within PyTorch and TensorFlow.
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Orion uses the fuzzing heuristic rules summarized in Table 5.3 to instruct its
fuzzer generator on how to perform mutations on the test inputs collected from
various sources. This process is illustrated in our framework, as shown in Figure 5.2.

5.3 Framework

Figure 5.2: Overview of our proposed Orion.

Test Input Collection (Stage 1): In this initial stage, API test inputs are gathered
from various sources, including library documentation, developer tests, and publicly
available repositories on GitHub that utilize TensorFlow and PyTorch APIs. Further
details on this data collection process can be found in subsection 5.3.1.
API Instrumentation (Stage 2): In the second stage, dynamic instrumentation
is employed to trace execution details for each API invocation. This information
encompasses parameter values and types. The collected data is then used to create
a type space, API value space, and argument value space, which are crucial for the
subsequent stages. More information on dynamic instrumentation can be found in
subsection 5.3.1.
History-Driven Fuzzing/Test Case Generation (Stage 3): The third stage
introduces our history-driven fuzzer, as described in subsection 5.3.2. Utilizing fuzzing
heuristic rules, Orion conducts fuzzing on the test inputs retrieved from its database
and generates the corresponding test cases.
Test Execution and Oracles (Stage 4): The final stage involves test execution
and oracles, detailed in subsection 5.3.3. Test cases generated in the previous stage
are executed, and their log messages are filtered based on predefined oracles. This
stage includes running the test cases under two different settings: CPU and GPU.
Log messages are parsed according to the specified oracles. Subsequently, manual
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analysis is performed to eliminate irrelevant test cases, such as those resulting from
syntax errors or user errors.

5.3.1 Test Input Collection and API Instrumentation

Following existing work [44, 46], Orion performs test input collection from three
sources, that is API reference documentation, publicly available repositories, and
developer tests. Orion then performs API instrumentation to collect various dynamic
execution information from both end-user and developer APIs (that is, the type
and value of each parameter). In this work, we followed FreeFuzz [44] to instrument
end-user APIs for collecting their dynamic execution information. A significant
challenge in automated fuzz testing of DL libraries arises from the fact that many
developer APIs that are essential for library development are often overlooked. This is
primarily due to their lack of comprehensive documentation and clear usage guidelines,
which contrast with end-user APIs. To address the problem, we extended FreeFuzz
instrumentation to make it compatible with developer APIs for the TensorFlow
library. The reason we only focused on instrumenting developer APIs for TensorFlow
is due to the differing API signatures between developer APIs and end-user APIs
in TensorFlow. End-user APIs are accessible by importing the TensorFlow object
with import tensorflow as tf and then invoking the desired APIs. Developer APIs,
however, employ distinct signature names. Initially, developers must utilize different
parent module names for the corresponding APIs at the beginning of the Python file,
using the syntax from tensorflow.python.module name.sub module name.functionality
import functionality. Following this step, developers can utilize functionality anywhere
in the codebase to access the desired APIs. In PyTorch, accessing developer APIs
is straightforward, that is, developers can directly call these APIs by appending an
underscore after . such as Torch. , which poses no significant challenge. Moreover, the
same API instrumentation employed for end-user APIs can be utilized for developer
APIs in PyTorch, i.e., there is no need for separate tooling for this.

To address this challenge, we devised a solution, shown in the first box of Figure 5.2,
as a lightweight static analyzer leveraging the Python AST module54. This analyzer
systematically collects vital data about developer APIs within the TensorFlow library.
Firstly, Orion clones the source code of DL libraries from GitHub and extracts
all relevant Python files within the Python directory of the source codes. These
modules act as intermediaries between the backend, where extensive computations
occur, and the client code accessible to end users. Next, for each Python module
file, we construct a corresponding Abstract Syntax Tree (AST). Using the AST

54https://docs.python.org/3/library/ast.html
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visitor functionality provided by the Python AST module, we systematically extract
the names of developer APIs present within each module. The extracted developer
API names are organized into categories based on their respective parent modules.
Simultaneously, we construct dependency statements for each developer’s API name.
To ensure the usability of the developer API names, we utilize the Python inspect
module55. This module allows us to access live module object information associated
with each developer’s API name, a crucial step in facilitating test input collection.
Finally, we pass the live objects for API instrumentation, covering both end-user and
developer APIs.

Developer APIs are crucial for the internal testing and development of TensorFlow.
Although they may not be directly exposed to end users, they play a critical role
in the library’s robustness and reliability. Any bugs in these APIs can indirectly
affect the end-user experience. For example, bugs in developer APIs could lead to
performance issues or bugs in end-user-facing functionalities that rely on these internal
components. While end users may not directly exploit these bugs, attackers can still
exploit them indirectly through attacks on end-user APIs or downstream systems
that rely on TensorFlow. Bugs in developer APIs could potentially be leveraged
by attackers to bypass security mechanisms, compromise model integrity, or cause
unintended behavior in deployed TensorFlow models.

5.3.2 History-Driven Test Case Generation

Before we delve into explaining the process of fuzzing, we define the following notations:

• The API name, denoted as apiName.

• entry, a random test input fetched from the input database associated with
apiName.

• numIter, representing the total number of times the API is tested.

• A collection of fuzzing heuristic rules stored as a set of lookup tables, represented
as L0(t), L1(t), ..., Ln−1(t), where:

– t corresponds to the type of current argument under test.

– n signifies the total number of lookup tables. The lookup tables store
fuzzing heuristics rules for each parameter type.

55https://docs.python.org/3/library/inspect.html

115



Fuzzer Driver: In the initial step, the fuzzer driver retrieves the list of all available
DL APIs collected for fuzzing and iterates through this list, one API at a time. For
each specific API, denoted as apiName, the driver passes this API name to the
Fuzzer Generator component.
Fuzzer Generator: Algorithm 1 shows how the fuzzer generator performs fuzzing
based on the constructed fuzzing heuristic rules. The fuzzer generator receives the API
name from the fuzzer driver and retrieves a random test input for the API apiName
from the test input database. The random test input is inputted into getV alueSpace,
and the corresponding values for each parameter in the test input are received and
assigned to V S. Subsequently, the generator iterates through all the parameters
of V S. Please note that the fuzzer generator processes parameters one at a time,
mutating the current parameter before moving on to the next. After completing the
mutation for an argument, Orion maintains the state of that parameter and proceeds
to the next one. It is important to note that this sequential mutation is guided by
the fuzzing heuristic rules. For example, if the corner case generator is instructed
to create test cases related to Tensors Dimension Mismatch, the algorithm will only
mutate the current tensor and its corresponding integer parameter representing the
dimension of the tensor.

For the current parameter under test, denoted pj, the generator identifies its
type(t), and then the generator extracts a list of fuzzing heuristic rules available
specific to that parameter type from lookupTable. Next, Orion iterates through all
available fuzzing heuristic rules in the current lookup table and applies each rule,
denoted ri, to the current parameter pj using its mutation function. To illustrate, if pj
represents a tensor, the generator systematically applies all rules specifically designed
for tensors. This iterative process continues until all rules have been applied, ensuring
a comprehensive exploration of the API’s parameter space and corresponding input
values (argument space).
Test Case Generator: During this phase of the fuzzer generator, after the test input
has undergone fuzzing based on the extracted fuzzing heuristic rules, the resulting
mutated test input is transformed into a Python test case. This transformation
involves the inclusion of all necessary information in the test case. This information
encompasses error-handling statements, statements for both CPU and GPU com-
putations, and alignment of the test case with specific hardware configurations and
computational requirements necessary for accurate execution. Once the test case is
generated, the fuzzer generator submits it for execution.
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Algorithm 1 History-Driven Fuzzer Generator

1: procedure Orion(apiName, numIter)
2: lookupTables = L0(t), L1(t), ..., Ln−1(t) ▷ Where n is the number of mutation

operations and t is the argument type
3: for i in —numIter— do
4: entry = getRandomTestInput(apiName) ▷ Get a random test input for

the given API from database
5: VS = getValueSpace(entry) ▷ Convert the test input to value space for

fuzzing operation
6: for arg in VS do
7: argType = GetArgType(arg) ▷ Get the type of the current argument
8: heuristicRules = lookupTables[argType] ▷ Get all applicable rules

based on the type of the parameter
9: for rule in heuristicRules do
10: if DoTypeMutation() then
11: MutateType(arg) ▷ Perform type mutation in a random fashion
12: end if
13: Mutate(arg, rule) ▷ Perform fuzzing on the current parameter

according to the current rule
14: end for
15: end for
16: end for
17: end procedure

5.3.3 Test Case Execution

In this stage, the generated test case is executed to identify potential bugs. The
log message of the generated test case is automated parsing to eliminate irrelevant
execution logs, such as syntax errors and timed-out cases. To ensure the accuracy of
our findings and minimize potential bias in the results, we also perform a manual
examination and analysis of the output from the executed test cases. During this
analysis, we consider the following oracles.
Crash Oracle: A Crash is defined as an event where the executed test case either
halts the Python interpreter or triggers a runtime error. These issues can sometimes
be induced by invalid inputs generated during the fuzzing process. We use a set
of regular expression rules, made up of a set of crash-related keywords, to filter
out non-crash-related log messages generated during the test case execution phase.
The keywords are as follows: Aborted (core dumped), Assertion failed, Floating
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point exception (core dumped), Segmentation fault, Check failed, and Bus error (core
dumped). The percentage of filtration is 57.8% and 10% for Pytorch and TensorFlow,
respectively. In other words, 57.8% and 10% of reported bugs are not related to
crashes and are filtered out using our approach. Please note that we only use this
approach to filter crash-related bugs from non-crash-related ones. This helped us a
lot during bug triage.
Differential Testing: This oracle operates by executing the generated test case
under two distinct configurations: one on CPU and the other on GPU. We performed
differential testing on 135 test cases that we reported to the PyTorch and TensorFlow
communities. We manually analyzed 135 log messages to find any discrepancies
between generated results under CPU and GPU settings. Please note that we only
did differential testing on the latest releases of PyTorch and TensorFlow including
1.13.1 and 2.13.0. The time cost of the manual analysis is approximately 24 hours for
135 test cases.

5.4 Experimental Setup

5.4.1 Research Questions

To evaluate the performance of Orion, we design experiments to answer the following
research questions:

• RQ1: What is the performance of Orion compared to the four baselines?

– RQ1.1: What is the API coverage rate of Orion compared to the existing
DL fuzzers?

– RQ1.2: What is the performance of Orion compared to traditional DL
fuzzers?

– RQ1.3: What is the performance of Orion compared to LLM-based DL
fuzzers?

• RQ2: What is the performance of Orion in detecting new bugs?

• RQ3: What is the contribution of Orion’s fuzzing heuristic rules in detecting
bugs?
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5.4.2 Subject DL Libraries

In this chapter, we select two widely recognized and extensively used DL libraries,
namely TensorFlow and PyTorch, as our primary experimental subjects. For RQ1
and to compare Orion versus traditional DL fuzzers, we have used earlier versions of
TensorFlow (specifically, releases 2.3.0 and 2.4.0) and PyTorch (releases 1.7.0 and
1.8.0) as the subjects of our evaluation. Regarding comparison with LLM-based
fuzzers, we use their reported releases for TensorFlow and PyTorch namely releases
2.10.0 and 1.12.0, respectively. For RQ2 RQ3, we have utilized the most recent
releases of TensorFlow and PyTorch, namely, releases 2.13.0 and 1.13.1, respectively.

5.4.3 Testing Environment

Our machine is equipped with Intel(R) Core(TM) i7-10700F CPU @ 2.90GHz, NVIDIA
GTX 1660 Ti GPU, 16GB of RAM, and Ubuntu 22.04. We run Orion and the baseline
fuzzers in separate conda environments. For each release, we created an isolated
conda environment and installed the all required dependencies required by each fuzzer.
To manage our system resources and make the comparison fair, we run one tool at a
time. We also run our proposed fuzzer Orion 1000 times for each API. Please note
that the fuzzing budget for all tools is set to 60 seconds to make the comparison fair
and unbiased.

5.4.4 Baseline Approaches

In this chapter, we select five state-of-the-art fuzzing tools as baseline techniques,
three conventional tools, and two LLM-based tools.
FreeFuzz [44]: Is a DL fuzzer that performs fuzz testing on TensorFlow and
PyTorch libraries for bug detection. We reuse the replication package of FreeFuzz
for comparison and adopt the recommended configurations in our experiments. We
configured FreeFuzz to be executed with 1000 iterations for each API. We configured
it to perform value and type mutation.
DeepRel [46]: Extends FreeFuzz by using test inputs from one API to test other
related APIs that share similar input parameters. We carefully analyzed the DeepRel
paper and found that its best configuration is 1 iteration with top k = 5. We also
run DeepRel 1000 times for each API.
DocTer [45]: Is a documentation-driven fuzz testing framework that generates
inputs for DL APIs based on specifications mined from API reference documentation.
We run the publicly available DocTer implementation shared by the authors in
our comparison experiments with the suggested configurations. DocTer’s execution
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involved 1000 iterations for each API. We carefully studied its paper and realized
that conforming inputs are the best setting for bug detection. 56

TitanFuzz [47]: To run TitanFuzz, we configured the seed selection strategy to
fitness, the operator selection to ts, with a seed pool size of 10, and a batch size of 15.
The timeout (fuzzing budget) was set to 60 seconds, and we initialized the random
seed as 420.
AtlasFuzz [48]: To run FuzzGPT, we run it with few-shot learning strategy with
k shot to 10, max length to 256, num generation to 100, batch size to 10, genera-
tion per prompt to 10.

In this chapter, we directly use the reported bugs in the replication package of
TitanFuzz and AtlasFuzz for comparison against Orion. In other words, we did not
run TitanFuzz and AtlasFuzz for test case generation. The reason is the incompati-
bilities that arise between the specific DL releases and their corresponding CUDA
configurations. To illustrate this point, consider TensorFlow 2.3.0, which requires the
use of CUDA version 10.1, as specified in the official TensorFlow documentation57. In
contrast, TitanFuzz and AtlasFuzz rely on PyTorch 1.12.1 to execute their model, a
requirement documented in their replication package where Torch-1.12.1 is specified.
However, PyTorch 1.12.1 requires CUDA 10.2 for GPU support, as detailed in the
PyTorch release history58. Attempting to run TitanFuzz and AtlasFuzz on Tensor-
Flow 2.3.0, for instance, leads to a RuntimeError: CUDA error: no kernel image is
available for execution on the device. We observe similar incompatibility issues on
PyTorch releases.

5.4.5 Evaluation Criteria

Following existing work [45, 44], we use the following evaluation criteria to evaluate
the performance of Orion and the baselines:
Number of Covered APIs: The number of covered APIs is a good indicator of
how effective a fuzzer can be. The more APIs are covered, the more bugs will be
discovered and fixed.
Number of BUgs in Earlier Releases: We also apply Orion on the earlier releases
of TensorFlow and PyTorch including 2.3.0, 2.4.0, 1.7.0, and 1.8.0, respectively, to
compare its performance with the baseline approaches, that is, FreeFuzz, Docter, and
DeepRel. Specifically, we use detection rate and fixed rate as two metrics for the

56Please note that there is another setting called violating input, though, the number of detected
bugs by Conforming inputs is higher than violating inputs.

57https://www.tensorflow.org/install/source
58https://pytorch.org/get-started/previous-versions/
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comparison. The detection rate indicates the detection performance of the fuzzer
while the fixed rate indicates how many bugs are fixed in the latest releases for each
library. We consider the release 2.13.0 and 1.13.1 as the latest releases for TensorFlow
and PyTorch respectively.
Number of New Detected Bugs: The primary objective of this study is to uncover
new bugs in the latest releases of TensorFlow and PyTorch, thus we also report the
number of new bugs detected for the studied DL libraries. The new releases include
2.10.0, 2.11.0, and 2.13.0 for TensorFlow and 1.12.0 and 1.13.1 for PyTorch.
Contribution of Fuzzing Heuristics Rules: We also measure the contribution of
the fuzzing heuristic rules introduced in this chapter to the detection of new bugs in
the latest releases of TensorFlow and PyTorch.

5.4.6 Result Analysis

5.4.7 RQ1: Comparison with Baselines

To evaluate the performance of Orion against the five baselines, we compare the
number of covered APIs by each tool across TensorFlow and PyTorch, the detec-
tion performance of Orion against the traditional DL fuzzers, and the detection
effectiveness of Orion against LLM-based DL fuzzers.
Approach: RQ1.1: API Coverage: Regarding TensorFlow, to be able to run the
test cases effectively and perform instrumentation on the developer APIs, we build
it from source by the default configuration as suggested in its reference manual59

on the release 2.4.0. After building the library, we simply run all Python files
within tensorflow/python directory ending with *.py. Similarly, we build PyTorch
from the source using the default configuration on 1.8.0. Since building PyTorch
is computationally expensive, we perform compilation in parallel with four threads.
Then we simply run test cases written in Python in this directory60.

RQ1.2: Comparison Against the Traditional DL Fuzzers: In comparison
with the baseline fuzzers, we provide details on the number of bugs that were detected
and fixed across different versions of TensorFlow and PyTorch. To perform this
evaluation, we executed the tools in a range of releases, specifically versions 2.3.0 and
2.4.0 for TensorFlow and versions 1.7.0 and 1.8.0 for PyTorch. In this chapter, we
have considered releases 2.13.0 and 1.13.1 as the most recent versions for TensorFlow
and PyTorch, respectively. It is important to note that when it comes to developer
APIs, we have exclusively displayed the results for FreeFuzz since the four other

59https://www.tensorflow.org/install/source
60https://github.com/pytorch/pytorch/tree/master/test
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fuzzers are not compatible with developer APIs. When it comes to the number of
APIs tested, we maintain consistency across FreeFuzz, DeepRel, and Orion, both for
TensorFlow and PyTorch, to ensure a fair comparison. This uniformity is achieved by
employing the same number of APIs for all three fuzzers. This approach is adopted
because all of these fuzzers rely on the MongoDB database to store their test inputs.
As for DocTer, we utilize their proprietary seed database that is included in their
replicated package.

RQ1.3: Comparison Against the LLM-based DL Fuzzers: To compare
Orion with LLM-based DL fuzzers, we use the same releases and reported bugs
mentioned in their replication package. The rationale is the compatibility issue of
LLM-based fuzzers with previous releases of TensorFlow and PyTorch (see Section
5.4.4). Hence, we use TensorFlow 2.10.0 and PyTorch 1.12.0 for the comparison.

Table 5.4: Statistics of covered APIs by each DL fuzzer. The percentage of improve-
ments is computed relative to Orion.

PyTorch TensorFlow
End-User APIs % Improvement Developer APIs End-User APIs % Improvement

FreeFuzz 470 272.5% - 688 486.8%
DocTer 498 251.6% - 911 343.1%
DeepRel 1071 63.5% - 1902 112.2%
TitanFuzz 1329 31.7% - 2215 82.2%
AtlasFuzz 1377 27.2% - 2309 74.83%

Orion 1751 - 2824 1213 -

Results: API Coverage Results: Table 5.4 shows the number of APIs covered
by the five fuzzers. Please note that the analysis is based on Orion and AtlasFuzz
which is the state-of-the-art DL fuzzer. In the case of PyTorch, TitanFuzz covers
1,329 APIs while Orion covers 1,751 representing a significant 31% improvement
over AtlasFuzz. Similarly, for TensorFlow, AtlasFuzz covers 2,215 APIs while Orion
covers 4,037 APIs, which is an impressive 74.8% improvement over AtlasFuzz. This
is because Orion covers both end-user and developer APIs. In total, Orion covers
60.5% more API compared to AtlasFuzz.

The reason for the high number of covered APIs for TitanFuzz and AtlasFuzz
is that given a list of API names, directly generate sample runnable code for each
end-user API by using LLMs and the sample code snippets for fuzz testing and
test case generation. In contrast, in our approach, we begin by collecting sample
runnable code from online repositories such as GitHub repositories, which presents
challenges such as encountering syntax errors, version compatibility issues, and the
possibility of non-runnable code snippets. Once suitable code samples are identified,
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they are executed to gather dynamic execution information specific to the current end-
user API, which is then stored in a database for further processing. This approach
inherently faces greater difficulty in collecting test inputs for end-user APIs due
to the complexities associated with sourcing and validating runnable code from
online repositories. Consequently, the Orion process involves additional steps and
complexities, making it more challenging to cover more APIs for the end user. Our
high number of developer APIs stems from our innovative test input collection method,
illustrated in Figure 2. This approach involves directly executing TensorFlow’s internal
test cases to gather dynamic execution information for DL APIs. Since the majority
of these test cases are runnable, we can significantly expand the number of test inputs
and APIs covered.

Orion vs Traditional DL Fuzzers: Table 5.5 shows the detection effectiveness
of Orion compared to FreeFuzz on developer APIs. As shown, Orion outperforms
FreeFuzz on both TensorFlow and PyTorch releases significantly. More specifically,
Orion detects 79 and 60 more bugs versus FreeFuzz. Table 5.6 shows the detection
effectiveness of Orion compared to the baseline fuzzers. It is observable that Orion
excels in terms of bug detection for both end-user and developer APIs on TensorFlow
2.3.0, Orion stands out as the most effective. Orion takes the lead, detecting 137
bugs for end-user APIs, showcasing its robustness in bug detection in TensorFlow
2.4.0. In terms of PyTorch 1.7.0, Orion outperforms all three tools with 5 more bugs
compared to DocTer, which is the second-best fuzzer in this release. This suggests
that both Orion and DocTer are highly effective fuzzers for this release. Lastly,
concerning PyTorch 1.8.0, Orion exceeds FreeFuzz and DocTer in bug detection, but
is surpassed by DeepRel.

Figures 5.3 present Venn diagrams that illustrate the number of bugs detected
by both Orion and traditional baseline methods. A key observation is that Orion
outperforms in discovering a greater total number of bugs across both TensorFlow
and PyTorch releases. Regarding traditional DL fuzzers, Orion consistently detects
the highest number of overlapping bugs when compared to FreeFuzz across all releases
of TensorFlow and PyTorch. In contrast, compared to LLM-based fuzzers, Orion
detects fewer overlapping bugs. This difference can be attributed to the fact that
Orion focuses on bugs, whereas LLM-based fuzzers primarily identify general DL
bugs.

Orion vs LLM-based DL Fuzzers: Table 5.8 shows a comprehensive comparison
between Orion and LLM-based DL fuzzers, namely TitanFuzz and AtlasFuzz. The
results demonstrate Orion’s superior performance, particularly evident in TensorFlow
2.10.0 and PyTorch 1.12.0, where it exhibits a substantial improvement of 13.63%
and 18.42%, respectively. Furthermore, Figure 5.3 provides insights into the overlap
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(a) TensorFlow-2.3.0 (b) TensorFlow-2.4.0

(c) PyTorch-1.7.0 (d) PyTorch-1.8.0

(e) TensorFlow-2.10.0 (f) PyTorch-1.12.0

Figure 5.3: Overlap of the number of detected bugs on TensorFlow and PyTorch
releases.

in the number of detected bugs among Orion, TitanFuzz, and AtlasFuzz. It’s worth
noting that the total number of overlaps among the three tools is quite limited.
This observation underscores the fact that each tool excels in identifying different
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categories of bugs. Specifically, Orion focuses primarily on the detection of crash
bugs, while TitanFuzz and AtlasFuzz focus on logical bugs. This divergence in focus
results in a higher intersection of detected bugs in the case of PyTorch, as illustrated
in Figure 5.3f, compared to TensorFlow. In summary, these findings highlight Orion’s
superiority over LLM-based DL fuzzers in specific versions of TensorFlow and PyTorch,
emphasizing its ability to excel in the detection of crash bugs and the distinct nature
of bugs detected by each tool.

AtlasFuzz and Orion both use historical data to guide their corner case generator
for test case generation. Compared to AtlasFuzz, Orion takes a different approach by
explicitly summarizing the fuzzing patterns found in historical bug data as heuristic
rules. Instead of relying on machine learning models, Orion implements symbolic
methods to generate test programs based on these summarized patterns. This means
that Orion uses predefined rules and logic to create test inputs that have a high
likelihood of triggering bugs, without explicitly learning from the historical data in the
same way as AtlasFuzz. Although both AtlasFuzz and Orion use historical bug data,
they differ in how they process and utilize this information to generate test inputs
for fuzzing. AtlasFuzz relies on machine learning to implicitly learn bug-triggering
patterns, while Orion uses symbolic methods to explicitly summarize these patterns
as heuristic rules for test program generation.

Table 5.5: Comparison of Orion with FreeFuzz on developer APIs. “Det” denotes the
number of detected bugs and “Fixed” is the number of fixed bugs.

TensorFlow

Tool
2.3.0 2.4.0

Det Fixed Det Fixed

FreeFuzz 67 66 60 60
Orion 146 142 120 113

Table 5.6: Comparison of Orion with the traditional fuzzers on end-user APIs.

TensorFlow PyTorch

Tool
2.3.0 2.4.0 1.7.0 1.8.0

Det Fixed Det Fixed Det Fixed Det Fixed

FreeFuzz 31 29 90 89 15 10 11 8
DeepRel 68 8 111 23 20 17 75 74
DocTer 68 56 53 42 33 32 31 30
Orion 99 91 137 124 38 15 34 12
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Table 5.7: Detection effectiveness of Orion versus DocTer with Violating Inputs(VI).

Tools 2.3.0 2.4.0 1.7.0 1.8.0

DocTer(VI) 65 55 35 20
Orion 99 137 38 34

Table 5.8: Comparison of Orion with the LLM-based DL fuzzers.

Tool TensorFlow PyTorch

TitanFuzz 22 30
AtlasFuzz 22 38
Orion 25 45
Improvement 13.63% 18.42%

Answer to RQ1: Orion covers more APIs than the selected baselines as Orion
considers both end-user and developer APIs. In terms of developer APIs, Orion
can detect 117% and 100 more bugs compared to its FreeFuzz extension. In
terms of end-user APIs and compared to DeepRel, Orion can detect 45.58%,
23.4%, and 90% on TensorFlow 2.3.0, 2.4.0, and PyTorch 1.7.0, respectively.
Regarding LLM-based DL fuzzers, Orion can detect 13.63% and 18.42% more
bugs on TensorFlow and PyTorch releases.

5.4.8 RQ2: Performance in Detecting New and Known Bugs

Table 5.9 presents statistics on newly detected bugs by Orion in the latest releases
of TensorFlow and PyTorch. In total, Orion reports 135 bugs, 76 of which have
already been confirmed by library developers, and 69 of them are new bugs. Since we
report the bugs on the most recent releases for each library, at the time of writing
this chapter, merely seven of them have been fixed. The number of reported bugs in
TensorFlow is higher than in PyTorch since the number of tested APIs in TensorFlow
is higher than in PyTorch. In addition, the number of confirmed bugs within the
TensorFlow library is higher since TensorFlow developers are more active in triaging
the reported bugs.

Figure 5.4a illustrates an example of a segmentation fault, which is one of the
bugs detected by Orion in PyTorch. This bug arises due to a misalignment in the
input tensors for torch.lu unpack. The highlighted syntax in the figure highlights
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this misalignment, as revealed by the rules employed in the Guided Input Generation
process. To put it simply, the ranks of the first and second tensors should be identical.
Orion derives its fuzzer generator from these mismatch rules, which are constructed
based on historical bugs that share the same root cause.

Figure 5.4b showcases a bug that Orion detected in TensorFlow. This bug
comes from an extremely negative value within the parameter arg 1, leading to a
segmentation fault and subsequently crashing the Python interpreter. According
to the documentation, the second parameter is expected to be a 1D tensor with a
precision of 32 bits for integer values. However, the documentation lacks precision
in specifying that large negative integer values are not allowed. Orion utilizes its
extreme corner case generator to detect and expose this particular bug.

Table 5.9: The Number of new detected bugs. The number of detected unknown
confirmed, and fixed bugs by Orion on TensorFlow 2.13.0 and PyTorch 1.13.1 as the
latest releases.

Library Scope Total Confirmed Known New(fixed)

TensorFlow Developer APIs 47 28 - 28 (0)
End-user APIs 50 21 2 19 (0)

PyTorch 38 27 5 22 (7)

Total 135 76 7 69 (7)
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(a) Segmentation fault exposed by mismatch between input
tensors.

(b) Segmentation fault when feeding extreme corner case tensor
value.

Figure 5.4: Example bugs detected by Orion.

Figure 5.5 and Figure 5.6 illustrate the total number of bugs detected by Orion in
the PyTorch and TensorFlow libraries, respectively. In PyTorch, Integer Overflow
stands out as the most frequently detected bug, accounting for 14 bugs. Following
closely behind is Segfault, which emerges as the second most detected bug in the
PyTorch library. On the other hand, in TensorFlow, Segfault takes the lead as the most
detected bug type, with 21 instances recorded. This suggests a potential susceptibility
to severe memory access violations or pointer errors within the TensorFlow framework.
Following Segfault, Check Failed emerges as the second most detected bug, with 12
reported instances.
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Figure 5.5: Total number of confirmed bug types detected by Orion in PyTorch
library.
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Figure 5.6: Total number of confirmed bug types detected by Orion in TensorFlow
library.

Figure 5.7 shows the mapping of root causes to the symptoms of detected bugs
including new and known ones for PyTorch and TensorFlow. In the figures, the first
columns show the overall fuzzing rules, while the second column specifies the specific
corner cases utilized by the fuzzing rules for bug detection. The last column shows
the symptoms of the detected bug.

From Figure 5.7a which depicts the parallel plot for the PyTorch library, we
can observe that there is a trace between Tensor Shape Mismatch and Segfault.
A segmentation fault occurs when a program tries to access memory that it does
not have permission to access, often resulting in a crash. Developers should pay
close attention to ensuring that tensor shapes are consistent throughout the API
execution to avoid segmentation faults. This involves a thorough shape validation to
detect and handle shape mismatches appropriately. It is also observable that there
is a trace between Preemptive Corner Case Generator Type 1 - List Corner Case
Generator -Case x to Integer Overflow. This pattern reveals that PyTorch is prone to
integer overflow when parameters of type integer and list with large values are being
passed to PyTorch APIs. Integer overflow occurs when a mathematical operation
results in a value that exceeds the maximum representable value for the data type,
leading to crashes.

The parallel plot in Figure 5.7b illustrates traces within the TensorFlow library.
There is a significant connection between Tensor Shape Mismatch and Check failed.
Unlike in the PyTorch library, in TensorFlow, bugs stemming from Tensor Shape
Mismatch often manifest as Check failed issues. Additionally, there is a notable
connection between Preemptive Corner Case Generator Type 1 -case x and both
Segfault and Floating Point Exception. This implies that in TensorFlow, there bugs
resulting from case x tend to lead to Segfault and Floating Point Exceptions, unlike
PyTorch library where case x leads to Integer Overflow.
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Figure 5.7: Mapping of fuzzing heuristic rules to bug symptoms.

Answer to RQ2: Orion can detect 135 bugs, of which 76 have been confirmed
by library developers. Among the confirmed bugs, 69 are unknown in the latest
versions of TensorFlow and PyTorch, and 7 of them have been already fixed by
library developers. The rest are awaiting further confirmation.
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5.5 RQ3: Ablation Study of Fuzzing Heuristic

Rules

Table 5.10 illustrates the contributions of fuzzing heuristic rules to the detection of
bugs in TensorFlow and PyTorch. Overall, the rules categorized under Corner Case
Input Generation demonstrate a greater impact on detecting bugs in TensorFlow
and PyTorch releases compared to those under Guided Input Generation. This trend
can be attributed to the fact that corner case rules encompass a broader range of
parameter types and buggy components within the API input specifications of DL
APIs. Within the Guided Input Generation category, the Tensor Shape Mismatch
rule exhibits the highest contribution, surpassing Tensor List-Indices Mismatch. This
confirms that the distribution of fuzzing heuristic rules contributed to the detected
bugs by Orion is consistent with the real-world distribution of root causes shown in
Table 5.3. In the category of Corner Case Input Generation Rules, the case x and
case n emerge as the most effective in bug detection within TensorFlow and PyTorch,
confirming that the trend is consistent with the real-world distribution of root causes.
This is likely because the inherent implementation of DL APIs has a weakness against
zero/large/negative values. This means that when these values are provided as input
to DL APIs, the back end often fails to validate these inputs properly.

Table 5.10: Contribution of Orion’s fuzzing heuristics rules on detecting bugs that
are confirmed by library developers including known and new instances in TensorFlow
v2.13.0 and PyTorch v1.13.1.

Guided Input Generation PyTorch TensorFlow

Tensor Shape Mismatch 4 1
Tensor List-Indices Mismatch - 3

Corner Cases - -

Case x 16 31
Case n 7 5
Case none - 5
Case nan - 2
Case noa - 1
Case mt - 1

Overall 27 49
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Answer to RQ3: The Corner Case Input Generation category stands out
as the most effective in terms of fuzzing heuristic rules for detecting bugs.
Among these rules, the Large Integer Argument rule emerges as the most
effective. In comparison, the Guided Input Generation category is the second
most effective, with the Tensor Shape Mismatch rule proving to be the most
impactful, uncovering a total of 5 bugs.

5.6 Threats to validity

Internal Validity: The internal validity mainly concerns whether the implementation
of the tool is correct or not. To reduce such a threat, we did a code review in multiple
rounds to make sure the rules were working as expected. Regarding the existing
fuzzing frameworks, we did not modify their implementation and we use them directly
to compare them with Orion and we use their default settings for comparison.
External Validity: For this study, the external validity is on the generalizability
of Orion on different DL libraries. To reduce this threat, we used two popular and
widely used DL libraries including TensorFlow and PyTorch. Even though both of
them use tensor-level operations and create dynamic computation graphs for DL
training and testing, they have different back-end implementations. This diversity
increases the validity of rules equipped with Orion. Unlike existing works which
only cover end-user public APIs used only by end-users of DL libraries, we also
collected dynamic execution information of developer APIs used specifically by library
developers. In the future, we will extend Orion to more DL libraries. We also evaluate
the effectiveness of Orion in a wide range of TensorFlow releases, including the latest
and earlier releases. We also assessed the effectiveness of Orion on traditional and
LLM-based DL fuzzers.
Construct Validity: The main concern regarding construct validity is the evaluation
criteria used for the comparison of different tools or techniques. To reduce such
threats, we use four metrics for the comparison, following existing work [44, 45]. In
the future, more metrics will be explored.
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5.7 Related work

5.7.1 History Driven Fuzzing

History-driven fuzz testing is a testing approach [238, 239, 240, 42] that takes advan-
tage of historical data, typically in the form of previously discovered bugs, to guide
the generation of test input. Instead of randomly generating inputs, history-driven
fuzz testing uses insights gained from past bugs to inform the creation of new test
cases that are more likely to trigger similar issues.

Zhao et al. [239] proposed one of the latest history-driven fuzzers called JavaTailor,
a novel method for generating diverse and effective test programs for Java Virtual
Machine (JVM) implementations. Unlike existing techniques, which mainly focus
on minor syntactic or semantic mutations, JavaTailor synthesizes test programs by
integrating ingredients extracted from historical bug-revealing test programs. Experi-
mental results on popular JVM implementations, HotSpot and OpenJ9, demonstrate
that JavaTailor outperforms existing techniques, achieving higher JVM code coverage
and detecting more unique inconsistencies. Additionally, JavaTailor has identified 10
previously unknown bugs, 6 of which have been confirmed and fixed by developers.
Zhang et al. [240] proposed DeltaFuzz, a fuzz testing method guided by historical
version information. DeltaFuzz analyzes differences between current and previous
versions to locate change points and performs change impact analysis to identify
affected basic blocks. Using a genetic algorithm, it iteratively generates new test
cases based on execution traces. Experiments on six open-source projects show that
DeltaFuzz outperforms existing tools (AFLGo, AFLFast, and AFL), reducing the
time to reach targets by 20. 59%, 30. 05% and 32. 61%, respectively. Lyu et
al. [42] proposed the Probabilistic Byte Orientation Model (PBOM), which captures
byte-level mutation strategies from both intra- and inter-trial history. By reusing
partial-path constraint solutions from previous mutation strategies, PBOM effectively
triggers unique paths and crashes. Building on this model, they introduce EMS, a
history-driven mutation framework. EMS uses PBOM as a mutation operator to
probabilistically determine the optimal mutation byte values based on input data.
They evaluated EMS against state-of-the-art fuzzers, including AFL, QSYM, MOPT,
MOPT-dict, EcoFuzz, and AFL++, in nine real-world programs. The experimental
results demonstrate that EMS discovers up to 4.91 times more unique bugs than
the baseline and achieves greater line coverage than other fuzzers in most programs.
Chen et al. [238] proposed HiCOND, a novel approach for generating test programs
in compiler testing. HiCOND leverages historical data to diversify test configurations,
to produce bug-revealing and diverse test programs. By inferring ranges for test
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configuration options from historical data and employing particle swarm optimization,
HiCOND generates effective test programs. The experimental results on GCC and
LLVM show that HiCOND detects significantly more bugs compared to existing
methods, with detection rates up to 145% higher. Additionally, HiCOND successfully
detected 11 bugs in a practical evaluation at a global IT company.

5.7.2 Fuzzing DL Compilers

Recently, many researchers have been attracted to the research of DL compil-
ers [205, 185, 114]. Hence, high-performance computing is essential in DL appli-
cation development. Often, DL models are compiled and optimized based on specific
platforms for safety-critical application domains.

One of the first approaches to DL compiler testing was proposed by [114] who
proposed TVMFuzz as a proof-of-concept application of their root cause categorization
of bugs in DL compilers. TVMfuzz generates new tests based on TVM’s original test
suite and uncovered 8 bugs that the original suite missed.

Liu et al. [185] proposed TZer, a functional tensor compiler fuzzer that incor-
porates coverage guidance and utilizes a combined approach of IR (Intermediate
Representation) and pass mutation. Tzer focuses on the low-level Intermediate Repre-
sentation (IR) in TVM, employing both general-purpose and tensor-compiler-specific
mutators driven by coverage feedback to create diverse and evolving IR mutations.
Moreover, Tzer includes pass mutation along with IR mutation, utilizing the various
optimization passes of tensor compilers to improve fuzzing efficiency. Experimental
results show that Tzer greatly surpasses current fuzzing techniques for tensor com-
piler testing, achieving 75% higher coverage and producing 50% more valuable tests
compared to the next best method.

NNSmith [205] is one of the most recent DL compiler fuzzers proposed in the
literature. NNSmith proposed testing DL compilers (such as TVM, TensorRT,
ONNXRuntime) focusing on finding bugs within the compilers that optimize DNN
models. It uses a new fuzz testing approach involving generating diverse DNN models,
gradient-based search to avoid floating-point exceptional values, and differential
testing.

Both NNSmith and Orion are fuzz-testing tools aimed at improving the reliability
of DL libraries. However, they target different aspects and components within the DL
ecosystem, and their methodologies, goals, and results differ significantly. In terms of
goals, Orion is an API-level fuzz testing tool that primarily targets DL libraries like
PyTorch and TensorFlow, focusing on both end-user and developer APIs. The primary
objective of Orion is to improve fuzzing by combining guided test input generation
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with corner-case test inputs based on fuzzing heuristic rules derived from historical
bugs. On the other hand, NNSmith focuses on testing DL compilers such as TVM,
TensorRT, and ONNXRuntime. The primary objective of NNSmith is generating
diverse DNN models, gradient-based search to avoid floating-point exceptional values
and differential testing.

In terms of methodology, Orion proposes Guided Input Generation which Combines
heuristic rules from historical bug analysis to guide test generation. Another primary
component of Orion is an empirical study in which it analyzes 376 bugs to construct
fuzzing heuristic rules. Another important and key technology in Orion is its seed
collection in which it collects test inputs for both developer APIs and end-user APIs.
In contrast, NNSmith’s primary component is the diverse model generation which
uses lightweight operator specifications to generate diverse and valid DNN models.
Additionally, NNSmith ensures that model inputs avoid floating-point exceptional
values. Also, it compares outputs from different compilers to identify discrepancies
and potential bugs.

In terms of impact, Orion could report 135 bugs in TensorFlow and PyTorch; 76
were confirmed by developers, with 69 previously unknown. Compared to other tools,
Orion detected significantly more bugs than DeepRel and AtlasFuzz for end-user APIs
and substantially outperformed FreeFuzz for developer APIs. Conversely, NNSmith
Identified 72 new bugs across TVM, TensorRT, ONNXRuntime, and PyTorch. Among
them, 58 bugs were confirmed and 51 were fixed by maintainers.

In conclusion, Orion offers a robust approach to fuzzing DL libraries with a focus
on comprehensive API testing and leveraging historical bug data. NNSmith, on the
other hand, innovates in the domain of DL compilers, providing a unique method for
uncovering compiler-specific bugs through model diversity and differential testing.

5.7.3 Testing DL Libraries

Deep learning libraries have been widely used to assist users in Deep Neural Networks
(DNNs) training and prediction tasks [241] such as image classification [81, 82, 83, 84,
85, 86, 87], natural language processing [88, 89, 90, 91, 92, 93, 94, 95], and software
engineering [2, 96, 97, 98, 99].

Researchers have conducted numerous research studies [191, 192, 242, 223, 222,
243, 244, 245, 246, 247, 248] for testing DL libraries. One of the first steps toward
testing DL libraries is the framework proposed by [192] which is a new approach that
focuses on finding and localizing bugs in deep learning (DL) software libraries. It
addresses the challenge of testing DL libraries by performing cross-implementation
inconsistency checking to detect bugs and leveraging anomaly propagation tracking
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and analysis to localize the faulty functions that cause the bugs. LEMON [191]
extends CRADLE by proposing a mutation-based framework where It designs a series
of mutation rules for DL models to explore different invoking sequences of library
code and hard-to-trigger behaviors. Another line of research is API-level testing of DL
libraries [45, 44, 46, 249] where each API is considered a subject for fuzzing based on
a set of predefined or random mutation rules. For example, DocTer [45] designed to
analyze API documentation to extract deep learning (DL)-specific input constraints
for DL API functions. FreeFuzz [44] instrumented DL API calls from different sources
and performed instrumentation to trace dynamic execution information of DL APIs.
Then these instruments were used for random fuzzing, where type and value mutations
were applied. One limitation of FreeFuzz is that it does not consider the relational
property of APIs that have similar names and parameter signatures. DeepRel [46]
further extended FreeFuzz to infer potential API relations based on API syntax and
semantic information, synthesizes test programs for invoking these relational APIs,
and performs fuzzing to find inconsistencies and bugs. A recently proposed fuzzer
called SkipFuzz [249] uses active learning to infer the input constraints of each API
function and generate valid inputs. The active learner queries a test executor for
feedback, which is used to refine hypotheses about the input constraints.

Our work differs from existing DL fuzzers in several key aspects. FreeFuzz [44] and
DeepRel [46] adopt approaches that involve generating random test inputs for API-
level testing of TensorFlow and PyTorch. DocTer [45], on the other hand, focuses on
extracting a set of input generation constraints from API reference documentation. In
the context of LLM-based DL fuzzers, such as TitanFuzz [47] and AtlasFuzz [48], the
emphasis is on leveraging LLMs to model API usage sequences and context information
for API-level fuzzing which mostly expose general DL bugs, not vulnerabilities. In
contrast, our approach is centered on the construction of fuzzing heuristic rules based
on historical bugs. These rules are designed to mimic real-world corner cases test
inputs when fuzzing DL APIs, thereby discovering critical bugs within the backend
implementation of TensorFlow and PyTorch. Additionally, Orion employs guided
input generation rules to model correlations between input arguments from DL APIs,
addressing one of the main root causes of bugs in DL libraries.

5.8 Conclusion

In this chapter, we proposed Orion, the first step toward building a semi-automated
fuzzing framework based on a set of fuzzing heuristics rules built on top of the
history bugs in TensorFlow and PyTorch. More specifically, Orion performs test
input generation for fuzzing via mining historical data from open source, including
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API documentation, public repositories on GitHub, and library tests. We built the
fuzzing heuristics rules based on 33 unique root causes of bugs. We extensively
evaluated Orion versus three traditional DL fuzzers, including FreeFuzz, DeepRel,
and DocTer, as well as two state-of-the-art LLM-based fuzzers on more than 5k
end-user and developer DL APIs. Orion reports 135 bugs, 76 of which are confirmed
by the community of DL library developers. Among the 76 confirmed bugs, 69 are
new bugs, 7 of them have been fixed after we reported them and the left are awaiting
confirmation. In terms of end-user APIs and compared to most recent traditional
DL fuzzers, i.e., DeepRel, Orion detects 45.58% and 90% more bugs, respectively.
In comparison with the state-of-the-art LLM-based fuzzer, e.g., AtlasFuzz, Orion
detects 13.63% and 18.42% more bugs on TensorFlow and PyTorch.

5.9 Data Availability

We share the source code of Orion, the bug list, and data in [237].
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Chapter 6

Taming Checker Bugs in Deep
Learning Libraries

6.1 Introduction

Research on automatically finding and fixing checker bugs in software systems has
shown promising results in improving software reliability [49, 50, 51, 52, 53, 54].
However, while much work has been done on this topic for conventional software,
little attention has been paid to similar issues in deep-learning (DL) libraries. This
lack of focus is mainly because deep learning libraries are developed differently from
traditional software [55, 56, 57]. As a result, most of the current related research is
centered on checker bugs of conventional software, leaving a significant knowledge
gap regarding bugs specific to DL libraries.

Checker bugs refer to defects arising from the absence or incorrect implementations
of validation checks within software systems’ code bases. These issues can manifest
themselves as incorrect functionality or system crashes. In DL libraries, checker
bugs have unique characteristics, as these libraries are constructed differently from
traditional software [55, 56, 57]. DL libraries are built on a specialized data structure
called a tensor [71], and consequently, the majority of bugs result from inadequate
validation of tensor properties [55]. Fig. 6.1 illustrates an example of a PyTorch
checker bug where the developer failed to verify if an unsigned integer variable k, i.e.,
representing an index of the input tensor, is less than the size of the input tensor’s
dimension. This type of oversight can lead to critical errors in tensor operations and
data processing within DL systems.
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89 inline int64_t size_between_dim_(int k,

90 int l, IntArrayRef dims) {

91 -TORCH_CHECK((unsigned)l <dims.size());

92 +TORCH_CHECK((unsigned)l < dims.size() &&

93 +(unsigned)k < dims.size());

94 ...

Figure 6.1: An example of a checker bug (#76715) in PyTorch library. The original
checker failed to validate if the index k is less than the size of the dimension of the
input tensor.

Existing studies on detecting and fixing checker bugs particularly focus on tradi-
tional software [49, 250, 50, 51, 52, 53, 54, 251, 252, 253, 254, 255, 256, 52].

Jana et al. [257] first proposed to use of error specifications to detect checker
bugs in C programs. Along this line, Tian and Ray [49] comprehensively investigated
real-world checker bugs in C programs and introduced ErrDoc, a tool aimed at
detecting and automatically repairing these bugs.

Wang et al. [54] introduced AMCheX, an LLVM-based tool for accurate missing-
check analysis in the Linux kernel. Wang et al. [253] developed a static analysis tool
to identify instances where critical operations in C/C++ code lack proper validation
of potentially unsafe input. Despite the prevalence of studies on checker bugs of
traditional software, we identified limitations of existing studies on checker bugs.

First of all, there is a lack of a comprehensive classification of checker bugs for
DL libraries. The classification of checker bugs for traditional software explored in
previous studies, such as Tian and Ray [49], only focused on checker bugs related to
IF statements. However, we find that checker bugs in DL libraries are more diverse
and require a broader classification. This discrepancy motivates us to develop a more
comprehensive classification of checker bugs for DL libraries.

Second, the traditional checker bug detection and repair approaches, e.g., Er-
roDoc [49] and AMCheX [54] only focus on validating the conditions in IF state-
ments. However, in DL libraries, validation, and error-checking mechanisms are
often more complex and often encapsulated within custom macros or functions (e.g.,
OP REQUIRES and TORCH CHECK ). This complexity introduces unique chal-
lenges for traditional bug detection and repair tools. For example, the following
code snippet shows the content of OP REQUIRES which involves several steps,
i.e., predicting the condition, checking computation context, handling failure, and
returning. Traditional detectors may struggle to parse and understand this multi-step
logic. In addition, traditional checker bug detection tools are designed based on
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simple if-else change patterns. Patterns within these DL macros can include multiple
function calls, context-specific operations, and detailed error-reporting mechanisms.
In OP REQUIRES, for instance, the macro not only checks a condition but also
performs additional tasks like failure handling and context checking, which go beyond
a simple condition checker.

define OP_REQUIRES(CTX, EXP, STATUS)

do {

if (!TF_PREDICT_TRUE(EXP)) {

CheckNotInComputeAsync((CTX),

"OP_REQUIRES_ASYNC");

(CTX)->CtxFailure(__FILE__, __LINE__,

(STATUS));

return;

}

} while (0)

To alleviate the mentioned issues, in this chapter, we conduct the first compre-
hensive analysis of DL checker bugs within two major and widely used DL libraries,
namely TensorFlow and PyTorch. For our analysis, we collected 527 checker bugs
with a keyword-based heuristic approach (details are in Section 6.2). To understand
the characteristics of checker bugs, we analyzed each bug from three perspectives, i.e.
root cause of bugs, symptom, and fixing patterns.

To detect and repair these DL checker bugs, we propose TensorGuard as a proof-of-
concept tool that leverages LLMs through prompt engineering with a RAG database.
We experiment with ChatGPT61, i.e., GPT-3.5-turbo, due to its demonstrated ef-
fectiveness in software engineering tasks such as code generation [258] and program
repair [259]. Specifically, for building the RAG vector database [260], we collected
211K commits from the PyTorch and TensorFlow GitHub repositories in 8 years
from September 2016 to December 2023. We evaluated TensorGuard’s performance
on a test dataset that includes 92 buggy and 135 clean checker-related changes in
TensorFlow and PyTorch from January 2024 to July 2024.

We evaluated TensorGuard in three different prompting strategies including
Chain of Thought (CoT), Zero-Shot, and Few-Shot prompting strategies. Our results
demonstrate that TensorGuard has a high average recall (94.51%) using Chain of
Thought prompting, a balanced performance between precision and recall using Zero-
Shot and Few-Shot prompting strategies. In terms of patch generation, TensorGuard
generated 90 patches for DL checker bugs in the test dataset, 10 of which were correct.

61https://chatgpt.com/
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To detect new checker bugs, we applied TensorGuard on 87 checker-related
commits (including 493 changes) of the JAX library from Google which resulted in
the detection of 64 new checker bugs and TensorGuard successfully fixes four of them.

The contributions of this chapter are as follows:

• We present the first large-scale analysis to demystify checker bugs within
PyTorch and TensorFlow libraries.

• We create a benchmark dataset including 527 instances of checker bugs, providing
detailed taxonomies regarding the root causes, symptoms, and fixing patterns
of these checker bugs.

• We introduce a novel LLM-based DL checker bug detection and repair tool,
TensorGuard. Our evaluation shows that our tool outperforms the state-of-the-
art.

• We offer practical guidelines to help the development teams of TensorFlow and
PyTorch handle checkers.

The structure of the remainder of the chapter is organized as follows. Section 6.2
outlines the empirical study of DL checker bugs. Section 6.3 discusses our proposed
tool and its results in DL checker bug detection and repair. Section6.4 discusses our
findings. Section 6.5 addresses potential threats to the validity of our study. Finally,
Section 6.6 provides a summary of the chapter.
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6.2 Characterizing Checker Bugs in DL Libraries

Figure 6.2: Taxonomy of DL checker bugs.

6.2.1 Study Setup

Selection of Subject DL Libraries: In this chapter, we selected TensorFlow [71]
and PyTorch [187] as our subject libraries to characterize checker bugs due to their
extensive usage in the literature [191, 192, 18, 193] and their widespread adoption
in various application domains across academia and industry [81, 100, 194, 102, 103,
104, 105, 88, 106, 107]. PyTorch [187], originally developed by Meta, is an important
machine-learning library based on the Torch library. TensorFlow [71], developed by
Google Brain62, is crucial due to its robust and scalable framework that supports
high-level and low-level tensor operations, making it suitable for a wide range of
machine learning applications. Please note that we did not include other DL libraries,
including Caffe [261], MLpack [74], Theano [262], and CNTK [263], as they have
fewer checker-related bugs due to their lower popularity and maintainability. We did
not include MXNet [73] because its GitHub repository is not maintained anymore.

62https://research.google.com/teams/brain/?authuser=2
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Incremental Keyword Construction: In this work, we used a snowball-based
keyword-matching approach to collect checker bugs in DL libraries from commits
in the main/master branches of the PyTorch and TensorFlow GitHub repositories.
we started with 15 initial and general keywords associated with checker bugs used
in previous work [49], e.g., checker, validating, checking, etc. We conducted a two-
round snowball-based keyword construction with 1,000 and 10K different commits
respectively. For each round we applied the existing keyword set to extract potential
checker bugs, we then manually analyzed the commit messages and code changes
to summarize possible new keywords. As a result, 40 and 47 new keywords were
collected from each round.

Finally, we constructed a keyword set including 102 unique keywords. All keywords
are available in the repository of this chapter63.
Heuristic Commit Filtering: In this step, we use the final list of checker bug-
related keywords to collect checker bugs from PyTorch and TensorFlow repositories
at a large scale, i.e., from Sept. 2016 to Dec. 2023. At the end of this process, 1,045
related commits from PyTorch and 1,373 commits from TensorFlow were collected.
Since heuristic filtering introduces false positives, we performed a manual analysis
to filter irrelevant commits from our data, which is explained in detail in the next
subsection.
Manual Filtering: The manual analysis was conducted collaboratively by three
authors, who worked together to label each matched commit. Any disagreements
during the analysis were resolved by simultaneous discussion and consensus. Each
commit took approximately five minutes to label, involving the evaluation of commit
messages, code changes, possible discussions within pull requests, and any other
relevant contextual information. This approach resulted in 527 checker bugs, i.e., 221
from PyTorch and 306 from TensorFlow.

6.2.2 DL Checker Bugs Characteristics

We analyzed each checker bug from three major categories, i.e., root cause, symptom,
and fixing pattern (shown in Figure 6.2). For our analysis, each checker bug was
manually examined to identify its root cause, which involved understanding the
underlying issue that led to the bug. We documented the symptoms by observing
how the bugs manifested in the system, such as through error messages. Finally, we
study the fixing patterns by reviewing the changes made in the commits that resolved
these bugs and categorizing the different approaches to correct them.

63https://github.com/icsecs1992/TensorGuard
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Root Cause of DL Checker Bugs: We classify the root causes of checker bugs
based on two sub-aspects, i.e., the root cause violation and root cause element. In the
context of checker bugs, a violation type refers to the specific kind of bug that occurs
in the code due to the absence or misconfiguration of certain checks or conditions.
Root cause elements refer to the specific aspects or conditions within the code being
verified or validated to ensure correct functionality, security, or performance [264, 57].
Root Cause Violation Types: Table 6.1 shows the distribution of the root causes
of the DL checker bugs. In our taxonomy, there are five types of violations: Missing,
Improper, Insufficient, Unnecessary, and Misleading. The Missing violation indicates
the absence of a necessary root cause element. Improper involves incorrect use of root
cause elements. Insufficient refers to inadequate or incomplete conditions that do not
thoroughly validate the input, state, or conditions. Misleading, involves uninformative
error messages that confuse users. Finally, Unnecessary indicates redundant root
cause elements in the code base of DL libraries. Compared to Tian and Ray [49],
our study presents three more new violation types, which are unique compared to
traditional software.

Table 6.1: Distribution of root causes of DL checker bugs.

Root Cause Element
Root Cause Violation

Missing Improper Insufficient Misleading Unnecessary Total

Edge Cases 164 46 23 - 4 237
Type Checking 37 16 9 - 2 64
Null Value 33 9 4 - - 46
Boundary Value 22 8 3 - - 33
Device Availability 17 3 8 - 1 29
Error Message - - - 29 29
Device Type 7 4 3 - 2 16
Device Version 6 7 3 - - 16
Execution Mode 7 3 - - 2 12
Computation Graph 5 - 4 - - 9
Tensor Quantization 5 1 1 - 1 8
Backend Type 5 1 1 - - 7
Others 12 4 4 - 1 21

Total 320 102 63 29 13 527

Root Cause Element Types: We categorize root cause elements into 13 types.
As shown in Table 6.1, Edge Cases, is the most frequent root cause element. The
edge case refers to a scenario or input at the end of the operational parameters or
beyond the typical scope of inputs that the implementation of DL APIs is designed
to handle. Type Checking involves scenarios where the back-end implementation of
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DL libraries has technical shortcomings in terms of checking or validating types of
tensors or any other object. Null Checker refers to the improper handling of null
values within DL libraries. The next root cause is Boundary Check which involves
bugs related to ensuring that the values fall within the acceptable limits of input
tensors, stacks, or arrays. These bugs occur when the program fails to correctly
handle values at the edges of allowable input ranges. Misleading Error Message
refers to scenarios where the error message of conditions or checks is not informative
enough which confuses the DL library users. Device Availability refers to scenarios
where the code fails to validate if the target device is available for tensor execution.
Device Version typically refers to issues due to differences in device models, that is,
GPU models, driver versions, or supported features. The next root cause element is
Device Type refers to scenarios where the back-end fails to check which device type
the tensor is running. Tensor Execution Mode refers to issues arising from the way
tensor operations are executed in DL libraries including eager execution or graph
execution. Computation Graph refers to issues that arise when the computational
graph is not properly checked for correctness before execution. Tensor Quantization
refers to scenarios in which the code does not validate if the tensors are executed in
quantized mode. Lastly, Backend Type refers to scenarios where code fails to verify
backend type, for example, Triton Backend64. Others represents situations where the
available data cannot identify a specific root cause element. When information is
lacking, these cases are classified in the general category of Others.

Finding 1: Root cause violation types Missing and Improper are the most
common violation types accounting for 60.7% and 19.3% instances in the
experiment dataset, as for root cause elements, Edge Cases and Type Checking
are the most two common root cause elements, accounting for 44.9% and 12.1%
of instances in the experiment dataset.

Symptom of DL Checker Bugs: As shown in our taxonomy (see Fig. 6.2), the
symptoms are classified into eight categories, i.e., Program Crash, Unexpected Behavior,
Confusing Error Message, Version Incompatibility, Numerical Error, Performance
Issue, Runtime Error, and the rest of instances as Others. Table 6.2 shows the
detailed distribution of symptom categories per library. In the following paragraphs,
we describe each symptom category in detail.

Program Crash: Is the most common symptom of checker bugs in DL libraries.
A program crash is easy to identify because of the immediate sign of failure which

64https://github.com/triton-inference-server/backend
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is propagated in the log message or stack trace. Such signs of failure are included
but not limited to: Aborted (core dumped), Assertion failed, Floating point exception
(core dumped), Segmentation fault, and Check failed.

Unexpected Behavior: Refers to a program that does not function as expected.
Checker bugs that include inappropriate handling of edge cases, such as empty tensors
or missing data, or running DL APIs with the same inputs under different execution
modes often result in unexpected behavior.

Confusing Error Message: Refers to misleading or unclear error messages
introduced by DL checker bugs that can confuse users. This confusion arises because
the bugs prevent the software from handling errors properly, making it difficult for
users to understand or fix the checker bugs.

Performance Issue: This is a widespread symptom of checker bugs within DL
libraries. These bugs often stem from issues related to tensor devices, i.e., either
GPU or CPU, leading to slower execution times and increased resource consumption.
They can manifest as prolonged training duration, excessive GPU/CPU utilization,
or unexpected bottlenecks in data processing pipelines. Unlike other symptoms of
checker bugs, performance issues do not generate a warning or log message. It often
manifests itself in the form of slow execution of DL APIs and performance regression.

Numerical Error: Manifests itself in issues related to model accuracy or training
stability. For example, operations on large tensors can result in unexpected integer
overflows, potentially causing incorrect memory allocations or tensor manipulations.
This is particularly problematic in complex neural architectures or when processing
large datasets.

Others: Describes situations where the available data is inadequate to determine
a particular symptom. When faced with insufficient information, we classify them
under the broad category of Others.

Finding 2: Program Crash is the most common symptom of DL checker bugs
accounting for 52.37% instances in total. Unexpected Behavior is the second
most common symptom of DL checker bugs accounting for 28.46% instances.
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Table 6.2: Distribution of symptom of DL checker bugs.

Symptom TensorFlow PyTorch Total
Program Crash 199 77 276
Unexpected Behavior 62 88 150
Confusing Error Message 19 13 32
Performance Degradation 5 16 21
Numerical Error 9 2 11
Others 12 25 37

Total 306 221 527

Fixing Pattern: Following existing studies [55, 57], we consider a common fixing
pattern consists of three components, i.e., Action, Condition, and Elements. Action
refers to the specific modifications made to the code to resolve a checker bug. Condition
refers to the type of condition used to fix a checker bug, e.g. if statements or macro-
checkers. Element indicates the target component to which the fix is going to be
applied.

Action Type: We categorize action types into seven categories (shown in
Table 6.3): Add, which means the developer adds a condition to fix the checker bug;
Update, indicating that an existing condition is modified; Extend, which refers to
enhancing an insufficient condition to fix the bug; Improve, for example stating that
the developer refines the error message to prevent confusing error message; Replace,
which means the developer substitutes one condition type with another; Relocate,
where the developer moves the condition within the codebase to fix the bug; and
Remove, which involves the elimination of conditions to resolve the bugs. These
categories encompass different approaches that developers take to fix checker bugs
through condition modifications in the code.

Condition Type: We categorize the types of conditions (shown in Table 6.3)
into seven categories: If checker indicates a typical if checker; Macro Checker refers
to PyTorch specific or TensorFlow specific macro checkers, e.g., OP REQUIRE for
TensorFlow and TORCH CHECK for PyTorch; Type Checking API refers to APIs
that are used to match data types; Assertion Statement, which indicates a library
specific assertion statement; Checker API, which indicates using an API to perform
checking operation, e.g., isCompatibleScope()65, Ternary Operator provides a concise
way to perform a conditional check and return one of two values based on the result,
which is represented by the ? and : symbols, and Boolean Expression is a logical

65This checker API is responsible to make sure that nodes in computation graphs are compatible
with each other.
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statement that evaluates to either true or false, mostly performs checking on return
values of functions.

Table 6.3: Distribution of conditions types.

Fixing Actions

Fixing Condition Add Extend Update Improve Replace Relocate Remove Total

If Checker 171 49 43 8 3 4 6 284
Macro Checker 126 6 20 14 11 2 7 186
Type Checking API 12 3 9 - 3 - - 27
Assertion Statement 8 1 1 5 1 1 - 17
Checker API 2 1 2 - 1 - - 6
Boolean Expression - 3 1 - - - - 4
Ternary Operatory 1 2 - - - - - 3

Total 320 65 76 27 19 7 13 527

Table 6.4: Distribution of fixing elements.

Fixing Elements PyTorch TensorFlow Total
Tensor 73 184 257
Regular Object 38 47 85
Device 52 12 64
Error Message 13 16 29
Integer Variable 4 18 22
Computation Graph 7 2 9
Backend 6 1 7
Others 28 26 54

Total 221 306 527

Fixing Element: We categorize fixing elements into eight categories (shown in
Table 6.4): Tensor refers to elements related to tensor properties, such as tensor shape
(e.g., tensor element, tensor dimension, tensor rank, and tensor type), tensor storage,
tensor quantization, execution mode, and boundary values on tensor properties.
Regular Object includes general-purpose objects that are not tensors, such as custom
classes or data structures. Device pertains to properties of devices, such as device
storage, device version, and device availability. Error Message encompasses outputs
generated when there is an issue with the execution in the backend of deep learning
libraries. Integer Variable involves typical integer variables used in the backend
implementation, whether as function or class arguments, or for indexing tensors,
arrays, or buffers. Computation Graph represents the sequence of operations performed
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in a deep learning model, ensuring the correctness of nodes and edges, including
node type, value, or state. Backend refers to the type of backend that enhances the
deployment of AI models in production, such as Triton or CUDA. Others includes
elements that do not fit into the above categories.

Finding 3: Add and Update are the most common action types adopted to fix
DL checker bugs accounting for 60.72% and 14.42% of instances, respectively.
Among the condition types, If Checker and Macro Checker are the most
common types accounting for 53.88% and 35.29% of instances, respectively.
Among fixing elements, Tensor is the most common element accounting for
48.76% of instances.

6.3 TensorGuard: A RAG-based Multi-Agent Frame-

work to Detect and Fix DL Checker Bugs

Our findings in Section 6.2 demonstrate that DL checker bugs primarily focus on issues
related to tensor properties, device issues, and computation graphs. Examples include
problems with edge cases, boundary values, device types, tensor types, and device
availability. These issues typically fall outside the detection capabilities of current
tools that target checker bugs in traditional software, as these tools generally rely
on matching general checker templates rather than DL-specific ones [49, 50, 51, 52].
Identifying such checker bugs often requires manually crafted rules developed by
library developers or experts in software security. However, manually crafted rules
present scalability challenges.

Motivated by the notable progress made recently in LLMs [265] for software
engineering tasks [266, 57, 267, 268], we develop TensorGuard, the first DL checker
bug detector and fixing tool built on top of LLMs which is based on OpenAI GPT-
3.5-turbo [269], stands out among similar LLMs in that it has shown great promise
in software engineering [269].
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Figure 6.3: Architecture of TensorGuard.

6.3.1 Design of TensorGuard

In this section, we explain the design of TensorGuard. We start by detailing the
design of the vector database for RAG. We then explain the prompt strategies and
agents for checker bug detection and repair.
RAG Design: As shown in Fig. 6.3, TensorGuard is equipped with a vector database
that is utilized in RAG that provides external knowledge for patch generation. Using
RAG with our patch generation agent combines the strengths of retrieval-based
methods and generative LLMs. The input to the RAG database is the root cause of
the checker bug queried by the patch generation agent, and the output is a similar
code change. By retrieving relevant contextual information from a large corpus of code
changes, TensorGuard understands the context and specifics of the patch generation
process, resulting in contextually relevant code fixes. To build the vector database,
following existing work [270, 271], we used sentence-transformers library [272, 273]
with all-MiniLM-L6-v2 as the embedding model, which converts documents to a
384-dimensional dense vector space. The documents in our dataset are the whole
body of code changes within each modified file, that is, including the deleted and
added lines. To encode the code changes, we use batch size as 50 and chromadb 66 as
our database to store the vectorized code changes.
Prompt Engineering for Different Agents: In this section, we detail the prompts
used in the agents for DL checker bug detection and repair tasks. Checker Bug
Detection Agent: The purpose of developing this agent is to enable TensorGuard to
identify potential checker bugs in a new commit. As shown in Fig. 6.3, the detection
agent queries a code commit containing a commit message and code change. If

66https://pypi.org/project/chromadb/
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Table 6.5: Prompt template for bug detection agent (COT).

“prompt”: You are an AI trained to detect bugs in a deep-learning library based
on commit messages and code changes. Your task is to determine whether a given
commit introduces a bug or not. Follow the steps below to reason through the
problem and arrive at a conclusion.
1. Understand the commit message: Analyze the commit message to understand
the context and purpose of the code change. {commit message}
2. Review the code change: Examine the deleted and added lines of code to identify
the modifications made. {code removed}{code added}
3. Identify potential issues: Look for any missing, improper, or insufficient checkers
within the code change. Checkers may include error handling, input validation,
boundary checks, or other safety mechanisms.
4. Analyze the impact: Consider the impact of the identified issues on the
functionality and reliability of the deep learning libraries.
5. Make a decision: Based on the above analysis, decide whether the commit
introduces a bug or not.
6. Output the conclusion: Generate a clear output of “YES” if the commit
introduces a bug, or “NO” if it does not.
“output”: {Decision}

the agent identifies the code changes contain bugs related to checkers, it passes the
instance to subsequent agents, i.e., the root cause analysis agent. For this agent,
we designed three prompting strategies including Chain of Thought (COT) [274],
Zero-Shot [275], and Few-Shot[276] which are shown in Table 6.5, Table 6.6, and
Table 6.7 respectively.

Our COT prompts were designed based on the knowledge gained from our empirical
study on DL checker bugs, as illustrated in Fig. 6.2. Specifically, we develop the COT
prompts through a step-by-step process to help the model understand the root cause
of each bug. Then, we guided the agent to understand the impact of the checker bug.
Note that for Few Shot, we randomly selected two examples from our curated dataset
of 527 checker bugs in Section 6.2.
Root Cause Analysis Agent: The prompt template for this agent is shown in
Table 6.8. This agent is responsible for extracting the root cause of the checker
bug allowing the patch generation agent to create more targeted and effective fixes.
The input to this agent is the commit message and the output is the root cause
explanation of the DL checker bug.
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Table 6.6: Prompt template for bug detection agent (Zero Shot).

“prompt”: You are an AI trained to detect bugs in a deep-learning library based
on commit messages and code changes. Your task is to determine whether a given
commit introduces a bug or not. Follow the steps below to reason through the
problem and arrive at a conclusion.

Commit message: {commit message}
Code change: {code removed}{code added}
“output”: {Decision}

Table 6.7: Prompt template for bug detection agent (Few Shot).

“prompt”: You are an AI trained to detect bugs in a deep-learning library based
on commit messages and code changes. Your task is to determine whether a given
commit introduces a bug or not. Follow the steps below to reason through the
problem and arrive at a conclusion.

Example Checker Bug One:
Commit message: {commit message}
Code change: {code removed}{code added}

Example Checker Bug Two:
Commit message: {commit message}
Code change: {code removed}{code added}

Task:
Commit message: {commit message}
Code change: {code removed}{code added}
“output”: {Decision}

Table 6.8: Prompt template for root cause analysis agent.

“prompt”: Please describe the root cause of the bug based on the following
commit message:{commit message}
“output”: {Root causes}

Patch Generation Agent: This agent is responsible for generating a fix for a DL
checker bug. The prompt template is shown in Table 6.9. Its prompt is designed to
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Table 6.9: Prompt template for patch generation agent.

“prompt”: You are given a bug explanation and an external context for fixing
a checker bug. Please think step by step and generate a patch to fix the bug in
the code snippet. Please neglect any issues related to the indentation in the code
snippet. Fixing indentation is not the goal of this task. If you think the given
pattern can be applied, generate the patch.

Example One: {code removed} {code added}
Example Two: {code removed} {code added}

Bug explanation: {bug explanation}
Retrieved context: {retrieved knowledge}
Code snippet: {code snippet}
“output”: {Think steps}{Patch}

guide the agent in generating fixes for checker bugs. It provides the agent with a
bug explanation (received from the root cause analysis agent), external knowledge
(retrieved from the RAG database which plays a crucial role in enhancing the agent’s
ability to generate accurate and contextually appropriate patches for checker bugs),
and a code snippet containing the checker bug. The prompt instructs the model
to think step-by-step and generate a patch. Additionally, the prompt includes two
example shots to help the agent understand the task structure. The agent is expected
to output its thinking steps followed by the generated patch.

Table 6.10: Statistics of data used for the experiments.

Total Commits Collection Interval Number of Bugs Clean Instances Code changes
RAG Data 211K 2016/09 - 2023/12 - - 1.3M
Evaluation Data 1,174 2024/01 - 2024/07 92 135 -

6.3.2 Data for RAG and TensorGuard Evaluation

Table 6.10 summarizes the data we used to build RAG’s database and evaluate the
performance of TensorGuard.
RAG Data: To build the vector database for RAG, we collected the commits in
PyTorch and TensorFlow GitHub repositories from January 2016 to December 2023.
Note that, different from our empirical study conducted in Section 6.2 (which focused
on checker-related commits), we used all the commits for building RAG, the reason is
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that including all commits provides a more comprehensive dataset, allowing the RAG
to learn from a wider variety of code changes and bug fixes. This broader context
improves the accuracy and relevance of the patches generated, as it encompasses
diverse scenarios and edge cases beyond just checker-related issues. This process
yielded 61,453 commits for PyTorch and 150,352 commits for TensorFlow. After
extracting commits, we started parsing each commit information and collected 391,571
code changes for PyTorch and 920,108 code changes for TensorFlow. Overall, we
constructed the vector database with 1.3M code changes.
Test Dataset for TensorGuard: To build the evaluation data for TensorGuard, we
applied our keyword-matching approach to the commits of PyTorch and TensorFlow
from January 1, 2024 to July 20, 2024. We filtered commits that have a large number
of co-changed files (i.e., more than 10 modified files) and changes that have large
changes of modified code (i.e., changes with more than 15 lines of code). When
provided with a large input, the model used, i.e., GPT-3.5-turbo may struggle to
maintain focus on relevant parts of the code change, i.e., parts where checker conditions
reside. It can be overwhelmed by the sheer volume of code-related information that
is not related to checker bugs, making it difficult to identify and prioritize the most
important checker bug-related details. As a result, the test data contains 92 buggy
and 135 clean DL checker-related changes.

6.3.3 Experiments Setup

We assess TensorGuard’s effectiveness in detecting and repairing DL checker bugs.
We use Precision, Recall, F1 score, and the number of correctly generated patches as
the metrics to evaluate the performance. We chose to use GPT-3.5-turbo, as it has
proven effective in software engineering tasks, particularly code generation[277].

We set the temperature parameter to 0 to ensure the determinism of LLM’s
outputs [278]. Note that, due to the stochastic nature of LLMs, which can produce
different outputs for the same input, we run TensorGuard five times on the test data
and measure the average performance.
Baseline: To evaluate the effectiveness of TensorGuard, we compare its patch
generation performance against AutoCodeRover [279], a prominent baseline from
the SWEBench Leaderboard67 at the time we conducted this research [280]. This
decision was motivated by several factors that make AutoCodeRover particularly
suitable for our study. First, its open-source nature allows transparent evaluation and
reproduction of results. Secondly, AutoCodeRover is adaptable to repository-level
data, such as issue reports and commit messages, making the comparison more

67https://www.swebench.com/
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straightforward, as TensorGuard also works on repository-level data. Secondly, it
is standing as the second-best tool on the SWEBench, underscoring its competitive
performance. Lastly, AutoCodeRover ’s multi-agent architecture bears similarities to
TensorGuard, providing a more direct comparison of approaches.

AutoCodeRover can be adjusted to work with various foundational models from
different vendors, including OpenAI, Anthropic, Google, and open-source models
from Meta. In this experiment, we opt to choose GPT-4o-mini from OpenAI because
TensorGuard also operates with the GPT-3.5-turbo model. We use GPT-4o-mini
because it has a 128K context window, which is suitable for AutoCodeRover, as its
context information for patch generation is much larger compared to TensorGuard.
We also set the temperature value to 0.2 according to their instructions. The input
data to AutoCodeRover typically consists of GitHub issue descriptions, while our
study focuses on commit messages. To adapt AutoCodeRover for our experiments, we
did not directly feed the commit messages to it. Instead, we extracted the root cause
of the bug from the commit messages and provided this information to AutoCodeRover.
The rationale behind this approach is twofold: first, extracting the root cause from
commit messages makes it similar to an issue description; second, by only extracting
the root cause, we ensure that no hints for fix generation are included in the issue
description.

Table 6.11: Performance of TensorGuard in detecting DL checker bugs using different
prompting strategies.

Chain of Thought Zero-Shot Few-Shot
Precision (%) Recall (%) F1 (%) Precision (%) Recall (%) F1 (%) Precision (%) Recall (%) F1 (%)

PyTorch 50.75 100 67.33 66.47 79.34 72.33 69.30 37.04 48.74
TensorFlow 30.05 89.03 44.93 57.46 63.22 60.20 55.60 50.96 53.17
Average 40.4 94.51 56.12 61.96 71.28 66.26 62.45 44.00 50.95

6.3.4 Experiments Results

Detection Effectiveness: Table 6.11 shows the performance TensorGuard in de-
tecting checker bugs across PyTorch and TensorFlow averaged over five runs using
three prompting strategies, i.e., COT, Zero-Shot, and Few-Shot.

Chain of Thought (COT) Prompting: With COT prompting, TensorGuard
exhibits high recall (100%) but moderate precision (50.75%) on PyTorch’s data,
leading to a relatively good F1 score of 67.33%. This indicates that while TensorGuard
identifies nearly all bugs (high recall), it also produces many false positives (low
precision). In TensorFlow, TensorGuard shows a high recall (89.03%) but very low
precision (30.05%), resulting in an F1 score of 44.93%. The overall average precision
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is 40.4%, the recall is 94.51%, and the F1 score is 56.12%. The high recall average
implies that the tool TensorGuard, using Chain of Thought prompting, is a desirable
tool for detecting checker bugs, as it identifies a large proportion of actual positive
cases. This is due to the structured reasoning in COT prompting, which helps
the checker bug detection agent break down the decision-making process into steps,
potentially allowing it to consider more aspects of the problem and catch more
potential issues [274].

Zero Shot Prompting: Under this setting, TensorGuard balances both metrics,
with a precision of 66.47% and recall of 79.34%, leading to an F1 score of 72.33% in
PyTorch. This indicates a good trade-off between identifying bugs and reducing false
positives. In TensorFlow, TensorGuard shows improved balance as well, with precision
at 57.46% and recall at 63.22%, yielding an F1 score of 60.20%. Precision averages
at 61.96%, recall at 71.28%, and F1 score at 66.26%, indicating a well-rounded
performance with a good balance between precision and recall.

Few Shot Prompting: Under this setting, TensorGuard achieves the highest
precision among the three prompting strategies (69.30%) but suffers from low recall
(37.04%), leading to an F1 score of 48.74% in the PyTorch library. In the TensorFlow,
TensorGuard shows similar trends with a precision of 55.60% and recall of 50.96%,
resulting in an F1 score of 53.17%. On average, TensorGuard reports a precision of
62.45%, a recall of 44.00%, and an F1 score of 50.95% indicating a preference for
precision but with significant gaps in recall.

Detection Effectiveness: Overall, TensorGuard’s performance on detecting
DL checker bugs varies significantly across strategies and frameworks. Chain
of Thought excels in recall, Zero-Shot provides balanced performance, and
Few-Shot favors precision.

Repair Effectiveness: Table 6.12 shows the performance of TensorGuard in patch
generation. We manually verified the generated patch against the ground truth. Only
patches that are semantically equivalent to the ground truth patches are considered
valid. Note that, some of the generated patches included the same code elements
as the ground truth but with additional comments. We considered these patches
valid because the comments did not alter the logic of the fix. As shown in the table,
TensorGuard generated a total of 90 patches, with 10 of them being correct patches,
its accuracy is 11.1%. In contrast, AutoCodeRover generated 32 patches while only
three were correct and its accuracy is 9.3%. This suggests that TensorGuard can
outperform AutoCodeRover in patching DL checker bugs.
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Note that, AutoCodeRover generates fewer patches compared to TensorGuard,
this is due to an issue regarding the size of the context information AutoCodeRover
retrieves from the target project’s repository. AutoCodeRover parses hundreds
of source files within the target project to gather contextual information for patch
generation [279]. Although we used GPT-4o-mini as its base model (with 128K context
window size), for some large commits, the context length exceeds the model’s window
size. This results in halting the execution of AutoCodeRover without generating any
patch.

In addition, regarding the accuracy of generated patches, AutoCodeRover has a
lower accuracy (i.e., 9.3%) compared to its accuracy on general GitHub issues from
the SWEBench dataset (i.e., 18.83%). This discrepancy can be attributed to several
factors. Firstly, the SWEBench dataset includes general bugs that might be easier
to fix due to their more common and straightforward nature. The diverse range of
bugs in SWEBench provides a broader spectrum of examples that the model can
leverage, making it more likely to encounter familiar patterns and generate accurate
fixes. Secondly, we manually checked that most issues in the SWEBench dataset are
from before 2023, which means that these bugs have probably been seen by LLMs
during the training.

The following code change shows that TensorGuard successfully generated a
correct fix for a DL checker bug. The root cause of this bug was the failure to check if
the type of the tensor element was an integer (lines 2 and 3). TensorGuard resolved
this bug by adding an if-statement to ensure that the tensor element is of an integer
type.

89 # Checker bug code snippet

90 + return element_type.isInteger() &&

91 + (element_bitwidth == 32 ||

92 element_bitwidth == 64);

93

94 # Actual patch made by the developer

95 + if (!element_type.isInteger()) {

96 + return false;}

97 + return element_bitwidth == 32 ||

98 element_bitwidth == 64;

99

100 # Correct patch generated by TensorGuard:

101 + if (!element_type.isInteger()) {

102 + return false;}

103 + return element_bitwidth == 32 ||
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104 element_bitwidth == 64;

We also show a typical incorrect patch generated by TensorGuard as follows.
The root cause of the bug was an overflow issue in the comparison of bytes to write
and AvailableInputSpace(). The variable bytes to write could overflow int32, making
it appear smaller than the actual AvailableInputSpace(). TensorGuard failed to
generate a correct patch because it incorrectly cast bytes to write instead of casting
AvailableInputSpace().

From the example, we can see that TensorGuard could be further improved
by providing a detailed root cause analysis before generating patches, and also
incorporating a user feedback loop can help continuously improve the effectiveness of
the tool in code generation. User feedback can be retrieved from code documentation
like discussions among developers or issue descriptions, which can help TensorGuard

understand the broader context and specifics of the checker bugs that may not be
evident from the commit message and code changes.

89 # Checker bug code snippet

90 + if (static_cast<int32>(bytes_to_write) <=

91 AvailableInputSpace()) {

92

93 # Actual patch made by the developer

94 + if (bytes_to_write <=static_cast<size_t>

95 (AvailableInputSpace())) {

96

97 # Incorrect patch generated by TensorGuard

98 + if (static_cast<size_t>(bytes_to_write)

99 <= AvailableInputSpace()) {

Repair Effectiveness: Despite the limited effectiveness in fixing DL checker
bugs, TensorGuard can outperform state-of-the-art bug repair tool, i.e., Au-
toCodeRover in patching DL checker bugs.

Table 6.12: Performance of TensorGuard versus AutoCodeRover in fixing DL checker
bugs.

Approach # Generated Patch # Correct Patches Accuracy
AutoCodeRover 32 3 9.3%
TensorGuard 90 10 11.1%
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6.4 Discussion

6.4.1 Detecting New Checker Bugs

We also assess the effectiveness of TensorGuard in finding new checker bugs. Specifi-
cally, we experiment with a well-known and widely used DL library, i.e., JAX from
Google68. We first collected the checker bug-related commits from January 2024 to
July 2024 based on our keyword-matching approach, which resulted in 87 commits
encompassing 493 code changes. We then ran TensorGuard on these code changes.
Once the execution was completed, we manually analyzed the results in two stages
for further verification. In the first stage, we checked whether each detected code
change was related to checker bugs. If a code change was verified as a true positive,
we proceeded to the next stage, in which we assessed whether the generated patch
was correct.

As shown in Table 6.13, out of a total of 493 changes, TensorGuard labeled 118
instances as potential checker bugs. Upon further manual inspection, 64 of them were
verified to be true DL checker bugs. However, TensorGuard successfully generated
correct fixes for only four of these true checker bugs. This indicates that while the
tool is relatively effective at identifying potential checker bugs, its success rate in
generating accurate fixes for these bugs is significantly lower. The relatively low
success rate of TensorGuard in generating accurate fixes for the detected checker bugs
in the JAX library can be attributed to the limitations of the RAG database used in
TensorGuard. The current RAG database is built primarily on data collected from
TensorFlow and PyTorch repositories, which might not encompass a wide range of fix
patterns applicable to checker bugs within the JAX library. These repositories, while
extensive, may contain specific code practices and patterns that do not generalize
well in the JAX library.

Table 6.13: Performance of TensorGuard on detecting and fixing new checker bugs
in JAX library.

Total changes # Detected # True Bugs # Correct Fixes
JAX 493 118 64 4

68https://github.com/google/jax
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6.4.2 Difference Between Checker Bugs in DL Libraries and
Traditional Software

Differences in Root Causes. The root causes of DL checker bugs differ significantly
from those of traditional software, both in terms of root cause violations and root
cause elements. For example, Tian and Ray [49] categorized checker bug violations
into two types: Incorrect and Missing. Although these two categories are frequent
among DL checker bugs, we found three new violation types during our manual
analysis: Insufficient, Misleading, and Unnecessary resulting in five categories in
total. In terms of root cause elements, Tian and Ray [49] provided four categories
for root cause elements, i.e., Error Checks (EC), Error Propagation (EP), Error
Output (EO), and Resource Release (RR). In our taxonomy, we identify a total of 13
categories. In traditional software, the root cause of checker bugs is typically related
to common programming defects. However, within DL libraries, as shown in Fig. 6.2,
the root cause elements are more comprehensive and distinct. For example, Edge
Case primarily refers to malicious values within tensor properties, such as tensor
shape, value, or data type. Additionally, DL libraries have unique root cause elements
like Computation Graph and Tensor Quantization [53].

Differences in Symptoms: Symptoms of checker bugs are also different between
traditional software and DL libraries. To show the difference, we compared it with
the study conducted by Lu et al. [53]. They categorized the security symptom of
missing-check bugs into six categories including DoS, Overflow 69, Bypass Privilege,
Information Leak, Memory Corruption, and Code Execution. Compared to their
study, we have five distinct symptoms within DL libraries including User Confusion,
Numerical Error, Version Incompatibility, Runtime Error, and Unexpected Behavior.

Differences in Fixing Patterns: Tian and Ray [49] proposed ErrDoc including
four distinct fixing patterns to fix checker bugs in C programs based on AST editing,
which generally follows a common procedure, i.e., given a pattern and a matched
bug, ErrDoc first identifies the bug location, then it adds necessary checks and error
handling blocks, substitutes error-specific constants, and inserts appropriate logging
or paired function calls. Compared to the patterns discovered by Tian and Ray [49]
in C programs, the fixing patterns for checker bugs in DL libraries are dramatically
different. Specifically, the fixing patterns for DL checker bugs primarily involve
ensuring that the shape of input tensors is valid, meaning input tensors must have
the same shape or align correctly with the corresponding index parameters within DL
APIs. Existing work [57] showed that DL APIs typically have more parameters than
traditional APIs due to the sophisticated tasks they handle, such as convolutional

69Overflow category in their study refers to buffer overflow.
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operations. The increased number of parameters, along with the complex correlations
among them [281, 47, 48], introduces many critical weaknesses within the DL back-
end implementations. Therefore, developers must guard against these conditions to
enhance the reliability of DL systems.

6.4.3 Guidelines to Avoid DL Checker Bugs

Ensure Input Tensors have the Same Shape: Based on our findings, we suggest
that the developers of TensorFlow and PyTorch add the necessary checks to ensure
that the input tensor shapes are aligned with each other according to the constraints
within the API documentation. The location of the checkers is really important.
Based on our analysis we suggest developers insert checkers at the beginning of the
functions because most checks should be done before main computations are started.

Check for Tensor Types: Based on our analysis, we suggest developers add
type-checking conditions to ensure tensor types are valid, either one single tensor
or a mismatch between types of input tensors. For example, in some scenarios,
multiple input tensors need to be numeric, i.e., the type of input tensors should
match. Additionally, there are cases where single tensors must follow specific types
for further computations.

Ensure Tensor Indexing is Within Range: Based on our findings, we suggest
that TensorFlow backend developers must prioritize ensuring tensor indexing remains
within valid ranges to prevent out-of-bounds errors. Implement rigorous checks for
index validity, especially when handling sparse tensors or complex indexing operations.
Utilize built-in TensorFlow functions for boundary enforcement where possible and
incorporate explicit range validation in custom operations. When processing user-
provided indices, always verify their consistency and order. For instance, validate
that indices are sorted in ascending order for sparse tensor operations. Additionally,
it employs defensive programming techniques such as bounds-checking loops, error
handling for potential out-of-range access, and clear error messages for invalid input.

6.5 Threats to Validity

In our empirical study, we focus on checker bugs stemming from the backend im-
plementation of DL libraries which often are developed in Python, C/C++, and
CUDA languages. We exclude DL applications developed in front-end languages like
Python and Java Script as the majority of checker bugs occur within the backend
implementation of DL libraries. To ensure the internal validity of our manual analysis,
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the first three authors with more than five years of DL application development con-
ducted the analysis together in multiple rounds. This collaborative approach allowed
for immediate discussion and resolution of any disagreements or discrepancies. By
working simultaneously, the authors were able to cross-verify each other’s assessments
in real-time, ensuring consistency and accuracy in our findings. One major threat to
the external validity of this chapter is our exclusive focus on TensorFlow and PyTorch.
We believe our findings apply to other DL libraries like Caffe, Theano, and MXNet,
due to their common use of tensor data structures, computation graphs, and high-
performance computing devices like GPUs. To ensure we had the most up-to-date
checker bug patterns for evaluating TensorGuard, we collected commits from the last
seven months. For RAG construction and taxonomy creation, we selected commits
over eight years to ensure comprehensive coverage of checker bug patterns, rather
than limiting our analysis to a specific timeframe. In this work, we experimented with
ChatGPT-3.5-turbo. It is essential to recognize other LLM models, such as Meta’s
Llama2, LlaMa 3.1, Mistral, Google PaLM/Gemini, etc. These alternative models
may bring unique features and performance characteristics that could potentially
impact the validity of our findings.

6.6 Conclusion

In this chapter, we conducted the first comprehensive analysis of DL checker bugs in
two major DL libraries, TensorFlow and PyTorch. We curated a data set including
527 checker bugs through manual inspection. Our analysis of these DL bugs, focusing
on their root causes, symptoms, and fixing patterns, has provided valuable insights.

Leveraging these findings, we created TensorGuard, a proof-of-concept tool pow-
ered by RAG and LLM agents to identify and fix checker bugs in DL libraries. Our
evaluation of a test dataset that includes 92 buggy and 135 clean checker-related
changes in TensorFlow and PyTorch from January 2024 to July 2024 demonstrates
TensorGuard’s effectiveness. Furthermore, TensorGuard helps detect 64 new DL
checker bugs for the JAX library from Google. In general, our results underscore
the potential of TensorGuard to improve the reliability of DL libraries by effectively
identifying and fixing checker bugs. This work sets the stage for future advances
in bug detection and correction for DL systems, contributing to more robust and
efficient AI applications.
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6.6.1 Data Availability

All the scripts and data to reproduce our experiments can be found in our replication
package70.

70https://github.com/icsecs1992/TensorGuard
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Chapter 7

Conclusions and Future work

Although AI infrastructure plays a key role in our daily lives, ensuring its reliability
and trustworthiness remains a significant challenge. This thesis takes the first step
toward addressing these challenges and enhancing the reliability of AI infrastructure
through a systematic analysis of software repositories. We derive guidelines for
developing high-quality AI system code and empirically evaluate various approaches
related to AI reliability. The findings and techniques presented in this work benefit
both AI framework developers and end users.

This chapter is organized as follows: first, we summarize our findings and contribu-
tions based on the presented work in this thesis (Section 7.1). Then, we discuss some
future works (Section 7.2). At last, we provide our closing remarks (Section 7.3).

7.1 Thesis Findings and Contributions

• Characterizing Bugs in AI Frameworks: We proposed the first empirical
study to characterize software bugs in AI frameworks, aiming to guide the design
and development of effective bug detection and debugging techniques. By manu-
ally analyzing 683 commits from seven widely-used AI frameworks—TensorFlow,
PyTorch, Scikit-learn, Mlpack, Scipy, Pandas, and Numpy—we identified 16
bug types, 20 root causes, 4 symptoms, and 19 fixing patterns, culminating
in six key findings. Based on these insights, we propose actionable guidelines
to enhance the reliability and security of AI frameworks, providing valuable
contributions to the ML and software engineering communities.
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• Static Bug Detection in AI Frameworks: We investigated the automatic
detection of software security bugs in AI frameworks by evaluating the effec-
tiveness of five popular static analysis tools: Flawfinder, RATS, Cppcheck,
Facebook Infer, and Clang Static Analyzer. Using a curated dataset of bugs
from four widely used AI frameworks, we categorize these tools’ strengths and
limitations.

• Benchmarking Deep Learning Fuzzers: We present the first evaluation of
state-of-the-art DL fuzzers against real-world bugs in DL libraries. We curated
a comprehensive benchmark dataset of 517 real-world bugs from PyTorch and
TensorFlow that are detectable through fuzzing. Applying seven leading DL
fuzzers—FreeFuzz, DeepRel, NablaFuzz, DocTer, ACETest, TitanFuzz, and
FuzzGPT—we found that these tools collectively detected only 6.5% (34/517)
of the bugs. Our analysis identified two key factors limiting their effectiveness,
offering actionable insights for enhancing fuzzer design. We established a
benchmark for DL fuzzing research and provided a foundation for developing
more robust and efficient fuzzing tools.

• History-Driven Fuzzing for Deep Learning Libraries: We introduced
Orion, a semi-automated fuzzing framework that leverages fuzzing heuristic
rules derived from the historical security bugs of TensorFlow and PyTorch. By
mining open-source data, including API documentation, GitHub repositories,
and library tests, Orion generates test inputs based on 33 unique root causes
of bugs. Evaluated over 5,000 DL APIs, Orion identified 135 bugs, with 76
confirmed by the DL community—69 of which are novel, and 7 have been
fixed post-reporting. Compared to traditional fuzzers like DeepRel and state-
of-the-art LLM-based fuzzers like AtlasFuzz, Orion achieves up to 90% and
18.42% higher detection rates, respectively. These results establish Orion as
a significant advancement in DL library fuzzing research, paving the way for
improved security and reliability.

• Taming Checker Bugs in Deep Learning Libraries: We conducted the
first comprehensive analysis of DL checker bugs in TensorFlow and PyTorch,
supported by a curated dataset of 527 checker bugs. We then proposed Ten-
sorGuard, a proof-of-concept tool combining RAG and LLM agents to identify
and fix checker bugs in DL libraries. Evaluated on a dataset of 92 defective
and 135 clean checker-related changes from January to July 2024, TensorGuard
demonstrates high effectiveness and further identifies 64 new checker bugs in
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Google’s JAX library. These results highlight TensorGuard’s potential to en-
hance DL library reliability by automating bug detection and correction, paving
the way for more robust AI systems.

7.2 Future Work

• Direction 1: Effectiveness of Memory Related Dynamic Analysis
Tools on AI Frameworks: In my Ph.D. studies, we applied static analysis
tools to the implementation of AI frameworks to evaluate their effectiveness in
detecting security bugs. Building on this, we plan to apply dynamic analysis
tools, such as Valgrind [282], LLVM Address Sanitizer [283], and Google Address
Sanitizer [284], to assess their ability to detect security bugs. The advantage of
dynamic analysis tools [285] is that they monitor the system during execution,
capturing actual runtime behavior, including memory allocation, access, and
deallocation. This is particularly useful for detecting memory-related issues like
buffer overflows, use-after-free errors, and memory leaks, which often depend on
specific runtime conditions such as inputs, timing, or memory access patterns.
In this direction, we want to explore what is the effectiveness of dynamic code
analysis tools in finding security bugs within AI frameworks.

• Direction 2: System-Level Fuzzing of AI Frameworks: In this direction,
we plan to develop system-level fuzzers for AI frameworks. In the context of
fuzzing APIs in the realm of AI, simply invoking API functions with malicious
inputs is often insufficient for comprehensive bug detection. The fuzzer must
also be capable of modeling specific code patterns unique to AI code patterns,
such as tensor operations, model architecture definition, or the use of external
libraries (e.g., importing pre-trained models). These code patterns are inte-
gral to AI workflows and introduce unique challenges that require specialized
fuzzing techniques. Recent LLM-based DL fuzzers, such as FuzzGPT [47] and
TitanFuzz [48], are designed to support more diverse code patterns to enhance
bug detection. However, our experiments reveal that they struggle to model
complex code patterns in the test cases they generate. For instance, certain
bugs can only be triggered when the test case imports external libraries and
incorporates their APIs within the test case body, a complexity these fuzzers
fail to address effectively.

• Direction 3: Feedback-Driven Fuzzing of AI frameworks: In my Ph.D.
studies, we find that LLM-based fuzzers generate a substantial number of
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failed or syntactically incorrect test cases. Although these fuzzers demonstrate
superior bug detection capabilities, the high rate of failed or incorrect test cases
raises concerns about their reliability in generating effective test cases. In this
new direction, our objective is to investigate whether we can mitigate the failure
rate of LLM-powered fuzzers by incorporating feedback from log messages
generated by the test cases. The log messages associated with the generated
test cases contain informative and meaningful insights that can be leveraged to
improve the performance of the DL fuzzers. Through this exploration, our goal
was to refine the reliability and effectiveness of LLM-powered DL fuzzers by
integrating valuable feedback from log messages or stack traces.

• Direction 4: Assertion Generation for AI Framework Test Cases:
Assertion statements within test cases are fundamental for guaranteeing the
accuracy and dependability of software [286]. This process facilitates the
validation of whether the observed behavior aligns with the expected behavior.
Additionally, assertion statements operate as validators for errors and disparities
throughout testing. If an assertion fails during the execution of a test case, it
signals the presence of an unforeseen condition, streamlining the identification
and localization of issues in the code. Even though assertion generation for
traditional software has been done in the literature [287], there is still a gap in
assertion generation for AI test cases. In this direction, We want to understand
What is the effectiveness of LLMs in assertion generation within AI framework’s
test cases.

• Direction 5: LLM-based Automatic Program Repair: In my Ph.D.
studies, we developed an LLM-based automatic program repair equipped with
RAG architecture called TensorGuard to detect and fix checker bugs within AI
frameworks. In this direction, our objective is to expand the scope and appli-
cation of TensorGuard. First, we will enhance TensorGuard, by incorporating
more advanced prompt engineering techniques and expanding its capabilities
to cover a broader range of frameworks beyond TensorFlow, PyTorch, and
JAX. This includes investigating how checker bugs manifest in emerging AI
frameworks and extending the tool’s detection and repair capabilities across
different versions and configurations. we will also explore the integration of
automated static and dynamic analysis techniques with LLM-based approaches
to improve the precision and accuracy of bug detection and repair. Additionally,
we plan to collaborate with the developer community to implement continuous
monitoring systems to detect checker bugs in real time during the library devel-
opment process. Furthermore, we plan to investigate the long-term impact of
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undetected checker bugs on model performance, reliability, and security in AI
systems.

• Direction 6: Cross Platform Consistency Testing of AI Compilers: AI
compilers play a critical role in the efficient execution of AI models across diverse
hardware platforms [76, 77, 78]. They optimize performance models, translating
high-level representations into low-level code that can run on CPUs, GPUs [79],
or specialized hardware like TPUs [76]. This is crucial because well-optimized AI
compilers can dramatically enhance the speed and efficiency of AI applications,
particularly in environments where performance is key, such as autonomous
vehicles [80]. However, the diversity of hardware and compilers introduces
complexity, and inconsistencies may arise when the same AI model is compiled
and run on different platforms. This is where cross-platform consistency testing
becomes essential. By testing the same model across multiple compilers (e.g.,
TensorFlow XLA [71], TVM [78], or ONNX [77]), we can ensure that the
behavior remains consistent and correct, regardless of the target hardware.
Discrepancies in outputs due to subtle variations in optimization, floating-point
arithmetic, or operator implementations can introduce bugs or inaccuracies in
critical applications.

• Direction 7: Performance Benchmarking of AI Compilers: Performance
benchmarking of AI compilers is essential for understanding and maximizing the
efficiency of AI models across various hardware platforms [79, 288]. Given the
growing complexity of AI workloads and the diversity of available hardware, well-
optimized AI compilers are vital to improving performance, reducing latency,
and minimizing resource consumption. In this direction, we plan to perform
performance benchmarking, which is critical in evaluating and comparing
how different compilers handle the same model across various platforms. It
helps identify which compilers are best suited for particular tasks or hardware
environments, highlighting areas for improvement in memory usage, and energy
efficiency. Without consistent performance benchmarking, developers and
researchers may struggle to determine the most effective toolchain for deploying
their models, potentially leading to suboptimal performance.

7.3 Closing Remarks

AI frameworks play a critical role in modern AI development, yet they are prone to
unique software security bugs. This thesis explores automated approaches to improve
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the reliability and security of AI frameworks. First, we characterize software bugs
in AI frameworks, revealing 16 bug types, 20 root causes, and actionable guidelines
for developers. We also assess the effectiveness of static analysis tools, uncovering
their limitations in detecting bugs in AI frameworks. To address these gaps, we
benchmark DL fuzzers, finding significant challenges in their detection capabilities
and proposing improvements. Additionally, we introduce Orion, a history-driven
fuzzing framework that outperforms state-of-the-art tools by leveraging insights from
past bugs. Finally, we develop TensorGuard, a novel tool to identify and fix checker
bugs using LLM and RAG techniques, demonstrating its impact through new bug
discoveries in TensorFlow, PyTorch, and JAX. This thesis provides critical insights
and methodologies to advance AI framework security and offers practical tools for
developers and researchers.
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