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Introduction

On the evening of 1 November 2017, we tuned into a live-streamed town hall
meeting to see the future. Two weeks earlier, in the presence of Canada’s
prime minister, Ontario’s premier and Toronto’s mayor, Waterfront Toronto,
a quasi-government agency responsible for developing Toronto’s waterfront,
announced the selection of a partner to help them design a smart neighbour-
hood, Quayside. The winning firm was Sidewalk Labs, a company created
by Google in 2015 to get in on the bourgeoning smart-city market. This
November town hall, hosted by the heads of Sidewalk Labs and Waterfront
Toronto, was to be the Quayside project’s coming-out party. In addition to the
live stream, several hundred residents packed the hall to hear what these two
organizations envisioned for the neighbourhood and for their city.

Sidewalk Labs had won the bid to propose a smart city in Quayside, a
12-acre piece of underdeveloped industrial land on Toronto’s eastern water-
front. Welcomed enthusiastically by all levels of government, from Prime
Minister Justin Trudeau on down (Bozikovic 2017), this was their chance to
build a neighbourhood ‘from the internet up’, as they put it in their earliest
promotional materials (e.g., Doctoroff 2016), a phrase that also featured mul-
tiple times in their submission to Waterfront Toronto (Sidewalk Labs 2017a,
Appendix; Haggart 2019b).

As researchers interested in intellectual property (IP) rights, data gover-
nance and internet governance, we were curious to see what the two orga-
nizations had planned, and, more broadly, how they would deal with the
data-intensive, always-connected, IP-underwritten issues that lie at the heart
of any smart city. What we heard was heavy on dreams but light on details.
We heard about how their plans would address climate change, housing
affordability and transportation issues and improve community engagement
through the deployment of new technologies. On offer was a utopian vision

1
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of self-driving cars, heated sidewalks and even ‘robotic vehicles that whisk
away garbage in underground tunnels’ (Gray 2018).

As exciting as these technologies sounded, the town hall was most inter-
esting for what the organizations downplayed. The thing about projects like
this — the thing about a knowledge-driven society — is that their most conse-
quential aspects lie beneath the surface. The always-on connectivity on which
smart cities depend to provide their services (Kitchin 2014b, 1-2) requires
both constant surveillance and the collection of both personal and non-
personal data. Computer systems are software-based and are protected by
IP rights that restrict who can use these systems and how they can use them.
Most, if not all, of the technologies they were proposing for this Toronto
neighbourhood touched on all of these issues.

This focus on the physical infrastructure, such as heated sidewalks, pushed
to the side the key policy questions in a knowledge-driven society, all of
which are related to issues of control over the knowledge — the data and IP —
embedded in these projects: Who should have it, how should it be used and
in whose interests are they being used?

POWER IN A KNOWLEDGE-DRIVEN SOCIETY

Control over knowledge — particularly over data and IP — has become, to para-
phrase International Development scholar Lynn Mytelka, a primary ‘vector of
structural power in the international political economy’ (Mytelka 2000, 42).!
What we saw, and what unfolded in Toronto, was bigger than the city itself.
Quayside, and smart cities generally, are a specific case of the more general
phenomenon that we will be exploring in this book, namely, the increasing
importance of control over the legitimation, creation, dissemination and use
of knowledge as a vector of power. Quayside’s challenges recur as a leitmotif
throughout this book, a reminder of the grounded nature and concrete rel-
evance of questions of knowledge regulation, of the extent to which this focus
on the control of knowledge is transforming society at all levels.

We do not claim that knowledge didn’t previously matter: ‘knowledge
is power’ is a cliché for a reason. Humans have always produced and used
data, just as we have always been creative. What’s changed, however, is the
relative importance we accord to the control of knowledge. We have moved
from being a society that uses knowledge (as all societies do) as a means to
accomplish various ends to a society in which the creation and control of
knowledge have become economic and social ends in themselves. A partici-
pant at a May 2018 clean technology conference described it nicely to one
of us (Haggart). Think about the sensors placed on tractors to measure, for
example, soil compaction, moisture or other environmental conditions. Previ-
ously, the primary economic value for the sensor manufacturer would have
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been in the production and sale of the sensors. Now, however, there is more
money to be made by almost giving away the sensors and selling access to the
data produced by the sensors, either to the farmer or to a company looking to
aggregate data across many farms. Physical sensors had become merely the
means to an end: data collection.

It’s not only tech companies like Amazon or Google that are driven by
data. The embrace of data-driven business models is an economy-wide
phenomenon, with companies like Siemens and Rolls-Royce adopting a
‘platform’ model designed to capture as much data as possible from their
production processes and from their products (Srnicek 2017).

We see a similar phenomenon at play with respect to IP. Intangible
assets — not only IP but also ‘brand names, research and development, patents
and other forms of abstract capital such as digital platforms and data flows’
— have moved from being ‘a residual asset category known as “goodwill”” to
overtake ‘so-called fixed or tangible assets in the profitability and valuation of
many leading corporations’ (Bryan et al. 2017, 56). Intangible assets, which
include IP, account for anywhere from 50 percent to 84 percent of the market
value of the Standard and Poor’s 500 index (Monga 2016; Ocean Tomo, LLC
2015).

This phenomenon has transformed manufacturing. Strong global legal pro-
tections for IP rights have given rise to ‘so-called “manufacturers without fac-
tories” (like Nike and Apple), and global “retailers with (contract) factories”
(Ikea and Walmart)’ (Bryan et al. 2017, 57). In this business model, control
over IP and data allows for control over companies that actually manufacture
products. If you control the IP — the algorithms, designs, creative content or
symbols — in something, you can control how that IP is used by others. Eco-
nomically valuable IP is an essential component for a country or company
wanting to position itself advantageously in a world of global value chains.
Simply put, if the IP you control proves fundamental to a new technology, the
pay-offs can be extraordinary.?

Apple, famously, is able to appropriate the lion’s share of the profits from
its iPhones through its control over the IP embedded in these physical prod-
ucts, that is, the knowledge used to build a smartphone (Dedrick et al. 2010).
The production might happen in China (or elsewhere), but most of the money
flows to Apple’s headquarters in Cupertino, California. The global value
chains that now structure a significant part of the global economy are made
possible by IP, which creates and protects value in knowledge, and data, which
allows home firms to exert control over far-flung operations. This change, as
International Political Economy (IPE) scholar Herman Mark Schwartz has
observed, has created a hierarchical economy in which a few IP-rich firms
in a few Global North countries (primarily the United States) appropriate the
lion’s share of profits, worsening problems of income inequality and mak-
ing it much more difficult for countries to climb the economic-development
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ladder (Schwartz 2021; see discussion in chapter 3). Schwartz’s work raises
the uncomfortable possibility that the knowledge-driven society, far from
delivering widely shared prosperity and economic development, is leaving
most people and countries worse off.

Nor are global value chains the only part of the global political economy
that runs on data and IP. Governments are increasingly turning to data- and
surveillance-driven automated processes — colloquially known as artificial
intelligence and regulation-by-algorithm — to provide services and security. A
prime example of this tendency can be found in the smart city (see Edwards
2016; Kitchin 2014b; Shelton et al. 2015). The ‘smart’ infrastructure that
comprises a smart city only works through constant data collection by ubig-
uitous networks of sensors. The data collected by governments, corporations
or other organizations can be used not just to deliver the bells and whistles
promised by innumerable tech start-ups but can also be deployed to pursue
nefarious policies, such as denying certain classes of people access to services
if they fit a certain data-constructed profile (Pasquale 2015; Eubanks 2018).*
Data can also be repurposed for other reasons, including improving machine-
learning processes (whose uses, similarly, may or may not be socially benefi-
cial) or selling advertising.

While data and IP are usually treated as separate issues, they are part of a
general phenomenon: the reorienting of the economy and society towards the
capture and control of knowledge.

A society and economy focused on the control of knowledge in and of itself
functions differently from one in which the primary focus is, say, manufactur-
ing or the maximization of financial wealth. It empowers different sets of actors
with different sets of priorities and brings to the fore policy challenges that pre-
viously had lurked in the background. What’s more, a knowledge-driven soci-
ety follows its own particular logic, which manifests in challenges to previously
deeply embedded norms. For example, as we see with the expanding universe
of the Internet of Things (IoT) — physical goods whose functioning depends
on the networked software embedded within them — control over the data
produced by an internet-enabled device means that effective ownership often
remains with the vendor, not the purchaser of that physical good. As chapter
7 discusses, this reorientation of effective ownership away from the purchaser
is made possible through a combination of ubiquitous surveillance via digital,
networked technologies. This is not just a technology story: this form of control
is reinforced by contract and IP laws that privilege a property-rights regime
that allows owners of IP to determine how knowledge is used (in this case, the
software that enables the functioning of internet-connected goods) (Perzanowki
and Schultz 2016). Because data (whether it’s collected for commercial or
security purposes) must be observed to be gathered, and IP must similarly be
monitored to be enforced, the emerging knowledge-driven society necessarily
privileges reduced privacy rights in both commercial and political interactions.
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Given the centrality of property and privacy norms to liberal-democratic
societies, these changes have the potential to enact far-reaching and fundamental
shifts in the exercise of political and economic power.

UNDERSTANDING KNOWLEDGE-DRIVEN POWER

This book is a guide to and analysis of these changes and of the emerging
phenomenon of the knowledge-driven society. It explores the emergence,
nature and consequences of the knowledge-driven society, how the knowl-
edge-driven society works, who controls it and to what end.

Much of what we cover in these pages will not be news to the many IP
and critical data specialists and communications scholars whose work we
draw upon to make our argument. After all, we were not the only ones with
questions about Waterfront Toronto’s smart-city plans. Over the two-plus
years after that initial town hall meeting, before Sidewalk Labs abandoned
the project in May 2020 in the early throes of the global Covid-19 pandemic,
local activists and some local tech entrepreneurs raised just these questions
in vociferous opposition to the Quayside proposal. Although Sidewalk Labs’
abandonment of Quayside was due to a complex mix of changing internal-to-
Google priorities and its inability to secure rights to land beyond Quayside’s
original 12 acres (O’Kane 2020), local activists helped to slow the approval
process, and in doing so, drew attention to the project’s myriad flaws. The
immediate and negative reaction of the activists and businesspeople who ques-
tioned the project focused not on traditional NIMBY (not in my backyard)
development issues but rather on the questions that lie at the heart of knowl-
edge-driven society: who controls what knowledge and in whose interests.

While these activists understood the actual stakes of the Quayside project,
the issues at play around data governance and IP rights remain shrouded in
mystery for many people. Understanding the scope and implications of the
transition to a knowledge-driven society can be a daunting task for policy-
makers and engaged citizens trying to figure out how to navigate this chang-
ing world. The key components of our knowledge-driven society — data,
IP and knowledge itself — are largely intangible. A knowledge-driven society
requires that we pay particular focus to questions of knowledge governance,
but the idea of knowledge governance itself can be hard to grasp. The subject
requires that we think about the nature of knowledge and reality, since it is
the manipulation of knowledge, as data and IP, that forms the foundation of a
knowledge-driven society. Most people — and even most academics — would
be happy to leave such questions to impenetrable French philosophers.

If thinking about intangibles can seem daunting, IP law itself is even less
welcoming, a maze of rules and exceptions that strikes fear into the heart of the
uninitiated, or even those who are well versed in IP law. A senior IP scholar
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of our acquaintance once confessed that current copyright law is so convoluted
that they would teach basic concepts like the public domain (roughly speaking,
the body of creative works that lie outside copyright protections) using histori-
cal examples like Shakespeare. Under today’s copyright laws, attributing rights
correctly is a complex process that’s rarely clear-cut, which is great for lawyers
paid to litigate these issues, but suboptimal for the rest of us.

Data, meanwhile, has taken on an almost mystical status, the fuel of
algorithms and artificial intelligence (both equally talismanic terms). It also
doesn’t help that, as political scientist Dan Breznitz notes, even experts are
not quite sure what we mean when we talk about data or about the best way
to regulate it (Breznitz 2021).

For non-experts, these issues can be difficult to navigate, as we saw dur-
ing the unfolding of the Toronto debate over Quayside. Through much of
the two-year public consultation and planning phase, Waterfront Toronto
and Sidewalk Labs faced questions from activists about the surveillance
that would be needed to make the smart city technologies work, who would
own and control the data and who would benefit from the IP relating to the
technologies created. These critics understood that the world had changed,
and that data collection and ownership, and knowledge commodification had
become, in many ways, more important than the things — such as automated
garbage disposal — that they enable. Sidewalk Labs was largely tight-lipped
on how data would be collected, stored, used and governed. For its part
Waterfront Toronto had been unprepared for the vociferous data- and IP-
focused negative reaction, with protesters consolidating around the #Block-
Sidewalk hashtag. According to Kristina Verner, the organization’s Vice
President Strategic Policy & Innovation, ‘I don’t think Waterfront Toronto
was ready for how fast the tsunami of everything hit us.’>

The Quayside project eventually collapsed. Following two years of con-
stant, well-deserved criticisms and no shortage of bureaucratic intrigue,’ in
May 2020, Sidewalk Labs announced it was abandoning the project, citing
the uncertainty brought on by the global Covid-19 pandemic. The project’s
unraveling, and its eventual demise, highlighted the problems that officials,
individuals, governments and societies can run into when they fail to appre-
ciate the central role of issues like who controls data, IP rights and surveil-
lance — issues that we refer to in this book as knowledge-governance issues
— when they don’t understand what it means to live in a knowledge-driven
society. Waterfront Toronto’s lack of preparedness to deal with knowledge-
governance issues was understandable. Waterfront Toronto officials were
experts (and well-regarded ones) in land development, not esoteric issues
like IP and data governance. Nor are they alone in failing to recognize how
important these subjects have become or how their particular area of exper-
tise was being transformed by the introduction of data and IP issues. As we
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discuss in chapter 3, although IP rights have been an integral part of the inter-
national trade regime for three decades (joined recently by data and internet
governance issues), they continue to be treated as secondary issues to more
traditional trade issues by the people who negotiate these agreements.

This book is for those in the ‘everyone else’ camp, the non-experts for
whom data and IP are subjects that can no longer be ignored. Living in a
knowledge-driven society means that our lives, livelihoods and politics
are increasingly affected by these previously esoteric issues. We need to
understand the logic of the knowledge-driven society: how it works, what
it requires to function and the policy challenges it presents. To that end, we
have attempted to make these issues as approachable as possible in order to
welcome more people into this crucial policy debate.

A KNOWLEDGE GOVERNANCE-FOCUSED THEORY
OF INTERNATIONAL POLITICAL ECONOMY

Based within the field of IPE, this book proposes a framework for understand-
ing the knowledge-driven society, as well as a guide to the resulting changes.

As the discipline focused most directly on questions of power as they
relate to the global intersection of politics and economics, IPE has much to
offer the study of the knowledge-driven society. To date, however, the most
advanced research and theorizing about these changes have come from else-
where. In communication studies, Manuel Castells’s foundational trilogy on
the information age (1996, 1997 and 2009) identifies several key aspects of
the knowledge-driven society, arguing that its networked nature is its defin-
ing characteristic. Communication scholar Dan Schiller in 1999 presciently
argued that digital technology was embedded within deeper structures of
capitalism, creating what he termed ‘digital capitalism’ (Schiller 1999).7
More recently, and also from communication studies, Shawn Powers and
Michael Jablonski’s masterful The Real Cyber War (2015) offers a convinc-
ing account of the politically contested relationships between the US state
and US tech companies — what they refer to as the ‘information-industrial
complex’.

In the regulatory studies field, Peter Drahos coined the phrase ‘informa-
tion feudalism’ to refer to the spread of strong IP rights — a phrase that holds
particular resonance in our study, as will become clear (Drahos 1995; Dra-
hos and Braithwaite 2002). More recently, scholars have argued that we are
seeing the emergence of new forms of capitalism, such as ‘data capitalism’
(West 2019), ‘platform capitalism’ (Srnicek 2017; see also Jin 2015; and
van Dijck et al. 2018) or ‘surveillance capitalism’ (Foster and McChesney
2014; popularized by Zuboff 2019). Along narrower, but no less important
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lines, economist Joseph Stiglitz received the 2001 Nobel Prize in Economics
for his work on information asymmetry, which provides us with a solid and
critical foundation for understanding the economics of data and IP (e.g., Dosi
and Stiglitz 2014; Baker et al. 2017).

Meanwhile, scholars in the field of critical data studies are engaged in
invaluable research into understanding the conceptual shifts that underlie a
data-driven economy, as well as their socioeconomic consequences (Gitel-
man 2013; Kitchin 2014a; boyd and Crawford 2012; Crawford et al. 2014;
Hintz et al. 2018; Dencik et al. 2016; Taylor 2017b).® In the business studies
field, Zuboff has emerged as a leading polemicist, arguing that the age of
‘surveillance capitalism’ is a ‘terra incognita’ for which we will need com-
pletely new maps and understandings of the world (Zuboff 2019, 17). This
assertion is somewhat overstated, as many elements of our current terrain
have been well mapped by contemporary communication scholars, critical
data theorists, those working in the Science and Technology Studies field,
among others, as discussed in Haggart (2019a).

An International Political Economy Framework

While IPE as a field is underrepresented in this discussion, it offers several
tools to place such issues in their proper political-economic context. One of
the marks of a good theory is its ability to account for events and outcomes
that lie beyond its initial application. To this end, we adapt and combine the
thinking of three IPE scholars — Susan Strange, Robert W. Cox and Karl
Polanyi — whose work, while not developed either for or in the context of the
rise of digital communications technologies or the knowledge-driven society,
speaks directly to our current moment. Using their work as our foundation,
we develop not a theory of the knowledge-driven society but rather a theory
of the global political economy that includes, as a primary component, the
control over knowledge.

This book examines the nature of the knowledge-driven society. We are
interested in how the increasing emphasis on the control of knowledge as a
key power vector is shaping society, economically, politically and creatively.
Our interest is not, if you’ll pardon the phrase, merely academic. We examine
the ways in which these changes create winners and losers, and why some
individuals, groups and policies thrive in this changing society, while oth-
ers will not. To borrow Susan Strange’s well-known research question, Cui
bono?, we want to know who benefits and who doesn’t from this move to a
knowledge-driven society. Most importantly, we consider the fundamental
issue of how best to respond to these changes so as to encourage widely
shared prosperity and human development without compromising fundamen-
tal human and democratic rights.
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Our argument is as follows. We are witnessing the emergence of a new
type of society, the knowledge-driven society. In such a society, the control
over knowledge represents a primary vector for the exercise of power, by both
state and non-state actors. This shift to a knowledge-driven society brings
new actors to the fore, with different conceptions of the public good and new
ways of achieving political and economic prominence. Different types of
societies give rise to different types of what we, following Cox (1987), call
state-society complexes: the mix of state and non-state actors that is able to
exert the structural power to set the rules and norms under which other actors
operate. For example, all societies have security forces. However, a society
in which security actors are dominant will function differently — will follow
different logics, pursue different priorities — than one in which, say, financial,
production or (in the current moment) knowledge are seen as more important
(Strange 1994). The upshot of this insight is that understanding a knowledge-
driven society requires understanding this type of society’s internal logic and
how this logic shapes society as a whole.

For reasons that we discuss in chapter 2, we refer to the state-society
complex characteristic of a knowledge-driven society as an information-
imperium state: the mix of dominant state and non-state actors capable of
exerting structural power over the definition, creation, dissemination and use
of knowledge in its myriad forms.

Crucially, the ideologies, values and preferences of these new, knowl-
edge-based actors, while always subject to contestation, become dominant
throughout society. As such organizations become more important, the gulf
between knowledge (data-, IP- and internet-based) and ‘traditional’ compa-
nies disappears (think about the sensor-manufacturing company mentioned
earlier). Knowledge-governance questions move to the centre of the agendas
of businesses and governments alike, particularly the question of who should
control knowledge and to what ends this control should be put.

This contest over the control of socially valuable knowledge defines the
knowledge-driven society. It pits those who already possess socially valuable
knowledge against those who desire access to or control over this knowledge.
As the management of knowledge becomes increasingly central to social,
political and economic organization, states and non-state actors will compete
and cooperate to regulate, formally and informally, knowledge in its myriad
forms. This type of economy and society will privilege knowledge-based
economic models and public policies over others. In doing so, it will neces-
sarily challenge conventional economic wisdom around liberalized cross-
border economic exchanges and minimalist government intervention in the
economy.

One of the characteristics of a knowledge-driven economy is greater state
intervention in the economy than we witnessed under the market-friendly
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neoliberalism that had been in vogue since the early 1980s. The two main
economic strategies of the information-imperium state are knowledge feudal-
ism and digital economic nationalism.® Knowledge feudalism supports strong
global IP rights and free cross-border data flows. It is the preferred strategy
of those who already possess economically valuable knowledge. In contrast,
those countries that do not possess such knowledge (which is required to
reap the economic advantages of the knowledge-driven economy) tend to
practise digital economic nationalism, prioritizing domestic development
and greater national (though not necessarily state) control over knowledge
resources. While this division seems to mirror the long-standing free trade-
protectionism debate, we argue in chapter 2 that knowledge feudalism and
digital economic nationalism embody a different economic logic and that
knowledge feudalism’s effects are precisely the opposite of the win-win
scenario on offer in traditional liberal trade theory.

Ideology, Not Technology

Equally important alongside the issue of control is that of belief. The primary
characteristic of our knowledge-driven society is ideological, not technologi-
cal. This society is driven not by new digital technologies but by a belief in
data as a higher form of knowledge and in commodified knowledge as the
foundation for economic success.

This ideology, which media studies scholar José van Dijck (2014) calls
‘dataism’, is pervasive. It is held not just by data companies like Google or
governments that engage in the algorithmic provision of services. The ideol-
ogy of dataism is suffused throughout society. For example, communication
scholar Lina Dencik and colleagues highlight the degree to which social
activist groups are implicated in the knowledge-driven society. Such groups
not only organize using social media. They also have embraced the ‘datafica-
tion’'* of ‘social relations in order to collect data and extend networks of con-
nections, both for organization and mobilization of activities’, for example,
by quantifying supporters’ approval for their campaigns (Dencik et al. 2019,
176).

Understanding Knowledge, and a Third Alternative

Understanding the internal logic of the knowledge-driven society requires
understanding what knowledge is and how it ‘works’. In particular, it requires
understanding data (when seen through a dataist lens [van Dijck 2014]) and
IP as what the mid-twentieth-century political economist Karl Polanyi called
‘fictitious commodities’. Fictitious commodities are things (like human
labour or nature) that, while not created as commodities, are treated as such in
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the marketplace. Treating them as commodities effectively turns a bedrock of
existence into a commercial asset to be bought, sold and hoarded in ways that
harm the individual (or nature) that is treated as a commodity and the society
that practices this commodification (Polanyi 2001).

Understanding knowledge as a fictitious commodity — that is, recognizing
that knowledge is important in and of itself and cannot be reduced to some-
thing to be bought and sold — opens up a set of policy alternatives beyond
knowledge feudalism and digital economic nationalism. Both of these strate-
gies share an implicit commitment to the commodification of knowledge.
As such, they both share complicity in the fact that many, if not most, of the
harms from the knowledge-driven society that we identify in this book are
a consequence of this reduction of knowledge to a commodity and the con-
sequent forgetting that knowledge always serves some other purpose.'! Just
as limiting the extreme exploitation of human labour requires limits to how
companies can treat people as mere economic inputs, such as minimum wages
and maximum hours worked, addressing the particular policy challenges of
the (commodified) knowledge-driven society requires /imiting the commodi-
fication and instrumentalization of knowledge. We refer to this approach as
decommodification. A decommodification approach to knowledge gover-
nance holds that knowledge should be regulated primarily to ensure that it is
used in socially beneficial ways that reflect the human rights of the individu-
als and communities in which they are developed, not as economic commodi-
ties to be bought and sold, their uses divorced from the contexts within which
they were obtained or created.'”

On the ‘Knowledge-Driven Society”

Before we continue, a word on our terminology. There exist many terms
for the knowledge society phenomena we discuss in this book: the informa-
tion age, the information society, the innovation economy, the digital age,
the knowledge economy and the datafied economy. None of these terms,
however, fully capture the extent of the ‘what’ that we identify here, which
reaches beyond the economy into areas of national security and social con-
trol. Similarly, ‘information’ as a term has a relatively neutral connotation
that, at least on the surface, tends to play down the extent to which the form
of society that we identify is driven by the manipulation of information into
knowledge. We elaborate on this point in chapter 1.

Nor does ‘digital’ exactly capture what we wish to talk about. Much of
what we describe in this book is intimately tied to the diffusion of digital
technologies. However, the rising dominance of knowledge as a vector of
power was driven not by tech companies but by the US pharmaceutical and
other IP companies in the 1980s, a point we will explore further in chapter

Haggart and Tusikov_9781538160879.indb 11 31-05-2023 17:08:01



The New Knowledge by Blayne Haggart & Natasha Tusikov / Open Access PDF from Rowman & Littlefield Publishers

12 Introduction

2. Focusing on the digital aspects of the knowledge-driven society, in fact,
downplays the extent to which our current society is driven not by technologi-
cal change but by a changed attitude towards the role of knowledge in soci-
ety, which we discuss in chapter 5. It is an attitude that increasingly accepts
knowledge, be it IP or data, as a commodity to be controlled and traded. This
attitude emerges not from the spread of digital technologies but from the
ever-expanding capitalist underpinnings of modern Western society, as we
will discuss in the next chapter.

The concept of ‘surveillance capitalism’ as the preferred descriptor for our
current political-economic moment has gained mainstream acceptance in the
media, amongst policymakers and in some scholarly corners; however, this
book does not employ the term. Originally coined by the Marxist scholars
John Bellamy Foster and Robert W. McChesney (Foster and McChesney
2014; Morozov 2019), the term was popularized by business professor
Shoshana Zuboff in her 2019 book The Age of Surveillance Capitalism. We
reject Zuboff’s underlying premise that ‘surveillance capitalism’ represents a
fundamental break from capitalism that could lead us all to a ‘seventh extinc-
tion’ (Zuboff 2019, 516).

Far from being a corruption of capitalism, the commodification of intan-
gible goods like digital data and the drive towards the proprietary control over
the collection, use and assetization of data (Birch and Muniesa 2020) is pretty
much business-as-usual for market-based societies (Jessop 2007; Morozov
2019; Polanyi 2001). Communication scholar Dal Yong Jin (2015), for
example, situates data commodification within a wider system of economic
and cultural imperialism he terms ‘monopoly capitalism’, in which, far from
the current moment being characterized by the decline of the state, the state
remains a central actor.

‘Surveillance capitalism’ as a concept obscures the fact that the defining
characteristic of our moment is not surveillance but the commodification of
knowledge as intangible goods or assets (West 2019). Surveillance is a means
to this end. As we argue in chapters 1 and 4, this surveillance, far from being
either an authoritarian corruption of liberal democracy or a perversion of
capitalism (Zuboff 2019)," is inherent to a knowledge-driven society, par-
ticularly one built on the commodification of knowledge. It is the quest for
commodified knowledge in the form of data that causes, say, a company like
Google or a liberal-democratic government to embrace pervasive surveil-
lance, with the objective of ‘collecting it all’.

In contrast, a term like ‘data capitalism’ (West 2019) explicitly recognizes
that it is not the fact of surveillance that matters but what, how and why
specific data are collected. It recognizes that data is not neutral. It also recog-
nizes that the quest for ever-more data touches on non-personal data as well
as the personal data. The surveillance and capture of such data present their
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own issues that need to be addressed. As we discuss in chapter 7, data-driven
surveillance of agricultural production processes is reshaping the exercise of
effective ownership rights, shifting the balance of power between farmers and
farm equipment manufacturers.

‘Data capitalism’ as a concept allows us to investigate questions regarding
whether specific practices and uses improve or exacerbate existing inequali-
ties in terms of race, gender, class, nationality, sexuality and disability
(Milner and Traub 2021; Alexander 2020; Benjamin 2019; Browne 2015).
However, while we draw on the data capitalism literature, we go beyond it to
focus on the control of knowledge in general, particularly via IP rights.

This book also sets aside some of the less-precise terminology that often
gets deployed in discussions of the data- and knowledge-driven economy.
The ‘platform economy’, or ‘platform capitalism’ (Srnicek 2017), has also
emerged as a popular frame for discussing data governance. Definitions of
platforms typically emphasize their facilitation or organization of interactions
amongst producers, suppliers, advertisers and users (see, e.g., Srnicek 2017;
van Dijck et al. 2018). In practice, however, its meaning is often in the eye
of the beholder. As media scholar and principal researcher for Microsoft Tar-
leton Gillespie notes, ‘platform’ is an ambiguous term that is ‘specific enough
to mean something, and vague enough to work across multiple venues for
multiple audiences’ (Gillespie 2010, 349). Perhaps its most important func-
tion is to allow such companies to shape the regulatory environment in which
the company operates to ‘strike a regulatory sweet spot between legislative
protections that benefit them and obligations that do not’ (Gillespie 2010,
348). Data-driven companies have invested significant time and resources
into creating a narrative around the term ‘platform’ that portrays their busi-
ness models and practices as beneficial, commonly in terms of facilitating
free speech and peerless innovation and offering an ‘egalitarian and populist
appeal to ordinary users and grassroots creativity’ (Gillespie 2010, 358). In
doing so, they downplay the inherent tensions between ‘user-generated and
commercially-produced content, between cultivating community and serving
up advertising, between intervening in the delivery of content and remaining
neutral’ (Gillespie 2010, 348).

Efforts to position data-driven companies as intrinsically different from
their analog antecedents because of their application of data-collecting
technologies can be understood as appeals to technological exceptionalism,
to a belief that technology-facilitated, data-driven companies should neither
be legally defined as, or subject to, the same regulatory requirements as their
analog competitors. Nor should they be legally considered as having employer
responsibilities to their workers including minimum-wage protection, be they
ride-hailing firms (the taxi industry) or commercial accommodation compa-
nies (the hotel industry).
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In this book, we set aside such rhetorical positioning. Our focus is on data,
IP and the broader move to capture and control knowledge, particularly intan-
gible knowledge in the form of digital data and IP."

The term ‘knowledge-driven society’ — which, given the dominance of
economic imperatives in this area, we use somewhat interchangeably with
‘knowledge-driven economy’ — is intended to capture the wide-reaching
effects of a society that has decided to concentrate on the control of knowl-
edge as a primary vector for the expression of economic and political power.
It describes a society with a particular approach to these abstract ‘things’:
where once data and IP were inputs into production processes, now they are
or are seen to be central to this power. This focus on both the political and
economic aspects of knowledge control extends it beyond economist Ugo
Pagano’s concept of ‘intellectual monopoly capitalism’, for which we have
a great deal of sympathy (Pagano 2014; see also Durand and Milberg 2020).
Talking in terms of a ‘knowledge-driven society’ also allows us to discuss
national security issues, most notably the desire of the state to give in to its
already-existing impulse to measure everything (Scott 1998) by surveilling
everyone, on a scale not previously undertaken by liberal democracies. Most
importantly, it highlights the central importance, and political contestability,
of the construction of the rules governing the legitimation, creation, dissemi-
nation and use of knowledge, by both state and non-state actors: rules that
create winners and losers.

BIGGER THAN TECH

The knowledge-driven society, characterized by the embrace of dataism and
commodified knowledge, is a pervasive phenomenon. What we describe in
the following pages is a society that has embraced an ideal, one that is no
longer confined to the tech sector, if it even makes sense to speak of a ‘tech
sector’ in a world in which digital technology is ubiquitous.

After Sidewalk Labs left Toronto in May 2020, Waterfront Toronto shifted
its plans for Quayside dramatically, unveiling plans for ‘800 affordable apart-
ments, a two-acre forest, a rooftop farm, a new arts venue focused on indig-
enous culture, and a pledge to be zero-carbon’ (Jacobs 2022). An article in
the MIT Technology Review argued that this newly proposed development ‘is
a conspicuous disavowal not only of the 2017 proposal but of the smart city
concept itself” (Jacobs 2022).

Despite this high-profile failure, celebrations of the death of the smart city
— or at least, the ideologies and processes that undergird the smart city — are
premature. On 8 July 2022, only nine days after that MIT Technology Review
article was published, a coding error in a network upgrade by Canada’s largest
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telecommunications company, Rogers, effectively took large swaths of the
entire country offline for an entire day (Posadzki 2022). This outage not only
affected internet access for customers’ home, mobile and smart devices but
also crashed much of the country’s online payment system, making it almost
impossible for many people to use credit cards or ATMs. It kept many people
from accessing emergency 911 services. Perhaps most absurdly, it also led to
the cancellation of local Toronto hero The Weeknd’s homecoming concert, in
part because nobody could open the (networked) doors to the stadium — Rogers
Centre — where he had been scheduled to perform (Wheeler 2022).

It’s not hard to imagine a similar mistake shutting down all of Quayside
had Waterfront Toronto and Sidewalk Labs realized their dreams. If nothing
else, this outage, which affected a significant proportion of a highly indus-
trialized country’s economy and communications network, demonstrated
the extent of our dependence on and faith in internet-connected digital
technologies and the data they produce. The societal shift to a knowledge-
driven economy, driven by always-on connectivity, the commodification of
knowledge in the form of IP and the belief that the marshalling of ever-more
digital data will usher in a better society, is bigger than the smart city. It
is bigger than Google or the tech sector. Despite Sidewalk Labs’ Toronto
failure, and notwithstanding Waterfront Toronto’s new direction, the rising
importance of control over knowledge will continue to present significant
and ongoing public-policy challenges affecting everything from agriculture
and global manufacturing processes to democratic accountability itself. In
the following pages, we attempt to unpack the nature and consequences of
these challenges.

BOOK PLAN

This book is divided into three parts. Part I presents our theoretical framework.
Our first step is to define the key term in our study, ‘knowledge’. Discussions
of what knowledge is tend to extend into metaphysical realms where non-
philosophers fear to tread. However, since we’ve built a ‘knowledge-based
society’ or an ‘information economy’, we should have some idea about what
these terms actually mean. In chapter 1, we present our contribution to the
discussion, in the form of eight principles for understanding what knowledge
is and how it ‘works’ in a knowledge-driven society. We also introduce the
first of our three key theorists, Karl Polanyi, and his concept of ‘fictitious
commodities’ to describe the commodification of knowledge.

Chapter 2 presents the book’s theoretical and analytical framework and
introduces our two other main thinkers, Susan Strange and Robert W. Cox.
Based on this framework, it identifies the three key events that have shaped
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our currently existing knowledge-driven society. It also presents the two
primary policy questions that shape a knowledge-driven society. Finally, this
chapter introduces the two key policy paradigms — digital economic national-
ism and knowledge feudalism — that largely define the parameters of policy
debates in the knowledge-driven society, along with an alternative path, that
of decommodification, a term we develop here.

In part II, we examine the knowledge-driven society through the lens of
our framework. Each chapter focuses on a key aspect of global knowledge
governance and how it is reshaping global society.

Chapter 3 addresses the role of IP rights in shaping the knowledge-driven
society. As the primary legal way in which knowledge is commodified, IP rights
are important both in and of themselves and as the policy area that served as a
precursor to the emergence of dataism as a dominant ideology. As we argue,
although IP rights provide the underpinning of the knowledge-driven society,
and although their embrace is transforming the nature of economic develop-
ment, they continue to be treated as a second-order policy area.

After chapter 3, the book’s focus switches primarily to data. Chapter 4 sets
the stage for this discussion by highlighting data’s eight primary character-
istics (and one inconvenient truth). These characteristics shape data’s effects
on the economy and society.

Chapter 5 tackles the ideological dimension of the move to a knowledge-
driven society and the consequent emergence both of new forms of legitimate
knowledge and a subtle but significant shift in the people and organizations
that societies trust as legitimate experts. This chapter explores the strange
phenomenon of the emergence of tech companies as ‘experts’ in everything
from health to urban development to finance (fintech), even when they lack
a substantive background in these areas. This redefinition of expertise and
embrace of data and dataism (van Dijck 2014) as the pinnacle of human
knowledge affects everything from who is able to exercise economic and
political power to the distribution of economic rewards and what types of
knowledge and cultural creation are privileged.

The next four chapters (6-9) explore the role of state and non-state (mainly
industry) actors in regulating the knowledge-driven economy, while also
highlighting several key governance issues.

Chapter 6 describes how the data economy functions through an explo-
ration of the private, corporate side of the knowledge-driven society, spe-
cifically the emergence of private actors as consequential regulators through
their control over data and data governance. It examines in particular two
expressions of companies’ structural power through data: by using automated
data analytics to forecast future events and behaviour and, second, through
data-driven standard setting with a focus on technology companies’ expan-
sion into the health sector.
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Chapter 7 considers how the knowledge-driven society is affecting basic
notions of property, ownership and control. It does so through an examination
of the expanding IoT universe: networked devices for which ultimate control
rests with the vendor, who can modify or even determine the product’s lifes-
pan at will.

Where chapter 6 explored the question of industry and knowledge gov-
ernance, chapter 8 turns our attention to the state’s interest in governing
through data and algorithms in the quixotic pursuit of precisely quantified
human behaviour and predictive regulation. It explores the development
of the data-focused state, characterized by the ‘information-industrial com-
plex’ (Powers and Jablonski 2015) that emphasizes the mutual dependence
between surveillance-based companies and the state’s interest in expanding
its surveillance capabilities, particularly in relation to national security but
also related to the provision and denial of public services through big-data-
fuelled algorithms.

In chapter 9, we build on the preceding chapters to consider how data is
and should be governed. We pay particular attention to modes of data gov-
ernance that look beyond the individualistic approach to data rights. These
include notions of group privacy, as well as the concept of data justice, that
challenge the instrumental, economical treatment of data that an individual-
rights approach to data governance tends to reinforce.

Finally, in the conclusion, we consider what our journey through the
knowledge-driven society teaches us about how to respond to the challenges
it presents and offer policy recommendations. Following Karl Polanyi’s
assessment of the harms that emerge when we treat fictitious commodities
like knowledge and data as if they were actual commodities, we argue for
the need to limit the commodification of knowledge if we want to harness
data’s potential and avoid locking up knowledge behind a wall of IP rights
that benefit only its owners and not society as a whole. Just as the emergence
of a knowledge-driven society was historically contingent and the result of
human decisions, so, too, is its future path.

NOTES

1. While Mytelka uses this phrase in the context of intellectual property rights,
the insight behind it applies to knowledge governance generally.

2. For an account of the Quayside project’s tumultuous history, see O’Kane
(2022).

3. We discuss IP and global value chains in chapter 3.

4. We discuss government use of algorithms in chapter 8.

5. Interview, Kristina Verner, 23 February 2022. Via Microsoft Teams.
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6. Some of the project’s problems were rooted in perennial questions about
procurement processes and the appropriate relationship between state and non-state
actors, including concerns that Waterfront Toronto had become engaged in a too-
close relationship with Sidewalk Labs (Roth 2018). A year after the 2017 town
hall, the auditor general of Ontario would allege that Sidewalk Labs had received
preferential treatment during the bidding process, among other questionable practices
(Auditor General of Ontario 2018).

7. We do not adopt ‘digital capitalism’ to describe what we are examining
because, contra Schiller, we argue that the defining aspect of our current moment is
the rising importance of the control of knowledge as a vector of power, not of digital
technology per se. Digital technology has shaped, and been shaped by it, but as we
argue in chapter 3, the main processes we identify predate the mainstreaming of the
internet.

8. Other key sources addressing these issues include the following. On legal stud-
ies of intellectual property rights, see Perzanowski and Schultz (2016) and Horten
(2016); on control of intellectual property, see Drahos and Braithwaite (2002). From
Science and Technology Studies and internet governance, see DeNardis (2014).
Within the field of International Relations (IR), Carr (2016; 2015) is one of the few
texts on internet governance from an IR perspective. From Surveillance Studies, see
Lyon (2015), Ball and Snider (2013) and the work published in the Journal of Surveil-
lance Studies in general. This list is illustrative, rather than exhaustive. Breznitz (2021)
stands out in its focus on both data and IP and their effect on economic innovation.

9. A note on terminology: To avoid confusion, when we refer to ‘the state’ on
its own in this book, we are using it according to its traditional meaning. We use
‘information-imperium state’ exclusively to refer to the set of state and non-state
actors capable of exercising consequential structural power through the knowledge
structure, as defined explicitly in chapter 2.

10. That is, the reduction of social relations to a few measurable data points. For a
fuller discussion, see chapters 4 and 5.

11. We elaborate on this point in chapter 2.

12. While governments, particularly the European Union, have sought to place
limits on the collection and use of data on human rights grounds, as Daly (2021)
argues, and as we discuss in chapter 9, these interventions are as much about con-
structing a market in data as protecting human rights.

13. For a critique of Zuboff’s position that surveillance capitalism is a perversion
of capitalism, see Morozov (2019).

14. This focus on data and the control of knowledge as the defining feature of
these companies is in keeping with Srnicek (2017), who identifies data collection as
the main objective of the platform business model. In chapter 6, which discusses the
platform business model, we adopt Srnicek’s data-focused approach to platforms.
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Part I

UNDERSTANDING THE
KNOWLEDGE-DRIVEN SOCIETY
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Chapter 1

Defining Knowledge
The Eight Principles

The centrality of the control of knowledge — particularly commodified knowl-
edge — to the exercise of economic, social and political power is the defining
characteristic of the knowledge-driven society and the information-imperium
state. Consider, as we did briefly in the introduction to the book, the case of
data-collecting sensors on tractors, a topic we will revisit in chapter 7. In a
world built around manufacturing, it is the sensor that has economic value: a
company would be content to make their profits from the sale of the physical
thing. Now, it almost goes without saying, companies are interested in the
data — the knowledge — collected by the sensor as a commodity that can be
bought and sold: the sensors are reduced to the thing needed to collect eco-
nomically valuable data. The extent to which we take for granted the right
of the sensor manufacturer to control and profit off the data produced by the
sensor is the distance between then and now.

For a concept around which we have built an entire economy, what differ-
ent authors mean by ‘knowledge’ (or ‘data’, for that matter) can sometimes
be quite ambiguous. The situation isn’t helped by the fact people often mean
different things when they talk about ‘knowledge’ and ‘information’. Collo-
quially, the terms are often used interchangeably. In the academic literature,
scholars have their own precise, albeit contested, definitions. For someone
looking for a foothold in this discussion, it doesn’t help that the discussion
about what constitutes knowledge 1is itself mixed up in foundational and
insoluble questions about whether and how we can truly ‘know’ the world,
conversations that tend to occur within esoteric and dense philosophy texts,
and in graduate-level social sciences and humanities programmes.

In this book, we are concerned with understanding how the foreground-
ing of the control of knowledge has affected the global political economy.
This is not a philosophical treatise on the nature of knowledge. Still, if we’re

21
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going to talk about knowledge and the knowledge-driven society, we need to
identify the particular characteristics of what is being commodified and con-
trolled. In other words, we need to get a bit metaphysical. Just as a monetary
economist needs to understand how money functions in order to understand
the dynamics of a monetized economy, those wishing to understand how a
knowledge-driven society functions needs to understand how the element at
its heart — knowledge — actually works.

In this chapter, we present a set of eight principles, a simplified engage-
ment with the concept of knowledge. These stylized facts are designed to
highlight, from a political economy perspective, the most important aspects
of what knowledge is and how it functions. These principles highlight the
extent to which the control and regulation of knowledge is a fundamentally
political exercise that creates winners and losers. It is not a neutral process.
What’s more, the regulation of knowledge reflects the nature of the society in
which the regulation takes place. Currently, the dominance of market forces
is reflected in the marketization of knowledge or what Karl Polanyi calls the
creation of ‘fictitious commodities’ (Polanyi 2001). This commodification of
knowledge comes at the expense of its more important social roles, be they
cultural, social or scientific. This tension between knowledge’s economic and
non-economic roles underlies most, if not all, of the policy challenges we
discuss in this book.

Our starting point is our engagement with theories of social construction,’
explained next and drawing in particular on sociologists Peter L. Berger and
Thomas Luckmann’s foundational 1966 work The Social Construction of
Reality (Berger and Luckmann 1966).> We also introduce the first of our three
main theorists, Karl Polanyi, and his concept of fictitious commodities, which
we apply to knowledge.

Our purpose is to provide readers, analysts and policymakers with a useable
starting point for thinking about knowledge governance, an introduction for
non-experts that highlights the distinctive issues presented by a knowledge-
driven society. We are very conscious that those in other disciplines, such as
our philosophy-of-knowledge colleagues, have their own particular lexicon
and sets of concerns and that they will almost certainly be driven to distrac-
tion by some of what we present here, such as our distinction, made in the
next section, between ‘knowledge’ and ‘information’.

Still, one has to start somewhere, and social constructivism starts from the
premise that the world we experience is shaped by our shared assumptions
about the world. Our main argument is that ‘knowledge’ is not a neutral
category: the creation, dissemination and use of knowledge are all highly
political acts that create winners and losers. This fact makes the control of
knowledge itself political: it matters who regulates knowledge and to what
ends.
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THE EIGHT PRINCIPLES
Principle 1: ‘Knowledge’ and ‘information’ are two different things.

We start with what seems at first to be a paradox. By now, the phrase,
‘Government policy should be data-driven’ has become little more than a
reflex, an empty set of words used by politicians and pundits to demonstrate
their commitment to dispassionate, sound policymaking. The phrase itself
implies that if policymakers could just set aside their human biases and focus
on the real world, they would be able to identify the best possible policy in
any situation and just get to it. This is the Silicon Valley view of the world:
you can solve any problem if you can just collect enough data.’

And yet, as political scientist Virginia Eubanks thoroughly details in her
book Automating Inequality (2018), and as we will discuss throughout the
book, there exists example after example of governments and companies
whose supposedly neutral datasets and algorithms repeatedly discriminate
against particular groups, usually women and racialized people. For example,
in 2015 Amazon — one of the world’s leading data companies — found that its
hiring algorithm downranked women’s applications. The company realized
that this was because the dataset it had used to train the algorithm had a dis-
proportionate number of applications from men. Amazon eventually shut the
programme down because even after correcting for this form of discrimina-
tion, there ‘was no guarantee that the machines would not devise other ways
of sorting candidates that could prove discriminatory’ (Dastin 2018). Such
stories are, unfortunately, commonplace.

If the bias and discrimination problems identified by Eubanks were the
result of poorly programmed algorithms or flawed datasets, they could be
corrected relatively easily without thinking through more existential, founda-
tional problems. Would that it were so simple. This isn’t a problem that can
be solved with more or better data: it’s inherent in the nature of knowledge
itself and (here’s where things get metaphysical) its connection with reality.

The question of how we know what is in the world has bedevilled philoso-
phers for centuries (Jackson 2016). It involves questions about the ‘hook-up’,
as IR scholar Patrick Thaddeus Jackson (2016) calls it between our minds
and the external world. We need not concern ourselves with these issues
here, not least because they are likely insoluble (Jackson 2016; Strange 1994,
136). Although here we adopt one particular approach to thinking about these
issues, the fact that this uncertainty about something as basic as how we know
the world is pervasive should give pause to those who would accept data as
an unproblematic representation of the world.

Social constructivism holds that what we experience as reality is always
mediated or interpreted (Berger and Luckmann 1966). What’s more, we are
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only ever able to partially interpret this reality. The most obvious way we
interpret reality is through our five senses, but as quantum physicists con-
stantly remind us, our senses (and our measurement apparatuses) are only
capable of apprehending a slice of this underlying reality. When physicists
talk about there being more than four dimensions, this is part of what they’re
trying to get across: the reality separate from our senses is vaster and weirder
than we can possibly imagine or fully measure.

Not only do we exist in a complex reality that we are incapable of fully
interpreting due to our limited senses, but we also have to decide which parts
of the reality that we can apprehend are the most important and relevant for
us to focus upon. Deciding what’s most important requires assigning objects
and actions particular meanings so that we can distinguish between what is
important/relevant and unimportant/irrelevant and focus the majority of our
attention on the most important parts of reality.

Importantly, these interpretations can never capture fully the entirety of
the thing under consideration. Think about yourself and the different ways
that others can identify you: gender, age, height, education, skin colour, hair
colour. The list of identifiable characteristics that can be used to describe you
is almost endless. And while any particular descriptor may accurately capture
a dimension of who you are, it would be impossible to sum up the entirety of
who you are in these descriptors. Instead, we use a selection of these elements
as shorthand to describe a person, chosen depending on the perceived needs
of the circumstances in which we find ourselves.

Or consider the case of a song, itself a form of knowledge. There are many
elements that go into a song: the beat, the melody, even something ineffable
as the feel, to say nothing of the personal touch the individual performers
can give a song. However, we’ve decided that some parts of a song are
more important than others. Historically, only the melody, not the beat, has
been protected by copyright law, a partial consequence of the fact that at the
time that copyright developed in Europe, the melody was seen as the most
important part of a song (Byrne 2012). While copyright regulates music, it
doesn’t fully capture every aspect of what constitutes a song.

This chain of reasoning — we can never fully describe reality, and we also
have to interpret (i.e., make choices about how to understand and represent)
this reality — gets us to our understanding of knowledge and the distinction we
draw between knowledge and what we refer to in this book as information. In
this book we use information to refer to the phenomena — to the reality — that
exist whether or not someone observes it, independent of our understanding
of it. Following this definition, knowledge refers to the interpretation of this
reality. The act of deciding to observe something, and then observing it, trans-
forms information into knowledge. Put another way, knowledge involves
giving social meaning to phenomena. And because we can never fully know
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this underlying reality, our knowledge of the world is always and necessarily
partial. What’s more, our interpretation of our partial understanding of the
world is itself filtered through our existing understandings of the world.

Focusing on the role of interpretation in constructing our understand-
ing of the world is particularly useful to help clarify the nature of data. For
example, International Political Economy (IPE) scholar Christopher May
sees information as equivalent to data: information is ‘data, characterized as
a passive resource which can be packaged and transferred in discrete units’.
Knowledge, meanwhile, is ‘the theoretical or intellectual tools that are needed
to produce further (knowledge-related) resources from this raw information’
(May 2010, 6). Information in May’s account is synonymous with data and is
treated as a neutral building block to create knowledge.

In contrast, we see data as a form of knowledge rather than the build-
ing blocks of knowledge because defining what matters as data is itself an
interpretive act. Our information-knowledge distinction draws not only on
Berger and Luckmann’s point about the social construction of reality but
more directly from critical data scholars’ fundamental insight that data is
never neutral. Data ‘does not just exist — it has to be generated” (Manovich
2001, 224). Equating information with data fundamentally overlooks this
central point.

Creating data involves a decision to measure a part of reality and to inter-
pret it in a particular, and necessarily incomplete, manner. There cannot be
raw data ‘because what is “given” must first be configured for “capture’
(Couldry and Mejias 2018, 8). To collect data, one must first decide what
phenomena should ‘count’ as data. In other words, data ‘do not exist inde-
pendently of the ideas, instruments, practices, contexts, and knowledges used
to generate, process and analyse them’ (Kitchin 2014a, 3). ‘Data inherently
reflect choices — choices about which data to collect (or to exclude) and
what tools or parameters will be used in their collection. . . . These choices
reflect the human agency present in the creation of data’ (Scassa 2018a, 3;
Kitchin 2014a). We discuss the nature of data as a social construct further in
chapter 4.

Our use of the term ‘knowledge’ as meaning the interpretation of an under-
lying reality and ‘information’ as synonymous with an underlying reality that
cannot be fully captured by human observation or interpretation is designed
to highlight how, when it comes to interpretations of the world, it really is
(partial) knowledge, all the way down. Knowledge, as we use the term here,
isn’t just the complex assembly of information or collated data that provides
us with a higher-level understanding of something. The knowledge-informa-
tion distinction we are drawing here highlights the role of human decisions
at every step in the knowledge-production process. From this perspective,
technology is a form of knowledge since it is the embodiment of ideas of
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how to manipulate our physical and social realities, as is intellectual property
(IP), which structures things like sounds and the collection of symbols into
discrete, identifiable (intangible) entities. As forms of knowledge, moreover,
they are necessarily only ever partial, only one possible way of apprehending
reality rather than being a neutral representation of this underlying reality.

Another example to illustrate even more concretely the difference between
information and knowledge: consider your heartbeat. The human heart beats
whether or not we are paying attention to it. That is information, the underly-
ing reality. Now, we can also decide to measure the rate at which it pumps
blood, which we define as a heartbeat. The measurement of the heartbeat
gives us a piece of data, a partial representation of an underlying phenom-
enon, the functioning of a human heart. In other words, knowledge.

Principle 2: There are always rules and norms governing knowledge.

This tendency to think of data as a neutral representation of reality is partly
the consequence of a lack of analytical clarity about the relationship between
information-as-phenomena and knowledge as the human act of interpreting
phenomena. This proclivity, moreover, is often mirrored in our approach to
IP rights.*

Understanding this point requires thinking about the role that rules play in
creating knowledge. Legal and economic accounts of IP rights tend to start
from the assumption that knowledge (in the colloquial sense) is what econo-
mists call non-rivalrous and non-excludable. What that means is that knowl-
edge, in its natural state, cannot be kept from being shared (non-excludable)
and can be enjoyed or used by others without exhausting the original supply.
For example, if I sing a song (a form of knowledge in that it is a collection
of sounds arranged in a particular way and recognized as a tune), this doesn’t
affect others’ ability to sing the song (non-rivalrous). Nor does someone
else singing it reduce or consume that song so that it is unavailable to others
(non-excludable).

IP laws, from this perspective, set unnatural restrictions on who is allowed
to sing and share this song. These restrictions transform the song into some-
thing both rivalrous and excludable.

We will discuss these issues with respect to IP in greater detail in chapter
3, but the immediate relevant point is that line of thought — captured by the
polemical slogan ‘Information wants to be free’ — treats the regulation of
knowledge (such as through IP rights) as a trade-off between freedom and
control. If we could just get rid of these rules, then people would more easily
be able to share knowledge, and culture and humanity would flourish.

This approach, however, misunderstands the nature of the knowledge-gov-
ernance trade-off. When we say that knowledge is socially constructed, we
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are saying that knowledge itself is constituted by rules. Knowledge is always
governed by formal and informal rules and norms that people and societies
come up with in order to decide what counts as useful or valuable knowledge
and how this knowledge is to be used and by whom. Knowledge does not
exist separate from the formal and informal rules and norms that determine
what counts as knowledge, including rules governing who can create knowl-
edge and who can distribute and use it. Knowledge in its natural state is not
unrestricted by rules; it is defined by them. The creation and use of knowl-
edge are always and everywhere subject to rules, both formal and informal.

The actual trade-off is not between a world in which information (knowl-
edge) is free and one in which it is in chains, or between control and freedom.
Rather, it is between different sets of rules and different forms of control. Put
most bluntly, there is no such thing as free speech, in the sense of ‘speech
unconstrained by rules’. Freedom of expression may be more or less widely
practised, but even in the absence of formal rules there are unwritten rules
and norms that regulate who is effectively allowed to speak, and what they
are allowed to say.

At the most trivial level, these rules (such as grammar) render coher-
ent the communication of knowledge. Beyond these, we have informal
rules, such as social taboos against the use of profanity or the discussion
of politics at family dinners or a stand-up comedian mimicking the feel of
another’s act.

The most formal rules are those covered by formal laws, such as IP or hate-
speech laws, or governmental freedom of information acts. Rules can also
be specific to a culture or community, such as those pertaining to traditional
Indigenous knowledge that determines who are the custodians of specific cul-
tural knowledge (see Pool 2016). Speech and data use can also be governed
by companies’ terms of service — for example, Twitter’s (unevenly applied)
rules against hate speech. Rules and norms may be more or less permissive,
as in the case of the US First Amendment (an exceptionally permissive outlier
among democratic states [Franks 2019]), but they are always there.

There are always rules governing knowledge, including speech. This
insight can help to clarify some of the more contentious debates regarding,
for example, the role of governments in regulating social media websites. A
free speech—focused site may impose few rules on content and conduct, but
the harassment that is effectively permitted by such a set-up also effectively
regulates the ability of marginalized individuals and groups to enjoy their
formal free-expression rights. Our understanding of knowledge, which starts
from the point that there are always rules governing speech, transforms the
policy debate over speech regulation. Instead of a false choice between rules
and no rules, or (state) regulation or no regulation, we are forced to consider
which rules we should adopt in order to improve social well-being, with the
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debate now focused on the question of how to define ‘well-being’ (Haggart
2020a; Haggart and Keller 2021).

Humanity has always constructed rules regulating knowledge (and
speech); it is through rules that knowledge itself is constituted and cre-
ated. Now, however, we are at a moment in which we are thinking through
what these rules should be, perhaps more consciously and involving more
perspectives than had previously been the case. As we discuss in chapter
2, the primary issue in a knowledge-driven society involves deciding how
to regulate knowledge. It is crucial that we address these issues with an
understanding of what rules govern knowledge and not with the impos-
sible assumption that the goal should be to avoid regulating knowledge
altogether.

Principle 3: Knowledge rules will always favour some groups and out-
comes over others. Those who control the definition, creation and use
of knowledge also control the future direction and development of
knowledge.

Knowledge is defined by the rules that constitute it. Because knowledge
itself is always and necessarily only a partial apprehension and interpreta-
tion of an underlying reality (of information, in other words), these rules are
necessarily partial. These rules emerge as a consequence of human action
and reflect individual and societal biases. More to the point, rules governing
the identification, creation, dissemination and use of knowledge are made by
people, who themselves have their own biases, prejudices and partial under-
standings of knowledge.

In other words, knowledge, and knowledge regulation, is political. Knowl-
edge is always partial, and the rules and norms governing knowledge are
socially constructed — that is, they are the product of human actions. As a
result, these rules and norms will always create winners and losers, both in
terms of groups and in the types of knowledge that are created. All sets of
rules, even the most permissive, will favour certain forms of control and thus
will favour the creation of certain forms of knowledge, activities and actions
over others, and certain groups over others. Knowledge rules, like data itself,
are never neutral.

The processes through which these rules (which we define permissively
to include formal and informal rules and norms that structure human activ-
ity) are determined, what they allow and who they benefit, play a significant
role in determining the dominant players — be they state or non-state actors
— and the extent to which we end up with a winner-take-all economy. The
control of knowledge shapes not only the economic development of soci-
ety (e.g., by determining what new technologies get produced) but also its
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social, cultural and ideological development (e.g., by shaping who gets to
tell what stories).

Consider the evolution of hip-hop. Before copyright law caught up to this
new art form in the early 1990s, several sample-heavy (i.e., tunes made up
of snippets of other songs) classics emerged, including Public Enemy’s It
Takes a Nation of Millions to Hold Us Back (1988), De La Soul’s Three
Feet High and Rising (1989) and the Beastie Boys’s Paul’s Boutique (1989).
Subsequent changes in copyright law rendered the use of even very short
samples in music prohibitively expensive to say nothing of the complexity of
clearing songs that are often controlled by more than one owner. Communi-
cation studies scholar Kembrew McLeod and legal scholar Peter DiCola esti-
mate that under these new rules the Beastie Boys would have lost US$4.47
per album sold, or US$19.8 million overall (McLeod and DiCola 2011, 210).
Macleod and others correctly take this as an example of how changes in
copyright effectively ‘pushes the most complex and musically interesting
sample-based works into either the non-commercial sector, the underground
economy, or nonexistence’ (2011, 188). However, as they also note, these
changes did not destroy creativity; rather, they led musicians and artists to
change the types of music they created, away from direct sampling to, for
example, more live music or samples that are so heavily altered their original
source cannot be identified (McLeod and DiCola 2011, 190).

What this means is that while it may now be financially prohibitive to cre-
ate another It Takes a Nation of Millions . . . , the flipside is that the creation
of some of the types of music post-copyright changes (say, those based
around only one sample, or hip-hop that incorporates more live music) would
become relatively more likely. All knowledge rules encourage certain types
of knowledge and creative expression and discourage others.

The question we need to ask in this case, then, is not, will these changes
reduce creative output? Changes to copyright laws alter the type of knowledge
that is created, but they do not eliminate knowledge creation itself. The more
appropriate question is, what type of creativity/knowledge creation will these
rule changes encourage and discourage, and who will be affected by these
changes? This question forces us to make value judgements about what knowl-
edge should be created and in whose interests. In the case of sample-heavy
music, the losers are clearly the artists for whom this was their means of expres-
sion, as well as those of us who loved this type of music. Furthermore, there is a
racial component to these rules: given that the ‘practice of appropriation [which
includes sampling] is an important aspect of African American music’, com-
modifying and making sampling prohibitively expensive will have a dispro-
portionate effect on African American musicians (McLeod and DiCola 2011,
48, 97, 108). These particular losses may amount to only a small change in the
big picture, but in a knowledge-driven economy, the question of what type of
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knowledge is created, in whose interests, who is making these decisions and
with what effects is not a marginal one of interest only to music fans: it touches
on the power dynamics at the very heart of the global political economy.

Principle 4: New knowledge builds on existing knowledge. Control over
knowledge is thus a consequential political issue.

The creation of new knowledge invariably builds on existing knowledge,
be it a well-footnoted textbook or a patented drug. Knowledge is both its
own input and its own output. This reality is built into IP laws. Patents and
copyrights are always limited in time and scope because failure to include
such safety valves in IP laws would provide those who currently control
knowledge with an ever-greater hold over the creation of new knowledge.
This reality is both why IP owners are always pushing to restrict or elimi-
nate these limits and why policies such copyright term extensions are so
problematic from a public-policy perspective. It’s also why data collection
is so important to companies: Data produced and captured in a production
process can be used to improve these processes (Srnicek 2017). Stronger
IP protections and proprietary data are ways in which those who control
economically valuable knowledge can further strengthen control over the
future creation of knowledge, which is itself, as we’ve noted, a source of
power.

That knowledge is both its own input and output suggests how central
issues of control over the creation and use of knowledge are to a knowledge-
driven society. While most discussions around IP and data see such control in
terms of individual ownership, this proprietary view of knowledge is neither
the only nor necessarily the best way for a society to control knowledge.
Types of knowledge can be treated as a communal resource subject to no
formal controls, as is the case of books that are out of copyright and thus
(largely) formally removed from IP law’s purview. But it can also be subject
to community control, as with some forms of Indigenous, or traditional,
knowledge. Moreover, concepts like public data trusts, in which data
collected from a citizenry is treated as a communal resource, are garnering
increasing interest (Srnicek 2018), as we will explore in chapter 9.

That the current dominant form of control over knowledge is proprietary
has given rise to one of the main challenges of the information age: the
winner-take-most economy. In such an economy, the actor that controls
foundational knowledge can force everyone else to pay up if they want to
use that knowledge, or they can exclude others entirely from using it. As we
will discuss in chapter 3 with respect to IP, the monopoly rents afforded by
strong IP protection have helped to create a hierarchical global economy in
which the lion’s share of economic benefits flow to a small number of IP-rich
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companies and workers, primarily located in the Global North, particularly in
the United States (Schwartz 2021).

Proprietary control over data can also allow for the creation of new forms
of power. For example, the pharmaceutical/agricultural giant Monsanto/
Bayer has an agricultural app for farmers, Climate FieldView, that aggre-
gates data from public sources (like government satellites) together with real-
time tractor-gathered data on temperature and soil moisture. The company
combines this data to make a proprietary source of knowledge that it then
sells to farmers (Carbonell 2016, 5). What was previously considered farm-
ers’ traditional knowledge — detailed experiential knowledge of soil fertility,
crop yields, and planting timelines — has become proprietary data controlled
by commercial interests, while farmers have become, in a sense, ‘glorified
sharecroppers’ on their own farms (Carbonell 2016, 5) or ‘bioserfs’ (Shand
2002, cited in Carbonell 2016, 5). We will explore these issues in detail in
chapters 4 and 7.

The current stock of knowledge is not just used to create more economic
knowledge. It can affect the capacity of governments to make policies in the
public interest. Legal scholar Teresa Scassa (2017) has studied how Airbnb’s
claims over the data produced by its users as its own property impair cit-
ies’ ability to fulfill their traditional zoning and taxation functions to ensure
that neighbourhoods have a socially acceptable mix of businesses and/or
residences and that everyone pays their legal share. The data on who was
running hotels and rooming houses used to be collected by the city. Now, as
Airbnb enters a market and this service goes digitally underground (from the
city’s perspective), more and more of that data is held close by the company,
inaccessible to city officials, thereby creating ‘data deficits’ that harm public
planning and regulatory functions (Scassa 2017). Officials are left with the
options of losing control over their zoning role and tax base, negotiating with
Airbnb for the data or forcing the company to give the data to the city. Con-
trol over this (proprietary) data places Airbnb, a company, in a position of
authority, allowing it to serve as a de facto regulator over commercial accom-
modation. We will return to these issues in chapter 8.

Principle 5: Processes of knowledge production are shaped by the society
in which they occur.

Knowledge creation results from human action. We must decide what
information counts as knowledge and what form that knowledge will take.
To use our previous example, we can decide to measure our heartbeat and in
doing so produce (partial) knowledge of the human heart. This data doesn’t
tell us everything about the nature of the heart, but it tells us something that
we’ve decided is important to know.
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Decisions about what knowledge to create, and what to do with it, are
themselves informed by the society within which we live. These decisions
are shaped by individual and societal politics, economics, culture, ethics and
morality. Knowledge, in the form of data and IP, for example, is created
within the context of historically contingent social relations (Couldry and
Mejias 2018, 8). As we will cover in chapter 3’s discussion of IP rights, pro-
cesses of capitalism — particularly its inherent tendency towards commodi-
fication — have shaped our conceptions of what knowledge is and in whose
interests it should function (Couldry and Mejias 2018; Thatcher et al. 2016).
That a trade agreement — the 1995 Agreement on Trade-Related Aspects
of Intellectual Property Rights (TRIPS) — has emerged as the world’s most
consequential IP treaty cements the treatment of knowledge as an economic,
tradable resource. Nor is it mere happenstance that universities around the
world are being directed to commodify the knowledge that they produce
rather than share it openly, as has been the custom in academia for centuries
(Drahos 2021, 59). IP rights are primarily commercial rights, the commodi-
fication of knowledge, be it of industrial processes or the collection of tones
assembled into a song.

The interpretation of information, the creation of knowledge, is shaped by
a society’s, and our own individual, values. The same heartbeat that we used
to illustrate the difference between knowledge and information can also help
us understand how historically contingent social beliefs and processes can
influence how knowledge is created and the uses to which it is put. Think of
the uses to which the measurement of your heartbeat — a form of knowledge
— might be put. A doctor might measure your heartbeat to determine, and
improve, your overall health. Or a digital-fitness company might measure
your heartbeat, and commodify it, to be sold to an insurance company looking
to deny coverage to individuals it deems unhealthy. The commodification of
heartbeats is not a dystopian possible future: it’s happening right now. Mir-
roring what companies in South Africa and the United Kingdom are doing,
the American insurance company John Hancock announced in September
2018 that it would only sell life insurance to people who agree to have their
vital signs tracked by an app (Barlyn 2018).

Principle 6: In a market society, knowledge is a ‘fictitious commodity’.

If you want to understand the knowledge-driven society, there are few bet-
ter starting points than the work of the great mid-twentieth-century political
economy scholar Karl Polanyi. In his landmark 1944 book, The Great Trans-
formation, he argued that enormous pressures exist in market-based societies,
such as the ones that currently dominate the globe, to turn everything into a
commodity that can be bought and sold (Polanyi 2001). He argued that if one
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allowed the market to expand unchecked throughout society, it would end
up destroying that society. In a market economy, commodities are created,
bought and sold. However, noted Polanyi, some of the foundational commod-
ities in a market society — land, labour and money — are not actually created
or produced. Instead, they are what he called ‘fictitious commodities’. As the
IPE scholar Bob Jessop remarks, ‘what we call labour is simply human activ-
ity, whereas land is the natural environment of human beings, and money is
just an account of value’ (2007, 116).

This creation of fictitious commodities, Polanyi warns us, comes with a
cost. If we forget that labour, or human resources, are human beings, we end
up valuing people based only on what they can deliver in the marketplace. If
we forget that land is the environment that we need to support all life and not
just a set of resources to extract, we will end up rendering the planet unlive-
able. If we forget that money is just a unit of account to keep track of credits
and debits across a society, we put ourselves in the position of ruining the
lives of people, families and societies who are unable to balance their books.
This is the reason we have labour laws mandating eight-hour workdays, anti-
pollution laws and bankruptcy courts: to keep the market in its proper place
so that it can benefit society, not destroy it.

As Jessop (2007) argues, IP is also a fictitious commodity. Like land/
real estate, labour/humans and money/account of value, it is a way to turn
thoughts, concepts and cultural products into discrete units for exchange and
manipulation. While Jessop’s analysis was limited to the forms of knowledge
commodified as IP, there is no limit to the types of knowledge that can be
turned into commodities. Data is simply the measure of human activity or the
natural world that has been captured because of its perceived value (Haggart
2018b). And yet we ‘produce’ and ‘sell’ data as if it were an actual commod-
ity. As we write this particular paragraph, in early 2022, the mania for non-
fungible tokens (NFTs) is in full swing. NFTs, as communication professor
Ian Bogost explains, are best thought of as ‘the first step in the securitiza-
tion of digital assets. They turn data into speculative financial instruments’
(Bogost 2022). However, as new and intimidating and confounding as NFTs
may appear, they represent the same tendency towards commodification iden-
tified by Polanyi almost eighty years ago and that is embedded in our ideas
about IP rights. The only difference between IP as a commodity and NFTs
as a commodity, or asset, is that knowledge protected by IP is backed by the
authority of the state, while NFTs are not.

Whether data, IP or NFTs, these knowledge-regulation processes share
similar challenges. Commodifying knowledge, detaching it from the indi-
viduals and social contexts that produced it, gives knowledge an instrumental
(often for-profit) characteristic, often placing it in a closed economic system
and under the control of specific groups or individuals (Jessop 2007), for the
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benefits of those who control the knowledge-as-property. In the case of data,
commodification and ‘knowledge-ification’ reconfigures ‘the flow of every-
day life . . . in a form that enables its capture as data’ (Couldry and Mejias
2018, 4, emphasis in original) so as to benefit those who extract the data
produced by individuals not the ones whose actions produced the data in the
first place. Sociologist Nick Couldry and communication studies professor
Ulises Mejias refer to this process as ‘data colonialism’, which entails the
transformation of ‘human life into a new abstracted social form that is also
ripe for commodification: data’ (2018, 4, emphasis in original). And it does
so in a way that presents itself as both natural and inevitable, even as it is
the product of unequal social relations that benefit some groups over others
(Thatcher et al. 2016).

A society that fails to place limits on this commodification of knowledge
(as IP or as commodified data) will, Polanyi warns us, incur significant costs.
Much of the rest of this book can be read as a warning about the implica-
tions of treating knowledge — data produced by observing individuals, social
interactions and natural processes, the intellectual activity covered by IP — as
commodities rather than as the natural by-products of human activity.

Principle 7: Knowledge is intangible.

One of the challenges of understanding the knowledge-driven society is
coming to terms with what makes (commodified) knowledge different from
tangible goods. Because 1P, for example, creates a form of commodified
knowledge that can be bought and sold on the market, IP is often treated as
equivalent to physical goods. Chapter 3, for example, details how IP rights
have been included in international trade agreements for several decades,
with data and internet governance policies more recent additions to the inter-
national trade agenda.

While knowledge can be commodified, its lack of materiality means that it
functions according to its own particular logic. For example, it is easy, under
current laws, for transnational corporations to engage in tax arbitrage by mov-
ing the ‘value’ attributed to knowledge across borders because there is nothing
physical to transport. Similarly, the nature of knowledge production means that
knowledge-intensive companies involve different types and levels of employ-
ment than traditional manufacturing companies and have different spillover
effects into the local economy. The foreign branch plants that largely were
responsible for creating the modern Canadian economy, for example, generated
enormous economic benefits in terms of numerous well-paying manufacturing
jobs and the construction of spin-off companies, such as a vibrant auto-parts
sector. However, a strategy of attracting knowledge-based branch plants does
not bring with it the same economic effects as a traditional manufacturing plant
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(Carmichael 2018; MclIntyre 2018). Companies like Google employ a fraction
of the employees that a firm like General Motors (GM) did at its height, limiting
the labour-spillover effects from their economic activity. What’s more, what
such companies produce — IP and data — is easily transferred out of the country,
with relatively little value-added left behind.

Principle 8: A society based on the exploitation of knowledge requires
constant surveillance to function properly and efficiently.

For Karl Polanyi, fictitious commodities present a challenge to the survival
of society when we forget that these fictitious commodities are actually
something else. At the extreme, if you forget that natural resources are the
environment that sustains our very existence, you will destroy the biosphere
upon which our physical existence depends. Regulations are required to keep
these tendencies in check.

The need for surveillance is one of the primary things that makes a market
society structured around the control of knowledge such a threat. Tradition-
ally, surveillance meant ‘the focused, systematic, and routine attention to per-
sonal details for purposes of influence, management, protection or direction’,
whether undertaken by public actors, private actors or some hybrid arrange-
ment thereof (Lyon 2007, 14). In a knowledge-driven society, however,
surveillance has broadened from focused attention on specific individuals
and instances to ‘always-on, ubiquitous, opportunistic, ever-expanding forms
of data capture’ — that is, constant, ubiquitous surveillance of all people and
objects, by state and non-state actors alike (Andrejevic and Burdon 2015,
19). Data can only be collected via observation, which is to say surveillance,
while surveillance is also needed to enforce IP rights (i.e., to see if someone
is violating your IP rights).

In a knowledge-driven society, there exist strong and intertwined com-
mercial and security incentives to collect as much data — that is, to engage
in as much surveillance — as one possibly can. With respect to business,
companies providing traditional services like transportation and lodging have
adopted intensive data collection practices in order to deliver those services,
such as Uber’s real-time monitoring of its drivers’ locations and dynamic
pricing based on available vehicles and customer demand (see Rosenblat
2018). Surveillance is also integral to the advertising-based business models
of Google and Meta, where increasingly the value is in predictive behaviour
analysis of its customers’ future desires, actions and purchases. Beyond these
usual surveillance suspects, IPE scholar Nick Srnicek (2017) points out that
‘industrial platforms’, such as Rolls-Royce, have retooled their production
lines to maximize the data they can extract from them, in order to improve
their production efficiency and product quality.
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For companies with data-intensive business models reliant upon IP,
surveillance is not only a business model (Schneier 2015) but a regulatory
mechanism. Not only must data be collected from the environment or user,
but the company must also monitor the customer to ensure the protection of
the IP. With respect to IP, any unauthorized use of a company’s IP implies
a potential loss for the IP owner, which explains the enduring interest by
copyright and trademark owners in coercing internet intermediaries such as
Google to surveil their users for IP infringement (see Tusikov 2016).

We can witness a similar dynamic when it comes to national security. Total
societal surveillance used to be associated with the worst totalitarian states.
But particularly since the 11 September 2001 terrorist attacks on the United
States, we’ve witnessed a convergence between liberal-democratic states and
authoritarian states in terms of the surveillance practices employed to monitor
their citizens (see, e.g., Hintz et al. 2018; Lyon 2015; Glasius and Michaelsen
2018). Part of the dynamic driving this push for increased surveillance is polit-
ical. Democratically elected politicians fear that they would be held respon-
sible for another similar attack, despite little evidence of such programmes’
effectiveness in intercepting terrorists (in the US context, see Granick 2017).

In a society that focuses on the control of knowledge (as opposed to manu-
facturing, for example) for its economic and physical security, anything less
than total surveillance will be seen as an economic loss or a potential threat,
and not just by a power-hungry state or rapacious corporations, but by citi-
zens themselves. This simple formulation also suggests why it will be very
difficult to rein in the excesses of the surveillance economy and the surveil-
lance state: for those who have adopted the mindset of a knowledge-driven
society, to do so would be to invite ruin.

It is in this context that the notion of privacy has emerged as a mainstream
issue in discussions around the data-driven economy. The evocation of
privacy rights —however defined — represents an attempt to place a limit on the
surveillance imperative lest it overwhelm the rest of society. It is an attempt
to begin a discussion about how to restrict the reach of the knowledge-driven
society, recognizing that there are some situations in which surveillance is not
appropriate or data collection should not occur. Such a discussion, however,
involves pushing back against the powerful economic and security logics of
the knowledge-driven society. It requires asserting an alternate societal logic
based on human rights and human dignity.

CONCLUSION

In this chapter, we have highlighted how everything to do with knowl-
edge is deeply political, down to the designation of certain data points as
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representative of the world in which we live. All forms of knowledge, and all
forms of knowledge regulation, are political. Neither data nor IP — indeed, no
type of knowledge — is neutral. Decisions about which data to collect to train
an algorithm designed to approve or deny refugee claims, about what parts of
a song merit protection and which ones don’t: these and all decisions related
to the creation, dissemination and use of knowledge benefit some individuals,
groups and interests over others. Understanding the dynamics of knowledge
that we’ve covered in this chapter is the necessary first step towards being
able to assess and address the promises and perils of a knowledge-driven
society.

As we will demonstrate in the coming chapters, placing the control of
knowledge — in this case, commodified knowledge — at the heart of the
economy and society creates particular systemic challenges. These challenges
in turn are centred around a specific set of policy questions related to the
power to define, create, disseminate and use knowledge, and the contest
between state and non-state actors to exert this power.

NOTES

1. In terms of our particular fields, social constructivism has been in the main-
stream of International Relations for several decades, Wendt (1999) being a classic
departure point. We also draw on the ideational aspects of historical institutionalism
(e.g., Thelen [1999] and Campbell [1998]). Within IPE, Innis (1950) is a classic text;
see also Jackson (2016). As noted in the introduction to this book, Jessop’s concept
of ‘cultural political economy’ has also explored this terrain (see, e.g., Jessop 2007,
2010; Jessop et al. 2012). From a socio-cultural perspective, see Burke (2000).
From a sociological perspective, see Giddens (1990), Bourdieu (2013) and Foucault
(1980); from the perspective of Science and Technology Studies, see Latour (1988)
and Jasanoff (2004). Within the copyright literature, the relationship between regula-
tion and ideas is well covered by Rose (1993), May (2010), Drahos and Braithwaite
(2002), among others.

2. In citing Berger and Luckmann, our ambitions are much less grand than those of
Nick Couldry and Andreas Hepp, whose excellent book has the goal of ‘reoccupying
the space associated’ with Berger and Luckmann’s book in the context of the digital
age (Couldry and Hepp 2017). Rather, our goal is to highlight some basic points
about the nature of knowledge and socially constructed reality that are necessary to
understand how a knowledge-driven society functions.

3. This ideology is known as dataism (van Dijck 2014). We discuss dataism in
chapters 4 and 5.

4. On IP rights as a ‘reified’ construction of reality, see May (2006).
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Chapter 2

New Policy Challenges,
New Strategies

In this chapter, we set out our concepts and road map for understanding how
the knowledge-driven society emerged and the nature and dynamics of our
current moment. It is a moment in which the power to control how knowledge
is legitimated, created, disseminated and used is becoming a primary ‘vector
of structural power’, in the evocative words of the late International Develop-
ment scholar Lynn Mytelka (2000, 42). These changes have had the effect of
rewiring society and reworking how power is exercised, by whom, and for
what purposes. In particular, we introduce three main concepts — structural
power, the knowledge structure and the information-imperium state — that we
believe are crucial to understanding how power is exerted in a knowledge-
driven society.

We situate our work within the field of International Political Economy
(IPE). IPE’s remit — understanding macro-level changes in global politics
and economics — makes it ideally suited to consider issues related to global
transformations, including whose interests are served by these transforma-
tions. Chapter 1 highlighted Karl Polanyi’s concept of fictitious commodities
and applied it to knowledge. Here we draw on the work of our two other
main theorists. We use Susan Strange’s theory of structural power — the abil-
ity to set the conditions under which others operate — as it plays out in four
key sectors — security, production, finance and knowledge — to explain how
our knowledge-driven society came into being and its implications. Other
scholars, such as sociologist Michael Mann (Mann 1984, 1986), have put
forward similar typologies.! We chose to use a modified version of Strange’s
structural power because its key categories, particularly her division of
economic power into finance and production, are better suited than Mann’s
to understanding changes in the political economy, for reasons that should
become obvious shortly.?

39
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We also draw on the work of the late Canadian IPE scholar Robert W.
Cox, particularly his work on the close relationships between state and non-
state (read: business) actors, which he calls forms of state, or state-society
complexes, and how dominant economic and political actors can shape the
overall political climate and transform the policy agenda to suit their inter-
ests and needs. In the knowledge-driven society, we call the dominant form
of state the information-imperium state. It is characterized by a focus on the
control over knowledge as a primary economic and social policy objective.
Taken together, these two theorists help us understand how the control of
knowledge moved to the top of the policy agenda and what this means for
policymakers and publics going forward.

THE CHAPTER IN BRIEF

As academics, we believe it’s important to explain the theories behind our
work: that is the purpose of this chapter. For those readers more interested in
the data and intellectual property (IP)-governance issues that we explore in
subsequent chapters, our argument in this chapter is as follows.

Understanding politics and power in the global political economy requires
focusing on structural power, that is, the ability to set the conditions under
which others operate. The exercise of structural power, in turn, is necessary
to determine an authoritative set of values for a society, that is, to shape the
nature of the society. In this contest to shape societies, four key sources of
structural power stand out in terms of their importance: security, production,
finance and knowledge. No one of the four is a priori more important than the
others, but when one form of power dominates, actors based in that structure
are able to set overall social, political and economic priorities in their own
image and to influence others’ beliefs about how society should be organized.

Our current moment is characterized by the rising importance of the
knowledge structure. Power in the knowledge structure involves power over
the legitimation, creation, dissemination and use of knowledge, including IP
and data. With the increased importance accorded to the control of knowledge
has come a new state-society complex, which we will define more completely
later in the chapter. This state-society complex brings together state and
non-state actors with common interests in regulating knowledge, particularly
as it relates to data and IP, and the extent of state (security) and non-state
(commercial) surveillance. We call this state-society set-up an information-
imperium state because of the priority it accords to knowledge-control and
surveillance issues.

In such a state, actors become increasingly reliant on the control of data
and surveillance for the provision of security and (alongside IP rights) for
their commercial activities. These changes have significant implications for
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how we define both security and economic prosperity, issues that we will
unpack throughout the rest of this book.

Finally, the emergence of the information-imperium state signals a
refocusing of our primary economic policy questions and ideological fault
lines, from a focus on free trade versus protectionism to digital economic
nationalism versus knowledge feudalism. While these two approaches repre-
sent different and conflicting economic strategies, they also share an under-
standing of knowledge primarily as a fictitious commodity. In contrast, a third
approach, knowledge decommodification, rejects the intertwined economic
logic of the first two approaches in favour of placing limits on knowledge
commodification so as to tame the harms that arise from the unfettered
knowledge-driven society.

The remainder of the chapter is structured as follows. The first section
explains what we mean by structural power. The second section outlines
the four structures, paying particular attention to the knowledge structure,
which is the book’s main focus. The third section uses Cox’s forms-of-state
framework to trace the emergence of our current information-imperium form
of state from its roots in the 1970s US embrace of strong IP rights in its trade
agenda. The fourth section describes the politics of the information-imperium
state and the key questions it must address. We end the chapter by setting the
stage for the rest of the book.

THINKING CLEARLY ABOUT POWER

‘Power’, like ‘knowledge’, is one of those words that everyone uses but that
is surprisingly difficult to define precisely. The common-sense understanding
of power involves the ability to compel someone to do something they
wouldn’t otherwise do. This type of power, which Susan Strange referred to
as ‘relational power’, is often apprehended by looking at an actor’s material
capacities, such as the size of a country’s economy or military. It is on display
most clearly in violent situations, such as when one country conquers another
or someone robs a bank at gunpoint.

In this book, we are interested less in expressions of relational power, such
as Google’s market capitalization or the annual number of patents China pro-
duces. Instead, we focus on structural power, the power to set the conditions
— the rules and norms — in which others operate. As Strange puts it:

Structural power, in short, confers the power to decide how things shall be done,
the power to shape frameworks within which states relate to each other, relate
to people, or relate to corporate enterprises. The relative power of each party in
a relationship is more, or less, if one party is also determining the surrounding
structure of the relationship. (Strange 1994, 24-25)
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The ability to influence rules and norms confers an enormous advantage on
the rule-setter. If an actor is able to set the rules and norms in ways that favour
their strengths, minimize their weaknesses and reflect their values, they’re
already half-way to securing their preferred outcomes.

Who Can Exert Structural Power?

While we tend to think of states as the ultimate rule-setters, Strange noted that
non-state actors are also capable of being consequential regulators. Ongoing
critiques of Facebook/Meta and other tech companies with a global reach, for
instance, of being the ‘sovereigns of cyberspace’ (MacKinnon 2013, xxvi),
reflect this insight. On the opposite side of the ledger, digital rights groups
like the American, libertarian-leaning Electronic Frontier Foundation tended
historically to focus their fire on states rather than companies in large part
because they did not appreciate that companies could be consequential regu-
lators (Glaser 2018).

The emergence of corporations as rule-setting actors is not a new develop-
ment. Nor is it a consequence of a global internet. Companies have been key
international players and rule-setters for decades. The internationalization
and globalization of the economy itself were shaped by US multinational
corporations, dating to the 1950s. The modern field of IPE was founded
in the early 1970s partly in response to the observation that corporations
have become increasingly consequential rule-setters throughout the global
economy (Cooper 1980; Strange 1970).

Both state and non-state actors are capable of exerting structural power. Com-
panies are important but states — particularly large states — continue to matter.
The exercise of structural power involves a contest between and among states
and non-state actors. It involves conflict and cooperation, as different actors work
alternately together and against each other to promote their particular interests.

LOCATING STRUCTURAL POWER:
THE FOUR STRUCTURES

Every generation of scholars faces the temptation to believe that their moment
is unique. The technological changes that we’ve witnessed since the 1980s have
made us particularly susceptible to this urge. For example, Shoshana Zuboff in
her The Age of Surveillance Capitalism, which has become the bible of our cur-
rent moment, claims that she is mapping a ‘terra incognita’ (Zuboff 2019, 17). In
describing what she calls the coming ‘seventh extinction” (2019, 518), the word
‘unprecedented’ appears 114 times, or once every 4.6 pages of text. In such an
unprecedented context, it makes sense that she concludes the book with a nebu-
lous call for new social movements rather than with specific policy reforms.
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This emphasis on novelty, however, ignores important and decisive con-
tinuities with previous eras. Such continuities are important because they
suggest that we already have the tools to understand and address our current
moment.

Take the ‘datafication’ of the economy. Businesses throughout the
economy are retooling themselves to maximize data commodification and
capture (Srnicek 2017; van Dijck 2014). We will discuss datafication further
in chapters 4 and 5. As political scientist Dan Breznitz notes, there is little
consensus on how data should be regulated (Breznitz 2021). However, that
is not to say that we do not understand anything about the phenomenon of
datafication.

We can start with the fact that this is far from the first time that one sec-
tor has reshaped how the entire economy and society functions. The 1980s
witnessed the emergence of the ‘financialization’ of the economy. In a
financialized economy, ‘all elements of the economy, companies and work-
ers included, should be viewed, managed and valued as financial assets’
(Breznitz 2021, 163). This approach reprioritizes a firm’s economic goals
from maximizing profits to maximizing shareholder value (Breznitz 2021,
163). Financial actors such as bankers, financiers, investors, rating agencies,
securities commissions and finance ministers are the primary economic and
policy players, and economic and policy decisions are seen primarily through
the lens of financial markets.

The case of General Motors (GM) exemplifies how financialization works.
Throughout the beginning of the twenty-first century, GM — the very sym-
bol of a manufacturing powerhouse — derived a substantial proportion of its
profits from its financing arms, which cover not only car financing but also
mortgage lending, insurance, banking and commercial finance. According to
sociologist Donald Tomaskovic-Devey (2011), 66 percent of its profits came
from its financing wing in 2004. Although ostensibly a vehicle company that
provides some financing, GM had become, in a sense, a finance company that
also makes cars.

Or think about how, during the Second World War, private-sector produc-
tion was driven almost exclusively by the imperative to prosecute a war. Or
how, following the Second World War, countries worked to promote manu-
facturing, as captured by the slogan, ‘What’s good for General Motors is
good for America’. In each period, a particular segment of society emerged
as a primary force shaping the overall society. In a knowledge-driven soci-
ety, firms are evaluated by their ability to produce and control data, IP and
knowledge generally.

All societies, Strange noted, must fulfil four basic needs. They must pro-
vide members with wealth — the ability to satisfy material wants and needs.
They must provide security for the person and the group. They must also
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provide a degree of individual freedom to pursue individual desires. Finally,
they must also provide justice or equity — that is, the sense that group mem-
bers are treated fairly. Societies and actors differ in how they rank these val-
ues and in the degree of emphasis they give to each (Strange 1994, 17-18).
Unsurprisingly, how to rank and implement these values is the primary
source of political conflict.

The exercise of structural power is the means by which actors seek to
implement their preferred value rankings. Structural power exists through-
out society but some forms are more consequential than others: the Interna-
tional Olympic Committee (a non-state organization), for example, exerts
enormous structural power over international sport, but unless you’re an
athlete or run a city bidding on the Olympic Games, they can be ignored
most of the time. Strange identified four primary sources of structural
power in society. Production power involves the power to create and allo-
cate material goods. Financial power is the power to supply or deny credit
and to structure monetary relations. Security power involves the power to
create or deny physical security, against human and natural threats. Finally,
knowledge power involves the power to control the legitimation, creation
and dissemination of knowledge deemed to be socially important (Strange
1994, 26-30).

Different theoretical approaches rank the importance of each of these
structures differently. Marxists, for example, argue that it is the production
and class relations that matter most, production being the motor that drives
history. Within the field of International Relations, realists would counter
that the power to create or deny security is paramount: without security, one
cannot even have a society.

In contrast, Strange argues that these four sources of power are all
interdependent: national security, for example, requires access to intelligence
sources (knowledge). It depends on a strong manufacturing base, which must
be paid for somehow. We can run the same argument in any direction among
the structures. And while she grants that in the ultimate instance a bullet
will put an end to any conversation, in practice most human interactions
don’t descend to this primal level. Consequently, the relative importance
of these four structures — that is, which structure’s logic will become most
important — is not predetermined. It is historically contingent, the result of
political contestation, among other things. This contingency means that the
key structure in a society — the main players and prevailing ideologies — can
and will change over time (see May 1996, 178; see also Cox 1996a). Today,
financial industries may be the most significant players; tomorrow, it could
be the military or the tech sector.
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Rise of the Knowledge Structure

The financialization of an economy or society is characterized by the relative
importance placed on financial actors and objectives. Similarly, the ‘knowl-
edge-ification’ of society, the emergence of a knowledge-driven society is
distinguished not by the presence of digital technologies and IP rights but by
the relative importance accorded to the control of knowledge as an economic
commodity and as a form of social control.

Let’s return to GM. Patents and research and development have always
played a role in its business activities. Now, however, the control of knowl-
edge in the form of data is becoming an end in itself, rather than a means to
the end of producing more vehicles. This move is part of a larger trend identi-
fied by IPE scholar Nick Srnicek (2017) of companies retooling their business
models to maximize the capture of data, now prized not only as a means to
improve the production process but also as a commodity itself.

For example, in 2016, GM partnered with the ride-hailing company Lyft
as part of a move to help develop self-driving vehicles, a technology where
the revenues would come as much (if not more) from the sale of data- and
algorithm-based ‘self-driving’ services to consumers as of vehicles them-
selves (O’Brien 2018). Although the two companies are no longer as tightly
related as they were initially (Wayland 2017), GM continues to harbour
ambitions in this area, competing against Google subsidiary Waymo ‘to be
first to bring fully autonomous cars to market’ (LaReau 2018). Elsewhere,
GM and other manufacturing companies are realizing that the data produced
by their products can itself be a valuable resource (Srnicek 2017). For three
months in 2017, GM monitored the radio-listening habits (including where
and when people listen to the radio) of about 90,000 drivers in Los Angeles
and Chicago (customers give GM the right to monitor them when they accept
the terms of service and privacy statement associated with GM’s connected
services, a practice we will discuss in much greater depth in chapter 7). Talk-
ing with the Detroit Free Press, Saejin Park, GM’s director of global digital
transformation said, “We sampled (the behaviour) every minute just because
we could” (LaReau 2018). Such data represents a potentially new revenue
stream for GM, as the data could be sold to advertisers, or to turn GM cars
into a platform with captive drivers and passengers that GM could deliver to
anyone wishing to pay to reach them: Facebook on wheels.

Unpacking the Knowledge Structure

The knowledge structure comprises the rules and norms governing ‘what knowl-
edge is discovered, how it is stored, and who communicates it by what means to
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whom and on what terms’ (Strange 1994, 121). These rules and norms regulate
knowledge and involve both formal and informal rules governing the creation,
dissemination and use of knowledge. Examples of this form of structural power
include censorship and IP laws, telecommunications regulations, data gover-
nance rules, the structure of networks like the internet and the norms governing
epistemic communities. Many other examples could be added to this list.

Just as a financial company like Goldman Sachs can be said to be based on
the financial structure, certain actors can be said to be based on the knowledge
structure. These are individuals and organizations

who are acknowledged by society to be possessed of the ‘right’, desirable
knowledge and engaged in the acquisition of more of it, and . . . those entrusted
with its storage, and on those controlling in any way the channels by which
knowledge, or information, is communicated. (Strange 1994, 121)

In our contemporary society, these actors include data-collection and data-
processing companies, telecommunications companies, content creators, uni-
versities, epistemic communities, governmental statistical agencies and state
intelligence agencies, among others. For example, although their influence
and interests pervade the economy, companies like Google and Amazon are
situated primarily within the knowledge structure.

As Strange’s definition suggests, power in the knowledge structure is qual-
itatively different from power derived from the other structures. In one sense,
power in the knowledge structure can resemble power in the other three struc-
tures: the power to set rules controlling access to a necessary societal resource
— security, material goods, finance and knowledge (e.g., culture or education).
This is the ‘knowledge-regulation’ part of the knowledge structure.

However, what differentiates power in the knowledge structure from other
forms of structural power is that it also includes the power to decide what is
deemed to be what Strange called the “‘right”, desirable knowledge’ — that
is, the power to determine what counts as legitimate knowledge and what
doesn’t, which experts are worth listening to and which can be safely ignored
and even what is considered to be truth itself (May 1996, 185).> We refer to
this as knowledge-legitimation power. In chapter 5, for example, we argue
that the most significant effects of the digital age have been the emergence
of commodified knowledge in the form of IP and data as the most important
form of legitimate knowledge and the redefinition of expertise to favour those
who control such knowledge.

Rising Importance of the Knowledge Structure

Evidence that the power exerted through the knowledge structure is reshap-
ing society is plentiful. We have already offered the example of GM. We can
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also point to the explosion in the quantity of cross-border data flows, which
according to the consulting firm McKinsey & Company grew 45 times larger
between 2005 and 2016 (McKinsey Global Institute 2016, vi). According
to a 2019 Organization for Economic Cooperation and Development report,
the explosion in data transfers ‘translates into an estimated contribution of
US$2.8 trillion to global economic activity, or 3.5 percent of global GDP’
(Casalini and Lopez Gonzalez 2019, 9).

Nick Srnicek’s succinct but invaluable book Platform Capitalism offers a
clear and concise account of how ‘digital technology is becoming systemati-
cally important, much in the same way as finance’, and how it is becoming
‘an increasingly pervasive infrastructure for the contemporary economy’
whose collapse would be economically devastating (2017, 5). Digital eco-
nomic development is quickly becoming synonymous with economic devel-
opment, as economies rework themselves on the high-tech model:

The digital economy is becoming a hegemonic model: cities are to become
smart, businesses must be disruptive, workers are to become flexible, and
governments must be lean and intelligent. In this environment those who work
hard can take advantage of the changes and win out. Or so we are told. (Srnicek
2017, 5)

In the new, knowledge-driven economy, ‘data have become increasingly
central to firms and their relations with workers, customers, and other capital-
ists’ (Srnicek 2017, 6). Capturing data and exploiting IP becomes the path to
success, not just for companies like Google, but old-economy companies like
GM and Siemens. These companies not only are figuring out ways to extract
data from their customers, they are also being forced to capture all relevant
production data in order to improve efficiency in a marketplace where their
competitors are doing the same thing (Srnicek 2017). These findings are what
one would expect in a political economy in which the knowledge structure
had become ascendant.

While the current knowledge structure is characterized by a strong empha-
sis on the capitalist commodification of knowledge, it is not reducible merely
to an economic logic, nor does it only have economic effects. As we detail
in chapter 8, the drive to quantify and surveil that is characteristic of the cur-
rent manifestation of the knowledge structure is also present in a state logic
that has driven even liberal-democratic states to embrace total surveillance of
their citizenries in the name of security. This surveillance, while it uses the
same technologies as commercial surveillance, is driven by a separate imper-
ative, namely the physical security of the citizenry and protection of the state
against perceived threats. In terms of non-economic effects, the drive towards
total surveillance is also reflected in the embrace of devices for the voluntary
quantification of the body in the belief that measuring the number of steps
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one takes, or one’s breathing during sleep, or the number of people who read
a tweet is providing them with a new and valuable (meaningful, legitimate)
form of knowledge about their bodies, health and social interactions (e.g.,
Lupton 2018; van Dijck and Poell 2016). The key point here is that the
knowledge structure should be analysed on its own terms, and when it is a
dominant structure, we need to pay special attention to its particular logic.

EMERGENCE OF THE INFORMATION-
IMPERIUM STATE

Susan Strange’s language of structural power allows us to understand what
has been commonly observed — the rise to global prominence of technology-
and-IP-based companies — as the rise of the knowledge structure. More
importantly, she allows us to understand the significance of this change: a
change in the relative importance of a structure implies not only a new set
of actors at the top of the political and economic hill but also a change in
political and economic priorities to reflect the ideologies and interests of these
newly powerful actors. A world in which Google is the paradigmatic com-
pany and everyone looks to data scientists for insights functions differently
from one in which GM is the top dog.

However, while Strange can tell us that the primacy of the military, or
manufacturing, or finance, or tech companies is historically contingent, we
have to look elsewhere to understand how this switch between structures
happens. For these insights, we turn to Canadian IPE scholar Robert W. Cox
for inspiration.* One of Cox’s key insights is that these large changes in the
relative importance of these structures — from, say, security, to production, to
finance, to knowledge — affects and is affected by states as much as non-state
actors. The relative rise and fall of structures changes both the goals pursued
by states and how they pursue them (Cox 1987, 1996a).

It’s not just the economy that changes if tech or financial companies
increase in relative importance; it’s the state itself and the goals it pursues.
The state, far from being a monolith, is actually composed of different parts
that are not always pushing in the same direction. A government’s environ-
mental ministry, for example, may pursue different policies than its natural
resources ministry. Along the same lines, a government whose environmental
ministry commands significant influence will act quite differently from one
that tends to listen mainly to the economists in its natural resources ministry.

Just as the state isn’t a monolith, neither is a country’s business sector.
Every business may be out to make money, but how it creates those profits
will depend on the nature of its industry and its choice of business model.
These choices and twists of fate, in turn, will shape the type of policies for
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which different companies and industries will advocate. And in pursuing their
preferred policies, they will tend to gravitate towards those parts of the state
that share their interests and engage in a degree of cooperation to realize their
objectives.

State-Society Complexes and Forms of State

The political picture this account paints is much more complicated than a
simple business-versus-the-state contest for structural power. States (as a
whole and its various parts) both compete and cooperate for influence with
non-state actors. However, when it comes to the overall orientation of the
state — in this case embracing protectionism or trade liberalization — some
non-state and state actors are more powerful than others. Even in the United
States, usually seen as the most free-market-oriented of the major economies,
Powers and Jablonski (2015) identify what they call the ‘information-indus-
trial complex’, a mutually reinforcing network of connections between indus-
try and government, forged by government investments in tech companies
and billion-dollar contracts and reinforced by state dependence on private-
sector technology. This phrase, itself a play on the famous ‘military-industrial
complex’ term, is what Cox would call a ‘state-society complex’, a particular
self-reinforcing set of state and non-state actors that work together (not in all
things, but overall) towards a shared set of objectives.

Cox calls this overall orientation of a particular state-society complex a
Jorm of state. These forms of state, or state-society complexes, include both
state and non-state actors because, as Cox and Strange recognized, structural
power does not just rest with the state. A company can also set rules and
norms under which we live.

A form of state in a society in which the financial structure has pre-
eminence (a financialized state) implies a different set of primary actors
and priorities than a situation in which the production structure is rela-
tively more important. This form of state will give pride of place to this
form of structural power, drawing ‘resources from the society and us[ing]
these resources to maintain and reproduce the society’ (Cox 1987, 106),
for example, by pursuing policies and institutions that maintain the advan-
tages of this part of society. These can include reinforcing the economic
advantage of specific forms of production or privileging security forces
over other actors, as might happen to maintain a police state. If successful,
the state-society complex can become hegemonic, naturalizing its position
and making it harder for subordinate parts of state and society to assert
their interests.

Even when a form of state is hegemonic, political contestation is always
possible. Subordinate actors or groups in the state and society have an interest
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in challenging the status quo and will do so using those material resources,
ideological arguments and institutional frameworks (which themselves can
also be changed) at their disposal. Most basically, Cox notes that societal
change can be driven by shifts in material capabilities, ideas about how soci-
ety should be organized and the institutions undergirding society (Cox 1987).

Changes in forms of states imply changes in a society’s objectives and pre-
ferred policies. A financialized state-society complex, for example, privileges
financial actors and well-being over manufacturing interests and cross-border
capital and investment flows over domestic capital controls. Following the
same logic, a state-society complex that emphasizes the control of knowledge
as a primary objective privileges state and non-state actors that control the
creation, distribution and use of socially valuable knowledge. Reflecting the
importance of knowledge control to the exercise of power, we refer to this
state-society complex (i.e., the combination of actors capable of exercising
structural power in the knowledge structure) as the information-imperium
state: information for the role that such actors play in translating raw informa-
tion into knowledge and imperium to capture the extent to which control over
knowledge is itself a form of dominance.’

Origins of the Information-Imperium State

New forms of state do not emerge from nowhere. Nor are they an inevitable
outcome of capitalism or great-power politics. Instead, they emerge from
political contestation, political battles amongst competing interests. The
emergence of a form of state is a historical process. A world in which control
over IP and data and the attendant ubiquitous surveillance are seen as vectors
of power does not just happen according to the laws of history or capitalism.
Rather, it was the result of a chain of events and ongoing political contest for
economic and political dominance in domestic and global society.

With respect to the emergence of the information-imperium state, which
reflects a society characterized by its emphasis on commodified knowledge
and surveillance, three events, in particular, stand out:

* the US embrace in the 1970s and 1980s of strong IP rights as central to its
economic development (see Sell 2003) and, eventually, its national security
(Halbert 2016);

¢ the commercialization of the internet in the 1990s; and

* the US government’s national-security-driven embrace of total surveillance
in response to the terrorist attacks of 11 September 2001.

These three events give the information-imperium state its defining char-
acteristics. At the same time, as we will see, its form was also shaped by its
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interactions with the other structures, particularly the finance structure, which
has assumed a new prominence in global politics since the 1980s, when finan-
cial interests and constraints, and financial actors and institutions became
much more influential in shaping outcomes in the global political economy.

That all three events directly involve the United States is not an accident.
As the dominant Western, and then global, state of the second half of the
twentieth century, the United States has used its hegemonic position to
exert an outsized influence on world affairs, shaping both the material and
ideological development of the knowledge-driven society. For the same
reasons, it is the leading information-imperium state, and while not all
countries can emulate it, all are forced to react to it.

Commodification of Knowledge: Strong Intellectual
Property Rights Go Mainstream

Many, if not most, accounts of the Information Age see the creation of the
internet (with some focusing on its popularization and commercialization in
the 1990s) as the catalytic moment. While undoubtedly an important con-
tributor to our story, our current moment is not just about how a certain tech-
nology changed the world. More recent accounts focus on the emergence of
‘big data’ as ushering in a new moment in capitalism or civilization (Srnicek
2017; West 2019; Jin 2015; see also Mayer-Schonenberger and Cukier 2013;
Crawford et al. 2014; Lyon 2015). While the changes discussed by scholars
of big data are certainly relevant to the creation of our current moment, in
a sense it simply represents the culmination of changing dominant attitudes
towards knowledge itself.® This attitude emphasizes the importance of con-
trol over and commodification of knowledge, most obviously in the forms of
IP rights and data (be it proprietary or open source). This corporate view of
knowledge stands in contrast to the principles of access and sharing of knowl-
edge championed, for example, by universities and centuries of scholars.
The United States’ decision to place IP rights at the heart of its international
trade agenda is ground zero for the information-imperium state. As regulatory
scholars Peter Drahos and John Braithwaite (2002) and IPE scholar Susan
K. Sell (2003), among others, document comprehensively, this decision,
beginning in the 1970s and gaining unstoppable momentum in the 1980s,
was based largely on lobbying by industries like the pharmaceutical industry,
whose business model was based on the strong protection of IP rights. US
policymakers, concerned about the prospect of losing international economic
hegemony to the so-called ‘Asian Tigers’ (such as Japan, South Korea and
Taiwan), agreed and used the carrot of access to the US market (and the stick
of limiting said access) to convince other countries to change their IP laws.
Their strategy reached its peak in 1995 with the Agreement on Trade-Related
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Aspects of Intellectual Property Rights (TRIPS). The signing of TRIPS and
its strong global IP protections was one of the United States’ main conditions
for agreeing to the creation of the World Trade Organization (WTO) (Sell
2003, 37; Drahos and Braithwaite 2002, 11; Thumm 2000, 63-64).

TRIPS’s significance comes from the fact that it instituted a global floor on
IP rights that, unlike other IP treaties, was enforceable (through the WTO’s
dispute settlement mechanism) and that commits all countries to following
the same IP rules (with some limited exceptions). Although it contains excep-
tions for health and developing economies, for example, TRIPS solidified the
idea that knowledge should be seen primarily as a commodity.

Commercialization: The Internet Goes Corporate

The history and significance of the internet to the creation of a global knowl-
edge society have been so widely covered’ that we need not devote much
space to describe how this decentralized network, originating as a US mili-
tary project to create a communication system that could survive a nuclear
war, has become a global, ubiquitous, essential decentralized communication
network. The politically, economically and socially disruptive nature of this
new technology is similarly well-examined (see, e.g., Castells 2009, 2015;
Fuchs 2008, 20, 2016). While its decentralized networked nature is undoubt-
edly important, the decision in the 1990s by the United States to develop the
internet on a commercial model, moving it away from what had previously
been largely an academic non-profit network looms particularly large in
shaping the internet as we know it today (Schiller 1999). While many think-
ers predicted (or hoped) that the internet would create a ‘New Economy’,
information and communication historian Dan Schiller argued (correctly) in
his 1999 book Digital Capitalism that the internet would instead be shaped by
these commercial forces (Schiller 2015, 1999). The decision to commercial-
ize the internet provided the preconditions for business to assume an outsized
influence as participants in the information-imperium state-society complex.

Taken together with the increasing commodification of abstract works
through IP rights, the commercialization of the internet provided the
conditions for a globally dominant form of market-based dissemination
of knowledge, which would become hegemonic (see particularly Horten
2016). It also led to the eventual ascendance of companies like Google
and Facebook, which have assumed responsibility for knowledge-structure
activities that previously had been associated with the public sector and
the domain of private life: the organization of information (previously the
primary domain of libraries) in Google’s case and individuals’ conversa-
tions in the case of Facebook. As a consequence of the migration online of
a significant amount of our social lives and of the dominance of for-profit
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platforms of these online spaces, these companies have been granted enor-
mous power to police dialogue, legitimizing certain ideas and censoring
others (Gillespie 2018; Noble 2018; Vaidhyanathan 2018). This power is
reflected in the ongoing debates over what rules platforms like Facebook
and TikTok should adopt to police users’ activities.

Pervasive Surveillance: 9/11 and the Rise of the
Ubiquitous Commercial Surveillance

Pervasive surveillance of online activity by commercial and state authorities
is fast becoming an unavoidable fact of life, even in liberal democracies that
historically have regarded such surveillance with suspicion. Urban centres,
for example, are increasingly places where people’s activities and move-
ments are monitored and commodified. With the rise of smart farming, the
‘surveillant farm’ (Klauser 2018, 370) is similarly a site reliant upon the mass
accumulation and transfer of data, typically to large agricultural interests like
John Deere and Monsanto/Bayer (see Carbonell 2016). As well, while people
have tracked their bodily details for centuries through scales and diaries (see
Crawford et al. 2015), the contemporary age is marked by ordinary people
tracking and quantifying their bodies and social interactions through social
media platforms, wearables and a wide range of health/fitness apps (see, e.g.,
Lupton 2016; van Dijck et al. 2018).

Surveillance is a necessary, inescapable part of a knowledge-driven soci-
ety. It is necessary in order to enforce the integrity of the knowledge in ques-
tion, whether it involves IP rights, the proper use of Indigenous traditional
knowledge, or (in a previous knowledge-driven age) the enforcement of rules
against blasphemy. More fundamentally, data and observation are insepa-
rable: you cannot collect data without surveilling your world.

Surveillance by US intelligence agencies has a long history, stretching back
to the Black Chamber programme in the 1920s that was the precursor to the
US National Intelligence Agency (see McCoy 2009) and the mass wartime
collection of telegraphic data in and out of the United States in the 1940s (see,
e.g., Bamford 1982; Harris 2015). An intensification and dramatic expansion
of the US national security apparatus that solidified the persistent state and
commercial surveillance way of life emerged in the American reaction to the
11 September 2001 terrorist attacks. Without the embrace of persistent surveil-
lance as the US government’s primary response to the 9/11 attacks, we would
likely not have seen the emergence of this particular mutant strain of infor-
mation capitalism, as it violated previously strongly held norms against such
surveillance in liberal democracies (Zuboff 2019). In the panicked atmosphere
of a hastily declared Global War on Terror, however, such norms were sig-
nificantly diluted, although staunch criticism of US surveillance programmes
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continues to this day. The norm weakened, ubiquitous surveillance was soon
adopted commercially, first by Google, and eventually became the internet’s
dominant business model (Zuboff 2019).

However, just because some surveillance is necessary in a knowledge-
driven society does not mean that pervasive, ubiquitous commercial and
state surveillance is the only option available to governments wishing to deal
with social problems. Limits, both formal and informal, can be placed on the
amount and scope of surveillance that we are willing to accept as part of our
social bargain. After all, just because we live in a market society based on
wage labour doesn’t prevent us from limiting the extent to which labour can
be commodified. Time off from work is mandatory; minimum wages exist.
When data is commodified, it, like labour, becomes a fictitious commod-
ity to use Karl Polanyi’s term. The limits we place on labour, or the limits
placed on surveillance — themselves de facto limits on the commodification
of knowledge — are a recognition of the need to protect the fundamental
integrity of the thing in question from the dangers of excessive commodifica-
tion. They recognize that some human rights, such as the right to privacy or
to culture, should trump commercial rights and that surveillance — specifi-
cally, the over-commodification of knowledge — can damage the individuals
and society being surveilled. Surveillance can be constrained. The state, for
example, could break up monopolistic platforms, institute new laws to thwart
advertising-based business models or, more boldly, designate certain critical
platforms as publicly owned utilities, thus reducing their incentive to surveil
(see, e.g., Rahman 2018; Srnicek 2017).

Other events also played important roles in shaping the information-impe-
rium state. For example, the 2008 Global Financial Crisis and the resultant
search for high returns to capital helped push the knowledge-driven economy
into overdrive. Enormous amounts of money sloshing around the globe seek-
ing decent returns have flowed into tech companies in search of monopoly
returns (Srnicek 2017). Tech companies have also taken full advantage of lax
global tax regimes and the intangibility of IP to shift intangible knowledge
assets to low-tax jurisdictions, a clear example of how history — in this case,
the history of the financialized economy — has influenced the knowledge-
driven society (Bryan et al. 2017).

In all cases, it was people, in response to events and in pursuit of their own
interests, who drove forward events, not the impersonal hand of history or
economics. Many of the resulting actions responded to market and capital-
ist imperatives: US fears of economic decline, pharmaceutical companies’
desire to strengthen their patents, the tech sector’s desire to profit from the
construction and use of the emerging ‘Information Superhighway’, as well
as Google’s ‘googlization of everything’ (Vaidhyanathan 2012). The inter-
net’s emergence, however, was not just an economic phenomenon: security
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imperatives drove its construction and proved an essential backstop after the
dot-com bubble burst in 2000 (Powers and Jablonski 2015), while fears of ter-
rorism created the opening for ubiquitous state and commercial surveillance.
The links between military and commercial interests run both ways (Harris
2015; Powers and Jablonski 2015). A full accounting of the functioning of the
knowledge structure and the information-imperium state must address both
its economic and non-economic aspects.

UNDERSTANDING THE INFORMATION-
IMPERIUM STATE

When the knowledge structure rises in importance, questions surrounding
the regulation of knowledge, by definition, become much more important
than they were previously. Companies that were previously blissfully
ignorant of IP and data find that they not only have to learn about them but
that they also must change how they operate to incorporate their particular
logics.

New powerful players who can harness the power of knowledge emerge
with a transformative influence that extends over the economy and society.
For example, a new player in the data economy is the so-called ‘voice intelli-
gence industry’, composed of smart-speaker makers like Amazon (Alexa) and
Apple (Siri), marketers and call centre companies. As communication scholar
Joseph Turow (2021) notes, the voice intelligence industry was built to col-
lect data on people’s speech patterns and vocal sounds with the aim of trying
to discern people’s emotions, sentiments and personalities to influence con-
sumer behaviour. Not content with trying to predict people’s purchase habits,
researchers are engaging in what’s known as voice profiling: using automated
data tools analysing people’s voice characteristics to draw inferences about
people’s ethnicity, age or health conditions (Turow 2021, 265). Voice profil-
ing, Turow remarks, could result in people being denied jobs, loans or ser-
vices ‘on the basis of physiological characteristics and linguistic patterns that
we typically don’t change and whose existence is certified by a science that
may not actually be good at predicting behavior’ (Turow 2021, 228).

Within the state, meanwhile, issues related to the collection and control
of data have become relatively more important. One effect of this change is
that traditional policy debates are reframed around the issue of who controls
knowledge. For example, as we discuss in chapter 3, the move to an economy
based on intangibles like data and IP wealth makes the debate over protec-
tionism and free trade — a debate that unfolded in a world based on manufac-
turing production — a poor guide to understanding the economic stakes faced
by a knowledge-based economy.
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The emergence of a newly dominant knowledge structure does not imply a
monolithic, specific set of policies or outcomes. It does not eliminate politics.
Rather, it focuses political debate on a specific set of (knowledge-related)
issues and gives pride of place to those actors deemed to have expertise in the
knowledge-governance issues under discussion.

Policy Issue 1: Who should have control?

An information-imperium state must address two key policy issues.
First, it must decide which actors should be allowed to control economi-
cally and socially valuable knowledge, the primary types at the moment
being data and IP. This policy issue touches on questions of state-industry
relations of the type involved in deciding, for example, whether data col-
lected within a smart city should be controlled by the company that is
collecting it, the city in which the data collection occurs or the individuals
who serve as a source of the data. Should data, or IP, be shared amongst
actors, as with a sovereign patent fund? Should data and IP produced
within a country stay in that country? Beyond the state-market angle,
Indigenous critiques of data and IP policy raise similar questions, whether
control over knowledge produced within a group’s traditional lands or
that exploits Indigenous knowledge should stay with the group (see, e.g.,
Desai 2007; Sherwood and Anthony 2020).

Policy Issue 2: What should be the limits on this control?

The most important knowledge-governance policy in a knowledge-driven
society involves deciding where to set the lines that restrict the use of knowl-
edge. In an economy based on the control of proprietary knowledge, unlike
one based on the trade in goods, it is very hard to avoid finding oneself in
a zero-sum game. Because it takes knowledge to make knowledge, control-
ling economically valuable IP and data can allow a dominant firm to set the
terms of entry into the market. The more proprietary the knowledge, the more
‘winner-take-most’ the game becomes, as the winner can effectively control
the rate of innovation of its competitors, as the rents accrue to it and its home
state. The role of knowledge in spurring innovation in production thus gives
the control of knowledge a (state-based) national-security dimension, as
countries seek to keep economically and militarily valuable knowledge out
of competitors’ hands (Vanderklippe 2018; Department of Finance Canada
2022b).

As we discussed in the previous chapter, commodified knowledge, such
as with commodified data and IP, is a fictitious commodity. In other words,
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the knowledge that is ‘enclosed’ by IP laws (May 2010) has uses beyond
those of a mere economic commodity. Patents can (and do) restrict access
to life-saving drugs. Copyright rules can kill off musical subgenres, such
as sample-dense hip-hop (McLeod and DiCola 2011). Most importantly,
because it takes knowledge to make knowledge, too-strict controls over
knowledge can allow those who control current knowledge to stymie the
creation of future knowledge that they believe may threaten their economic
or social position.

Mainstream debates over how to regulate knowledge, be it data or IP, tend
to assume that knowledge in general should be more freely available and
that more access to knowledge is always better. This is not always the case.
Sometimes, as with sacred Indigenous knowledge, or nuclear secrets, we may
not want to have knowledge flow too freely. In any case, deciding where to
draw the line between access and restriction will always involve assessments
of competing interests. And no matter where you set the line, there will
always be winners and losers.

A Note on Surveillance

Related to the question of limits on knowledge commodification is the ques-
tion of surveillance. As with the limits on data or IP as a commodity, the
question of when surveillance should or shouldn’t be allowed is a central
one, affecting as it does the ability to exercise basic rights such as freedom
of expression and assembly. Surveillance itself is not the issue. Rather, it’s
the extent and purposes of surveillance that should raise concerns. Questions
about surveillance necessarily entail discussions about privacy rights: not just
their scope, but whether we should think about privacy as a right accruing to
individuals or to groups (Taylor et al. 2017a). We discuss this issue in greater
detail in chapter 9.

The New Dichotomy (Plus One): Knowledge
Feudalism Versus Digital Economic Nationalism

The economic debates of the twentieth century were largely centred around
support for protectionism or liberalized trade. In other words, whether gov-
ernments would directly try to support their own industries by, among other
things, raising barriers to trade in goods or whether they would lower these
barriers to make their industries more efficient via free markets and interna-
tional competition. The poles are always openness and liberalization versus
protectionism and cross-border restrictions. By the 1990s, the forces of free
trade had pretty convincingly defeated the latter.
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The economics of knowledge governance, however, do not map eas-
ily onto the liberalization-protectionist topology. One approach to this
debate is framed in terms of techno-nationalism (akin to protectionism) and
techno-globalism (akin to trade liberalization) (Ostry and Nelson 1995).
Techno-nationalism tends to be state-driven and ‘seeks to justify limits
on international trade and economic cooperation’ (Banet 2018, 78), while
techno-globalism ‘supports global trade and sharing the benefits of technol-
ogy innovation’ across international borders (Banet 2018, 78; Ostry and
Nelson 1995, 79).

The techno-nationalist/techno-globalist dichotomy is defined by the treat-
ment of cross-border knowledge flows: open or restricted. This division, how-
ever, is not the most important aspect of this debate. Focusing on the control
over the knowledge that is flowing (or not) across these borders is much
more consequential because control over knowledge can persist even in the
presence of open borders. Control over knowledge lies at the heart of power
in the global political economy. What matters is not whether the knowledge
is flowing but who controls the knowledge even as it flows across borders.

As illustrated in table 2.1, while techno-globalism imagines a world of
international technological spillovers, international agreements such as
TRIPS and the global footprint of large technology companies have created a
world in which the economic benefits accrue back to the home office and the
home country, with relatively few spillovers into the local economy (Drahos
and Braithwaite 2002; Schwartz 2021).

Although the free-trade debates of the previous century trained us to
focus on borders, the main economic contest in the twenty-first century is
not between welfare-impairing protectionism and free knowledge flows.
Rather, it is centred on the question of who controls knowledge and who
benefits from this control. Instead of something being exchanged, the fact
that knowledge remains controlled by the actor that initially possesses it
leads to relationships of domination, in which whoever controls knowledge
sets the terms upon which new knowledge/technology — and thus prosperity
— can be created. Table 2.1 sums up the differences between the two frames.
In the framework that we adopt, the two positions along the continuum are

Table 2.1: Summarizing the Contending Frameworks

Framework Key Policy Debate
Protectionism v. Open versus closed borders for economic
Trade liberalization exchange

Techno-nationalism v. Open versus closed borders for knowledge/
Techno-globalism technology transfer

Digital economic nationalism v. Who will control economically and socially

Knowledge feudalism valuable knowledge?
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knowledge feudalism and digital economic nationalism.® We now turn to a
discussion of these concepts.

Knowledge Feudalism

Control over the creation, dissemination and use of knowledge is a fun-
damental lever of power in the knowledge-driven society. As we noted in
chapter 1, one of the defining characteristics of knowledge is that it takes
knowledge to make knowledge. Countries and companies that already pos-
sess stores of economically and socially valuable knowledge will tend to
seek to preserve this advantage, by making it more difficult and expensive
for others to access this knowledge. We call this strategy knowledge feudal-
ism. We derive the term from Drahos and Braithwaite’s concept of informa-
tion feudalism, a metaphor which they used to describe economic relations,
structured by IP rights, that involve ‘a transfer of knowledge assets from
the intellectual commons into private hands’ (Drahos and Braithwaite 2002,
3).” We extend this idea to include all forms of knowledge, including data
and other intangible assets, such as standards. Like information feudalism,
knowledge feudalism describes an economic relationship of domination:
it takes knowledge to create knowledge, so you need to pay to play in the
knowledge-driven economy.

Because it seeks to extend control over knowledge, knowledge feudalism
is a ‘leader’ strategy based on maximizing control over economically and
socially valuable knowledge, which, in our society, is primarily data and IP.
Much as free trade is the preferred economic strategy of dominant-producing
countries (Chang 2002), knowledge feudalism is the economic strategy of a
dominant information-imperium state. The United States is the world’s pre-
mier example of a knowledge-feudalist state.

A knowledge-feudalist approach to economic policy comprises two key
parts:

* strong protection of IP rights and control over data; and
* free cross-border knowledge flows.

At first glance, this combination of strong controls over knowledge and
free cross-border flows may seem contradictory (Haggart and Jablonski
2017). Generally speaking, this is not the case. Rather, the guarantee of free
cross-border knowledge flows is essential to create the conditions that allow
a knowledge-feudalist state and its companies to dominate other markets
internationally. Open borders are the necessary condition to pursue global
monopolies. Strong IP rights ensure that rights holders, a substantial portion of
them American (most others being from the European Union or Japan), get paid,
while cross-border data flows create the precondition for data-based companies

Haggart and Tusikov_9781538160879.indb 59 31-05-2023 17:08:12



The New Knowledge by Blayne Haggart & Natasha Tusikov / Open Access PDF from Rowman & Littlefield Publishers

60 Chapter 2

like Google to exist at a global scale. While this open-borders approach superfi-
cially resembles the conditions necessary for countries to benefit economically
from liberalized trade, cross-border knowledge flows operate according to a dif-
ferent logic than the international trade in goods. As we will discuss in chapter
3, while open borders combined with strong IP and data protections benefit the
home country, their effects are much less beneficial for others.

While free cross-border flows are generally in the interest of the knowledge
feudalist, its position as the holder of key economically valuable knowledge,
such as patents, places it in a position to exert (somewhat hypocritically)
structural power through its ability to deny access to its knowledge to actors
it perceives as a threat. The United States’ move in October 2022 to restrict
significantly Chinese access to advanced semiconductors can be seen as an
attempt to exert its structural power over knowledge to thwart the rise of an
economic and military rival (Sheehan 2022). Similarly, parallel US restric-
tions on the importation of communication technologies made by Chinese
national champions Huawei and ZTE can be seen as a knowledge-feudalist
attempt to stymie the rise of a rival in a key part of the knowledge structure,
for security and economic reasons (Demarais 2022).

Knowledge feudalism, in its current iteration, is underwritten most directly
by international trade agreements. Highly commodified knowledge rules,
imposed via treaties such as the TRIPS Agreement, create monopolistic
conditions, in which new entrants to a market, lacking the needed IP, must
effectively pay to play. These rules, therefore, provide rule-makers with the
ability to set the direction of economic and social development, dividing
society in two: those who control knowledge and those who wish/need to use
this knowledge. Similarly, as economist Dan Ciuriak (2018b, 6) notes, there
seems to be a ‘tendency in the data-driven economy towards concentration at
a global level’ that raises competition concerns. Elsewhere, he hypothesizes:

While firms can work their way around patents, there is no way to work around
lack of access to data. This points to extreme network externalities in the data-
driven economy, where firms that secure access to data will gain powerful com-
petitive advantages in terms of having smarter Al (in other words, the superstar
firm advantage). (Ciuriak 2018a, 7)

In terms of the balance between state and non-state power, one can expect
a knowledge-feudalist approach to have a general distaste for direct industrial
policy once the conditions for strong knowledge protection and free and open
borders have been secured for their industries. That said, such states will tend
to find a way to provide de facto support for their preferred industries, the US
military’s support for Silicon Valley and high technology manufacturing in
general being just the most obvious case (Powers and Jablonski 2015).
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Knowledge feudalism, then, is a nationalist strategy of open borders and
strong IP and data protection (for owners) practised and promoted by states
whose companies are dominant owners of knowledge and that control basic
internet infrastructures/platforms. It tends to be pitched in a universalist manner
even though it places those who control knowledge in a dominant hierarchical
relationship with others. Its objective is domination akin to what Couldry and
Mejias (2018, 2019) call ‘data colonialism’ with respect to data and what Dra-
hos and Braithwate (2002) call information feudalism with respect to IP. In
contrast, digital economic nationalism is the information-imperium state policy
practised by challengers to the dominant state player(s).

Digital Economic Nationalism

We live in a knowledge-feudalist world. As Breznitz details in his essential
2021 book Innovation in Real Places and as we explore in the following
pages, the current global IP regime is designed to stifle, not encourage,
innovation, channeling control and profits to those — primarily American —
companies that already control economically valuable IP (Breznitz 2021).
Similarly, Breznitz argues that policymakers have been slow to understand
how important data creation and control is for economic success and that
merely having, for example, a US-based multinational as the anchor in your
smart city does not guarantee sustained economic development if the multina-
tional retains control over the data produced in the smart city (Breznitz 2021).

Knowledge feudalism is a leader’s strategy that is not available to other
actors. It does, however, invite responses that address situations in which
control over valuable knowledge resources rests with others. Such responses
are not new to the information age. The current situation has echoes in the
literature related to the New World Information and Communication Order
(Rogerson 2003, 145-47) and concerns about communications sovereignty
dating to the 1970s (Schiller 1975). In both situations, control over the knowl-
edge that societies needed to develop politically, culturally and economically
lays with dominant powers, particularly the United States.

We call this response digital economic nationalism. If knowledge feudal-
ism is a strategy based on maximizing control over existing knowledge and
IP, focused primarily on maintaining global dominance of a single country
and its companies, then digital economic nationalism can be thought of as
nationally coordinated attempts to generate and control economically valu-
able IP and data. Examples of such policies include Canada’s ‘superclusters’
policy (Knubley 2021), in which the federal government has targeted funding
at six priority industries for development.'® It also covers such initiatives as
national Al strategies in the European Union (European Commission 2018),
sovereign patent funds (Clarke 2017; Lee-Makiyama and Messerlin 2014)
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and the use of government procurement to promote domestic IT industries
(Belsher 2016).

Unlike knowledge feudalism, digital economic nationalism encourages a
degree of (often state-led) knowledge sharing among a state’s companies.
This sharing is designed to counter the economies of scale and scope of the
dominant knowledge-feudalist companies. As the ‘nationalism’ term implies,
however, this cooperation is limited by borders. Digital economic nationalism
reframes cross-border IP flows as potential threats to national security, such
as concerns about Chinese access to IP developed in Canada but paid for by
Chinese funding (Fife and Chase 2021).

Again, this focus on borders bears a superficial resemblance to protection-
ist policies in traditional trade policy. However, while open borders in a free-
trade world are supposed to lead to more efficient production, open borders
in a knowledge-driven world create the condition for global monopolies,
traditionally the bane of economists for their tendency towards inefficiency.
Here, an emphasis on cross-border restrictions, at least in principle, can serve
as a means to stave off global monopolies and induce greater competition.

Far from being an illegitimate ‘authoritarian’ imposition on a free market
or (at the extreme) on free speech, digital economic nationalism is a logical
response to the underlying economic logic of a knowledge-driven economy,
that is to say of an information-imperium state. Both knowledge feudalism
and digital economic nationalism are designed to maximize the benefits to
the home country’s state and businesses (technically, to the dominant state-
society complex) in a global economy. While a knowledge-feudalist approach
presents itself as a universalist ideology that ignores the hierarchical relations
of dominance it creates, its explicit reference point is the national community,
with companies defining themselves by their nationality.

That the state plays an explicit role in digital economic development does
not make it an authoritarian strategy. The pursuit of economic advantage via
government policy is something all states do. The pursuit of national advan-
tage in data-intensive industries and technologies like machine learning/
artificial intelligence is being pursued widely across countries and continents.
This is not creeping authoritarianism; it’s a response to a knowledge-based
economy in which the winner takes all.

Both knowledge feudalism and digital economic nationalism are nation-
alist strategies that seek to maximize their economic position in the global
economy. In terms of the role of the state, the key differences between the
two are an explicit embrace of state industrial policy by digital economic
nationalist states to promote the interests of specific economic sectors, as well
as ‘picking winners’ — favouring certain companies in ways that go beyond
helping the very smallest companies get off the ground. It is an approach
that directly embraces the idea of national champions and state support since
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the state is usually the only entity with the capacity to confront larger global
players.

Given the strong connotations around the word ‘nationalism’, we should
note that we are not referring here to ideologies of ethnic or racial suprema-
cism. As the term suggests, digital economic nationalism is driven by an
economic logic, not a racist one. On the IP side, it takes knowledge to cre-
ate more knowledge. In a knowledge-feudalist regime, characterized by the
rampant commodification of knowledge, this reality means the control of
knowledge can be (and is) used to shut competitors out of markets and shape
the direction of innovation in a direction that suits the incumbents’ interests.
This is the ‘patent thicket’ problem, in which patents are used not to promote
the dissemination of knowledge but as a protectionist barrier against market
entry (Drahos and Braithwaite 2002, 49). Small companies and small coun-
tries wanting to move up in the knowledge game must figure out a way to
balance against the knowledge-controlling foreign giants and how to keep
knowledge — redefined as a key asset underwriting a company’s value — out
of competitors’ hands.

Similarly, control over data has been identified as a key economic issue
(beyond social concerns regarding privacy) as data is the primary input into
machine-learning processes that stand to revolutionize the economy through
a vast new wave of automation. In keeping with the nationalist theme, data
is identified in the digital economic nationalist perspective as a resource that
is extracted by foreign companies with little benefit to the home economy.
From this perspective, ensuring that local communities benefit from the data
extracted from them is a perfectly reasonable demand.

On and Outside the Continuum: Control
and Decommodification

In between digital economic nationalism and knowledge feudalism lie many
strategies that take the current knowledge-feudalist system (as well as a
highly dysfunctional financial regime, a topic that lies outside the scope
of this book) as a given. What these strategies all have in common is an
emphasis on the need to control knowledge in some way, usually related to
economic and security issues, while also being prepared to defend one’s com-
munity against dominant actors’ attempts to use their proprietary knowledge
to stifle this new innovation or reduce a country’s security (Breznitz 2021).
While digital economic nationalism and knowledge feudalism are some-
what in tension with each other — the leader is trying to maintain its domi-
nance against those who would challenge it — they also share some important
commonalities. Most significantly, they both place the control of knowledge
at the core of the state (and the state-society complex’s) purpose. As a result,
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they both embrace the same economic and security imperatives to collect as
much data as possible while also pursuing strong IP rights (albeit a bit looser
for in-groups under a digital economic nationalist approach). These impera-
tives by definition imply the need for extensive surveillance to collect data
and to enforce IP rights.

This point highlights the limits of digital economic nationalism as a chal-
lenger to knowledge feudalism. Digital economic nationalism embraces the
basic tenets of a knowledge-driven society: that the key to prosperity and
security is the capture and control of information. The goal of the digital eco-
nomic nationalist isn’t to overturn the system but to overthrow and replace
the dominant knowledge-feudalist actor. As such, while digital economic
nationalism is a logical response to living in a knowledge-feudalist world, it
leaves mostly untouched the problems that arise from treating knowledge as a
Polanyian fictitious commodity. These issues can only be addressed by placing
limits on our treatment of knowledge as a commodity and by, in turn, focusing
on who should control knowledge and for what purposes. These questions can
lead us to consider interventions from scholars and others interested in issues
of data justice and Indigenous data and knowledge sovereignty that often go
unexamined in more economic- and security-focused policy debates.

Thinking about the role of surveillance, meanwhile, points us towards the
overarching regulatory duty of the information-imperium state to address the
tensions inherent in the creation of any fictitious commodity. The logic of
the information-imperium state and its two main strategies (digital economic
nationalism and knowledge feudalism) is to maximize control and thus surveil-
lance, in the name of economic prosperity and national security. However, as
with all fictitious commodities, embracing these maximalist tendencies will lead
the knowledge-driven society to erode the foundations of society — such as the
need for a degree of individual privacy or for access to life-saving drugs — that
make a society humane. In other words, governments and non-state actors with
an interest in the long-term stability of society must also develop regulations that
restrict this unfettered commodification and surveillance. This need for a limit-
ing rule suggests that in addition to digital economic nationalism and knowledge
feudalism, we need also to consider a third strategy, one that transcends the
limits of a knowledge-driven society, namely knowledge decommodification.

A decommodification strategy still requires considering issues regarding the
control and transmission of knowledge, because as we’ve noted, knowledge
is constituted by such questions. However, pursuing a policy of knowledge
decommodification raises the possibility that we might consider alternative
forms of creating, controlling and using knowledge for humane purposes that
do not treat knowledge as either a commodity or simply as a national-security
input. For example, facial-recognition technology may make a great deal of
sense from both economic and national-security perspectives, but it has come
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under intense and thoughtful criticism for its potential to violate civil rights,
turning a community into an Orwellian surveillance state, where somebody
is always watching you (Deibert 2020; see also Lyon 2015). Restricting some
forms of data collection and use is not just about protecting individual pri-
vacy. It also pushes back against the growing belief in dataism, which is the
belief that data and data-driven automated decision-making systems provide
a more objective means of regulating society."!

To figure out how to navigate a knowledge-driven society, we should not let
its internal logic define our ultimate objectives. The goal, as we will discuss
throughout the following pages, should not be to make the knowledge-driven
society work as efficiently as possible but to limit the commodification and
control of knowledge sufficiently to ensure that we can capture its benefits in
service of our overarching goals of improving individual and social well-being.

CONCLUSION

Using Susan Strange’s concept of structural power, we have argued that we
are witnessing the rising importance of the knowledge structure over other
structures. This ‘knowledg-ification’ of society involves the reinterpretation of
economic and social activities in terms of the data and knowledge that they pro-
duce. It emphasizes control over knowledge, particularly in the form of IP rights
and data, as a means for exerting economic and social power. Economically,
this involves the commodification of knowledge in the form of data and IP in
pursuit of profit. From a security perspective, it involves equating security to
the state’s ability to collect data on its citizens and their environment to prevent
threats. In both cases, ubiquitous surveillance plays an essential role: reduced
surveillance is equated with reduced security and lost economic opportunities.
In a knowledge-driven society, who controls knowledge and the rules gov-
erning its uses (as well as who determines those rules) become primary politi-
cal battlegrounds. Importantly, as Strange notes, both state and non-state actors
can exert structural power in this area. The issue of who controls knowledge
and for what purposes is a first-order concern in a knowledge-driven society.
Many of the issues we examine in the coming pages turn on this question.
These issues cannot be separated from their global context, if only because
the dominant actors, such as Google and Amazon, have a global reach,
underpinned by the long-term nurturing of a knowledge-feudalist regime by
the United States. It forces a reconsideration of what counts as sound eco-
nomic and social policy, as well as a re-examination of the role of the state in
promoting a strong economy and healthy society. The following chapters are
designed to walk readers through what it means that data and IP, and a small
number of tech companies like Google, have become so central to our lives.
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NOTES

1. Palan (1999) explicitly remarks on the similarities between the two, who
were colleagues at the London School of Economics, though he is careful to remark,
‘The extent to which Mann influenced Susan’s ideas is unclear to me’. The two, he
notes, employ somewhat different terminology: Mann equates military power with
Strange’s security structure; unlike Strange, Mann does not divide economic power
into its finance and production components; and Mann decomposes what Strange sees
as a single knowledge structure into two components — ideological and religious. On
the knowledge structure, Palan further notes that hers was probably less influenced
by ‘a sociological conception of knowledge’ than by ‘the work of the New Trade
theorists’ (Palan 1999, 127).

2. These modifications to Strange’s theory of the knowledge structure were first
discussed in Haggart (2017) and Haggart (2019c).

3. The emphasis of, for example, Foucault (1980) on the role of power in
constructing knowledge can be seen as a similar approach. We discuss the role of
knowledge legitimation in the following pages.

4. We are not the first to see the potential benefits in pairing Robert Cox’s work
with that of Susan Strange. Christopher May suggested it over two decades ago,
although we do not believe many, if any, have developed it significantly (May 1996).
Cox himself noted the complementary nature of their approaches (Cox 1996b).

5. The concept of the information-imperium state was first outlined in Haggart
(2018a). Thanks to Peter Drahos for suggesting the term. We had also considered
knowledge-driven state. However, we believe that information-imperium state better
captures the nature of power as it relates to the control of and over knowledge.

6. Though see our discussion in chapter 4 regarding issues with the term ‘big
data’.

7. While this is very much a non-exhaustive list, see Castells (2009), Comor
(1996), Benkler (2007), Bell (1976), Jin (2015), McChesney (2007) and Mosco
(2009).

8. The idea that trade liberalization can create win-win situations is not without
its critics, who highlight how such policies can serve as a means to cement the domi-
nant position of industrialized states (see especially Chang 2002; for a discussion of
the limitations of free trade as an economic policy see Rodrik 2011). While trade lib-
eralization is not exactly equivalent to policies encouraging cross-border knowledge
flows, the free-trade critique highlights how even perceived situations of openness
can create asymmetrical power relationships. Nonetheless, in this chapter we present
the liberal argument for free trade as our starting point because free trade-versus-
protectionism remains the dominant trade-policy frame.

9. Following Drahos and Braithwaite, we do not claim that we are witnessing a
return to medieval times. Rather, we use feudalism as a metaphor designed to high-
light an economic model based on raising ‘levels of private monopolistic power to
dangerous global heights’ (Drahos and Braithwaite 2002, 3). For a critique of the
concept of ‘techno-feudalism’, see Morozov (2022).
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10. These industries are: digital technologies, plant proteins, advanced manu-
facturing, Al in supply chains and ‘oceans’, each based in a region of the country
(Innovation, Science and Economic Development Canada 2021). Launched in 2018,
the federal government’s April 2022 budget renewed its mandate while rebranding
them as Global Innovation Clusters (Department of Finance Canada 2022a). Not all
of these clusters involve digital tech; however, they all reflect a more nationalist,
government-led approach to economic development than had been seen in Canada
since the early 1980s.

11. We discuss dataism further in chapters 4 and 5.

Haggart and Tusikov_9781538160879.indb 67 31-05-2023 17:08:14



The New Knowledge by Blayne Haggart & Natasha Tusikov / Open Access PDF from Rowman & Littlefield Publishers

Haggart and Tusikov_9781538160879.indb 68 31-05-2023 17:08:14



The New Knowledge by Blayne Haggart & Natasha Tusikov / Open Access PDF from Rowman & Littlefield Publishers

Part I1

EXPLORING THE KNOWLEDGE-
DRIVEN SOCIETY
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Chapter 3

Intellectual Property and the
Economics of Control

To understand how the knowledge-driven society functions, at a macro level
or at the level of the smart city, we have to pay attention to intellectual prop-
erty (IP).

A knowledge-driven society — that is, a society in which the knowledge
structure is dominant — is defined by the extent to which control over
knowledge shapes outcomes in other sectors of society. In our market-
based society, IP is a primary instrument used for exerting this control,
particularly over production processes. Control over key IP rights can set
up companies to receive licensing fees from those who want to use their
protected ideas.! Knowledge builds upon knowledge, meaning that control
via IP can provide IP owners a significant say in the future direction of
cultural, economic and social innovation, promoting some paths and actors,
while inhibiting others.

Such control places enormous power in the hands of those actors — typically
companies — that control socially and economically valuable knowledge. To
take one example, seed patents are based on the idea that control over life — in
this case plants — can be granted to an actor, thereby allowing corporations
to sue farmers for the unauthorized planting of proprietary seeds (Schauen-
berg 2019). When people and governments are not able to afford or access
patented life-saving drugs and vaccines, this type of control can be literally a
matter of life or death.

The control over proprietary technology allowed by IP rights can also lock
a city into a single supplier’s technology because IP allows the owner of the
IP to set the terms of access and interoperability. As anyone who owns a Mac
or PC knows, this control can make switching to other technologies prohibi-
tively costly, even if your current system is sub-par. Control over IP matters,
and what IP you don’t control can be used against you.?

71
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IP now matters to more people in more ways than ever before. Its impor-
tance extends to the heights of the global economy. As far back as 1998,
economist David Teece argued that ‘intangible assets’ (which includes
IP) had become ‘the main basis for competitive differentiation in many
sectors’ (Teece 1998, 76; cited in Buckley et al. 2022, 2). In particular,
changes to global IP rules have underwritten the transformation of the
global economy from one based on international competition and free trade
to one based on hierarchical global value chains (GVCs). In these GVCs,
IP serves as a primary means of exerting control, appropriating the lion’s
share of value produced within these chains, with negative effects on pro-
ductivity, income equality and economic growth (Schwartz 2021). Control
over knowledge, in other words, is now a primary way in which economic
control is exercised.

In this chapter, we describe both the nature and some of the most important
effects of the current global knowledge-feudalist IP regime. We argue that
in our current context, IP is best understood as a system of control designed
not to encourage innovation but to extract economic rents — that is, pay-
ments above what would be realized in a competitive economy. Responses
to this knowledge-feudalist regime tend to take the form of a digital eco-
nomic nationalism in which countries and companies attempt to break into
the monopolistic IP game but at the cost of replicating the same negative
effects on economic growth and access to information that plague the current
knowledge-feudalist regime.

This chapter is structured as follows. For most people, IP remains unneces-
sarily shrouded in mystery. We attempt to cut through the conceptual fog in
our first section, which defines and describes IP. The second section describes
how the inclusion of IP in trade agreements has transformed the global econ-
omy along the model of the franchise (think McDonald’s). The third section
pulls our focus back out to consider the larger policy implications of basing
an economy on the monetization and control of knowledge as IP.

UNDERSTANDING INTELLECTUAL PROPERTY

IP ‘is a type of property regime whereby creators are granted a right, the
nature of which is entirely dependent on the nature of the creation on the
one hand, and the legal classification of the creation on the other’ (Dutfield
and Suthersanen 2008, 12). IP regimes are enacted via domestic laws that
are embedded within regional and multilateral agreements. Increasingly, IP
regimes are also interpreted and enforced by private actors via contracts and,
in many cases, via digital locks: computer programs that restrict, for example,
who is allowed to watch a film on their computer or read an ebook.
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Generally, IP discussions tend to focus on four primary forms of legal pro-
tection. Copyrights are the legal protection provided to creative works such as
books, music, motion pictures and — in an accident of history — computer pro-
grams. Patents, meanwhile, typically cover industrial processes, such as drug
formulas and — in another accident of history — living organisms. Trademarks
are the legal protection provided to identifying symbols, such as McDonald’s
golden arches. Trademark protection has also been extended recently, in the
United States, to scents like Play-Doh’s (Siegel 2018). Finally, trade secrets
are commercially valuable knowledge whose value is derived from their
secrecy. Trade secrets encompass not only well-known examples like the for-
mula for Coca-Cola but also Google’s proprietary search algorithms. While
copyrights and patents typically take pride of place in IP discussions, trade
secrets are becoming increasingly important. It’s not too much of a stretch to
say that Google’s status as one of the world’s most valuable companies rests
on its trade secret—protected search engine.’

As this very brief description suggests, the seeming solidity of the
aforementioned four categories belies the reality that these labels cover
ever-expanding and ever-changing types of knowledge. As Dutfield and
Suthersanen note, the concept of IP ‘is in a state of constant evolution and
reconsideration” (2008, 14). Copyright regimes, for example, originated in
England in the 1700s and patents in Venice in the 1400s. ‘However’, they
also remark,

the first English and Venetian laws were public in nature, a means of harnessing
foreign technologies, or of regulating and censoring domestic printing. But by
the nineteenth century, IP had become classified as a type of private law, confer-
ring private property rights on the few. (Dutfield and Suthersanen 2008, 12; see
also May and Sell 2006)

The content and functioning of these labels are more reflective of legal
convention and historical chance than any hard-and-fast rules. In practice,
legal IP categories are remarkably malleable. For example, what copyright
law covers has expanded dramatically since the original copyright statute,
Britain’s 1710 Statute of Anne, and not always in ways that make intuitive
sense. Computer programs — which are as much tools as they are forms of
expression — are now covered by copyright, but recipes and fashion designs
are not. While computer programs are covered by copyright, they are also
increasingly being patented, thus offering another example of the fluidity of
these legal categories.*

The seemingly discrete and limited nature of these categories is reinforced
by a vast legal literature discussing what is the appropriate length of protec-
tion for a book, or whether a scent can be trademarked. In reality, IP can be
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extended to cover any form of knowledge. A society such as ours, in which
economic power derives from the control over knowledge, will face inexo-
rable pressure to commodify and extend this type of coverage to as many
forms of knowledge as possible.

IP as Incentive

There are two stories we can tell about what IP is and how it functions. We
can focus on IP’s role in economic and cultural development. The second,
and more contemporarily relevant, story, meanwhile, focuses on IP as a
means to exert control over the economy, creativity and innovation.

Knowledge is the foundation of economic growth and cultural and social
development. All innovation builds on previous ideas and innovation. Com-
ing up with a good idea and putting it into practice can be expensive in terms
of time and money but copying is often quite inexpensive to do. The film The
Last Jedi may have cost US$317 million to make, but in the shadier parts of
the internet, you can download it at no marginal cost to you. IP rights provide
the copyright holder with monopoly rights to control who is able to do what
with their intellectual creation and to sue those who violate these rights. In
doing so, IP creates a legally enforceable scarcity in this creation that the
holder can use to profit off the creation without being worried about being
undercut by low-cost copiers. The exact terms and scope of IP protection vary
depending on the relevant law.

Like all monopolies, though, this protection comes at a cost. As we
highlighted in chapter 1, the creation of new knowledge requires access to
existing knowledge. However, the protection provided via IP restricts the
dissemination of existing knowledge. In the case of Star Wars, copyright law
gives Disney a veto over who is allowed to tell Star Wars stories to a large
audience. We can repeat the same exercise with any form of knowledge. As
economists Michele Boldrin and David K. Levine note, patent protection
provided to James Watt, inventor of the steam engine, allowed him to block
socially beneficial innovations to his invention for years, imposing a material
cost to society from the benefits that would have been reaped by the earlier
deployment of a better engine (Boldrin and Levine 2007, 1-5).

This tension creates what political scientists G. Bruce Doern and Markus
Sharaput refer to as the ‘production-dissemination paradox’: the monopoly
protection provided by IP is justified as a means to increase knowledge pro-
duction, but this very protection reduces the dissemination of the knowledge
needed to create new knowledge (Doern and Sharaput 2000). As a result, all
IP laws include limitations of these monopoly rights, be it in duration (e.g.,
general copyrights are limited in Canada to the life of the author plus 70 years
— after that, the works are considered free for all to use), by activity (e.g.,
patent laws often allow for the mandatory licensing of drugs during national
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emergencies) or the knowledge allowed to qualify for protection (e.g., recipes
tend not to qualify for copyright protection).

The production-dissemination paradox highlights an important truth: that
IP policy necessarily involves making a trade-off between providing protec-
tion for knowledge and encouraging its dissemination. Unfortunately, there
exists no single socially optimal balance between protection and dissemina-
tion. As we noted in chapter 1, any balance you come up with will encour-
age some forms of knowledge production and discourage others. Returning
to our example from that chapter, requiring that musicians license samples
effectively killed off sample-dense music within the commercial music indus-
try. However, these rules can also push musicians who can no longer afford
to create sample-heavy music towards other forms of expression. Different
people can have legitimate disagreements over whether these new rules were
socially beneficial and more generally over where to draw the line between
protection and dissemination.

The story of IP as an incentive takes for granted that IP is necessary to
incentivize creation and innovation. In practice, this is not always the case. As
economist Mariana Mazzucato and others have noted, the most economically
risky research tends to be undertaken by governments, not private actors,
and is not incentivized by the existence of IP. Instead, she argues that IP
represents a privatization of the rewards related to this earlier, foundational
research (Mazzucato 2018; see also Towse 2013). Similarly, looking at the
historical record, economist Petra Moser has shown that ‘in countries with
patent laws, the majority of innovations [occur] outside of the patent system’.
Meanwhile, ‘Countries without patent laws have produced as many innova-
tions as countries with patent laws during some time periods, and their inno-
vations have been of comparable quality’ (Moser 2013, 40).

Regardless, IP remains a dominant form of knowledge regulation. That
there is no socially optimal balance between protection and dissemination
means that IP is fully embedded in the world of politics. The balance struck in
any given treaty or law tends to reflect the balance of power between the inter-
ests of those actors that already control significant economically valuable IP
(they want greater protection) and those who depend on access to IP for their
livelihood, such as start-up companies or farmers, or for their lives, such as
those at risk of Covid-19 or AIDS (they want/need greater access to existing
knowledge). That IP law reflects political, not technocratic, logics also means
that IP law is characterized by a significant degree of arbitrariness, both in
terms of what is or isn’t protected and the scope of protection provided.

IP as Instrument of Control

Copying others is the essence of development and cultural creation. Today’s
advanced industrialized economies, including the United States — the leading
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state proponent of ever-more-protectionist IP laws — developed by copying
others’ technologies (Chang 2002). That these same states promote histori-
cally strong global IP protections that restrict the type of copying that has
underwritten their development strongly suggests that IP is best thought of
not as an instrument to encourage development but as an instrument of con-
trol, ‘kicking away the ladder’ so that developing states cannot follow the
well-trod path of innovation through copying.

IP functions as an instrument of control in that it provides those who
control the IP with the power — limited by exceptions — to control who is
allowed to use the knowledge protected by the IP rights in question. This right
can involve denying or allowing use or requiring payment for the use of IP.
These rights are almost always limited by exceptions designed to encourage
knowledge dissemination in particular circumstances. This is why patents and
copyrights are limited in time before they become open to everyone to use.
It’s also the justification for exceptions in many copyright laws for uses such
as research, education or parody.

However, the more that IP laws tend towards the protection side of the
protection-dissemination paradox, the more that IP functions as an instrument
of control. As an instrument of control, IP law allows IP owners to engage in
what economists call rent-seeking: economic activity that does not contribute
to economic productivity. Since the 1990s, the current global IP regime has
tilted increasingly towards the protection side (Durand and Milberg 2020,
410-12), in ways that stifle innovation and economic growth through the con-
trol of key, economically valuable knowledge (Mazzucato 2018). As Dutfield
and Suthersanen argue:

A case could be made for arguing that we in the developed world are not
becoming knowledge-based economies as quickly as we are becoming knowl-
edge-protected economies, or even — and this is a bit more worrying — knowl-
edge-overprotected economies, in which the dominant industries maintain their
market power by tying up their knowledge in complex bundles of legal rights
and instruments such as patents, copyrights, trademarks and restrictive contracts
and licensing agreements. (Dutfield and Suthersanen 2008, 8-9; emphasis in
original)’

Moser, as well as Boldrin and Levine (2007), goes even further, argu-
ing that the patent regime presents a structural disincentive to innovation.
Again, looking to the historical record rather than (inconclusive) economic
theory, Moser remarks that ‘as early as the 1850s, patentees who did not
produce anything were able to hold up entire industries because they had
been issued broad patents that had been affirmed in court’ (Moser 2013,
39).
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Attempts to maintain market power through IP take many forms. Companies
can create a ‘patent thicket’, filing or purchasing bundles of patents, say, in the
mobile phone industry, in order to deter new entrants. Another strategy is for a
company to buy existing patents, not with the intention of producing something
but of suing those who are already producing the thing in question for violating
‘their’ patent. Whether it’s a patent troll or an incumbent company deploying a
patent thicket to stifle competition, the result is the same. Because the creation
of new products, almost by definition, relies on existing, monopolized knowl-
edge, newcomers must either pay to play by licensing the patents, thus giving
the incumbents a piece of their action, or live in fear of an economically ruinous
lawsuit. That the standards for what can be protected by IP laws have declined
over the past several decades to a point where, for example, even some scents
can be legally protected as trademarks only increases this fear.

This combination of patent thickets, patent trolls and the like represents an
unproductive drain on the economy in terms of legal costs, the retention of law-
yers to prosecute or defend against these lawsuits, higher costs due to decreased
competition and the loss to society of never-realized innovations. Beyond lost
innovation, Brander (2007) notes that the desire to construct defensive patent
thickets can lead to a ‘patent race’ that can actually result in ‘excessive invest-
ment in innovation and excessively early implementation of innovations in an
effort to pre-empt others’ (Brander 2007, 203; see also Hoen 2009).

The Social Construction of Intellectual Property

All societies have their own rules and norms governing what they see as
valuable knowledge. Drawing on legal scholar Miranda Forsyth’s research,
Forsyth and Haggart (2014) discuss the confusion over a copyright treaty
during negotiations between the United States and the Pacific island nation
of Vanuatu. Vanuatu was interested in signing a treaty with the United States
in part because they believed that it would provide protection for the bungee
jump, whose origins can be traced to there. To be clear, nothing in copyright
law, and especially not in this treaty, allows for IP protection of the bungee
jump. In this case, as Forsyth and Haggart argue, Vanuatans and Ameri-
cans both had different conceptions of what types of knowledge deserved
protection. Vanuatans saw the bungee jump as a valuable form of knowledge
that deserved protection and the United States did not. Only one view — the
US perspective — of what counts as valuable knowledge deserving protection
prevailed: not because Vanuatans were ‘wrong’ in thinking that the bungee
jump was valuable knowledge, but purely as a result of US structural power
to determine what counts as valuable knowledge.

Different societies regulate knowledge in ways that reflect the dominant
(and sometimes conflicting) values of the society within which these rules
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are created. IP rights are no different: they are socially constructed, reflecting
historically specific biases and interests, and favouring certain groups and
outcomes. Consider how the legal distinctions between copyright and patent
laws in Canada fail to recognize the essence of Indigenous knowledge:

For example, a patent, a trademark, or a copyright cannot adequately protect a
ceremony that uses striking sacred-society symbolism to communicate empirical
knowledge of medicinal plants. The medical knowledge may be patented, but
the patent will expire in a matter of years. The text and music for the ceremony
can be recorded (or ‘fixed’) and copyrighted, but only the recorded version will
be protected and only for the lifetimes of the performers plus fifty years. The
symbols can be protected as trademarks forever, but their significance will be
diminished when they are taken out of context. (Battiste 2005, 8)°

Both IP and Indigenous knowledge systems as described here are interpret-
ing the same underlying reality — medicinal knowledge, cultural expressions,
symbols — but in different ways and with different objectives. These differ-
ent ways of seeing the world derive from each perspective’s fundamental
assumptions and values.

Understanding the foundational values underlying the institution of IP, and
their contingent nature, helps us understand that IP is only one possible way
of regulating knowledge. Recognizing this, in turn, can help keep our minds
open when considering ways to reform the global IP regime, including alter-
natives that exist outside the current regime.

Bias towards the Individual

Like all forms of knowledge regulation, IP reflects its historical origins.
Current IP rules have two primary characteristics: a bias towards individual
control over knowledge and its status as a means to commodify knowledge.
These two characteristics reflect IP’s European origins and its links, respec-
tively, to European individualism and the Enlightenment, and the devel-
opment of capitalism. Intellectual property, as well as individualism and
capitalism, spread, via conquest and colonialism, to the rest of the world (see,
e.g., Bannerman 2013 on the colonial origins of copyright).

The first characteristic of IP deals with who is allowed to control knowl-
edge. Here, IP demonstrates a bias towards individual control over knowl-
edge. While there exist various philosophical justifications for the creation of
IP (see Drahos 1996), they all involve justifications for individual control of
knowledge. The idea of the individual author is so deeply engrained in our
individualist society that we often lose sight of the fact that this type of attri-
bution is highly unnatural, in the sense that it only captures a part of the real-
ity of how knowledge is actually created. Knowledge creation is a cumulative
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process. Our names are on the cover of this book, but it is built on the work
of hundreds of previous authors, to say nothing of our conversations over
decades with innumerable colleagues that we’ve internalized.” Losing sight
of the reality that this focus on the individual author is merely a ‘conceit’
(Litman 1990) and not an accurate description of how actual creation hap-
pens can lead to problems in crafting an IP system that does not stifle creation
and innovation. Specifically, the emphasis on the individual author biases IP
policy towards the protection side of the protection-dissemination paradox.
IP politics is a contest between those that favour stronger protection — gen-
erally speaking, those companies and individuals that control significant IP
portfolios — and those that favour greater access rights — generally speaking,
those companies and individuals that don’t hold significant IP or that depend on
access to knowledge in order to function (such as libraries, consumer electron-
ics makers and generic drug companies, as well as net IP-importing countries
such as Canada). Left out of this debate are actors, such as Indigenous groups,
whose concept of knowledge governance doesn’t follow the individualist,
commodity-control focus of an IP knowledge-governance regime.

Commodification of Knowledge

The second important characteristic of IP is that it commodifies knowledge,
turning it into a product that can be bought and sold. All knowledge-gover-
nance regimes reflect the society in which they exist, and IP is no different.
Alongside the individualist heritage of the Enlightenment, IP reflects ‘the
political, philosophical and economic history of modern capitalism’, with
attempts to control ‘valuable knowledge and information’ stretching back to
before the development of a ‘formal legal definition of intellectual property’
(May and Sell 2006, 4). This link to capitalist processes takes the form of the
commodification of ‘knowledge resources’ (May 2010, 13), designed to turn
these abstract concepts into property that can be bought and sold in the market-
place. These rights give IP owners (who are not necessarily the actual creators
of the knowledge in question) several benefits: ‘(1) the ability to charge rent for
use, (2) the right to receive compensation for loss, and (3) the right to demand
payment for transfer to another party through the market’ (May and Sell 2006,
7). This commodification means that the rights to a form of knowledge (say,
a book) created by one individual can be sold to another, who then effectively
controls it. There are caveats and limitations to these rights, but that’s the gen-
eral principle.

In other words, and as we discussed in chapter 1, IP is an example of
what Karl Polanyi called a fictitious commodity, one that has an existence
and purpose outside the market (Polanyi 2001; see especially Jessop 2007).
As Polanyi noted, forgetting that fictitious commodities have alternate
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purposes, and treating them as means towards (market-based) ends, risks
social ruin and societal collapse.

Strip mining the environment for ‘natural resources’ can destroy the bio-
sphere upon which our very existence depends. The same goes for knowledge
and IP. When IP protection is extended too far, it stifles the processes by which
knowledge is actually created. More terrible societal outcomes await when we
forget that IP is a fictitious commodity and that the value of knowledge cannot
be reduced to a market price. Patent laws and treaties, for example, stand near
the centre of the weak global response to the Covid-19 pandemic. Current IP
treaties allow for vaccine patents to be waived in emergencies, but countries
have proven remarkably unwilling to take such a step even after millions of
deaths worldwide (Amnesty International 2021). For example, in 2021, in the
depths of the Covid-19 pandemic, Germany rejected calls to waive patents on
Covid-19 vaccines, because, in the words of a spokesperson for the German
government, ‘The protection of intellectual property is a source of innovation
and must remain so in the future’ (Reuters 2021). Left unacknowledged was
the reality that ‘the vaccines benefited from unprecedented public funding’
(Mazzucato and Ghosh 2021). This reluctance mirrors previous attempts by
patent-dependent pharmaceutical companies to resist compulsory licensing
for life-saving AIDS drugs (Drahos and Braithwaite 2002).

We see similar resistance with respect to the even-more-existential crisis of
climate change. Regulatory scholar Peter Drahos, for example, argues that the
zealous protection of IP rights in clean technology is one of the most significant
impediments towards the rapid spread of the technologies needed to combat a cli-
mate disaster that could upend human civilization across the entire planet (Dra-
hos 2021). In both cases, the fictitious commodification of knowledge — which
treats knowledge as a wealth creator rather than the know-how to save human
civilization — trumps the actual purpose of knowledge, to enrich human life.

Because IP is a human-created form of knowledge governance, its charac-
teristics can be challenged, modified and altered. Even within the institution
of IP, instruments like the concept of the public domain — which comprises
intellectual works, like Shakespeare’s plays, that are no longer subject to IP
protection — can effectively decommodify a creative work. However, IP’s
roots in Enlightenment individualism and market capitalism are deep and
resistant to change.

HOW IP TRANSFORMED THE GLOBAL ECONOMY

In the introduction to this book, we mentioned briefly how enthusiastic Cana-
dian politicians, from the prime minister down to Toronto’s mayor, were for
the Toronto Quayside project. Part of Sidewalk Labs’ allure for Canadian
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politicians was the promise that it would turn Toronto into ‘a global hub for
urban innovation’ to create and test smart-city technologies that could then
be marketed throughout the world. This hub would be ‘anchored by a new
Google campus, a new applied research institute, and a new venture fund for
Canadian companies’ (Sidewalk Labs 2019a, 425).

This type of play — inviting a large, typically US, company to set up
branch plants in Canada as a means to spur economic growth and prosperity
— is common throughout the world. However, it has a special resonance in
Canada, whose industrialization and manufacturing sector — particularly its
auto industry — were built largely by the American branch plants that were
encouraged via government policy to locate here (Williams 1994; Yates and
Holmes 2019; Melanson 2009; Helleiner 2019). On the surface, courting
Google to set up a branch plant in Toronto fits perfectly with this tried-and-
true economic-development strategy.

Times have changed, however. Google is a very different company from
General Motors (GM) or other large manufacturers, and economic develop-
ment in our knowledge-driven economy does not happen the same way as it
did in the 1880s, let alone in the 1960s and 1970s. Strong IP rights — and the
control of commodified knowledge generally — is a large part of the reason
for these differences. In a knowledge-driven economy, the employment and
economic-development pay-offs to both manufacturing and having a large
company present in your community are much lower than they were previ-
ously, and the path to prosperity runs a much different course.

The Awkward Fit between Trade and Intellectual Property

One of the ways that we can identify whether a particular structure has become
dominant in society is the extent to which its logic, policy tools and key actors
have reshaped the other structures. Trade agreements, for example, used to be
concerned primarily with lowering tariffs and other barriers to trade among
countries. This policy — the foundation of the post—-Second World War inter-
national economic order — was based on the theory of comparative advantage.
This theory, subject to many caveats (Rodrik 2011), holds that lowering bar-
riers to exchange can increase economic activity in trading countries because
it forces them to specialize in the production of what they’re relatively best at
(technically speaking, what they’re relatively least bad at) and trade for what
they’re not great at producing.

Since the 1990s, as a result of US pressure on behalf of its IP industries
(such as pharmaceuticals and motion pictures industries) (Drahos and Braith-
waite 2002; Sell 2003), IP rights have become a mainstay of these agree-
ments, but not because they encourage free flows of knowledge. Successive
generations of trade agreements have ratcheted up levels of IP protection,
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specifically to control knowledge flows. The stronger the rights, the more
controlled the dissemination and the greater limits placed on knowledge
spillovers that can lead to the creation of new knowledge and innovations. In
free-trade circles, protectionism is a bad word, but strong IP rights are protec-
tionist by definition. They protect the IP owner from competition and innova-
tion while delivering them excessive profits, creating ‘a kind of globalized
guild system . . . a curious throwback to the early-capitalist era of mercantil-
ism’ (Dutfield and Suthersanen 2008, 11). As such, IP rights are something of
a free-trade free-rider: accepted as part of these trade agreements even though
they do not follow a comparative-advantage logic.

This guild system benefits, and was designed to benefit, those actors
possessing large stocks of economically valuable IP. The inclusion of IP within
the international trade regime, particularly through the Agreement on Trade
Related Aspects of Intellectual Property Rights (TRIPS, discussed in chapter 2)
was the result of a strategic, concerted effort by successive US administrations
dating to the 1970s to insert IP into the trade regime at a time when it was
worried about losing its economic dominance to Asian upstarts (Sell 2003).

From the Liberalized Economy to the Franchise Economy

The inclusion of IP rights in trade agreements matters to more people than
just IP and trade lawyers and the companies that love them. IP and other
‘intangible assets’ such as goodwill and tacit knowledge — essentially differ-
ent forms of commodified knowledge — account for a larger proportion of the
economy as a whole. Measuring the economic value of such intangibles is
currently more of art than science (see Haskel and Westlake 2017, 5-7), but
we have reached a point where investment in intangible assets now accounts
for a higher share of sector value added than tangible assets (Haskel and
Westlake 2017, 25). The ‘proportion of corporate market value accounted
for by’ intangible assets ‘is coming to dominate the value of many leading
global firms’ (Bryan et al. 2017, 60). ‘For many high-tech and pharmaceuti-
cal companies, intangible capital now represents well over 90%’ of market
capitalization (Bryan et al. 2017, 61).

These numbers tell us that intangible assets, including IP, matter financially
to companies. However, IP is even more important as a transformative form
of control, an instrument of structural power. Globally strong protection of
IP rights has given rise to the phenomenon of ‘manufacturers without facto-
ries’ (Bryan et al. 2017, 57). Consider the company, Nike. Ostensibly a shoe
company, it does not actually manufacture shoes: it hires another company to
do that. Or Apple, which may design computers, but which leaves its build-
ing to other companies. This control, over enormous distances and across
international boundaries, is made possible by the existence of strong IP and
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contractual rights. In the absence of strong IP and contractual rights, this type
of control simply would not be possible, as there would be little stopping the
contracted or outsourced manufacturer from copying and competing with the
‘original’ product.

The global economy is best understood now in terms of GVCs. GVCs are
relationships between ostensibly independent companies in different countries
that cooperate across borders to produce goods and services (Gereffi 2011,
2014). According to the World Bank, about half of world trade is comprised
of trade within GVCs (World Bank 2020, 19). The expansion of GVCs, which
took off in the 1990s, is closely related to the implementation of monopolistic
global IP rights via trade agreements (Durand and Milberg 2020, 405).

If you’re trying to visualize a GVC, it might be helpful to think of some-
thing a bit more familiar: a franchise, like McDonald’s. As International
Political Economy (IPE) scholar Herman Mark Schwartz remarks in an
article that ranks as one of the most insightful analyses of the IP-driven global
political economy, both GVCs (which he refers to as global commodity
chains) such as the one run by Nike and franchises like McDonald’s work on
the same principle. A franchise-based company like McDonald’s or the Hil-
ton hotel company does not tend to directly own many restaurants or hotels.
Instead, they use their IP rights, including its trademarks and trade secrets and
contractual agreements to ensure that franchisees run their franchises just as
the parent company desires while providing the head office with a significant
piece of the action. From this perspective, there is little difference between
Apple and McDonald’s or the Hilton chain of hotels. As Schwartz notes:

Qualcomm’s [a US-based semiconductor company] 5% royalty on the sale price
of smartphones, a fast-food franchise royalty of 6% of gross sales and Hilton’s
5% royalty rate on gross room revenue are all the same strategy; Apple’s near
fanatical control over all aspects of its commodity chain parallels the de facto
control fast food and hotel franchisors exert over their franchisees. (Schwartz
2021, 15)

This degree of control, and the control afforded to the lead companies
in GVCs, would not be possible without globally enforceable IP rights.
As Durand and Milberg note, ‘GVC trade and stricter IPRs are mutually
reinforcing’ (Durand and Milberg 2020, 412). The protectionist global IP
regime has allowed for the disaggregation of vertically integrated firms into
formally disaggregated GVCs, in which control rests with the lead firm(s)
and profits accrue primarily to those lead companies that control and license
their economically valuable IP. This form of industrial organization reflects
a ‘franchise structure’, in which the paradigmatic firms are McDonald’s and
Hilton hotels as much as Apple (Schwartz 2021).
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The Global Economic Hierarchy

This GVC world is hierarchical. Schwartz (2021) divides this world into
three layers. At the top of the hierarchy are those companies that control
economically valuable IP. Such companies, such as Nike, perform very little
manufacturing themselves. Instead, they coordinate production with other
nominally independent companies by relying on their IP and contracts to set
manufacturing conditions, taking a fixed percentage of the profits in return.
IP-rich companies are thus able to shift fixed physical capital and labour
costs onto other companies while using their IP defensively (e.g., via patent
thickets) to pre-empt competition (Schwartz 2021, 3).

In the second layer, companies profit based on their control over physical
capital-intensive assets and/or the possession of tacit knowledge that gives
them an advantage over their competitors. Finally, at the bottom layer are
companies engaged in labour-intensive manufacturing and services. With few
barriers to entry, they seek profits through the hyper-exploitation of labour.
Firms within a GVC, far from being independent, ‘are often linked in a de
facto integrated production process’ across these three layers (Schwartz 2021,
16). IP-controlling companies tend to be in the driver’s seat.

Winner Takes Most

This form of industrial organization has a significant effect on employment,
income inequality and economic growth that is much different from the
vertically integrated oligopolies of the production-focused ‘Fordist” model.
Where firms from this previous era (think automotive manufacturers) faced
strong incentives both to invest and share that profit with their large labour
forces, the franchise model of industrial organization does neither. Leading
IP-based firms, with relatively small workforces, are largely content to reap IP-
based monopoly profits while deploying the same IP to dissuade competition
(e.g., through the possession of patent thickets, and using monopoly profits to
buy up potential future competitors). As the proportion of IP-intensive firms
at the top of the US economy has risen, measured by their share of gross
profits, the capital expenditures of the top companies as a share of gross prof-
its — the investments that fuel future growth — declined over that period from
74.5 percent in 1961-1965 to 45.8 percent in 2014-2018 (Schwartz 2021, 18,
table 2). Second-tier firms themselves seek to achieve horizontal monopolies
and avoid risks associated with excess capacity, also deterring investment.
Meanwhile, third-tier firms are not able to produce either high-paying jobs
or the investment needed to spur significant future growth. Taken together,
‘this largely legal fissuring of industrial organization creates a vicious cycle
in which weak investment inhibits growth, in turn dissuading firms from new
net investment with strong multiplier effects’ (Schwartz 2021, 3).
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IP-intensive companies that drive the economy employ relatively fewer
people. Mirroring the decline in capital expenditure as a share of gross profits,
as the US economy has become more IP intensive, the share of employment
of the top publicly listed companies in the United States (by gross profits),
declined between 1961-1965 and 2014-2018, from 55.0 percent to 44.2
percent (Schwartz 2021, 18). Where previous forms of industrial organiza-
tion, which were hierarchical and centred around manufacturing, invested
heavily in the labour and capital expenditures that drove economic growth, a
franchised-based economy does not. Taken together, these outcomes, which
are often collectively described as ‘secular stagnation’, suggest that the global
strong-IP regime is at least a partial driver of this phenomenon (Schwartz
2021; Dottling and Perotti 2019; Haskel and Westlake 2017, 91, 101).

The benefits from this form of industrial organization are unevenly
distributed, accruing primarily to those companies in the first tier. IP-rich
firms capture ‘the lion’s share of US and global profits’ (Schwartz 2021,
2; see also Pagano 2014). More generally, the stronger IP regime has
favoured the Global North, particularly the United States. According to
Durand and Milberg, the United States in 2015 accounted for 38.4 percent
of total international IP receipts. In 2016, meanwhile, industrial countries’
IP receipts were over 100 times greater than those accruing to low- and
middle-income countries (US$323 billion vs. US$3 billion) (Durand and
Milberg 2020, 13).

Clearly, in this three-tiered IP-driven franchise model of industrial orga-
nization, it is better to control IP than not. As business professor Peter J.
Buckley and his co-authors note:

If some . . . GVC activities are owned or controlled by foreign MNEs [multina-
tional enterprises], then a proportion of the value-added will not be retained in
the countries in which it is generated but will accrue to the home countries of the
MNE:s (either as repatriated profits, or as management fees, transfer payments,
royalties, etc). (Buckley et al. 2022, 11)

However, a community that merely hosts the branch office of a tech firm
will not enjoy the same positive economic spillovers of, say, a manufacturing
plant, for several reasons. First, while tech companies tend to pay their spe-
cialists very well, they also tend to employ fewer people than manufacturers.
Income inequality becomes a problem as the tech sector accounts for a higher
proportion of economic activity (Schwartz 2021, 17).

Second, IP turns knowledge into a proprietary asset. In doing so, it restricts
the ability of others to use it to innovate — that is, it reduces the chances of
the ‘spillovers’ that drive innovation when knowledge is allowed to spread,
represented by the dissemination part of the production-dissemination
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paradox. As former Blackberry co-CEO and prominent Quayside critic Jim
Balsillie noted, “You can only commercialize IP or data when you own or
control them’ (Balsillie 2018). What’s more, IP-dominated firms themselves
have a low marginal propensity to invest because IP can be used to stave off
potential market entrants (e.g., via patent thickets), allowing them to collect
monopoly rents via licensing and to use these rents to buy up nascent com-
petitors (Schwartz 2021).

Third, because IP is an intangible asset, profits associated with it, such as
licensing fees, can be easily transferred to the home jurisdiction or to a low-
tax country (Linsi and Miigge 2019, 373; Durand and Milberg 2020, 422-23).
As Haskel and Westlake note, intangibles like IP are ‘often mobile; they can
be shifted across firms and borders, which makes it harder to tax. Since capi-
tal is disproportionately owned by the rich, this makes redistributive taxation
to reduce wealth inequality harder’ (Haskel and Westlake 2017, 143).

Limited Understandings and Power Plays

For a policy instrument that has been around for centuries, the empirical
record supporting strong claims that IP contributes to economic development
or even the promotion of knowledge creation is inconclusive at best (e.g.,
Mazzucato 2018; Moser 2013; Boldrin and Levine 2007; Plant 1934; Towse
2013). What’s more, even the logic of IP as a spur to innovation breaks
down when IP protection is too easily granted or lasts too long. The TRIPS
Agreement, for example, mandates a general minimum copyright term of the
life of the author plus 50 years; in some countries, it’s much longer (Mexico
leads the world with a term of life plus 100 years). It’s safe to say that hardly
anybody makes decisions about anything, let alone whether they will write a
novel or pen a song, based on what will happen 50 years after they’re dead.
Not only that, but most knowledge has a very short effective shelf life. After a
certain point, expanding IP protections becomes ridiculous as an incentive to
individual creation. They serve only to restrict dissemination in the interests
of those who control existing economically valuable IP while impeding the
creation of new knowledge by new inventors and creators.

We observe a similar situation with respect to patents. Summing up the
research on the extension of patent monopolies — that is, making it easier to
obtain patents — Breznitz notes:

The results are clear and tragic. Patents tend to slow down innovation. That is,
the more patents there are (especially patent ‘families’ that allow you to com-
pletely block competition in specific technologies by creating ‘patent thickets’),
the less innovative a technology becomes. This especially hurts new companies
that try to work on follow-up innovation (which, we should remember, is the
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main way in which innovation positively affects welfare and increases eco-
nomic growth). (Breznitz 2021, 142)

The situation, he adds, is not helped by the reality that patenting activity
by all major patenting offices around the world exploded in the 2000s, to say
nothing of the proliferation in trademarks, which set aside phrases, colours
and even scents for the commercial use of individual actors, thus removing
them from our common, uncommercialized repertoire (Breznitz 2021, 143).
In other words, we are witnessing the equivalent of a land grab for knowledge
of the kind we would expect of a knowledge-driven society.

We see similar issues with respect to the perverse effects of IP on inter-
national economic development. Recent research, for example, suggests that
the long-assumed contention that strong IP attracts foreign direct investment
(FDI) may be nothing more than a ‘placebo effect’ (Gold et al. 2019, 108).
When it comes to attracting FDI, legal scholar E. Richard Gold and his co-
authors find that one cannot determine the direction of the causal relationship
between IP and FDI. That, almost 700 years after Vienna started issuing pat-
ents, 300 years after the first copyright statute and over 25 years since strong
IP became a global standard in trade agreements, we remain highly unsure
even about the direction of causality between economic development and IP
laws, to say nothing of their actual effect or necessity as a spur to innovation,
is a remarkable state of affairs.

THE BIGGER PICTURE: DIGITAL ECONOMIC
NATIONALISM AND DECOMMODIFICATION

Even as trade agreements have become about much more than trade in goods,
governments and trade experts continue to assess such agreements using
computer models that are incapable of evaluating IP policies (Haggart 2022).
This lack of quantification is one reason why highly protectionist IP continues
to be a free-trade free-rider; its spread helped along by its association with the
concept of free trade underlying international trade agreements.

The current global IP regime reflects a knowledge-feudalist logic. Knowl-
edge feudalism is a dominant-state strategy preferred by those countries and
businesses that already control significant economically valuable knowledge/
IP. Unlike trade theories based on the principle of comparative advantage, IP
is not designed to promote economic development but to capture economic
rents and maintain control over economic activity. It is thus no surprise that
the United States and its [P-based companies have been both the most vocal
proponents and largest beneficiaries of the international strong-IP regime.
Strong global IP rights have been a part of the official US National Security
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Strategy since the mid-2000s, alongside such issues as nuclear weapons and
military readiness (Halbert 2016). The United States sees strong IP rights as
a primary means to ensure its role as the world’s dominant economic power.
This is not to say that the United States and US companies are the only actors
pursuing a knowledge-feudalist logic. European countries, for example, have
been the most vociferous proponents of geographic indicators as a way to
insist that, say, carbonated wines produced outside of a tiny region in France
can’t be called ‘Champagne’. In a knowledge-driven society, states and busi-
nesses have a strong incentive to seek to maintain and extend control over
knowledge against any and all competitors.

It’s certainly true that the effects on economic growth and innovation of
intangibles like IP are very difficult to model (Dobson et al. 2017). The eco-
nomic effects of IP are highly dependent on fundamental assumptions, such
as a country’s economic structure (Towse 2013).® The assumptions we make
about them — for example, is research and development an investment or an
expense? — will shape both policy and economic activity (Mazzucato 2018).

That trade-focused economic models can’t accommodate IP is a reason to
find new forms of measurement, not to ignore the problem. Thinking about
IP in terms of its contribution to cross-border royalty flows — or transfers
outside of a community — is one way to measure and assess over-dependence
on IP controlled by other actors. In fact, this was the approach taken by
the Canadian government up through the 1970s. Because Canada was a
net-IP importer, Canadian officials looked with suspicion on proposals to
strengthen IP. They saw stronger IP rights as a drain on the economy, pay-
ments to foreign companies that were not balanced off by relatively smaller
IP royalty inflows (Haggart 2011, 241-42; Knopf 2018, 5-6). Alternately,
governments’ evaluation criteria could be even more blunt, focusing on who
will control IP developed in a jurisdiction and the extent to which domestic
individuals/businesses/governments will be able to access it.

IP rights — who controls them and who benefits from them — are not just
about creating a revenue stream: they shape future growth and innovation pos-
sibilities. Care must be taken to not give away these resources at a discount.

Digital Economic Nationalism

In chapter 2, we noted that the main decisions facing the information-
imperium state — that is, the key government and non-state (primarily busi-
ness) actors as they relate to knowledge-governance policy — concern how
to regulate the creation, dissemination and use of knowledge, including
across borders. As one of the main tools regulating knowledge, IP rights are
front-and-centre.
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For knowledge feudalists who already control economically and socially
valuable IP, the policy challenge is straightforward: to maintain their advan-
tage by maximizing global IP protections and their enforcement.

Returning to our leitmotif, the Toronto Quayside project can help illustrate
the difference between a knowledge-feudalist and digital economic national-
ist approach to IP. Among other things, Waterfront Toronto and Sidewalk
Labs wanted Quayside designed to serve as an incubator for smart-city IP that
could be sold to customers around the world.” The hope of Canadian lead-
ers, from Prime Minister Justin Trudeau on down, was that this development
would put Toronto on the urban tech innovation map. Meanwhile, Sidewalk
Labs, a spin-off of a company whose unmatched success is due to its control
over intangible, commodified knowledge, fully appreciated the benefits to be
had by controlling the IP that was to be developed using Toronto as a testbed
for smart-city products and services.

Strong IP rights, however, can also lock people and companies into depen-
dent relationships. Smart cities that run on proprietary, patent-protected tech-
nology risk this kind of lock-in, making it difficult to switch over to another
technology, even if their current setup is sub-par. Strong IP rights of the type
favoured by knowledge feudalists also restrict the knowledge spillovers that
drive actual innovation. Stated most directly, people learn and innovate by
building upon previous knowledge (i.e., by copying), and the greater the
restrictions created by IP protections, the less that copying happens. From the
IP owner’s perspective, this reduced copying is a feature, not a bug, because
the owner is then in a position to collect monopoly profits from those with
whom they choose to share their proprietary knowledge. If you control eco-
nomically valuable knowledge, it is in your interest to act like a knowledge
feudalist, maximizing control and limiting dissemination.

In contrast, the digital economic nationalist response involves a coordi-
nated attempt to generate economically valuable IP and to create first-tier
companies capable of competing globally (and thus avoid being relegated
to the lower tiers of the global economy). This effort can occur at the sub-
national, national or even regional level, as with the European Union. As we
noted in the previous chapter, the digital economic nationalist response is a
follower’s response to knowledge feudalism, undertaken by actors who do
not currently possess sufficient economically valuable IP.

In Quayside, Sidewalk Labs attempted to act like a knowledge feudalist,
aiming to control as much Quayside-related IP as possible. This position
was evident in a leaked design-procurement document in which Sidewalk
Labs asked potential partners to sign over to Sidewalk Labs all rights to their
technology designs’ IP, including the right to commercialize that work world-
wide (O’Kane and Bozikovic 2018). Where transferring IP was not possible,
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Sidewalk Labs asked for ‘an exclusive, royalty-free, worldwide license to use
it’ (O’Kane and Bozikovic 2018).

Quayside’s critics, meanwhile, took a digital economic nationalist position.
In terms of the protection-dissemination paradox, they were more concerned
with disseminating knowledge, with securing access to economically valu-
able knowledge, than its protection.

Toronto’s tech community and Canadian IP experts recognized that actors
lacking significant stocks of economically valuable IP face the challenge of
either breaking into Schwartz’s IP-dominated top tier, otherwise adapting
to the knowledge-feudalist regime, and/or working to shape the underlying
rules. Toronto developer Julie Di Lorenzo, who resigned in protest from
Waterfront Toronto’s board in 2018 over its handling of the Quayside project,
argued that Sidewalk Labs’ language was ‘completely inconsistent’ with
claims that the local tech industry would benefit from the project and was ‘not
conducive to innovation’ (O’Kane and Bozikovic 2018). Similarly, ‘promi-
nent IP experts warn[ed] that Waterfront Toronto is not fighting hard enough
to ensure that Toronto, Ontario and Canada get a fair share of the rights to
Quayside’s innovations’ (O’Kane and Bozikovic 2018). Far from sharing in
the Quayside bounty, the local tech industry feared they would essentially be
relegated to piecework labour while Sidewalk Labs assumed a place in the
top tier of the global knowledge economy.'®

Digital economic nationalist policies, in general, tend to encourage shar-
ing and a relatively less-protectionist approach to IP rights based on sharing
within national borders, ensuring that, for example, the benefits of IP created
in Canada remain in the country and do not flow to actors outside Canada.
As the name suggests, such efforts are almost entirely national (or in the case
of the EU, regional) in scope. For example, China, as the primary challenger
to the United States’ dominance, has been attempting, with what Buckley
and his co-authors call ‘remarkable’ success, to move ‘upstream’ in GVCs,
increasing its ‘appropriation of intangible asset rents . . . from 6% of the
global total in 2000 to more than 19% in 2019° (Buckley et al. 2022, 6).

Although it involves greater sharing of knowledge and openness to weaker
IP rules, the objective of a digital economic nationalist strategy is the same
as a knowledge-feudalist’s: to ensure that a country’s companies are as high
up in GVCs as possible, creating a country of franchisors, not franchisees.
However, as Breznitz (2021) notes, getting to the top of this mountain is
immensely difficult, requiring skill, resources and the ability to overcome
an IP regime designed to ensure that the summit cannot be conquered. His
primary recommendation is that rather than chase the first-tier dream exclu-
sively, communities should figure out how to innovate at the various levels of
the global economy (which he defines somewhat differently from Schwartz
(2021)) in ways that play to their strengths. Breznitz is certainly correct that
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companies, regions and countries can successfully innovate even though the
deck is stacked against them, but, as Schwartz notes, not all returns on inno-
vation investment are equal.

Decommodification and the Limits to
Digital Economic Nationalism

Digital economic nationalism is a logical response to knowledge feudalism’s
zero-sum game. It fails, however, to challenge knowledge feudalism’s under-
pinnings, aiming instead to create the next generation’s leading IP-based
companies. At best, intra-country sharing of knowledge offers the possibil-
ity of domestic knowledge spillovers as local companies take advantage of
easier access to knowledge to create more economically valuable knowledge.
But it does nothing to address the disparities inherent in a knowledge-driven
economy, nor does it do anything to address the resulting international dis-
parities: it’s an every-country-for-itself policy that can only recreate existing
international inequalities.

For both the digital economic nationalist and the knowledge feudalist,
the goal is to amass as much commodified knowledge as possible, with the
digital economic nationalist also seeking to become a dominant IP power.
As we noted earlier in the chapter, the IP regime is characterized by its com-
modification of knowledge. However, as Karl Polanyi reminds us, bad things
happen if we forget that IP rights are a fictitious commodity: it turns the
knowledge that is necessary for human existence itself into a product that can
be ripped from its context.

Movement is possible: in May 2021, the United States, the dominant 1P
power, put its weight behind compulsory licensing for the Covid-19 vaccine.
However, as Adyasha Samal, an IP expert remarked, ‘Compulsory licensing
cannot be seen as a tool so rare and exceptional that it takes 3 million deaths
across the developing and the developed world to justify its use’ (Samal
2021). At any rate, as of January 2023, entering the fourth year of the global
pandemic, the issue remained unsettled.

In these challenges, however, we can perhaps see a way forward. The
primary roles of the information-imperium state involve not only determin-
ing who can control knowledge but what limits must be set on this control.
This second role recognizes Polanyi’s key point about fictitious commodi-
ties: left to themselves, they will have pernicious effects on society. With
reference to IP, these negative effects can take the form of stifled innovation
or, more accurately, innovation that responds to the pre-existing, parochial
interests of those who already control economically valuable knowledge.
In culture, it can make it more difficult for artists, fearful of being sued, to
create.

Haggart and Tusikov_9781538160879.indb 91 31-05-2023 17:08:19



The New Knowledge by Blayne Haggart & Natasha Tusikov / Open Access PDF from Rowman & Littlefield Publishers

92 Chapter 3

Unfortunately, the trend in IP policy internationally has been almost com-
pletely in one direction: more commodification of knowledge and higher levels
of protection. Continuing this ratchet could well end in physical disaster. Even
absent such apocalyptic scenarios, national responses to knowledge feudalism
merely replicate and reinforce the geopolitical divisions that themselves con-
tribute to an inability to confront global problems, like climate change.

Limits need to be placed on the further extension of IP rights. As we have
noted, the evidence for their effects on economic growth and even creative
output is surprisingly limited for policies that have been in place for centuries,
to say nothing of the contribution of the currently high levels of protection to
secular stagnation.

For all but the most dominant IP-based countries and companies, the
fundamental interest in IP policy should be in limiting and rolling back pro-
tectionist IP rules or, at the very least, not expanding them. Such a move is,
without question, a tall order. Strong IP rights, and the individualist, com-
modified ideology underlying them, are firmly embedded not only within
international IP agreements but also within the trade agreements that underlie
the global economy. The world’s most dominant country, the United States,
sees them as a matter of national security. Still, it remains that strong IP rights
are a political, not natural or technological, creation. They are created by
politics and can be undone by politics (Schwartz 2021).

We end this discussion about IP by highlighting how change could happen,
both conceptually and concretely. Conceptually, one way forward involves
re-emphasizing the dissemination side of the protection-dissemination para-
dox, rebalancing IP to make it less of a tool of the rent-seeking that is so
harmful to economic growth, innovation and creative invention.

Another would be to look beyond IP to other forms of knowledge gover-
nance, which interpret this paradox in different ways, empowering different
actors as possessors of knowledge, as well as promoting different values
and outcomes. These include Indigenous forms of traditional knowledge
(Desai 2007; Kansa et al. 2005; Rimmer 2015) that have been displaced by
hegemonic IP discourses and practices. These also include knowledge prac-
tices within Western society: universities, for example, are devoted to the
creation and sharing of knowledge. Different ways of regulating knowledge
are possible.

Concretely, decommodification of knowledge could involve recognizing
and taking seriously the idea that some forms of knowledge should not be
commodified. Allowing for compulsory licensing of medical goods during
a pandemic is an example of this thinking. However, as noted earlier, such
licensing should be more routine and easier to achieve. Climate-change
mitigation technologies are another specific area where dissemination should
trump protection interests (Drahos 2021). Rather than hoard planet-saving
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technology behind patents, countries could agree to make cleantech patents
available via a compulsory licence available at a reasonable rate. That way,
innovators would get paid and those who need the tech would be able to
access it. Treating climate change-related patents as a global commons,
meanwhile, would help mitigate digital economic nationalism’s reproduc-
tion of the harmful geopolitical divisions that reduce our ability to cooperate
internationally to address climate change.

CONCLUSION

IP rights have emerged as a significant form of structural power in the global
economy. Consistent with what we would expect from the rising dominance
of the knowledge structure, production outcomes are now largely determined
by IP rules — that is, knowledge regulation. Whether one is negotiating the IP
chapter of a trade agreement or the licensing terms of a municipal smart-city
project, IP treaties, laws and agreements shape communities’ future eco-
nomic prospects, and their ability to access the technologies and knowledge
needed to develop cities and communities in ways that allow individuals to
reach their full human potential. The first step toward more-human IP rules
involves recognizing the importance of IP and acting accordingly.

NOTES

1. Legal scholars will note that, formally, IP protects the expression of an idea
rather than the idea itself. We contend that, in practice, this is usually a distinction
without a difference: forbidding someone from copying a drug formula or a movie
is tantamount to restricting the circulation of the ideas contained within the work in
question.

2. Breznitz (2021) forcefully makes this very point.

3. Provisions criminalizing trade secret violations that were included in the 2018
revisions to the North American Free Trade Agreement among Canada, Mexico, and
the United States further attest to their rising importance. Trade-secret violations tend
to be seen as civil matters. Their elevation to the level of a criminal act, in what is
regarded as the current bleeding-edge IP treaty (de Beer 2020), suggests that trade
secrets are being taken very seriously indeed.

4. Thanks to Herman Mark Schwartz for this point.

5. This section focuses primarily on economic control but copyright can also
be weaponized to limit the dissemination of speech that the rights holder disagrees
with for non-economic reasons. As Halbert (2019) documents, in the United States,
copyright law has been used to remove hate speech on YouTube that, while offensive,
is not illegal under US law.
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6. In 2005, Canada’s copyright term was life of the author plus 50 years. In 2022
it was extended to life plus 70 years as required by the 2018 United States-Mexico-
Canada trade agreement.

7. For example, our framework combining Strange and Cox is based on a sugges-
tion found in May (1996) that such a combination could be fruitful.

8. Here Towse is speaking about copyright, but her point holds for IP generally.

9. As Sidewalk Labs CEO Daniel L. Doctoroff noted in testimony before the
Canadian House of Commons Standing Committee on Access to Information, Privacy
and Ethics, ‘we’ll hopefully develop a small group of products that would be opera-
tional here, which we think have the potential to be taken beyond Toronto into other
markets around the world” (Doctoroff 2019).

10. Serving as a reminder of the politically contested nature of IP rights, near
the end of the Quayside project’s troubled life, as Waterfront Toronto and Sidewalk
Toronto attempted to negotiate a way forward in what had become a difficult
relationship (O’Kane 2022), the two organizations agreed in November 2019 to share
a ‘to-be-determined percentage of revenues’ from technologies piloted in Quayside.
It also would have granted ‘Canadians access to Sidewalk patents registered globally,
instead of just those registered in Canada’, as originally proposed. This concession
would have meant that local companies could have built upon Sidewalk innovations
without fear of facing infringement claims (O’Kane 2019b).

While this digital economic nationalist—friendly concession would have at least
somewhat thwarted Sidewalk Labs’ knowledge-feudalist ambitions, and while they
were welcomed by local IP experts (O’Kane 2019b; 2020), they came very late in the
game, following pressure from activists and experts.
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Demystifying Data

The knowledge economy relies fundamentally upon the ubiquitous surveil-
lance of people, objects and their environments, based on the idea that the more
detailed data amassed, including personal data, the more value accrued. In fact,
anything less than total surveillance is seen as a deviation from the logic of the
market since data that is not observed and measured cannot be monetized. (The
same logic holds for states that pursue ever-greater surveillance in the name
of security.) Corporate actors have commercial interests in extracting insights
from data that they perceive may have economic value. Governments collect
and interpret data from state bodies, including statistical organizations, security
intelligence agencies and health departments, and purchase data insights from
companies that are intended to facilitate the delivery or management of govern-
ment programmes. Civil-society groups also accord value to data, for example,
undertaking campaigns to crowd-source data to identify government corruption,
organizing population counts of wildlife or using sensors to measure pollution
or industrial noise levels. The economic, social and political value that govern-
ments and non-state actors, both companies and civil society, accord to data is
emblematic of the information-imperium state, for which control over knowledge
is central to the exercise of power. Those who wish to lay claim to this power,
however, must possess the resources and capacity to collect and interpret data,
which typically requires technical expertise to deal with large volumes of data.

In our knowledge-driven society, the word ‘data’ is almost talismanic,
often evoking fear and awe more than understanding. It doesn’t help that
there remains great confusion about how data should be treated. As political
scientist Dan Breznitz remarks,

The reality is that we do not even have a decent understanding of how data
should be used, who should use it, what technologies it might spawn, who
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should regulate it, who it should be regulated for, or how it should be regulated.
(Breznitz 2021, 175)

This chapter is designed to clarify some of the foundational concepts needed
to think through Breznitz’s questions and to understand the data-driven
economy and society that we explore in the remainder of the book. Much of
this chapter follows from what we discussed in chapter 1, since data is merely
a particular form of knowledge. However, that the concept of data has begun
to assume almost mystical powers makes it necessary to describe and define
data directly. In particular, we highlight how control over data is a key means
of exerting power in a knowledge-driven society.

The economic and social importance that the information-imperium state
accords to interpreting data and companies’ search for commercially valu-
able data are evident, to take one example, in the wide variety of fitness and
health apps and data-collecting wearables that measure nutritional intake,
exercise, sleep and heart rate. Commercial actors that design hardware and
software to capture and quantify bodily data promise users accurate, reliable
and, crucially, actionable health knowledge that users may employ to address
current medical conditions, as well as detecting and perhaps deterring future
health problems. Digital sociologist Deborah Lupton (2016) and others refer
to this phenomenon as the ‘quantified self’. With the real-time monitoring of
bodily data, the thinking goes, people will be able to better understand and
manage their health. Users are encouraged to take charge of their bodies,
changing diet, exercise and health management based on tips from the apps or
wearables. However, these individual-level choices of modifying diet or stress
levels are often wholly inadequate for people facing complex or chronic health
problems, those without access to health professionals or those who face struc-
tural obstacles of poverty, racism and discrimination (see, e.g., Lupton 2017).

The commodification of bodily data is particularly evident in the ‘femtech’
market, a broad array of apps and services devoted to monitoring fertility,
menstruation and pregnancy, as well as nutrition, fitness and sexual wellness
(see, e.g., Thomas and Lupton 2016; Corbin 2019). Menstrual-tracking apps,
such as the popular Flo, Glow and Clue apps, ask users to record their sex
drive, diet, moods, the state of their skin, workouts, constipation, cervical
mucus quality, masturbation frequency and basal body temperature to iden-
tify ovulation. If users become pregnant, they are encouraged to enter details
of their sleep, diet, emotional state, weight, the appearance and colour of their
cervical fluid, and even when and in what positions they have sex. Information
collected on birth includes birth type, length of labour, birthing complications
like haemorrhage and in the case of pregnancy loss, the date and type of loss,
like whether the baby was stillborn (Harwell 2019). Data collection intensi-
fies after birth as parents can monitor babies and children throughout their
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childhood, including using sensor-embedded clothing to monitor infants’
respiration, pulse rate and blood oxygen levels and set alarms to detect any
irregularities to heartbeats or breathing (Bonafide et al. 2017).

Health technologies like fitness or menstruation apps can be useful tools,
but our point is that the purposes and processes of data-collection matters: not
all data-collection efforts are necessarily beneficial. In the case of data-driven
health technologies, for instance, the shift towards quantifying health has intro-
duced ‘a host of new challenges and limitations, such as new selection and other
types of biases’ (Sharon 2018, 2). Wearables, for example, have had difficulty
measuring heart rates in people with darker skin as the optical sensors work bet-
ter for paler skin (Hailu 2019). Apps and wearables may not be able to capture
measurements precisely or universally, and ordinary users may not appreciate
the difference between advice from qualified medical professionals and app-
derived health advice. There are also critical questions of privacy and individual
consent, as some companies like Amazon are requiring employees to use wear-
ables to track worker productivity in warehouses or, in the case of the trucking
and construction industries, worker safety. The data economy’s imperative is
to exploit data, even sensitive health data. This practice is evident in the US
Federal Trade Commission’s finding in 2021 that the fertility app Flo misled
users about its disclosure of users’ health data to Facebook (Federal Trade Com-
mission 2021b). The commodification of health data poses additional security
risks in the wake of the US Supreme Court’s overturning of Roe v. Wade and
subsequent criminalization of abortion in many states as privacy experts warn
that law enforcement could use app data to identify users within or even transit-
ing through the United States whose pregnancy starts and then stops (Hu 2022).

Data is a core constituent element of ‘smartness’, whether for health tech-
nologies, the algorithm-driven gig economy or smart cities. In the case of
smart cities, data is integral to delivering the seamless integration of digital
and physical infrastructure and the responsive delivery of services like transit,
energy, waste disposal and communications. To integrate infrastructure and
provide essential services, data-collecting sensors enable ‘ubiquitous track-
ability’ of people and objects within the urban environment (Koops 2014;
cited in Edwards 2016, 39). For those with a technological solutionist mind-
set, data is also regarded as an essential component to solving even intrac-
table complex social problems such as unaffordable housing or deteriorating
infrastructure (see Kitchin 2014b; Morozov and Bria 2018).

Technology vendors tend to portray smart cities as a way to ‘rationalise
the planning and management of cities’ (Shelton et al. 2015, 13) through the
pervasive accumulation and application of data (see Kitchin 2014b; Sadowski
and Bendor 2019). In the designs for the ill-fated Quayside neighbourhood
that was pitched as the most advanced form of the smart city, for example,
Sidewalk Labs proposed heated sidewalks, autonomous vehicles, self-driving
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garbage bins and package-delivering robots. These plans were data intensive.
Sensors in sidewalks would be responsive to weather, activating heaters
when cold wet weather is detected. Self-driving garbage bins’ volume sensors
would detect when bins should be emptied, while their optical sensors would
enable them to move to disposal centres to empty themselves (Sidewalk Labs
2019d, 79). Another set of sensors, designed to regulate mobility within
the neighbourhood, would collect data on the presence of pedestrians and
cyclists, vehicle and bicycle volume and speed, with real-time monitoring of
the locations of app-connected taxis, ride-hail vehicles, bicycles and electric
scooters to optimize transit usage and provide real-time information on
weather and traffic conditions (Sidewalk Labs 2019d, 50).

Data collection and even surveillance are natural human activities necessary
for any functioning society, whether in addressing transit problems or improv-
ing maternal health. Problems arise, however, depending upon how surveil-
lance is undertaken and by whom, how the data is treated and who benefits
from the surveillance activities and who bears the risks. Public health surveil-
lance undertaken during the Covid-19 pandemic, for instance, again demon-
strated that racialized people and those who are marginalized often experience
disproportionate levels of state surveillance in comparison with other popula-
tions with similar behaviour. In the United States, studies of those arrested for
violating Covid protocols, such as social distancing requirements, found that
those arrested were disproportionately Black or Latinx (Sundquist 2021).

Data is necessary for sound policymaking, but accessing data in a usable
form can be challenging, not just technically but also politically. This chal-
lenge was evident in a legal battle over health data between the provincial
government of British Columbia, on Canada’s west coast, and a coalition
of Indigenous Tribal Councils. Indigenous leaders from these councils
demanded access to Covid-19 datasets collected by provincial health authori-
ties pertinent to their territories so that they could determine the necessity
of stay-at-home orders and resource sharing with other Indigenous nations,
arguing that without detailed case counts and locations they ‘are working
blindfolded” (Slett and Sayers 2020). The province repeatedly denied these
requests, stating that sharing the data would violate privacy laws (The Cana-
dian Press 2020). This case clearly shows the power of being able to control,
interpret and make decisions using data. In this case, Indigenous leaders
claimed that the BC government’s actions reflected ‘a colonial refusal to
share information’ (Slett and Sayers 2020).

Data, as these examples show, has emerged as a flashpoint for widespread
concern over governmental and corporate power. To explore how data has
become a means of exerting power in a knowledge-driven society, this chap-
ter first offers a definition of data as an entirely human-constructed form of
knowledge. It then briefly considers two different types of data, personal and
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non-personal. Then, it offers a sketch of our current data-driven economy
and society. Building on the eight ground rules for understanding knowledge
that we explored in chapter 1, it highlights eight key characteristics, and one
inconvenient truth, of the data-based society as it currently exists.

DEFINING DATA

As chapter 1 laid out, data is a form of knowledge. Often, data is used inter-
changeably with ‘information’ or is treated as a building block for knowl-
edge, which is seen as involving a deeper, more complex understanding of the
world. Our decision to equate data with knowledge is designed to highlight
the fact that data itself is created by human action. It involves an interpreta-
tion of an underlying or not-wholly-accessible reality, which we term infor-
mation, the real ‘raw material’ from which data is created.

Data can never give us a full picture of reality. It is always and everywhere
shaped by our necessarily limited modes of perception and our decisions
about what aspects of a particular phenomenon to observe, capture (as data)
and interpret.

More precisely, data is the knowledge that data collectors perceive as
somehow valuable, interesting or worthy of collecting and using. Makers of
fitness wearables, for example, decided that measuring users’ sleep patterns
and daily activity levels provides useful data about users’ health. However,
many wearables and fitness app companies initially did not capture data about
pregnancy or nursing, an oversight that likely reflects the male-dominated
software development industry, but also aptly highlights how data creation is
a partial representation of reality (Conditt 2019). Because human decisions
about the value of certain information result in the generation of data, there
is no such thing as ‘raw data’ (Gitelman 2013, 2). Data must ‘be imagined as
data to exist and function as such’ (Gitelman 2013, 3). In other words, data
does not exist independently from human actions, and once collected, data
must be interpreted for it to have meaning and value.

Two Types of Data: Personal and Non-Personal

Personal data generally attracts the greatest media and policymaker attention,
as evidenced by the recent spate of data-protection laws in countries world-
wide in the last several years. This attention is unsurprising considering the
harm that can result from the leaking or theft of people’s sensitive personal
data, but personal data is only one category of data, the other being non-
personal data. Non-personal data covers things such as data observed from
industrial processes like the manufacture of pharmaceuticals or commercial
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buildings’ tracking of energy and water consumption and presents its own set
of policy challenges.

Personal data relates directly or indirectly to an identifiable individual. The
EU’s General Data Protection Regulation (GDPR), which came into force in
May 2018 and which is generally seen as the world’s most developed form
of data regulation, defines personal data as ‘a name, an identification number,
location data, an online identifier or to one or more factors specific to the
physical, physiological, genetic, mental, economic, cultural or social identity
of that natural person’ (European Parliament 2018 Art 4(1)).

Personal data is a category that includes data from a variety of sources. A
primary source is user-submitted data (often referred to as volunteered data)
that people generate when they use fitness wearables, gig economy applica-
tions like Airbnb or Uber, or social media platforms, or when they access
online government services. ‘Volunteered’ is something of a misnomer, as
people may have few options but to provide personal data to access necessary
products and services.

Personal data also includes observed data, which captures individuals’
actions and behaviour, such as the collection of geolocational data from pub-
lic transit use or from cell phones. Even more indirectly, personal data can
be inferred by analysing other data to create inferred data. Credit scores are a
common — and highly consequential — form of inferred data. Financial institu-
tions construct credit scores by analysing an individual’s income, spending
habits, debts and other information to build a profile of their creditworthiness
(Lauer 2017).

In a society in which data is a commodity that can be bought and sold, it is
very difficult — and in the absence of regulation practically impossible — for
individuals to understand how the data that they volunteer, or that is collected
via observation, is used. Data freely given for one purpose — for example, data
collected in the course of a job application or a DNA test to trace one’s family
tree — can become inferred data used for different or previously undisclosed
purposes, such as whether an individual (or others deemed via data analysis
to be like them) qualify for life insurance.

In contrast to personal data, and as noted earlier, non-personal data is
a category that covers a vast range of information, including weather and
environmental conditions, as well as industrial activities. The gas and oil
industry, for example, relies upon sensors to detect pipeline leaks, and
shipping companies track vehicles and packages in real time. Similarly,
medical systems may rely upon internet-connected monitoring, diagnostic
and treatment devices to share data among healthcare providers and insurers
(DeNardis and Raymond 2017). From an industry perspective, data-driven
tools like the sensors discussed here are perceived to be essential to making
businesses more effective and productive as they can capture data that may be
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used to reduce waste in production processes or identify possible new product
lines (see Srnicek 2017).

While personal data raises privacy concerns, non-personal data presents
a separate set of policy challenges, primarily related to data control and
ownership. Entities, usually corporations, with the technical and commercial
infrastructure to collect and extract meaning from data can leverage the
skills to dominate industry sectors or to make a private corporation that
collects this data indispensable to, say, a municipal government that wants to
understand traffic patterns for planning purposes. For example, as chapters 6
and 7 explore, companies may establish data monopolies designed to crowd
out other actors that depend on access to data for their own activities. A
growing business for big agricultural firms like John Deere is capturing farm
data — from sensor-studded tractors driven by farmers — and then selling to
farmers insights such as soil or harvesting conditions. Traditionally, farmers
painstakingly collected this information themselves, viewed it as a form of
traditional knowledge about their lands, crops and livestock, and treated it as
proprietary property important to farming as a business. In the data-driven
economy, however, companies, not farmers, largely control agricultural data
at the cost of farmers’ autonomy and in a manner that increases the structural
power of big agri-data firms in the agricultural industry over other industry
actors, as chapter 7 explores.

Addressing these challenges, including whether to promote such monopo-
lies for favoured domestic industries and how to limit the harms resulting
from such control, is a key challenge for the information-imperium state.

The Datafication of Everything

It’s readily apparent in everyday life that more types of data are being col-
lected from people, objects and the built environment than at any time in
the past. Two key drivers of this phenomenon are digitization and datafica-
tion. Digitization is the conversion of information into binary code read-
able by computers. Datafication, a term popularized by scholars Victor
Mayer-Schonberger and Kenneth Cukier (2013; see also van Dijck 2014),
entails capturing a phenomenon in a quantified data format so that it can be
recorded, analysed and accorded value. Datafication ‘necessitates a desire to
quantify and to record’ (Mayer-Schonenberger and Cukier 2013, 78) a wide
range of phenomena that formerly weren’t captured or measured as data.
Locations of people and objects are now routinely tracked: for example,
internet-connected thermostats gather data on the detected motion within
a residence, ambient light levels, temperature, humidity, heating and cool-
ing usage, and carbon monoxide and smoke levels. Human experiences and
interactions are a particular focus, as datafication also involves the process of
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quantifying social interactions into data to make inferences about behaviour,
largely for commercial purposes (see van Dijck 2014).

Just as more phenomena are being datafied, there is a growing array of
actors involved in the collection, storage and use of data. Intensive data col-
lection used to be the exclusive purview of states through tools like the cen-
sus. Now, however, civil society, for example, can work with governments or
industry or act alone to collect data on any number of issues, from pollution
levels, populations of migrating birds and incidents of government corruption
to the number of children travelling to school by bicycle.

Some data may be shared between governments and the private sector, but
there are often legal restrictions on sharing specific state-collected data, espe-
cially data in sensitive areas like health, taxation or security. This, however,
is not always the case. As we discuss in chapters 6 and 8, companies and
governments have become increasingly interdependent in their data practices.
This interdependence is captured by the concept of the information-imperium
state which involves both state and non-state actors as key decision-makers
who not only compete but also cooperate in the exercise of structural power.
With different actors involved in the collection, processing and use of data,
it can be difficult to distinguish public-sector data from private-sector data,
further complicating data governance.

The growing centrality of data to the global economy is evident in what
scholars alternatively term ‘data capitalism’ (West 2019), ‘surveillance
capitalism’ (Foster and McChesney 2014; Zuboff 2015), the ‘information-
industrial complex’ (Powers and Jablonski 2015), ‘platform capitalism’
(Srnicek 2017), ‘informational capitalism’ (Cohen 2019) and the ‘sensor
society’ (Andrejevic and Burdon 2015). Common to these concepts is the iden-
tification of a massive expansion of surveillance systems and data-collection
practices, as well as a focus on control over data. For corporate actors, datafi-
cation typically results in business models built upon the commodification of
data, undertaken through contractual terms-of-service agreements and under
the protection of intellectual property (IP) laws. Companies prefer to treat the
data they collect as proprietary, from which they will extract value, even when
the data originates in the public realm. Companies’ practices of capturing the
lion’s share of accrued value over data can be understood as what Science and
Technology Studies scholar Kean Birch terms ‘data rentiership’, which entails
the transformation of data into an asset, that is, the ‘assetization’ of data to
extract value from data (Birch 2020). Concepts like data rentiership and asseti-
zation are part of a broader scholarship that emphasizes the proprietary control
over the accumulation, ownership and interpretation of knowledge, including
IP (see, e.g., Drahos and Braithwaite 2002). Before being monetized, however,
actors must identify and capture as data the information that they believe is of
potential economic or social value, as we describe further next.
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Data Is Political

Data does not exist independently of people. The processes by which infor-
mation is conceptualized as data to be collected, stored, processed and used
are inherently political. A full understanding of data requires a focus on
human actors and the power relationships at play in how we understand and
use data. Decisions about the production and use of data are subject to power
struggles. Equally importantly, ‘data is generative of new forms of power
relations’ (Bigo et al. 2019, 4).

Decisions to collect and use data are undertaken within specific thought
systems that set out what data is determined to be valuable and what devices
and technologies will capture that data (Kitchin 2014b, 9). In other words,
how we understand data is ‘framed technically, economically, ethically,
temporally, spatially and philosophically’ (Kitchin 2014a, 3). As Science and
Technology Studies scholar Yanni Alexander Loukissas (2019, 14) notes,
data is not universal. Data does not necessarily ‘travel’ well: data practices
and data themselves differ from one context to the next. Tech companies that
operate transnationally, for example, may also transfer or store data outside
the country in which it was collected. Governments, however, may want to
have data stored and governed within the jurisdiction of collection for reasons
of national security or to boost the domestic data economy, thereby conflict-
ing with big tech companies. In response, tech companies like Tencent,
Alibaba, Amazon, Microsoft, Google and Facebook have heavily lobbied
countries, including India or Indonesia that were considering rules that would
require data to be stored within the country of collection (i.e., data localiza-
tion rules) that would conflict with companies’ preferences on transnational
data flows (see, e.g., Basu et al. 2019). As debates over data localization (a
topic we explore in more depth in chapter 9) show, local context matters.
There are always a politics and a culture at play.

DATA’S EIGHT CHARACTERISTICS

Data requires human deliberation to conceptualize the collection of particular
information as valuable or important, such as people’s gaits, facial expres-
sions or real-time locations of public transit vehicles. In other words, data
is subject to politics, and the laws and norms shaping the identification, col-
lection and use of data reflect the historical, social, political and economic
influences of the era. Our current data-intensive economy and society are no
different, reflecting specific state- and market-based interests and rationalities
driving and shaping the mass accumulation and the use of data. With this in
mind, we now turn to data’s eight characteristics and one inconvenient truth.
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Characteristic 1: Data Is Not Neutral

One of the most pernicious assumptions at play in policy circles is the idea
that data is objective, untainted by human norms or bias. Relatedly, techni-
cians and engineers who design and build data-collection and data-intensive
technologies often portray themselves as somehow separate from how their
creations are used and from the ensuing consequences.

As we explained in chapter 1 and as scholars from critical data studies
and Science and Technology Studies have long pointed out, data is not neu-
tral (see e.g., Kitchin 2014b). How we understand and treat data, including
decisions to monetize personal data, reflect specific social, economic, legal
and technological ideas within particular societies (see Kitchin 2014a). As
the following chapters discuss, states and private actors, particularly large
corporations, understand and treat data in ways that reflect specific mindsets.

Bias can be entrenched within the design and operation of technology,
thereby affecting what information is considered data and how it is used
and valued, as well as what populations are deemed more necessary for
intensive monitoring. Scholars and activists have long highlighted bias and
discriminatory features designed into software, particularly anti-Black racism
(Daniels 2013; Noble 2018). For example, automated speech recognition
systems developed by companies like Amazon, Apple and Google have been
found to be more accurate in identifying voice commands from native English
speakers in the United States than speakers with non-native English accents,
and the assistants also have a racial bias in understanding African Ameri-
can speakers compared with white speakers (Koenecke et al. 2020). This
‘accent gap’ (Harwell 2018) highlights a lack of diverse voice data in training
datasets. More broadly, software accuracy problems and lack of training data-
set diversity reflect institutional decisions about what data, populations and
technologies are considered more commercially important than others.

Characteristic 2: Data Is a Product

The collection and use of data are fundamental to the proper functioning of
software-facilitated products and services. Automatic thermostats, for example,
can only work if they can measure the temperature in your house; sensors
designed to measure soil moisture need to detect moisture levels. Such data is
valuable, and not only because it allows the thermostat to regulate the tempera-
ture. Data has become valuable, in and of itself, as a product separate from its
purely instrumental purpose. Business models built upon data extraction have
become increasingly common, collecting and parsing vast amounts of data
from their users. The ‘platform’ — companies such as Uber, Google, Facebook
and even industrial companies like Rolls-Royce, which embed sensors in their
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products to track their usage — are designed explicitly around the imperative of
collecting as much data as possible (Srnicek 2017).

From the user’s perspective, utilizing ‘Google maps or hitting the “like”-
button on Facebook . . . are not motivated by the intention to produce data,
but rather to get directions and to signal approval respectively’ (Grabher and
Konig 2020, 105). This is not how companies see things. As Andrew Ng,
founder of Google Brain project and former chief scientist at China’s Baidu,
explains, in a data-driven economy, tech companies ‘launch products not for
the revenue but for the data’ and then ‘monetize the data through a different
product’ (Lynch 2017).

Data, for them, is a fictitious commodity, to use Polanyi’s term. Data is
not ‘produced for sale’, but is ‘brought to market’ (that is, commodified) by
companies. The problem with data as a fictitious commodity is not the fact
of data collection — you need to provide your location to get Google Maps
to get you to your destination, after all, and we want our sensor-operated
thermostat to turn the furnace off when our room reaches a certain tempera-
ture — but rather when it is repurposed away from the reason for which it
was produced. This repurposing is done not in the interest of the individual,
but of the actor employing the data for another product or service. By com-
modifying their users’ personal data, companies produce ‘surveillance assets’
to generate revenue with the goal of influencing and predicting consumer
behaviour (Zuboff 2015, 81; see also West 2019). Seen in this way, Google
Maps is not a map app but a data-collection mechanism that looks like a map
(Zuboff 2019). The purpose of the app is to collect data; the service delivered
is a means to an end. Music-streaming services like Spotify deliver ‘listening
as a service’ in which the listening audience is commodified. Nor is this data-
based platform economic model limited to the online space. For example, an
executive with Vizio, a California-based television manufacturer, said that
customers can opt out of data collection, but that if they did so, companies
‘would have to charge higher prices for hardware if they didn’t run content,
advertising, and data businesses’ (Patel 2019). Commodifying data, as this
statement makes clear, is at the heart of the Vizio business model.

Characteristic 3: The Centrality of the
Proprietary Control of Data

Closely aligned with the treatment of data as a commodity is the impetus to
retain proprietary control over data — to keep it within the organization, so
that the organization can extract the maximum amount of value. Simply put:
‘Whoever controls data, controls the world’, an oft-quoted statement popu-
larly attributed either to Jack Ma — former chair and one of the founders of
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Alibaba Group, a tech giant in China — or Masayoshi Son, CEO of the Japa-
nese internet, energy and financial conglomerate SoftBank Group (Pfluger
2019). The business models of traditional manufacturers are shifting to
emphasize monetizing data. John Deere, for example, is not only one of the
largest manufacturers of agricultural equipment. It is also a data analytics
company that sells access to data on soil and crop conditions.

Typically, proprietary control over data is contrasted with open-data
frameworks, in which data is publicly accessible for anyone to use. However,
open-access policies are not a panacea when it comes to issues of control.
It takes skill and resources to process and use data, no matter the sources.
Larger companies, with human resources and advanced technical infrastruc-
ture, including data analytics capacity, possess advantages over start-ups
lacking these capacities. Google, Facebook, Amazon, Tencent and Alibaba
are amongst a new generation of actors whose business models focus on the
accumulation and monetization of data. Those who ‘are able to collect data
from multiple sources, aggregate it, and do innovative things with it” (Mayer-
Schonenberger and Cukier 2013, 135) benefit economically from data and,
equally importantly, the authority to create rules regarding the use of the data.

Beyond companies, states have long sought to monopolize data collection,
analysis and use relating to the populations within their territories, linking the
control over data with state sovereignty and, thus, control over their territory
(Kitchin 2014a; Ruppert et al. 2017). State monopoly on data production,
however, has been increasingly challenged by companies active in data col-
lection and analytics. As chapter 8 explores, states may work with private
actors who provide the hardware, software or data expertise to monitor popu-
lations or deliver services such as social assistance or protection of at-risk
children. In other situations, governments may have interests in maintaining
a ‘monopoly of interpretation’ (Baack 2015, 4), in areas of strategic interest
to the state, such as national security.

Characteristic 4: The Surveillance Imperative

Data must be observed to be created and collected. The rising importance
of knowledge in the form of data to the economy and all facets of social life
necessitates constant surveillance of people, objects and their environments,
whether to maximize state or personal security or to maximize profits. While
individuals, companies and states have always engaged in data collection,
the ubiquitous nature of surveillance has changed its goals and effects. Tradi-
tionally, surveillance has been understood as ‘purposeful, routine, systematic
and focused attention’ intended to control or manage specific individuals
or populations, such as who pose a risk to public safety (Lyon 2015). Now,
however, surveillance is increasingly being broadened from focused atten-
tion on targeted individuals to systems of pervasive continuous surveillance.
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The objective of surveillance in such a ‘sensor society’ is to capture ‘a com-
prehensive portrait of a particular population, environment, or ecosystem
(broadly construed)’ (Andrejevic and Burdon 2015, 23) to enable the iden-
tification of patterns in data to understand and, more importantly, anticipate
actions to predict consumer behaviour and, for state actors, to monitor and
control populations.

Both states and corporate actors in the knowledge society are driven by the
ubiquitous surveillance imperative. From social media platforms and smart
cities to software-enabled Internet of Things (IoT) products, companies have
increasingly adopted business models reliant upon the normalization of per-
vasive, continuous surveillance of consumers, as chapters 6 and 7 explore.

With respect to national security, while China is the paradigmatic
example of state surveillance with its systems of online and real-world
surveillance, all states have interests in surveilling and controlling their
populations, as chapter 8 argues. As the US global surveillance system
revealed by Edward Snowden demonstrated (Schneier 2015; Lyon 2015;
Greenwald 2014), such surveillance is not unique to authoritarian countries
but is evident in all countries that define security in terms of the amount of
data to which one has access — that is, countries that embrace the logic of
the information-imperium state.

Characteristic 5: Data Collection Is Speculative

The drive towards total surveillance is complemented and reinforced by the
assumption, or belief, that the value or use of some data may only become
clear in the future. Such data is seen as useful not only for the development
of new products or services but also in terms of safeguarding national secu-
rity. This perspective introduces, in turn, a bias towards data overcollection,
lest you miss out on data that later turns out to be valuable. Or, worse, that
someone else collected that now-useful data.

As a result, data-intensive companies tend to operate with a ‘collect-it-all’
mentality, with the goal of generating ‘new patterns of correlation’ that can
be repurposed indefinitely (Andrejevic and Burdon 2015, 23-24). This data-
maximalist attitude is complemented by a drive to maximize surveillance, to
minimize privacy and to engage in expansive data-collection practices that
amass more data than required for the effective operation of current products
and services, often without the knowledge or consent of customers. Data-
maximalist mindsets are evident in Silicon Valley’s ‘move fast and break
things’ ethos, which condones, among other aggressive business practices,
the all-encompassing collection of data even without users’ permission with
the idea that specific uses will be determined later.

Google’s attempts to map the world offer a particularly egregious case of
this collect-it-all (no matter the legality) mentality. Between 2007 and 2010,
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Google deployed Street View mapping vehicles around cities worldwide,
capturing panoramic digital images of neighbourhoods and collecting Wi-Fi
network data to provide location-based services like mapping (Federal Com-
munications Commission 2012). Google also illegally captured the content of
internet communications, including email and text messages, and passwords.
Over a dozen countries investigated Google for violation of their privacy
laws. Google belatedly admitted to the US Federal Communications Com-
mission that the illegal data collection was a ‘deliberate software-design
decision’ made by Google engineers working on the Street View project
(Federal Communications Commission 2012, 2). Illegal data collection in this
case was not a bug; it was a deliberate decision to collect potentially valuable
information to create new products.

As chapter 8 examines, states also exhibit data collection—maximal-
ist tendencies typical of the information-imperium state. Recall that the
information-imperium state is characterized by an overarching emphasis on
the capture and control of knowledge, in this case data. National security is
a particular focus of states’ speculative, future-oriented, data-driven surveil-
lance. US national intelligence agencies, for example, call upon the private
sector for ways to improve facial-recognition technology, especially by
strengthening identification with other technologies, including ‘whole-body
identification, gait recognition and/or anthropomorphic classification (e.g.,
height, gender)’ (Kimery 2019). The drive towards ubiquitous data collec-
tion is not just a characteristic of state security services but of the state as a
whole, in the name of delivering services like health, immigration and social
assistance programmes.

The speculative, data-maximalist approach characteristic of the infor-
mation-imperium state and the data-driven society stands in stark contrast
to calls for a ‘data-minimization’ approach to commercial and state activi-
ties. Such an approach calls on organizations to collect, use or share only
the personal information that is necessary for the purpose at hand and not
to collect and use personally identifiable information if other information
could serve the same purpose (Cavoukian and El Emam 2014, 4). While the
data-minimization approach is intuitively appealing because it is designed to
maximize user privacy, its implementation, like the exhortation to reduce IP
protections to encourage innovation and cultural creation and consumption,
is a hard sell in a world in which the control over data is a key element of
political, economic and social power.

Characteristic 6: The Presence of Asymmetries of Knowledge

Anyone who has been surprised by the Instagram ad that appeared in your
feed advertising a TV show that you’d been talking about with your friends
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or felt queasy about the data profiles that data-hungry social media plat-
forms have created about you intuitively understands the chasm between
ordinary users and data collectors. This gap, which some scholars term
‘asymmetries of knowledge’ (West 2019; Zuboff 2015, 2019), refers to the
difference between what data companies know about their users and how
little people know about how these companies use their data. ‘Data-poor’
actors have little understanding of the inner workings of data actors’ data-
collection capabilities, how or where data is stored and used, and the short-
and long-term consequences of data commodification and monetization
(Andrejevic and Burdon 2015). Even when data may be freely available,
such as when a city provides open data on public transit, data-poor actors
often do not have the expertise or resources to make sense of or use such
large volumes of data.

Here, it’s important to understand that bits of data on their own — say,
data collected on an individual — have little value. It’s only when that data
is collated with many other data points into large datasets that it becomes
valuable.'

‘Data rich’ actors, in contrast, are large commercial, academic and govern-
ment bodies, including security and military agencies, with the resources to
exploit the opportunities afforded by big volumes of data, notably to operate
costly data infrastructures, especially the development and application of
machine learning technologies to deal with large datasets (Andrejevic and
Burdon 2015, 21). In short, these actors have the necessary infrastructure,
expertise and technologies to analyse large swaths of data, including open
data (Andrejevic 2014). Those who can control data are understood to wield
‘new kinds of informational power’ (West 2019, 22), equivalent to Strange’s
concept of structural power in the knowledge structure: the ability to set the
rules under which others — that is, data-poor actors — operate.

As a quick example, consider the ride-hailing company Uber. Uber’s
control over its drivers exemplifies the knowledge — and power — asym-
metries in the gig economy. The gig economy can be thought of as digital
piecemeal work. Lacking the long-term stability, protection and benefits
offered by traditional employment, gig workers get paid depending on how
many tasks they complete — in this case, taxi rides. Meanwhile, ride-hailing
companies use data-driven algorithms to control the working conditions and
pay of drivers, often in exploitative unfair ways (Calo and Rosenblat 2017).
Uber’s algorithms, for example, sometimes conceal from their drivers their
fares per trip, thereby pushing drivers into working longer hours for less
pay (see also Rosenblat 2018). That drivers don’t have access to this data
or the algorithm that shapes their working lives marks them as data-poor
and solidifies their structural disadvantage when dealing with Uber, their de
facto employer.
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Characteristic 7: Claims of Predictive Accuracy Are Overstated

Another foundational faulty assumption underlying the data economy is that
human behaviour can be objectively and accurately quantified, understood
and predicted through data, an ideology termed ‘dataism’ (van Dijck 2014),
which we will discuss in greater detail in the next chapter. A core claim of
dataism is ‘veracity through volume’ (Crawford et al. 2014, 1667), meaning
that mass amounts of data (‘big data’) are understood to produce valuable
expert knowledge.

A core ideology of the information-imperium state, dataism holds that
data-intensive processes, including regulation via algorithms, are perceived
to be more effective, accurate and efficient than non-big-data human-centred
ways of doing things. Even in light of data-driven debacles such as algorithms
that unfairly deny people public services to which they are entitled, includ-
ing housing and child protection (see Eubanks 2018; Hintz et al. 2018), the
legitimacy and predictive accuracy that industry accords to algorithms can be
‘seductive’ for policymakers (Crawford et al. 2014, 1667).> Algorithms, in
other words, promise straightforward technological fixes to complex social
problems. However, not only are these promises faulty because algorithms
cannot achieve their designers’ lofty goals, but adopting data-driven pro-
cesses to deliver government programmes can further entrench biased and
discriminatory practices.

A dataist mindset typically assumes that data collection is comprehensive
and reliable and that the gathered data is accurate and fully represents the
phenomenon being examined. Not all information, however, can be trans-
lated into data, as aspects of the original phenomenon can become lost or
be untranslatable (Loukissas 2019). Dataism also tends to also overlook the
reality that datasets can be incomplete. Design anthropologist Sarah Pink and
colleagues contend that data can be ‘broken’, necessitating ‘repair and main-
tenance’ work before data analysis can take place, meaning that actors may
manipulate and process data in certain ways to make it ‘useful’ or valuable
for certain purposes (Pink et al. 2018, 3).

The assumption that data can speak for itself also ignores a key insight of
sociologists of knowledge: because data itself is a human product, it will nec-
essarily never be objective. The concept of broken data, meanwhile, reminds
us that instead of assuming data completeness and accuracy, we should be
attentive to the ways that data collection, storage and analysis are partial and
can be faulty or disrupted, while also recognizing the human labour involved
in repairing data to render it valuable.

Algorithms, which are a set of instructions designed to generate a specific
desired outcome, are central to efforts to monitor and predict behaviour
and events, typically through automated decision-making. Similar to the
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economic, political and social power we have accorded data, algorithms are
commonly framed as having significant power and legitimacy, offering the
‘promise of algorithmic objectivity’ (Gillespie 2014, 179). Communications
scholar and Microsoft researcher Tarleton Gillespie notes that this objectivity
is a ‘carefully crafted fiction’ intended to portray 