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Abstract

This thesis consists of two studies: an interview study with 34 early-career developers
and a mining study analyzing 130,000 developer profiles. The interview study examines
developers’ definitions of anonymity, their preferences for anonymity, and their engage-
ment with privacy policies. It also explores whether presenting privacy policies using
contextual integrity principles improves understanding of the privacy policies. The de-
velopers from the interview study defined anonymity as withholding identifiable infor-
mation like name, location, and professional background. The mining study investigates
how much information developers share across platforms and the ease of retrieving their
professional profiles. Our findings show that using Stack Overflow location and screen
name in LinkedIn searches narrows down profiles, but cross-linking Stack Overflow pro-
file data information with GitHub or Twitter adds noise. This research provides valuable
insights into how developers define anonymity, and how that affects their behaviour

when using social coding platforms.
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Chapter 1

Introduction

Developers do not always reveal their true identities on public online social coding plat-
forms. However, platforms like social coding platforms are increasingly adopting meth-
ods for recognition and engagement [64, 123]. From a career development perspective,
linking recognition to their identity can benefit developers, as recruiters and potential
employers often review these profiles [124]. Social coding platforms help developers
build an online portfolio by engaging in open-source projects and knowledge crowd-
sourcing, enhancing their career reputation [60].

Social coding platforms, such as Stack Overflow! and GitHub?, have revolutionized
software development by enabling crowd sourcing knowledge, collaborative coding, is-
sue tracking, and version control [110]. Stack Overflow is a question and answer website
developers use to ask and answer programming-related questions, which hosts 39 mil-
lion users [9]. GitHub is one of the most popular open-source collaborative coding sites,
which hosts about a million users [39]. These platforms provide a space where devel-
opers from around the world can contribute to projects, share their expertise, and build
professional reputations. They facilitate open-source development, where transparency
and community contributions are highly valued. The collaborative nature of these plat-
forms encourages a sense of community and collective problem-solving, driving innova-
tion and knowledge sharing.

Studies show that extrinsic motivations, especially related to career prospects, directly

motivate users to contribute, and gamified incentive mechanisms help achieve this goal

Ihttps://stackoverflow.com
Zhttps://github.com
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[63,17,115]. In recent years, social coding platforms have revolutionized how developers
collaborate, share knowledge, and contribute to open-source projects [17, 115]. Platforms
like Stack Overflow and GitHub facilitate software co-development, knowledge sharing,
and professional collaboration. These platforms enable developers to build an online
portfolio, engage in open-source projects, and crowd-source knowledge, enhancing their

career reputation [60].

1.1 Current Knowledge on Developer Anonymity

There is no one definition of anonymity for software developers [37]. In the broader lit-
erature, anonymity has various definitions that are used throughout different domains.
In its essence, anonymity in the online world is explained as the notion of being seen by
others but not being identifiable [37]. This means that even though people see the activ-
ities one does online, they won’t be able to accurately link that to a real-world person.
To understand anonymity, we would need to take into account both the technical and
social dimensions of the context at hand [92]. In the technical sense, this refers to the
ability of a person to interact in online spaces without their real identity being exposed
or linked to their activities. From a social perspective, anonymity affects the dynamics of
communication, interaction, and collaboration in online communities. Hence, we can’t
conceptualize it in absolute terms but as a fluid concept that can characterize social online
interactions for software developers [92].

Also, the use of real identity and its impact on developers’ careers is controversial
among researchers and practitioners. One of the reasons there is tension between re-
searchers and practitioners is that absolute anonymity can result in developers feeling
less accountable for their actions, it can lead to the spread of misinformation and dis-
courage constructive and respectful interactions [87]. On the other hand, absolute iden-
tification on a platform requires its users to reveal their entire identity, including name,
location, and other personal details [87]. This can help to foster community trust and en-
courage more accurate and constructive interactions. However, if a developer’s identity
is revealed in a negative context, it may expose them to potential risks such as discrim-

ination or harassment [37]. Pseudonymous identification, for example, allows people to
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use a nickname-based screen name. This can provide a false sense of privacy while still
allowing for some trust, accountability, and transparency within an online community.
Ultimately, the appropriate level of anonymity depends on the context and the needs
of the individuals involved [82]. Anonymity is a personal choice, shaped either by indi-
vidual preference or imposed by a platform’s organizational policies. It is highly context
dependent, as individuals” diverse backgrounds, experiences, and identities influence
their expectations and needs for privacy. For example, a software developer contribut-
ing to an open-source project may value anonymity differently than a developer seeking
recognition for their work or career advancement. The individual’s identity such as their
gender, race, cultural background, or professional standing can affect how they perceive
anonymity and what level of protection they seek in online environments [117].
Moreover, in online platforms, particularly in technical communities like social cod-
ing platforms, the decision to remain anonymous or partially identifiable often relates to
concerns around safety, inclusivity, or bias [117]. Marginalized individuals, for instance,
may seek higher levels of anonymity to avoid harassment, discrimination, or biases based
on their real-world identity. On the other hand others may choose partial anonymity or
pseudonymity to balance personal safety with professional recognition or credibility. It is
important for individuals and communities to carefully consider the benefits and draw-
backs of different levels of anonymity to strike a balance that promotes privacy, trust, and

constructive interactions.

1.2 Anonymity and Developer’s Profile on Social Coding Plat-

forms

In this section, we present an initial analysis of the Stack Overflow profiles where devel-
opers can present themselves using the user profile page [61]. Additionally, we present
motivating examples of how users can either enhance or diminish their anonymity based
on their online behavior. By completing their profiles or consistently sharing personal
information, users may unintentionally reveal identifiable patterns that undermine their
anonymity. For instance, adding details like real names, photos, or professional affilia-

tions can make it easier for others to link their online activity to their real-world identity,
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Stack Overflow

Elmira®

Elmira @
z\& linkedin.com/in/elmiraonagh & Toronto, Canada @

Attribute SO Vs LI

Screenname v
Username v
Elmira Onagh @ Location v

elmiraonagh @

North York, Ontario, Canada

FIGURE 1.1: Profile dashboard for “Elmira” (Added by consent)

increasing linkability. On the other hand, users who carefully manage their online pres-
ence limiting what they share and using pseudonyms—can maintain stronger anonymity.
Thus, anonymity and linkability are fluid and can shift depending on how much infor-
mation a user chooses to disclose over time. Stack Overflow allows developers to show-
case comprehensive details in their user profiles, alongside the achievements garnered
through their platform activities, such as badges and reputation points [61]. While the
screen name (display name) and username are the only mandatory information on Stack
Overflow, developers can enhance their profiles by adding further information such as
location, avatar (image), and even further linking GitHub, Twitter, and personal web-
sites. However, it’s noteworthy that developers don’t consistently provide identical de-
tails across these linked accounts nor do they consistently link these accounts.

For example, the developer with the screen name “Elmira” has not provided links
to their GitHub or Twitter profiles on Stack Overflow which can contribute to her being
anonymous. Conversely, they have included a link to their LinkedIn profile on Stack
Overflow. On Stack Overflow, their displayed screen name is “Elmira,” while “Elmira
Onagh” is shown on LinkedIn (See Figure 1.1). In contrast, “Sharuka Thirimanne” ex-
emplifies consistency in their online identity which acts as a barrier to his anonymity.
Their chosen screen name, “Sharuka Thirimanne” remains consistent across Stack Over-

flow, GitHub, and Twitter. Similarly, variations of the username “sharukathirimanne”
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are consistently used on both GitHub and Twitter. Concerning location, Sharuka speci-
fies “Toronto, Canada” on Stack Overflow, “Toronto, Canada” on GitHub, and “Vaughan,
Ontario” on Twitter. Although the locations are not an exact match, there is a notable de-
gree of coherence across his diverse online accounts (See Figure 1.2). A straightforward
search of their screen name on LinkedIn yields two results at the time of writing this pa-
per. However, when combining the screen name with the location, such as “Toronto”,
this search is narrowed down to only one profile which is consistent with their Stack
Overflow, GitHub and Twitter.

The developer using the screen name “Nani” on Stack Overflow has provided links
to their GitHub and Twitter accounts. However, while they go by “Nani” on Stack Over-
flow, their screen names on GitHub and Twitter are “Elim Lemango” and “ElimYLe-
mango,” respectively. Additionally, the username “nani” is used on Stack Overflow,
whereas “elim177” and “elimylemango” are consistently used on GitHub and Twitter.
Location information is consistently shared on Stack Overflow and GitHub but is incon-
sistent on Twitter (see Figure 1.3). A LinkedIn search for this screen name returns 74
profiles, only one of which uses the screen name “Elim Lemango,” matching the one

provided on their GitHub and Twitter accounts.

1.3 Privacy Policies and Contextual Integrity on Social Coding

Platforms

Stack Overflow and GitHub facilitate collaboration among developers. Given the collab-
orative nature of these platforms, privacy policies play a crucial role in protecting user
data, including personal information and code contributions. Given the amount of pub-
licly shared code, discussions, and potentially identifiable profiles, privacy policies play
a crucial role in protecting user data. These policies must not only protect personal in-
formation such as names, email addresses, and locations but also address the ownership
and security of code contributions, which are often closely linked to a developer’s profes-
sional identity. However, research indicates that privacy policies are often complex and
challenging to understand, leading to widespread non-compliance or misunderstanding
among users [106]. The contextual integrity framework, proposed by Helen Nissenbaum,

provides a way to assess privacy practices by examining how information flows conform
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Stack Overflow
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FIGURE 1.2: Profile Dashboard for “Sharuka Thirimanne” (Added by consent)

to social norms within specific contexts. Applying contextual integrity to privacy policies
on social coding platforms could enhance developers” understanding and engagement
by aligning these policies with the expectations and norms of the developer community.
This approach could be more effective than the existing formats (current formats), which
tend to focus on legal compliance rather than user comprehension [130].

Recent studies have also highlighted the impact of the General Data Protection Reg-
ulation (GDPR) on privacy practices across various digital platforms, including social
coding environments. The GDPR emphasizes transparency, data minimization, and user
consent, compelling platforms to update their privacy policies to meet these standards
[24]. Despite these advancements, developers often find it challenging to navigate and
apply these policies, particularly when extracting specific privacy options like opt-out

statements [8]. Thus, while the GDPR has driven significant improvements in privacy
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Stack Overflow
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protection, its implementation in developer-centered platforms requires further refine-
ment to ensure that developers not only understand but also effectively engage with
these policies.

In this thesis, we explored how developers define and perceive anonymity on social
coding platforms, their engagement with privacy policies, and the impact of present-
ing privacy policies in different formats. To this end, we investigated the definition of
anonymity from the perspective of early-career software developers.

We recognize the existence of the different ways developers might act on a platform
based on the context of the platform [69]. This research is important in a time when
online collaboration is essential and open-source community dynamics have a signifi-
cant impact on the direction of technology [69]. We can obtain an understanding of the
many motivations and behaviors that drive collaborative software development by un-

derstanding the specifics of developer anonymity.
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1.4 Thesis Overview

This thesis is manuscript-based and consists of two papers. The first paper is based on
an interview study to define anonymity from the perspective of 34 early-career develop-
ers. Surveys and interviews are established means for the exploration of new notions [79,
77,80, 78, 94, 58, 57, 73]. This paper aimed to investigate early career developers” def-
inition of anonymity and determine their engagement with privacy policies. We aimed
to understand developers’ self-perceived definition of anonymity (RQ1). We further ex-
plored the reasons why developers seek anonymity and the specific activities in which it
is preferred (RQ2). Moreover, we aimed to determine developers” engagement with the
privacy policies of Stack Overflow and GitHub (RQ3) by presenting them with "Personal
Data" sections from these policies. Lastly, we investigated whether contextual integrity
improved developers’ understanding of privacy policies (RQ4) by annotating the policies
and restructuring the policies.

The second paper is a mining study that was motivated by the interview study we
performed to see how easily developers’ professional profiles can be retrieved using their
profile attributes from social coding platforms. Specifically, we determined the extent to
which developers share their identifying information on coding platforms and social net-
works (RQ5). To achieve this, we sampled 130,000 developer profiles on Stack Overflow
and analyzed their profiles across different platforms. We also aim to assess how eas-
ily developers’ professional profiles on LinkedIn can be retrieved using the information
shared on social coding platforms (RQ6), by developing a search and retrieval process
based on the data from RQ5.

In Chapter 2, we present our first paper which is the interview study with the 34
early-career developers, exploring how they define and perceive anonymity on social
coding platforms. This chapter also explores their engagement with privacy policies and
the influence of contextual factors on their understanding of these policies.

In Chapter 3, we present the second paper which is the mining study. We discuss the
extent to which developers share identifying information on social coding platforms and
assess how effectively their social coding platform attributes can be used to retrieve their
professional profiles. In Chapter 4, we present the final conclusions of this thesis and

discuss potential areas for future research.



Chapter 2

Anonymity and Privacy Policies: Software De-
veloper Perceptions and Engagement on So-

cial Coding Platforms

2.1 Introduction

Software developers are increasingly utilizing social coding platforms for collaboration,
knowledge sharing, and career development [60]. According to global data and business
intelligence platform Statista, the software professional population has grown by over
20% in the past five years and is expected to reach 28.7 million in 2024!. These platforms
enable developers to engage in global communities, where they contribute code, seek
help, and build their reputations. Anonymity among software developers is a complex
issue, as it affects interactions, collaboration, and the perception of one’s contributions
[37]. For many, anonymity serves as a protective mechanism, allowing them to engage
without fear of judgment based on their background, experience level, or personal char-
acteristics. This is the norm for early-career developers or individuals from underrep-
resented groups in tech, who may face bias or prejudice when presenting themselves in
these platforms. Anonymity allows them to focus on technical merit rather than being
evaluated based on visible demographic markers such as gender, race, or nationality [34].
Hence, anonymity can create a more equitable space, where diverse voices contribute to

the open-source ecosystem without the barriers of biased judgments.

Ihttps://www.statista.com/statistics/627312/worldwide-developer-population/
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The perspectives of early-career developers and experienced developers on anonymity
and privacy may differ [98]. Early-career developers, especially those from underrepre-
sented groups, may rely on anonymity to contribute more freely without fear of preju-
dice or discrimination[98, 26]. For these early-career developers, anonymity provides a
level playing field where the quality of code and contributions is prioritized over visible
identity factors. This sense of protection can encourage greater participation and help
individuals build confidence in their technical abilities without the pressure of public
judgement. Research shows that underrepresented developers often face higher barriers
in open-source communities, making anonymity a key factor in reducing bias [34].

In contrast, experienced developers might exhibit a more cautious approach, valuing
their established professional identity and being more aware of the potential privacy
implications [26]. They might be more selective about the information they share and
the tools they use, prioritizing control over their digital footprint. Early career software
developers are essential to the software engineering community [128]. For this paper,
we define early-career developers as current students who have less than five years of
experience. Various research studies have explored early-career developers and their
workplace behavior, examining their attitudes and the link between their personalities
and work preferences [45, 2].

Motivated by the lack of research from the perspective of early-career developers and
their views on anonymity, we conducted an interview survey to define anonymity from
their perspective and understand how they perceive their own level of anonymity. In this

context, we addressed four research questions:
RQ1- How do Software developers define anonymity on social coding platforms?

RQ2- How do Software developers perceive their own anonymity on social coding plat-

forms?

RQ3- To what extent do developers engage with privacy policies on social coding plat-

forms?

RQ4- How does presenting privacy policies in contextual integrity (CI) principles affect

developers’ understanding compared to traditional formats?
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2.2 Related Works

In this section, we present a thorough review of existing literature to understand the
definition of anonymity on social media platforms and social coding platforms. We also

present the relationship of anonymity with privacy policies.

2.2.1 Anonymity on social media platforms

Since the age of the Web, anonymity is considered one of the most essential features
of social media [68]. It creates a condition under which individuals can freely express
their views without having to be concerned about public pressure or regulatory repres-
sion, which in turn promotes discussion of controversial issues [49, 68]. Social media
anonymity may also enhance individuals” psychological well-being by increasing their
sense of control over privacy and personal boundaries [21]. However, social media
anonymity reduces the cost of inappropriate behavior and makes it difficult to prohibit
cyber-aggression [27, 43]. There has been previous research that has tried to investigate
the complex interplay between anonymity and identity curation on social media plat-
forms [109, 113]. Identity curation has been defined as the way people present themselves
online in terms of their profile attributes such as their avatars.

As social media platforms go people are on there as social beings who act according to
the platform they are on. A key part to this sociability is our ability to change and adapt
our behavior in response to both internal (e.g., emotion, expectations) and external (e.g.,
audience, environment) factors [42]. This social flexibility extends to our behavior across
contexts—we would not expect a person to behave identically as they transit from work
to home or from home to a night out with friends. This type of context-based behavioral
change is normal and expected by those around us [33, 41]. This may also be seen in
an online context, where a user will behave differently as they move from one online

platform to another.

2.2.2 Anonymity on social coding platforms

Social coding platforms and the interaction among developers have been the subject of
many studies to provide actionable insight [74, 76, 91, 72]. According to Marx [66], being

anonymous means a person cannot be identified according to any of seven dimensions
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of identity knowledge, that is, the person’s legal name, location, pseudonyms that can be
linked to the person’s legal name or location, pseudonyms that cannot be linked to spe-
cific identity information but that provide other clues to identity, revealing patterns of
behavior, membership in a social group, or information, items, or skills that indicate per-
sonal characteristics. In terms of prior research that has been done there are two different
views of anonymity on social coding platforms [30].

Anonymity and identification are important attributes that exist together on these
social collaborative platforms. Anonymity provides users with privacy, allowing them
to ask questions or share information without fear of consequences, while identification
fosters trust within the community and promotes more precise and constructive interac-
tions [82]. Open collaboration platforms that permit anonymity can offer a safer envi-
ronment for individuals who may encounter discrimination or backlash due to stigma-
tized or marginalized identities [12, 48, 31]. While, developers who are not anonymous
will focus more on the validity of the contributed knowledge, and produce more helpful
knowledge, leading to a higher collaboration efficiency [5, 84]. Despite these measures,
it is crucial to acknowledge that not all developers may feel comfortable revealing their
identity, emphasizing the need to define and understand the spectrum of anonymity on
platforms social coding platforms. Anonymous participants lack incentives for their con-
tributions and have less responsibility to finish tasks, this can lead to deception in open
collaboration and delays in task completion [89, 23].

Research shows that online collaboration on social coding platforms yields more tan-
gible outcomes when it includes participants from varying backgrounds [6, 111]. This
diversity brings a wide range of perspectives and experiences, enriching the collabora-
tive process. Anonymity on social coding platforms plays a crucial role in fostering this
diversity. By allowing contributors to remain anonymous, these platforms encourage in-
dividuals to share their opinions and ideas without fear of judgment or bias. This leads to
more equal and unbiased participation, as developers are evaluated based on the merit of
their contributions rather than personal attributes such as their identity, status, or back-
ground [59, 100]. As a result, the collaborative environment becomes more inclusive,
enabling a richer exchange of ideas and more innovative solutions.

To address these tensions, social coding platforms such as Stack Overflow and GitHub

have implemented an identification system based on user profiles [129, 62]. Developers
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can create profiles with details about their education, work experience, and areas of ex-
pertise. This allows other users to assess an individual’s credibility and expertise, which
can help improve the quality and accuracy of the information shared on the platform.
Furthermore, user profiles can aid in the development of community trust, as users are
more likely to interact constructively when they have a reputation to uphold. Regard-
less of the advantages of identification, it is important to recognize that not all users will
feel comfortable revealing their identity on Stack Overflow. Some people still prefer to
remain anonymous for privacy or security reasons, and it is critical that the platform re-
spects these concerns and allows for anonymous participation [105, 71]. To that end, in
this paper, we will define anonymity from the perspective of early-career software devel-

opers and ask them about their perceived anonymity level on social coding platforms.

2.2.3 Anonymity and Privacy policy

A privacy policy is a document, which outlines how service providers process users” or
customers’ personal data [19]. Privacy regulations such as the General Data Protection
Regulation (GDPR) and the California Consumer Privacy Act (CCPA) have been enacted
in recent years, obliging software developers to take actions to protect users’ privacy
[10]. The existence of these laws does not negate the fact that privacy violations are still
common in today’s platforms and applications [35, 67]. Researchers have created frame-
works to help synthesize guidelines and strategies for incorporating privacy values from
the initial stages of design, such as Privacy by Design [15, 16] into the existing platforms
and applications. Privacy by Design framework was originally proposed in 2009 [15],
and was a reference for building privacy-friendly systems [13]. A lot of efforts have been
made to translate “Privacy by Design principles” into concrete design guidelines, such as
the privacy design strategies by Hoepman [44]. However difference between the increase
of privacy framework research and the spread of privacy violations calls for systematic
research into developers’ awareness, the usefulness, and operationality of these frame-
works [121].

There is not much known on the perspective of software developers on the impor-
tance of using privacy policies on their day to day tasks. Privacy policies are essential
in order to inform users not only about personal data but also a user’s ability to re-

main anonymous on platforms. For software developers, particularly on social coding
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FIGURE 2.1: Methodology of our interview study:.

platforms, privacy policies help define what personal information is collected, how it is
used, and what measures are in place to protect their identity. Our research stands out by
examining anonymity through a fresh lens of early-career developers, a user group not
typically considered in this context. Furthermore, we focus on social coding platforms, a
relevant online environment for this population. Our work also explores how developers
engage with privacy policies. By clearly outlining the data collection practices, privacy
policies allow users to make informed decisions when interacting on platforms. Finally,
we investigate the potential of presenting privacy policies with the Contextual Integrity
framework [82], a method that could improve user understanding specifically among
software developers. By focusing on these under-explored areas, our research offers a
unique contribution to the understanding of anonymity and privacy within the software

development community.

2.3 Research Methodology

To determine the answers to our four research questions we carried out an interview
survey which we elaborate in the following section. The main objective of the interview
is to explore the meaning of anonymity for software developers particularly in relation

to platforms’ privacy policies.

2.3.1 Interview Guide

The interview includes four demographic questions to understand participants” profes-
sional roles, residence, experience, and gender. We collected their demographic informa-

tion to understand its potential influence on anonymity preferences. The main part of the
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interview consists of the questions that helped us address the objectives of our interview
study:

Definition of anonymity by developers: We asked a series of six open-ended ques-
tions to determine the developers’ self-perceived definition of anonymity. The purpose
of these questions was to answer RQ1.

Self-perceived anonymity status: We asked a series of eleven questions aimed to un-
cover developers’ self-perceived reasons for seeking anonymity and the specific activities
in which it is preferred. The purpose of these questions was to answer RQ2.

Developers’ engagement with privacy policies: We asked the developers a series
of eight questions to understand their level of engagement with the privacy policy of
Stack Overflow and GitHub to answer RQ3. We presented the participants with “Personal
Data” section from the privacy policies of Stack Overflow and GitHub.

Impact of context on privacy policy understanding: The privacy policies were anno-
tated by the first author using the definition of privacy in terms of contextual integrity.
We asked the developers a series of four questions along with the restructured privacy
policies to see if it improved their understanding of the privacy policy. The purpose of

these questions was to answer RQ4.

2.3.2 Interview Protocol

In this section, we explore the pre-interview process, followed by the interview itself, and

conclude with the post-interview steps for data analysis (See Figure 2.1).

Pre-Interview Setup

Before the interview, we conducted a thorough review of literature, set objectives, ob-
tained ethics approval, performed pilot testing, refined the questions, and prepared the
interview structure to finalize the questions and medium for the study.

@ Searching literature and identifying gaps: We carried out a comprehensive re-
view of relevant research papers to gain insights into ways to perform interview studies
[88, 55, 56, 50, 51, 52, 75]. This review helped us to formulate the interview questions and

identify existing interview protocols used in similar studies.
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@ Setting objectives and constructing questions: Based on the research questions
and literature review conducted, we developed a set of semi-structured interview ques-
tions [70]. We conducted a semi-structured interview because they are frequently used
as a data collection technique within the field of software engineering even though they
involve high costs, since the quality of the collected data is higher [70]. The interview
questions included the main areas to be explored while allowing flexibility for follow-up
questions and in-depth exploration.

@ Obtaining ethics approval: We also applied and received approval from the Ethics
approval board at York University to carry out the interview study.

O Pilot testing: We conducted a pilot test with a small group of software developers
in our close network (convenience sampling) to ensure clarity, flow, and effectiveness in
capturing desired information from the interview survey [95]. The initial test was done
with two developers who were graduate students. This pilot testing helped us refine the
question’s wording and guaranteed the interviewer (first author) covered the intended
scope.

@ Refining questions: Iteratively, we tested and refined the questions using two par-
ticipants so that the questions were clear. We also timed the two interviews and estimated
an average of 40 minutes needed for each interview.

@ Preparing interview structure: The interview guide, which is the set of interview
questions [70] served as a framework, ensuring information related to our initial research
questions was gathered. We also wanted to allow for flexibility to adapt to individual
responses and pursue emerging themes.

@ Finalizing questions and medium: Based on pilot testing feedback, we sharpened

the interview questions for improved clarity.

Interview Conduct

This includes the recruitment, atmosphere, type of interview, length of the interview as
well as the method of capturing responses for the interview we conducted [36].

@ Selecting participants using snowball sampling: We used a non-probabilistic
sampling method known as Snowball sampling to recruit participants. This approach
relies on initial contacts from early career software developers who then refer their peers

and colleagues within their networks [36]. This technique is effective for reaching niche
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populations like early-career developers who might not participate in open recruitment
channels. We conducted interviews with 34 software developers.

© Conducting and administering the interview: Before starting the interview, we
asked participants for their consent by informing them of the purpose of the interview,
data collection procedures, confidentiality measures, and their right to withdraw their
consent at any stage of the interview. We conducted in-person Semi-structured inter-
views by the first author when possible and online Zoom interviews otherwise.

@ Audio recording of interviews: With the permission of participants, we audio-
recorded the interviews with participant consent to ensure accurate capture of responses
for later transcription and analysis. Each interview lasted approximately 43 minutes on

average which was sufficient time for in-depth exploration without participant fatigue.

Post-Interview

After the interview we carried out a transcription of the audio recordings, and analyzed
the texts by coding them.

@ Transcription of audio recording: Audio recordings were transcribed verbatim
to create a text-based record of each interview. We used a transcription service called
Transcribe? to transcribe the audio from the interviews. The interviewees were made
aware that this was a necessary step before the start of the interview.

@ Data coding: We applied an iterative process of coding the interview transcripts
by following the approach of Treude [107]. We used open coding and axial coding to
carry out our qualitative analysis. Open coding in qualitative analysis allows loose and
tentative coding to identify emerging concepts or themes. Axial coding is a technique
for connecting the dots between codes or categories, unveiling relationships and links
within our data. Afterward, we used selective coding to distill the complexity of cat-
egories we created when using axial coding into a clear, understandable, and coherent
story or framework [107]. We coded the results using Taguette® by using the two au-
thors independently. This analysis helped us understand the definitions of anonymity

from the software developer’s perspective.

2https://transcribe.com/
Shttps://app. taguette.org/
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TABLE 2.1: Demographics results of surveying 34 early career software developers.

|

Interview Study Question

| % l

Q1: What is your current professional role? |

Graduate Student B 56%
Undergraduate Student W 24%
Software Engineer 16%

Site Reliability Engineer 13%
Cloud Infrastructure Engineer | 13%

Engineering Manager

13%

Junior Developer

13%

Professor 13%

| Q2: What country do you currently reside?
Canada I 91%
France 19%

| Q3: How many years of experience do you have? |
0-1 years B 49%
1-2 years B 15%
2-3 years W 21%
3-4 years 19%
4-5 years 13%
More than 5 years 13%

Q4. What is your self-identified gender?

Male

. 56%

Female

. 44%

@ Data analysis: The coded data was analyzed to identify recurring themes, pat-
terns, and insights into developers’ perceptions of anonymity on social coding platforms.
@ Reporting results: Finally, we organized the survey results along with the results

from our data analysis and data coding step to report the results in this paper.

24 Interview Study Results

We aimed to study early-career developers; therefore, we recruited 34 early-career devel-
opers. We use the umbrella term early-career developers to refer to individuals who are
graduate and undergraduate students with less than five years of experience in the indus-
try. Early-career developers were chosen because they represent a group that is still in the
process of forming professional habits, navigating the challenges of anonymity and pri-
vacy, and integrating into the collaborative norms of social coding platforms. Throughout
this paper, any reference to “software developers” or “developers” specifically applies to

these early-career professionals.

24.1 Interview study participants

To characterize participants of the interview study we asked the developers a series of

four questions Q1 to Q4 (See Table 2.1).
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FIGURE 2.2: Attributes important for developers to protect through anonymity (Q6).

Experience and background: The participants in our interview study came from a vari-
ety of backgrounds within the software development domain of academia and industry.
The largest group, representing 56% (19 out of 34), were Graduate students. Under-
graduate students made up another 24% (eight out of 34). The remaining participants
were professionals with various titles within the work industry, one Engineering Man-
ager (3%), one Site Reliability Engineer (3%), one Junior Application Developer (3%), and
one Cloud Infrastructure Engineer (3%), including two Software Engineers (6%) where
one of them was also an Educator (See Table 2.1: Q1). There were 34 people that we inter-
viewed of which 91% of the developers were from North America while 9% were from
France, and Europe (See Table 2.1: Q2). Most of the interviewees which accounted for 17
participants had 0-1 years of experience (49%). Followed by five (15%) interviewees who
had 1-2 years of experience in the industry. There were seven developers (21%) within
the 2-3 year experience range of experience and three developers (9%) with 3-4 years of
experience. There was an equal amount of developers (3%) with 4-5 years and more than
five years of experience (See Table 2.1: Q3). Out of the total developers we interviewed
56% (19 out of 34) identified as male while 44% (15 out of 34) identified as female (See
Table 2.1: Q4).

2.4.2 Definition of anonymity by developers (RQ1)

To answer RQ1, we asked the 34 developers a series of six questions from Q5 to Q10 (See

Table 2.2) to determine their definition of anonymity.
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Definition of anonymity by early career software developers

We asked the developers Q5 (See Table 2.2) to define the term “being anonymous online” in
their own way, to which they provided a range of answers. While each person individu-
ally provided reasons, we identified similarities among these definitions. The majority of
developers which is 65% (22 out of 34) defined anonymity as the absence of identifying
information such as name, picture, email, phone number, or even linking their accounts

across platforms. The exact definition P31 provided was

“I think for being anonymous one would probably want to get rid of their profile
picture and any personal information, like your name and address. And maybe where

you live, and where you work.”
P03 mentioned that to them anonymity meant

“If it’s just like an empty profile picture, just some random picture, cause then nobody
can really tell who you are, not even like your gender. And then the username as
well, If it’s like some pretty bland like flower underscore one, two, three that could be

anybody.”

Specifically 9% of the developers (three out of 34) defined anonymity as not having

the ability to cross-link identities across platforms. To this end P09 mentioned

“I would say that if you can basically not find me from one platform on the other. So
on LinkedIn, you can like find me on other platforms, if I want to be known. If I do
not want to be known, like, on Stack Overflow, for example, then you are not able
to find me there through other platforms using my username, email address, and my

picture”

6% of the developers (two out of 34) defined anonymity as a desire for complete sep-

aration between their online and real-life identities. P28 mentioned that

“I would say if you have an identity online, and you have identity in real life. You
just have no connection between the two identities. So if you don’t post the real photo

of you on the platform you can’t make such a connection.”

This emphasizes a strong preference for hiding information. 6% of the developers

(two out of 34) defined anonymity as being completely untraceable through name and
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FIGURE 2.3: Platforms developers have anonymous accounts (according to their own definition):
(a) social media, (b) social coding and professional platforms (Q11).

location searches. An even smaller group, 3% of developers (one out of 34) defined

anonymity as having accounts untraceable to their names and pictures, having unver-

ified accounts, or having no activity at all (See Table 2.2).

Key Finding: For early career software developers, anonymity means not shar-
ing identifiable information such as name, picture, location, or professional back-

ground, while maintaining a clear separation between one’s online and real-life

identities and avoiding cross-platform identification.

Profile information developers’ protect through anonymity and their reasons

We asked Q6 (See Table 2.2) “if there were specific profile information (attribute) developers
aim to protect with the use of anonymity”. Name (Screenname) topped the list, with 56% (19
out of 34) developers seeking to protect that through anonymity. Similarly, location was
a concern for 53% (18 out of 34) developers who preferred anonymity in this aspect. For
profile pictures, 41% (14 out of 34) developers wanted anonymity. Developers also men-
tioned their desire to protect their email addresses, with 38% (13 out of 34) emphasizing
the importance of anonymity for this attribute. Phone number anonymity was important
to 35% (12 out of 34) developers. 12% (four out of 34) of the developers, expressed con-
cerns about protecting their birthdates. Even less concerning attributes were gender, last
name, age, job position, affiliation, username, and education, with only 3% (one out of
34) of developers wanting to protect these through anonymity. (See Figure 2.2).

We followed up with Q7 (see Table 2.2) and asked the developers “to explain why pro-

tecting the specific attributes they mentioned was important to them”. They provided various



Chapter 2. Anonymity and Privacy Policies: Software Developer Perceptions and
22
Engagement on Social Coding Platforms

reasons for valuing anonymity for these attributes. 21% of the developers (seven out of
34) do not want their online persona to potentially lead to their real-world identities. This
notion of separating online and real-world identities is further emphasized by 18% of the
developers who wanted to maintain anonymity as a personal preference because they be-
lieve that their identifiers like their name and picture are unique to them. Another strong
theme is the desire for privacy and avoiding unwanted contact. This is evident in the
high percentage (18%) of the developers (six out of 34) who want anonymity to prevent
conflicts and unwanted contacts, as well as 9% who want to maintain control over who
can identify them in the real world. This might also be linked to a desire not to be con-
fined to a specific online “bubble of where they work, live and study” which was mentioned
by 9% of the developers. 6% of the developers (two out 34) prioritize not being easily
accessible. Other reasons include using their attributes for official accounts and avoiding

cross-platform identification to maintain anonymity on their accounts.

Key Finding: The main reason early-career developers want to maintain
anonymity is that they do not want their online persona to potentially lead to their

real-world identities.

Activities where developers’ require anonymity on social coding platforms

We asked the developers Q8 (See Table 2.2) “if they required anonymity specifically for some
activities on the social coding platforms”. The majority of developers 44% (15 out of 34)
prioritize anonymity when asking questions on Stack Overflow. A significant concern for
15% of the developers (five out of 34) accounts for the potential fear of negative judgment
they might receive based on their online comments on Stack Overflow. This suggests
a broader preference for privacy across various online interactions committing to code
repositories on GitHub (15%). There were 9% of the developers (three out of 34) who
mentioned they require anonymity when browsing, upvoting content (9%), answering
questions (9%) or downvoting content (9%).

There were 9% of the developers who mentioned that they do not see the purposes
of maintaining anonymity even for certain activities on social coding platforms. Some of

the other activities the developers mentioned include working on proprietary software,
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TABLE 2.2: Questions and interview survey results of 34 developers with the objective
RQ1:”Definition of anonymity by developers”

| Interview Study Question | % |

|_Q5: How would you describe being anonymous online? J
Not sharing identifying info like name, bio, email, phone number, picture, link to other accounts I 5%
No cross-platform identification T9%
Separation of real life and online identities T6%
Unfindable when searched by name and location T6%

No one with any proxy would be able to immediately identify the person based on account information 13%
Not being able to trace back an account to the real person 13%
No activity including commits and posting [3%
Unverified account 13%

[ Q6: Which profile information are the most important for you to protect your anonymity? ]
Name I 56
Location I 537,
Picture N 41%

Email B 55%
Phone number B 35%
Birthday W12%
Other information (E.g. gender, age, username, etc) | ] 21%

[ Q7: Why are these profile information the most important for you to protect your anonymity?

To avoid narrowing down my profile with more accurate identification W21%
Avoiding conflicts and unwanted contacts Wis%
Personal preference because of the uniqueness of one’s name W%
Avoid leading to identify me in the real world W9%
Not being identifiable through google search No%
Not to be easily accessible T6%
Other reasons (E.g. used for official accounts, avoid cross platform identification through my information, etc) No%

[ Q8: For which activities do you find anonymity to be crucial on social coding platforms? ]
Asking questions on Stack Overflow 7R
Commenting on Stack Overflow where others can judge me negatively Wi5%
Committing to repositories on GitHub W15%
Browsing on Stack Overflow No%
Answering questions on Stack Overflow W%
Downvoting on Stack Overflow N9%

Upvoting on Stack Overflow To%
Other activities (E.g. working on proprietary software, posting issues, working on low quality projects , etc) 33

[__Q9: Which factors infl your d to share information or engage with other developers on social coding platforms? |
Quality and substance of developers content 65%
Peer anonymity has influence W21%
Educational background matters Wis%

Profile engagement richness matters Wis%
Profile richness matters To%
Other reasons (E.g. post engagement matters, repository engagement matters, etc) T6%

[ Q10: Do you think that having multiple accounts assists with your anonymity? ]
Yes [ I 527
No | W18%

posting issues, working on low quality projects, unintentional anonymity due to limited

activity, avoiding heated topics, and not engaging with content at all.

Key Finding: Developers primarily seek anonymity when asking questions (44%),
making comments (15%), and committing to repositories (15%) primarily to avoid

negative judgment by others on the platform.

Factors influencing developers’ decision to share information on social coding plat-

forms

We also asked the developers Q9 (See Table 2.2) “which factors influence their decisions
to share information or engage with other developers on the social coding platforms”. A clear
majority of 65% developers (22 out of 34) prioritize the quality and substance of their

content. This suggests a preference for valuing contributions based on the quality of
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ideas and solutions shared, rather than focusing heavily on individual backgrounds. For
21% of the developers (seven out of 34), the anonymity of their peers on the platform
influences their decision to engage with them on the platform.

The richness of profile engagement (interactions with other developers’ profiles) is
important to 18% of developers (six out of 34) when sharing information or engaging
with others. Educational background of the other developers plays a role for about 18%
of the developers (six out of 34) to engage with them. Similarly, some of the other fac-
tors such as post and repository engagement have a minor influence on the developers

decision.

Key Finding: Majority (65%) of developers place a higher value on the quality of
content and ideas shared on the platforms rather than on the detailed profiles of
contributors when sharing or engaging with other developers on the social coding

platforms.

We also asked the developers Q10 (See Table 2.2) “if they think having multiple accounts
can help with anonymity" where 82% (28 out of 34) developers said yes while 18% (six out

of 34) developers said no.

2.4.3 Self-perceived anonymity status (RQ2)

To answer RQ2, we asked the developers a series of eight questions Q11 to Q18 (See
Table 2.3) to understand their self-perception of anonymity on social media (§9), social
coding (¢/>), and professional platforms (@). To avoid redundancy, we have written the
questions we asked during the interview only once and have indicated them with an

asterisk (*) to present the results.

Developers” anonymous accounts

* We asked the developers Q11 (See Table 2.3) “based on their own definition of anonymity, on
which social media (§3), social coding (</>), and professional platforms (@) they have anonymous
accounts”.

¢ Social media platforms: On Instagram 15% (five out of 34) developers reported

having anonymous accounts. On Reddit, Twitter, and Discord it was the same number
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TABLE 2.3: Questions and interview survey results of 34 developers with the objective of “RQ2:
Self-perceived anonymity status”

Interview Study Question |

%

|_Q11: Based on your own definition, on which social media, social coding or p

1 platforms are you anonymous?

Stack Overflow 56%
Instagram Wi5%
GitHub H12%
Reddit T6%
Twitter T6%
Discord Te%

Other platforms (E.g. Facebook, LinkedIn) T6%

Q12: Why did you choose to remain anonymous on any of your social media, social coding platforms or professional accounts? |

Do not wish to associate online activity with real-life identity be- B 35%
cause of the permanency of content online
Peer anonymity influence T9%
Due to the nature of the platform T6%
Not a content creator T6%
Other reasons (E.g. avoid linking questions to me to avoid possi- 549,
ble backlash, etc)

[ Q13: How important is it for you to remain anonymous on social coding platforms?
See Figure 2.4

[ Q14: On which of your social media, social coding or prof I platforms do you use real photos?
LinkedIn 88%
Instagram N 657
Facebook W 29%
GitHub W 24%
Snapchat Wis%
Twitter W18%
Stack Overflow W15%
Youtube T6%
Tiktok T6%

W15%

Other platforms (Messenger, Telegram, Discord, etc)

Q15: What social media, social coding, and p

LinkedIn

T
platforms have you included in your
L oo

GitHub

| T 557,

Q16: In your resume, why have you included, the social media, social coding, p

I platforms that you mentioned?

GitHub

LinkedIn

To show case projects T 597

To show past experience ISR

For job recruitment T9%

For networking

24%

To show technical background projects and skills T6%

For job recruitment T9%

To portray professional self T6%

To portray professional self T6%

Other reasons I 6%

Other reasons | 3%

T

Q17: On which of your social media, social coding or prof

platforms do you have multiple accounts?

Instagram I 36°%
GitHub T9%
Twitter To%
Other platforms (E.g. Youtube, Stack Overflow) N9%

s

I platforms you mentioned?

Q18: Why do you have multiple accounts on your social media, social coding and pr

To showcase hobbies

W 249,

To separate concerns between close circle and generic follows W15%
To separate concerns between personal circle and work account T6%
To separate concerns between close circle and career development T6%

of people who reported anonymous accounts which was 6% (two out of 34) developers.

On Facebook 3% of the developers (one out of 34) reported anonymous accounts.

</> Social coding platforms: 32% of the developers (11 out of 34) reported having no

anonymous accounts. Majority of the developers 56% (19 out of 34) reported anonymous

accounts on at least one platform. From the social coding platforms, Stack Overflow was

the platform with the most anonymous accounts reported, with 56% (19 out of 34) anony-

mous accounts. On GitHub it was 12% (four out of 34) developers who had reported

anonymous accounts (See Figure 2.3).

@ Professional platform: On LinkedIn, it was 3% of the developers who had reported

anonymous accounts.
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Developers’ reasons for having anonymous accounts

* We asked the developers Q12 (See Table 2.3) “the reason for making an account anonymous
on social media (§3), social coding (</>), and professional platforms (@)".

¢ Social media platforms: 9% of the developers (three out of 34) mentioned peer
anonymity influence as their reason for maintaining anonymous accounts on Discord. 6%
of the developers’ (two out of 34) reason for having anonymous accounts on Reddit was
because of the nature of the platform which enforces anonymity. 6% of the developers’
(two out of 34) reason for maintaining anonymous accounts on Facebook was because
they were not content creators. Some of the other reasons the developers mentioned are
wish to not be noticed on the platform, having limited activity, to avoid cross platform
identification by the platforms, and showcasing hobbies on their social media that they
prefer not to display to a broad audience were mentioned by 3% of the developers.

</> Social coding platforms: Majority of the developers’ 35% (12 out of 34) reason for
having anonymous accounts on Stack Overflow is because they do not want to associate
their activity on the platform with their real-life identity because they feel once they put
out content (in the form of questions, answers, comments) it will remain accessible for a

while. To this end, P09 mentioned

“I'm anonymous on Stack Overflow because I don’t use my real name, there’s no
picture. I don’t want my accounts linked back to me in real life and I don’t want that
to affect me negatively because of the permanency of the internet so that’s why I am

anonymous.”

3% of the developers (one out of 34) also have anonymous accounts on Stack Over-
flow, to avoid negative consequences associated with their online actions or opinions.
3% of the developers were unintentionally anonymous on Stack Overflow due to creat-
ing accounts through GitHub. In addition 3% of the developers actively avoid having
their online presence tracked across social coding platforms.

@ Professional platform: Some developers (3%) use LinkedIn anonymously to view
profiles.

We conducted a correlation analysis between different platform categories. The aver-

age correlation coefficient between social coding platforms (Stack Overflow and GitHub)
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TABLE 2.4: Questions and results for 34 developers interview RQ3 objective “Developer engagement
with privacy policies”

Interview Study Question |

Q19: Which of the privacy policies, either Stack Overflow’s or | %
GitHub’s, have you read?

Stack Overflow 0%
GitHub 0%

[ Q20: Why you have not read these privacy policies? %
Lengthy B 71%
Trust in platforms 19%
Need for use of the app 19%
Other reasons W18%
Q21: How much time would it take you to read Stack Overflow privacy | minutes
policy?

Average time 27 min.
0Q22: How likely is it for you to indeed read through Stack Overflow’s | Likert
policy fully?

See Figure 2.8

023: What was the most important policy in Stack Overflow’s privacy | %
policy?

“collection of information such as your username” B 37%

[ Q24: How much time would it take you to read GitHub privacy policy? | minutes |
Average time 12 min.
0Q25: How likely is it for you to indeed read through GitHub’s policy | Likert
fully?

See Figure 2.8

[ Q26: What was the most important policy in GitHub’s privacy policy? | % |

“collection of information such as your name...” B 39%

and social media platforms (Instagram, Facebook, Reddit, Twitter, Discord) is 0.65, in-
dicating a strong correlation. This suggests that developers who have anonymous ac-
counts on social coding platforms are also likely to behave the same on social media. On
the flip side, the average correlation coefficient between the developers on social coding
platforms and professional platforms (LinkedIn) is 0.34, which indicates a weaker cor-
relation. This implies that the developers presence on social coding platforms does not
strongly correlate with their presence on professional platforms. The average correlation
coefficient between social media platforms and professional platforms is 0.43. This sug-
gests that developers with anonymous accounts on social media have more of a tendency

of also behaving the same on professional platforms.

Key Finding: When comparing the developer’s behavior in terms of anonymous
accounts on social media platforms against social coding platforms and profes-
sional platforms we see that developers tend to have anonymous accounts on social

coding platforms with a high correlation of 0.65 to avoid associating their activity

on the platform with their real-life identity.
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Importance of anonymity on social coding platforms

We asked the developers Q13 (See Table 2.3) “to express the importance they place for anonymity
on Stack Overflow and GitHub”. Their response was reported on a Likert scale from one
(very low importance) to five (very high importance).

On Stack Overflow seven developers (21%) reported a very low importance for anonymity,
seven developers (21%) indicated a low importance for anonymity, 11 developers (32%)
felt a moderate importance for anonymity, six developers (18%) reported a high im-
portance for anonymity, three developers (9%) indicated a very high importance for
anonymity.

On GitHub, 10 developers (29%) reported a very low importance for anonymity, 11
developers (32%) indicated a low importance for anonymity, eight developers (24%) felt
a moderate importance for anonymity, four developers (12%) reported a high importance
for anonymity and one developer (3%) indicated a very high importance for anonymity

(See Table 2.3: Q13).

Key Finding: Developers placed a higher perceived importance on anonymity on
Stack Overflow compared to GitHub in their early careers, primarily due to fears

of having their questions attributed to them and the potential negative impact on

future employment opportunities.

Developers’ choice of real profile pictures

* We asked the developers Q14 (See Table 2.3) “on which on social media (§), social coding
(<I>), and professional platforms (@) they use real profile pictures”. We define a real profile

picture as one that contains a graphic representation of the account owner.

GitHub ‘ ‘

Stack Overflow ‘ ‘

0 20 40 60 80 100
‘ M Very low importance @ Low importance CJModerate importance 1 High importance M Very high importance ‘

FIGURE 2.4: Importance of anonymity for the developers on Stack Overflow and GitHub (Q13).
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¢ Social media platforms: On Instagram, 68% of the developers (23 out of 34) use
real photos. On Facebook, 29% of the developers (10 out of 34) use their real photos.
On Snapchat and Twitter, 18% (six out of 34) use real photos. On YouTube and TikTok,
6% (two out of 34) use real profile pictures. 6% of the developers reported not using
real photos on any platform. On other social media like Messenger, iMessage, Discord,
Bereal, and Telegram had 3% each using real photos (See Figure 2.5).

</> Social coding platforms: On GitHub 24% (eight out of 34) developers use their
real photos while on Stack Overflow 15% (five out of 34) developers use their real photo.

@ Professional platforms: Our interview study reveals that the developers have a
clear preference for using real profile pictures on professional platforms. The developers
more frequently share their profile picture on LinkedIn, with 88% (30 out of 34) using
their real profile pictures.

We conducted a correlation analysis regarding the tendency to share real profile pic-
tures across different platform categories. The average correlation coefficient between so-
cial coding platforms (Stack Overflow and GitHub) and social media platforms is -0.18,
which indicates a weak negative correlation. This suggests that individuals who share
real profile pictures on social coding platforms are less likely to do so on social media.
In contrast, the average correlation coefficient between social coding platforms and pro-
fessional platforms (LinkedlIn) is 0.21, reflecting a weak positive correlation, suggesting
a slight tendency for individuals who share real profile pictures on social coding plat-
forms to also do so on professional platforms. The strongest correlation we observed is
between social media platforms and professional platforms, with an average correlation
coefficient of 0.68. This indicates a strong positive correlation, suggesting that individ-
uals who share real profile pictures on social media are highly likely to do the same on

professional platforms like LinkedIn.

Key Finding: When comparing developers’ tendencies to share profile pictures on
social media versus social coding and professional platforms, we can see that they
are less likely to share profile pictures on social coding platforms with a correlation
of -0.18 and more likely to use personal identification on professional and social

media platforms with a correlation of 0.68.
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Platforms developers include in their resume with reasons

* We asked the developers Q15 (See Table 2.3) “which social media (¢), social coding (</>),
and professional platforms (@) they provide a link to in their resume”. We found that none of
the developers provided their social media in their resumes.

</> Social coding platforms: 85% of the developers (29 out of 34) include GitHub in
their resumes. We followed up with Q16 (See Table 2.3) and asked the developers “why
they included the social coding platform in their resume”. The reason 59% of the developers

included GitHub in their resume was to showcase projects. To this end, P23 stated:

“I have included GitHub in my resume because it’s more professional and I use them

more to showcase my projects.”

While 9% of the developers mentioned job recruitment as a reason. 6% of the developers
mentioned demonstrating technical skills as a reason. 6% of the developers incorporate
GitHub in their resume to portray their professional selves.

@ Professional platforms: We found that 94% of the developers (32 out of 34) include
LinkedIn in their resume.

We followed up with Q16 (See Table 2.3) and asked the developers “why they in-
cluded the professional platform in their resume”. 41% of the developers mentioned including
LinkedIn in their resume to highlight past experience. The reason mentioned by 24% of
the developers (eight out of 34) was to focus more on professional networking. While

9% of the developers’ (three out of 34) reason was for job recruitment. Only 3% of the
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FIGURE 2.5: Platforms developers use real profile pictures on: (a) social media, (b) social coding
and professional platforms (Q14).
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TABLE 2.5: Important statements for the developers from Stack Overflow’s privacy policy (Q23).

Stack Overflow’s privacy policy % of people
We collect information such as your username, password, email address, and IP | Bl 37%
address (collected at each site visit). This information is also used to identify
individual users.

Your username and additional content you provide, including your profile pic- | W19%
ture, question and answer content, and your reputation, are visible publicly.
We do not and will not sell your personal information H15%

We collect information through third-party services, such as Third party services B 15%
Google Ads and Google Analytics, for the purposes of serving targeted adver-
tisements, personalized content, and analytics.

We collect location information about non-members including your IP address, 19%
your location, browser information, and how you came to the Stack Overflow
Network for individuals who are non-members to provide advertising, localized
content, recommendations, and marketing.

We collect location information about members including your IP address, your | 16%
location, browser information, and how you came to the Stack Overflow Network
for individuals who are non-members to provide advertising, localized content,
recommendations, and marketing.

We collect contact data including delivery address, email address, and telephone | 13%
numbers for operational purposes, including providing Services and Products.
We use web browser and mobile analytics to allow us to understand Networkand | 3%

Apps functionality. In doing so, we record information including, for example,
how often you visit the Network, how often you contribute content, Network and
App performance data

developers (one out of 34) use LinkedIn for self-promotion. Our findings suggest devel-
opers rely more on established platforms to include in their resume, with GitHub ideal
for code and projects (85%), and LinkedIn for professional presentation and networking
(94%). The reason developers share their GitHub and LinkedIn profiles in their resume

is to showcase projects (59%) and to show past experience (41%).

Developers’ multiple accounts along with their reasons

* In Q17 (See Table 2.3), we asked the developers “on which on social media (§3), social
coding (</>), and professional platforms (@) they have multiple accounts”.

¢ Social media platforms: The interview survey revealed that the majority of devel-
opers 50% (17 out of 34) had a single account across platforms. On Instagram 36% (12
out of 34) developers have multiple accounts. On Twitter 9% (three out of 34) developers
(See Figure 2.6). We followed up with Q18 (See Table 2.3) “the reason as to why the develop-
ers have multiple accounts on social media platforms”. Some developers mentioned having a
separate account specifically for showcasing hobbies on Instagram which was 24% (eight
out of 34). In addition on Instagram where 15% developers (five out of 34) reported using

multiple accounts to separate close friends from general followers. To this end P11 stated:

“I have multiple accounts on Instagram for my different hobbies, which I just don't

really want to continue.”
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TABLE 2.6: Important statements for the developers from GitHub’s privacy policy (Q25).

GitHub’s privacy policy % of people
We collect information provided for promotional communications such as name, | Bl 39%
email address, and company name.
We may share Personal Data with the following recipients: Abuse and Fraud | Bl30%
Prevention Entities. We may disclose Personal Data based on a good faith belief
it is needed to prevent fraud, abuse, or attacks on our Services, or to protect the
safety of GitHub and our users.

When you use our Services, we collect Personal Data included as part of the infor- | M 24%
mation you provide such as code, inputs, text, documents, images, or feedback.
We use cookies and similar technologies to provide essential functionality like | 19%
storing settings and recognizing you while using our Services.

We collect information to create a user profile, which may include a photo, addi- | 16%
tional email addresses, job title, or biography.

GitHub uses cookies for users login information and preferences to provide, se- | 16%
cure and improve our Service or to develop new features and functionality of our
Service.

In some cases, you provide us with ethnicity, gender, or similar demographic | 3%

details which we collect.

On Twitter 6% of the developers (two out of 34) mentioned using multiple accounts
to separate close circle and career development. This allows them to maintain privacy
boundaries, address specific needs on different platforms, and potentially maintain some
degree of anonymity in certain contexts.

¢ Social coding platforms: 9% of the developers (three out of 34) on GitHub had
multiple accounts. While on Stack Overflow 3% of developers (one out of 34) had multi-
ple accounts. We followed up with Q18 (See Table 2.3) “the reason as to why the developers
have multiple accounts on social coding platforms”. Developers who had multiple accounts
mentioned they wished to maintain clear boundaries between their professional and per-
sonal online identities on GitHub. 6% of the developers (two out of 34) mentioned that
they have multiple accounts on GitHub for potentially managing personal projects or

work-related content.

Key Finding: When comparing developers’ attitudes on social coding and profes-
sional platforms to their social media, we observe a tendency to maintain multiple
accounts on social media. This is driven by their desire to distinguish between

different types of connections.

2.4.4 Developers’ engagement with privacy policies (RQ3)

To answer RQ3 we asked the developers a series of eight questions to determine their

engagement with privacy policies.
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Previous reading status of social coding platforms privacy policies

We asked the developers Q19 (See Table 2.4) “if they had read the privacy policies of Stack
Overflow or GitHub” to which 100% (34 out of 34) developers said that they had not done
so. We also asked Q20 (See Table 2.4), “the reasons as to why they did not read the privacy
policies of Stack Overflow and GitHub” to which they listed several reasons (See Table 2.4).
The most significant factor is the lengthiness of the policies which is mentioned as a
reason to skip privacy policies due to the high volume of information by 71% of the de-
velopers. Some developers (3%) stated that the lack of alternatives even if they disagree
with the policies is the reason they do not read privacy policies. 3% of the developers con-
sider the policies similar to others they’ve encountered that discourages reading. 12% of
the developers trust the platforms to handle their data responsibly, while some 9% of

them see using the app as a necessity despite potential privacy concerns.

Key Finding: We found that on average 100% of the early-career developers did
not read privacy policies of Stack Overflow and GitHub. The main reason is the
lengthiness of documents (71%), trust in the platforms (12%), and the need to use

them (9%).
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FIGURE 2.6: Developers have multiple accounts on: (a) Social media platforms, (b) Social coding
and professional platforms (Q17).
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Average time perceived to be taken by Developers to read social coding platforms’

privacy policies

We asked the developers Q21 (See Table 2.4), “how much time they believed it would take
them to read the privacy policy of Stack Overflow”. Stack Overflow’s privacy policy, which
was coded and addressed under personal data was 12 pages long. The developers said on
average it would take them 27 minutes to read due to the length. We asked the developers
Q24 (See Table 2.4), “how much time they believed it would take them to read the privacy policy of
GitHub”. GitHub’s privacy policy, which was coded and addressed under personal data
was five pages, to which on average the developers said it would take them 12 minutes

to read due to the length.

Key Finding: We found developers rarely read privacy policies on Stack Overflow
or GitHub in their own time because it would take them on average 27 and 12

minutes respectively to read in full.

Current reading status of privacy policies

In our controlled study, we set specific reading times for developers to review the privacy
policies during the interview. Developers were given 10 minutes to read Stack Overflow’s
12-page privacy policy and 5 minutes for GitHub’s five-page privacy policy. These times
were determined based on an estimated average reading speed of one minute per page
[40].

After reading the privacy policies we asked the developers Q22 (See Table 2.4) which
is “how likely it would be for them to read the privacy policy of Stack Overflow after knowing

Box Plot of Reading Time for Privacy Policies

g

Stack Overflow GitHub
Privacy Policy

40 -

Minutes

FIGURE 2.7: Likeliness of reading Stack Overflow” and GitHub’s privacy policy (Q22) and (Q25).
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FIGURE 2.8: Likeliness of reading Stack Overflow’s and GitHub's privacy policy before and after
applying Contextual Integrity on the policy (Q22), (Q25), (Q30), and (Q31).

the terminologies”. This question is a five-point Likert scale which ranges from very un-
likely (score of one) to extremely likely (score of five). On Stack Overflow the majority
of developers, 38% (13 out of 34) developers reported a very unlikely chance of reading
the privacy policy (score of one). This was followed by 26% (nine out of 34) indicat-
ing an unlikely chance of reading the policy (See Figure 2.8). This data suggests a need
for increased awareness among developers about the importance of understanding Stack
Overflow’s privacy practices.

When we asked the developers Q25 (See Table 2.4) “how likely it would be for them to
read the privacy policy of GitHub after knowing the terminologies”. We observed that 29% (10
out of 34) developers reported a very unlikely chance of reading it (score of one), the same
percentage (29% or 10 out of 34) indicated a somewhat unlikely chance (score of two) (See
Figure 2.8). This data suggests a need for improved communication and education about

GitHub’s privacy practices.

Key Finding: After the developers read the privacy policies, the majority reported
that they are either very unlikely or unlikely on the Likert scale to read the privacy
policies of Stack Overflow and GitHub (64% and 58%, respectively). Our interview
results suggest a need for improved communication and education around Stack

Overflow’s and GitHub’s privacy practices.

Important statements from the privacy policies of social coding platforms

After reading the privacy policy of Stack Overflow we asked each developer Q23 (See
Table 2.4) “to point to an important statement they found”. They mentioned nine statements
overall which they said were important to them (See Table 2.5). One of the most impor-

tant statements for 37% of the developers (12 out of 34) was
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TABLE 2.7: Questions and results for 34 developers interview RQ4 objective “Impact of context on
privacy policy understanding”

Interview Study Question |

Q27: How would you rank Stack Overflow’s statements based on CIin | See Figure: 2.9
order of importance?

Q28: How would you rank GitHub’s statements based on CI in order | See Figure: 2.10
of importance?

Q29: Do you believe adding the CI structure helped you with under- | %
standing of these policies?
Yes I 97%
No 13%

Q30: How likely is it for you to read Stack Overflow’s policy if it was | See Figure: 2.8
restructured as such?

Q31: How likely is it for you to read GitHub’s policy if it was restruc- | See Figure: 2.8
tured as such?

“We collect information such as your username, password, email address, IP address
(collected at each site visit) in which this information is also used to identify individ-

ual users.”

The statement that was second most important to 19% of the developers (six out of 24)

on Stack Overflow is

“Your username and additional content you provide including your profile picture,

question and answer content and your reputation are visible publicly.”

The third most important statement to 15% of the developers (five out of 24) on Stack

Overflow is
“We do not and will not sell your personal information.”

After reading the privacy policy of GitHub we similarly asked each developer Q26
(See Table 2.4) “to point to an important statement they found”. They mentioned eight state-
ments that they said were important to them (See Table 2.6). One of the most important
statements for the developers which were identified by 39% (13 out of 34) of the devel-

opers was

“We collect information provided for promotional communications such as name,

email address, and company name.”
The second most important statement to 30% of the developers (10 out of 34) on GitHub
is

“When you use our Services, we collect Personal Data included as part of the infor-

mation you provide such as code, inputs, text, documents, images, or feedback.
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FIGURE 2.9: Heat map of the Stack Overflow privacy policy ranking provided by the developers
for the documents that were restructured using Contextual Integrity

The statement that was the third most important to 24% of the developers (eight out
of 34) on GitHub is

“When you use our Services, we collect Personal Data included as part of the infor-

mation you provide such as code, inputs, text, documents, images, or feedback.”

2.4.5 Impact of context on privacy policy understanding (RQ4)

Contextual Integrity is a theory that views privacy as the appropriate flow of information,
determined by compliance to established and legitimate informational norms within a
specific social context [81]. We used the framework proposed by contextual integrity for
the privacy policies to recognize appropriate information flows on Stack Overflow and
GitHub. We used the sender, subject, recipient, attribute, and transmission principle to
form these complete information flows [99]. To answer RQ4 we asked the developers a
series of five questions by adjusting the privacy policies of Stack Overflow and GitHub.
We adjusted the 12-page Stack Overflow and five-page GitHub privacy policies using the

framework Contextual Integrity (CI) [82].
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FIGURE 2.10: Heat map of the GitHub privacy policy ranking provided by the developers for the
documents that were restructured using Contextual Integrity

Ranking using Contextual integrity on social coding platforms privacy policy

In our research, we aimed to understand how developers perceive privacy policies when
they are presented using the theory of contextual integrity. Contextual integrity, as a
framework, emphasizes the importance of context in understanding privacy norms and
expectations. We aimed to see if restructuring privacy policies according to this frame-
work would impact developers” understanding of these policies.

To achieve this, we extracted complete information flows from the privacy policies of
Stack Overflow and GitHub. The research team restructured these policies according to
the principles of contextual integrity, ensuring that the context of information flow was
clearly articulated. To this end we extracted the statements and clearly listed out the
sender, subject, receiver, attribute, transmission flow from the privacy policies. For Stack
Overflow, we identified 13 information flow statements from the restructured privacy
policy. We presented these statements alongside the original versions to the developers
and asked them to rank these statements in terms of importance. This was done through
Q27 (See Table 2.7), which we asked the developers to "rank the statements of Stack Overflow

after applying contextual integrity."
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Our results showed a strong preference for certain statements. The statement "We
do not sell and will not sell your personal information" was particularly noteworthy, as it
was ranked first 18 times by the developers (See Figure 2.9). This indicates a high level
of concern among developers about the sale of personal information, highlighting their
priority for policies that protect their data from commercial exploitation.

Similarly, for GitHub, we identified 10 complete information flow statements from the
restructured privacy policy. Developers were asked to rank these statements through Q28
(See Table 2.7), where we asked "to rank the statements of GitHub after applying contextual
integrity." In the case of GitHub, the statement "We do not sell and will not sell the personal
information of known minors under 16 years of age" emerged as the most significant, being
ranked first eight times by the developers (See Figure See Figure 2.10)). This reflects a
strong concern for the protection of minors” personal information, which aligns with the
general societal expectations about protecting vulnerable populations.

These findings suggest that when privacy policies are presented with clear contextual
integrity, certain statements resonate more strongly with developers. These statements
often relate to the non-commercial use of personal information and the protection of vul-
nerable groups. The implications of these results are significant for the software develop-
ers on the platform and policymakers. By structuring privacy policies in a way that aligns
with the principles of contextual integrity, platforms can enhance transparency and trust
among their users. This can lead to higher engagement and a more positive perception

of the platform’s commitment to user privacy.

Impact of Contextual integrity on developer understanding

We asked the developers Q29 (See Table 2.7) which is “if they believed that changing the
privacy policy using Contextual Integrity helped to understand Stack Overflow’s and GitHub's
policy better” to which all 97% (33 out of 34) developers said yes. In addition, when we
asked them Q30 “about the likeliness of reading the restructured privacy policies on Stack Over-
flow”. 6% of the developers (two out of 34) reported a very unlikely chance of reading a
restructured privacy policy while 29% of the developers (10 out of 34) expressed a likely
chance of reading a restructured Stack Overflow privacy policy. There were 41% of the
developers (14 out of 34) that indicated a very likely chance of reading the restructured

policy. While 24% of the developers (eight out of 34) reported an extremely likely chance
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of reading a restructured Stack Overflow privacy policy (See Figure 2.8). Our findings
suggest that the traditional presentation of privacy policies lacks effective alternatives
for enhancing comprehension. Restructuring privacy policies using Contextual Integrity
principles can significantly improve users” understanding and engagement with these
documents.

We also asked the developers Q31 (See Table 2.7) which is “about the likeliness of reading
the restructured privacy policies of GitHub”. On GitHub 6% of the developers (two out of 34)
reported a very unlikely chance of reading a restructured privacy policy, while 3% of the
developers (one out of 34) indicated an unlikely chance of reading the restructured policy.
There were 21% of the developers (seven out of 34) who expressed a likely chance of
reading a restructured privacy policy while 44% of the developers (15 out of 34) indicated
a very likely chance of reading the restructured policy. There were 26% of the developers
(nine out of 34) reported an extremely likely chance of reading a restructured GitHub
privacy policy (See Figure 2.8).

A comparison of developers’ likelihood of reading restructured privacy policies on
Stack Overflow and GitHub highlights both differences and similarities. For both plat-
forms, 6% of the developers reported a very unlikely chance of reading the restructured
privacy policy. However, there is a difference in the unlikely category: 29% of develop-
ers indicated an unlikely chance for Stack Overflow, compared to 24% for GitHub. In the
likely category, 24% of developers expressed that they would read the restructured policy
for Stack Overflow, while 15% did so for GitHub. The developers on GitHub reported
a higher likelihood of 26% indicating a very likely chance of reading the restructured
policy compared to 24% for Stack Overflow. Additionally, the percentage of developers
reporting an extremely likely chance was higher for GitHub (15%) than for Stack Over-
flow (12%). These results indicate that while the initial disinterest (very unlikely) is the
same for both platforms, there are differences in the levels of interest beyond that, with

GitHub showing slightly higher engagement in the more positive likelihood categories.
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Key Finding: We found using Contextual Integrity resulted in a much higher likeli-
hood of developers saying they would read the privacy policies in the future com-
pared to the format. We observed an average of 22% increase in the developers’
extremely likely chance of reading the restructured policies of Stack Overflow and

GitHub.

2.5 Discussions and Implications

In this section, we discuss our findings, explore their implications, and outline directions

for future research.

2.5.1 Impact of intersectional diversity factors on the urge for anonymity

Intersectional diversity acknowledges that we must consider everything that can marginal-
ize people — gender, race, class, sexual orientation, physical ability, and that these forms
of oppression can overlap [22]. There has been research done on perceived intersectional
diversity and its impact on the software engineering field [90]. Diversity can emerge from
different factors such as gender, nationality, age, and race [90].

We collected the developer’s race, sexual orientation, indigenous identity, and disabil-
ity identity. From the 34 developers, we interviewed 94% (32 out of 34) of the developers
identified as Heterosexual while 3% of them identified as asexual and the rest preferred
not to answer. Out of the 34 survey participants, the largest racial identity the developers
identified with was Asian, making up approximately 62% (21 out of 34) of the develop-
ers. Middle Eastern or North African respondents made up 18% (six out of 34), followed
by Black or African Americans at 6% (two out of 34), and White at 12% (four out of 34).
In terms of indigenous identity, all of the developers did not identify as indigenous. In
terms of disability identity 3% of the developers identified as having a disability while
97% of the developers did not. We did not find any significant differences between the

group of developers who participated in the interview.
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2.5.2 Does Gender Identity have an Impact on Anonymity?

To analyze the relation of gender with anonymity we performed a Mann-Whitney U test
on the male and female groups. In addition, we calculated the proportions of the devel-
opers who had perceived anonymous accounts as well as perceived multiple accounts.
We obtained a p-value of 0.040, which is below the common significance threshold of
0.05. This finding allows us to reject the null hypothesis indicating a statistically signif-
icant difference in the anonymity responses between the two groups. Hence, this test
suggests that males and females differ significantly in their self-perception of anonymity.
The Mann-Whitney U test does not specify the exact nature of the difference such as
whether males are more or less anonymous than females. The Mann-Whitney U test does
indicate that their responses regarding anonymity are not distributed in the same way. To
see the distribution difference we calculate the proportions. From the male interviewees,
52.63% consider themselves anonymous, while 47.37% do not (See Table 2.9). In contrast,
87.01.% of the female interviewees report perceived anonymity, with only 12.99% indi-
cating otherwise. These findings reflect a clear disparity in how anonymity is perceived
across genders where the female interviewees have more perceived anonymous accounts
when compared to the male interviewees.

We analyzed the relationship between gender and multiple accounts. The Mann-
Whitney U test p-value (0.0002) indicates that there is a statistically significant difference
between the proportions of males and females regarding the presence of multiple ac-
counts. Since this p-value is well below the standard threshold for significance (See Table
2.9). We can reject the null hypothesis by concluding that the differences in the distribu-
tion of multiple accounts between males and females are significant. There is a significant
difference in the tendency to have multiple accounts between males and females. This
could imply differences in behavior or preferences regarding social media or coding plat-
forms based on gender. The proportions reveal big differences between male and female
early-career developers regarding multiple accounts on social media and social coding
platforms. For males, the data shows that 78.95% do not have multiple accounts, while
only 21.05% report having at least one (See Table 2.9). This indicates that a significant
majority of males prefer to maintain a single account. In comparison, the findings for fe-

males show that a larger percentage, 86.67%, report having multiple accounts, with only
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TABLE 2.8: Stack Overflow activity metric with the definition of the metric.

Stack Overflow Metric | Description ]

Questions # of questions asked by the user

Answers # of answers provided by the user

UpVotes # of UpVotes cast by the user to posts of other users

DownVotes # of DownVotes cast by the user to posts of other users

QuestionsViewed # of times the user’s questions were viewed by others

Favorites # of times the user has received interesting tags for their ques-
tions

AccountCreated # of days since the account was created

13.33% indicating they do not. This highlights a big difference in account usage between
the genders, suggesting that females are more likely to engage in the practice of having

multiple accounts.

2.5.3 Perception of Anonymity Compared to Reality

One of the key insights from our interviews was that developers had differing percep-
tions of their own anonymity on social coding platforms. Specifically, 55% of the partici-
pants believed they were anonymous on Stack Overflow, while 12% felt the same about
GitHub. This perceived anonymity often arose from developers using pseudonyms or
incomplete profiles, which gave them the impression that they were not easily identi-
fiable. To test these perceptions against reality, we conducted a manual analysis of the
developers’” profile attributes on both platforms to assess how much identifiable infor-
mation was publicly available (See Table 2.10). This included reviewing whether they
completed their profile dashboards by sharing personal details (eg. name, location), or
used consistent usernames.

The results revealed a significant gap between perception and reality. On Stack Over-
flow, only 18% of the developers were truly anonymous, compared to the 55% who be-
lieved they were. Similarly, on GitHub, the actual percentage of anonymous developers
was 9%, in comparison to the 12% who perceived themselves as anonymous. This dis-
connect between perceived and actual anonymity highlights how developers may over-
estimate their level of privacy on these platforms. While they may believe they are op-
erating anonymously, the interconnected nature of online profiles and the ease of cross-
referencing data between different platforms can make them more identifiable than they
realize. This finding highlights the importance of understanding how easily information

shared across platforms can be combined to breach perceived anonymity.
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TABLE 2.9: Percentage of anonymous accounts and multiple accounts of the developers with

gender
Group Proportion
Male Anonymous Accounts: 52.63%
Multiple Accounts: 21.05%
F Anonymous Accounts: 87.01%
emale

Multiple Accounts: 86.67%
Anonymous Accounts: 0.04
Multiple Accounts: 0.0002

Mann-Whitney U p-value

2.5.4 Triangulating Developer Activity and Profile Completeness on Stack

Overflow

We had a list of 34 users from our interview study participants who used both Stack
Overflow and GitHub. At the end of the interview, we asked them if they consented
with to share their Stack Overflow and GitHub accounts. Out of the total 34 developers
18 of the developers had active Stack Overflow accounts and 32 of the developers had
active GitHub accounts. We measured their activity data on both platforms to see if
it had a correlation with their Profile availability. We followed a previous paper done
by Badashian et al. [7] to measure activity data done by Stack Overflow and GitHub
users. To measure the Stack Overflow users’ activity data we used BigQuery* which had
the users all time activity data. The activity metrics we measured for Stack Overflow
are the number of questions, number of answers, total downvotes received on posts,
total upvotes received on posts, total questions viewed, total favorites, number of profile
views, and days since the account was created. A full explanation of the attributes along
with their definition is presented in Table 2.8.

To explore the potential connection between a developer’s profile completeness on
Stack Overflow and their activity on the platform, we conducted a correlation analysis.
We focused on eleven profile attributes provided by Stack Overflow’s user dashboard.
These attributes included links to Twitter, GitHub, a personal website, Stack Exchange,
Meta Stack Exchange, location information, avatar, username, user ID, and Stack Over-

flow user link itself.

4https:/ / console.cloud.google.com /bigquery

TABLE 2.10: Perceived vs. Actual Anonymity on Social Coding Platforms

Platform Perceived Anonymity (%) | Actual Anonymity (%)
Stack Overflow 55% 18%
GitHub 12% 9%
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FIGURE 2.11: Stack Overflow activity metric with Stack Overflow attribute availability.

We created a profile completeness score for each user by calculating the number of
attributes they had filled out. This score ranged from zero (no attributes) to 11 (all at-
tributes). Next, we examined the correlation between this profile completeness score and
various activity metrics on Stack Overflow. These activity metrics included questions
asked, answers provided, upvotes and downvotes, questions viewed, favorited posts,
and account creation date. Our analysis revealed a positive correlation between the com-
pleteness of Stack Overflow profiles and various user activity metrics. Users with more
complete profiles (as measured by the number of profile attributes filled out) tend to have
higher engagement on the platform. A breakdown of the correlation coefficients between

profile completeness and specific activity metrics is presented in Figure 2.11.

2.5.5 Triangulating Developer Activity and Profile Completeness on GitHub

For the developers from GitHub we used the metrics number of commits, number of

pull requests, number of repos, number of followers, number of followings, and date on

TABLE 2.11: GitHub activity metric with the definition of the metrics.

GitHub Metric Description

Commits # of commits made by the developer.

PullRegs # of times the developer notified others about their changes so
that they can apply them if they wish to do so

IssuesReported # of issues the developer reported.

Repository # of public repositories of the developer

Followers # of people who follow the developer.

Following # of people the developer is following

AccountCreated The time span since the account was created
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when the account was created. We used these metrics because we followed the approach
of Badashian et al. [7]. We have described the metrics we used according to the paper by
Badashian et al. (See Table 2.11). We retrieved their all time metrics of these developers
using the GitHub Search API®.

We conducted a correlation analysis to explore the potential connection between a de-
veloper’s profile completeness on GitHub and their activity on the platform. We focused
on twelve attributes available on a GitHub user profile, including login name, screen
name, node ID, avatar, username, company, blog link, location, email (if publicly avail-
able), hireability status, bio, and Twitter username.

For each user, we created a profile completeness score based on the number of these
attributes they had filled out. This score ranged from zero (no attributes) to 12 (all at-
tributes). Next, we examined the correlation between this profile completeness score and
various GitHub activity metrics. These metrics included the number of commits, pull
requests submitted, issues reported, repositories created, followers, and following users,
along with the account creation date. The result of the correlation coefficients between

Correlation between GitHub Profile availability and the metrics (See Figure 2.12).

Our findings show there is a positive correlation between the completeness of de-
veloper profiles on Stack Overflow and GitHub and their activity on those plat-
forms. In other words, developers who fill out more information in their profiles
tend to be more active on the platform (asking/answering questions on Stack Over-

flow, or committing code/creating repositories on GitHub).

2.6 Threats to Validity

In this section of the paper, we will describe the threats to the validity of the research as

described by Wohlin et al. [119, 118, 32, 4, 54].

Shttps:/ /docs.github.com/en/rest/search/search
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FIGURE 2.12: GitHub activity metric correlation with GitHub attribute availability.

2.6.1 Conclusion Validity

Our study’s conclusion validity concerns whether the relationship between treatment
and outcome is accurately drawn. By interviewing 34 developers, we aimed to un-
derstand their perspectives on anonymity and engagement on social coding platforms.
Given the diversity of responses and the consistency in prioritizing content quality over
detailed profiles, we believe our conclusions accurately reflect the developers’ view-
points. However, it’s important to note that the sample size and demographic factors

may still influence the generalizability of our findings.

2.6.2 Construct Validity

Construct validity assesses whether we are measuring the right things. In this study, we
designed our interview questions to capture developers’ definitions and perceptions of
anonymity, as well as their engagement with privacy policies. By directly asking develop-
ers about their experiences and motivations, we ensured that our objectives were aligned
with the research questions. The interview format allowed for in-depth exploration of

these topics, bettering the validity of our constructs.
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2.6.3 Internal Validity

Internal validity examines if the treatment caused the outcome. In our study, we inves-
tigated whether presenting privacy policies with contextual integrity (CI) principles im-
pacted developers’ understanding. The results indicate a preference for content quality
and anonymity. However, while we observed this preference, it is challenging to defi-
nitely attribute it only to the CI principles without considering other influencing factors.

Further controlled experiments could help isolate the specific impact of CI principles.

2.6.4 External Validity

External validity examines if the generalizability of the results go beyond this study. Our
findings, based on interviews with 34 developers, provide valuable insights into the pref-
erence for anonymity. However, the results may be influenced by the specific demo-
graphic and professional backgrounds of our participants since we used snowball sam-
pling to select the participants. Additional studies involving a broader and more diverse

developer population are needed to confirm the generalizability of our conclusions.

2.7 Conclusion and Future Work

In conclusion, we define anonymity from the perspective of early career developers as
not sharing identifiable information such as name, picture, location, or professional back-
ground, while maintaining a clear separation between one’s online and real-life identities
and avoiding cross-platform identification. This definition of anonymity is a result of the
interview survey with 34 early-career developers after consolidating their individual def-
initions.

We determined that developers tend to have anonymous accounts on social coding
platforms rather than social media and professional platforms. When comparing the
developer’s behavior in terms of anonymous accounts on social media platforms against
social coding platforms and professional platforms we see that developers tend to have
anonymous accounts on social coding platforms with a high correlation of 0.65 to avoid
associating their activity on the platform with their real-life identity.

We found that the engagement of early-career developers with privacy policies on

social coding platforms is generally low. Many developers skim through these policies or
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ignore them altogether, often perceiving them as lengthy and complex. However, when
privacy policies are presented in a more structured and simplified manner, developers
show a greater willingness to engage. This lack of engagement highlights a significant
gap between the existence of privacy policies and their practical impact on user behavior.
When privacy policies are restructured using contextual integrity (CI) principles, de-
velopers demonstrate an improved understanding of these policies. CI principles, which
emphasize the context of information flow and the appropriateness of data sharing, make
the policies more relatable and comprehensible to developers. This restructuring leads to
better-informed decisions and awareness of privacy implications among developers.
Future research should investigate the definition of anonymity of developers across
different career stages. It would be valuable to explore how early career and experienced
developers navigate the trade-offs between professional advancement and maintaining
their desired level of anonymity. Additionally, understanding the long-term impact of
anonymity on developers’ career trajectories and online identities can provide insights
into how these terms shape the professional landscape and contribute to evolving norms

around privacy and anonymity in the tech industry.
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Chapter 3

Enigma of Anonymity on Social Coding Plat-

forms

3.1 Introduction

Software developers are increasingly adopting social, collaborative platforms for soft-
ware development and making a career reputation [60]. These platforms help devel-
opers build an online portfolio of their skills by engaging in open source projects and
knowledge crowd sourcing [124]. Studies showed that extrinsic motivations, especially
regarding career prospects, directly motivate users to contribute, and gamified incentive
mechanisms act as a means of realizing that target [63, 17, 115].

Despite the potential advantages of using real identities for professional visibility,
many developers choose to operate under pseudonyms and cartoon avatars, hiding their
identities in a veil of anonymity [1]. Christopherson [21] defines anonymity as the com-
plete removal of identifying information (such as name) from one’s online interactions.
Pseudonymity is defined as when a user chooses a name or signifier different from their
identity as their identifier for representing their profile and their actions across the site
[28]. All these levels of chosen anonymity on social coding platforms are possible as
many platforms do not often enforce a strict real name policy [87]. Using pseudonyms
and unrealistic avatars (aliases) is not new on social media. Popular social media plat-
forms face an abundance of fake and unreal accounts, some trolling and causing online
disturbances for the users [102], which led to research filed for identifying and banning

such behaviors [125].
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There are a variety of opinions on the impact of developers’ online presence on their
career development [63]. The debate spills over to online forums, with conflicting advice
on real names versus aliases. Several developers have asked a question along the lines of
“Should I use my real name on Stack Overflow /GitHub?”! on social media. In response
to these questions, some believe that using a real name can help “... building a personal
brand and establish credibility, while a nickname can provide a level of anonymity and
creativity," and others suggest only using real names “... on GitHub and LinkedIn because

"2 While on Twitter, users

users consider GitHub and LinkedIn to be part of their resume
recommend “don’t use your real traceable name on Stack Overflow because one day you
might find that your old posts were wrong and you look stupid in them, but they will
stay on the internet forever”®. On Stack Exchange, users recommend “to use your own
name on all forums, not because they want to push their name for their career but be-
cause they want to show that they stand publicly by my opinions”4. From the scientific
perspective, Ford et al. found that software developers sharing their identity online has
advantages since it can increase their visibility online and showcase their talents for fu-
ture careers [34, 93]. Additionally, research by Sarma et al. suggests that online presence
can lead to opportunities for collaboration and knowledge exchange within the devel-
oper community [93]. However, some studies justify users not providing their personal
information because hate speech and posting offensive comments for personal reasons
make the Stack Overflow community “toxic” [20].

This very lack of consensus in both the research world and online forums and mo-
tivated by the discourse of research studies and the online forums on the benefits and
drawbacks of sharing personal information, we are interested in evaluating the extent
to which the developers are anonymous on social coding platforms. We assumed that if
a developer’s LinkedIn profile can’t be retrieved using the information shared on their
social coding platforms, then the developer is anonymous. We used LinkedIn, a profes-
sional network, for this since it enforces a real-name policy® on the platform, and it has
been used in research for identifying activities and career paths of software developers

[14, 65]. In this context, we answered two research questions:

Ihttps://shorturl.at/XSu71

Zhttps://shorturl.at/YznS0O
Shttps://twitter.com/Sc_Meerkat/status/1692893904675209601
*https://shorturl.at/OHtulL
Shttps://www.linkedin.com/legal/user-agreement
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RQ1: To what extent do developers share their identifying information on coding plat-
forms and social networks? We sample a set of 130,000 developer profiles on Stack Over-
flow and retrieve their profiles across different platforms to see the availability of the infor-

mation and the extent to which they share info across different platforms.

RQ2: To what extent can developers’ professional profiles on LinkedIn be retrieved using
the information they shared on social coding platforms? We developed a search and
retrieval process to query developers’ LinkedIn profiles using the information we retrieved
in RQ1. This was done to assess whether and to what extent the shared data can contribute

to identifying the developers” professional and real identity as relevant to their careers.

These two questions mark the initial step in comprehending the prevalence of anonymity
on social coding platforms. We anticipate that answering these RQs helps in understand-
ing the prevalence of anonymity on social coding platforms. More importantly, they
enable us to progress in comprehending the reasons why developers do not disclose their real
identity on these platforms, despite the growing implementation of recognition features. Addi-
tionally, we aim to explore how developers navigate the decision to share their data and

how platforms can take action to address any underlying circumstances.

3.2 Related Works

Identifying developers across platform: The work of Fang et al. aimed at helping to
provide deeper insights into how developers” actions on one platform are influenced by
their roles on other platforms [29]. They employed two heuristics: the first involved
gathering Twitter profiles directly linked to GitHub accounts, while the second heuristic
focused on crawling personal websites linked from GitHub user-profiles and extracting
links to associated Twitter accounts [29]. The authors found that using this heuristic
would exhibit relatively high precision in their linkage efforts in merging the identities
of the GitHub developers with their Twitter profiles. Vasilescu et al. [112] have tried to
address the problem of identifying developers across platforms in order to investigate

the switchover rate from R mailing list® to StackExchange7 based on participant overlap.

®https://www.r-project.org/mail.html
"https://stackexchange.com
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The researchers compiled data from these two distinct sources—StackExchange R sub-
communities (StackOverflow and Cross-Validated) and the main R user support mailing
list (r-help) [112]. The method the researcher’s used inorder to merge users from Stack
Exchange and R-mailing lists involved using their email MD5 hashes in order to deter-
mine the user turnover rate. They stated that all existing methods to merge identities
result in false negatives and false positives [112].

Weise et al. investigated different disambiguation heuristics to see which would work
best in determining the ideal identification technique in a given situation [116]. One of the
main notable techniques mentioned by them is using Levenshtein similarity for compar-
ison between a pair of full names, first names, last names, and addresses of members of
mailing lists with a threshold of 0.93 [116]. The authors used information extracted from
different platforms such as JIRA, project websites, and community public keys repository
to build a reference baseline, used it to evaluate the disambiguation heuristics, and inves-
tigated the time window effect on disambiguation as well. Their findings suggest that the
Levenshitien similarity method, which they developed following using the method of
Bird et al. [11], performs well in the disambiguation of mailing list users across different
platforms.

Anonymity in social coding platforms: With the increasing number of software de-
velopers, there is also social coding platforms, such as Stack Overflow 8, which offer
a unique space for developers to seek and share information without the necessity of
revealing their identity, thanks to the absence of a strict real-name policy [82]. This fea-
ture proves valuable for individuals who are cautious about the potential repercussions
in their professional or personal lives. However, the downside lies in the challenge of
verifying a developer’s credibility or expertise due to the lack of identity confirmation,
leading to potential issues of misinformation within the community. To address this,
Stack Overflow has introduced a user profile page, allowing developers to provide de-
tails about their education, work experience, and areas of expertise, thereby enhancing
credibility assessment [129]. Despite these measures, it is crucial to acknowledge that
not all developers may feel comfortable revealing their identity, emphasizing the need to

define and understand the spectrum of anonymity on platforms social coding platforms.

8https://stackoverflow.com
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3.3 Empirical Data and Method

In what follows, we explain the data and protocols for each RQ.

3.3.1 Completeness of developers” profile (RQ1)

Stack Overflow does not enforce a real name policy while having dedicated fields for link-
ing GitHub, Twitter, and personal blogs on developers’ profiles. Hence, for the purpose
of answering our RQs we started by mining Stack Overflow. We chose to sample a ran-
dom set of developer profiles to reduce sampling bias [53]. We generated a sample user
ID using a python-based random number generator and retrieved the user profiles from
Stack Exchange. We retrieved 130,000 profiles (0.63% of the number of all user profiles
on Stack Overflow) using this method. We then removed the deleted and deactivated ac-
counts that returned a NaN status code 404. We also used the PYTHON built-in standard
method isascii’ to identify names with non-English characters and exclude those user
profiles from our data to simplify the search, as different platforms support non-English
characters differently. As a result, we removed 11,754 inactive and 5,808 non-English
profiles and hence performed our analysis for RQ1 and RQ2 on the remaining 112,438
profiles.

To sign up on Stack Overflow, developers must pick a unique username and provide
a screen name. While these are mandatory, users can optionally include details like lo-
cation, avatar, GitHub, Twitter (now X), and personal website in their profiles, linking
GitHub and Twitter explicitly. We used these links to retrieve the developer’s accounts
on GitHub and Twitter whenever available. We used the GitHub API [39] and Twitter
API [122] to retrieve the full user profiles for each user with a linked account. The user-
name is a required text field on Stack Overflow (&), GitHub (€)), and Twitter (W). While
selecting a screen name is optional on GitHub, it is mandatory on the other platforms.
Location, external URLs, and avatar are optional to fill in on all the platforms. It is note-
worthy to mention that we did a structural analysis of the screen names to determine if
they were pseudonyms or not. We classified the names as pseudonyms if the name was
shorter than four characters, contained any numbers, or included any special characters

(except hyphens).

https://docs.python.org/3/library/stdtypes.html
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FIGURE 3.1: Availability of “optional" attributes on active sampled Stack Overflow (a), GitHub
(b), and Twitter (c) profiles.

3.3.2 Identifying LinkedIn profiles (RQ2)

Given that not all the information the developers provide is exactly the same or avail-
able across GitHub and Twitter, we focused on the most commonly shared attributes by
developers. Hence, we used the data screen name and location we retrieved from each
platform individually and aggregated to evaluate whether we could retrieve developers’
LinkedIn profiles. When obtaining a union, there are two cases in which we did not carry
out a search on LinkedIn since it was not needed or the query would not return any new

results:

1. when the developer did not link their GitHub and/or Twitter accounts in their

Stack Overflow profile.

2. when the information on a GitHub and/or Twitter profile provided by the devel-

oper is exactly the same with the information provided on Stack Overflow.

Overall, to answer RQ2, we carried out eight distinct search queries on LinkedIn

for each developer as listed in Table 3.1. We did SS; (Search of screen name) and SS,

TABLE 3.1: Search strings to retrieve LinkedIn profiles in RQ2, using Stack Overflow (&), GitHub
(©), and Twitter (W) data.

Search ID Query type # of Dev.
SS (D) “Screen name” 112,438
5SS, (.g\\, “Screen name” AND “Location” | 27,781
5S1 () “Screen name” 3,692

5SS, (©) “Screen name” AND “Location” | 2,949

551 (W) “Screen name” 2,033

5SS, () “Screen name” AND “Location” | 1,680

5SS, (S UQ) | “Screen name” AND “Location” | 2,353

5SS, (.§,\ U W) | “Screen name” AND “Location” | 1,431
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(Search of screen name and location) using Stack Overflow information. We performed
SS1 (Search of screen name) using GitHub (SS; (©)). We then performed SS; (Search
of screen name) using Twitter (SS1(W)) attributes. We also carried out SS, (Search of
screen name and location) using GitHub SS;(0) attributes first, then Twitter SS,(W))
attributes to identify the LinkedIn profile of the developers. We performed a union of
the developers’ screen name and location from Stack Overflow & GitHub SS,(& U Q)
to search for developer profiles on LinkedIn. Lastly, we did a union of Stack Overflow
& Twitter SS,(S U W) screen name and location to perform searches on LinkedIn. The
total number of developers along with the search ID and query type we performed these
queries on is described in Table 3.1. So we used a metasearch engine known as Searxgn'?
enabling us to have access to 76 online instances, which we used to browse through and

perform the search queries in order to avoid having our requests blocked.

3.4 Empirical Results

3.4.1 Completeness of developers’ profile (RQ1)

For the 112,438 developers, we gathered all the mandatory and optional fields in their
profiles. Figure 3.1 (a) demonstrates the availability of the optional fields while knowing
that the mandatory fields are available for all the users. Overall, among the 112,438 de-
velopers, 74.55% (83,788) provided none of the optional attributes, while 25.45% (28,650)
filled in at least one of the optional fields, and 0.39% (437) filled in all such fields. This sug-
gests a preference for a minimal online footprint, potentially contributing to anonymity.
Among the optional fields, location exhibits the highest availability at 24.7% (27,781),
followed by GitHub Link with 4.4% (5,001), Twitter Link with 3% (3,381), and Personal
website with the lowest availability at 0.81% (921). It is noteworthy that the avatar field is
also an optional attribute that can be provided by the users where Stack Overflow adds a
default placeholder avatar (which is a hashed image that signifies the user’s IP address)
in case the user doesn’t provide an image of their choice on the platform. Among the
0.81% of the personal websites provided by the developers, 0.083% (94) were links to their
LinkedIn account, while the rest were links to their personal web pages. As mentioned

in Section 3.3.1, we checked whether the screen names of the Stack Overflow developers

Ohttps://docs.searxng.org
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could be classified as pseudonyms. We identified 55,107 (49.1%) developers who use
pseudonyms on Stack Overflow from a total of 112,438.

A total of 5,001 developers have self-provided their GitHub accounts, and 3,381 devel-
opers have self-provided their Twitter accounts in their Stack Overflow profiles. Among
them, 2.3% (2,583 developers) linked both GitHub and Twitter accounts, of which 1,406
were active. Out of these 5,001 GitHub accounts, 4,156 are active. Among these de-
velopers (See Figure 3.1 (b)), 88.8% provided a Screen name, 73.1% shared their loca-
tion, 37.4% shared email, 47.9% provided a bio description, 53.2% provided their blog
accounts, and 28.5% also linked their Twitter account on GitHub. Similar to Stack Over-
flow, on GitHub, as well the after screen name, the most provided optional attribute
is location, with 73.1%(3,692) profiles having shared it. Out of the 3,381 linked Twitter
accounts, 2,033 were active. On Twitter, choosing a screen name is mandatory; hence,
we gathered it for all the developers. Among the developers with active accounts (See
Figure 3.1 (c)), 82.8% of the developers have shared their location, 66.3% shared their
External URL, 23.1% had Pinned tweets, and 84.8% also had a bio description. In sim-
ilarity with Stack Overflow and GitHub, on Twitter, after the bio description, the most
available optional attribute is location. Analyzing these linked accounts revealed similar
trends: location and bio descriptions were commonly shared, while email addresses and

personal websites remained less frequent.

RQ1 Main Result: In our sample, 2.3% of developers linked both accounts, with
1,406 being active. 73.1% of GitHub users and 82.8% of Twitter users shared lo-
cation, while 88.8% of the GitHub users shared screen name. Profile completion
is low across platform where it is 0.39%, 2.21%, 16.7% on Stack Overflow, GitHub
and Twitter respectively. This suggests that there is a clear preference for partial

self-disclosure among developers on social coding platforms.

3.4.2 Identifying LinkedIn profiles (RQ2)

We performed a total of eight different queries in order to answer RQ2 fully (see Table
3.1). We performed screen name and location queries on LinkedIn using only Stack Over-

flow attributes. We also conducted queries using specific search spaces (SS; and SS;) on
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GitHub and Twitter to retrieve developers’ LinkedIn profiles. In addition, we also con-
ducted aggregated search queries of the developers as mentioned in Section 3.3.2. The
result of these eight search queries is described in Table 3.2. The analysis categorized
developers based on the number of LinkedIn profiles retrieved, where the first column
provides the type of the query, while the rest of the columns show the number of de-
velopers where we found zero LinkedIn profiles, one LinkedIn profile, or more than one
LinkedIn profile, respectively.

We have shown the developers we were uniquely able to identify on LinkedIn exactly
one account in the upset plot (See Figure 3.2). When comparing the group of developers,
we determined exactly one LinkedIn profile when using SS» of Stack Overflow to the de-
velopers who had one LinkedIn profile when using SS; on the union of Stack Overflow
and GitHub attributes. We can see that there are 1,594 (See Figure 3.2) and 95 devel-
opers, respectively (See Figure 3.2). When comparing these two groups, we found only
one common developer out of the 95 developers to the 1,594 developers, which also had
exactly one LinkedIn profile when using SS,. Our findings indicate a noteworthy trend:
the inclusion of supplementary information, specifically GitHub data in union with Stack
Overflow data, appears to diminish rather than enhance developer findability. This is be-
cause developers do not consistently share information across different platforms and
the use of this inconsistent information introduces noise. This observation raises ques-
tions about the nature of the data and the impact of combining information from different
sources on the findability of developers.

Similarly, when comparing the developers, we determined exactly one LinkedIn pro-
file, using SS; of Stack Overflow alone to the developers who had one LinkedIn profile

TABLE 3.2: Identified users on LinkedIn (in) with Stack Overflow (&), GitHub (€)), Twitter(¥)
and aggregated attributes

Search ID | 0in profiles linprofiles | >=2in profiles
SS1(S 45,345 | 40.3% | 5,567 | 4.9% | 61,526 | 54.8%
SSH (S 15,716 | 56.6% | 1,594 | 5.7% | 10,471 | 37.7%
S$51(60)) 283 | 7.7% 323 | 8.7% 3,086 | 83.6%
S$5,(6)) 209 | 7.1% 280 1 9.5% 2,460 | 83.4%
S551(¥) 351 | 17.2% 191 | 9.4% 1,491 | 73.4%
S55,(¥) 292 | 17.4% 187 1 11.1% | 1,201 | 71.5%
SSHSUO) | 1,760 | 748% | 95 | 4.0% | 498 | 21.2%
SSH,QUW) | 1,052 | 73.6% | 51 | 3.6% 328 | 22.8%
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using SS; on the combination of Stack Overflow and Twitter attributes there are 1,594
(See Figure 3.2) and 51 developers respectively (See Figure 3.2). When comparing these
two groups, we found that there are only two common developers out of the 51 devel-
opers to the 1,594 developers who had exactly one LinkedIn account using SS,. This
further strengthens our point, which is that the additional data seemingly introduces a

heightened level of anonymity, which is counterintuitive.
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FIGURE 3.2: Findablity of unique profiles on LinkedIn

RQ2 Main Result: Our findings suggest that using Stack Overflow location along-
side screen name for the search query on LinkedIn helps narrow down developers’
profiles. However, the combination of cross-platform attributes from both Stack
Overflow and GitHub, as well as Stack Overflow and Twitter, introduces noise or
conflicting information, making it more difficult to narrow down the developer’s

LinkedIn profiles.
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3.5 Discussions and Emerging Research

Reflecting on the results of our RQ1 and RQ2, we see several potential future research

areas.

3.5.1 Is developers’ anonymity intentional or not?

While we demonstrated that for 93.5% of the sampled developers, we couldn’t iden-
tify their LinkedIn profile, a comprehensive diagnostic study is required to determine
whether this anonymity is intentional, aimed at concealing identity, or accidental, arising
from a lack of effort in providing data, for instance. We performed a preliminary qualita-
tive study with the developers to determine if this anonymity was intentional (see Table
3.3).

We designed a very short survey and advertised it on our networks for a convenient
sampling. 117 software developers (97 Males (83.0%), 19 Females (16,2%), and one other
(0.9%)) responded to the survey. Among them, 114 (97.4%) of 117 developers had GitHub
accounts. We also asked if they had Stack Overflow accounts, of which 19 (16.2%) of them
had an account, and 11 (9.4%) of them asked questions on Stack Overflow. Nine of the
developers stated that they are anonymous on the platform and no one can identify them
since they use pseudonyms, while eight (6.8%) of them didn’t intentionally hide their
identity, and two (1.7%) were identifiable since they used their real name. It is worth
noting that all the participants who were not male-identifying were anonymous or never
had an account.

Surveyed developers demonstrated a significantly greater number of accounts on
GitHub than on Stack Overflow. This highlights the need for additional exploration
into the importance of various activities and their impact on developers’ engagement.
Additionally, an analysis of the requirements and significance of logged-in profiles for

accessing platform features is warranted.

3.5.2 Is anonymity beneficial for developers’ careers or not?

In section 3.1, we presented existing research and online forums that brought forward

conflicting views on which approach developers should take. While some advocate for
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TABLE 3.3: Results of surveying 117 software developers to determine if they are identifiable or
anonymous on Stack Overflow

| Survey Question | % |

| Q1: Do you have a GitHub account? |
Yes I 97.4%
No (not applicable) 12.6%

| Q2: Do you have a Stack Overflow account? |
Yes H16.2%
No I 33.8%

| Q3: Do you post questions on Stack Overflow? |
Yes 19.4%
No I 90.6%

| O4: Are you anonymous on Stack Overflow? |
I am anonymous. No one can identify who I am. 17.7%
Not sure, but I did not intent on hiding my identity. | 16.8%
I am identifiable and I am using my real name. 11.7%
Not Applicable I 83.8%

| O5. What is your self-identified gender? |
Male I 83.9%
Female 016.2%
Other 10.9%

real-name usage to enhance visibility and recognition, others highlight potential down-
sides like repercussions from past mistakes. We have also presented that research done
by Luetal. [63], the recognition of the social coding platforms though matters in the sense
that it is beneficial for their careers [63]. Our findings showed that on average for 94.7% of
the sampled developers from Stack Overflow, one cannot retrieve their definite LinkedIn
profile. Among developers who linked their GitHub and/or Twitter, we still could not
identify their definite LinkedIn Profiles on average for 92.3% of them (see Table 3.2). This
indefinite identification of LinkedIn profiles points to the potential anonymity of overall
93.5% developers in our sample. This is despite the potential benefit of online recognition
and reputation that activities on these platforms can provide to the developers.

Our research doesn’t provide a definitive answer as to which approach is better. How-
ever, our vision with this paper is to motivate further investigation because the low pro-
file completion rate suggests a potential disconnect between the perceived career benefits
and developer practices. We believe that qualitative research with developers and re-
cruiters can shed further light on anonymity’s potential benefits and drawbacks on these
platforms. Future studies should take into account diverse career stages and various de-
velopment activities (such as questioning versus code contributions) and consider the

perspectives of different marginalized groups [34].
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3.5.3 Why do developers feel the need to be anonymous?

Understanding why developers choose to be anonymous is a complex issue that needs
further exploration. While our current study highlights differences in how much infor-
mation developers share on different platforms, it doesn’t explain the reasons behind
their preference for anonymity. The results from RQ1 showed that there are differences
in how much information developers share on different platforms. These variations
could be because of the rules each platform follows, including their data-sharing prac-
tices. Some developers may choose to stay anonymous on purpose, but the low profile
completion rate could also be influenced by how the platform is designed. For example,
the Stack Overflow privacy policy states that “Users should be aware that such content, once
public, cannot often be removed from public view even if it is removed from the Stack Overflow
network and our servers”. Our findings suggest a significant portion of developers choose
partial self-disclosure on Stack Overflow (see Section 3.4 and Table 3.3). This raises ques-
tions about the role of platform policies in shaping user behavior.

To uncover this, future research could use interviews or surveys to directly ask de-
velopers about their choices. It’s essential to explore how individual decisions, platform
rules, and potential effects on career development interact. Research should also consider
different career stages, types of development activities, and the perspectives of various
groups to get a more detailed understanding. This approach can contribute to creating
more inclusive and supportive platforms for developers.

Our analysis revealed that a significant number of information flows described within
the privacy policies of Stack Overflow and GitHub were incomplete. These incomplete
information flows within privacy policies can make it difficult for users to understand
exactly what data is collected, how it’s used, and with whom it’s shared. This lack of
clarity could contribute to user hesitation in completing profiles, leading to a preference
for partial self-disclosure or even unintentional anonymity. These findings highlight the
importance of clear and comprehensive privacy policies on social coding platforms. Plat-
forms should strive to communicate data practices in a way that is easily understandable
for users. Additionally, future research can explore deeper into the interplay between
platform design, privacy policies, and user behavior regarding identity disclosure on so-

cial coding platforms.
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3.5.4 Does consistency of the information developers share play a part in

anonymity?

To assess the consistency of information across developers” accounts, we focused on the
developers’ linked accounts (i.e., the GitHub and/or Twitter accounts linked on their
Stack Overflow profile). Among these profiles, our attention was directed to data that
was commonly available in all profiles, including username, screen name, location, and
avatar images. To answer RQ2 and assess the consistency of information between each
two accounts, we performed pairwise comparisons. In what follows, we explain the steps

taken for text and image comparisons.

Comparing textual attributes:

For the text attributes (screen name, username, and location), we employed both exact
string matching of two text strings and substring matching. The exact string matching
function determines whether the text of two strings (e.g., screen name on Stack Overflow
and screen name on Twitter) matches character by character, disregarding special charac-
ters such as backslashes and underscores without being case-sensitive. For partial string
matching, we employed substring matching. In this process, we determined whether the
characters of the substring appear consecutively and in the same order within the larger
string. It is important to note that contiguous placement of characters is not required, but
their sequential order must be preserved.

Algorithm 1 shows both the process of exact and partial matching. We acknowledge there
could be special cases for the location attribute where the developers could use acronyms
instead of the full the names of the countries when sharing location. Hence, we use the
PYTHON built-in package called pycountry !! to convert the acronyms to the correspond-
ing full names of the countries. We use this step before we perform substring matching,
as outlined in Algorithm 1. We perform this preprocessing step so that the accuracy and
completeness of our analysis increases especially when dealing with variations in the

representation of location information in our dataset.

Mhttps://pypi.org/project/pycountry/


https://pypi.org/project/pycountry/

Chapter 3. Enigma of Anonymity on Social Coding Platforms 64

Algorithm 1 Evaluating text attributes for consistency

1: function EXACTMATCHING(A, B)

2 if A = B then

3 return True

4 else

5: return False

6 end if

7: end function

8:

9: function SUBSTRINGMATCHING(A, B)
10: fori <— 0 to length(A) — length(B) do
11: if Ali: i+ length(B)] = B then
12: return True
13: end if
14: end for
15: return False

16: end function

Comparing images (avatars) across platforms:

Avatars are digital representations of users that may be abstract, cartoonish, or human-
like [83]. We analyzed avatars to determine whether developers used the exact same
photo across different platforms and whether the subject featured in one avatar corre-
sponds to the subject in alternative avatars on other platforms (i.e., whether the same
person is depicted in different photos). To analyze the consistency of avatars across dif-
ferent platforms, we used three different methods namely Multistructural convolutional

network (MTCNN) [127], Structural similarity (SSIM) [101], and DeepFace [97].

Multistructural Convolutional Network (MTCNN) [18]: is a face detector model for
KERAS, which was developed from scratch based on Facebook’s reference implementa-
tion of MTCNN which is known as Facenet [96]. MTCNN retrieves key points such as
the nose, left of the mouth, right of the mouth, and left eye from an image, then removes
the parts it deems that are not part of the face and gives an output facial dimension of
the image for detection [127]. The benchmark dataset for MTCNN uses frontal face im-
ages for detection, which achieves an average precision of 0.76 [18]. Since MTCNN is
only a face detection model that identifies and locates the face, we used a state-of-the-art
PYTHON face recognition [38, 126] to compare the returned facial dimensions by MTCNN
to calculate the similarity score between a pair of images. This model has an accuracy of

99.38% on the Labeled Faces in the Wild [108] benchmark. The similarity scores returned
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by this model range between 0 and 1, where the higher values mean the pair of images

has more similarity.

Structural Similarity Index (S§SIM) [101]: SSIM quantifies the likeness between two im-
ages by assessing their luminance, contrast, and structural components. Unlike MTCNN,
which focuses on detecting specific key points for face detection, SSIM evaluates the over-
all content of the entire image for comparison [114], which aids in identifying different
versions of the same image. SSIM effectively notices small changes in images, which
is valuable in situations where maintaining the visual quality is essential. This is espe-
cially useful when dealing with tasks like image compression, such as when uploading
a photo as a profile picture on a platform. Higher SSIM values indicate a greater degree
of similarity, ranging from 0 (no similarity) to 1 (perfect similarity). Conversely, a perfect

dissimilarity is denoted by an SSIM value of —1.

DeepFace [85]: DeepFace!? is an open-source facial recognition library developed by
Facebook’s Al research team in Python. DeepFace uses Convolutional Neural Networks
(CNNps) to perform face verification and recognition tasks. DeepFace has high precision
in detecting faces in different lighting, poses, and facial expressions. This model provides
a hybrid face recognition framework wrapping state-of-the-art VGG-Face [86], Google
FaceNet [96], OpenFace [3], Facebook DeepFace [104], DeepID [103], ArcFace [25], and
D-lib [126]. In particular, we used the VGG-Face model [86] for our purposes because it
has high accuracy in both the Labeled Faces in the Wild benchmark [108] and the YouTube
Faces benchmark [120], which are 98.78% and 97.4%, respectively. The similarity scores
returned by the DeepFace model range between zero and one, where the higher values

show that the pair of images has more similarity.

Image comparison ground truth setup

We used a set of users who had originally self-identified their LinkedIn profiles on Stack
Overflow, which are 94 users in number. We refer to this dataset as the ground truth
dataset. We retrieved the images of these users from Stack Overflow, GitHub, Twitter,
and LinkedIn. Then, we formed a dataset of 248 rows from 94 users where they could

have images from different platforms (this includes Stack Overflow, GitHub, Twitter, and

2https://github.com/serengil/deepface


https://github.com/serengil/deepface

Chapter 3. Enigma of Anonymity on Social Coding Platforms 66

LinkedIn). We ran the algorithms MTCNN [18], SSIM [101], and DeepFace'® by using
pairwise comparison of the images of these users across the platform. Then, we used
the first condition: a threshold of 0.5 for DeepFace and a threshold of zero for SSIM to
consider similar images. We then used our second condition to consider the pairwise
images of the users if it failed the first condition. The second condition we had in place
was to see if the images had a similarity above 0.3 for MTCNN to consider the users’
images as the same person. This resulted in the result of 54% of the users having satisfied
the conditions. Then, we expanded our analysis on all the images of the users from Stack
Overflow, GitHub, and Twitter, which can be seen in Table 3.4.

The check we ran to see if we had the exact same images was to see if at least one of
the similarity models, which are MTCNN, SSIM, and DeepFace, had a value of one in the
ground truth dataset. This amounted to about 10% of the developers from the ground
truth data set. We ran this analysis on all the images of the users from Stack Overflow,
GitHub, and Twitter, which can be seen in Table 3.4.

We employed these three methods in complement with each other to detect the sim-
ilarity between a pair of images that a developer has utilized across various platforms,
aiming to ascertain if the subject in the three images is the same. This comprehensive ap-
proach ensures the strength and flexibility of our image similarity assessment, allowing
it to handle differences in image content, orientation, and structure. Whether users up-
load images with standard front-facing views or opt for more diverse compositions, our
method is capable of identifying similarities even between cartoonish avatars or avatars
that have undergone decompression and alterations or have significantly different reso-
lutions. The average correlation value between MTCNN and SSIM is 0.37 for the pair of
images across platforms, which are Stack Overflow, Twitter, and GitHub. The average
correlation value between SSIM and DeepFace is 0.78, and the average correlation value

between MTCNN and DeepFace is 0.19.

Consistency of textual and image attributes across platforms

When looking across Stack Overflow, GitHub, and Twitter, the common attributes across
the platforms for these users were Screen name, Username, Location, and Avatar. For

each user on Stack Overflow, we investigated if and to what extent these accounts were

Bhttps://github.com/serengil/deepface
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linked and had consistencies for each information field. We present the results of this
analysis for both the text and image attributes in Table 3.4.

According to the results in Table 3.4, developers with both Stack Overflow and GitHub
accounts that have consistently shared the exact same value when sharing their username
are 27.9%, whereas the 72.1% have inconsistently shared their username (refer to Exact-
Matching Algorithm 1). The developers that consistently share the exact same screen
name make up 46.4%, and ones that don’t amount to 53.6% when the screen name at-
tribute (refer to ExactMatching Algorithm 1). The developers that have shared at least a
partially consistent (similar) screen name amounts to 69.2%, whereas the developers that
haven’t are 30.8% (refer to SubstringMatching Algorithm 1). Regarding the consistency
of the location attribute for the developers 37.9% have consistently used the same exact
location, while 62.1% haven’t (refer to ExactMatching Algorithm 1). In addition, 57.1%
of these developers shared at least a partially consistent (similar) value for location while
42.9% have not done so (refer to SubstringMatching Algorithm 1). In terms of avatar
usage, 17.4% of developers have used the same exact image for both their Stack Over-
flow and GitHub accounts, whereas 82.6% haven’t. Our avatar comparison algorithm
constructed from MTCNN [18], SSIM [101], and DeepFace [85] has identified 76.1% of
developers as the same person, while 23.9% of them aren’t.

The developers with both Stack Overflow and Twitter accounts (refer to Table 3.4),
that have consistently shared the exact same username are 19.9%, whereas 80.1% have
not used the same exact value (refer to ExactMatching Algorithm 1). In terms of these de-
velopers’ consistency with the Screen name attribute (exact match), ones that have used
the exact same value make up 47.7%, while 52.3% haven’t done so (refer to ExactMatch-
ing Algorithm 1). The developers that have shared at least a partially consistent (simi-
lar) screen name amounts to, 74.1%, whereas 25.9% haven’t used partially similar screen
names (refer to SubstringMatching Algorithm 1). For the case of location, developers
that have shared the same exact value amount to 31.1%, while 68.9% of the users haven’t
(refer to ExactMatching Algorithm 1). Further, 56.4%, of these developers have used at
least a partially similar location value while 43.6% have not done so (refer to Substring-
Matching Algorithm 1). In terms of avatar usage, 0.3% of developers have used the same
exact image for both their Stack Overflow and Twitter accounts, while 99.7% haven't.

Our avatar comparison algorithm which we constructed from MTCNN [18], SSIM [101],
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TABLE 3.4: Consistency of Text & Image Attributes on S0

Attribute SVs©O SVs OVsy
Username m27.9% m19.9% . 61.9%
Screen Name (exact) m 46.4% mm 47.7% mm 69.3%
Screen Name (substring) | mmm 69.2% | wmm74.1% | w—84.8%
Location (exact) m 37.9% m31.1% mm 43.5%
Location (substring) e 57.1% | m.56.4% . 62.3%
Exact Same Image B17.4% 10.3% 10.2%
Same Person  76.1% | mmm 64.3% . 62.5%

and DeepFace [85] has detected 64.3% of developers as the same person, while 35.7% of
users aren’t.

The developers with both GitHub and Twitter accounts, that have consistently shared
the exact same username are 61.9%, while 38.1% of them have not used the exact same
values (refer to ExactMatching Algorithm 1). In terms of these developers’ consistency
with the Screen name attribute (exact match), ones that have used the exact same value
make up 69.3%, whereas 30.7% have’t (refer to ExactMatching Algorithm 1). The devel-
opers that have shared at least a partially consistent (similar) screen name amounts to
84.4% while 15.2% of them have not done so (refer to SubstringMatching Algorithm 1).
Regarding the consistency of the location attribute for the developers 43.5% have used
the same exact value 56.5% haven’t. In addition, 62.3% of these developers shared at
least a partially consistent (similar) value for location while 37.7% haven’t In terms of
avatar usage, 0.2% of developers have used the same exact image for both their GitHub
and Twitter accounts, while 99.8% haven’t. Our avatar comparison algorithm which we
constructed from MTCNN [18], SSIM [101], and DeepFace [85] has detected 62.5% of
developers as the same person, while 37.5% of users aren’t.

In addition, we performed a comparison of the avatars the developers shared on Stack
Overflow and LinkedIn to see if developers shared their pictures. From the 5,567 devel-
opers we identified in Section we found that 1,047 of the developers used non-default
profile pictures on both Stack Overflow and LinkedIn. When we ran our avatar compar-
ison which we constructed from MTCNN [18], SSIM [101], Deepface [85] detected that
38.7% of the developers as the same person and 10.5% of the developers using that same

exact image on Stack Overflow and LinkedIn (See Table 3.5).
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3.6 Threats to Validity

In this section of the paper, we will describe the threats to the validity of the research as
described by Wohlin et al. [119].

Our analysis relied on self-identified developer accounts on GitHub and Twitter, linked
to Stack Overflow data. While this approach yielded results for 4.4% of GitHub users and
3% of Twitter users, it excludes a significant portion of the original Stack Overflow sam-
ple (approximately 96%). This limitation could potentially impact the generalizability
of our conclusions. Instead of relying solely on self-identified accounts, we could have
actively queried user accounts on GitHub and Twitter using their Stack Overflow pro-
file attributes directly from the platforms. This could have potentially identified more
users on these platforms beyond the self-identified ones, leading to a larger sample size.
Future research could explore these options to expand the sample and enhance the gen-
eralizability of our findings.

Our research questions rely on profile attributes like screen name and location. These
were chosen because they were the most available attributes across Stack Overflow, GitHub,
and Twitter. However, this choice necessitates acknowledging potential limitations. For
instance, screen names might not always reflect a developer’s real name, and location
data may not pinpoint their specific work location. Additional attributes like username
and profile image could be explored to enhance the identification of developers, partic-
ularly on LinkedIn. Usernames on LinkedIn are typically tied to real names, offering a
potentially more reliable identifier. It's important to acknowledge that even with these
additional attributes, challenges might persist. Since usernames can still be pseudonymes,
and profile images might not always be present or accurate. Future studies could explore

the effectiveness and precision of incorporating more data for the analysis.

TABLE 3.5: Comparison of Stack Overflow and LinkedIn users Image Attributes &, in

Exact Same Image | 110.5%
Same Person mm 38.7%
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3.7 Conclusion

We examined developers’ profiles on Stack Overflow and their impact on cross-platform
identification, particularly on LinkedIn. We discovered varying degrees of data shar-
ing across different platforms. Notably, for 93.5% of the sampled developers, identi-
tying their professional profiles on LinkedIn proved challenging. The prevalent use of
pseudonyms on these platforms raises questions about why developers opt for this ap-
proach, potentially linking to issues of gender representation and privacy concerns. Ad-
ditionally, we shared the outcomes of a brief survey with developers, revealing their
intentional decision not to disclose identifying information.

Future work should focus on refining how we identify developers across platforms, con-
ducting deeper analyses into gender dynamics, and addressing ethical considerations
around developer privacy. Our study revealed increased ambiguity when combining
data from different sources, highlighting the intricate nature of online identity manage-
ment. Our results can help future research refine identification methods, explore gender-
related aspects, and explore the ethical dimensions of user privacy in the evolving land-
scape of developer communities. This work contributes to our understanding of how

developers manage their online identities.

3.8 Future Work

Our goal for future work is to expand the data size from over 130,000 users, which
will enable an even more comprehensive study. A more comprehensive analysis of the
anonymity levels within the developer community will be possible with the larger dataset.
The objective of this extension is to incorporate a wider range of experiences, levels of
skill, and patterns of collaboration among developers, thereby strengthening the validity,
generiziablity, and applicability of our results. We believe that a larger dataset will pro-
vide more comprehensive insights into the dynamics of anonymity in developer commu-
nities and promote a more comprehensive knowledge of individual notions of anonymity

and identification practices.
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Chapter 4

Conclusion

Anonymity is an important aspect of the digital world, especially on social coding plat-
forms where developers often navigate the balance between maintaining privacy and
building a professional reputation [115]. This thesis aimed to explore how developers
define and perceive anonymity on these platforms, examine their engagement with pri-
vacy policies and assess the impact of presenting these policies in a different format.
Additionally, this thesis aimed to determine the extent to which developers share identi-
fying information on coding platforms and how effectively their professional profiles can
be retrieved. Given that this thesis is manuscript-based, consisting of an interview study
and a mining study, the conclusions are presented accordingly.

In the interview study of 34 early-career developers, we found that anonymity is de-
fined as the state of not sharing identifiable information such as name, picture, location,
or professional background, while maintaining a clear separation between their online
and real-life identities and avoiding cross-platform identification. When comparing de-
velopers’ behavior regarding anonymous accounts on social media platforms versus so-
cial coding and professional platforms, we observed a strong tendency among developers
to maintain anonymous accounts on social coding platforms, with a high correlation of
0.65, to avoid associating their platform activities with their real-life identities.

We discovered that, on average, none of the early-career developers in the study read
the privacy policies of Stack Overflow and GitHub. The primary reasons cited by the
developers were the lengthiness of the documents (71%), trust in the platforms (12%),
and the necessity of using the platform (9%). However, when the privacy policies were

restructured using the Contextual Integrity framework, there was a significant increase
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in developers” willingness to read them. We observed a 22% increase, on average, in the
likelihood that developers would read the restructured privacy policies of Stack Over-
flow and GitHub compared to their original formats.

In the mining study of 130,000 Stack Overflow developers, we examined the comple-
tion of their user profiles and the identification of their LinkedIn profiles through search
queries. Our analysis revealed that 2.3% of developers linked both their Stack Overflow
and GitHub accounts, with 1,406 being active users. Among these, 73.1% of GitHub users
and 82.8% of Twitter users shared their location, while 88.8% of GitHub users disclosed
their screen names. However, profile completion rates were low across platforms, at
0.39% on Stack Overflow, 2.21% on GitHub, and 16.7% on Twitter. This indicates a ten-
dency among developers to provide partial self-disclosure on social coding platforms.

Regarding the identification of LinkedIn profiles, our findings suggest that using
the Stack Overflow location in combination with the screen name for search queries on
LinkedIn effectively narrows down developer profiles. However, using a combination
of cross-platform attributes from Stack Overflow and GitHub, or Stack Overflow and
Twitter, introduces noise and conflicting information, making it more challenging to ac-
curately identify the LinkedIn profiles of the developers. By addressing our six research
questions with their objectives, we have contributed to the ongoing discourse on the im-
pact of anonymity in the digital age, particularly in professional and collaborative plat-

forms.

4.1 Future Work

Our study has several limitations that should be addressed in future research. One signif-
icant limitation is the challenge of generalizing findings due to the complexity of online
identity management across various platforms. Additionally, the analysis of different at-
tributes for building a comprehensive model of developer identity remains a challenge.
The ambiguity and noise introduced when combining data from multiple sources em-
phasizes the need for better methods. Future work should focus on refining identification
methods across platforms, especially in dealing with the complexities of linking profiles

with varying degrees of anonymity. This includes addressing the ethical considerations
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surrounding developer privacy and the potential risks associated with cross-platform
identification.

Expanding on our qualitative findings, future research could incorporate broader sur-
veys that go beyond early-career developers to include intermediate and experienced
professionals. Such surveys would provide a more comprehensive understanding of how
different levels of experience influence perceptions of anonymity and engagement with
privacy policies. This could help in designing tools and strategies that better support de-
velopers at various stages of their careers. Moreover, the development of tools that lever-
age the Contextual Integrity framework could be a significant step forward. These tools
could enhance the readability and relevance of privacy policies, making them more ac-
cessible and understandable for developers. Integrating Contextual Integrity principles
into privacy policy design could improve developers” engagement and comprehension,
thereby fostering a more balanced approach to privacy and professional visibility.

Another area for future research is interviewing employers to understand their per-
spectives on anonymity and privacy in the context of hiring and professional network-
ing. Insights from employers could provide valuable information on how anonymity
impacts developers’ career prospects and how privacy concerns are managed from an
employer’s standpoint. In addition, exploring the ethical dimensions of privacy in devel-
oper communities is crucial. Future research should investigate how developers’ choices
regarding anonymity and pseudonymity (nickname) relate to broader issues of privacy,
representation, and inclusion, particularly in the context of gender dynamics and other
demographic factors. In summary, future work should aim to build upon our findings by
developing more sophisticated tools for managing online identities, improving privacy
policies through Contextual Integrity, and exploring the perspectives of various stake-
holders, including employers. These efforts will contribute to a deeper understanding of
how developers navigate their online presence and help create supportive environments

that keep them informed and allow professional growth in the digital age.
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Appendix A: Interview Study Questions

Goal of this interview survey:

¢ Understanding the degree of information sharing and the sensitivity of information

sharing for users on social coding platforms with regard to different identity factors.
* Determining the intent of the users of social coding platforms for anonymity.

* Determining the balance cost model of anonymity in comparison to professional

benefits and visibility.

Demographics

The behavior of developers on social coding platforms is impacted by variety of de-
mographic, cultural, and personal factors. In this part, we would like to ask for your
demographic information helping us to contextualize the research results. These infor-
mation (and any other information in this interview) would not be used individually and
will only be reported in aggregation. We will treat this information with utmost confi-
dentiality and discard these responses after aggregation and reporting. Participation in
this interview is voluntary and you may leave the interview at any point desired.

1. What is your current professional role or job title?

2. What province (state) do you currently reside?

Alberta

British Columbia

Manitoba

New Brunswick

Newfoundland and Labrador
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— Nova Scotia

— Ontario

— Prince Edward Island (PEI)

— Quebec

— Saskatchewan

— Northwest Territories, Nunavut, or Yukon
— Other (please specify here):

— Prefer not to answer.

3. How many years of experience do you have in software development?

0-1 year

1-2 years

2-3 years

3-4 years

4-5 years

More than 5 years

Prefer not to answer

4. What is your age range?

Under 18

18-24

25-34

35-44

45-54
- 55-64
— 65 and over

— Prefer not to answer

5. What is your self-identified gender?
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Male

Female

Non-binary

Other (please specify)

Prefer not to answer
6. What is your sexual orientation?

Asexual

Bisexual

- Gay

Lesbian

— Queer

— Questioning

— Straight (Heterosexual)
— Two-Spirit

Pansexual

Other (please specify)

Prefer not to answer

7. What is your Race/Ethnicity?

White (e.g., German, Irish, English, Italian, Polish, French, etc.)

Hispanic, Latino, or Spanish origin (e.g., Mexican or Mexican American, Puerto

Rican, Cuban, Salvadoran, Dominican, Colombian, etc.)

Black or African American (e.g., African American, Jamaican, Haitian, Nige-

rian, Ethiopian, Somalian, etc.)

Asian (e.g., Chinese, Filipino, Asian Indian, Vietnamese, Korean, Japanese,

etc.)

American Indian or Alaska Native (e.g., Navajo Nation, Blackfeet Tribe, Mayan,
Aztec, Native Village or Barrow Inupiat Traditional Government, Nome Es-

kimo Community, etc.)
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— Middle Eastern or North African (e.g., Lebanese, Iranian, Egyptian, Syrian,

Moroccan, Algerian, etc.)

— Native Hawaiian or Other Pacific Islander (e.g., Native Hawaiian, Samoan,
Chamorro, Tongan, Fijian, etc.)
— Other race, ethnicity, or origin (please specify):

— Prefer not to answer
8. Do you identify as Indigenous?

- Yes. (please specify)

+ First Nations

+ Metis

+ Inuit

+ Other (please specity)
- No

— Prefer not to answer
9. Do you consider yourself as having a disability?

- Yes
- No

— Prefer not to answer

10. Can you provide us with your Stack Overflow and GitHub username?

Intent-Based Questions (of the Individual)

1. What social media apps do you use?

2. Can you please list the social coding platforms and professional networks that you
use, specifically relevant to your profession?

3. How often (on average) do you update your information on social coding profiles
(On a scale of 1 (being rarely) to 5 (being very frequently and as any change is happen-
ing)?

4. Do you use your real photo on your social media? What about on the social coding

platforms and professional networks you mentioned?
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5. What social media, social coding profiles, professional networks have you included
in your resume or CV and why?

6. Do you have multiple accounts on your social media apps or social coding plat-
forms? Can you explain your reasons behind whether or not maintaining multiple ac-
counts on these platforms?

7. How would you describe being anonymous online?

8. Do you think that having multiple accounts assists with your anonymity on these
platforms?

9. Are you anonymous based on the definition we discussed on any of your social me-
dia, social coding platforms or professional network accounts? (If yes) Can you elaborate
on the specific reasons for maintaining anonymity on these platforms?

10. What profile information are the most important for you to protect your anonymity?
why?

11. Can you elaborate on situations or interactions (activities) where you find anonymity
to be crucial on these platforms?

12. How important is it for you to remain anonymous on these platforms (on a scale
of 1, not important, to 5, extremely important)?

13. Do you have verified accounts on the platforms in any of your social media, social
coding platforms or professional networks? if yes which ones, and if not why?

14. If it was required to verify your Stack Overflow and GitHub profiles how would
that impact your activity on each platform?

15. Can you discuss how the anonymity of others influences your decision in terms
of sharing information on platforms or engaging with them?

Privacy Policy Based Questions

1. Which of the privacy policies, either Stack Overflow’s or GitHub’s, have you read?

2. (if 1 yes) To what extent have you read the privacy polices in depth to understand
the implications for your personal information and content? While 1 being skimming the
policy and 5 being in all details.

3. (if 1 yes) Currently, to what extent do you remember each policy (for Stack Over-

flow or GitHub)?

— Notat all
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- Vaguely
— Moderately
— Quite well

— Extremely well

4. (if 1 is no jump here) Can you share the reasons on why you have not read these
privacy policies?

5. For Stack Overflow we could retrieve 12 pages of privacy policy on personal data.
Here I have a print. How much time would it take you to read this? ..... as we are doing
a controlled study I am going to ask you read this document to the best you can in 10
minutes and highlight any parts that are most important for you. After the 10 min is
over...., Given now that you have read it:

6. How likely is it for you to indeed read through this policy fully (1 being not likely
at all and 5 being extremely likely)?

7. For you, what was the most important policy in Stack Overflow’s privacy policy?

8. For GitHub we could retrieve 5 pages of privacy policy on personal data. Here
I have a print. How much time would it take you to read this? ..... as we are doing
a controlled study I am going to ask you read this document to the best you can in 5
minutes and highlight any parts that are most important for you. After the 5 min is
over...., Given now that you have read it:

9. How likely is it for you to indeed read through this policy fully? Why this more
likely than when you read stack overflow’s privacy policy?

10. For you, was the most important policy in GitHub’s Privacy Policy? (1 being not
likely at all and 5 being extremely likely)?

To make sure that the users understand the privacy policy, we are investigating the
use of contextual integrity (CI). We restructured these policies using CI. The theory of pri-
vacy as contextual integrity (CI) introduces three key concepts into the privacy vocabu-
lary: information flow (sender, subject, recipient, attribute, transmission principle(reason).

11. Here is the table of the privacy policy using CI for Stack Overflow, after manually
annotating them using Contextual Integrity from the section of the privacy policy which
was coded under Personal data. How would you rank these in order of importance in

terms of which ones would you care to be notified of first, second and so on?
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12. Here is the table of the privacy policy using CI for GitHub after manually anno-
tating them using Contextual Integrity from the section of the privacy policy which was
coded under Personal data. How would you rank these in order of importance in terms
of which ones would you care to be notified of first, second and so on?

13. Do you believe adding the CI structure helped you with understanding of these
policies?

14. How likely would you read these policies if they were structured as such(1 being
not likely at all and 5 being extremely likely)?

¢ Before we wrap up we wanted to ask if you would be interested in us following up
with you with a report of how anonymous or how findable you are on the social coding
platforms and professional networks.

* Can you please fill in the demographics?

¢ Thank you for your time!
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Appendix B: Stack Overflow Privacy Policy

This appendix includes Stack Overflow’s privacy policy statement [47].

The Stack Overflow Network (also referred to herein as “Stack Overflow” or “Net-
work”) is a set of related Internet sites and other applications for asynchronous collab-
oration and sharing knowledge, owned and operated by Stack Exchange, Inc. (“Stack
Overflow”, “we” or “us”), a Delaware corporation. Stack Overflow welcomes you to
the Network, the largest community of developers and technologists in the world, and
invites you to participate in the community by sharing knowledge with your peers and
colleagues. WE DO NOT AND WILL NOT SELL YOUR PERSONAL INFORMATION.

INTRODUCTION TO OUR PRIVACY POLICY

Stack Overflow’s products, services and websites can be accessed by users across var-
ious locations including in jurisdictions which have specific privacy requirements. This
privacy policy and our related Privacy Notices (see below) describe how we collect, use,
protect, share and transfer information about you that we collect when you use any of
our products and services, our websites, or apps or otherwise interact with us or with
our Network (Services). It also includes information about how we handle information
on California residents under the CCPA. “Personal data” in this policy, includes “per-
sonal information,” as it is defined under the CCPA. Personal data is any information
about you by which you can be identified or be identifiable (either on its own or when
combined with other information). This can include information such as: your name,
email address and username; information about your device (e.g., IP address); and in-
formation relating to how you use and interact with our sites, apps and services. We
have set out below an overview of how our privacy notices work. Depending on how
you interact with us, we will collect and process your personal information as shown

below. This Privacy Notice applies where you interact with us through the Network, or
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use any of our products and services. If you interact with us through our Collectives on
Stack Overflow product, please read the Collectives Privacy Notice. If you interact with
us through your organization’s Private Network on Teams Free, Basic, Business or En-
terprise, we will only process certain limited information as controller. For Teams Free,
Basic, Business: Please read the . Privacy Notice for Stack Overflow Teams Free, Basic
and Business For Teams Enterprise: Please read the . Privacy Notice for Stack Overflow
Teams Enterprise If you're an employee, our Employee Privacy Notice will be applicable.
Please read the Privacy Notice for Stack Overflow Talent and Jobs.

GENERAL PRIVACY NOTICE FOR STACK EXCHANGE, INC.

This Privacy Notice is applicable to you, including when you participate in our Public
Community Platform for Questions and Answers by interacting with us through Stack
Overflow’s Public Network (“Public Network”), or when you otherwise interact with us,
e.g., when you purchase or use our Advertising or Teams or Collectives or other products
(“Products”) or when you contact our Customer Service, Sales or other teams for assis-
tance or inquiries (“Services”). The Public Network allows individual users to engage in
a community to share their knowledge and expertise, and to acquire knowledge and ex-
pertise. It is communitymoderated, and the content in the Public Network is public and
therefore visible for anyone to see and is subject to our Public Network Terms of Use. Be-
low you will find details about the personal information we collect about you when you
use the Public Network or our Products and Services and interact with us; how and why
we collect it, how we use it, and how we keep it secure. This Privacy Notice also tells
you about your rights, how you can exercise those rights, and how the law protects you.
Stack Exchange, Inc. is the Controller responsible for your personal data collected on the
Public Network or directly by us for Stack’s operational purposes. In connection with
certain Products and Services, Stack is the Processor for the organizations who provide
your data to us or use our Products and Services. If you interact with Stack Overflow
through your organization, please refer to the specific privacy notices applicable to those
Products. If you have any questions about this Privacy Notice or the way in which we
use your personal data, please contact us at privacy@stackoverflow.com WHAT INFOR-
MATION DO WE COLLECT? This section sets out the categories and details of personal
information that we collect across our Products and Services. We collect and process your

personal information in order to offer the Network, and to offer you our Products and
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Services. If you decline to provide us with personal information when we ask you, you
may not be able to access all or some of our services, and you may not be able to use the
Network or certain Products and Services. For example, if you do not provide us with
your email address or other information required for account registration, we will not
be able to register you for certain account services. We collect: Identity Data We collect
information such as your username, password, email address, IP address (collected at
each site visit). This information is also used to identify individual users to the Public
Network and to award activities and attribute them to you. Your username and addi-
tional content you provide, including your profile picture, question and answer content,
and your reputation, are visible publicly. We or our community moderators may delete
a question, an answer, a comment, or all of them and after deletion such information is
only available to certain community members or Stack employees.

Contact Data: including delivery address, email address, and telephone numbers for
operational purposes, including providing Services and Products. Technical Data: in-
cluding internet protocol (IP) address, your login data, traffic data, browser type and
version, time zone setting and location, browser plug-in types and versions, operating
system, and platform and other communication data which gives us information about
how you accessed our website. Other account information and usage information in-
cluding your IP address and browser data may be used for diagnosis, security, and Prod-
uct and Service optimization. Account registration information When you register for
a Stack Overflow account, we collect your name and email address, your username and
any additional information you provide. We will generate a unique identification number
that we will use to recognize you when you are signed in. We need to collect your per-
sonal information for account registration purposes. Although the Network provides for
anonymous and pseudonymous participation, in some instances in order to use certain
Products or Services, we require account registration. This requires a name associated
with your account, an email address at which we can contact you, and in some cases,
additional information, including a contact address, a billing address, and a password
to help secure your personal information. Billing information For Products and Services
requiring payment, we collect a billing name, phone number, and email address. We
also collect a billing and shipping address for invoicing purposes. If you elect to pay by

credit card, Stack Overflow may engage a third party to securely process your payment.
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All payment processing is done through a PCI DSS compliant third party. If customers
are paying by a credit card, their card details are vaulted through a third-party payment
gateway. Stack Overflow will store an encrypted token along with the last four digits of
the credit card and the expiration month and year of the card and will not store or retain
any other billing information about you.

Profile information

When completing a public “profile”, whether it is for use with the Network or our
Products and Services, we may require you to share certain personally identifying infor-
mation in required and optional profile fields. The name associated with your account,
which you may review and change in your account settings, as well as reputation points
are publicly displayed and connected to your activity on the Stack Overflow Network
and via certain Products and Services, such as our Talent and Teams platforms. Mod-
erators, who have elevated access privileges, may access nonpublic user profile data, as
well as content in posts and other public data. For more information about moderators
and their role in the Stack Exchange Network, please visit our help center. Other profile
information may also be publicly displayed if you choose to complete certain elective
components of the Account Registration options, including e.g., your Developer Story,
display picture, affiliated role and company, your location, and your preferred technolo-
gies (javascript, swift, sql-server, etc.), and some information is publicly displayed and
required, such as how long you have been a member. Similarly, you may elect to share
additional information that is not required, but this will be displayed publicly if you so
choose to share it. If you are using the private Network (e.g., Stack Overflow for Teams),
your account settings, including name, affiliated role and company, and other informa-
tion may be shared with your private Network Team members designated as authorized
users of your private network account. While some of the public and private Network
profile information is required, much of it is within your control as we describe herein
and can be modified, updated, and restricted by you in your settings. Information we use
to identify and authenticate you We need this information to be able to recognize you, for
example, when you access your accounts. It also helps us to protect your details and keep
them secure. We may also use this information for fraud detection and prevention. An-
alytics information Stack Overflow uses data analytics to ensure site functionality and

to optimize our Product and Service offerings to you. We use web browser and mobile
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analytics to allow us to understand Network and Apps functionality. In doing so, we
record information including, for example, how often you visit the Network, how often
you contribute content, Network and Apps performance data, errors and debugging in-
formation, and the type of activity you engage in while on the Network or in your use
of our Products and Services. We may on occasion share this information with third par-
ties with whom we have contracts for products and services to assist Stack. Information
from Developer surveys, questionnaires, research and feedback programs We collect in-
formation through questionnaires, surveys and feedback programs to help improve our
products and give us insights. We may also conduct similar research for advertisers and
our marketing partners. We ask you for your consent to use this information when you
participate in these programs and events. Marketing and sales information We collect de-
tails of the services you receive and your preferences; information about your device or
the software you use, e.g., its IP address, technical specification and uniquely identifying
data; cookies and similar technologies we use to recognize you, remember your prefer-
ences and tailor the content we provide to you — our contains more details about how
we use cookies. cookie policy Device and browser information received automatically
When you visit the Network or use our Apps, Stack Overflow automatically receives and
records information from your browser or mobile device, such as your Internet Protocol
(IP) address or unique device identifier. Cookies and data about which pages you visit
on our Network allow us to operate and optimize the Products and Services we provide
to you. This information is stored in secure logs and is collected automatically. We may
combine this browser information with other information we collect about you. This in-
formation is used to keep the Products and Services secure, to analyze and understand
how our Products and Services are used, optimize such usage, provide advertising across
the Network as well as certain Products and Services to personalize your experience, and
to help connect you with potential job opportunities in the case of our recruiting Prod-
ucts and Services. Location information When you use the Stack Overflow Network, and
certain of our Products and Services, we collect location information about you, includ-
ing your IP address, your location, browser information, and how you came to the Stack
Overflow Network. This is the case for individuals who have registered for an account,
and non-members who engage with the Stack Overflow Network by visiting our web-

site(s), but who have not completed an account registration. This information is collected
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for various purposes, including advertising, analytics and to serve content as it relates to
certain Products or Services (e.g., Talent), as well as to provide you with localized content,
recommendations, and marketing. You may revoke our permission to collect some of this
data, including your location and browser information through your Account Settings,
but this may limit functionality in some cases. Certain location information we collect is
required for security and site functionality. We share this information with certain third-
parties (e.g., talent recruiters, payment processors, and advertising providers) in order
to provide you with our Products and Services. You should not include any financial
information or other information that you do not wish to make public when using our
Public Network, which is a public website. We do not collect such information. It is your
responsibility to keep such information safe and secure. Can I revoke permissions once I
have put information on the Public Network? Please be aware that when using the Pub-
lic Question and Answer Network, you cannot revoke permission for Stack Overflow to
publish and to allow others to have derivative rights to such public content once it is
made public.

The content you contribute on the public network is public, in perpetuity, and Stack
Overflow loses direct control over such content when it is published on the open inter-
net. This also means that if you post personal information about yourself, you do so
at your own risk, including the risk of abandoning any privacy rights you had in such
information. However, we can work with users to remove any personal data that has
been posted in error or which a user wishes to remove. Additionally, from time to time,
Stack Overflow makes such public content available via our Stack Overflow Network
API, compilation via the Creative Commons Data Dump and by providing public con-
tent to the Stack Overflow Network. You should be aware that such content, once public,
cannot often be removed from public view even if it is removed from the Stack Overflow
network and our servers. How we collect information from you Information that you
give to us

HOW WE USE YOUR PERSONAL DATA

This section explains how we use your information and what we need it for (pur-
poses). We use your personal data only when we have a valid reason and the legal
grounds to do so. We determine the legal grounds based on the purposes for which

we have collected your personal data. More information is provided below: Purposes for
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collecting and using personal information We use the above categories of personal infor-
mation for the following purposes: To verify your identity and enable you to access your
products and services when you contact us or access our services. To protect you from
fraud and for fraud prevention and detection. To provide commercial quotes to you, e.g.,
when you inquire about a product or service. For statistical analysis (e.g., on the use of
our websites). To operate and improve our websites and services. To notify you of any
changes to our websites or our services and products that may affect you. To provide you
with technical and customer support.

To ask your opinion or feedback on our services or surveys. To communicate with you
about other Stack Overflow products or services, events, offers, promotions and other in-
formation or news that we think may be of interest to you. Whenever we communicate
with you in this way, we will give you an opportunity to opt out of receiving future
messages. To enforce our legal rights or comply with legal requirements. To provide im-
proved website and product experience and communications informed by your product
subscriptions and/or data collected. Our legal grounds for using your personal data We
will only use your personal data when the law allows us to. We will use your personal
data in the following circumstances: Where we need to perform the contract we are about
to enter into or have entered into with you. For example, where you have purchased a
product or service or requested a service from us. Where we have your consent. For
example, where you have provided your consent to receive marketing emails from us or
where you have given your consent to be contacted by a third party sponsor for an event
you have participated in. You can withdraw your consent at any time. In the case of
marketing emails, you can withdraw your consent by clicking on the “unsubscribe” link
in the email you received. Where we need to comply with a legal or regulatory obliga-
tion. Where it is in our legitimate interests, including our commercial interests or a third
party’s legitimate interest in using the personal information. Examples include when we
analyze what content has been viewed on our Network and apps, so that we can un-
derstand how they are used and improve our content; carrying out marketing analyses
to better understand your interests and preferences so that we can make our marketing
more relevant to your interests and preferences. This includes when we promote our
own products and services. Whenever we rely on legitimate interests for processing,

we ensure that we consider and balance our interests against the individual’s interests
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before processing. We do not use your personal data on the basis of legitimate interest
for activities where individuals” interests override our interests. The table below gives
further details of the personal data we collect and our reasons (legal basis) for using the
information.

More details about how we use your personal data Cookies and Similar Technologies
When you visit our Network and sites or when you use our apps, we may collect per-
sonal data from you automatically using cookies or similar technologies. A cookie is a
small file that can be placed on your device that allows us to recognize and remember
you. We may place cookies on your device (with your consent, where applicable), as
well as partner with third parties, including advertising partners, who may use cookies
or other similar technologies to provide you with advertising based on your browsing
activities and interests. Please see our for additional information on how we use cookies
and what third party cookies we permit. cookie policy Tracking Stack Overflow emails
use Javascript for email tracking of opens, clicks, and unsubscribes or may contain a
small, invisible, one pixel image which can be used to let us know when the email is
opened or forwarded. If the email recipient has images enabled on their device, when
the email is opened, a message (an automatic request) is sent to Stack Overflow’s server
requesting the image. That request is logged by Stack Overflow and tells us that the email
has been opened. A similar process may be used in relation to links or attachments in the
email, with a request being sent to Stack Overflow for the content that is accessible via the
links or attachments, thus telling Stack Overflow that the link or attachment has been ac-
cessed. Developer Survey As the world’s largest developer community, Stack Overflow
publishes an annual Developer Survey to provide key insights into the developer com-
munity, as well as other surveys from time to time, some of which include demographic
(e.g., gender, race, age, etc.) and certain personal information. Your participation in the
Developer Survey as well as any other Stack Overflow survey is entirely voluntary. In
order to provide meaningful insights into the developer community, Stack Overflow may
collect sensitive data about you, including, but not limited to your gender, race, sexual
orientation, immigration status, and your location. We consider this data to be among
our most sensitive and have taken elevated measures to protect such data as well as to
de-identify your name and other personal information from such data. We restrict such

data within Stack Overflow on a privileged basis to only those that need to see it and
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while we may share your personal information with our third party providers for our
research, we do so only after imposing contractual obligations of confidentiality on such
third parties and only where necessary for limited research purposes. When we pub-
lish our surveys, they are published as a compilation of anonymized data. We may ask
for your consent to contact you following completion of the surveys. If you have any
questions concerning the Developer Survey or other survey and our security measures
to protect your sensitive personal data, please contact us at: privacy@stackoverflow.com.
Advertising on our Network We work with third party advertisers to deliver ads on our
Network. This involves tracking, targeting and measuring, using your personal data.
We will get consent through our online consent management portal, or via other consent
mechanisms before we can use your personal data in this way.

Targeting: Advertisers can target their campaigns using topic tags. Advertisers can
target by geography, which is identified through Google Ad Manager, based on a vis-
itor’s IP address (which is truncated by Google). Advertisers can target by industry or
company size, which is identified using IP address and matching that to Dunn Bradstreet
data. Measuring: We allow advertisers to use MOAT, Doubleverify, and IAS tags on their
campaigns to monitor for fraud. We also offer conversion pixels so advertisers can track
conversions that happen within 30 days of an ad being served. Other Third Party Online
and Digital Advertising When you access our websites, complete online contact forms, or
interact with us, we may use your information to provide you with advertising content.

Google Ads We use Google Ads to display personalized ads to users. You can find
out more or opt out by visiting Google’s help center. We will only process your data for
any online or digital advertising on the basis of your informed consent, which can be
withdrawn at any time, or if we have a legitimate interest. Your data can only be used by
Stack Overflow and will not be shared with other parties.

Microsoft Advertising We use Microsoft services (e.g., Bing) for personalized adver-
tising purposes, including Match lists, user event tracking (UET) and retargeting. When
we do this, Microsoft collects or receives Personal Data from us to provide Microsoft ad-
vertising. Your data can only be used by Stack Overflow and will not be shared with
other parties. Where applicable, (for example, if you reside in the EEA or where EEA law
applies), we will get your consent before we can share your personal data with Microsoft.

You can find out more by visiting Microsoft Privacy Statements. You can also control the
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use of your data for interest-based advertising from Microsoft by visiting their opt-out
page.

Employer Branding Stack Overflow provides services that enable organizations to
provide branded content on our website. We maintain a dedicated page on the public
Stack Overflow page that enables our customers to set up a page and create branded
content. The Customer has an admin key to the page, controls the content and can in-
vite others to be admins. Most content is static and just resides on the page. Dynamic
content (posting updates, giving advice, etc.) lives externally to the page and can be ac-
cessed by users through links provided by our customer. Public users can “follow” the
page through getting a weekly email digest and they can unfollow or opt out of receiving
emails from the Customer. The Customer has no direct interaction with the public web-
site users on the page. Users must ensure that they read any privacy notices provided by
customers on the page as well as this privacy notice.

WHO DO WE SHARE YOUR PERSONAL DATA WITH?

We share personal data with: Companies within the Stack Exchange network. Third
parties who provide professional services, including but not limited to accountants; bank-
ing, insurance and insurance broking services for us. Third parties we use to help deliver
our products and services to you, e.g., payment service providers, payment processors,
warehouses and delivery companies; cloud service providers, e.g., Microsoft Azure, ser-
vice providers that help us carry out certain tasks, including order fulfilment, customer
service providers, maintaining technology and related infrastructure, serving and target-
ing ads, measuring performance, managing and analysing research, email distribution,
managing marketing e.g., Marketo and promotions and surveys. Additionally, to im-
prove user experience, we offer single sign-on solutions for account login and these third
parties (including Facebook and Google) may receive information from these services
when you elect to use them. When Stack Overflow shares your personal information
and other collected information with third party service providers, we require that they
use your information only for the purpose of providing services to us and consistent
with this privacy policy. Third parties that we partner with to deliver products and ser-
vices, including certain marketing and features to you, such as ; and Collectives on Stack
Overflow (please read the ). Employer Branding Collectives Privacy Notice Advertising

partners — When you visit or interact with our websites, e.g., when you use the Public
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Network, we and authorized third parties will, with your permission, place certain cook-
ies on your device and your account activity as described in more detail within our .
We use this information to serve you certain advertising content. We also partner with
other third parties, such as Google Ads and Microsoft Bing, to serve advertising con-
tent and manage advertising campaigns. When we use Google Ads or Microsoft Bing
Customer Match for advertising campaigns, your personal data will be protected using
hashed codes. Google users can control the ads that they see on Google services, in-
cluding Customer Match ads, in their Google Ads Settings. More information on how to
control your account settings or to opt out of direct marketing campaigns can be found
under section. You can also opt out in your . cookie policy Your Choices Profile Settings
Event sponsors and partners — we may share your personal data with sponsors of Stack
Overflow events and partners whom we hold events with for marketing purposes when
you have given your permission for us to do so. Other third parties approved by you,
e.g., third parties that run our Developer Survey, social media sites you choose to link
your account to or third party payment providers. We may make available APIs to en-
able users to download publicly available information from our websites. Authorities
who require reporting of processing activities in certain circumstances, for example, for
anti-money laundering, sanctions and other regulatory obligations. We will not disclose
your personal information to legal authorities except where such disclosure is by lawful
request, including to meet legitimate national security or law enforcement demands (in-
cluding a subpoena, court order, or other lawful legal demand by a legal authority with
lawful jurisdiction) or in the public interest in compliance with applicable laws. In some
cases, we may also release your personal information to defend our legal interests. If we
choose to sell, transfer, or merge parts of our business or our assets, your personal data
would be shared with such third parties as part of such a transaction. Alternatively, we
may seek to acquire other businesses or merge with them. If a change happens to our
business, then the new owners may use your personal data in the same way as set out
in this privacy notice. We require all third parties to respect the security of your per-
sonal data and to treat it in accordance with the law. We do not allow our third-party
service providers to use your personal data for their own purposes and only permit them
to process your personal data for specified purposes and in accordance with contractual

obligations which ensure adequate protection for your personal data.
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HOW LONG DO WE RETAIN YOUR PERSONAL DATA?

We will keep your personal data only for as long as is necessary for the purposes
set out in this privacy notice and to fulfil our legal obligations. We will not keep more
data than we need. While you remain a user of the Public Network or a customer, we will
retain your data in order to keep providing services to you. We are required to keep some
basic information about our customers for a longer period in accordance with applicable
tax and other laws. In some circumstances, you can ask us to delete your data. Your
choices - how to access and control your personal data You can make choices about the
collection and use of your data by Stack Overflow in the various ways set out below. You
may change or correct your account settings and choose not to share certain information
by creating a pseudonymous account. You may also remove certain optional information
that you no longer wish to be publicly displayed, such as your photo, or job history.

You can also control your personal data that Stack Overflow has collected and exercise
your data protection rights as set out in the section below, or by using the tools described
below. Please be aware that in some cases, your ability to access or control your personal
data will be limited under applicable law. Promotional emails, SMS messages, telephone
calls and postal mail from Stack Overflow

When we send promotional emails and texts, we will give you an “unsubscribe” op-
tion to opt out of receiving such messages. You can opt out of receiving telephone calls.
Occasionally, we may send promotional mail, you can let us know if you do not wish
to receive mail by contacting us. You can also opt out in your Profile Settings. Interest
based advertising We may carry out interest-based advertising through third party ser-
vices such as Microsoft or Google, as described under Advertising, above. You can opt
out of such advertising in the following ways: You can control the use of your data for
interest-based advertising from Microsoft by visiting their opt-out page. You can opt out

of advertising from Google or find out more by visiting Google’s help center.
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This appendix includes GitHub’s privacy policy statement [46].

This is where we describe how we handle your “Personal Data”, which is information
that is directly linked or can be linked to you. It applies to the Personal Data that GitHub,
Inc. or GitHub B.V., processes as the “Data Controller” when you interact with web-
sites, applications, and services that display this Statement (collectively, “Services”). This
Statement does not apply to services or products that do not display this Statement, such
as Previews, where relevant. End User Notice: Organization-Provided GitHub Accounts
When a school or employer supplies your GitHub account, they assume the role of Data
Controller for most Personal Data used in our Services. This enables them to: Manage
and administer your GitHub account, including adjusting privacy settings. Access and
utilize your Personal Data, which includes details on how you use the Services, as well
as your content and files. Should you access a GitHub Service through an account pro-
vided by an organization, such as your employer or school, the organization becomes the
Data Controller, and this Privacy Statement’s direct applicability to you changes. Even
so, GitHub remains dedicated to preserving your privacy rights. In such circumstances,
GitHub functions as a Data Processor, adhering to the Data Controller’s instructions re-
garding your Personal Data’s processing. A Data Protection Agreement governs the re-
lationship between GitHub and the Data Controller. For further details regarding their
privacy practices, please refer to the privacy statement of the organization providing your
account. In cases where your organization grants access to GitHub products, GitHub acts
as the Data Controller solely for specific processing activities. These activities are clearly

defined in a contractual agreement with your organization, known as a Data Protection
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Agreement. You can review our standard Data Protection Agreement at GitHub Data
Protection Agreement. For those limited purposes, this Statement governs the handling
of your Personal Data. For all other aspects of GitHub product usage, your organization’s
policies apply.

Third Party Access and Data Protection When you use third-party extensions, inte-
grations, or follow references and links within our Services, the privacy policies of these
third parties apply to any Personal Data you provide or consent to share with them. Their
privacy statements will govern how this data is processed.

Personal Data We Collect Personal Data is collected from you directly, automatically
from your device, and also from third parties. The Personal Data GitHub processes when
you use the Services depends on variables like how you interact with our Services (such
as through web interfaces, desktop or mobile applications), the features you use (such
as pull requests, Codespaces, or GitHub Copilot) and your method of accessing the Ser-
vices (your preferred IDE). Below, we detail the information we collect through each of
these channels: From You Account Data: We collect certain information when you open
an account such as your GitHub handle, name, email address, password, payment infor-
mation and transaction information. User Content and Files: When you use our Services,
we collect Personal Data included as part of the information you provide such as code,
inputs, text, documents, images, or feedback. Demographic information: In some cases,
you provide us with ethnicity, gender, or similar demographic details. Feedback Data:
This consists of information you submit through surveys, reviews, or interactive fea-
tures. Payment Information: For paid subscriptions, we collect details like name, billing
address, and payment specifics. Profile Information: We collect information to create a
user profile, which may include a photo, additional email addresses, job title, or biog-
raphy. Sales and Marketing Data: This includes information provided for promotional
communications, such as name, email address, and company name. Support Data: When
you seek customer support, we collect details like code, text, or multimedia files. Auto-
matically Buttons, Tools, and Content from Other Companies: Our Services may contain
links or buttons that lead to third-party services like Twitter or LinkedIn. Use of these
features may result in data collection. Engaging with these buttons, tools, or content may

automatically send certain browser information to these companies. Please review the
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privacy statements of these companies for more information. Essential Cookies and Sim-
ilar Tracking Technologies: We use cookies and similar technologies to provide essential
functionality like storing settings and recognizing you while using our Services. Non-
essential Cookies: Depending on your jurisdiction, we may use online analytics prod-
ucts that use cookies to help us analyze how de-identified users use our Services and to
enhance your experience when you use the Services. We may also employ third-party
Cookies to gather data for interestbased advertising. In some jurisdictions, we only use
nonessential cookies after obtaining your consent. See this section for more details and
control options.

Email Marketing Interactions: Our emails may have web beacons that offer informa-
tion on your device type, email client, email reception, opens, and link clicks. Geolocation
Information: Depending on the Service’s functionality, we collect regional geolocation
data Service Usage Information: We collect data about your interactions with the Ser-
vices, such as IP address, device information, session details, date and time of requests,
device type and ID, operating system and application version, information related to
your contributions to repositories, and performance of specific features or Services. Web-
site Usage Data: We automatically log data about your Website interactions, including
the referring site, date and time of visit, pages viewed, and links clicked. From Third
Parties Information from Other Users of the Services: Other users may share informa-
tion about you when they submit issues and comments. We may also receive informa-
tion about you if you are identified as a representative or administrator on your com-
pany’s account. Publicly Available Sources: We may acquire information about you from
publicly available sources like public GitHub repositories. Services you linked to your
GitHub account: When you or your administrator integrate third-party apps or services
with our Services, we receive information based on your settings with those services.
This can include details like your name and email from services like Google for authen-
tication. The information we receive depends on the third-party’s settings and privacy
policies. Always review these to understand what data is shared with our Services. Ven-
dors, Partners, and Affiliates: We may receive information about you from third parties,
like vendors, resellers, partners, or affiliates for the purposes outlined in this statement.
Processing Purposes: How We Use Your Personal Data The Personal Data we process de-

pends on your interaction and access methods with our Services, including the interfaces
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(web, desktop, mobile apps), features used (pull requests, Codespaces, GitHub Copilot),
and your preferred access tools (like your IDE). This section details all the potential ways
GitHub may process your Personal Data: Business Operations: We use Personal Data
for activities like billing, accounting, and compensation. This includes creating aggre-
gated statistical data for internal reporting, financial reporting, revenue planning, capac-
ity planning, and forecast modeling (including product strategy). Communication: We
use Personal Data to inform you about new Services, features, offers, promotions, and
other pertinent information. This also includes sending confirmations, invoices, techni-
cal notices, updates, security alerts, and administrative messages. Inference: We gen-
erate new information from other data we collect to derive likely preferences or other
characteristics. For instance, we infer your general geographic location based on your IP
address. Personalization: We use Personal Data to customize the Service to your prefer-
ences, to evaluate the effectiveness of enterprise business ads and promotional commu-
nications, and to ensure a seamless and consistent user experience. Safety and Security:
To promote safety, integrity, and security across our Services, we process Personal Data,
using both automated and, at times, manual techniques for abuse detection, prevention,
and violations of terms of service. Service Provision: We use Personal Data to deliver and
update our Services as configured and used by You, and to make ongoing personalized
experiences and recommendations. Troubleshooting: We use Personal Data to identify
and resolve technical issues. Ongoing Service Performance: Personal Data helps us keep
the Services up to date and performant, and meet user productivity, reliability, efficacy,
quality, privacy, accessibility and security needs. Complying with and resolving legal
obligations: including responding to Data Subject Requests for Personal Data processed
by GitHub as Controller (for example website data), tax requirements, agreements and
disputes. Delivering Professional Services: We use Personal Data to deliver training,
consulting or implementation (“Professional Services”). This includes providing techni-
cal support, professional planning, advice, guidance, data migration, deployment, and
solution/software development services. Improving Professional Services: Enhancing
delivery, efficacy, quality, and security of Professional Services and the underlying prod-
uct(s) based on issues identified while providing Professional Services, including fixing
software defects, and otherwise keeping the Professional Services up to date and perfor-

mant. When carrying out these activities, GitHub practices data minimization and uses
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the minimum amount of Personal Information required. Sharing of Personal Data We
may share Personal Data with the following recipients: Abuse and Fraud Prevention En-
tities: We may disclose Personal Data based on a good faith belief it is needed to prevent
fraud, abuse, or attacks on our Services, or to protect the safety of GitHub and our users.
Affiliates: Personal Data may be shared with GitHub affiliates, including Microsoft, to fa-
cilitate customer service, marketing and advertising, order fulfillment, billing, technical
support, and legal and compliance obligations. Our affiliates may only use the Personal
Data in a manner consistent with this Privacy Statement. GitHub Organization Accounts:
If an organization adds you to their GitHub account, we might share Personal Data with
that organization to fulfill the commercial relationship. In such a case, your use of the Ser-
vices is protected by a data protection agreement and terms between your organization
and GitHub Competent Authorities: We may disclose Personal Data to authorized law
enforcement, regulators, courts, or other public authorities in response to lawful requests
or to protect our rights and safety. Please refer to our Guidelines for Legal Requests of
User Data for more information. Corporate Transaction Entities: we might disclose Per-
sonal Data within the limits of the law and in accordance with this Privacy Statement for
strategic business transactions such as sales or a merger. Partners and Resellers: We co-
operate with third-parties that offer sales, consulting, support, and technical services for
our Services. We may share your data with these partners and resellers where allowed,
and with your consent when required. Subprocessors and Service Providers: We may
use vendors to provide services on our behalf, including hosting, marketing, advertising,
social, analytics, support ticketing, credit card processing, or security services. They are
bound by contractual obligations to ensure the security, privacy, and confidentiality of
your information. Visual Studio Code (GitHub Codespaces): GitHub Codespaces and
github.dev offer Visual Studio Code in a web browser, where some telemetry is collected
by default. Details on telemetry collection are on the VS Code website. Other Third-party
Applications: Upon your instruction, we may share Personal Data with third-party ap-
plications available on our Marketplace. You are responsible for the data you instruct us
to share with these applications. Other Users and the Public: Depending on your account
settings, we may share Personal Data with other users of the Services and the public. You
control what information is made public. To adjust your settings, visit User Settings in

your profile. Please be aware that any information you share in a collaborative context
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may become publicly accessible. Private repositories: GitHub Access If your GitHub
account has private repositories, you control the access to that information. GitHub per-
sonnel does not access private repository information without your consent except as
provided in this Privacy Statement and for: security purposes automated scanning or
manual review for known vulnerabilities, active malware, or other content known to vio-
late our Terms of Service to assist the repository owner with a support matter to maintain
the integrity of the Services, or to comply with our legal obligations if we have reason to
believe the contents are in violation of the law. GitHub will provide you with notice re-
garding private repository access unless doing so is prohibited by law or if GitHub acted

in response to a security threat or other risk to security.
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