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Abstract

In the development of smart cities, the integration of Internet of Things (IoT) and Artificial
Intelligence (AI) technologies promises to address urban challenges yet raises significant
security and ethical concerns. This study emphasizes the need for robust governance frameworks
to ensure the ethical deployment of these technologies, focusing on the roles of data privacy,
security, and bias mitigation. It highlights the importance of Explainable AI (XAI) techniques,
like LIME and SHAP, for enhancing transparency and accountability in Al decision-making
processes. Through a detailed examination of existing governance frameworks and the
introduction of a bias detection tool, this work aims to embed ethical considerations into the
fabric of Al-driven systems in smart cities. The discussion extends to exploring common
domains and Al implementations across different industries, offering insights into
comprehending and ensuring the responsible use of Al and IoT technology. This lays the

groundwork for future research in this developing area.
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1. Introduction

In the realm of smart cities, the integration of advanced technologies aims to alleviate urban
challenges with minimal human intervention. Addressing concerns like population growth, waste
management, traffic congestion, resource accessibility, and crime, these initiatives stand as
promising solutions. However, amidst the spotlight on these modern technological
advancements, the discourse around ensuring adequate security measures are in place for the

development of smart cities remains insufficient.

Internet of Things (IoT) serves as a facilitator of smart cities. Data, on the other hand, stands as
the cornerstone of smart cities, drawn from diverse sources like surveillance devices, RFID tags,
financial records, and sensors, waiting to be connected and transmitted through IoT. Leveraging
this data necessitates the implementation of sophisticated surveillance tech and enhancements to
traditional devices and legal frameworks, ensuring the collection of precise and consistent
information from these smart communities. Consequently, security systems harness advanced

technologies to extract valuable insights and bolster security measures.

The advent of Artificial Intelligence (Al) has significantly transformed various smart city
development strategies, offering the potential to augment predictive accuracy and optimize
resource allocation. However, amidst these advancements, it's crucial to acknowledge and

mitigate associated risks, such as biases, that could potentially infiltrate these Al systems. The



escalating integration of Al and IoT in smart cities demands robust governance frameworks and

cautious innovative steps to uphold transparency, fairness, and ethical use.

1.1) Thesis Objectives

An integration of Al in IoT necessitates a concerted effort to detect, mitigate, and rectify biases
at every stage of Al development and deployment within smart city initiatives. Techniques like
Explainable AI (XAlI), notably Local Interpretable Model-agnostic Explanations (LIME) and
SHapley Additive exPlanations (SHAP), along with other measures, assume critical roles in
addressing these challenges. They provide invaluable insights and clarity into the decision-
making processes of Al, promoting accountability and ethical considerations. Our objective
extends beyond mere evaluation of these approaches; the goal is to help develop methodologies
capable of automatically assessing Al applications for compliance with ethical standards and
regulations. This proactive approach aims to embed accountability and ethical scrutiny within the
very fabric of Al-driven systems in smart cities, ensuring their responsible and equitable

deployment.
Throughout this work, we tend to navigate and answer the following questions:

e How do Al-enabled IoT applications intersect with ethical and legal risks, such as bias

and lack of clarity?
e What governance and supervision mechanisms are necessary to mitigate these risks?

e What are the limitations of current frameworks governing Al and IoT applications?



e How can Explainable Al (XAI) strategies enhance oversight and accountability?

e How effective are XAl techniques, specifically LIME and SHAP, in interpreting machine

learning models' decision-making processes to identify and quantify biases?

e (an the introduction of a risk analysis tool automate the bias-detection process in
machine learning predictions, thereby ensuring greater transparency, fairness, and

accuracy?

e What legal considerations are paramount for the safe and ethical deployment of Al

technologies?
e How can insights from the legal domain inform best practices across various industries?

e What are the implications for future research and development in the field of Al and IoT,

particularly in enhancing ethical and legal compliance?

1.2) Thesis Outline

This work is divided into multiple chapters. Chapter 2 commences with a general exploration of
Al-enabled IoT applications moving to how they associate with ethical and legal risks like bias
and unclarity, and their need for proper governance and supervision. Chapter 3 discusses the
traditional frameworks currently governing Al and [oT along with XAl strategies that can help
further oversee Al-IoT-enabled applications. In Chapter 4, XAl techniques, such as (LIME) and
(SHAP), are further inspected along with other investigative calculations and applied to interpret

ML models' decision-making processes which will unveil the features driving predictions,



enabling the identification and quantification of biases. Moreover, we introduce a risk analysis
tool that will automate the bias-detection process and ensure a more transparent, fair, and
accurate ML prediction. Chapter 5 then delves specifically into the domain of law and its
applications concerning the safe and ethical deployment of Al. This provides insights that can
inform other domains on best practices for implementing Al in their respective practices or
services. Chapters 3, 4, and 5 also encompass an in-depth analysis of prior works or
contributions in the specified areas. Finally, the conclusion highlights the work's significance and

outlines potential future research directions.



2) Al and IoT Background: Opportunities and Risks

2.1) Introduction

Artificial Intelligence (Al) is already gaining major attention among societies. The enduring
development of automation offered a wide range of technological services and applications
within other advanced systems, one of which is the Internet of Things (IoT). While Al enables
devices to analyze and learn from experiences, [oT uses devices to connect people and objects
through the internet. With efforts to render [oT systems Al-enabled and automated, attention
should be given to the potential ethical risks and concerns alongside the designed enhancing
features and the benefits predicted. The synergy of Al and IoT can result in advanced and smart
applications within smart cities, driverless vehicles, and robotics and can initiate new job
markets and demands. However, the converged system can also threaten general ethical norms
and human rights through algorithm bias, cybercrimes, unemployment, liability concerns, and
autonomy questioning. This chapter will explain both systems, Al and 10T, in terms of
definitions, history, and methods and elaborate on the advantages, disadvantages, and
corresponding recommendations of their union to offer a better understanding of the advanced

Al-enabled IoT system and reach a clear resolution regarding the matter.



2.2) IoT and AI: Background

In this section, we will provide a brief background of each of Al and IoT, along with an

explanation of relevant definitions.

2.2.1) What is Artificial Intelligence (AI)?

Al uses algorithms within machines and focuses on giving them cognitive abilities such as
reasoning, problem-solving, decision-making, and recognition [4]. Ever since its creation, Al has
evolved over the years while undergoing cycles of both praise and criticism. The field came into
existence in 1952 with advances and automation in neuroscience, attracting the focus of both the
scientific industry and the public community [5]. Then in 1956, the Dartmouth Conference
positively embarked on the era of Al. The Al journey started with manufacturing computers that
could solve various mathematical problems. Since the technology was burdened with limitations
at the time, through public doubts in efficiency and high costs, the public questioned whether the
hype over Al was exaggerated, despite the promising features of this field. As a result, several
agencies halted their funding services to Al, leading to a wave of pessimism against technology
[6]. The field faced its public ups and downs but kept progressing as computer power and
resources further developed. Finally, the rise of the Big Data revolution, which involved big
volumes of data of wide varieties and high velocities, made data accessible enough to advance Al
and initiate its application through various sub-domains such as “machine learning” and “deep
learning”. According to literature, while machine learning focuses on developing computers to
work with fewer human interventions, deep learning is a subset of machine learning that focuses
on giving computers the ability to “think™ using structures modelled on the human brain [6]. The
availability of data and resources allowed for the actual implementation of theoretical AI/ML/DL

in real-life applications such as Google filter spams and image detection and led to the debatable
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idea of technological singularity; predictions of the emergence of Al that surpasses human

intelligence with that of machines [5].

Al gained wide attention of academic and popular literature and research. Actual and practical
applications of Al have been generated and used in the fields of manufacturing, cybersecurity,
health, cars and transportation, and many more by worldwide famous companies like the IBM’s

Watson, Tesla’s autopilot, and Google applications.[4]

2.2.2) Weak vs Strong Al

In terms of capacity, Al is categorized by computer scientists as either weak or strong Al. By
definition, weak Al, also known as narrow Al, is the most common among current intelligent
systems and is trained to perform and repeat observed behaviors and assigned tasks [5]. Weak Al
relies on humans to define the limitations of the learning processes and to deliver the relevant
training data [7]. Despite lacking the ability to generalize, weak Al is evidently efficient in
machine learning, data mining, language processing, and pattern recognition. Systems that are
supported by weak Al include self-driving cars, recommender systems, virtual assistants (Siri),

spam filters, and industrial robots [5].

On the other hand, researchers describe strong Al to be complemented by a sense of human-like
consciousness and ability to reason and think [7]. According to existing literature, in addition to
being able to integrate information like the weak Al systems, strong Al can autonomously
reprogram itself and modify its functioning to perform general tasks that require intelligence,
sentience, and “self-awareness”. According to IBM cloud education, strong Al can teach itself to

solve new problems by developing a human-like consciousness instead of imitating it [7].



Despite the difference in autonomy and control between weak and strong Al, both systems
represent the common feature of independency from full human control. Consequently, both
systems carry common challenges accompanying their Al-enabled applications and are of the

same importance when discussing ethical concerns and legal matter.

2.2.3) What is Internet of Things (I0T)?

IoT systems have not been around for a long time, but the vision behind their technologies had
already been under development many years ago. In 1969, the Internet, the key component of
IoT, developed as Advanced Research Project Agency Network (ARPANET) and was mainly
used for research and academic purposes. In 1973 and 1974, other essential technologies for 10T,
respectively Radio-Frequency Identification RFID and embedded computer systems, were
established and implemented for various uses [8]. Despite the proliferation of these technologies
in businesses and markets, [oT was not recognized as an official term only until 1999 by Kevin
Ashton and was not applied as an individual system only until the 2000s with internet

connectivity becoming an essential norm for most applications and products [9].

There exist several definitions of the term IoT. According to Internet Architecture Board (IAB),
IoT is a set of a large number of embedded devices termed as “smart objects”, which
communicate with each other without human intervention to provide communication services
[8]. The Internet Engineering Task Force (IETF) refers to IoT ‘Smart Object’ too, but of limited
power, processing ability, and memory. Moreover, [IEEE Communications Magazine relates [oT
to Cloud Services as a framework that aims to offer several services, using Machine-to-Machine
M2M communications, to eradicate the gap between the physical and the virtual world. Atzori et
al. define Internet of Things as three key concepts that intersect with each other to develop the

full potential of IoT: internet-oriented Middleware, object-oriented Sensors, and semantic-



oriented Knowledge [8]. Oxford Dictionaries defines IoT very accurately as “the interconnection
via the Internet of computing devices embedded in everyday objects, enabling them to send and
receive data”. Consequently, a general and inclusive definition of IoT would be: a smart
environment that utilizes the Internet, information, and communications technology to offer
services to several domains like administration, education, healthcare, and transportation. With a
framework that includes global and cloud computing for sharing and accessing data, data
analytics for storing and analyzing data, and knowledge visualization for representing data, IoT

has changed and will keep changing the entire communication process [8].

Since [oT systems are growing at high speed, it is important to know the several communication
models in which IoT devices connect and intersect in. According to a document prepared by
Internet Architecture Board (IAB) for networking of smart objects, there are four major

communication modules behind IoT systems [10]:

a) Device-to-Device Communication Model: Communication is directly between two or
more [oT devices through Internet or any other network, with no need for an intermediary
application server. Some examples include home automation systems lie Amazon Alexa

and Google Nest Mini.

b) Device-to-Cloud Communication Model: Communication is between the internet cloud
services and IoT device. It is done through traditional wired Ethernet or Wi-Fi
connections to connect the device to the IP network, which consequently connects it to
the cloud service. Some examples include Samsung Smart TV and Nest Labs learning

Thermostat.



¢) Device-to-Gateway Communication Model: A gateway device, also known as
application-layer-device, operates through a software and connects the IoT device to the
internet cloud services for the data exchange. Some examples include Fitness applications
in a smart phone, which acts as an application layer gateway - it is connected to the

fitness tracker device which cannot directly connect to the clouds service.

d) Back-End-Data-Sharing Communication Model: Communication is driven by users
sharing/exporting the IoT device sensor data stored in the cloud database and joining it
with third party data. This model overcomes the limitations of device-to-cloud model and
allows the analysis of data collected from several loT devices. Moreover, back-end data-

sharing model was derived from single device-to-cloud communication model [11].

2.3) Advantages of Al-enabled IoT systems

Recent advances in connectivity and technology have led to the emergence of Al and IoT
systems in many industries [12]. While IoT is responsible for collecting data and visualizing it,
Al plays a significant role in the analysis of expanding amounts of data, learning from them, and
taking action accordingly. Consequently, the users, sensors, and networks of IoT produce huge
amounts of data from which professionals can acquire knowledge and develop applications using

Al-enabled methods [13].

However, as technological dependency increases with time, the number of companies utilizing
IoT-data are becoming countless, which complicates the process of the proper collection,
analysis, and acting upon the data. According to specialists, Al is the most suitable tool to

understand the huge amounts of data and patterns and produce informed decisions and efficient

10



results in a short timeframe [2]. The synergy of Al and IoT can reshape the methodologies of
businesses, industries, and economies. Here are some results of use cases where Al has been used

along with IoT applications.

2.3.1) Transforming Job Markets and Creating New Products & Services

In parallel to innovation, various relevant occupations will emerge in which humans will conquer
automation due to their judgement, knowledge, and critical thinking abilities [14]. Careers in the
domains of science, computer science, health, communications, and education will become those
in highest demand - these include data scientists, data administrators, tech-educators, and robotic
specialists. Also, NLP (Natural Language Processing), a subfield of Al, allows the
communication of people with devices. Undeniably, by installing this feature in IoT systems, the
business can promptly process and analyze larger amounts of data, enhance existing products,
and create new products and services [2]. For instance, PwC designed a structure to take in drone
imagery of construction sites, allowing construction progress to be compared with the planned

quality and quality [3].

2.3.2) Better Risks Management

The collaboration of Al and IoT helps businesses to better understand and predict a wide range of
risks and create a fast and automated response to fix and moderate. Given the ability of Al to
analyze large amounts of data, insights are more possible to be achieved. This consequently

allows companies to properly manage cases of financial loss, cyber threats, and employee safety

11



and security [2]. For example, Fujitsu installs protective measures for their workers by having Al

analyze data taken only from connected wearable devices [2].

2.3.3) Al-enabled Robots

Al robotic systems do not require pauses or breaks as they are developed and programmed to
work for long hours and achieve better results in a short timeframe. Moreover, robots are not
possessive of human-like emotional side and that prevents room for timely distractions. Robots
and machines depend on logical thinking, can work on more complex and laborious tasks, and
give direct responses to arising matters when needed [15]. These characteristics, however, drive
several ethical concerns that will be discussed later. Examples of Al-enabled robots include IBM

Watson, DaVinci Surgical System, and nanorobots [5].

2.3.4) Personalized experiences

The junction of Al and IoT leads to systems working with customers/users at a personal level.
Interactions between the user and the system produce personalized results according to the user’s
specific desires and details, such as health monitoring by wearable devices, advice by
recommender systems, peace of mind with smart household products, and convenience with
virtual assistants [16]. These applications include fitness trackers, Google Assistant, Apple’s

SIRI, Amazon’s Alexa, etc [17].

12



2.3.5) Reduction of error

Al may reduce the chances of error and is developed to reach accuracy and precision in a smaller
number of attempts in comparison to traditional approaches [18]. For example, several weather
forecasting groups use Al to reduce the disadvantage of human error. Also, robotic surgeons,
such as the DaVinci System are designed to be associated with movement precision during

medical procedures [5].

2.3.6) Telehealth

According to Rushabh Shah et al, the major complications associated with medicine are disease
diagnosis and treatment, health monitoring, data collection and analysis, and accuracy [12]. One
of the [oT applications is telehealth - tracking and monitoring of patients’ health conditions
through wearable devices, biochips, and remote diagnosis. With the addition of Al technologies,
such as neural networks, healthcare systems can provide physicians with specific patient
information and historical facts, allow for proper analysis of the data, and rationalize the

diagnosis and relevant treatment in an accurate and risk-free manner [19].

Physical System

|
2.3.7) Smart Cities and Smart Governments iy
IoT-sourced data include that of smart cities and ol

governments. Al-enabled IoT applications can be applied H

to improve the development of smart cities, expand

. . . Figure 1 - Making Data Valuable
efficiency of smart governments, and provide life-
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enhancing services for citizens [13]. Some of the major areas of a smart city are the smart
manufacturing, smart transport system, smart energy, and smart homes. In smart manufacturing,
the convergence of the physical and virtual worlds led to many developments, one of which is
digital twin. Digital twin is a concept that involves a virtual model of a physical asset for
predictive purposes [20]. It operates by real-time sensory data and can estimate the potential
issues of the respective physical assets (Figure 1). In IoT world, AI will enhance the efficiency of
digital twins through enhanced data analysis features that better understand states, add value,

improves operations, and respond to changes.

2.3.8) Elimination of costly unplanned downtime

In some sectors like industrial manufacturing, equipment breakdown can cause costly
unexpected stoppage. The predictive preservation offered by Al enabled loT allows businesses to
predict the failure or complication of equipment beforehand and plan timely maintenance
procedures. Intelligent [oT systems can utilize Al to predict the conditions of operations and
detect the parameters that need to be modified to ensure ideal results. Hence, efficiency can be

enhanced in tasks that possess time-consuming maintenance processes [2].

Deloitte, a multinational audit and consulting firm, finds that upon integrating Al and IoT in their
system, they achieved “‘20% - 50%’ and ‘5%-10%" reductions in their time invested in
maintenance planning and costs respectively and ‘10% - 20%’ increase in equipment availability

and uptime” [2].
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2.3.9) Self-driving cars

Self-driving cars are a famous example of [oT applications. A self-driving car requires an
immense quantity of data collection and processing. These data involve information about the
road, traffic, and navigation. Artificial Intelligence can play a role in achieving efficient data
analysis and reaching better driving and route decisions. According to Lawrence Burns, self-
driving vehicles are significantly lighter and can reduce out-of-the-pocket and time costs of
conventional automobile travel by 80%. Also, his research at Columbia University concluded
that automobility is the sustainable solution to the enormous waste inherent in human-driven,

combustion-powered, manual automobiles [21].

2.4) Ethical Challenges of Enabling Al in IoT Systems:

Alongside the researchers who encourage the integration of Al into IoT applications due to its
promising impacts, others are hesitant about the manner due to the ethical issues and conflicts
that arise in parallel to innovative projects. The synergy of Al and 10T raises several ethical

concepts that need to be addressed:

2.4.1) Robo-ethics vs Al singularity

With manufacturing robots joining several workforces, it is crucial to discuss the ethical
standards of robotics, also noted as “Roboethics”, and how they should be implemented in Al-

powered [oT robotic systems. Scientist and futurist [saac Asimov developed three initial laws

15



(1950) followed by a zeroth law (1985) for the field of Robotics [22]. From lower to higher-

order, the laws were:

A robot should not harm humanity

e A robot may not injure a human being or, through inaction, allow a human being to

encounter to harm.

e A robot must obey the orders given to it by human beings, except where such orders

would conflict with the First Law.

e A robot must protect its own existence if such protection does not conflict with the First

or Second Law.

In 2002, ethicists and engineers tackled this field again to widen the scope of the previously set
guidelines, develop more specific ones, and clearly distinguish between similar concepts. For
example, while Roboethics focused on the rules to be considered in the human manufacturing of
robots, “machine ethics”, in the contrast, focused on the morality of machines and considered

artificially intelligent machines as “Artificial Moral Agents” (AMAs) [22].

In 2011, the Engineering and Physical Sciences Research Council (EPRSC) and the Arts and
Humanities Research Council (AHRC) of Great Britain issued a set of standards for robot
designers to follow to guarantee common and shared values to produce robots. These standards
emphasize that robots, as multifunctional tools, should prioritize safety, security, and ethical use,
with clear accountability and adherence to laws and rights, avoiding harm or deception towards

humans [22].
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It is important to notice that despite the fantasized unlimited power associated with Al, and
consequently with its subfields such as robotics, the aforementioned updated robot production
regulations were generated with the preconception that robots are eventually accountable to pre-
set human laws. This, however, clashes with Al singularity; the notion that refers to a world
where everything is performed by ultra-intelligent machines and autonomous systems that can
overpass human intellectual activities and rules [23]. While some urge to draw attention to the
seriousness of the situation, others claim that this technological individuality is still far from
close. Yet, there is no harm in early preparation and protection. The implementation of Al robots
in [oT systems requires serious debates on the manufacture and designing of the robots and their
corresponding abilities and limits. This is because, in robotic developments, ethical and legal

complications expand as the autonomy of devices increases [24].

2.4.2) Al bias and discrimination

Al implementation does not only affect the work aspects of humans, but also their lifestyles. Al
algorithms and training information and data may repeat, reinforce, or augment harmful biases
since these data are also generated by humans. Consequently, these biases drive Al systems to
produce unfair outcomes and discrimination against minority groups. Bias in Al algorithms is
caused by two reasons: 1) Developers would insert biased information in Al systems accidentally
and without even noticing; 2) Historical data that will train AI algorithms may not be wide
enough to represent the whole population in a fair manner [25]. For example, in search engines
and translation algorithms, outputs are largely perceived as objective, yet frequently encode
language in gendered ways. Also, bias has also been evident in the algorithmic advertisement,

with opportunities for higher-paying jobs and jobs within the field of science and technology
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advertised to men more often than to women. Likewise, prediction algorithms used to manage
the health data of millions of patients give better care to white patients in comparison to black

patients [26]. The risk of Bias will be further explored and focused on in the subsequent chapters.

2.4.3) Cybercrimes, data breach, and lethal weapons

While Al can be used by cybersecurity professionals to enhance data protection and minimize
breach attacks in [oT systems, cybercriminals can abuse Al abilities for malicious and adversary
purposes. This could lead to developing machine learning models that misinterpret inputs into
the system and behave in a way that would make the breach or cyberattack easier and more

favorable to the attacker [27].

As mentioned before, Al offers the advantage of personalized experiences within [oT facilities in
customer services and more. However, with Al systems being able to process personal data,
individuals’ rights to privacy and freedom are at risk. This is because in Al systems, data
collection abilities driven by low storage costs lead to data persisting longer than the human
subjects that created it. Moreover, the data collected can be abused or used for purposes beyond
their primary expected ones without the data owners’ consent. Also, data may be collected from
people who are not the original targets of the data collection sequence leading to a breach in data

integrity [28].

Al can be integrated into systems for criminal and harmful purposes. An example is
incorporating Al in the military and developing lethal automated weapons LAWs that could

independently identify targets based on programmed descriptions and constraints. There lie
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ethical concerns with this practice, especially with the risk of bias and discrimination associated

with the Al systems. [25].

2.4.4) Unemployment

While automation with Al is expected to relieve humans from complex and unnecessary
fatiguing IoT tasks, working individuals fear that their jobs will be eliminated by Al in the future.
According to Mckinsey estimates, smart robots and intelligent machines could replace as much
as 30% of the current human labor globally by 2030. Depending upon numerous implementation
scenarios, automation will displace between 400 and 800 million jobs, and about 375 million

working individuals will be required to switch job categories entirely [25].

2.4.5) Disrupting autonomy and human relationships

Self-rule, also known as self-governance or self-determination, is the major factor of autonomy.
Smart objects, unlike traditional manual objects, acquire their own unique capacities and their

own kinds of experiences in interaction with the consumer and each other [29].

Moreover, Al advancements are currently being used to dynamically personalize individual’s
choice scenarios, paternalistically nudge, and manipulate behaviour in unmatched manners [30].
Expanding deference to algorithmic patterns in many decision-making processes creates doubts
regarding the authenticity of individuals’ decisions, and consequently their capacity for self-
determination and awareness. This is even more evident when algorithmic decision-making

patterns are dependent on group-level data and past information.
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Moreover, Artificial bots can virtually channel unlimited attention and kindness into building
relationships, unlike humans, who expend these resources in a limited manner. This
reward/fulfillment feeling will result in the reduction of human communication and an increase

in human-bot interaction [31].

2.4.6) Duty of care and liability

The self-learning abilities of Al systems can help them come up with entirely new decisions and
data on their own. While a key part of negligent liability is foreseeability, autonomous systems
are likely to display unforeseen behaviors, and this would present challenging dilemmas in
determining who is liable [32]. This could then lead to unforeseeable harms or drawbacks that
were not predicted by the developers. This creates ethically controversial matters; while some
claim that no matter how automated the system is, human developers and operators hold a duty
of care towards the decisions reached by the Al systems they programmed, others suggest that
autonomous machines should be granted legal personalities and thus liability in cases of
negligence and harm [33]. Generally now, humans are to be responsible for mishaps. However,
this predetermined human liability is harsh, as there would exist cases where harm occurs even if
all the groups involved act in an ethical and legal manner and with intentions to benefit rather
than to harm. Yet, it would still be unfair for the impaired victim/company to not be compensated

for the harm they would have suffered [34].
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2.4.7) Deteriorating social equity and disparities in wealth and power

Deploying Al in IoT systems is costly and relatively complicated, which makes it an applicable
practice for limited countries and advanced communities. If these autonomous systems were to
be sent by advanced countries and deployed in disadvantaged or developing countries, the
process of implementation would lead to several complications and would eventually fail, as
these systems would not only be expected to perform new and difficult tasks but would also have

to conform to undeveloped and irrelevant regulations and legislations [24].

Also, as mentioned before, Al-powered systems are expected to correlate with unemployment, so
traditional human workforce is predicted to suffer from a cut-down, making revenues go to fewer
people. Consequently, rich individuals who have partnerships in Al-based loT-driven companies
will receive wealth and power. This makes advancing [oT with Al associated with further
exacerbating the existing gap between privileged and underprivileged communities in the world

despite that increasing connection and world communication is one of [oT’s major goals [31].

2.5) Open Discussion

The integration of artificial intelligence in IoT systems introduces a wide range of ethical and
regulatory issues. Different perspectives exist regarding the matter, which proves that there is an
urgent need to reach a united position. However, as the world is getting deeply digitized,
ignoring the trend of innovation is not preferred. Steps should be taken to overcome challenges
and technology should be encouraged, rather than limited, especially when it seems to hold

benefits and promising outcomes.
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According to Travis Hollman, CEO of Hollman, the world's largest manufacturer of wood and
laminate lockers, robots are best to fill in for humans in repetitive tasks, associated with high-
volume production, and are often considered dangerous or boring [35]. This way, Al-IoT
manufacturing robots would save people from injuries and relieve stress on the company or the

institution.

In parallel to the disputes over the rights and wrongs of employing smart machines instead of
human workers, research makes it apparent that companies that fail to embrace the Al
opportunity will have to face significant disadvantages that no team can afford. And with the
acceleration of Al and IoT implementation, the chances of finding competitive alternatives and

weighing options are quickly diminishing [3].

IoT and Al together, can enable the development of valuable services for citizens, businesses,
and public agencies, in multiple domains, such as transportation, energy, healthcare, education,
and public safety [13]. Nevertheless, innovative legislations and clear standards and duties, for
all parties involved- workers, manufacturers, software designers, and administrative team -
should be clearly set out to eliminate the misuses of Al and to help ease the mentioned ethical,

legal, and regulatory challenges and other relative issues that would arise.

Moreover, while it is arguable that the autonomy advantage of AI may not be strictly necessary,
as it limits communication and human interactions, the autonomous feature would still be
advantageous and provide an extra level of distancing and protection to individuals in specific
situations [24]. For instance, the recent and ongoing Coronavirus pandemic has majorly
highlighted the need for smart systems and autonomous robotic systems to minimize the dangers

of exposure to the highly contagious virus for the working staff and other individuals [36].
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Therefore, after weighing the pros and cons of integrating Al features into IoT systems, it is
obvious that the advantages of incorporating Al in IoT outweigh the disadvantages, and thus,
embracing this Hi-Tech collaboration is better than ignoring it. However, for protective
measures, it is best to support the following position: Al-powered IoT systems should be
supported only if they were to be viewed as a regulatory moderated source of assistance and
strength to humans and their businesses, rather than a threatening factor or unethical
replacement. Pierre Dupont, an engineer in Boston Children’s Hospital’s robotic medical
research team, emphasizes the fact that autonomous systems should be designed to support
human workers and not outshine them [37]. This perspective can also be implemented outside
the medical scope; in most businesses and firms that are willing to incorporate an Al-enabled IoT

system to manage their industrial work and increase their productivity.

2.6) General Considerations

On one hand, businesses and people should not be discouraged from working with Al and
developing innovative technology, especially when current Al devices have been used in many
cases successfully [38]. On the other hand, users utilizing the IoT devices/services must
undertake all reasonable measures of minimizing the risks and concerns associated with this

technology. Therefore, it is proposed to keep the following recommendations in consideration:

e Ifwe plan to encourage the progress of Al and further develop it in most systems, it is
important to first understand what practicality and science fiction are [5]. Hence, there
should be a logical and smooth interaction between visionary research ideas and the

actual application of specific projects. Moreover, it is required to preclude the unrealistic
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enthusiasm and the unjustified fears of Al from hindering its progress. Instead, these
overhyped feelings and visions should be used to inspire the development of a systematic
outline on which the future of Al will prosper. If a sustained and a responsible investment
is set, Al is expected to transform the future of society as a whole — people’s life, their
living environment, and the economy. Al and Robotics, if handled adequately, could
amplify and augment human potential and improve productivity [5]. Yet, to properly
manage the influence of Al, it is important to understand and draw lessons from both past
failures and achievements.

One of the major complications associated with Al-enabled IoT systems is the issue of
the projected ethical and legal challenges they would further impose on the ‘current’
ethical and legal complications of the advanced technology. After clearly identifying all
the impediments, adequate steps should be taken to tackle them. Ethicists and
professionals should encourage constant comprised and communication to reach a united
and clear ethical framework regarding the application of advanced systems. In addition,
since the law is known to usually fall behind against the racing technological
advancements, either altering current laws or setting new innovative legislations, or even
both, is/are needed to allow the progress of technology and Al [24].

Since the physical, mental, and digital safety of individuals mark as priority to both the
industrial and business systems, scientists and professionals are required to further study
the factual aspects of incorporating Al in IoT systems and properly assess the results in
comparison to the traditional procedure. Therefore, more experiments and research on the
subject are needed before fully transforming systems using Al [37]. This is important to

ensure the safety of individuals and clarify the expected standards of both the traditional
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and advanced digital systems. Consequently, this will support the achievement of the best
decisions for ultimate outcomes and will aid in improving areas of shortage or risks.

To guarantee proper utilization of Al in IoT systems, clear regulatory measures should be
created. Guidelines, codes of practice, conditions, and principles should be followed by
manufacturing firms and adopting institutions to ensure that the process of designing and
utilizing these advanced systems is not abused for profit purposes at the expense of
human rights or even exploited by the staff to escape major duties [39]. Both non-
binding and binding measures should be instituted; the non-governmental nature of the
former would allow the measures to be trans-national and thus, more flexible and suited
to this form of technology, whereas the latter would ensure judicial protection of rights
and justice. Moreover, a regulatory framework should be formed to target the hostile and
risky environments, those that would seem in favor of automated and advanced systems.
This is because in health, for instance, doctors would still have a duty of care and
responsibility towards their patients. It should be clarified and agreed that they are willing
to accept the idea of relying on an electric robotic system they cannot directly control
[24]. The aim is to guide private sector organizations and promote public understanding
and trust in technologies by providing a clear explanation of how Al systems work,
building adequate data accountability practices, offering transparent communication, and
redesigning jobs to fit with the technical advancements [40].

Technological advancements should stay in compliance with international human rights.
Therefore, with the entry of costly and complicated innovative services into various work
fields, rulers should ensure that the access of individuals to these services is equal and

fair. In a world suffering from disparities across communities, keeping the aspect of

25



“equal access” to services should be a goal in technological planning. Since every human
has an international human right to the ultimate form of health, privacy, and a life of
dignity, innovative advancements should bolster these rights, rather than threaten them. It
would also be preferable to focus on easing or even abolishing current disparities before

introducing advanced hi-tech services that would seem to further exacerbate the situation.

2.7) Summary

The enduring development of Al offered a wide range of technological services in society [22].
Advances in Al have undergone rapid growth over the past decades. They have gained extensive
popularity in most fields and have been applied in many practices. Al systems have provided
comfort in loT areas where manual control and tasks were challenging. Moreover, they have
provided a benefit of procedural continuity, as they have eased work fatigue and unnecessary
exhaustion that could stand in the way of other achievements [41]. However, in parallel to the
rise of aspirations and optimism with its successful results, Al-enabled IoT systems have posed
major ethical and legal concerns. And with the efforts to render more Al-integrated systems
feasible, all involved parties- governments, policymakers, enterprises, innovators, developers,
and citizens are challenged to be impacted by the intricate ethical and legal complications
associated with this revolution, especially when it comes to privacy and autonomy rights,

ensuring responsibilities of individuals and firms, and securing equity and justice [32].

Therefore, companies that are willing to utilize this proactive approach should engage in
extensive monitoring and moderating procedures to ensure proper practice and limit ethical risks

and misuses. This way, they could make the most of the opportunities offered by Al while
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securing the rights and safety of the involved individuals- employees and utilizers.[3] Including
Al in IoT systems, just like in all other systems, is a major responsibility and not an on-off
switch; once it is installed, it is hard to reverse the impact. To take this responsibility, adopters
are urged to have a foundation of knowledge of Al to adequately understand how it may impact

not only the adopting system, but the society as a whole.[4]

This chapter sets the stage for the next one, which further explores the suggested
recommendations regarding the need for transparency and proper governance in Al. The first
step involves assessing existing frameworks, evaluating them, and introducing methods to

comprehend Al models for effective governance (known as XAlI).
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3. Al-enabled IoT Applications: Towards a Transparent

Governance Framework

3.1) Introduction

Smart cities, self-driving cars, and smart farming are all examples of Internet of Things (IoT)
applications. These applications primarily focus on offering practical services by connecting
devices to humans or other devices with minimal to no commanding intervention of humans. It is

estimated that by 2025, the number of connected devices will reach 100 billion [42].

Artificial Intelligence (Al) has been distinguished as a revolutionary factor in human and industry
services. Since Al aims to emulate human abilities in analysis and decision-making, IoT
applications can use Al to further advance their results and maximize their independence from
humans. However, as with all technological advancements, legal and ethical concerns increase
with the decrease of human control. These concerns relate to bias and data discrimination,
cybersecurity issues, unemployment, vague liability, and unclarity. This leads to a focused need

for governance, management frameworks, and regulations.

In this chapter, and in the context of architecture and the need for management, we explore some
[oT applications, with the available literature and opinions on their administration and the current
governance framework models of each Al and IoT. We realize that so far, the lack of a specific
governance plan and the need for a detailed and inclusive one can be generally agreed on by most

researchers in the domain. From there, we evaluate the available policies and assess model
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frameworks for governing Al-driven IoT applications for transparency and better Al-decision

making. Our chapter contributions can be summarized as follows:

e Clarify that there is no “one size fits all” methodology to govern advanced technical
systems.

e Explain how governance frameworks on IoT and Al systems vary from the initial
design phase to the final implementation phase and beyond.

e Explore methods to ensure transparency and trust in Al, which is key to ensure safe
practice and fair communication.

¢ Emphasize the need for maintaining a human-centered approach in Al and IoT systems,

regardless of how advanced technology gets.

3.2) Al-based IoT Applications: Background

In this chapter, we present our ideas using an informative and qualitative approach. We explore
different studies and research papers on IoT that thoroughly analyze different IoT applications to
gain insights into the perspectives of scholars on IoT applications and the integration of Al in them.
We then focus on studying existing Al and IoT policies; ones that deal with the design phase of
these advanced systems, ones that deal with the implementation phase, and ones that deal with
both design and implementation and beyond. Currently, different policies are placed in action to
govern [oT and Al systems. They include: Singapore’s Infocom Media Development Authority
IMDA IoT Cybersecurity Guide, the National Institute of Standards and Technology NIST, and

PDPC The Model Al Governance Framework.
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The swift digitization of common traditional services is moving communities towards data-driven
activities and decisions [43]. This movement, however, should be secure and safe to attain the best
results. Although IoT applications are numerous, we will focus here on four key applications:
Smart cities, Self-driving vehicles, and Smart farming. These applications constitute common and
popular use in many technologically oriented societies, and for that, they require high governing

attention and need for effective ethical and operational regulations.

A. Smart Cities

IoT-sourced data include that of smart cities and governments. Smart cities include major smart
services and domains like smart manufacturing, smart transportation systems, smart policing and
crime prevention, smart energy, and smart homes [13]. Lopes claims that developing smart and
innovative cities can only be done with a smart governance model, a mix of collaborative, open
and participatory governance [44]. Joshi et al. identify six significant pillars for developing the
framework as: Social, Management, Economic, Legal, Technology, and Sustainability (SMELTS)
and explain how these factors can make the smart city project successful [45]. Dameri et al.
examine several smart cities and observe that no consolidated standards or best practices for smart
city governance are applied; instead, each city implements its own governance framework [46].
Yigitcanlar et al. discuss how drivers of smart cities—community, technology, and policy—
construct the desired city outcomes: productivity, sustainability, accessibility, well-being,
livability, and governance [47]. These studies show that even if the matter is one, the perspectives
differ. It is clear that the authors encourage the development of a proper governance framework
for IoT smart city applications, but their approaches are not the same. While some claim that there

is no “one size fits all” solution, other groups believe that specific standards or pillars should be
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attained. And within the latter, each group argues in favor of different pillars for smart cities. This
shows the need for a unified framework model that is detailed enough to target aspects of the smart

city system, but broad enough to be applied in most cities.

B. Self-driving Vehicles

Self-driving cars are a famous example of [oT applications. To be able to drive on its own, a self-
driving car requires thorough analysis and processing of data that involves information about the
road, traffic, and navigation. Kroger believes that transparency and communication should be
central to the process of introducing self-driving cars [48]. Enlarged stakeholder involvement is
advisable in a stepwise governance approach. Also, the public needs to be sensitized and better
notified about expected rises and falls of advancements of selfdriving cars and mitigation methods
should be verified. Bundin et al. discuss the need for consistent technical supervision of the
operation of self-driving cars, that is the hardware and software aspects, besides the ethical issues
of responsibility and autonomy of Al-powered drivers [49]. Also, they highlight the need to evolve
the current road infrastructure to adapt to self-driving transport services. Cohen et al. see the role
of government in the initiative of self-driving vehicles as risk mitigation, infrastructure adaptation,
and preservation of public trust [50]. In their study, they notice how fast issues and concerns related
to this technical advancement would come up. They conclude that approaches to governing
innovative projects seem to face troubles quickly. Hanna et al. believe that self-driving vehicles
are a sort of disruptive technology that will shift the federal legislative, regulation, development,
and research [51]. Educating the public through well-informed and data-driven policies is needed
to ensure privacy and industry-safe practices. These studies signify the disparity in perspectives
regarding self-driving vehicles. However, a common topic among the studies is the need for

adaptation to the IoT application while preserving public trust. This shows the importance of
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ensuring proper and clear communication upon implementing IoT services, which will be

discussed more thoroughly throughout this chapter.

C. Smart Farming

Rapid developments in IoT propelled the phenomenon of smart farming. Using Big Data, smart
farming establishes management tasks based not only on location but also on data that is enhanced
by context awareness and real-time events. Wolfert et al. expect Big Data to shift power and roles
and heavily impact not only farming but the entire supply chain through smart sensors and loT
decision-making devices [52]. Thus, they believe that adequate smart farming governance,
security, and business models are key matters to be addressed in future research. Boursianis et al.
analyze the Unmanned Aerial Vehicle UAV technology and conclude that it, alongside 10T, is a
major technology capable of transforming traditional farming practices into a new form of
intelligence in precision agriculture [53]. Debauche et al. study how the absence of interoperability
between smart farming platforms hinders the possibilities of advanced applications and innovative
operations [54]. They recommend addressing security matters from the IoT design level. Just like
in the previous IoT applications, researchers in the domain of smart farming tend to focus on
general challenges and broad recommendations while advocating for a narrowed-down approach.
This chapter aims to fulfill this goal and present solutions that can be tailored to different IoT

systems.
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3.3) Governance Frameworks for AI and IoT

Several governance frameworks and guiding standards currently exist to manage the applications
and services of Al and IoT. While some governance strategies target the design level only, others
are applied in the implementation stages. Table I summarizes governance guidelines across

different phases and systems.

A. Governance Integrated into the Design Phase

Singapore’s Infocom Media Development Authority IMDA IoT Cybersecurity Guide presents
principles and respective recommendations depending on the design phase. It provides
recommendations for IoT developers, solution architects, and system integrators who want to
design, develop and deploy secure IoT products and systems. The recommendations cover four
fundamental 10T security design principles: security, defense, accountability, and resiliency [55].
They emphasize the importance of employing strong cryptography, conducting threat modelling,

enforcing proper access control, and more.

B. Governance Integrated into the Implementation Phase

We study the National Institute of Standards and Technology (NIST) guidelines [56]. These
standards target the [oT system starting from evaluating the device identification and configuration
to the level of data protection and cybersecurity state awareness. They also stress the importance
of the regular need for authorized software and firmware updates and logical access to interfaces.
Moreover, the Cloud Security Alliance (CSA) IoT Control Framework follows an extensive
approach to manage the security challenges within IoT applications [57]. It covers baselevel
security controls needed to diminish many of the risks resulting from the multiple networking

technologies, cloud services, and connected devices incorporated in IoT systems. It encompasses,
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in detail, several aspects of security such as: risk mitigation, technical policies, privacy,
governance, secure connections and development, vulnerability, liability, misuse, physical
security, secure vendor remote access, and end-of-life of devices. This allows the framework to
help users manage highly sensitive systems supporting critical services, identify the proper security

controls, and assign them to the appropriate IoT components [57].

Also, the Personal Data Protection Commission’s (PDPC) Model Al Governance Framework
provides private sector organizations with guidelines on how to deploy Al in their systems and
address ethical challenges [40]. It aims to promote public understanding and trust in technologies
by providing a clear explanation of how Al systems work, building adequate data accountability
practices, and offering transparent communication. The guidelines are divided into principles that
require Al systems to be human-centric and decisions to be explainable, transparent, and fair and
practices that regulate the internal measures in the organization, the level of human involvement,

operation management, and communication.

In addition, the Guide to Job Redesign in the Age of Al helps organizations and employees deal
with the job-related challenges of Al; meaning it helps them understand how existing job roles can
be redesigned to utilize the potential of Al, so that the work productivity is increased [58]. It
provides a practical approach to help companies and organizations prepare for the digital future
while managing AI’s impact on employees. Its focus is human-centric, as it focuses on employees

and re-skilling employees and redesigning jobs to match the market.

Furthermore, ISAGO - Implementation and Self-Assessment Guide for Organizations is a
companion guide to the PDPC model framework mentioned earlier [59]. It helps organizations
evaluate the compliance of their Al governance practices with the Model Framework.

Organizations are encouraged to document and record the development of their governance
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process as a matter of good practice, and for their experience to be used as case studies that would
benefit other organizations and businesses. Organizations should not attempt to implement all the
considerations in this Guide because not may be applicable in their context. Moreover, some

considerations can only be applied in specific situations and cases.

C. Governance integrated in both Design and Implementation Phases

ISACA, formerly known as the Information Systems Audit and Control Association, is a
professional and international association that focuses on risks, challenges, and management
strategies of IT applications [60]. For [oT, it aims to evaluate security and control built in at design
level, test controls and watch out for vulnerabilities, and educate and train individuals involved to
ensure that building security alongside functionality. This is necessary for IoT security, in which
experienced IT assurance and security personnel who understand cyber matters can evaluate loT

risks and benefits.

D. Explainable AI: SHAP and LIME for AI Governance

Explainable Al, often referred to as XAlI, serves the purpose of clarifying an Al model, its
anticipated effects, and the possible biases it might carry. Its role encompasses defining the model’s
precision, fairness, transparency, and the results it yields in Al-driven decision-making scenarios.
The integration of XAl becomes paramount for organizations seeking to instill trust and assurance
when deploying Al models for practical use. Additionally, Al explainability plays a pivotal role in

assisting an organization in embracing a responsible stance toward Al development [61].
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[ Phase

Design IMDA loT Cybersecurity Guide focuses on security, defense, accountability, and resiliency during the
design phase.

Guideline Summary |

Implementation
o NIST guidelines emphasize device identification, data protection, and the need for authorized

updates.

CSA: IoT Control Framework addresses multiple aspects of IoT application security.
PDPC’s Model Al Governance Framework offers guidelines for ethical Al deployment.
A Guide to Job Redesign focuses on human-centric AI's impact on job roles.

ISAGO aids organizations in Al governance practices.

Design & Implementation | ISACA focuses on risks and strategies of IT applications. It emphasizes building security alongside
functionality for IoT.
XAl Explainable Al (XAI) aims to clarify AT model behaviors. SHAP and LIME are post hoc analysis

techniques that enhance model interpretability. They can be critical in studies, like smart city crime
prediction, to ensure transparency, trust, and bias detection.

Table 1 Governance Frameworks across different phases and systems

Two of the XAI techniques that we’ll introduce in this chapter are SHAP and LIME, which both
use Python libraries. Within the Shapley Additive Explanation (SHAP) framework, influenced by
a concept originating from game theory, the dispersion of predictions is allocated across the
existing covariates. Consequently, it becomes possible to evaluate the impact of each explanatory
variable on individual predictions independently of the underlying model. As for Local
Interpretable Model-Agnostic Explanations (LIME), it is a technique for explaining machine
learning models, regardless of their complexity, by creating a simplified, interpretable model
specifically tailored to explain individual predictions. This approach is applied after the original
model has made its predictions (as a "post-hoc’ step) and is designed to enhance our understanding

of each prediction [62].

SHAP and LIME assume a critical role in post hoc analysis, enhancing the interpretability and
explainability of models. These techniques come into play once the model has been crafted,
trained, and implemented, offering valuable insights into the model’s behavior and prediction

rationale. Although they are not involved in the initial design and training stages, their importance
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lies in facilitating a deeper comprehension of the model’s efficacy and reliability, thereby aiding

in its refinement.

To further elaborate on the contributions of SHAP and LIME to Al governance and policing, we
will introduce how they can play a role using one of our previous smart city studies. In this study
[63], we collect sensory traffic data, use machine learning tools to detect patterns within these data
and perform predictions, and consequently develop traffic crime indicators that help with
proactively enhancing road safety measures and overall protection standards. If we were to
incorporate SHAP and LIME into our study, SHAP would reveal how the used models have arrived
at their decisions by highlighting the importance of each different feature detected and LIME
would provide insights into why a specific crime prediction was made depending on a particular
case or location. Smart crime prediction is a sensitive research area, so this detailed analysis
approach is critical for transparency and trust, bias detection and mitigation, and enabling effective
communication with stakeholders. A thorough analysis of LIME and SHAP will be done in the

next chapter.

3.4) Blended Al and IoT Governance Framework: A Discussion

It is clear that no governance approach is identical to the other. However, there are common
aspects of interest between all. Johan Smith et al. find that there is not one proposed security
framework that tackles all layers of IoT applications and development [64]. They also stress on the
importance of addressing security from the [oT design phase, as it allows developers to attain a
clearer understanding of the IoT system. From what has been mentioned, it is evident that

governance methods are data-specific, the design phase in [oT development is crucial to monitor
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the entire IoT application, data security is a must, and so is ensuring the security of the other

social/digital applications that would assist in [oT security.

Moreover, research in [oT domain faces a lot of constraints, [oT governance board is needed to
ensure compliance, and the ethical and social aspects play a major role in implementing successful
IoT governance. If we study the matter deeper, we realize that the same comments can be applied
to Al systems. This shows that it is possible to use Al governance frameworks and alter them to
match IoT specifications. Researchers, technicians, analysts, and specialists can review previous
Al guidelines and regulations and choose the most successful and relevant ones to implement in

[oT systems.

As for XAI approaches, SHAP, LIME, and other tools focus on the constant challenge in Al and
ML-enabled IoT studies, which is ensuring transparency, fairness, and clarity throughout the data
collection and analysis processes. For individuals involved in decision-making and other relevant
parties, these techniques provide a transparent insight into the reasoning behind Al-powered
decisions, empowering them to make more knowledgeable decisions. Moreover, they aid in the
detection of possible biases or model inaccuracies, ultimately resulting in outcomes that are both
fairer and more precise [65]. However, as Al continues to advance and become more complex,
understanding the algorithm to determine how and why the outcome was reached is becoming
more challenging. Many explainable Al models involve simplifying the primary model, and this
leads to a loss of predictive performance and consequently less accuracy. Moreover, existing
explainability methods may not cover all the phases of the decision-making process, which can
restrain the benefit of the explanation, especially when dealing with more complex models and
more complex smart domains. Also, further advancement of the Al models will lead to the

advancement of the explainability model, which will be a challenge for human analysts.
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3.5) Pillars of an Ideal Blended AI-IoT Governance Framework:

In light of these considerations, it is evident there are several concepts that need to be included to
achieve proper Al control, regulations, and decision-making. We can conclude that the ideal

governance framework for Al-powered IoT systems should tackle (not limited to) 5 main notions:

* Data design and security: This regulates the creation, collection, storage, and management of the
data across the different layers of the IoT reference architecture for it to meet the organization and
customers’ needs. It also makes sure that the system aligns with the communication standards and

protocols of other digital systems at the organization.

* Operation and management: This dimension controls the integrated workflow within the digital
system and with other IT systems. This is achieved through real-time insights and data analytics;
the frequency and specificity of the IoT data indicate a high level of correlation control points,

time-related policies to compensate for data loss, and data-trust checkpoints for data sources.

* Governance structure and communication: This governs the implementation process of Al/loT
and ensures proper communication with all parties involved in the process (Employees,
Stakeholders, Customers). This is achieved by making sure that there is a motive to set up a
governing committee and specify measures across departments. Hence, the organization board
would support the Al governance structure, the assigned responsibilities of the personnel would
be clear and well-defined, and a communication and explanation strategy (with backup plans)
would be set up with a clear audience, context, and purpose. Also, the stakeholders would be
informed of the impacts of Al, possible risks, and whether they are reversible or not. Moreover,
the option to opt out would be applicable and a platform for feedback and queries would be

managed by the appropriate personnel.
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* Compliance with ethical and legal standards: As mentioned in the previous chapter, this ensures
that the decision to use Al and IoT should comply with social, ethical, and legal considerations.
This is done by making sure that expected benefits outweigh the costs, no human rights were
ignored/overlooked/threatened at the time of design and usage of data, individual involvement was
enough and appropriate, and there is room to motion to politically and officially alter traditional

laws that might challenge the innovative aspect of IoT and Al.

* Transparency and interpretability: It is vital for an organization to have a full understanding of
the Al decision-making processes with model monitoring and accountability and not to blindly
trust them. Bias, often based on gender, race, or location, has been a long-standing risk in training
Al systems. Moreover, the performance of Al models can degrade or drift because production data
is different from training data. This makes it critical for a business to continuously manage and
monitor models to promote Al explainability while measuring the business influence of using such
algorithms. Explainable Al also helps promoting transparency, model auditability, end-user trust,
and productive use of Al, and ensures the stakeholders understand the models’ decision-making

process. It also mitigates compliance, security, legal, and reputational risks of Al systems [65].

Our proposal revolves around a human-centered approach. Main standards include human
involvement in decision-making, clarity of the Al deployment and understanding of the system
procedures, accuracy and reliability of data sets, communication between staff and stakeholders,
compliance of outcomes with the initially intended objectives, and ability of risk and bias
management. If these standards were to be taken into consideration by tech workers and developers
as a generic policy-making framework, then general and common 10T/AlI risks would diminish.
However, industry professionals should be aware that each environment has its own rules and plans

and thus, they should carry their own actions accordingly. Therefore, depending only on one
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conventional context will leave exceptional and system-specific risks unhandled. For that, our
suggested policy should be taken as a checkpoint plan, where each company or organization should
further elaborate on and subdivide each standard according to its specific requirements and

qualities.

3.6) Summary

IoT applications have the ability to affect communities and change the lives of citizens. The impact,
however, depends on how each IoT system is managed. This chapter reflects on previous research
findings and model frameworks regarding the governance of IoT and Al and highlights the major
factors that one should focus on from the design level to the implementation level of IoT and Al
systems. We conclude that governance should be specific to each region, and a “one-size fits all”
vision will not work. Moreover, the inclusion of all sectors: governments, the private sector, and
academia, and Al tool, is a must to ensure a transparent and fair innovation. Transparency should
not only include a clear explanation of the projects/plans, but also the expected rise and fall of the
relevant [oT application. Also, while developing a framework, attention should be given to risk
management when it comes to both aspects of assessment and mitigation. The integration of Al
and [oT technologies bring huge benefits to the adopting systems. However, it remains a
transformative approach with irreversible features. This stresses the importance of harnessing their
potential and safeguarding against potential pitfalls and setting adequate management and
supervision to create a transparent, safe, and trusted environment for all individuals directly and

indirectly involved; employees, customers, and stake/share-holders [66].

Once transparency and explainability have been clarified, attention in the next chapter turns

towards fostering fairness and equity within Al systems. This entails placing a significant emphasis
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on identifying and addressing biases through detection and mitigation strategies. Furthermore,
evaluating the effectiveness of these measures falls under the purview of XAlI, ensuring that the
decisions made by Al systems are not only transparent but also equitable and free from

discriminatory biases.
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4. Unveiling Fairness: XAlI's Role in Bias Mitigation in

Machine Learning Applications

4.1) Introduction

Many businesses now leverage Al, specifically machine learning ML to analyze vast amounts of
data, covering tasks ranging from assessing credit for loan applications to examining legal
contracts for mistakes and supervising employee interactions with customers to identify
inappropriate behavior [67]. Al and ML algorithms learn from data to make predictions.
However, research is uncovering instances where algorithmic decision-making falls short of
expectations and unintentionally mirrors and intensifies existing biases, especially against

vulnerable populations.

The preceding chapters discuss the risk of bias often and highlight the significance of governing
strategies across various stages of Al-enabled 10T applications, particularly emphasizing the

design and implementation phases, and suggest leveraging XAl to support the supervision. This
chapter narrows its focus specifically on ensuring transparency and fairness within these phases.
It ventures into practical applications, spotlighting key features and illuminating potential biases
that might surface. Underscoring our dedication to transparency and the reduction of Al bias, we
introduce "PrAlse," a pioneering tool designed to automate the explainability and bias detection

process.
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4.2) XAlI, Fairness, and Bias: Background

The creation and use of machine-learning algorithms have grown easier for developers, making
vast datasets readily available for computers to extract new insights. This has advanced

algorithms into complex, widely-used tools for automating decisions.

4.2.1) The importance of and need for Explainable Al (XAI)

Explainable Al, commonly known as XAl, is generally a multidisciplinary area of research that
is concerned with developing methods to make Al comprehensible to humans [68]. Its role
encompasses defining the model's precision, transparency, fairness, and the outcomes it produces
in Al-driven decision-making scenarios. The integration of XAl becomes crucial for
organizations aiming to foster trust and confidence when deploying Al models for practical use

[69].

Beyond moral considerations, legal and regulatory obligations mandate fairness and transparency
in Al decision-making. The General Data Protection Regulation (GDPR) of the European Union,
for instance, emphasizes the right to explanation, ensuring individuals can comprehend the
reasoning behind automated decisions affecting them [70]. Similar legal systems and regulatory
bodies are increasingly stressing the importance of explainability, underscoring the need for XAl

systems to provide clear justifications for the outcomes of Al and ML predictions.

Moreover, explainable Al can assist in identifying biases and discrimination within Al systems,
allowing for the mitigation of unfair outcomes. Biases in training data or algorithmic processes

can lead to discriminatory decisions, perpetuating societal inequalities. XAl techniques can
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illuminate the factors contributing to these biases, enabling corrective actions to ensure fairness

and equal treatment from the beginning [71].

This work focuses on two XAI techniques, namely Shapley Additive Explanations “SHAP” and
Local Interpretable Model-agnostic Explanations “LIME”, introduced in the previous chapter.
While the former enables the assessment of each explanatory variable's impact on individual
predictions independently of the underlying model, the latter is a method for elucidating machine
learning models, irrespective of their complexity, by constructing a simplified, interpretable
model tailored to elucidate individual predictions. This strategy is implemented after the original

model has made its predictions, aiming to enrich our comprehension of each prediction.

4.2.2) A comprehensive examination of Fairness and Bias

Fairness is a confusing concept [72]. Fairness encompasses multiple definitions. One source
defines it as the absence of favoritism towards any side [73]. Another defines it as the quality of
treating people equally or reasonably [74]. However, the concept of fairness varies depending on
context and perspective. In law, it involves protecting individuals and groups from
discrimination, while in social science, it considers fairness within the framework of social
relationships and power dynamics [75]. Philosophically, fairness is often linked to moral
rightness and notions of justice and equity. In the realm of Al and ML, fairness is a pervasive
concept, with a fair model aiming to achieve "equalized odds," ensuring group membership has
no direct effect on an individual's score [76]. In essence, bias and fairness in Al are

interconnected, with fairness broadly defined as the absence of prejudice or preference based on
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characteristics [77]. Just like a taxonomy for fairness definitions is established by different

researchers across different domains, there exists multiple classification of bias.

In our study, we focus on Bacelar’s bias level classification model, which consists of 4 types

(figure 2), for the sole purpose of describing the existing different levels of bias [78]:

Bias in Al and machine learning can manifest in several ways:

o Institutionalized Bias: This type originates from the training data, reflecting historical
and societal inequities or human decisions. For example, word embeddings from news
articles might perpetuate gender stereotypes. Bias can also arise from data collection
methods, such as crime records inflated by over-policing in certain areas, leading to a

cycle of biased data.

o Individual Bias: Human prejudices infiltrate the data and the analytical process. The
biases of scientists can influence the analysis, experiments, or implementation of
algorithms, with overlooked parameters or other oversights potentially leading to skewed

outcomes.

o Sample Bias: This occurs when the training data sample isn't representative of the whole
population, often due to systemic collection errors. Algorithms trained on such biased

samples can unfairly favor or disadvantage certain groups.

e Algorithm Development Bias: Bias can be introduced during the creation of algorithms
through numerous decisions, such as dataset selection, feature encoding, and the choice
of outcome variables. These decisions are based on implicit, often normative
assumptions, hidden behind the algorithms' mathematical and procedural precision.
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Figure 2 - Bias Types in Different Phases

In light of the significance of XAl in addressing bias and promoting fairness, it is crucial to

examine the relevant research on incorporating XAl into bias mitigation strategies.

4.2.3) Relevant Work in the Area

Slack et al and Dieber et al contribute significantly by directing their focus towards the inherent
limitations of LIME and SHAP [79] [80]. Their study extends beyond mere identification of
limitations, delving into a demonstration of how specific biased classifiers adeptly manipulate

these popular explanation techniques. Their findings show how biased classifiers strategically
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deceive LIME and SHAP, effectively generating explanations that superficially appear

inoffensive while concealing the latent biases within the models.

In the work of Arias-Duart et al., they introduce an evaluation metric, "Focus," for assessing
feature attribution methods in image recognition [81]. These methods aim to explain a model's
behavior using visual cues. Additionally, the paper presents a novel methodology for
incorporating noise from within the distribution, as opposed to using out-of-distribution noise as

done in previous studies.

Bertrand et al propose a heuristic map linking human cognitive biases with explainability
techniques in eXplainable Al (XAI) [82]. This map is based on a systematic review of 37 papers,
selected from a corpus of 285, which highlight cognitive biases in XAl systems. The review
reveals four primary interactions between cognitive biases and XAlI: 1) influencing the design of
XAI methods, 2) distorting evaluations of XAI techniques in user studies, 3) potential mitigation

of some biases by XAlI, and 4) potential exacerbation of other biases by XAI.

Sufian and Bogliolo propose a fairness-aware mechanism for user-friendly explanatory systems,
integrating gradual learning to retrain the machine learning model based on counterfactual
explanations during online interaction [83]. Their experiment examines bias and bias mitigation
in interactive explanatory systems. Their contribution involves processing new data for
evaluation, comparing it with old data for class imbalance and drift, and introducing an
incremental learning-based ensemble of ML models to enhance performance for class-label

prediction of new data points.

The literature highlights the promise of XAI methods, such as LIME and SHAP, in making Al

models more transparent. Yet, it also points out their vulnerabilities, The findings advocate for
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creating stronger, bias-conscious explanatory systems that clarify Al decisions and help lessen
biases, stressing the need for automated explanation and bias identification to make Al more
transparent and fairer. Building upon these insights, our study conducts an experimental
evaluation to assess the effectiveness of XAl in conjunction with other bias-detecting features.
Our work stands out by evaluating eight machine learning models across two diverse use cases,
emphasizing both transparency and fairness. Unlike others focused on a singular aspect, we
examine both in varied contexts. Additionally, we go beyond standard methodologies by showing
how "PrAlse," our automated tool, can provide a quicker, more efficient means to achieve our

goals, marking a significant advancement in ethical Al practices.

4.3) Methodology

In our methodology overview, we embark on a rigorous examination of machine learning models
across two distinct use cases: credit defaulting and recruitment. For each, we meticulously train a
suite of diverse ML models to generate predictions, subsequently scrutinizing these predictions
for accuracy, precision, and overall performance. To unravel the intricate logic of our models’
decisions, we employ SHAP and LIME—two cutting-edge interpretability techniques. SHAP
grants us the power to evaluate the influence of each explanatory variable on individual
predictions, independent of the model’s complexity. Meanwhile, LIME offers us a window into
the model's reasoning by creating a simplified, interpretable surrogate model that captures the

essence of individual predictions.
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Our commitment to fairness is unwavering, and we evaluate it using a set of critical metrics:

accuracy, equal opportunityl (true positive rate: TP / (TP + FN)), and equalized odds (false

positive rate: FP / (FP + TN)).

It is crucial to recognize that the interpretation of bias metrics can vary significantly across
different environments and scenarios and is often contingent on the specific definitions of
fairness pertinent to each context. Accuracy, Equal Opportunity, and Equalized Odds, in this

study, are interpreted based on their definitions and the specific fairness considerations they

address.

To streamline and automate this
analytical rigor, we introduce
"PrAlse," an innovative tool
engineered for explainability and bias
detection. PrAlse ensures
transparency and fairness are at the
forefront, enabling users to apply the
principles of ethical Al seamlessly

within their models and datasets.

Figure 3 shows how PrAlse tool integrates model explainability and bias detection into a

“ Al Governance Tool Risk Assessment
Module

| Upload data for analysis
| Request explainability of ML Model

| Provide LIME/SHAP explanations

1 Show bias detection results

| Request recommendations

Analyze data for biases > |

Bias detected 1

| Generate rec

| Display recommendations

te recommendations

Recommendations generated

Figure 3 - PrAlse Process Diagram

cohesive workflow. Initially, users can upload their data for analysis.
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The tool then employs model Explainability techniques to deconstruct the AI model's decision
process. This step generates insights into which features are most influential in the model's

predictions, providing transparency.

Following the explainability analysis, the tool proceeds to bias detection. It evaluates the model's
decisions for systematic favoritism or prejudice against certain groups, based on the relevant
features. Detected biases are then assessed for risk levels, which are classified and displayed to
the user. Based on this, the tool suggests actionable recommendations to enhance model fairness

and help users select mechanisms to enforce governance process within their use cases.

In the following sections, we will provide an overview of the outputs that would be presented by

the tool for each use case and explain how these insights can be leveraged for practical benefit.

4.4) Evaluation

4.4.1) Recruitment Use Case

A thorough qualitative analysis has unveiled the presence of bias within recruitment and hiring
processes, raising concerns about adherence to established ethical guidelines and
nondiscrimination policies. The Universal Declaration of Human Rights (UDHR) Article 23
underscores every individual's right to work and to a free choice of employment without
discrimination, guaranteeing equal pay for equal work [84]. Similarly, the International Labour
Organisation (ILO) defines discrimination in employment as any distinction, exclusion, or
preference based on race, color, sex, religion, or other factors that hamper equality of opportunity

or treatment [85].

Despite these clear directives, empirical evidence suggests these principles are not universally

upheld. A harmonized comparative field experiment spanning six countries revealed systemic
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bias against male applicants in Germany, the Netherlands, Spain, and the UK, and consistently
found female applicants favored for roles in female-dominated sectors, with no parallel
preference for male applicants [86]. Nevertheless, three female employees from Amazon's
corporate research and strategy division filed a lawsuit against the company, alleging gender
discrimination and retaliation [87]. They accuse Amazon of consistently giving female staff
lower job titles compared to men who are in the same roles but with higher titles and salaries.
Moreover, Furthermore, Quillian et al. concluded that discrimination in hiring is less prevalent
for jobs that require a college degree compared to those requiring only a high school diploma or
equivalent [88]. These results show a clear gap between what international rules recommend and
what happens in job hiring, emphasizing the widespread difficulty in reaching real equality at

work.

Human capital studies show that over 50% of employers are expected to be using Al for
recruitment [89]. Therefore, we will assess and evaluate ML-aided recruitment approaches, using
a publicly available dataset from Kaggle, specifically tailored for HR analytics and

understanding the factors influencing data scientists' job changes and potential recruitment [90].

a- Dataset Preprocessing: Prior to modeling, we conducted thorough preprocessing of the
dataset (Table 2) to ensure optimal quality of input data. This involved handling missing
values, outlier, and null values within several features including “Gender”, “Education
Level”, “Experience”, and “Company Type”. The approach for handling null values was

adopted to create meaningful categories and reduce feature complexity for the models.
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Decisions to drop, bin, or impute values were made based on the nature of the data and the

impact on model predictions.

Feature Name
enrolles id

city
city_development_index
gender
relevant_experience
enrolled_university
education_level
major_discipline
experience
company_size
company_type
last_new_job
training_hours

target

Description

Unique ID for candidate

City code

Development index of the city (scaled)

Gender of candidate

Relevant experience of candidate

Type of University course enrolled if any
Education level of candidate

Education major discipline of candidate
Candidate total experience in years

No of employees in current employer's company
Type of current employer

Difference in years between previous job and current job
Training hours completed

0 - Not looking for job change, 1- Looking for a job change

Table 2 - Feature Description of Recruitment Dataset

b- Model Training: Our focus is on comprehending both existing and new models, and

evaluating them for biases, which is why we have adopted the steps in RecruitmentTargetML

to train different machine learning models to predict the likelihood of candidates seeking a
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job change, thus enabling the company to proactively target potential recruits [91]. For this

reason, we train the model using Decision Tree Classifier, Random Forest Classifier, Logistic

Regression CV, K-Neighbors Classifier (with n_neighbors =7 and 101), SVC (Support

Vector Classifier), Bagged Model (Decision Tree + KNN using bootstrap aggregating).

Model Evaluation and Performance: The accuracy and performance of each model were
tested using standard metrics, including accuracy, precision, and recall (Table 1). The goal
was to identify models that not only accurately predict job-seeking behavior but also

maintain a high level of precision and recall to minimize false positives and negatives.

Accuracy and Performance Measures
Model

Accuracy Precision Recall
Decision Tree 0.773 0.548 0.403
Classifier
Random Forest 0.783 0.574 0.430
Classifier
Ié‘{?““" Regression 0.776 0.591 0.268
K-Neighbors Classifier
(n_neighbors = 7) 0.761 0.515 0.378
K-Neighbors Classifier
(n_neighbors = 101) 0.780 0.576 0.386
SVC 0.776 0.557 0.418
Bagged Model 0.778 0.562 0.425

Table 3 - Accuracy and Performance Measures

e Looking at Table 3, our key findings are summarized as follows:
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Random Forest Classifier shows the highest accuracy (0.783) among the models, with
relatively balanced precision (0.575) and recall (0.431), indicating it's effective in
predicting recruitment outcomes accurately while maintaining a good balance between

identifying positive cases and avoiding false positives.

o Logistic Regression CV has a notable precision (0.592) but the lowest recall (0.269),
suggesting it's cautious in predicting positive cases (e.g., a candidate being a suitable

hire) but misses a significant number of actual positive cases.

e K-Neighbors Classifier with n_neighbors = 7 and n_neighbors = 101 both show a
compromise between accuracy, precision, and recall, with slightly better performance in
precision for n_neighbors = 101 (0.577). The variation illustrates the sensitivity of model
outcomes to hyperparameter choices, emphasizing the importance of tuning in achieving

optimal results.

e SVC and Bagged Model (Decision Tree + KNN) present similar accuracy levels (around
0.777 for both) with moderate precision and recall, indicating they are competent but not

outstanding in any particular metric.

e Precision is generally higher than recall across models, suggesting a tendency towards
conservatism in predicting positive outcomes. This might reflect a preference for
minimizing false positives (e.g., wrongly predicting a candidate as a suitable hire),

possibly at the cost of missing some true positives.

d) Model Explainability: To understand the reasoning behind the models’ predictions and

ensure transparency, we apply LIME and SHAP.
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i) LIME Results:

LIME plots (Fig. 4 — Fig. 10) display the impact of each feature on an individual
prediction made by a machine learning model. Positive and negative influences are shown with
bars pointing to the right or left, respectively, indicating whether a feature makes the predicted

outcome more or less likely. These plots provide an interpretable snapshot of how the model

arrives at its decisions for a specific instance.
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Figure 10 - Bagged Model (Decision Tree + KNN)

The LIME analysis plots reveal consistent themes in predicting 'Untargeted Enrollee' status

across several models. Key findings include:

o 'City development index' and 'company type' frequently emerge as pivotal in the
decision-making process of being targeted for enrollment, likely reflecting the model's

reliance on geographic or economic factors.

e Conversely, 'education_level' and 'relevant_experience' contribute differently in various
instances; 'education_level PhD=0', 'company type Public Sector=0', and specific

'education levels' often predict against being a 'Targeted Enrollee'.

o Despite varying feature influences, a strong tendency exists across models to predict

individuals as 'Untargeted Enrollees', with probabilities often exceeding 0.90.

o This recurring prediction pattern suggests possible dataset class imbalance. Moreover,
conducting such an analysis plays a crucial role in facilitating the identification and

understanding of key bias metrics.
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i1) SHAP Results:

In these plots (Fig. 11 — Fig. 17), each point represents a feature's SHAP value for an

instance. Features pushing the prediction higher are shown in pink, and those pushing the

prediction lower are in blue. The position on the x-axis indicates the impact magnitude, and the

color represents the feature value (pink for high, blue for low).
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Figure 11 — Decision Tree Classifier SHAP Plot
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Figure 13 — Logistic Regression CV SHAP Plot
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Figure 12 — Random Forest Classifier SHAP Plot
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Figure 14 — K-Neighbors Classifier (n_neighbors = 7) SHAP Plot
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Figure 15— K-Neighbors Classifier (n_neighbors = 101) SHAP Plot
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Figure 16 -SVC SHAP Plot
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Figure 17 - Bagged Model (Decision Tree + KNN) SHAP Plot

Our key findings from the plots can be summarized as follows:

High

Low

Feature value

‘City_Development_Index’ is often a strong positive contributor to the model’s output,

suggesting that candidates from more developed cities are more likely to be predicted as

looking for a job change.

‘Company_type’ and ‘relevant_experience’ are also influential, but their impact varies

across different instances.
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e ‘Gender’ appears to have a less consistent impact across different predictions, which may

indicate that it's not a primary factor in the model's decision-making process.

e The plots show a mix of positive and negative contributions from features like
‘education_level’, ‘major _discipline’, and ‘training_hours’, which suggests that their

influence on the prediction changes depending on the specific candidate's profile.

o For some candidates, features like ‘last_new_job’ and ‘enrolled _university’ are
negatively impacting the prediction, potentially implying these candidates are less likely

to be looking for a job change.

Overall, these SHAP plots suggest that the model is most sensitive to geographical development
and candidates' current roles. However, the influence of personal attributes like education and
experience varies, indicating a more complex interaction between these features and job change

likelihood.

e) Bias Assessment: To evaluate fairness in our predictive modeling, we scrutinize the bias
metrics and examine fairness indicators, such as accuracy, equal opportunity, and equalized
odds across the used machine learning models, to uncover any potential biases in predictions
related to gender and educational background. For this task we use the following binary
legends

e Gender =1 if Male
e Gender = 0 if Non-Male
e Edu level =1 if Graduate (Masters and PhD)

e FEdu Level= 0 if Other
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e Positive Outcome: Individual Targeted for Employment

Gender Key Findings (Table 4):

The accuracy for Gender=1 (Male) is slightly higher than for Gender=0 (Non-Male)
across all models, but the difference is minimal, suggesting similar predictive accuracy

for both genders.

LogisticRegressionCV shows a ratio of 0.187 for Gender=1 and 0.348 for Gender=0
under the Equal Opportunityl metric. The ratio for Gender=1 is less than 1, indicating
that males (Gender=1) are less likely than non-males (Gender=0) to receive a positive

prediction when the true outcome is positive.

Bias Metric
Accuracy Equal Opportunity1 Equalized Odds

ML Model

Gender Gender Ratio Gender | Gender Ratio Gender Gender Ratio

=1 =0 =1 =0 =1 =0

Decision Tree
Classifier 0.784 0.751 1.043 0.408 0.496 0.824 0.105 0.149 0.702
Random Forest
Classifier 0.795 0.757 1.05 0.444 0.516 0.861 0.101 0.149 0.676
Logistic Regression
cVv 0.786 0.753 1.044 0.187 0.348 0.539 0.036 0.09 0.401
K-Neighbors
Classifier 0.773 0.736 1.05 0.358 0.471 0.761 0.103 0.161 0.645
K-Neighbors
Classifier 0.789 0.758 1.041 0.334 0.457 0.732 0.076 0.125 0.606
(n_neighbors =101)
svC

0.793 0.757 1.047 0.382 0.498 0.768 0.086 0.142 0.603
Bagged Model

0.789 0.758 1.042 0.411 0.508 0.808 0.098 0.145 0.676

Table 4 - Bias Results for Gender

Equalized Odds measure both true positive and false positive rates. Here, ratios are

mostly below 1 for Gender=1 across models, suggesting a potential bias where males are

less likely to be correctly predicted or more likely to be falsely predicted as the positive

class compared to non-males.
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Education Level Key Findings (Table 5):

Accuracy is generally lower for individuals with graduate-level education (Masters or

PhD) compared to others, indicating better model performance for Edu=0.

Equal Opportunityl ratios exceed 1 for Edu=1 across all models, suggesting that

graduates are more likely to receive positive outcomes when they are due.

Equalized Odds ratios are significantly above 1 for Edu=1 in all models, indicating a

higher likelihood for correct positive predictions and a lower likelihood for false positives

for graduates compared to non-graduates.

Bias Metric
Accuracy Equal Opportunity1 Equalized Odds
ML Model
Edu=1 Edu=0 Ratio Edu=1 Edu=0 Ratio Edu=1 Edu=0 Ratio
Decision Tree
Classifier 0.757 0.8 0.946 0.488 0.333 1.463 0.141 0.084 1.677

Random Forest
Classifier 0.765 0.813 0.941 0.533 0.331 1.611 0.148 0.068 2174

Logistic Regression

cVv 0.754 0.81 0.931 0.284 0.153 1.857 0.069 0.027 2.527
K-Neighbors
Classifier 0.74 0.798 0.927 0.453 0.277 1.636 0.153 0.074 2.073
K-Neighbors
Classifier 0.761 0.808 0.942 0.446 0.227 1.96 0.12 0.048 2.503
(n_neighbors = 101)
svC

0.765 0.808 0.946 0.507 0.239 2.125 0.138 0.051 2.721

Bagged Model

0.762 0.808 0.942 0.499 0.327 1.528 0.14 0.072 1.927

Table 5 - Bias Results for Education Level
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f)PrAlse Analysis for Recruitment Scenario:

For the recruitment use case, the tool would analyze hiring algorithms for biases against gender

and education level. Multiple machine learning models would show a trend where candidates
from specific educational institutions or of a particular gender are consistently favored or
penalized. In that case, the tool's explainability analysis would highlight these patterns,

attributing decision weights to these factors.

After detecting such biases, the tool would suggest several remediation strategies. In our case

study, such suggestions would be:

1. Rebalancing the dataset to ensure gender and educational background are represented

proportionally to avoid class imbalance.

2. Applying algorithmic techniques to reduce the weight given to potentially biased

features.

3. Encouraging diversity in training data by including candidates from a wider array of

educational backgrounds.

4. Implementing fairness constraints or regularization within the model training process to

explicitly penalize and therefore reduce bias.

4.4.2) Credit Default Use Case

After performing a comprehensive analysis, it 1s evident that bias can be easily present within the

domain of banking, crediting, and financing, indicating a departure from the equitable practices

advocated by global financial standards. According to the World Bank and the Federal Reserve
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(the FED), Consumer Service Providers (CSPs) are mandated to make credit available equally to
all creditworthy customers, strictly prohibiting discrimination [92]. Furthermore, FED
Regulation B enforces a ban against discrimination on any prohibited basis, such as race,
national origin, age, or gender, in credit applications, including the eradication of prohibited

biases in credit scoring.

Despite these guidelines, evidence suggests that some institutions have not adhered to these
principles as required, leading to discriminatory practices and bias in their application. For
instance, a complaint by the US Justice Department against Patriot Mortgage highlighted that
from 2015 to at least 2020, the company deliberately refrained from offering mortgage services
to predominantly Black and Hispanic neighborhoods in Memphis and discouraged individuals
from these communities from seeking home loans [93]. Additionally, a prominent software
developer in the US shared his wife's experience of being denied an Apple Card credit line
increase, despite her superior credit score and favorable factors, a predicament echoed by
multiple women [94]. Furthermore, data from the World Values Survey, encompassing 57
countries, indicated that 60% of respondents felt that older individuals do not receive the respect
they deserve [95]. This survey found negative attitudes towards older people, illustrating that
such attitudes can permeate various sectors, including the realms of credit defaulting and
financial services. This evidence underscores the ongoing challenges in ensuring fairness and

equality in financial decision-making processes.

Just like the previous use case, we examine the predictive power of multiple machine learning
models, assess their performance measures, explore the reasoning behind the predictions, and

inspect the presence of possible biases regarding age and sex. Addressing these aspects is pivotal
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for financial institutions to maintain bias-free assessments of customer creditworthiness, set

appropriate credit limits, and manage risk effectively. Utilizing a dataset from the UCI Machine

Learning Repository, and following the steps of Credit Default Analysis use case, our analysis
delves into various aspects of credit defaulting, including monthly bill statements, payment

statuses, and demographic information [96] [97].

a) Dataset Preprocessing: Before straining the models, we performed data preprocessing to
make sure the data (Table 6) was of the best quality. This step involved addressing missing

values in several features, such as “Limit Balance”, “Sex”, “Education”, “Bill Amount”,

“Age”.
Feature Name Description
ID (Unnamed) Unique |D for customer
LIMIT_BAL (1) Amount of given credit in NTD, including individual and family credit
SEX(G2) Gender of the customer
EDUCATION (X3) Level of education
MARRIAGE (X4) Marital status of the customer
AGE (X5) Age of the customer
PAY_# (X6-X11) History of payment behavior aver six months
BILL_AMT# 012-X17) Amaount of bill statement over six months
PAY_AMT# (X18-X23) Amount of previous payments over six months

Default payment next month Whether the customer defaulted the next month

Table 6 - Feature Description of Credit Default Dataset
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b) Model Training: As we are dedicated to understanding and assessing both established and
new models for biases, we train the following models: Random Forest Classifier, Logistic
Regression, K-Neighbors Classifier, Dummy Classifier (Baseline Classifier/ Null Model),

and SVC.

¢) Model Evaluation and Performance: We tested each model's accuracy and performance
with standard measures like accuracy, precision, and recall (see Table 7). Our aim was to find
models that predict Credit-Defaulting accurately while also being precise and minimizing

€Irors.

Accuracy and Performance Measures
Model

Accuracy Precision Recall
Randgm Forest 0.812 0.642 0.358
Classifier
Logistic Regression 0.809 0.725 0.235
K-Neighbors Classifier 0.792 0.56 0.320
Dummy Classifier 0.654 0215 0.208
SVC 0.782 0.726 0.038

Table 7 - Accuracy and Precision Measures

Our key findings can be summarized as follows:

e Random Forest Classifier: With an accuracy of approximately 81.26%, it has a balanced
precision and recall. This suggests that while the model is reasonably accurate overall,
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there may be some trade-off between precision and recall, which is typical in

classification tasks.

o Logistic Regression: It has a slightly lower accuracy of about 80.96% but a higher
precision score, which indicates it's better at predicting the positive class (credit will be

defaulted), but tends to miss some positive instances (lower recall).

o K-neighbors Classifier: It shows slightly lower accuracy and precision than the Random
Forest Classifier. Its recall is comparable to that of Random Forest, indicating it has a

similar rate of true positive predictions.

e Dummy Classifier: This model has significantly lower scores across all metrics, which is
expected since it should represent a baseline that makes predictions without any

intelligent decision-making process.

e SVC: It has a similar accuracy to Logistic Regression and a high precision, but the recall
is very low, indicating that while it's quite confident about the positive predictions it

makes, it misses many actual positive cases.

d) Model Explainability: To understand the reasoning behind the models’ predictions and
ensure transparency, we apply LIME and SHAP.

1) LIME Results
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LIME plots (Fig. 18 — Fig. 22) provide explanations for individual predictions, highlighting

which features were most influential for the model's decision and in what direction.
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Figure 18 - Random Forest Classifier LIME Results
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Figure 19 - Logistic Regression LIME Results
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Figure 20 - KNeighbors Classifier LIME Results
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Figure 21 - Dummy Classifier LIME Results
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Figure 22- SVC LIME Results

The key findings of LIME Results are shown below:

Recent Payment Status (PAY 0): This feature consistently has a strong positive impact on
the probability of credit default across multiple instances. When PAY 0 is positive, it
suggests that recent delinquency is a critical factor leading the model to predict a higher

risk of default.

Repayment Amounts (PAY AMTX): The amounts paid in previous periods have varied
influences on the prediction. In some instances, they contribute to a lower probability of
default, indicating that higher repayments might be seen as a sign of better

creditworthiness.

Bill Amounts (BILL AMTX): Similarly to repayment amounts, the bill amounts also
show varied impacts. Lower bill amounts seem to contribute to a higher likelihood of
credit default in some cases, which may indicate the model associates lower bills with

financial distress or lower utilization of credit lines.
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e Demographics (EDUCATION, MARRIAGE): Demographic features occasionally appear
in the explanations with smaller contributions. For example, being single or having a
certain education level may slightly impact the model's predictions, although these

influences are less consistent and weaker than those of financial history.

e Credit Limit (LIMIT BAL): In some explanations, the credit limit shows a slight
negative impact on the probability of default, suggesting that higher credit limits might be

associated with lower default risk.

e Consistency and Variability: While the influence of recent payment status is quite
consistent, other features like repayment and bill amounts show more variability in their

impact. Demographic features generally have smaller and less consistent effects.

The overall takeaway from the LIME explanations is that the model places considerable
emphasis on recent payment behavior when assessing the risk of default. Financial behaviors,
particularly recent ones, seem to be the primary drivers of the model's decisions, with
demographic characteristics playing a secondary role. Each explanation provides insight into the
model's behavior and identifies areas where it might be relying on unexpected or undesirable
factors, which can allow decision makers not only to understand but also adjust models if

needed.

i1) SHAP Results:

With SHAP, we gain a comprehensive understanding of feature importance and the magnitude of

their effects on the predictive outcomes for credit default risk (Fig. 23 — Fig.27).
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Figure 23 - Random Forest Classifier SHAP Results
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Figure 25 - K-Neighbors Classifier SHAP Results
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Figure 24 - Logistic Regression SHAP Results
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Figure 26 - Dummy Classifier SHAP Results
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Figure 27 - SVC SHAP Results

We summarize the key findings of SHAP Results below:

e Payment History (PAY X features): Across all models, the payment history appears to be
a consistently strong predictor of the model's output, particularly the most recent payment
status (PAY _0). Higher SHAP values indicate that recent payment behavior significantly

influences the likelihood of a positive class prediction.

e Credit Limit (LIMIT BAL): This feature has a prominent position in several models,
with both positive and negative impacts on the model's prediction. It suggests that the
credit limit is an important factor, but its effect can vary, possibly depending on the

interaction with other features.

e Bill Amount (BILL AMT X features): The amount on the bill statements seems to have
a variable impact on the models. For some models, the recent bill amounts (like
BILL AMTT1) are more influential, while in others, the focus shifts to different statement

periods
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e Demographic Features (AGE, SEX, MARRIAGE, EDUCATION): These features appear
throughout the plots but are less consistent in their positions and impact compared to
payment history and credit limit. This suggests that while demographic information plays
a role in the predictions, their influence may not be as strong or as direct as the financial

history features.

e Repayment Amount (PAY AMT X features): Similar to bill amounts, the repayment
amounts have varying impacts on the predictions. They do not stand out as the most

influential factors but still contribute to the model's decisions.

e Consistency Across Models: While the features' influence varies across different models,
there are patterns. Financial history (payment history, bill amounts, credit limit)
consistently affects the predictions, whereas demographic factors show less consistent

and generally weaker effects.

e Variability in Impact: The plots show a mix of positive and negative SHAP values for
many features. This indicates that for some instances, a high feature value increases the

likelihood of a positive prediction, while for others, it decreases it.

These summary plots indicate the relative importance of features across different machine
learning models in a credit-defaulting context. Payment history is a key determinant in
predictions, and other financial features also play significant roles, with demographic features
contributing to a lesser and more varied extent. Moreover, the impact of a feature on the model

output can be complex and depend on its interaction with other features.
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e) Bias Assessment: In the following tables, we evaluate potential biases in credit default

predictions within the mentioned machine learning models. For the purpose of analysis, the

demographic attribute of sex and age are represented with binary indicators.

Sex=1 denotes Male
Sex=0 denotes all other gender identities
Age= 1 if Young Adulthood

Age=0 denotes all other age groups

Age Bias Key Findings (Table 8):

Logistic Regression

Bias Metric
ML Model Accuracy Equal Opportunity Equalized Odds
Age=1 | Age=0 | Ratio | Age=1 | Age=0 | Ratio | Age=1 | Age=0 | Ratio
Random Forest 0.824 | 0.807 1.021 | 0.319 | 0.333 0.958 | 0.038 | 0.042 | 0.907
Classifier
0.824 | 0.807 1.021 | 0.319 | 0.333 0.958 | 0.038 | 0.042 | 0.907

0.791 0.765 1.035
K-Neighbors Classifier

0.048 0.047 1.021

0.005 0.006 0.816

0.657 0.647 1.017
Dummy Classifier

0.208 0.209 0.996

0.22 0.214 1.026

.824 . 1.021
SVC 0.8 0.807 0

0.319 0.333 0.958

0.038 0.042 0.907

Table 8 - Bias Results for Age

Accuracy: The results show close accuracy ratios for Age=1 and Age=0 across models,

which suggest similar predictive accuracy for both younger and older groups.
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o Equal Opportunity: Ratios close to 1 indicate both age groups are similarly likely to be

correctly predicted as credit-defaulting when they are actually default.

e Equalized Odds: Ratios close to 1 suggest that the models have similar true positive and

false positive rates for both age groups.

Sex Bias Key Findings (Table 9):

Bias Metric

Accurac Equal Opportunit; Equalized Odds
ML Model 4 d PP Y a

Sex=1 | Sex=0 | Ratio | Sex=1 | Sex=0 | Ratio | Sex=1 | Sex=0 | Ratio

0.801 | 0.831 0.965 | 0.336 | 0.314 1.07 0.048 | 0.034 1.422
Random Forest Classifier

o ) 0.801 | 0.831 0.965 | 0336 | 0.314 1.07 0.048 | 0.034 1.422
Logistic Regression

0.763 | 0.797 | 0.957 ] 0.059 | 0.038 | 1.533 | 0.008 | 0.004 | 2.399
K-Neighbors Classifier

0.641 | 0.663 | 0.967 | 0.195 | 0.219 | 0.892 | 0.214 | 0.221 | 0.971
Dummy Classifier

SVC 0.801 | 0.831 | 0.965 | 0.336 | 0.314 1.07 0.048 | 0.034 1.422

Table 9 - Bias Results for Sex

e Accuracy: Ratios near 1 suggest that models have similar accuracy for both sexes.

o Equal Opportunity: The K-Neighbors Classifier has a ratio significantly above 1, which
may indicate a bias where one sex (possibly females if Sex=0) is less likely to be

predicted to default compared to the other.

o Equalized Odds: The K-Neighbors Classifier and SVC display high ratios, indicating
potential bias in how accurately they predict actual defaults and non-defaults between

SEXES.



In summary, for age, there's a slight bias indicated towards older individuals being predicted to
default more than younger individuals. For sex, the K-Neighbors Classifier and SVC show
potential bias in their predictions, favoring one sex over the other regarding the likelihood of
defaulting. These observations would require further review and possibly model adjustments to

address any unfair bias.

f) PrAlse Approach for Credit Default Scenario

For credit default prediction, the tool's analysis would reveal the most impactful features and the
possible biases against older individuals and males, presuming a higher likelihood of default.
These insights would emerge from the model explainability and bias evaluation phases, where

the tool assesses how different features, such as age and sex, influence the risk assessment.

Upon identifying such biases, the tool would evaluate their risk level and provide

recommendations. In the use case we covered, recommendations would be:

1. Examining and potentially expanding the dataset to include more diverse age groups and

equal representation of sexes in various credit scenarios.

2. Implementing synthetic data generation methods to augment underrepresented groups in

the training data.

3. Adjusting the model to incorporate age and sex as part of a fairness-aware learning

framework that can recognize and correct for these biases.

4. Suggesting models that have a track record of less bias in demographic features when

predicting creditworthiness.
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4.5)

Challenges and Limitations

The evaluation of explainable Al (XAI) techniques, specifically LIME and SHAP, has provided

us with valuable insights into the decision-making of machine learning models, highlighting the

ability to interpret predictions and identify embedded biases. However, our approach faced some

challenges:

LIME and SHAP have limitations, such as reliance on approximations that may not fully
represent the true model workings, and difficulties scaling to large, high-dimensional
datasets.

Preprocessing techniques come with their own set of drawbacks. They can reduce
interpretability, as the transformation or normalization of data might obscure the original
feature meanings. Additionally, these techniques can lead to information loss that is
critical for the model to learn from the data. The presence of outliers can also adversely
affect these functions, making it crucial to identify and handle them appropriately during
preprocessing to ensure accurate application of XAl methods.

Certain model configurations aimed at improving explainability might require increased
computational power and introduce greater complexity. This can impede a model's ability
to find the optimal solution or to converge effectively, thus affecting performance and the
quality of insights derived from the model.

When considering feature effects, it is essential to be wary of proxy attributes or mutual
information between features. These can subtly influence the impact of other features,

leading to indirect biases or misconceptions about their importance. Furthermore, the
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categorization of features can compromise the accuracy of insights. For example, binary
classification of gender as "Male™ and "non-Male" could oversimplify complex

relationships within the data and contribute to biased outcomes or flawed interpretations.

The challenges outlined highlight the need for rigorous and mindful application of XAl
techniques and preprocessing methods. Future research should focus on overcoming challenges
such as establishing clear fairness metrics, enhancing model interpretability, and making bias-
detection tools more accessible. Additionally, it is important for researchers to explore a variety

of XAl tools beyond LIME and SHAP.

4.6) Summary

In the past, decisions regarding hiring, advertising, criminal punishment, and lending were
typically made by humans and organizations, following federal, state, and local laws emphasizing
fairness, transparency, and equality. However, today, machines have become significantly involved
in these decisions, offering unparalleled efficiencies at scale and statistical precision [96].
Algorithms leverage vast macro- and micro-data to impact human behavior across different
domains, from suggesting recruitment targets to aiding banks in assessing creditworthiness.
However, as these services may seem time-efficient and productive, they may compromise
transparency and equality in various industries. In scenarios beyond crediting and recruitment,
automated risk assessments used by law enforcement agencies to determine bail and penalty limits
can yield incorrect results, potentially resulting in significant cumulative effects on specific

populations, such as imposing longer prison sentences or higher bail on individuals of color, or
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even false convictions. Therefore, industries should fully comprehend the benefits and risks of

implementing Al before doing so. This will be further discussed in the following chapter.

Our research highlights the role of explainability and bias detection tools in fostering fairness and
accountability in Al development. And through the proposal of PrAlse, we show that providing
developers with actionable insights into the presence of biases can help them take preemptive
measures to mitigate potential harm and ensure equitable outcomes. Moreover, such tools can
empower them to make informed decisions and uphold ethical standards throughout the model
lifecycle. Overall, this work underscores the importance of incorporating ethical considerations
into the workflow of smart IoT services, emphasizing the need for interdisciplinary collaboration

between Al researchers, ethicists, and domain experts.
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S. Decoding Justice: The Synergy of Artificial Intelligence

and Machine Learning in the Legal Landscape

5.1) Introduction

The use of Artificial Intelligence (Al) and Machine Learning (ML) is progressing rapidly among
most industries. As discussed in Chapter 2, given the diverse range of industries with distinct
services and objectives, there is no universally applicable approach to govern Al implementation.
Each environment is unique, requiring a nuanced approach. Before actual deployment, it is
crucial to conduct comprehensive qualitative studies of Al implementation from a domain-
specific and customized perspective. Crime prevention and effective resource allocation have
long been top concerns for law enforcement agencies (LEAs) worldwide. By leveraging
historical crime and sensory data and advanced analytical techniques, our study aims to
contribute to the growing body of knowledge on effective crime prevention and resource
allocation. The goal is to promote the transformation of law enforcement agencies from reactive
responders into proactive crime preventers. This transformation is achieved through predictive
analytics, enhanced surveillance with facial recognition, and efficient data analysis using natural
language processing. Moreover, collaboration with Al experts ensures responsible deployment,
balancing security needs with privacy concerns. Eventually, crime incidents can be detected,
prevented, and solved at a much more accurate and faster rate, allocating more time for a wider

range of offenses.
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Serving as an extension of previous research, this chapter broadens the exploration of Al
implementation beyond the realms of finance and employment, addressing the unique challenges
and opportunities within law enforcement—a sector where the deeply moralistic and societal

nature of law often lags behind technological advancements.

By reviewing literature on predictive policing, crime forecasting, and the integration of machine
learning with security law enforcement, this chapter lays the groundwork for understanding Al's
role in enhancing legal practices. It examines various Al functionalities and their applications
within the legal framework, highlighting instances of authorities already employing Al to
innovate law enforcement strategies. The potential risks associated with merging technology and
law are also scrutinized, leading to a comprehensive discussion on how law enforcement
agencies (LEAs) and AI/ML technologies can support and innovate secure, yet forward-thinking,

security measures.

5.2) Background

Al and ML have been popularly introduced to the police, law enforcement, and crime reduction
agencies to help discover where crime tends to be highest, aiding decision-making procedures that
determine where to mark and install resources. This has been the focus of many researchers and

academics, both in the technical and legal/ethical fields.

For Ogurlu et al., the objective of their paper is to provide theoretical insights into the intersection
of law and Al, highlighting potential challenges and solutions [98]. It also emphasizes the role of
Al as a decision-making tool and focuses on the ongoing debate surrounding its current impact on

the legal profession.
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Chesterman et al discuss how the dual nature of integrating Al in legal practices presents a
dilemma, as its utilization suggests a utilitarian perspective of law, where participants are seen
merely as tools rather than individuals with inherent worth [99]. They believe that this prompts
essential inquiries regarding the essence of law and authority: whether law can be simplified to
algorithms aiming to maximize societal welfare, or if it must retain its essence as a domain of

debate, politics, and association with institutions answerable to the public.

Similarly, Shah et al discuss how policymakers are forced to develop effective preventive measures
to deal with the increasing criminal activities [100]. They study how the combination of ML and
computer vision can be used by authorities and law agencies to identify, prevent, and reduce crimes
at a faster rate to an evolutionary extent. They use the CCTVs in urban areas during a preliminary
round to evaluate the initial productivity of such software, and then use supervised learning,
unsupervised learning, semi-supervised learning, and reinforcement learning to perform the

training process.

Belk focuses on the ethical dilemmas evident in five key areas - ubiquitous surveillance, social
engineering, military robots, sex robots, and transhumanism - and how further advancements in
technology will amplify concerns in these domains [101]. He explains how addressing these issues

promptly through research is critical due to their profound implications.

According to Raaijmakers, LEAs law enforcement agencies are starting to rely on Al-enabled
methods of data analysis and interpretation [102]. These applications include suspect profiling,
traffic control, analyzing dark web money flows, and child abuse detection. The study discusses
how researchers should develop tailored, flexible, and responsive solutions that can adapt to

different contexts, roles, and end-user skills to effectively support law enforcement.
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In Moses and Obi’s research, the motivation was predicting automobile crimes and informing the
responsible authorities to be prepared in advance for the crime occurrence [103]. Through this
research, they describe how the predictive approach is a better solution to the automobile crime

problem, and consequently encourage further research in this area.

According to Dakalbab et al, the growing shift toward technology, specifically advancements in
Al, led to ML techniques being used for their ability to analyze large amounts of data in a shorter
period and to extract crime patterns [104]. The authors also explain how analyzing crime records
could reveal more information about the social structure of communities. Thus, decision makers
and government entities will be able to better know which nationalities, age ranges, etc. to focus

on in order to limit related problems.

In Ekanem’s work, he considers how recent developments in Information Technology, analytics
systems, and other mechanisms have been involving Al in crime control projects, and what
positive impact this holds [105]. The work also considers the negative and positive contributions
that this innovation will have in Nigeria. Therefore, the work proposes the need for governmental
bodies to invest highly in modern crime-solving technologies, with Al, in Nigeria. Moreover, the
research further recommends the need for implementing a law for regulating the use of modern

technologies, specifically artificial intelligence in Nigeria.

Having examined the literature on the integration of AI and ML in law and its implications,
benefitting or challenging, for law enforcement, the subsequent section will delve into specific
use cases of AI/ML in law enforcement and policing, and will illustrate how the domains can

work together through practical examples.
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5.3) Use cases - Al and ML applications used for Smart Policing and Enforcement

With the digitized route the world is taking, Al and ML applications have and will continue to
evolve in the field of law enforcement. Different types of Al and ML approaches exist, and they
enable different uses and functionalities within law enforcement and policing. Some of the

functionalities include:

Functionalities Example Use Cases

Facial Recognition

Machine Vision Fingerprint Matching

Automatic License Plate Recognition (ALPR)

Predictive Analytics = Crime Hotspot Mapping

Al and ML
Natural Language Processing (NLP) s Real time Transcription/Translation
Autonomous RoboticS — w————— Autonomous Vehicles/Drones
Computer-Aided Dispatch Process Autonomation

Figure 28 - Different types of Al/ML functionalities enable different
applications within law enforcement.

a- Machine Vision: Also known as computer vision, machine vision involves the use of Al
algorithms to analyze and interpret images or videos, allowing computers to understand their
content and generate appropriate outputs [106]. Facilitated by ML, this process enables
computers to classify, identify, verify, and detect objects within visual data. The common use
cases of machine vision are facial recognition, fingerprint matching, and automatic license plate
recognition (ALPR). Computer vision can be also employed in modern lie detector devices
which analyze subtle facial and eye movements. One example is EyeDetect, a system that is used

voluntarily by some employers in job interviews [106].
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b- Predictive Analytics: Al is employed to enhance predictive policing models, both place-based
and individual-based [107]. Place-based predictive policing analyzes data to pinpoint specific
areas and times with heightened risk of crime or disorder. On the other hand, individual-based
predictive policing utilizes information about individuals, such as their criminal justice history, to
identify those at risk of involvement in future law enforcement incidents, whether as victims or
offenders. A common application of predictive analysis is crime hotspot mapping and analysis

with PredPol being one of the most widely used predictive policing program [108].

c- Natural Language Processing (NLP): NLP enhances the accuracy and efficiency of law
enforcement reporting by allowing computers to understand, interpret, and generate human
language in a way that is both meaningful and useful [107]. Common use cases include real time
transcription and translation like automatic speech recognition (ASR) software. Rather than
typing reports manually, officers are increasingly utilizing voice-to-text dictation tools,
expediting the process. This technology not only accelerates transcription but also reduces

human errors, such as misidentifying speakers' voices in witness testimonies and interrogations.

d- Autonomous Robotics: Autonomous robotic systems can be used by security services and law
enforcement for surveillance and behavior detection [106]. They can also be of major use in
areas of high danger risks and when dealing with objects of suspicion. For instance, to enhance
the monitoring of public spaces, drones and self-driving vehicles equipped with Al-enabled
sensors and cameras can be utilized. One example is the “Knightscope K5 Autonomous Data

Machine”, a security patrol robot utilized in New York.

e- Computer-aided Dispatch (CAD): Law enforcement agencies utilize CAD systems to
automate processes, gather call data, aid in resource allocation decisions, and facilitate reporting

[107]. Providers like RapidDeploy are integrating Al and advanced analytics into CAD software,
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offering benefits such as improved resource allocation, cost and time savings, enhanced

predictions and decision making, and automated workflows.

After exploring multiple Al functionalities and their major possibilities for law and policy

groups, we will delve into the actual endorsement and utilization of these Al applications.

5.4) Existing legal enforcement agencies that utilize AI ad ML

Several law enforcement agencies around the world have shown interest in and, in some cases,
have endorsed the use of Al and ML technologies to enhance their capabilities. Here are a few

examples:

¢ London Metropolitan Police (MET): The MET police utilized Live Facial
Recognition (LFR) technology in Croydon, resulting in the arrest of over a dozen
individuals during a two-day operation [109]. LFR cameras focused on a specific
area streamed images of individuals passing through, cross-referencing them with a
database containing a watchlist of wanted criminals, contributing to the controversial
use of this technology in law enforcement for public safety.

e Singapore Police Force: The Singapore Police Force has introduced patrol robots at
Changi Airport after more than five years of trials, with plans to deploy additional
robots across the city-state in the future [110]. The robots, operational since April
2023, aim to enhance police presence, acting as "eyes on the ground" and assisting in
incidents by enforcing cordons, warning bystanders, and facilitating direct
communication with the public via a button on the robot's front, marking a

significant advancement in the force's technological capabilities.
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e Dubai Police: At GITEX Global Technology 2023, the Dubai Police introduced an
Al-driven mechanism for handling minor traffic accidents [111]. This innovation
analyzes minor accidents and autonomously generates reports for drivers,
eliminating the need for human intervention. As part of the "Minor Accident
Reporting" service on the Dubai Police app and website, this advancement
showcases the integration of Al technologies to streamline accident reporting
processes and enhance efficiency in law enforcement services.

e Chinese Authorities: In China, over 1.4 billion people are subject to constant
surveillance through ubiquitous police cameras, phone tracking, purchase
monitoring, and online chat censorship [112]. The Chinese police are investing in
technology that utilizes extensive surveillance data to predict potential crime and
protests in advance. These systems focus on individuals deemed suspicious by
algorithms and Chinese authorities, irrespective of any wrongdoing on their part,
reflecting a widespread use of advanced surveillance technologies for preemptive
law enforcement measures.

e Los Angeles Police Department (LAPD): Machine learning will be employed to
analyze the language used by LAPD officers during traffic stops, aiming to assess
whether police language contributes to unnecessary escalations in public encounters
[113]. The findings will inform officer training, enhancing their ability to navigate
interactions with the public appropriately and promoting accountability, marking a

significant advancement in the use of machine learning for law enforcement training.

Incorporating Al and ML into law enforcement and policing strategies can enhance protective

measures across communities. However, despite the major safety accomplishments such

88



advanced technology measures can produce, governments deploying Al and ML must prioritize

transparency, safety, and fairness as various risks are associated with such advancements.

5.5)

Risks Associated with Merging Al and Law Enforcement

Al and ML systems can lead to bad outcomes as much as they can lead to positive ones if legal

or governmental groups deviate from keeping approaches human-centered.

Some of the major risks associated with integrating Al and ML into law enforcement strategies

include:

Bias and Discrimination: Al implementation extends beyond work aspects to impact
human lifestyles. Algorithms and training data, originating from human input, may
inadvertently perpetuate harmful biases. This can result in Al systems generating unfair
outcomes and fostering discrimination against minority groups who didn’t commit any
offense [114]. For instance, PredPol is an algorithmic predictive policing system that
forecasts when and where property crimes are likely to occur. However, researchers
found that PredPol may be creating a feedback loop, causing officers to patrol specific
neighborhoods—often those with high racial minority populations—regardless of the
actual crime rates in those areas [115].

Misuse and Data breach: Cybercriminals can exploit Al capabilities for malicious
purposes, developing machine learning models that manipulate inputs to facilitate
cyberattacks. In March 2021, a bold cyber-attack compromised over 150,000 video
surveillance cameras across various US organizations' cloud networks [116]. This poses a
threat to individuals' privacy and freedom as Al systems, with their extensive data

processing abilities, may store personal data for extended periods. The potential misuse
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of collected data without consent raises concerns about privacy violations. Additionally,
unintended data collection from individuals not initially targeted can compromise data
integrity.

Mishaps and Liability Concerns: The autonomous nature of Al systems enables them to
generate novel decisions and data independently. However, the foreseeability requirement
in negligent liability becomes challenging when autonomous systems exhibit unforeseen
or socially wrongful behaviors, raising complex questions about liability attribution. This
unpredictability may result in unforeseeable harms or drawbacks not anticipated by
developers, sparking ethical controversies. In 2020, Robert Williams was wrongfully
convicted and arrested for allegedly stealing thousands of dollars of watches because the
Detroit police had matched grainy surveillance footage to his license photo using facial
recognition [117]. While some argue that human developers and operators bear a duty of
care for the decisions made by the Al systems they create, others propose assigning legal
personalities to autonomous machines to give them liability, which in turn would lead to

extended ethical challenges and debates.

It is clear that advancements in societal and legal aspects constitute a double-edged sword. By

effectively managing the associated risks, groups can fully enjoy the benefits and advantages of

these innovations.

Discussion

Incorporating Al into crime prevention and mitigation, under human supervision, holds

promising results for both the Technology and Law domains. This integration carries mutual

benefit to both law enforcement agencies and Al developers and analysts.
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According to Deloitte, the implementation of smart technology, such as Al and ML, could
potentially result in a 30 to 40% reduction in crime rates within cities [118]. ML methods can be
used to identify obscure patterns and irregularities that might go unnoticed by human analysts.
While one of the risks associated with technological advancements is bias, Al and ML can help
reduce bias by detecting discriminatory behaviors and information within systems or datasets.
This in turn leads to uncovering hidden networks and connections contained within not only
criminal events but also social issues and imperfections. Moreover, ML models can analyze real-
time data streams, such as social media inputs or surveillance camera footage, and that provides
law enforcement agencies with direct insights into ongoing criminal activities. This consequently
helps law enforcement agencies to take proactive measures, perform predictive policing, and
prevent crimes by allocating resources, personnel, and assets, effectively and deterring criminal
activities before they occur. Furthermore, automating certain tasks within the context of law
enforcement not only liberates time and resources but also enables a more focused approach to
addressing crime-related issues. The time saved can be channeled towards dealing with non-
automatable crime concerns and implementing preventive measures, thereby contributing to a
more comprehensive crime prevention strategy. This dual impact of automation, both in
proactive prevention and responsive management, underscores its significance in optimizing law

enforcement efforts and resource utilization.

In parallel, LEAs play a role in helping machine learning developers and architects achieve
promising results in smart crime prevention. They generate a wide range of crime-relevant data —
incidents, social dynamics, and use cases. Developers and analysts can then use this data to train
and improve the accuracy of machine learning models for several types: patten recognition,

anomaly detection, classification, clustering, and real-time analysis. By providing real-life
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scenarios, the feedback loop from deployment to model refinement improves the efficiency of
the technology. Moreover, the merge of law enforcement and machine learning can help further
develop ethical standards and guidelines for safe technology tackling privacy concerns, biases,
and misuse and abuse. Additionally, when the public perceives that Al practices are endorsed and
supported by the law, it fosters a greater receptivity and acceptance among the populace. This
endorsement not only bolsters public confidence but also encourages an embrace of Al
technologies. The assurance of legal support provides a foundation for trust, paving the way for
the integration of Al practices into societal norms.

What is critically essential to comprehend is that to the extent that Al aids law enforcement, law
can reciprocally support Al. According to a study conducted by the Pew Research Center, 45% of
adults express both concern and enthusiasm regarding the increasing utilization of Al in law
enforcement [118]. Ensuring transparent, fair, and consented goals, particularly oriented toward
human advantages, sustains the progression of both technical and legal domains. Consequently, it
is paramount for Al and ML developers to ensure accuracy, lack of bias, and precision in their
designs. This responsibility aligns with that of legal authorities, who must stay abreast of
advanced technology trends, learn effective governance, and integrate these technologies into
safety and crime prevention practices for the greater good. To accomplish this successful Tech-

Law vision, here are a few recommendations:

- Achieving a seamless integration and merger of technology and law necessitates a
thorough comprehension of all relevant terminology, definitions, and results within both
fields. To foster reasoning and transparency of Al techniques and outcomes, legal
agencies can use Explainable Al (XAI) tools that explain the decision-making process of

Al and how and why certain predictions were made. As for the comprehension of legal
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notions, analysts can depend on Legal Information Institutes (LIIs), which are location-
specific, and provide free access to databases of case law, statutes, regulations, and other

legal materials, along with explanations and summaries of legal concepts [119].

To ensure the responsible use of Al in LEA systems, it is imperative to establish clear
regulatory measures. This was thoroughly mentioned in the previous chapter too.
Manufacturing firms and adopting institutions should adhere to guidelines, codes of
practice, conditions, and principles and should always align with international human
rights. This ensures that the design and implementation of these advanced systems are not
exploited for profit at the expense of human rights or manipulated by staff to evade
significant responsibilities [114]. Examples of existing Al Governance frameworks
include: The National Institute of Standards and Technology (NIST), and The Model Al
Governance Framework (PDPC), the Implementation and Self-Assessment Guide for
Organizations (ISAGO), and recently, the Artificial Intelligence and Data Act (AIDA),

and the EU Al Act [69].

"For government applications - particularly those with high costs to a false positive - it is
important to have a human in the loop... Preserving the final decision with an individual
not only helps pattern recognition technology be more accurate, but it also clarifies
accountability when mistakes do occur." said Devora Kaye, an NYPD spokesperson
[120]. Pattern recognition tools and predictive modeling can hold favorable results when
joined by human analysts. Whether it’s for algorithmic auditing, testing and verification

before implementation, or distant supervision, maintaining a human-in-the-loop system
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allows humans to stay in control, minimizing unforeseeable damage and preserving

accountability and liability during unfortunate occurrences.

With intentions to promote fairness and equity of Al techniques, especially in
applications like predictive policing, facial recognition, and risk assessment, legal
agencies can adopt tools like Google's "Fairness Indicators" or IBM’s “Al Fairness 360
to evaluate the fairness of Al and ML models and detect and mitigate bias in data and
algorithms. Also, governmental groups and analysts should focus on viewing Al models
as one part rather than a complete accurate investigator. Wrongfully convicted Robert
Williams believes that it should be treated “as an investigative lead, not as the only proof

they need to charge someone with a crime” [117].

Multi-Stakeholder Collaboration: Law enforcement agencies should collaborate with
academic institutions, civil society organizations, and technology experts to develop and
implement best practices for the ethical and safe use of Al. For example, the Police Data
Initiative in the United States fosters collaboration between police departments and data
scientists to enhance transparency and accountability in policing through data-driven
approaches [121]. Also, ethicists should carry on with further debates and discussions
regarding the social and ethical challenges surrounding the advancements, to help clarify

the ambiguity regarding current ones and pave the way for the new ones.
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5.7) Summary

The delicate nature of technology allows for both positive and negative applications. Yet, when
directed with human-focused approach, incorporating cutting-edge technologies into legal
systems can address and diminish societal issues yielding numerous benefits. Respectively, the
proactive adoption of ML and Al by LEAs serves as a compelling demonstration of the positive
and trustworthy impact of advanced technology on societies. By embracing these advancements,
LEAs not only bolster their operational capabilities but also contribute to the broader narrative of
utilizing technology for the betterment of communities, thereby reinforcing the symbiotic

relationship between technological innovation and societal welfare.

This chapter addresses an unexplored niche within the intersection of law and Al by delving into
its complexities, offering comprehensive insights into existing applications, endorsements,
successes, and challenges. By examining both sides of this dual-edged sword, this work not only
provides practical recommendations but also advocates for a safer, more just, and transparent
integration of Al in legal practices. Another contribution of this chapter would be to address how
all domains and industries should navigate the inevitable growth of Al. Therefore, this work can
serve as a blueprint for domains beyond law, providing them with insights into considerations
and approaches when implementing Al. This fills a crucial gap in literature and encourages

progress towards a more equitable and ethically sound innovative future.
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6. Conclusion and Future Work

6.1) Conclusion

Through this research, our aim is to contribute to the establishment and preservation of human-centered
standards in the realm of Al advancements and smart systems. These standards encompass human
involvement in decision-making, clarity regarding Al deployment and understanding of system
procedures, accuracy and reliability of datasets, transparent communication between staff and
stakeholders, alignment of outcomes with initial objectives, and effective capability for risk and bias
mitigation. If these standards were to be given serious attention by tech workers and developers as a
generic policy-making framework, then general and common risks associated with smart advancements
and Al would diminish. Regarding eXplainable AI (XAI) tools, we examine how they help ensure
transparency, fairness, and clarity throughout the processes of machine learning predictions. This
transparency empowers decision-makers to make more informed and reasonable choices. Additionally, we
explore common methods used to identify potential biases or inaccuracies in the model with the hopes of
reducing them afterward. Despite their utility, the growing complexity of Al algorithms poses a growing
difficulty in comprehending and deciphering how and why a specific outcome was reached. Therefore, we
also discuss current and possible challenges and limitations that can hinder the promised role of XAl and
consequently exacerbate unwanted bias. The hope and motivation are that this work and its results will
inspire researchers and stakeholders to expand our approach and navigate the general and focused impact
of Al in their respective fields, fostering continued improvement and fairness in the development and

deployment of Al technologies and advancements.

As Al applications are increasingly deployed in contexts where they wield considerable influence
over life-altering decisions, ensuring fairness and transparency becomes paramount. In summary,

the contributions of the presented chapters are the following:
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The second chapter delves into the intricate relationship between Al and IoT systems, offering
insights into their definitions, historical evolution, and methodological considerations. By
analyzing their union, the chapter provides a comprehensive understanding of Al-enabled IoT
systems, along with recommendations for optimizing their potential while addressing associated

challenges.

The third chapter underscores the nuanced governance required for advanced technical systems
like Al and IoT, emphasizing the absence of a one-size-fits-all approach. It elucidates the
evolution of governance frameworks from design to implementation phases and explored
strategies for fostering transparency and trust in Al, crucial for ensuring ethical practice and

effective communication.

In the fourth chapter, actionable insights are provided for developers to detect and mitigate biases
during the design phases of Al systems. This contribution aids in promoting fairness and equity

in Al decision-making processes.

The fifth chapter extends the discussion beyond law enforcement, serving as a blueprint for
various domains seeking to implement Al. By offering considerations and qualitative approaches,

it empowers domains to navigate the complexities of Al deployment effectively.

6.2) Future Work

Looking towards future directions, researchers are encouraged to address multiple

considerations:
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Exploring new areas: Research should address additional biases, and expand Al
administration analysis into diverse domains beyond law enforcement. Moreover, a
thorough exploration of recommendations beyond transparency and fairness is warranted,
recognizing that every aspect contributes to safer and more innovative Al deployment
across all domains.

Distinguishing Between Al's Potential and Fiction: Research should aim to clearly
delineate practical applications of Al from speculative fiction, fostering a balance
between visionary ideas and their pragmatic execution. This involves demystifying Al to
dispel unfounded fears and overenthusiasm, using these perceptions constructively to
develop a systematic framework for AI’s future.

Safety and Standards in Al Integration: Investigating the safety implications of
incorporating Al into IoT systems compared to traditional methods is crucial. Research
should prioritize the physical, mental, and digital well-being of individuals, setting clear
standards for both traditional and advanced systems to guide decision-making and
improve risk areas.

Data Design and Security: As data management becomes increasingly complex, future
studies must explore innovative strategies for data design, collection, storage, and
security within IoT architectures. This research should ensure compatibility with existing
communication standards and address the specific needs of organizations and customers.
Operational and Management Efficiency: Further research is needed to optimize the
operational workflow of AI/IoT systems. This includes the development of advanced data
analytics tools, enhancing data loss compensation mechanisms, and establishing trust

checkpoints for data sources to improve system efficiency and reliability.

98



Governance and Communication Strategies: The implementation of AI/IoT requires
effective governance structures and clear communication with all stakeholders involved.
Future research should focus on the formation of governing committees, defining roles
and responsibilities, and developing comprehensive communication strategies to inform
stakeholders about Al impacts, risks, and feedback mechanisms.

Legal Reasoning and Transparency with XAI: Exploring how legal agencies can utilize
XAl tools to make Al decision-making processes more transparent and understandable is
a vital research avenue. This includes analyzing legal terms, outcomes, and the
application of XAl in interpreting legal documents and decisions.

Compliance with Ethical and Legal Standards: Lastly, achieving seamless integration of
Al technologies into society necessitates ongoing research into compliance with ethical
and legal standards. This encompasses understanding the intersection of technology and

law, fostering transparency, and ensuring Al applications are ethical and legally sound.
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