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Abstract

Applications that tailor information to the user rely on data being collected and communicated.
This may lead to privacy concerns about personal data and how it can be used. Even when privacy
controls are available, it is not always clear which settings control the data collection. Furthermore,
with the volume of data that is being collected, it is not always obvious how the data is collected.

Other researchers have proposed solutions to assist the user to manage privacy. Yet there is a
need for a solution that will support privacy management on different devices, for multiple
applications and web services.

PrivateMe includes a privacy goal model to capture privacy goals, a generic taxonomy of
privacy settings and permissions, and an ontology to store reusable knowledge about how the
privacy settings and permissions interact. PrivateMe is evaluated with three use cases that show

its applicability to managing privacy on multiple devices.
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Chapter 1: Introduction

This research is motivated by the privacy concerns that arise from the volume of data that is
being collected and used by applications. Preserving privacy is important as it protects
fundamental democratic freedoms and rights. Managing privacy, however, can be complicated as
privacy controls for various devices and applications can differ. Also, privacy is abstract and
subjective, as illustrated in Figure 1. Additionally, there are other aspects of privacy that make it
complex, such as time, context, and balancing one’s privacy with the needs of society; these

aspects are described in more detail in Section 2.1.
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Figure 1: Privacy is subjective

1.1.Motivation

In this Section, I begin with examples of applications that use private data and the benefits that

the applications can offer. Then I consider the compromises between these benefits and privacy.



I show that managing one’s private data across multiple devices and applications can become
complex. I discuss the privacy concerns and the issues that can arise from using applications,
which lead to the research objectives in Section 1.2. I conclude this section with a brief
introduction of PrivateMe.

I refer to the European Union (EU) General Data Protection Regulation (GDPR) as an example
of legislation that is in place to protect private data. So, throughout this proposal, I use the GDPR
term data subject to indicate the person about whom personal data is being captured, processed,
or stored [8]. Although if data about a user is captured, the user becomes a data subject, the
reverse is not necessarily the case, that is, the data subject may or may not be the user. 1 also use
the GDPR terms: data controller, to refer to the person or organization that is collecting the data;
data processor, to refer to the person or organization processing the data [8]. When referring to
either a data controller or a data processor, or both, I use the term service provider. 1 discuss the

GDPR more fully in Section 2.2.
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Figure 2: Screenshots of Privacy Settings and Application Permissions on author’s mobile phone with Android™ !

Google and the Google logo are registered trademarks of Google LLC, used with permission [4], [10]-[13].

! The term “mobile phone with Android” is used as in the guidelines in [9].
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Mobile devices, mobile applications (apps), and web services constantly gather, transmit, and
process data to provide services that offer functionality and added convenience. As illustrated in
Figure 2, the device settings control access to data such as the location, whilst the application
permissions determine whether the application may access the data. For example, a financial
services application requests access to the location of a mobile device to be able to find offices in
the vicinity. If the Location device setting is “On” and the permission is granted to the application,
whenever the user searches for nearby offices, the application simply accesses the location of the
device and it shows the results on a map. If, however, the application does not have the required
permission, or the Location device setting is “Off”, the application requests that the permission be
granted and that the Location device setting be switched “On”, otherwise it requires user input.
Another example is a photo repository web service that offers the convenience of automatically
backing up the photos, with the added benefit of identifying and filtering photos based on the
contents of the photos?.

There are also several examples of the compromise between one’s privacy and the benefits
that one may realize when using applications. In the example of the financial services application,
one must either switch the Location device setting “On” or input location information, thus giving
up some location privacy. Once the Location device setting is “On”, it may also enable the location
to be accessed by other applications that request this permission. In the example of the photo
repository web service, the potential threat to privacy is that over time, the photos could provide
information about the time of year one goes on vacation and whether one has a favourite vacation
spot. One may select the privacy option for the web service not to store location history and not

to track activity. Nevertheless, photos that contain a distinctive landmark in the background, which

2 https://www.google.com/photos/about/
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could be identified by the photo web service functionality [14], could provide details of one’s
location history and one’s daily activities, particularly since the date of the picture is also stored.
If facial features are analyzed to determine which photos contain a particular data subject, this data
could be captured by the data controller too.

Attempts at managing one’s private data can become rather complex as it may lead to conflicts
between the privacy settings on different devices or between permissions for multiple applications.
When a data subject uses multiple devices, applications, and web services, the privacy setting or
permissions selected for one of these may affect the selections previously made for another. For
example, if the financial services application and a shopping application both start with the
Location permission granted, while the Location device setting is “Off”, then neither application
has access to the location of the device. If the Location device setting is switched “On”, the
financial services application is permitted to access the device location but so is the shopping
application. The data subject, however, may be unaware that the shopping application now has
this permission. If the data subject does not want to permit the shopping application to access the
location, this causes a conflict between the data subject’s privacy goals and the Location
permission of the shopping application.

Although data collection is necessary for applications to function, it can lead to privacy
concerns such as indirect data collection, inference, aggregation, and unethical use of the data.
According to Sengul [15], indirect data collection occurs when data is being captured for a
particular purpose but it also inadvertently collects additional data. Vojkovié [16] provides the
example of video surveillance in a smart city indirectly providing the means to identify data
subjects by the cars that they drive. If the video is being recorded to model traffic patterns, it is

not necessary to identify the drivers; the data should be restricted to only what is necessary by



pseudonymizing, or preferably by anonymizing, the personally identifiable data [16]. Inference
occurs when the available data is used to ascertain additional pieces of information [17]. For
example, Fernquist et al. [ 18] shows that metadata such as time and event profiles can be used to
infer the identities of IoT users, even though the metadata does not include data about the user’.
Observing the data over a longer period of time, increasing the volume of data, and aggregation,
that is, combining different pieces of data, also improves the accuracy with which the user can be
identified [18]. Finally, it is considered “unethical” to disseminate the data [19] or to have a
secondary use for the data, that is, to use it for purposes other than that for which it was originally
collected, without obtaining explicit consent from the data subject [20], [21].

Data protection and privacy laws such as the European Union (EU) General Data Protection
Regulation (GDPR), aim to protect the privacy of data subjects in the collection, processing, use
and storage of personal data [8]. The GDPR applies to all EU companies and to any international
companies that conduct business in the EU, that process personal data of EU subjects [8], [20]-
[22].

Despite legislations such as the GDPR, data subjects may still remain unaware of how, why,
and when the data is collected, or how it will be used in the future [18], [23], [24]. According to
Anthonysamy et al. [25], there are some discrepancies between the privacy policies of some social
network sites and the privacy permission controls that are offered to the data subjects. Zimmeck
et al. [26] finds that there is a difference between the data collected and used by some mobile
applications, and what is stated in the privacy policies. Additionally, Almuhimedi et al. [27]

indicates that data subjects change their app privacy permissions once they are aware that data is

3 Note that here I use the term user rather than data subject because in this case, the data does not include data about
the person.



being collected. This makes it necessary for the data subject to trust that the service provider* will
only use the data for the intended purpose [21], [28]. Accordingly, when the service provider is
accountable for the use and protection of the data, it helps the data subject to trust the service
provider and the technology [19], [21].

For a data subject to manage and control his or her own data, Colley and Crabtree [19] offers
a possible solution, and Frece [28] surveys currently available solutions, however these are for
only one particular type of application. Self-adaptive systems for privacy have also been proposed
in [23], [24], [29], however, these rely on the application itself to manage private data. The
solution in Almuhimedi et al. [27] monitors and warns the data subject when data is collected by
apps on a device. It is, however, limited to the one device. The solutions offered by [30], [31],
are designed for ubiquitous computing environments. Langheinrich [30] has proposed using a
private proxy to manage data dissemination in a ubiquitous computing environment, when data is
requested by other proxies. Schaub et al. [31] proposes a solution for autonomous privacy
management in ubiquitous computing, which adapts to changes in context and makes
recommendations to the user when needed. Although [31] helps the data subject to manage
multiple devices, including mobile phones, it does not describe how any conflicts between the
device settings and app permissions are resolved.

The related work discussed above protects privacy by limiting data collection and sharing.
While Tun et al. [29] associates the private data with functionality, [23], [24] balance privacy with
benefit to the data subject, and [31] discusses trusted entities in the environment. To the best of
my knowledge, none of the related work uses all of these and other data subject privacy goals, to

determine how to manage the private data. Nor do they address the interaction of the device

4 Here, service provider indicates the data controller or the data processor or both.
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privacy settings with the privacy permissions of applications or web services. I propose PrivateMe
as a technique to assist a data subject with managing privacy settings on multiple devices, and

permissions for multiple applications and web services.

1.2.Research Objectives

The concern about how much data is being collected, how it is being collected, how it will be
used, and by whom, has led to the following research questions:

RQ1: How can a data subject ensure that the selected privacy settings and permissions
correctly reflect the data subject’s privacy goals?

RQ2: How does a data subject determine if there are any conflicts between the privacy
settings and permissions?

RQ3: How can a data subject manage various privacy settings and permissions on multiple

devices, applications, and web services?

1.3.Research Contributions

With this research I address the difficulty that a data subject may have with managing privacy
settings on multiple devices, in multiple applications, and for multiple web services. PrivateMe is
a technique that includes a softgoal interdependency graph (SIG), a taxonomy, and an ontology.
SIGs are used to illustrate and represent non-functional requirements (NFRs) as softgoals, to show
how the NFRs affect each other (their interdependencies). The PrivateMe SIGs capture the privacy
softgoals. The data subject uses the SIG to assess the privacy softgoals and their
interdependencies, to decide on his or her privacy requirements. The data subject refers to the

generic taxonomy of privacy settings to determine which settings to use to manage privacy on the



data subject’s device, and for the application or web service. By including knowledge about how
the privacy settings interact, the resulting ontology can be used to ensure that the privacy settings
and permissions support the data subject’s privacy goals. Furthermore, it can be used to identify
any conflicts between the settings and permissions.
The contributions of this thesis are as follows:
e A softgoal interdependency graph (SIG) that captures the privacy goals
e A taxonomy of privacy settings, common among multiple applications and devices
e An ontology that captures the knowledge of how the settings and permissions interact
PrivateMe is evaluated with three use cases. In Use Case 1, the data subject refers to PrivateMe
to ensure that her privacy goals are met as she decides on the appropriate settings and permissions
to select for an application on her mobile phone. In Use case 2, she does not want the settings and
permissions from Use Case 1 to conflict with the settings and permissions for another application
on the same device. In Use Case 3, the data subject wants the settings and permissions for the
application and the website, to be consistent on all her devices. She uses PrivateMe to help her
decide which settings and permissions will support her privacy goals, to help her find the settings

and permissions on her devices, and to identify any conflicts between them.

1.4.Thesis Organization

I have discussed the concerns about privacy, resulting from how much data is being collected
by applications, as the motivation for this research leading to the Research Objectives. I have
described the Research Contributions. In the remainder of this thesis, Chapter 2 contains a
discussion of the Background and the Related Work. PrivateMe is presented in Chapter 3.

Chapter 4 describes three use cases that evaluate PrivateMe. Chapter 5 concludes this thesis.



Chapter 2: Background and Related Work

Privacy is a word that is used in everyday language, but one’s sense of privacy is rather
subjective. To understand privacy, in Section 2.1 I first define the term and then discuss aspects
of privacy that make it complex. I provide examples of private and sensitive data that are protected
by legislation and I consider why privacy is necessary. Since I refer to the GDPR throughout this
document, I provide some further details of the GDPR requirements in Section 2.2. Section 2.3,

ends this chapter with a discussion of the Related Work.

2.1.Privacy

The Cambridge Dictionary defines privacy as “someone’s right to keep their personal matters
and relationships secret” or “the state of being alone”[32]. Similarly, Merriam-Webster dictionary
defines privacy as “the quality or state of being apart from company or observation”, “seclusion”
or “freedom from unauthorized intrusion”[33]. Solove [34], however, argues that if one is
secluded, privacy is not an issue, since privacy is about the person in a community, and freedom
from interference into private matters, such as one’s home or one’s person. The concept of privacy
is abstract and subjective. As illustrated in Figure 1, different individuals have different
preferences as to how much personal information they share.

The term “private sphere” is used to suggest personal surroundings, within which one’s private
information is disclosed. Similarly, in Figure 3, I illustrate information about the data subject as
a sphere. Different views of private and public information are illustrated as spot lights on

particular portions of the sphere. The data subject has a complete view of the data. Certain data

controllers have a view to some private data, whilst others have a view of some sensitive data,



which may also be accessed by data processors, if and when necessary. The social view and the

public view may overlap, however the public view and private view do not.

O

e —

-
O

Social View
Depending on who the individuals are,
and the social context, this view is a
subset of Personal Data which includes
some public data and may include some
private/ sensitive Data

Data Subject

Private /’
Sensitive

Q) >
Data Controller
with a view of some
Private Data
e.g. Financial Advisor

-
Y L4l

|
. Data Processor

Data Controller with a view of some data Public
with a view of some sent by Data Controller

Sensitive Data for processing

e.g. Physician e.g. Medical Laboratory Technician

Figure 3: Different Views of One's Personal Data

Privacy needs change depending on the environmental context. The context includes what the
individual is doing, where the user is, and whoever or whatever is in the vicinity [29], [31]. For
example, one may be willing to share details of a private issue at home or with someone who has
been a close friend for several years. That same individual, however, may be unwilling to share
such details at work, with a colleague or an acquaintance.

Privacy changes over time. It is influenced by culture and as it has become more commonplace
to have space available for private activities, historical concepts of privacy have also changed [34].

There are, however, other temporal aspects to privacy which differ from the historical changes in

10



the concepts of privacy. Palen and Dourish [35], discuss managing privacy within boundaries of
Disclosure, Identity, and Temporality, to control what private data is disclosed, by and to whom,
and when. To accommodate changes to privacy goals due to changes in context and time, [29]
uses privacy norms to specify conditions, such as where, when, and to whom, the data subject’s
information may or may not be disclosed or inferred from other data. As indicated in [35], the use
of technology changes how data is captured and stored; it makes the information more readily
available, possibly to a wider audience than it would have been otherwise.

In analyzing theories of privacy, [34] indicates that there is a complexity to privacy that leads
to aspects of privacy being omitted if theories are too narrow; conversely, if the theories are too
broad, they fail to provide a precise enough definition of privacy to be used in privacy protection
laws. Legislation protects personal information, such as age, financial information, and location,
as well as sensitive information, such as culture, health, religion, and political beliefs [8]. Privacy
in such matters is necessary to protect and maintain one’s dignity, one’s fundamental democratic
freedoms, and one’s personal safety [8], [18], [34]. According to [34], some law courts have
maintained that once something is public, it is no longer private. The GDPR, however, has a
stricter definition of what personal data is public data; it is public as long as the person him or
herself makes it public [8].

A data subject has the right to control who has access to the personal data, by consenting to
the collection or use of the data [22]. Nevertheless, the data subject’s right must also be balanced
by the rights of others and of society [8], [20], [21], [34]. For example, although a person may not
wish to share health information with others, if the person is a patient, it is necessary to disclose

pertinent information to the attending physician.
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Privacy is complex. It depends on context, time, and a balance between the needs of the
individual and the rights of others. Privacy legislation requires that private and sensitive data is

protected to ensure that a person’s rights and freedoms are maintained.

2.2.GDPR

We refer to current legislation such as the GDPR, which became effective May 25, 2018 [16],
to obtain information about the data subject’s rights and the responsibilities of the data controllers.
As it is an EU regulation, the GDPR applies to all companies established in the EU that process
personal data of EU subjects [8], [20]. However, since the data could be stored and/or processed
internationally, according to its “Territorial scope”, the GDPR also protects these rights with
international companies that do business in the EU [8], [20]-[22]. It is applicable regardless of
whether any payment is made for the services [8].

As part of the data protection, the GDPR requires data controllers to be accountable for
ensuring that the GDPR principles are met, and to have the appropriate privacy policies in place
to protect personal data [8]. The data controller and data processors are also responsible for
ensuring that data protection is maintained by design, and that protection for the data is the default
[8],[20],[21], [36]. The GDPR includes six principles for which the data controller is responsible:
Lawful, fair use and Transparency, Purpose Limitation, Data Minimization, Data Accuracy,
Storage Limitation, and Integrity and Confidentiality [8].

To maintain transparency, the data controller must provide the terms of data collection,
including the type of personal data that is being collected and processed, and the reason for
collecting the data [8], [20]-[22]. Limiting the use and retention to the specified purpose,

contributes towards the principle of Purpose limitation [16], [21]. Similarly, collecting only the
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personal data that is necessary, and retaining the personally identifiable data for only as long as it
is required, contributes towards upholding the principles of Data minimization and Storage
limitation [16], [21]. Removing personal data, for example by applying data pseudonymization,
should be done as soon as possible [8], [16], [21].

The GDPR protects the data subject’s rights by specifying the conditions necessary for the
average person, as a data subject, to make an informed decision when consenting to the use of
personal data. The data controller must provide the terms of data collection in easy to understand
language [8], [16], [22]. The request for consent must be made in clear, simple language; it should
be easy to access, and separate from any other information [8], [22]. The data controller must
request additional consent for any new additional use of the data [20], [21]. When providing
consent, the data subject, must do so freely and explicitly and must also be able to easily withdraw
the consent [8], [21], [22]. If machine decision-making or profiling is used, the data subject may
have the right to object and to request that the decision is made by a natural person [8], [22]. The
data subject’s rights, however, need to be balanced with the rights of others and society, and the
legal responsibilities of the data controller [8], [21], [22].

Although the GDPR principles of Lawful, fair use and transparency, the Purpose limitation
and the Data minimization principles may be according to the data controller’s terms of data
collection and use, there remains a complexity to managing one’s privacy goals; it is possible that

a person’s intended privacy goals are still not met.

2.3.Related Work

In this section, I discuss related work that use models of Privacy. Since privacy policies are

an important way that service providers communicate to the data subjects about how private data
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is protected, I discuss related work that assesses these privacy policies. I then discuss some
solutions that allow the data subject to manage his or her own data privacy as well as some
solutions that autonomously manage privacy goals at run-time. Throughout this section, I discuss
the models that are used, the privacy goals, threats, and settings or permissions available to the

data subject to manage privacy.

2.3.1. Privacy Models

Other researchers use models to illustrate privacy requirements and typical solutions, to build
business processes that support the privacy requirements, and to ensure that the privacy
requirements are met. Here, I briefly describe some of this related work and I discuss how these
methods may be applied to aid a data subject in a similar manner.

The Cambridge Dictionary defines “threat” as “the possibility that something unwanted will
happen, or a person or thing that is likely to cause something unwanted to happen” [37]. Solove
[34] reviews various legal cases to classify different aspects of Privacy, by using a “pragmatic”,
“bottom-up” method. By reviewing legal cases, the courts’ assessment of the harm done, and the
financial, emotional, and social impact of the harm to the privacy victim/s, his resulting
“Taxonomy of Privacy” is one of privacy threats. 1 describe how I extend on Solove’s Taxonomy
of Privacy (threats) in Section 3.1.

Veleda and Cysneiros [38] present a tool to help requirements engineers to elicit non-
functional requirements (NFRs), and to help software engineers search the existing knowledge for
typical solutions to the NFRs, and how they affect each other. In [38], Privacy is one NFR along
with other NFRs including Security and Trust. Zinovatna and Cysneiros [39] contribute the

knowledge of Privacy and Transparency. Both [38], [39] indicate that softgoal interdependency
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graphs (SIGs) can become large. Nevertheless, [38], [39] illustrate the NFRs as SIGs. According
to [38], it is easier to view the graphical models than to find the knowledge in text-based references.

Kalloniatis et al. [40] introduce a methodology to include privacy requirements in the system
design and to match the privacy solutions to the requirements. The goal model is arranged as a
hierarchy of strategic goals which are broken down into operational goals and business goals [40].
Their work identifies a set of eight privacy and security goals (to protect the private data) and the
corresponding processes that are typically used to maintain the required privacy [40]. The business
processes are adjusted to include the privacy processes and the appropriate privacy technology
solutions are selected [40]. Thus, [40] proposes a method in which the privacy solutions are
selected during the design phase of a system to ensure that the solutions match the privacy goals.

Liu et al. [41] propose a framework that uses goal models and a methodology to capture and
analyze security and privacy requirements. First, [41] identifies the actors, then models the
requirements in i* (iStar) strategic rationale models (SR), and the dependencies of the actors (or
roles) in strategic dependency models (SD). To conduct the security and privacy analysis [41]
determines how access for each role could be abused. According to [41], the dependencies indicate
where there may be a weakness that could be exploited. Then, [41] refers to existing knowledge
to identify the corresponding threats and typical mitigation strategies. To select the appropriate
solutions, [41] evaluates how the options that are available to mitigate the threats, affect the goals.
Finally, [41] assigns role-based access control which they assess based on least privilege and
separation of duties.

Ahmadian et al. [42] propose a methodology that uses models to perform a privacy impact
analysis (PTA). The PIA is conducted during the design phase of a system. The analysis step is

described more fully in Ahmadian et al. [36]: the system Unified Modeling Language (UML)
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models are analyzed to identify the private data, where it is processed, and that it is protected
according to the privacy level agreement (PLA). A PLA specifies the level of privacy protection
a data controller negotiates with the data processors [36], [42]. The next step is to identify the
security and privacy threats [42]. The impact is calculated based on the sensitivity of the data. To
mitigate the risks, the appropriate security standards and controls are applied. Besides presenting
a methodology for conducting a PIA, the work in [36], [42] shows that the use of models helps to
identify privacy threats and that these models and threat assessments help increase privacy
awareness.

The knowledge and the methods contributed by [38]-[41] include goal models to aid the
software engineers during the design phase of a system, to analyze privacy NFRs and to select the
appropriate solutions to meet the requirements. Although [36] includes a step that identifies
private data, both [41], [42] identify threats to conduct a threat assessment. The PIA in [42] is also
done during the design phase of a system. Once the system is operational, however, the data
subject may be presented with privacy settings to manage privacy. Therefore, the data subject also
needs to understand what data is managed by the options that are offered, as well as the possible
privacy threats. Furthermore, the data subject needs to be able to assess the threats effectively to
select the appropriate option.

The work in this thesis differs from [36], [38]-[42] since I use goal models to aid the data
subject to assess the privacy options and to ensure that the selected options support the data
subject’s privacy goals. The SIGs capture the data subject’s privacy goals. To elucidate the
privacy threats, I model them separately from other goals. By including in the SIG, the type of

data that make these threats possible, the data subject can understand the impact of releasing the
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data. Thus, the data subject can assess the threats against other goals such as personalizing the

application.

2.3.2. Privacy Managed by the Data Subject

Data controllers are required to be transparent about the collection and use of personal data
and to limit it to what is necessary for the specified purpose [8], [20], [21]. This includes providing
information about what data is collected, where it is processed, by whom, for what purpose [16],
[20], [22]. Such information is typically provided in privacy policies [25], [26]. In this section, I
describe the related work that examines privacy policies. Then, I discuss work that aims to enable
the data subject to manage personal data. I conclude this section with a discussion about how
PrivateMe differs from these solutions.

Makri and Lambrinoudakis [43] propose a privacy audit methodology that focuses on data
controller transparency with documentation such as privacy policies. According to [43],
conducting an audit and making the audit results and documents available to the data subject,
promotes trust [43].

Zimmeck et al. [26] contribute an automated method to audit the privacy policies of mobile
apps. The authors suggest that the audit can be used by authorities, as well as by data controllers,
to check that they are transparent about their data collection and use [26]. According to the authors,
although [26] is done on mobile apps for Android, it can be applied to apps for 10S and site cookies.
The audit in [26] determines which apps have privacy policies. It classifies the apps according to
whether the policies inform the data subject about changes, as well as whether the policies include
information about how the data subject may control the data [26]. It also classifies the policies

according to the terms for personal data collection and processing, and data sharing [26].
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Additionally, [26] analyzes how the apps collect, use and disseminate personal data and ascertains
that the majority of the apps that do not have a policy, should have one. The same analysis of the
apps that do have a privacy policy, and subsequent comparison to what is stated in the privacy
policy, shows that there are some variances between what is stated in the policies and what the
apps do [26].

Anthonysamy et al. [25] studies the privacy policies of several social network sites; it matches
what is stated in the privacy policies to the site settings that manage data privacy. The work in
[25] finds that the settings are not always sufficient to mange the personal data, and that some
policies may be ambiguous regarding how additional data is collected and shared with third parties

Frece [28] reviews various options for data storage. These range from personal data storage
(with no data sharing), to options which allow the data subject to determine who has access, and
finally to solutions which autonomously manage data sharing on behalf of the data subject. In
doing so, [28] highlights the issue of trust and the opposing goals of the data subject and the data
controller. As indicated in [28], the options for a data subject to consider when selecting data
storage are interdependent. Therefore, options such as the business model, encryption, and access
to the data for analytics [28], need to be balanced to achieve the data subject’s privacy goals.

Colley and Crabtree [19], present Object Based Media and Databox. The system works with
IoT devices in the environment to provide multi-modal media that adapts and is personalized to
each person in the room [19]. To meet the GDPR requirement of accountability to the data subject,
the Databox has a dashboard which provides the means to control personal data [19]. The data
subject authorizes the data processing which is then done locally on the data subject’s databox;

only the results of the processing are transmitted to the data controller [19].
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Almuhimedi et al. [27] presents a solution to alert the user (data subject) when private data is
collected by apps on an Android 4.3 or 4.4 device. The study conducted by [27], shows that the
data subject responds to the prompts by reviewing and revising the privacy permissions of the
apps. The prompts help the data subject to know which apps are collecting data, how often data
is collected, and what type of data is being collected [27].

For the data subject to control private data, first, the data must clearly correspond to the service
that is being offered. Then, the data subject needs to understand and assess the possible threats.
Finally, the data subject must have the privacy settings to manage the data. The audits and
assessment of privacy policies in [25], [26], [43] promote data controller transparency. According
to [25], [43], this helps the data subject to trust the data controller and the service. The audit in
[43], however, does not associate the data use with possible threats. In [26], personal data is
associated with the possible threats of data collection and dissemination. Since [26] audits apps,
it considers the capability of the apps to collect and process personal data. An audit, however,
does not check the run-time behaviour of a particular installation, with settings and permissions
granted or denied by the data subject. Although not indicated as potential threats, [25] lists data
collection and dissemination, as well as indirect data collection, aggregation, and personalization.
According to [25], there is a need for privacy controls to match the corresponding data that is being
collected and used. Neither [25], [26], however, assist the data subject to select the appropriate
controls (or permissions), nor do they consider the interaction between device settings and the app
or site permissions. Although [28] mentions threats to data storage options, such as access to
decrypt the data and unauthorized use, it does not include the privacy settings of the or the privacy
permissions of the app that is used to access the data. In [19], the Databox dashboard enables the

data subject to control privacy. Still, [19] does not include a solution to help the data subject relate
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the data to possible threats or to configure the privacy settings. To assess the threat resulting from
releasing the data, the data subject needs to understand the functionality that the data collection
supports. As noted in [27], three participants in the field study had to revise the permissions
previously removed, since the functionality they needed was lost.

My work differs from [19], [25]-[28], [43] since I use SIGs to illustrate the privacy goals. The
SIGs associate the data with the benefits from the service but also to the possible threats. The
SIGs also model other privacy goals to be balanced against the possible threats, such as trust. This
guides the data subject to consider the threats that may arise from permitting the use of the data.
The data subject can then decide whether to trust the service. My work also focuses on how
privacy settings are presented to a data subject: I provide a taxonomy of the privacy settings and
permissions and I include an ontology to store the knowledge of how the settings and permissions
interact. This helps the data subject to control the private data according to the privacy goals and
to manage the interaction between the settings and permissions of the device and the app, as well

as between multiple devices, apps, and sites.

2.3.3. Managing Changes to Privacy Goals due to Changes in Context

In this section, I discuss some related work that proposes systems that address changes to the
data subject’s privacy goals due to context changes. I discuss how the proposed solutions identify
threats and assess them, then adapt to mitigate the threats. I conclude this section by indicating
how PrivateMe differs.

Tun et al. [29] discusses the issue that the privacy requirements of a data subject depend on
context and therefore change over time. The work of [29] contributes privacy arguments that an

adaptive system could use to reason about the context. In doing so, [29] addresses the temporal
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aspect of privacy. According to [29], the context includes the roles of the data subject and data
recipient, the location, and time. These factors are used to capture the privacy norms (rules, or
goals) of the data subject [29]. The privacy arguments describe the circumstances under which to
apply the privacy norms [29]. They have parameters so that the conditions can be tailored by the
data subject [29]. These arguments are implemented using event calculus so that the system can
reason about the context to ensure that the privacy goals are met [29]. When the recipient requests
data, the system ensures that the privacy norm is met in the current context and that other data
cannot be used to reveal additional information that would negate the privacy norm [29]. Thus,
[29] selectively discloses information to the recipient.

Omoronyia et al. [24] contribute a tool for software engineers to design systems that adapt to
changing context. I discuss it here, since the privacy awareness requirements (PAR) described in
[24] are implemented as part of the framework in [23].

Omoronyia et al. [24] suggests that the context needs to be monitored continually to identify
privacy threats. Since it can be difficult for a data subject to control private data, [24] recommends
a self-adaptive system that uses selective disclosure to manage personal data. According to [24],
the attributes used to determine a change in context, may themselves, also change. The self-
adaptive system first determines which attributes (PAR) need to be monitored, then it conducts a
threat analysis, and finally completes a threat assessment [24]. To determine the PAR, [24] finds
attributes that are specified in the privacy policies, as well as the domain model and the behavioural
model. The threat analysis examines current context and data previously obtained by the recipient
to identify threats that will not meet the privacy goals specified in the privacy policy [24]. The

threats are then assessed to determine severity [24]. The system reasons about privacy based on
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threat severity as it simulates the transitions in state; it makes recommendations to the system
designer accordingly [24].

Omoronyia et al. [23] describe their framework for self-adaptive systems to address privacy
requirements. As in [29] they use selective disclosure as a solution. Their approach, however is
one in which privacy is offset by the functional benefit to the user [23]. The context model
describes the domain, that is, the entities, their relationships, and their attributes; the behavioural
model describes their current state and how they transition from one state to another [23], [24].
They identify the PAR by finding the subset of attributes that are in the context model, the
behavioural model, and the data subject’s privacy goals [23]. They identify the privacy threat
based on the context and the history of information previously sent between the data subject and
the recipient [23]. They assess the severity of the privacy threat based on the social connections
of the recipient, and evaluate it against the benefit to the data subject if the information were to be
disclosed [23].

Schaub et al. [31] acknowledge that solutions for protecting privacy are difficult to configure,
and that changes in context make it difficult to define privacy goals in advance. They highlight
the issue of data collection in a ubiquitous computing environment being unobtrusive to the data
subject and therefore, “passive” [31]. The solution proposed in [31] provides a way for a data
subject to manage multiple devices in the environment. The context model includes the data
subject, resources (sensors or devices), activities of the data subject and the entities with whom or
which the data subject interacts, their states, and the environment [31]. The privacy decision
engine is initiated based on personality type [31]. It evaluates a change in context by comparing
it to cases stored in the knowledge base [31]. It infers the privacy goals based on trusted entities

within the context and privacy policies which state multiple ways to meet privacy goals of the user
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[31]. A confidence score threshold is determined based on previous decisions as well as the data
subject’s personality and response to the decisions [31]. It either autonomously selects an option,
or if the confidence level is below a threshold, it requests user input [31].

In [23], [24], [29], the focus is on one application that adapts to the context to manage data
subject privacy. They associate the data with the functionality that the app offers, and mitigate the
threat of data disclosure to other users of that application. [23], [24] also conduct a threat analysis
and assessment. None of these solutions, however, help to identify and mitigate any other types
of privacy threat or other aspects relating to privacy, such as trust. Even though [29] mentions
multiple apps as part of their future work, [23], [24], [29] do not address the interaction between
the device privacy settings and privacy permissions of multiple apps and sites. Whereas [31]
manages data for multiple devices, it does not specify whether a data subject is made aware of the
corresponding potential privacy threats, or how the data can be used to benefit the data subject.

In PrivateMe, I use SIGs to capture privacy goals as well as the potential privacy threats. The
SIGs associate the data with the functionality that is offered by the data controller and that could
be of benefit to the data subject. The SIGs also associate the data with the potential privacy threats.
Thus, by illustrating the benefit that can be offset against the possible threat, the SIGs can guide
the data subject to decide whether to permit the use of the data. The taxonomy helps the data
subject to find the settings and permissions that manage the data. The knowledge captured in the
ontology, of how these settings and permissions interact, helps the data subject to ensure that the
selected settings and permissions do not result in conflicts between multiple devices, apps, and

sites.
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Chapter 3: PrivateMe

I propose PrivateMe to provide a technique that can be used to manage privacy settings on
multiple devices, and permissions for multiple applications and web services. It includes a softgoal
interdependency graph, a taxonomy, and an ontology. The softgoal interdependency graph
represents the privacy goals; it shows what data is used to realize the softgoals, and how the data
contributes towards the privacy softgoals. The taxonomy provides a generic classification of
device privacy settings and permissions. The ontology captures the knowledge of how the privacy
settings and permissions interact. This chapter is organized as follows: In Sections 3.1, 3.2, and
3.3, I describe the main components of PrivateMe: the softgoal interdependency graph, the
taxonomy, and the ontology respectively. In Chapter 4, I show how I evaluate PrivateMe with

three use cases.

3.1.Softgoal Interdependency Graph

To ensure that the privacy settings and permissions selected by a data subject correctly reflect
the data subject’s privacy goals (RQ1), it is necessary to compare the settings and permissions
with the privacy goals. First, however, one must know what those privacy goals are, as well as
what data contributes towards them. The privacy goals must be represented in an effective manner
such that one can assess and balance them with other privacy concerns. In this section, I briefly
discuss the characteristics of non-functional requirements (NFRs). Then, by reviewing the
characteristics of privacy goals and comparing them to NFRs, I explain why privacy goals are
NFRs. 1 discuss the use of Softgoal Interdependency Graphs (SIGs) and the NFR Framework
[44] to represent NFRs as softgoals. I list and organize the concerns that are mentioned in the

literature to illustrate them in the SIGs that are used with PrivateMe. I provide an example of a
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PrivateMe SIG. I conclude this section by explaining how the SIGs address the research
objectives.

As discussed in Chapter 2, privacy is abstract, subjective, depends on context, and it can
change over time. Privacy legislation such as the GDPR applies to all software. Furthermore,
within any one particular piece of software, privacy goals apply regardless of the functionality that
is being used. The previous chapters provided examples of compromises between maintaining
privacy and the benefits that can be gained by using some private data. So, privacy needs must be
balanced with other concerns. Since privacy is subjective, each data subject will have different
privacy goals. Therefore, privacy is complex and privacy goals are difficult to articulate.

Non-functional requirements (NFRs) are often referred to as quality requirements or
constraints that apply to the system regardless of what functionality is being used [45]-[47]. These
constraints include regulations [46], [47] such as privacy legislation [47]. NFRs can also affect
each other, making it necessary to compromise between them [44], [45]. According to Chung et
al. [44], it is typical for NFRs to be subjective but this makes it difficult to measure how well the
NFRs are satisfied. Since privacy goals apply regardless of what functionality is being used, they
are subjective, and they may need to be balanced with other concerns, privacy goals are, therefore,
also non-functional requirements.

The NFR framework [44], is used to represent NFRs in Softgoal Interdependency Graphs
(SIGs), so that they can be analyzed and appropriate solutions can be selected. Since NFRs are
subjective, we refer to them as softgoals [44]. Due to compromising between softgoals, we accept
them being sufficiently satisfied or satisficed [44] . T use the NFR Framework to create the SIGs
in PrivateMe because the SIGs provide a visual representation of softgoals. With the NFR

Framework, the softgoals are broken down systematically into more specific softgoals and
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alternative methods of satisficing those softgoals are included, so that can then be assessed and
decisions between the alternatives can be made. In the following paragraphs, I summarize parts
of the NFR framework, as described in [44], which I use in PrivateMe.

High-level NFR softgoals can be broken down in a systematic manner, or decomposed, into a
hierarchy of more specific softgoals (subgoals). An AND decomposition link between a softgoal
and its subgoals, indicates that all subgoals must be satisficed for the softgoal to be satisficed. An
OR decomposition link indicates that at least one subgoal must be satisficed for the softgoal to be
satisficed. Decomposition of the softgoal in this manner, explicitly states how the subgoals
contribute towards the higher-level softgoal. Explicit interdependencies such as these are indicated
in the SIG as solid lines [44].

Possible solutions for a softgoal are illustrated in the SIGs as operationalizations. These
operationalizations can be processes, functions, or even data that is used to satisfice the softgoal
[44]. The operationalizations may be decomposed in a similar manner to the softgoals. The
explicit interdependencies between the softgoals and the operationalizations which are added to
the SIG as solutions to the softgoals, are indicated with a solid arrow; the solid line shows that it
is an explicit interdependency and the arrow indicates the direction of the interdependency. The
following contributions indicate how the operationalizations affect the softgoal: strongly negative
(Break or --), negative (Hurt or -), neutral or unknown (?), positive (Help or +), or strongly positive
(Make or ++). The S- is used to indicate Some Negative and can be used to show Break or Hurt.
Similarly, the S+ indicates Some Positive and can be used to show Help or Make.

Softgoals, however, also affect each other. These correlations between different softgoals,
between operationalizations and other softgoals, or between different operationalizations, also

need to be assessed. According to [44], the correlations are inferred based on existing knowledge,
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experience, expertise, or some combination thereof. As such, they are documented in the SIG as
implicit interdependencies, with dotted lines [44]. The contribution of the correlation can be
indicated in a similar manner to the explicit interdependencies [44]. For example, if a softgoal, A,
works positively towards another softgoal, B, and softgoal A is satisfied, then softgoal B is
satisficable; if softgoal A, works against softgoal B, and softgoal A is satisficed, then softgoal B
is deniable [44].

When designing a software system, decisions are made to select the operationalizations that
will be used. The reasons for these decisions are illustrated in the SIGs as claims. The design
decisions, fargets, are then translated into functional requirements [44], [48].

RE-Tools [49] is open source modelling software which is used for requirements engineering.
It is available as a plugin to the open source software version of StarUML [50]. 1 use RE-Tools to
apply the NFR framework and create the SIGs for PrivateMe. The softgoals, their
interdependencies and correlations, with their contributions, are illustrated in the SIGs according
to the legend in Table 1. The SIGs in PrivateMe are only intended to help visualize the softgoals
and the interdependencies; they are not used to obtain functional requirements (FRs) for a new

system. As such, in Table 1 below, I do not include all the icons used in the NFR framework.

Table 1: Softgoal Interdependency Graph Legend /44/ using the icons available in /49]

Icon Meaning

Q NFR Softgoal

NFR
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Icon

Meaning

L0

Operationalization

Operationalization Softgoal

< Claim Softgoal
Claim ""
Q Contribution Link: AND decomposition
NFR
Decomposition may be on NFR type or NFR topic,
here illustrating decomposition on NFR type.
NFR A NFR B
Q Contribution Link: OR decomposition
NFR
/4 \ Decomposition may be on NFR type or NFR topic,
here illustrating decomposition on topic. Further
o] TorRE] decomposition on topic may also be done and

illustrated as [Topic.Attribute].

o

NFR
[SynonymA]

eql

o

NFR
[SynonymB]

Contribution Link: Equal
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Icon

Meaning

NFR

Operationalization

Contribution
May be any one of the following:
S- Some — (range includes Break and Hurt)

- - Break

— Hurt

?  Unknown
Some + (range includes Help and Make)
Help

Make

S+

Explicit Interdependency

(Contribution may be as above)

Implicit Interdependency (correlation)

(Contribution may be as above)

In the following paragraphs, I describe the method to determine the concerns included as

softgoals in the SIGs for PrivateMe. Then, I use the Trust SIG as an example to describe the use

of the NFR Framework in developing the PrivateMe SIGs.

To determine which concerns to include in the PrivateMe SIGs, I gather the privacy concerns
discussed in the literature and tabulate them as in Appendix A. The concerns include
operationalizations that help mitigate the privacy threats, concerns about maintaining privacy and

freedom (which therefore need to be protected from privacy threats), and concerns about things
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that may result in privacy threats. The table in Appendix B is the result of grouping these concerns

accordingly, and matching them to Solove’s Taxonomy of Privacy [threats] [34]. I use the same

terminology as [34] in the SIG of Privacy Threats (Appendix C). I illustrate technologies and

sources of data that could lead to these privacy threats. I have, however, extended [34]’s

Taxonomy of Privacy for information technology as follows:

Insecurity is a threat that applies throughout the data lifecycle, from the point of
collection, to transmission, processing, storage, and data removal. Rather than
illustrating it as a subcategory of Data Processing, I illustrate it as a separate type of
Privacy Threat.

I refer to Data Collection, rather than Information Collection, as I consider information
to be the interpretation and understanding of the data that is used. Similarly, I refer to
Data Processing, rather than Information Processing.

Indirect data collection occurs in tandem with other data collection. An example of
this would be a person in the background of a photograph, or a recording of a discussion
in the background, that is captured during the intended recording. I have therefore
decomposed Data Collection further, by adding Indirect Data Collection.

Solove [34] describes Interrogation as a way to seek answers and discusses how
inference during interrogation could lead to distortion. Data Mining and Inference of
additional information from data are similar in that they also are means of gathering
information. They also depend on interpretation of the data that is available and
similarly can result in Distortion. However, they are data processes rather than strictly
means of gathering data. Also, [15] indicates that inference and derivation are alternate

names for the results of data mining, aggregation, or analysis. Since [34] includes
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Aggregation as one of the possible threats that results from Data Processing, here, I
add another Privacy Threat subgoal for DataProcessing.Derivation. I show Inference
as an operationalization contributing positively towards DataProcessing.Derivation,
and Data Mining and Data Analysis as alternative operationalizations contributing
towards Inference. Since the Data Aggregation operationalization contributes
explicitly towards the Privacy Threat DataProcessing.Aggregation, I show Data
Aggregation as an implicit contribution towards DataProcessing.Derivation.
Similarly, I show Inference contributing implicitly towards the Interrogation and
Distortion Privacy Threats.

The examples [34] provides for Increased Accessibility are of making data that is
already public information, more easily available to view and aggregate, thereby
facilitating dissemination. However, data persistence may also contribute to having
data more ‘“accessible”. Therefore, 1 illustrate DataPersistence as another
decomposition type of a Privacy Threat.

I add Encroachment on Freedoms as an Invasion Privacy Threat, since it does not fit
with other types of privacy threats. Larus et al. [51] raises the concern about using
machine learning for social engineering. I show Social Engineering as an
operationalization of Encroachment on Freedoms. It is related to Intrusion since it
influences people’s decisions such as political decisions. It is related to Decisional
Interference since it influences autonomy in decision-making. Solove [34], however,
limits Decisional Interference to private decisions regarding one’s body and humanity
i.e. one’s autonomy. Since it is a type of Invasion, I have included another subcategory,

“Encroachment on Freedoms”.
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The SIG for Privacy Threats in Appendix C shows the privacy threats and the data that is
associated with the privacy threats. Note that most of the contributions are shown as S+ since the
operationalizations contribute to various degrees towards the privacy threats. Note also, that these
privacy threats work against the privacy softgoal “Avoid Privacy Threat”. This means that if any
one of the “Privacy Threat” subgoals is satisfiable, “Avoid Privacy Threat” is deniable. Besides
privacy concerns, the literature also includes other concerns. Since privacy concerns are balanced
with other concerns, I extend the table in Appendix A, to obtain Appendix D. These additional
concerns are grouped into business concerns, data subject rights, legal concerns, social concerns
(which will not be considered for PrivateMe), and trust.

Several of the concerns listed in Appendix D are shown in the SIGs as operationalizations.
This was either determined from the literature, such as, for example, Automated Decision Making
which supports decisions that were previously made without such systems [51]. Otherwise, they
are known to be operationalizations from my own experience, for example, Globalization which
builds Market Share. The (GDPR) Data Subject Rights SIG is based on [8], [22]; it extends on a
SIG that I had prepared to illustrate the GDPR, parts of which were shown at CASCON 2018 [52].

Surveillance is not listed as a concern in Appendix D, however, it is mentioned in [15], [16]
as an example of how personal data can be collected indirectly, simply by using technology. Since
Surveillance is one of the privacy threats included in Solove’s Taxonomy of Privacy [34], the
different types of surveillance data are included as operationalizations in the SIG for Privacy
Threats (Appendix C).

The SIGs for these concerns are included in Appendices: (GDPR) Data Subject Rights,
Appendix E and Appendix F, Data Subject Privacy, Appendix G, Business Concerns, Appendix

H, Legal Concerns, Appendix I, and Trust, Appendix J.
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Figure 4: Trust

The SIG for Trust (Figure 4) is included here to illustrate the components of a SIG. Trust can
be decomposed into mutual trust (of the data controller and the data subject) or (using a) trusted
agent [28]. Mutual trust can be further decomposed into data controller trust (that is, the data

controller’s trust of the data subject) and data subject trust. This means that both must be satisficed
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for mutual trust to be satisficed. Further decomposition of the data subject trust shows that it
includes trust of the data controller, trust of the service, and trust of the technology [19], [28]. The
data controller’s accountability, reputation, and transparency, as well as ethical use, all contribute
positively towards the data subject’s trust of the data controller [19], [21]. Since the data
controller’s transparency, accountability, and ethical use are required by the GDPR [8], they are
explicit contributions for compliance with the GDPR, therefore, they provide correlations towards
the data subject’s trust. According to [19], the data controller accountability can make or break
trust. It is, however, one of several contributing softgoals, so, I show it zelps the data subject trust
the data controller, trust the service, and trust the technology. Whereas the data controller’s (good)
reputation helps the data subject trust the data controller, according to Varadi et al. [21], legal
liability is harmful to the data controller reputation. This works against the data subject’s trust.
Consequently, and as the legal liability can be of differing severities, it is shown with a contribution
of some minus (S-) towards data controller reputation. Data controller transparency /elps the data
subject trust the data controller. Data Protection by Design is required by GDPR and it Aelps the
data subject trust [21]; again, it would be explicit for compliance with the GDPR. So, here I show
it has (an implicit interdependency) a positive correlation towards the Data Subject’s trust of the
Data Controller and the Service. Similarly, the GDPR requires that the data controller use the data
subject’s private data ethically (lawfully and by upholding all other GDPR principles [8]), so here,
it is shown as (an implicit interdependency) a correlation helping the data subject’s trust in the
data controller. Information security is necessary to protect the data controller’s information
system, also the GDPR holds the data controller accountable for doing so [8]. Information security
helps the data subject to trust the service and the technology [21], [28]. I show them as implicit

interdependencies since the primary reason for having information security is to protect the data.
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Note that I do not show the Data Protection by Design contributing towards legal compliance
in this Trust SIG. This is because Data Protection by Design is only one of several requirements
of the GDPR. There are other requirements for legal compliance with the GDPR which do not
show in this SIG; showing the interdependency in this diagram would suggest that legal
compliance is satisficed with just the Data Protection by Design.

The right half of the Trust SIG shows that as an alternative to mutual trust, the data controller
and data subject could use a Trusted Agent. This could be either a trusted system [19], [51] or a
trusted third party [28]. As long as one of these softgoals is satisficed, the Trusted Agent is
satisficed, and therefore, so is the Trust softgoal.

To ensure that the privacy settings and permissions selected by a data subject, correctly reflect
the data subject’s privacy goals (RQ1), it is necessary to understand the privacy softgoals of the
data subject and to balance them with the benefits of the service offered by the data controller.
The privacy concerns gathered from the literature are presented in PrivateMe with the SIG for
Privacy Threats. It includes the data that can be used to realize these privacy threats which
therefore needs to be protected to avoid the privacy threats. The service provided by the data
controller will be of some benefit to the data subject but it will need data to realize the benefit.
This can be balanced against the data that needs to be protected to avoid privacy threats. The
trustworthiness of the data controller and the service also needs to be considered. Thus, the SIGs
in PrivateMe help the data subject to understand what data is necessary to realize a benefit of the
data controller’s service offering. With this, the data subject can understand how it may impact
privacy softgoals. The data subject can consider trusting the data controller and the technology.
The data subject can then decide what data needs to be protected and the privacy settings can be

selected accordingly.
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3.2. Taxonomy

For a data subject to determine whether there are any conflicts between privacy settings and
permissions (RQ2), it is necessary for the data subject to know where to find these settings, and to
understand what the settings control. Likewise, for a data subject to manage the privacy settings
on multiple devices, applications, and web services (RQ3), it is necessary for the data subject to
know where to find the settings on devices with different operating systems and to understand how
they are similar or how they differ. So, it is helpful to classify what is known about the privacy
settings and permissions. The taxonomy in PrivateMe is a classification of the privacy settings
and permissions that are available on multiple devices, applications, and websites. In this section,
I first explain what a taxonomy is. I briefly discuss the scope of the taxonomy in PrivateMe. I
discuss the privacy settings and permissions, as well as the similarities and differences between
them, based on how they are accessed and what they control. I conclude this section with a
description of the taxonomy that is used for the ontology in Section 3.3.

A taxonomy is a classification system [53], which places real objects into categories or groups,
based on some criteria or common features. The criteria for determining how to group the objects
is subjective as it depends on what one selects as the defining features of the category or group.
This means that there are multiple ways to classify the objects. For example, when classifying
two-dimensional shapes, we usually classify them according to the number of edges. In this way,
we classify the shapes as triangles if they have three sides, quadrilaterals if they have four sides,
and so on. However, we could easily classify the shapes based on colour instead.

The categories or groups of a taxonomy classification system are also known as classes. The
objects in a class can be classified into more specific classes, known as subclasses or child classes.

The more general class can therefore also be referred to as the superclass or parent class. This
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results in a class hierarchy. For example, a Quadrilateral class, the superclass, may have the
subclasses Square and Rectangle. Instances or members of these classes, are still quadrilaterals
but a square differs from a rectangle in that all four of its sides are the same length.

The classification is abstract since the objects are not actually physically being placed in
groups. As an abstraction of the real thing, the taxonomy is a model of the objects within a
particular area of interest, which is known as the domain of discourse.

I use Protégé [54] to model the taxonomy as well as to build the ontology which is described
in more detail in Section 3.3. Whereas the taxonomy is the classification of the privacy settings
and permissions, the ontology adds information about the associations between the different
classes in the taxonomy. Additionally, the ontology contains the knowledge about how the settings
and permissions on each device work together. According to Noy and McGuinness [55], the scope
and the anticipated use of the ontology for which the taxonomy is being created, dictates how the
domain of discourse is modelled. The purpose for the taxonomy in PrivateMe is to classify the
privacy settings and permissions on different devices. Therefore, the domain of discourse is the
privacy settings and permissions on multiple devices. The scope includes the privacy settings and
permissions, the associations between them, and whatever they control, such as access to the
location or to private data.

To create a taxonomy, it is necessary to have an understanding of the similarities and
differences between the objects in the domain of discourse. Whereas the similarities are used to
define classes, the differences are used to distinguish one class or subclass from another. The
privacy settings and permissions include: the privacy settings that are available on a device, the
application settings, the application permissions, the website settings, and the website permissions.

I describe each more fully in the following paragraphs.
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The device privacy settings are part of a larger group of operating system device settings that
are used to configure how the device works. They manage things such as “flight mode” and “ring
tones”. For PrivateMe, however, I limit the scope to the device privacy settings. The device
privacy settings control access to private data on the device. They supersede permissions requested
by applications. As such, they need to be included in the taxonomy for PrivateMe, so that the
ontology can store knowledge about how they manage this control. An example of a device
privacy setting (on all devices) is the Location device setting, which controls whether or not any
application can access the location of the device.

The application (app) settings control the configuration of an app. Some app settings are
available and set from within the app, others are available with the device settings. Examples of
app settings are the account setting for an email client, the source of the Contacts list, and the sort
order of the Contacts. I include app settings in the PrivateMe taxonomy since this is where the
data subject can set up or access an account or profile. When the data subject is signed in to the
app, private data such as the data subject’s activity history and use of the app may be associated
with the account or profile. Browser settings are application settings for the browser application.
These settings configure the browser, for example, to automatically sign in for the data subject, to
open with a specific web page, or to specify the default search engine. The website (site) settings
are similar to app settings but they are applicable to a website.

The application (app) permissions are the permissions that applications display to request
access to other apps or to private data on the device, such as the location. The app permissions
differ from app settings because they are used to request access to other apps or to data that is
external to the app rather than being used to configure the app itself. I include the permissions in

the PrivateMe taxonomy because of the request to access private data. Website (site) permissions
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are accessed and managed through the browser settings. They do not, however, affect the browser.
Site permissions request access to other apps or to data such as the location of the device. As with
application permissions, the site permissions control what the site is permitted to access. They are

similar to app permissions but they are applicable to a website.
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Figure 5: Generic Taxonomy of Privacy Settings and Permissions

The PrivateMe generic taxonomy of privacy settings and permissions is shown in Figure 5. In
the taxonomy, the settings and permissions are organized into subclasses of a superclass called
Setting, simply because they can all be “set”. They are typically accessed through an icon or a
menu item named Settings. The device privacy settings, the application settings, the browser
settings, the website settings, the application permissions, and the website permissions are the
subclasses in the taxonomy. The settings and permissions can be grouped together and classified
according to the similarities in what they control. There are settings that control configuration and
there are settings that control permissions. The taxonomy therefore includes the Setting
subclasses: ConfigurationSetting and Permission.

The ConfigurationSetting class has the subclasses DeviceSetting and AppSetting since these

settings configure the device, or are used to configure the app itself. Note that [ have mentioned
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device privacy settings in previous paragraphs to refer to privacy settings that are on the device.
In the taxonomy, this group of settings is called the PrivacyDeviceSetting to follow a naming
convention such that the parent class is indicated in the suffix of the class name [55]-[57]. The
PrivacyDeviceSetting class is a subclass of DeviceSetting. As previously mentioned, the browser
settings are app settings for the browser app. Therefore, the BrowserAppSetting is a subclass of
the AppSetting class. The AppSetting class also has the subclass SiteSetting, since SiteSetting is
used to configure a website (app) in the same way as an AppSetting is used to configure an app.

Permissions control what the app or the site is permitted to access. The Permission class has
the subclasses AppPermission and SitePermission. Site permissions are more similar to the app
permissions than to the browser settings, even though they are accessed and set in browser settings.
Noy and McGuinness [55] recommend that the classification be based on “intrinsic properties”,
that is, based on the characteristics of the settings [58]. Therefore, the SitePermission class is
classified as a subclass of the Permission class, rather than as a subclass of the BrowserAppSetting,
as shown in Figure 5.

As mentioned previously, each operating system manages settings and permissions somewhat
differently. The differences become more evident in the details of how the settings and
permissions are accessed and how they interact. These details form the knowledge that is captured
in the ontology. I continue to add classes and subclasses to the taxonomy discussed here (Figure

5) to build the knowledge for the ontology in Section 3.3.

3.3.0ntology

To ensure that the privacy settings and permissions support the data subject’s privacy goals

(RQ1), it is necessary to know how the settings and permissions interact. Similarly, to ensure that
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there are no conflicts between them (RQ?2), it is important to understand the overall result of the
settings and permissions. To manage the privacy settings and permissions on multiple devices, for
multiple applications and websites (RQ3), it is helpful to understand the similarities as well as the
differences between them. The ontology in PrivateMe captures such knowledge about the privacy
settings and permissions. Each operating system has a different path to access the settings. The
permissions requested by the applications, also differ depending on the operating system. There
are, however, some common aspects of the settings and permissions, which I cover in this section.
The differences are more evident and are covered with the use cases in Chapter 4. I begin with the
reasons for using an ontology and what it can offer, that is not available in a class diagram or in an
entity relationship diagram (ERD). I discuss the components of the OWL2 Web Ontology
Language [59] (OWL2) that I use to create the PrivateMe ontology. I provide an example of how
the ontology can be navigated to check the privacy settings and permissions. I conclude this
section with an explanation of how the SIG, the taxonomy, and the ontology in PrivateMe
addresses the research questions.

When creating an ontology, objects in the domain of discourse are organized into a taxonomy
of classes [55], [57], [60]. The classes are sets of class members [57], [60]. The object properties
associate the individuals of one class with individuals of other classes [55], [60], [61]. These
features of the ontology are similar to other models such as a UML class diagram [62] or an Entity
Relationship Diagram (ERD). However, there are other features of an ontology that distinguish it
from either of these types of models and make it more appropriate for sharing knowledge.

OWL2 is used for ontologies which are made available as semantic web documents [59]. The
Merriam-Webster dictionary defines “Semantic” as the meaning of language [63]. The Cambridge

Dictionary defines “Semantic Web” as storing electronic information on the World Wide Web
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such that it is accessible and readable by machine [64]. The semantics add meaning to the structure
of the ontology [59]. Therefore, a semantic web document is a document that contains information.
The document has a meaningful structure, is machine-readable, and it can be shared via the World
Wide Web. Consequently, an ontology creates a common vocabulary to be used in the domain of
discourse [55], [59], [60]. OWL2 uses logical statements to describe objects and their associations,
within the domain of discourse [55], [59], [60]. Reasoners are computer programs that can be used
to check these logical statements (axioms) to ensure that they are consistent, that is, that there are
no contradictions between the statements which would result in an empty set [60], [61]. OWL
uses open-world reasoning which means that even if something is not stated, it is still possible -
unless there are other statements to the contrary [60], [61]. Therefore, reasoners can also infer
information about the objects that is not stated explicitly [57], [60]. The ontology makes it possible
for the knowledge to be shared and reused, and it makes tacit knowledge explicit [55], [60], [62].
Therefore, the main reasons to use an ontology are 1) to share knowledge via the Web, 2) to create
a common vocabulary, 3) to create a document that has a meaningful structure so that it is machine
readable, 4) to check for consistency, and 5) to make tacit knowledge explicit. Another reason for
using an ontology is to separate domain knowledge from that of business processes [55]. 1 discuss
this more fully below.

Class diagrams and ERDs, are used to design solutions to support functional requirements. In
an ERD, an entity is something in the domain of discourse, about which data is retained (for
example, in a database). Each entity in an ERD is related to one or more other entities. The
relationship in an ERD describes the association between two or more entities, whilst the
cardinality indicates the minimum and maximum number of the associated entities. A UML class

diagram is used to design the classes that are used in object-oriented application development. The
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classes are arranged hierarchically such that each subclass is more specialized than its superclass.
Class diagrams include attributes of the class as well as methods which describe the class
functionality. The class diagram also associates a class with other classes. These associations
have a cardinality to describe the number of associations an instance of the class can have with
instances of the associated classes. The class is instantiated as the program is running. According
to Hitzler et al. [60], in an ontology, an entity refers not only to the classes, but also the object
properties, the data properties, and even statements that form new sets of objects. Thus, an entity
in an ontology, has a broader meaning than an entity in an ERD. Also, the classes in an ontology
differ from UML classes since functional methods are not part of the ontology. Thus, the domain
knowledge in the ontology is separated from the business processes.

In the next few paragraphs, I discuss components of the OWL2 language that I use for the
PrivateMe ontology. I briefly discuss the naming convention that I use and the reasons for the
exceptions to the naming convention. Then, I discuss the use of primitive and defined classes in
the ontology. This is followed by a discussion about axioms, which capture the knowledge of how
the settings and permissions interact to manage privacy. In Table 2, I show how the ontology can
be navigated. As mentioned in Section 3.2, [ use Protégé [54] to create the ontology. I use the
HermiT reasoner, and [ use OWLViz for the ontology graphs; both are available in Protégé.

I follow a naming convention for the ontology as recommended in [55], [57]. There are,
however, some exceptions, especially if it is more indicative of what is normally used. Therefore,
the operating systems do not have “OperatingSystem” as a suffix and the iOS operating system
begins with an initial lowercase letter. Although [55] recommends against using abbreviations, I
abbreviate some names to avoid overly lengthy names once the suffix is added. For example, |

use . . . LocPrivDevSetting rather than . . . LocationPrivacyDeviceSetting.
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The PrivateMe ontology uses the reasoner to determine whether the settings and permissions
allow an App or a Site to access private data. It does so by reasoning about class membership. In
an ontology, a subclass only states that it is necessary for a member to be a member of the parent
class; this, however, does not mean that a member of the parent class is definitely a member of the
subclass [60]-[62]. A class with only necessary conditions is called a primitive class [57], [62].
If the class axioms that describe the subclass are enough for an instance, or an individual, to
definitely be a member of the subclass, then the axioms are necessary and sufficient conditions
[61], [62]. As mentioned in Schreiber [62], in OWL, the axioms can define an equivalent class.
According to Horridge [61], in Protégé the axioms that define the equivalent class can be used to
change a primitive class to a defined class; the reasoner can then infer additional information about
the class. Individuals can belong to more than one class, unless the classes are mutually exclusive,
or disjoint [57], [60]. The recommendation in [61], however, is to model subclasses with only one
superclass, and to allow the reasoner to infer what is inherited from other classes. Therefore, in
the PrivateMe ontology, the reasoner infers whether an instance of one class is also a member of

the defined class.
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Figure 6: Ontology graph of DeviceSetting class showing settings inferred as LocationDeviceSetting
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Figure 6 shows how although the path to access the Location device setting is different for
each operating system (AndroidLocDevSetting, 10SLocPrivDevSetting, or
WindowsLocDevSetting), each one is also inferred to be a LocationDeviceSetting. The reasoner
infers which individuals of these subclasses also belong to the defined classes (indicated by the
colour orange) LocationDeviceSettingEnabled and LocationDeviceSettingDisabled.

The operating system names are trademarks of their respective owners. Typically, these would
not be concatenated with other words, nor would they be shortened [1], [3], [65]. In the ontology,
however, they are class names. According to [55], Protégé allows spaces in the class names,
however, it also depends on where else the ontology may be used. Here, since the goal is to make
the ontology reusable, I use class names that are a single string. Each class name is used to describe
the operating system that manages a particular type of privacy setting. The operating system name
is concatenated with other descriptive wording to follow the naming convention mentioned

previously, that is, to indicate the parent class.

N -
PermissionRequest ChromeSitePermission

Figure 7: Ontology graph of Permission class showing settings inferred as LocationPermission

Figure 7 shows the AppPermission classes that are inferred to be LocationPermission
subclasses. The reasoner infers which individuals of these classes belong to the PermissionDenied,

PermissionRequest, or PermissionGranted classes.
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McCrae and Unger [66] indicate that an OWL2 axiom for a property is expressed as a triple:
a subject, a predicate, and an object. In [56], the class to which the subject belongs is called the
domain, the predicate is the property, and the class to which the object belongs is called the range.
An object property associates individuals of a domain class with the individuals of the range class
[55], [57], [60]. A datatype property associates individuals of the domain class with data of the
specified XML schema data type [55], [57], [60].

An object property in OWL2 may have an inverse property. This means that if the domain
class D is associated with the range class R, via the property P, then R is associated with D with
the specified inverse property P1[57]. Most of the object properties in the PrivateMe ontology have
an inverse so that the property can be navigated via the inverse. An example of this in the
PrivateMe ontology is hasApp (which is used with the Device class) and its inverse
isAppOnDevice.

Settings have values assigned to them. So, it is possible to use datatype properties to associate
the Setting subclasses with the appropriate values. Some of the settings have Boolean values
(On/Off). Others, such as the values for the permissions, specify conditions such as “While
Using”, or “Ask”. These values differ depending on the device operating system. In the case of a
website, the permissions available depend on the browser that is used. Datatype properties can
also be used for the permission values. In that case, the possible values could be listed
(enumerated) [55]. There are situations, however, where the literature recommends using classes
for the values in the range. The domain classes are then associated with the values via object
properties, rather than via datatype properties. For example, if the values are to be used as
restrictions for other classes, or if individuals in the domain class are distinguished from each other

because of their values [55]. Uschold [67] also states that since a datatype property does not have
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an inverse, it cannot be used as a subject in a triple, and suggests that in that case, it may be better
to use a class for the values. Rector [56], and Horridge [61] show how this is done by using a
value partition and covering axiom. 1use a value partition for the PermissionValue class. This is
so that the values can be used to classify the applications and sites according to their permissions.
The PermissionValue class includes On and Off permissions so that they can be handled in the
same manner as the other possible values for permissions.

Table 2 lists the ontology classes, the object (or datatype) properties, and the associated range
classes in sequence, to show how the individuals of the classes are associated with each other, as
well as what the reasoner infers about the individuals. The ontology can be navigated in this
manner to determine whether an app has access to the location data. In the example, I focus on the
location of the device as it requires the privacy setting to be enabled, as well as the permission to
be granted, before an app or website can access the location. (Statements for equivalent classes

have been omitted for brevity but they can be exported from the ontology in Protégé.)
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Table 2: Classes and Object Properties for Location Device Setting and App Permissions

Domain Class Object Property Property Restriction Range Class
(Datatype Property)
1.1 Device hasOperatingSystem some OperatingSystem
1.2 OperatingSystem hasDeviceSetting some DeviceSetting
1.3 ... LocDevSetting enablesAccessToData exactly 1 LocationData
1.3.1 ... LocDevSetting enablesAccessToData exactly 1 LocationData
(inferred subclass of
LocationDeviceSetting)
1.4 ... LocDevSetting isEnabled some xsd:boolean
(DataType Property inherited
from DeviceSetting class)
1.4.1a | LocationDeviceSettingEnabled
or (individual setting has inferred
class membership)
1.4.1b | LocationDeviceSettingDisabled

(individual setting has inferred

class membership)
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Domain Class Object Property Property Restriction Range Class
(Datatype Property)
2.1 Device hasApp some App
2.2 App hasAppPermission only AppPermission
(subclass of Permission)
23 ... LocAppPermission permitsAccessToData exactlyl LocationData
(subclass of AppPermission) (Object Property inherited from (subclass of Data)
Permission class)
2.3.1 LocationPermission permitsAccessToData exactlyl LocationData
(individual/subclass permission
has inferred membership)
24 ... AppPermission hasPermissionValue some
(Object Property inherited from (applicable subset of
Permission class) PermissionValue class)
24.1a | PermissionDenied
or (individual permission has
inferred membership)
24.1b | PermissionGranted
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Domain Class

Object Property

(Datatype Property)

Property Restriction

Range Class

or

(individual permission has

inferred membership)

24.1c¢

PermissionRequest
(individual permission has

inferred membership)

2.5

App or Website

aggregatesData

(Datatype Property)

some

xsd:boolean

3.1

AppWithAccessToLocation
(individual app has inferred

membership or

DesktopApp is inferred subclass)

3.2

LocationAggregation

(... PrivacyThreat)

(individual App or Website has

inferred membership)
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If the LocationDeviceSettingEnabled is true and the app has PermissionGranted, then the app
has access to the location of the device. Thus, it is possible with the ontology, to determine how
the privacy settings affect the data that is captured by a data subject’s applications and web
services.

Therefore, to ensure that the privacy settings and permissions selected by a data subject,
correctly reflect the data subject’s privacy goals (RQ1), the SIG captures the privacy softgoals.
The taxonomy classifies the device privacy settings and the application permissions that are used
to manage the data. The ontology stores the knowledge about how these settings and permissions
interact to effectively manage the data. It is necessary to mention, that the PrivacyThreat class
includes potential privacy threats such as Aggregation. The ontology includes knowledge about
data, such as location data, which is also associated with a potential privacy threat. Since the
reasoner in the ontology can infer which apps can access this data and therefore possibly pose a
privacy threat, the data subject can ensure that the settings and permissions result in the desired
privacy softgoals.

It is important for the data subject to determine if there are any conflicts between the settings
and permissions (RQ2). This is because any change to one of these settings, may result in the
privacy goals of the data subject to no longer be fully met. A conflict occurs when a change to the
privacy settings or permissions for one app on a device, results in a change to the net effect of the
combined privacy settings and permissions for another app on the same device. The reasoner in
the ontology can infer the net result of the settings and permissions for each app. Thus, the data
subject can ensure that as the settings and permissions are selected for one app, the net effect of

the settings for the other apps continue to result in the desired privacy.
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Finally, to manage the privacy settings and permissions on multiple devices, for multiple
applications and websites (RQ3), the ontology can determine if there are any conflicts for the same
app on multiple devices, or between the app and the website (also on multiple devices). Therefore,
RQ3 is similar to RQ2 but applies to multiple devices, apps and websites. Steps 1.3, 1.4, 2.3, and
2.4 in Table 2, show “. . .” in the Domain and Range classes which can be replaced by the
applicable prefix “Android”, “10S”, or “Windows”. As with RQ2, the ontology will show whether
there are conflicts between the settings, as well as whether a change to any settings will result in a
conflict.

The SIG in PrivateMe shows how the data contributes towards the data subject’s privacy
softgoals. The taxonomy classifies the device privacy settings, and the permissions for
applications and websites. The ontology models how the privacy settings and the permissions
interact to manage access to the data subject’s private data. By adding to the ontology, knowledge
about how the data contributes towards the privacy softgoals, as in the SIG, it is also possible to
check that the settings support the privacy softgoals (RQ1). The ontology is also used to determine
if there are any conflicts between the settings and permissions (RQ2), and to manage various

privacy settings on multiple devices (RQ3).
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Chapter 4: Evaluation

I evaluate PrivateMe with one use case per research question. I introduce the use cases by

providing a description of a data subject’s activities to purchase electronic concert tickets. The

data subject’s privacy concerns and decisions correspond with the research questions.

PrivateMe technique involves reviewing the SIG to establish the data subject’s softgoals and to
identify the data associated with those softgoals. By referring to the taxonomy, the data subject is
able to find which privacy settings and permissions control the data. The data subject uses the
ontology to check how the privacy settings and permissions interact, and to determine whether
there are any conflicts between them. This helps the data subject to select the appropriate privacy
settings and application permissions to meet the privacy softgoals. By following the PrivateMe

technique for the use cases, I show that the PrivateMe SIG, taxonomy, and ontology satisfy the

research objectives.

4.1.Use Case Summary

P\

Albert is extremely cautious about Brenda uses some apps that

using apps that require his private may require her private data but

data. He prefers to only use apps she chooses the apps and
that are necessary. selects the features carefully.

Conrad uses several features
of popular apps without any
concern about his private data.

\ 4

A

Most Private

Figure 8: Use Case Data Subject
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Brenda (Figure 8) is the data subject in the use case. She is interested in attending an up-
coming concert. As a data subject, she makes decisions regarding the privacy settings and
permissions for the devices, apps, and sites that she uses to find information about the concert and
to purchase tickets. This use case summary describes her actions in sequence and it relates her
decisions to the research objectives. The use cases then describe how Brenda uses PrivateMe to
assist her in selecting the appropriate settings and permissions to support her privacy softgoals.

Brenda uses her tablet, which is running the Windows 10 Home operating system, and a
Chrome™ browser to view the website that is promoting the concert. The site redirects visitors
to the Ticketmaster website (site) to view the venues and dates for the concert performances and
to purchase tickets. The Ticketmaster site requests access to her location so that it can filter the
results of her search accordingly. Alternatively, she may input the actual city or venue where she
would like to see the concert. She finds that to purchase tickets, she needs to create a profile. She
is not opposed to releasing some information, such as her location, but she prefers to restrict it to
people she knows or to companies she trusts; these are her privacy softgoals.

As she browses the Ticketmaster site, Brenda realizes that an app is also available. When she
next meets her friends, Brenda could use the app on her mobile phone to tell them about the
concert. Then, if she does decide to go to the concert, she can present her electronic tickets at the
concert. These are some of the benefits of using the app.

Brenda decides to download the app for her mobile phone which is running the Android™
6.0.1 operating system®. (Hereafter, I refer to the “mobile phone with Android”” as such, or simply

as mobile phone). Once the app is installed, she needs to select the appropriate privacy settings

5 As requested in [65], this trademark is as in [68]
¢ The trademark is used here as shown in [69].
7 The term “mobile phone with Android” is used as suggested in [9].
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and permissions for her location and her profile. She wants to ensure that the privacy settings and
permissions she selects correctly reflect her privacy softgoals (RQ1).

Brenda also wants to make sure that the privacy settings and permissions do not affect the
permissions of any other existing apps on her mobile phone. To do this, she must check that there
are no conflicts between the settings and permissions that she chooses for the Ticketmaster app
and the permissions she has already set for the other apps on her mobile phone (RQ2), such as the
Camera app.

The following weekend, when Brenda is out on a boating trip, her mobile phone falls into the
lake. Although she manages to retrieve it, she has to replace it. She chooses an iPhone® mobile
phone® which is running the iOS 13.5.1 operating system. She loads the Ticketmaster app on her
new iPhone mobile phone. Having the app on her cell phone is convenient but when Brenda
decides to purchase the concert tickets, she prefers to do so via the site, simply because her tablet
has a larger screen. There is no reason for her to change the trust she has in Ticketmaster (the data
controller), so her decision about whether to permit access to her location remains the same. She
wants to manage the privacy settings and permissions she chooses on her new iPhone mobile phone
such that they match what she had on her mobile phone. She also wants to ensure that she manages
the privacy settings and permissions consistently, whether she uses the app on her cell phone or
she accesses the site by using the browser on her tablet (RQ3).

The following use cases show how Brenda uses the PrivateMe technique. She uses the SIGs,
the taxonomy, and the ontology to select the appropriate privacy settings and permissions to
support her privacy softgoals (RQ1). She then uses the taxonomy and the ontology to determine

if there are any conflicts between the privacy settings and permissions for the new app and any

8 iPhone is a trademark of Apple Inc.
? The trademark notice above and the generic term “mobile phone” are as requested in [7].
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other apps (RQ?2), so that she can avoid any such conflicts. Finally, she uses the taxonomy and
the ontology to manage the privacy settings and permissions for the app and the site on multiple

devices (RQ3).

4.2.Use Case 1: To Ensure that Privacy Settings and Permissions reflect
Privacy Softgoals (RQ1)

4.2.1. Use Case 1 Softgoal Interdependency Graphs

Brenda needs to decide whether to permit the app access to her location (data) and whether to
create a profile. She refers to the PrivateMe SIGs to help her make these decisions. The SIGs
help Brenda identify the private data that is being used by the service and the associated potential
privacy threat, which she considers and weighs against the benefits that she receives from the
service.

Figure 9 shows the parts of the Business Concerns, Privacy Threats, and Trust SIGs, found in
the Appendices, that apply to the use case. It includes operationalizations to represent the
Ticketmaster event app and the data that contributes towards the softgoals. It shows the steps that
Brenda takes when using the SIGs. These steps are described in the following paragraph and
numbered (in parentheses) to correspond with the labels in Figure 9. Although Brenda is
navigating the SIGs to select the appropriate privacy settings and permissions for the app, the steps

mentioned here also apply to the site.
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Figure 9: Use Case 1 SIG for Location Permission

Beginning with the Business Concerns SIG (1), the service that is being offered by
Ticketmaster is access to view information about events and to purchase tickets for the events

(1.1). The app makes it possible to search for events (1.2) and to filter the results of the search
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(1.3), for example, by location (1.4). Brenda can either allow access to her location or she can
input a location (1.5). If she allows access to her location, it would make it easier for her to find
events that are occurring nearby.

From the Privacy Threat SIG, she sees that location data can be aggregated with other data (2)
and this could possibly pose a threat to her privacy (2.1). Brenda would like to avoid potential
privacy threats (2.2), however, she is not opposed to releasing some information if it is only to
people that she knows or companies that she trusts.

Brenda refers to the Trust SIG (3). She must decide whether to trust the data controller,
Ticketmaster (3.1), the service (3.2), and the technology (3.3). This refers to Ticketmaster as a
company and data controller. The service makes it possible to search for information about the
events and to purchase the tickets. The technology supports the service and it includes the app,
payment processing, data transmission and storage. Since the data controller’s (good) reputation
helps trust, it is indicated by the positive contribution towards the data subject’s trust in the Trust
SIG. Different people base their trust of others upon various factors. For example, it may be based
simply upon a general “gut feeling” or a recommendation from a trusted friend. In this case,
Brenda may make her decision when she refers to the “About Us” link [70]. She may base her
trust on the other companies that are listed as its “Friends & Partners”[70], which she may know
and recognize. She may refer to the privacy policy [71] to read about their data security and with
whom the data is shared.

As she is satisfied with the information that is provided, Brenda decides that the data controller,
the service, and the technology are trustworthy. She also considers how convenient it is when she
does not have to input a location, and she weighs this against the potential privacy threat. She

decides to grant the app permission to the location data. Thus, Brenda’s decision to grant
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permission to her location reflects her privacy goal of limiting it to people she knows and
companies she trusts (RQ1).

Before Brenda can purchase tickets, she must create a profile. She refers to the PrivateMe
SIGs to make sure that her privacy softgoals continue to be supported. The steps she takes are
described in the following paragraph. The numbers in the parentheses, correspond with the

numbered labels in Figure 10.
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Brenda refers to the Business Concerns SIG. The service that is being offered (1), is realized
by the Ticketmaster (event) app (1.1). She can purchase tickets (1.2) but she must create a profile
to do so (1.3). Having a profile allows her to store the names of her favourite bands (1.4) so that
she can use them as search parameters (1.5). The app can also notify her when upcoming concerts
or events feature her favourite bands (1.6).

Brenda’s personal data, however, makes it possible for the data controller to profile her (2),
which could lead to her being identified (2.1). Similarly, her purchase history (2.2) provides data
about her activities (2.3) which can be aggregated with other data. Furthermore, there is a positive
correlation between aggregation and profiling (2.4). Brenda would like to avoid privacy threats
(2.5) and maintain her privacy.

She refers to the Data Subject Privacy SIG (3) where she sees that to maintain the privacy of
her personal data (3.1), she has rights (3.2) which are protected by privacy laws (3.3). One way
that these rights are protected is by her informed consent to the use of the data (3.4). As she
previously did, before granting permission to her location data, she finds and reads the information
that the data controller provides regarding the collection and use of her data.

Brenda sees from the Legal Concerns SIG (4), that the data controller has a responsibility (4.1)
to protect the data (4.2). Since her purchase is a financial transaction, however, data for the
transaction needs to be retained to maintain traceability (4.3).

From the Trust SIG, Brenda sees that legal compliance implicitly helps the data controller’s
reputation (5). The data controller’s (good) reputation helps her trust the data controller (5.1) but
she needs to also trust the service (5.2) and the technology (5.3). Again, as she did previously, she
reads the information regarding the services provided. She finds that the Ticketmaster app makes

it possible to resell tickets. Brenda decides that although she can trust Ticketmaster, it would be
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difficult for her to trust a ticket reseller. As she prefers to limit her information to those she trusts,
she makes sure that the tickets she is purchasing are directly from Ticketmaster. She goes ahead
and creates a profile, confident that the decision meets her privacy softgoals (RQ1).

By navigating the SIGs in PrivateMe, Brenda associates the service with the data that is being
used. She understands the possible privacy threats that can arise from allowing the app to access
her location data. She considers her trust in the data controller and the technology, her desire to
purchase the tickets, and the convenience of not having to input location each time she uses the
site or the app. She balances these against the potential privacy threats to ensure that her privacy
goals are maintained. Next, she refers to the taxonomy to find which settings and permissions
need to be set to achieve the privacy softgoals. The ontology contains knowledge about the settings

and permissions for the app on her mobile phone so that she can set them accordingly.

4.2.2. Use Case I Taxonomy

Once Brenda decides to allow access to her location, she needs to select the appropriate settings
and permissions to meet her privacy goals (RQ1). She refers to the taxonomy in PrivateMe to
determine which settings and permissions she needs to set on her mobile phone, to grant the
Ticketmaster app permission to access her location. In this section, I review the settings and
permissions that are applicable to Brenda’s app and device. I discuss the effect that each one has

in enabling access to her location, in Section 4.2.3.

LocationDeviceSetting <

AndroidLocDevSetting

Setting h<]

ConfigurationSetting p<1

Figure 11: Taxonomy of Use Case 1 App on Android Location Device Setting
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As previously discussed, the taxonomy Setting class has two subclasses: ConfigurationSetting
and Permission. As shown in Figure 11, the DeviceSetting subclass AndroidDeviceSetting, has a
subclass AndroidLocDevSetting. This class is also inferred to be a subclass of

LocationDeviceSetting. From this, Brenda ascertains that she needs to use the device setting on

her mobile phone to manage access to location.

AndroidLocAppPermission

1S-a
LocationPermission p—

Figure 12: Use Case 1 App on Android Location Permissions

Similarly, as shown in Figure 12, the Permission class has the subclasses AppPermission and
AndroidAppPermission. The Ticketmaster app on Brenda’s mobile phone requests permission to
access the location. This permission corresponds with the AndroidAppPermission, a subclass of
AndroidLocAppPermission and also of LocationPermission. This confirms that Brenda needs to
set this permission to permit access to her location.

Brenda proceeds to set the location permission in her app. In the following section, I describe
the effects of setting individuals of the AndroidLocDevSetting class and the

AndroidLocAppPermission class.

4.2.3. Use Case 1 Ontology

By looking at the taxonomy, Brenda can see that there are two classes of settings that affect
the access to the location; the AndroidDeviceSetting and the AndroidAppPermission. Within
Protégé, classes are instantiated as individuals. The individuals have object properties and
datatype properties which relate the individuals to each other. For Use Case 1, the individuals
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created in the ontology represent Brenda’s mobile phone, the Ticketmaster app, and their settings
and permissions. By expressing the properties as axioms relating the individuals to each other, the
reasoner in Protege can show the net effect of adjusting the settings on the actual device. Thus,
Brenda uses the ontology to ensure that her privacy softgoals are met when she selects the settings
to permit the Ticketmaster app on her mobile phone to access her location (RQ1).

In Table 3, I show how the individuals for the Use Case are set for the Ticketmaster app to
have the necessary permission to access Brenda’s location. The steps are numbered, beginning

with the mobile phone with Android operating system and device setting.
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Table 3: Ontology of Use Case 1 Individuals

Domain Class Individual Object Property Range Class Individual
(Superclass/es) (Datatype Property) (Superclass/es)
1.1 AndroidPhone APhone hasOperatingSystem Android Android6.0.1
(MobilePhoneDevice (OperatingSystem)
Device)
1.2 | Android Android6.0.1 hasDeviceSetting AndroidLocDevSetting APhoneLocSetting
(OperatingSystem) (AndroidDeviceSetting
DeviceSetting)
1.3 | AndroidLocDevSetting APhoneLocSetting enablesAccessToData LocationData APhonelLocData
1.3.1 | AndroidLocDevSetting APhoneLocSetting enablesAccessToData LocationData APhoneLocData
(inferred subclass of
LocationDeviceSetting)
1.4 | AndroidLocDevSetting APhoneLocSetting isEnabled xsd:boolean true
(DeviceSetting)
1.4.1 | LocationDevice- APhoneLocSetting
SettingEnabled
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Domain Class Individual Object Property Range Class Individual
(Superclass/es) (Datatype Property) (Superclass/es)
(individual setting has
inferred class membership)
2.1 | AndroidPhone APhone hasApp EventApp APhTicketmaster205.0
(Device) (App)
2.2 | EventApp APhTicketmaster205.0 | hasAppPermission AndroidLocAppPermission | APhTMLocPermission
(App) (AndroidAppPermission
AppPermission
Permission)
2.3 | AndroidLocAppPermission | APhTMLocPermission | permitsAccessToData LocationData APhoneLocData
(Data)
2.3.1 | AndroidLocAppPermission | APhTMLocPermission | permitsAccessToData LocationData APhoneLocData
(inferred subclass of
LocationPermission)
2.4 | AndroidLocAppPermission | APhTMLocPermission | hasPermissionValue On on
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Domain Class

(Superclass/es)

Individual

Object Property

(Datatype Property)

Range Class

(Superclass/es)

Individual

(Permission)

(PermissionValue)

24.1

PermissionGranted
(individual permission has

inferred class membership)

APhTMLocPermission

2.5

EventApp

(App)

APhTicketmaster205.0

aggregatesData
(Datatype Property

inherited from App)

xsd:boolean

true

3.1

AppWithAccessToLocation
(individual has inferred

membership)

APhTicketmaster205.0

3.2

LocationAggregation
(Aggregation
PotentialPrivacy Threat)
(individual App has

inferred membership)

APhTicketmaster205.0
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In Table 3, the AndroidLocDevSetting class enables access to LocationData. Therefore, it is
inferred to be a subclass of the LocationDeviceSetting class. Its class member, APhoneLocSetting,
which enables access to the APhoneLocData, is also inferred to be a LocationDeviceSetting. By
enabling this setting, (isEnabled is set to true in Step 1.4), it infers that the Location of the device
is enabled. This means that by switching the mobile phone Location device setting on, access to
the location is enabled.

The app, however, also needs permission to access the location. This is shown in Step 2.3.
The APhTMLocPermission permits access to the LocationData APhoneLocData. Again, since it
is LocationData, the APhTMLocPermission is inferred to be a LocationPermission. By giving it
a PermissionValue of “on”, the Permission is inferred to be granted.

The LocationDeviceSetting needs to be enabled and the APhTMLocPermission needs to have
PermissionGranted for the APhTicketmaster205.0 app to be able to access the location. Since this
is the case, Step 3.1 shows that the APhTicketmaster205.0 app is inferred to be a member of the
AppWithAccessToLocation class.

Step 3.2 is added to show that the app aggregates data, which may be a potential privacy threat.
Nevertheless, Brenda has already assessed the potential threat and has decided to permit the access
to her location. Thus, the privacy settings and permissions that Brenda sets for her mobile phone

and for the Ticketmaster app on her phone correctly reflect her privacy softgoals (RQ1).

4.3.Use Case 2: To Determine that there are no Conflicts between Privacy
Settings and Permissions (RQ2)

Use Case 2 continues from Use Case 1, in which Brenda enables location access for the
Ticketmaster app on her mobile phone with Android. She switches the Location device setting

“On” and provides the Ticketmaster app permission to access the location. Although she allows
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the Ticketmaster app permission to access her location, she wants to protect her location from
being disclosed to other apps. For example, she wants her location privacy to be protected when
she takes photos. Therefore, she wants to check how having the Location device setting “On”,
affects the Camera app on her phone. She refers to the PrivateMe ontology to check if there are
any conflicts between the current Location device setting and app permissions, and those which
she previously had set for the Camera app (RQ2). Brenda refers to the PrivateMe taxonomy to
determine which settings and permissions need to be checked. Then, she refers to the ontology to
determine how they affect the Camera app’s access to her location. In the next paragraph, I review
the Location device setting and the Camera app permissions, as they may have been before Brenda
adjusts the settings to enable the Ticketmaster app to access her location. Then, in Section 4.3.2,
I list the classes, properties, and inferences for the Camera app on her mobile phone, as modelled
in the PrivateMe ontology. I conclude this use case with a brief discussion about the interaction

of the Location device setting and the Camera app permissions.

4.3.1. Use Case 2 Taxonomy

Brenda is concerned about protecting her location privacy in her photos. From the PrivateMe
taxonomy, she knows that there is an AndroidDeviceSetting, AndroidLocDevSetting, that is also
a LocationDeviceSetting and manages access to the device location.  There is an
AndroidAppPermission, AndroidLocAppPermission, that is also a LocationPermission. As was
the case with the Ticketmaster app, she determines that the Camera app also has a location app
permission. She determines that she may need to manage the Camera’s access to the location via
the app permission. For now, I assume that the Location device setting and the Camera app

permissions were previously set as shown in the left and the centre screenshots of Figure 13. The
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screenshot on the right of Figure 13 is included to show that location tagging in the app is “Off”
when the Location device setting is “Off”. As mentioned in Use Case 1, however, for the
Ticketmaster app to be able to access the location, the Location device setting needs to be enabled

and the app permission needs to be granted to the Ticketmaster app.
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Figure 13: Use Case 2 Location Device Setting and Camera App Permissions on mobile phone with Android

Google and the Google logo are registered trademarks of Google LLC, used with permission [4], [10]-[13].

4.3.2. Use Case 2 Ontology

In Table 4, the APhCameraApp is the individual that represents the Camera app in the
ontology; the APhCameral.ocPermission is the individual that represents the location permission
for the Camera app. All other individuals are the same as those for the Ticketmaster app in Use
Case 1. As modelled in the ontology, switching the AndroidLocDevSetting “On” enables the

APhCameraApp to access the location, if the APhCameralLocPermission is “On”. This is not what
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Brenda wants for the Camera app. Therefore, there is a conflict between the settings and
permissions for the Ticketmaster app and the Camera app that Brenda needs to resolve. Table 5
shows that, as modelled in the ontology, if the APhCameralLocPermission is “Off” (row 2.4), the
reasoner does not infer that APhCamera belongs to the AppWithAccessToLocation class (row
3.1). I discuss these interactions between the privacy settings and permissions further in the

concluding paragraphs of this section.
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Table 4: Ontology of Use Case 2 Individuals

Domain Class Individual Object Property Range Class Individual
(Superclass/es) (Datatype Property) | (Superclass/es)
1.1 AndroidPhone APhone hasOperatingSystem | Android Android6.0.1
(MobilePhoneDevice (OperatingSystem)
Device)
1.2 | Android Android6.0.1 hasDeviceSetting AndroidLocDevSetting APhoneLocSetting
(OperatingSystem) (AndroidDeviceSetting
DeviceSetting
ConfigurationSetting)
1.3 | AndroidLocDevSetting APhoneLocSetting enablesAccessToData | LocationData APhoneLocData
(Data)
1.3.1 | AndroidLocDevSetting APhoneLocSetting enablesAccessToData | LocationData APhoneLocData
(inferred subclass of
LocationDeviceSetting)
1.4 | AndroidLocDevSetting APhoneLocSetting isEnabled xsd:boolean true
(DeviceSetting)
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Domain Class Individual Object Property Range Class Individual
(Superclass/es) (Datatype Property) | (Superclass/es)
1.4.1 | LocationDevice- APhoneLocSetting
SettingEnabled
(individual setting has
inferred class membership)
2.1 AndroidPhone APhone hasApp App APhCamera
(Device)
22 | App APhCamera hasAppPermission AndroidLocAppPermission | APhCameral.ocPermission
(AndroidAppPermission
AppPermission
Permission)
2.3 | AndroidLocAppPermission | APhCameralocPermission | permitsAccessToData | LocationData APhoneLocData
(Data)
2.3.1 | AndroidLocAppPermission | APhCameral.ocPermission | permitsAccessToData | LocationData APhoneLocData

(inferred subclass of

LocationPermission)
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Domain Class Individual Object Property Range Class Individual
(Superclass/es) (Datatype Property) | (Superclass/es)
2.4 | AndroidLocAppPermission | APhCameralocPermission | hasPermissionValue | On on
(AppPermission) (PermissionValue)
2.4.1 | PermissionGranted APhCameral.ocPermission
(individual permission has
inferred class membership)
2.5 | App APhCamera aggregatesData xsd:boolean false
(Datatype Property
inherited from App)
3.1 AppWithAccessToLocation | APhCamera
(individual/subclass App
has inferred membership)
3.2 | LocationAggregation
(Aggregation

PotentialPrivacyThreat)
(individual App has

inferred membership)
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Table 5: Use Case 2 Camera App Permissions

Domain Class Individual Object Property Range Class Individual
2.4 | AndroidLocAppPermission | APhCameralLocPermission | hasPermissionValue | Off off
2.4.1 | PermissionDenied APhCameralLocPermission

(individual permission has

inferred class membership)
3.1 AppWithAccessToLocation
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As modelled in the ontology, if the APhLocSetting and the APhCameraAppPermission are
both “On”, the Camera app has access to the location. The knowledge captured and modelled in
the ontology suggests that to protect the data subject’s location privacy in the Camera app, while
the APhLocSetting is “On”, it is necessary to switch the APhCameraAppPermission “Off”.
Indeed, this is how the Camera app permissions operate on the iPhone mobile phone and the tablet
with Windows devices which are also used in the use cases. The Camera app on the test device is
a Samsung SM-A500W, with the Android 6.0.1 operating system and Camera app version 3.0.
The App permissions warns that the device will not work as expected, if the Location permission

is not granted.
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Figure 14: Necessary Location Device Setting, Camera App Permission, and Camera App Setting

Google and the Google logo are registered trademarks of Google LLC, used with permission [4], [10]-[13].

The screenshot on the right of Figure 14 shows the Camera app setting for tagging photos with

the location, switched “Off”. Since this is managed from within the app, it is classified in the
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PrivateMe taxonomy as an AppSetting, another subclass of the ConfigurationSetting class, along
with the DeviceSetting class. So, in the use case, for Brenda to protect her location, she needs to
set the Location device setting and the Camera app permissions as shown in the screen shots on
the left and in the centre of Figure 14. She also needs to ensure that the app setting for tagging
photos with the location is “Oftf”.

Figure 15 shows how the Location device setting, the Camera app permission, and the Camera
app setting would appear if the location is to be tagged in the photos. It is worth noting that the
Camera app setting on the test device is automatically reset to “Off” when the Location device
setting is switched “Off”. If the Location device setting is subsequently switched “On” again,

however, the app setting for tagging photos with the location needs to be switched “On” manually.
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Figure 15: Location Device Setting and Camera App Permissions as Expected from the Ontology

Google and the Google logo are registered trademarks of Google LLC, used with permission [4], [10]-[13].

77



In this use case, therefore, Brenda can confirm that her location privacy is protected in the
Camera app, if she also checks that app setting for tagging photos with the location is “Off”. In
doing this, she ensures that there are no conflicts between the privacy settings and permissions she

has selected for the Ticketmaster app and the Camera app (RQ2).

4.4.Use Case 3: To Manage Privacy Settings and Permissions on Multiple
Devices, Applications, and Webservices (RQ3)

In Use Case 3, Brenda wants to ensure that she manages her privacy settings and permissions
for the Ticketmaster app and site consistently, whichever device she uses (RQ3). Recall that in
Use Case 1, Brenda enables the Location device setting on her mobile phone with Android and
she allows the Ticketmaster app permission to access her location. When she installs the app on
her new iPhone mobile phone, she wants it to have similar privacy settings and permissions. She
also wants to configure her tablet with Windows 10 in a similar manner for the Ticketmaster site.
Brenda refers to the PrivateMe taxonomy to find the settings and permissions that she needs to use
on each of these devices. Although there are some similarities in how the devices manage the
privacy settings and permissions, there are also some differences. The knowledge in the PrivateMe
ontology helps Brenda to manage these settings and permissions consistently across devices.

In Section 4.4.1, I review the privacy settings and permissions that are available on each of her
devices. I briefly discuss the settings and permissions which Brenda needs to set. The interactions
between these settings and permissions are discussed more fully in the ontology which is presented

in Section 4.4.2.
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4.4.1. Use Case 3 Taxonomy

Brenda refers to the PrivateMe taxonomy to determine which privacy settings and permissions
manage access to her device location data on each of her devices. She has Ticketmaster version
205.0 on her iPhone 8, which is running iOS 13.5.1. Brenda accesses the Ticketmaster site on her
tablet with Windows via a Chrome browser loaded as a desktop app. (Hereafter, I refer to the
tablet with Windows, simply as the tablet). She has Chrome browser version 83.0.4103.97 and
Windows 10 Home Version 1511, OS build 10586.1176.

In this section, I first review the privacy settings and permissions for the Ticketmaster app on
Brenda’s iPhone mobile phone. I discuss the similarities to the privacy settings and permissions
on her mobile phone with Android (hereafter, mobile phone). 1 briefly describe the Location
settings and permissions for an app on Windows 10 Home, since these are also similar in some
ways, to the mobile phone and the iPhone mobile phone. Then, I review the Ticketmaster site

settings as they are managed via the Chrome browser desktop app on Brenda’s tablet.

PrivacyDs iOSPrivD

iOSLocPrivDevSetting

LocationDeviceSetting  p~!
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o

Figure 16: iOS Location Privacy Device Setting

Brenda sees that the PrivateMe taxonomy has a PrivacyDeviceSetting subclass,
10SLocPrivDevSetting, which is inferred to also be a subclass of the LocationDeviceSetting class
as shown in Figure 16. Thus, Brenda knows that access to her device location is managed by a
Privacy device setting. The iOSLocPrivDevSetting is similar to the AndroidLocDevSetting, in

Table 3 and Table 4, however, it is accessed via an additional step; Brenda needs to navigate from
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the Settings on her iPhone mobile phone, to the Privacy device settings to find the Location privacy

device setting.

iOSLocAppPermission

1S-a
LocationPermission p~

Figure 17: iOS Location App Permission

She also sees that there is a subclass of AppPermission, iOSLocAppPermission, which is
inferred to be a subclass of the LocationPermission class, as shown in Figure 17. As she did with
her mobile phone, she also needs to grant the Ticketmaster app on her iPhone mobile phone,

permission for it to access and use the location.

LocationDeviceSetting y I

Figure 18: Windows Location Device Setting

Similarly, the taxonomy shows that there is a PrivacyDeviceSetting subclass,
WindowsLocDevSetting, that is inferred to also be a LocationDeviceSetting subclass, as shown in
Figure 18. This setting, however, is one of two subclasses of the WindowsLocPrivDevSetting
class shown in Figure 19. The additional setting, WindowsLocAccSetting, makes it possible for
the primary Location device setting to be managed by an administrator; this secondary Location

device setting can then be managed by the individual who is logged in on the device [72].
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Figure 19: Windows Location Privacy Device Settings

WindowsLocAppPermission

WindowsAppPermission

Figure 20: Windows Location App Permission

As shown in Figure 20, there is also a permission class, WindowsLocAppPermission, which
is inferred to be a LocationPermission subclass. Again, this is similar to the iPhone and Android
app permissions. So, other than the additional setting for the person logged in to the device, the
Windows Location device settings and permissions are similar to those of the iPhone mobile
phone. The app permissions are also similar to those of the mobile phone and the iPhone mobile

phone.

AppPermission

Figure 21: BrowserAppPermission

BrowserAppPermission

Since Brenda accesses the site via a browser, she also needs to consider the permissions of the
browser. The taxonomy shows the BrowserAppPermission class as a subclass of the

AppPermission class as shown in Figure 21.
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MSEdgeBrowserApp
ChromeBrowserApp

DesktopApp

Figure 22: App class showing the BrowserApp subclass

Desktop apps, however, may have access to the device location regardless of these settings
[72], [73]. As shown in Figure 22, the ChromeBrowserApp class is a subclass of the BrowserApp
class. It is also a desktop app, though, and as shown in Figure 23, a DesktopApp is inferred to be

a subclass of the AppWithAccessToLocation class.

EventApp
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DesktopApp
ChromeBrowserApp
MSEdgeBrowserApp

Figure 23: App class showing the DesktopApp as an inferred subclass of AppWithAccessToLocation
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Figure 24: Site Setting and BrowserAppSetting

As shown in Figure 24, the taxonomy distinguishes between SiteSetting and
BrowserAppSetting. In this use case, the SiteSetting class would include Brenda’s profile and her

Favorites. The BrowserAppSetting class manages how the browser operates.
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4.4.2. Use Case 3 Ontology

Brenda wants to ensure that she is consistent in how she manages access to her location,
whether she is using the Ticketmaster app on her iPhone mobile phone or she is accessing the site
on her tablet (RQ3). The knowledge of how the settings and permissions interact is captured in
the PrivateMe ontology. So, Brenda refers to the PrivateMe ontology to understand how the
privacy settings and permissions work together to manage access to her device location. Table 6
shows the privacy settings and permissions, their object and datatype properties, and the resulting
inferences for the individuals that represent the Ticketmaster app on Brenda’s iPhone mobile
phone. (Here, due to trademark guidelines, I refer to the individual representing the iPhone mobile
phone as bPhone, however, this individual is named differently in the ontology.) Table 7 shows
the same for the individuals that represent the Ticketmaster site and the Chrome browser on her
tablet with Windows.

In Table 6, row3.1, we see that the reasoner in the ontology, infers that iPhTicketmaster205.0,
the individual representing the app on Brenda’s iPhone mobile phone, does have access to her
device location. The TicketmasterSite individual in Table 7, represents the Ticketmaster site as
accessed via the Chrome browser (desktop app) on Brenda’s tablet with Windows. Table 7, row
5.1, shows that the reasoner in the ontology, infers that TicketmasterSite has access to the location.
Thus, the knowledge in the PrivateMe ontology helps Brenda to select the applicable privacy
settings and permissions, such that the Ticketmaster app on her iPhone mobile phone and the

Ticketmaster site on her tablet, has access to her location.
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Table 6: Ontology of Use Case 3 Individuals for iPhone mobile phone

Domain Class Individual Object Property Range Class Individual
(Superclass/es) (Datatype Property) | (Superclass/es)
1.1 IPhone bPhone hasOperatingSystem | i0OS i0S13.5.1
(MobilePhoneDevice (OperatingSystem)
Device)
1.2 |iOS i0S13.5.1 hasDeviceSetting 10OSLocPrivDevSetting iPhoneLocSetting
(OperatingSystem) (iI0SPrivDevSetting
DeviceSetting
ConfigurationSetting)
1.3 | iOSLocPrivDevSetting iPhoneLocSetting enablesAccessToData | LocationData iPhoneLocData
(Data)
1.3.1 | iOSLocPrivDevSetting iPhoneLocSetting enablesAccessToData | LocationData iPhoneLocData
(inferred subclass of
LocationDeviceSetting)
1.4 | iOSLocPrivDevSetting iPhoneLocSetting isEnabled xsd:boolean true
(DeviceSetting)
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Domain Class Individual Object Property Range Class Individual
(Superclass/es) (Datatype Property) | (Superclass/es)
1.4.1 | LocationDevice- iPhoneLocSetting
SettingEnabled
(individual setting has
inferred class membership)
2.1 IPhone bPhone hasApp App iPhTicketmaster205.0
(Device) (EventApp
App)
2.2 | EventApp iPhTicketmaster205.0 hasAppPermission i1OSLocAppPermission iPhTMLocPermission
(App) (iIOSAppPermission
AppPermission
Permission)
23 1OSLocAppPermission iPhTMLocPermission permitsAccessToData | LocationData iPhoneLocData
(Data)
2.3.1 | iOSLocAppPermission iPhTMLocPermission permitsAccessToData | LocationData iPhonelL.ocData

(inferred subclass of

LocationPermission)
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Domain Class

(Superclass/es)

Individual

Object Property

(Datatype Property)

Range Class

(Superclass/es)

Individual

2.4

iOSLocAppPermission

(AppPermission)

iPhTMLocPermission

hasPermissionValue

WhileUsing

(PermissionValue)

whileUsing

24.1

PermissionGranted
(individual permission has

inferred class membership)

iPhTMLocPermission

2.5

EventApp

(App)

iPhTicketmaster205.0

aggregatesData
(Datatype Property

inherited from App)

xsd:boolean

true

3.1

AppWithAccessToLocation
(individual has inferred

membership)

1iPhTicketmaster205.0

3.2

LocationAggregation
(Aggregation
PotentialPrivacyThreat)
(individual App has

inferred membership)

iPhTicketmaster205.0
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Table 7: Ontology of Use Case 3 Individuals for Tablet with Windows

Domain Class Individual Object Property Range Class Individual
(Superclass/es) (Datatype Property) | (Superclass/es)
1.1 WindowsTablet WinTablet hasOperatingSystem | Windows Windows10Home
(TabletDevice (OperatingSystem)
Device)
2.1 WindowsDevice WinTablet hasApp ChromeBrowserApp Chrome
(BrowserApp
App)
2.2 | ChromeBrowserApp Chrome isDesktopApp xsd:boolean true
(BrowserApp (Datatype Property)
App)
2.3 | DesktopApp Chrome isDesktopApp xsd:boolean true
(individual has inferred (Datatype Property)
subclass membership)
3.1 DesktopApp Chrome
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Domain Class Individual Object Property Range Class Individual
(Superclass/es) (Datatype Property) | (Superclass/es)
(inferred subclass of
AppWithAccessToLocation)
4.1 BrowserApp Chrome appliesSitePermission | ChromeSitePermission WinChromeTM-
(App) (..., Permission) SitePermission
4.2 | ChromeSitePermission WinChromeTM- isSitePermissionFor | Website TicketmasterSite
SitePermission
43 ChromeSitePermission WinChromeTM- permitsAccessToData | LocationData WinTabLocData
SitePermission (Data)
4.3.1 | LocationPermission WinChromeTM- permitsAccessToData | LocationData WinTabLocData
(individual has inferred SitePermission (Data)
class membership)
4.4 | ChromeSitePermission WinChromeTM- hasPermissionValue | Allow allow
SitePermission (PermissionValue)
4.4.1 | PermissionGranted WinChromeTM- hasPermissionValue | Allow allow
(individual has inferred SitePermission (PermissionValue)

class membership)
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Domain Class Individual Object Property Range Class Individual
(Superclass/es) (Datatype Property) | (Superclass/es)
5.1 SiteWithAccessToLocation | TicketmasterSite
(individual has inferred
class membership)
6.1 Website TicketmasterSite aggregatesData xsd:Boolean true
6.2 | LocationAggregation TicketmasterSite
(Aggregation

PotentialPrivacyThreat)
(individual App has

inferred membership)
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There are some similarities as well as some differences between the ways the settings and
permissions are managed on the devices for Use Case 3. This can be seen from the classes and
subclasses in Section 4.4.1, in Table 6, and in Table 7. I summarize these similarities and
differences in the paragraphs that follow.

The operating systems on mobile devices (mobile phones and tablets) manage access to the
location with a Location device setting. The access is then managed per app by the Location app
permission which grants or denies permission to the app. In the following paragraphs, I briefly
discuss the similarities and differences between the ways the operating systems that are used in
Use Case 3, manage this access.

The Location device setting supersedes the Location app permission. The Location device
setting is typically found under Settings. Whereas it can be found directly under Settings on
devices with Android, the iOS Location device setting and the Windows Location device setting
is found within Settings, under Privacy device settings.

App permissions on Android are binary, that is, either “On” or “Off”. Although not discussed
for Use Case 3, Windows app permissions are also binary. i0S app permissions are more granular,
allowing a choice of “Never”, “Ask”, “While Using”, and “Always”. On Windows, if a browser
is loaded as an app, it also needs permission to access the device location; when a browser is loaded
as a desktop app, however, it may already have access to the device location [72], [73].

SitePermission is similar to AppPermission and is used in this thesis to refer to permissions
that allow the site access to data that is on the device (including the device location data). The site
permissions, are managed via the browser. The Chrome browser offers the site permission options:
“Block”, “Ask”, or “Allow”, they are therefore more granular than the binary options “On” or

“Off”. In this regard, they are similar to the app permissions offered by i0S. Within the Chrome
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browser, however, such SitePermissions are called “Site Settings”. AppSetting and SiteSetting, as
defined in this thesis, are similar in that they manage app functionality and site functionality
respectively. For the Ticketmaster site, this includes the data subject profile, purchase history, and
Favorites. Furthermore, browsers are themselves, also apps, they therefore can have their own set
of app permissions and app settings.

Use Case 3 focuses on the Location device setting and app or site permissions. The ontology
has been developed to have individuals that represent the use case but as such, it is limited to the
Location device settings and permissions for the devices specified here. The Microsoft Edge!°
browser can be loaded either as an app, or as a desktop app [72]. Future work may therefore
include developing the ontology to include the Microsoft Edge browser. As mentioned previously,
future work may also include developing the AppSetting class. In that case, the SiteSetting class
could be developed further as part of that scope of work, since as defined here, the SiteSetting
class corresponds with the AppSetting class. In the Ticketmaster app that is used here, this includes
data subject profile, purchase history, and Favorites. The caveat is that the app settings are specific
to each app and therefore can only be used as an example. Even so, it would help to highlight the
differences between the SitePermission and SiteSetting as used for a website. It would also help

to distinguish these classes from the AppPermission and AppSetting classes as used for a browser

app.

19 The trademark is used here according to [2]
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Chapter 5: Conclusion

Privacy is subjective and complex, and it changes depending on context. A data subject
benefits from services offered by a data controller but these services often require the use of private
data. This raises privacy concerns about how much private data is being collected, how it is being
used, and whether it is being aggregated with other data or used to infer additional personal
information. Privacy settings on devices and permissions for apps and sites are provided so that a
data subject can manage the disclosure of such data. The settings and permissions, however,
interact with each other. This may make it difficult for a data subject to know what to select to
effectively control private data. Considering such concerns led to this research. A data subject
may want to ensure that the selected privacy settings and permissions meet his or her privacy goals
(RQI). Also, since a data subject may have several apps on a device, he or she may want to ensure
that there are no conflicts between the selected settings and permissions (RQ2). Similarly, since a
data subject may have more than one device, he or she may want to ensure that there are no
conflicts between the settings and permission selected on the devices for the apps and websites
(RQ3).

This research contributes PrivateMe, a technique to manage privacy settings on different
devices, for multiple applications and web services. PrivateMe includes a softgoal
interdependency graph (SIG) which captures the data subject’s privacy goals. The privacy threats
are also captured in a SIG. The SIG for privacy threats, includes the data operationalizations, to
illustrate the type of data that contributes to the possible threats. These SIGs can be used by the
data subject to assess the possible threat and to balance it against disclosing the data to obtain the
services and functionality offered by the data controller. PrivateMe also includes a generic

taxonomy; it classifies the device privacy settings and the permissions that are requested by the
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applications and web services. The taxonomy helps the data subject find the settings and
permissions that can be set. The last component of PrivateMe is an ontology which stores machine
readable and reusable knowledge of how the settings and permissions interact to manage the
private data. This research aids the data subject to select privacy settings and permissions that will
support the data subject’s intentions. As the three use cases show, PrivateMe can be used for
multiple devices and for multiple applications and sites.

In this chapter, I discuss the results of this research as well as any additional findings. I also
discuss any complications that arose while conducting the research, threats to internal and external
validity, and how these were mitigated. I conclude this chapter with a discussion about future

work.

5.1. Summary of the PrivateMe Use Case Results

PrivateMe is evaluated with three use cases. The results of the use cases are summarized in
the following paragraphs. Additional results are also discussed here as they may lead to
opportunities to develop PrivateMe further in the future work.

Use Case 1 shows how PrivateMe can be used to ensure that the settings and permissions
support the data subject’s privacy goals (RQ1). By navigating the SIGs as shown in Use Case 1,
the data subject can relate the data that is being requested (such as Location), to the service that is
realized by the app. This will benefit the data subject for example, by filtering the results
accordingly. The SIG shows how such data contributes towards a possible privacy threat. This
helps the data subject to identify what the possible threat may be. The Data Subject Privacy SIG
(Appendix F) shows that the data subject has the right to be informed and to consent to the data

collection. This prompts the data subject to find information about why the data is collected, for
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example, by referring to the privacy policy provided by the data controller. The decision whether
to permit access to the data is also based on trust. Legal compliance makes a positive contribution
towards the data controller’s reputation (Appendix J); the reputation affects the data subject’s trust.
Therefore, Use Case 1 shows how the data subject uses the SIGs to ensure that the privacy goals
are upheld when deciding whether to permit access to the data (RQ1). The taxonomy helps the
data subject to understand where to find the appropriate settings and permissions. The ontology
shows how the selected settings and permissions interact to provide the desired level of privacy
(RQ1).

Use Case 2 shows how PrivateMe can be used to determine whether there are any conflicts
between the privacy settings and permissions for multiple apps on the same device (RQ2). Use
Case 2 shows that the Location device setting takes precedence over the app permissions. Thus,
to grant the Ticketmaster app permission to the location of the device, the Location device setting
must first be switched “On”. This change to the Location device setting, however, may affect
other applications that may also have previously had the permission. The opposite is also true,
that is, if the data subject wanted to remove the Ticketmaster access to the device location, and did
so by switching the Location device setting “Off”, this change will also affect the other apps that
have the permission. Thus, the PrivateMe taxonomy and ontology help the data subject to identify
when there are conflicts between the privacy settings and permissions (RQ?2).

Use Case 2 provided an opportunity to show the difference between an app setting and an app
permission, even though this was not planned. At the beginning of the use case, all three devices
had the Camera app with permission to access the location. The Location device setting on all
three devices was “Off”, therefore none of the Cameras were tagging pictures with the location

data. However, upon switching the Location device setting “On” to allow the Ticketmaster app
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permission to access location, this enabled the Cameras on the iPhone mobile phone and on the
tablet with Windows (tablet) to start tagging the pictures. The ontology reasons that the Camera
will behave this way. On the mobile phone with Android (mobile phone), however, the Camera
app setting for tagging the pictures is automatically switched “Off” when the Location device
setting is switched “Off”. This setting was not automatically reset when the Location device
setting was switched “On” for the use case. Thus, Use Case 2 also shows a conflict on the mobile
phone, between the Location device setting, the Camera app permission, and the Camera app
setting on the mobile phone. The data subject also needs to resolve such a conflict if at a later
date, she wants to start tagging pictures with her location.

Use Case 3 shows how PrivateMe can be used to help the data subject manage privacy settings
and permissions for the same app or for the site, on multiple devices (RQ3). The taxonomy helps
the data subject to find the Location device settings. This is slightly different for each device.
There are also some differences between the granularity of the app permissions on the different
devices. On the tablet with Windows (fablet), instead of using an app, the site is accessed via a
browser. Consequently, the site permissions are managed via the browser. The browser may have
access to the location or it may also need permission to access the location; this depends on whether
the browser is loaded as a desktop app or an app [72], [73]. Use Case 3 (Section 4.4.2) includes a
detailed discussion about these differences. Use Case 3 shows how the ontology stores the
knowledge about these differences and thus, helps the data subject to manage the settings and
permissions for the app on multiple devices, as well as for the site.

There are also some additional findings that result from conducting the use cases. For
example, whereas Ticketmaster on Android requests permission to access the Calendar, Camera,

Contacts, Location, Phone, and Storage, the corresponding app for the iPhone mobile phone only
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asks to access Location, Siri & Search, Background App Refresh, and Cellular Data. These
differences may contribute towards the data subject finding it difficult to reconcile permissions to
the data that is being collected or the use of that data to the functionality of the app. This may be

a topic that researchers may wish to study further in the future.

5.2.Challenges

The operating systems of the devices that were used to evaluate PrivateMe, were set to
automatically update, as is typically recommended for security. For example, iOS 13.3.1 was
updated during the project to i0S 13.5.1. These updates, however, did not result in a discernable
change, neither to the access path for the device privacy settings nor to the way they manage the
privacy. Therefore, it was not necessary to update the taxonomy or the ontology knowledge of the
device privacy settings.

Similarly, the apps loaded on the two mobile phones were previously also set to automatically
update. The updates, however, did not include any changes to the permissions requested by the
apps. Nevertheless, the main concern while conducting this research, was to ensure that the
ontology was up to date and captured the current versions of the apps at the time when the
evaluation was done. This made it necessary to check the ontology to ensure that the permissions
requested by the newer versions of the apps continued to work in the same manner and if not, to
update the ontology accordingly. So, the ontology was first created with individuals to represent
the Ticketmaster app version 1.57.0 and then 1.58.0 for Android, and the Ticketmaster app version
1.76.2 for iPhone. The individuals in the ontology representing the Ticketmaster apps for both the

mobile phone with Android and the iPhone mobile phone, were updated to the app version 205.0
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for the use case. Even with the updates to the apps, the ontology knowledge of how the settings

and permissions interact did not need to be updated.

5.3.Threats to Internal Validity

Here, I discuss the threats to internal validity as well as what I have done to mitigate the threats.
I'have made efforts to create the SIG, the taxonomy, and the ontology, systematically and logically.
To make it easier to navigate the SIGs I have decomposed the softgoals in a systematic manner,
as recommended in [44]. So, for example, in Appendix G, the Data Subject Privacy shows
Personal Data decomposed by NFR into: Data Subject Control, Ownership, and Rights. I believe
that including the topic [Personal Data], makes it clear that, in this case, these subgoals refer
specifically to Personal Data. The SIGs were created with information from the literature but as
indicated in [34], [43], the technologies continue to be developed and along with them, new
possible privacy threats may surface. Therefore, the SIGs will need to be updated, appended to,
and maintained to keep them current.

As mentioned previously, the taxonomy is subjective; others may choose different criteria to
classify the settings and permissions. Again, as recommended in [55], I classify the settings and
permissions based on what they control. Even so, when creating the ontology, I could have created
a Setting class and its subclasses, for each operating system. So, for example, I could have created
an AndroidSetting class (or a completely separate ontology) for the Android operating system and
done the same for the Windows and iOS operating systems. Instead, I chose to create one Setting
class with the subclasses lower in the hierarchy distinguished by name for each operating system.
So, I have an AndroidDeviceSetting class, a WindowsPrivDevSetting class, and an

10OSPrivDevSetting class. Other developers may classify the settings and permissions differently.
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I have included the steps to follow when navigating the SIG and the ontology, to ensure that the
process could be followed by other researchers.

The mobile phone with Android that was used for the use cases had the Developer Options
switched “On” (from a previous project), even so, none of the options were actually selected.
Another device with Android was not available. The permissions listed in the App Manager on
the device, are the same as those in [74], [75], which correspond to the “Dangerous permissions”
in [76]. The Developer Options therefore do not appear to have any impact on the way the device

manages the permissions for the Ticketmaster app that was used for the use cases.

5.4.Threats to External Validity

Threats to external validity would occur if the devices in the use cases are not commonly used
or if the use case scenarios themselves are not representative of a typical data subject’s decisions
and actions. In this section, I describe the possible threats to external validity. I discuss how I
evaluated these threats and how I ensured that they were not going to affect the end results of the
evaluation.

I had a limited number of devices and operating system versions that were available to evaluate
PrivateMe. With this limitation, came the possible threat that these devices may not be
representative of devices that are currently used by the general population. The main concern with
the devices, however, is that the settings and permissions modelled in the taxonomy and ontology
are current at the time of the research. The mobile phone with Android is a Samsung SM-A500W.
It is running Android version 6.0.1. According to [76], Android 6.0 is the minimum operating
system version that offers the data subject an opportunity to select and change the permissions

after an app is loaded. Older versions of the operating system require that the settings and
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permissions be selected at the time of app installation [76]. Therefore, Android version 6.0.1 is
current in the way it manages the settings and permissions. The Lenovo tablet is running Windows
10 Home version 1511, which is past the end of its service period [77]. However, since a
Ticketmaster app is not available for Windows, this device is used to access the site via the Chrome
browser instead. The browser is loaded as a desktop app, therefore it is not dependent on the
Windows operating system device settings and app permissions for access to the device location
[73]. The Chrome browser version 83.0.4103.97 was current as at the time of evaluating
PrivateMe. Each time the browser version is checked, however, via Help>>About Google
Chrome, it automatically updates; the current version is 84.0.4147.125 and is now installed on the
tablet. Finally, the iPhone mobile phone is the most up-to-date of the three devices since it was
purchased within the last year. The iPhone 8 used for the research is running i10S 13.5.1. I am
confident that it provides a good representation of the device settings and app permissions for i0S.

The use case scenarios are intended to be representative of the typical decisions that a data
subject would need to make when installing an app on a device and selecting the appropriate
settings and permissions. There are three use cases to evaluate PrivateMe. Use case 1 shows how
PrivateMe can be used to aid the data subject to match the data that is used by the app to the privacy
softgoals, and to select the corresponding privacy settings and permissions (RQ1). Use Case 2
shows how PrivateMe can be used to resolve any conflicts between settings and permissions
selected for the app and any other apps on the same device (RQ2). Use Case 3 shows how
PrivateMe can be used to ensure that there are no conflicts between the privacy settings and
permissions selected on multiple devices, for the apps or the site (RQ3). Although there is one use
case per research question, it may be more typical that selecting settings and permissions, and

resolving conflicts are not done on distinctly separate occasions. The actual steps that the data
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subject follows to use PrivateMe, however, would be the same regardless of whether they are
completed on one occasion or not.

A data subject’s sense of privacy and willingness to trust is subjective. Therefore, threats to
external validity may also arise due to the subjective nature of privacy and trust. To minimize
these threats, the data subject in the use cases is neither too private, nor too willing to share personal
information. Similarly, the data subject’s decision to trust the Ticketmaster service, data
controller, and technology, is intended to be reasonable. Use Case 1 includes some examples as
to how such a decision can be made, such as reviewing the privacy policy. According to [26],
however, most people do not check the privacy policy. Although it may not be possible to mitigate
this threat entirely, Use Case 1 shows how PrivateMe can be used to aid the data subject with such
decisions.

Apps that offer to find the device if it is lost, rely on having the Location device setting “On”.
The Location device setting in Use Case 2, however, is switched “On” for the Ticketmaster app to
access the location, whilst the Camera permission to access the location is subsequently switched
“Off”. In the Use Case, the Location device setting was previously “Off”. Having the Location
device setting “Off” may or may not be the way most people choose to have their setting. The Use
Cases are intended to evaluate that PrivateMe can find conflicts between the settings and
permissions. Therefore, it is important that the PrivateMe shows the conflicts when a change in
the initial state affects the net result of other settings and permissions. Consequently, the starting

state of the settings and permissions in the Use Case is not a concern.
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5.5.Future Work

This research aims to help the data subject to control private data, according to the privacy
goals (RQ1), and to avoid conflicts between the settings and permissions (RQ2), across multiple
devices, apps, and sites (RQ3). PrivateMe includes SIGs which offer the data subject a way to
understand the privacy threats associated with data use, and to assess the threats against the benefit
of using the data and trust. PrivateMe also includes a taxonomy and ontology of privacy settings
and permissions which offer the data subject a way to control interactions between the settings and
permissions. To further this research, future work may include conducting a study, a survey, or
both, with human subjects, to confirm the efficacy of PrivateMe. The discussions for the results
in Use Case 2, Use Case 3, and the additional findings, indicate that the knowledge in the ontology
for the AppSetting and the AppPermission classes could be developed further. Finally, PrivateMe
may be packaged as an app for ease of use, particularly to make it easier to navigate the SIG, the
taxonomy, and the ontology. I describe these points in further detail in the following paragraphs.

An empirical study or a survey with human subjects could confirm the benefits of PrivateMe.
Such studies could evaluate the use of graphical representations (such as SIGs) as a means to help
the data subject to understand and assess privacy goals, which include: the data that is collected
by apps, the service or services that are realized by using the data, the possible privacy threats, and
trust. Conducting an empirical study over a period of time, could also confirm if packaging
PrivateMe as an app would be helpful to the data subject. This may make it easier for them to use
PrivateMe interactively as they load apps on their devices, decide which privacy settings and
permissions will meet their privacy goals, and resolve any conflicts between the settings and

permissions.
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Use Case 2 discusses the AppSetting class in the ontology. As future work, the AppSetting
class could be developed further to show the difference between an app setting and an app
permission. For example, the AppSetting class could be developed to show how on the device
with Android, the Camera app setting for Location configures it to tag photos but to do so, it needs
app permission to access the location on the device. This also requires that the device Location
setting is “On”. Although many app settings are specific to the app, the AppSetting class could
also be developed further to include examples of some common settings such as Account Profile
or History. Along with this, as discussed in Use Case 3, the corresponding SiteSetting class could
be developed to show the similarity between the AppSetting and the SiteSetting classes.

Use Case 3 shows that site permissions are managed via the browser. The granularity of the
app permissions requested by an app, differ depending on the operating system of the device. The
site permissions may similarly differ depending on the browser. The ontology could therefore be
developed further to include different browsers to capture how the site permissions are managed
via the browser. Use Case 3 was focused on the Location permissions for the app and site. The
AppPermission and SitePermission subclasses of the Permission class may also be developed
further to include additional permissions such as Body or Health sensors, or the Microphone.

As part of the future work, PrivateMe could be developed into an application (or app) to make
it easier for the data subject to navigate the SIGs and the ontology. It could provide a more
interactive interface than static SIGs to display the privacy goals and potential privacy threats.
Validation testing for a new version of the ontology could be conducted with devices that are
current at the time of testing. These devices would ideally be used solely for the research, to ensure

that no automatic updates are switched on and that no other atypical features are enabled.
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Appendix A. Privacy Concerns
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Concern of/with About [78] | [20] | [21] | [16] | [51] | [219] | [18] | [28] | [27] | [30] | [23] | [24] | [31] | [29]
Automated Decision
Making Bias X
Automated Decision Explainable Decision
Making Making X
Data Aggregation
Data Confidentiality X
Data Data Integrity X
Data Data Minimization
Data Data Persistence X
Data Disclosure
Data Future Use
Data Indirect Data Collection X
Data loT User Identification X X
Data User Activities X X
Data User Location X X X
Data User Profiles X X
Data Volume X X
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Concern of/with About [78] | [20] | [21] | [216] | [51] | [19] | [18] | [28] | [27] | [30] | [23] | [24] | [31] | [29]
Data Controller Interests X
Data Controller Market Share X
Data Controller Rights X
Control of Personal
Data Subject Data X X
Data Subject Data Ownership X
Data Subject Freedom X
Data Subject Personal safety
Data Subject Privacy X X
Rights, including
Data Subject Informed Consent X X
Unaware of data
Data Subject collection/use
Ethics Obtaining Consent X
Ethics Ethical Use X
Machine Learning Bias in Algorithm
Machine Learning Bias in Training Data
Machine Learning Confusing the model
Effective, feasible
Machine Learning testing
Machine Learning Social Engineering
Privacy Complexity
Privacy Context Awareness
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Concern of/with About [78] | [20] | [21] | [216] | [51] | [19] | [18] | [28] | [27] | [30] | [23] | [24] | [31] | [29]
Privacy Social Engineering X
Privacy User-Managed Privacy
Security Data Breach
Security Data Protection - Org
Security Data Protection - Tech
Security Data Security X
Security Data Transfer X
Security loT Architecture X
Security Privacy Breach X
Security Standards X
Service Provider Accountability
Service Provider Legal Compliance
Trust Trusted 3rd Party
Trust User trust in Service X
User trust in
Trust Technology X
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Appendix B.

Concerns and Corresponding Threats

Concerns that are not related to Privacy Threats:

e Data Controller interests, market share, rights

e Trust

Missing from the list:

o Inference (i.e. determining data values from other pieces of data [23], as opposed to indirect data collection [15] , which may be

unintentional)

To Prevent To Protect from Privacy
Concern of/with Privacy Threat Threat Direct Privacy Threat Privacy Threats [34]

Automated Decision

Making Bias Distortion

Automated Decision Explainable Decision

Making Making Distortion

Data Aggregation Aggregation

Data Confidentiality Breach of Confidentiality

Data Data Integrity Distortion
Increased Accessibility,

Data Data Minimization Secondary Use
Increased Accessibility,

Data Data Persistence Secondary Use

Data Disclosure Disclosure

Data Future Use Secondary Use

Data Indirect Data Collection Exclusion

Data loT User Identification Identification

Data User Activities Surveillance

Data User Location Surveillance

Data User Profiles Identification
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Concern of/with

To Prevent
Privacy Threat

To Protect from Privacy
Threat

Direct Privacy Threat

Privacy Threats [34]

Data

Volume

Identification,
Increased Accessibility

Data Subject

Control of Personal Data

Data Subject

Data Ownership

Freedom Surveillance,
Interrogation,
Data Subject Intrusion
Data Subject Personal safety Intrusion
Data Subject Privacy All
Rights, including
Data Subject Informed Consent Exclusion
Unaware of data
Data Subject collection/use Exclusion
Ethics Obtaining Consent Exclusion
Secondary Use,
Exclusion,
Ethics Ethical Use Insecurity
Machine Learning Bias in Algorithm Distortion
Machine Learning Bias in Training Data Distortion
Machine Learning Confusing the model Distortion
Machine Learning Effective, feasible testing Distortion
Machine Learning Social Engineering
Privacy Complexity Multiple
Privacy Context Awareness Disclosure
Privacy Social Engineering Decisional Interference
Privacy User-Managed Privacy N/A
Security Data Breach Dissemination
Data Protection Insecurity, Breach of
Security Organizational measures Confidentiality, Disclosure
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Concern of/with

To Prevent
Privacy Threat

To Protect from Privacy
Threat

Direct Privacy Threat

Privacy Threats [34]

Data Protection Technical

Insecurity, Breach of

Security measures Confidentiality, Disclosure
Insecurity, Breach of
Security Data Security Confidentiality, Disclosure
Insecurity, Breach of
Security Data Transfer Confidentiality, Disclosure
Insecurity, Breach of
Security loT Architecture Confidentiality, Disclosure
Security Privacy Breach Any
Insecurity, Breach of
Security Standards Confidentiality, Disclosure

Service Provider

Accountability

Multiple

Service Provider

Legal Compliance

Multiple
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Appendix C.
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Appendix D.  General Concerns

(Note that [23] uses inference for their model, therefore it is not listed as a concern, here.)
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Appendix E.  (GDPR) Data Subject Rights [8], [22] SIG
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Appendix F.
Informed) SIG
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Appendix G.  Data Subject Privacy Concerns SIG
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Appendix H.  Business Concerns SIG
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Appendix 1.
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Appendix J.

Trust SIG

Mutual

Trusted
Trust Aaent
Data Controller
Trust
Trusted Agent
Data [TrustedSystem]
Subject
rust
Data Controller Trust /L
[Data Subject]
Data SubJect Trust
ti\olleﬂ
7
7/
+ /
/ | \ \ Data Sub]ect
s | \— 7 Trust I;Eq{wce]
+ —
4 _— | \ _ A — > Dpata Sub]ect Trust
Q _ -I—— " " | \ [Techr&olouv'l
Data Controller \ \
[Accountability] | \ | \ |
\ \
+ (I | |
\ \
Data Controller | \ \ | |
;Repu‘ation]
* AN | \ |
i M I |
Legal | \ | |
Compliance \ ’ ¥ \ + |
Data Controll
Fl'raansn:r;‘l:c?l; \ ’ <:> |
N Ethical
S \ | Use |
L) l |
Vo \
Vo |
\ \
\| \
Legal Data Protection Information
[Liability1 by Desian Security

128

Trusted Agent
[Trusted3rdPartv]



	Abstract
	Acknowledgements
	Table of Contents
	List of Tables
	List of Figures
	Chapter 1:   Introduction
	1.1. Motivation
	1.2. Research Objectives
	1.3. Research Contributions
	1.4. Thesis Organization

	Chapter 2:   Background and Related Work
	2.1. Privacy
	2.2. GDPR
	2.3. Related Work
	2.3.1. Privacy Models
	2.3.2. Privacy Managed by the Data Subject
	2.3.3. Managing Changes to Privacy Goals due to Changes in Context


	Chapter 3:   PrivateMe
	3.1. Softgoal Interdependency Graph
	3.2. Taxonomy
	3.3. Ontology

	Chapter 4:   Evaluation
	4.1. Use Case Summary
	4.2. Use Case 1:  To Ensure that Privacy Settings and Permissions reflect Privacy Softgoals (RQ1)
	4.2.1. Use Case 1 Softgoal Interdependency Graphs
	4.2.2. Use Case 1 Taxonomy
	4.2.3. Use Case 1 Ontology

	4.3. Use Case 2:  To Determine that there are no Conflicts between Privacy Settings and Permissions (RQ2)
	4.3.1. Use Case 2 Taxonomy
	4.3.2. Use Case 2 Ontology

	4.4. Use Case 3:  To Manage Privacy Settings and Permissions on Multiple Devices, Applications, and Webservices (RQ3)
	4.4.1. Use Case 3 Taxonomy
	4.4.2. Use Case 3 Ontology


	Chapter 5:   Conclusion
	5.1.  Summary of the PrivateMe Use Case Results
	5.2. Challenges
	5.3. Threats to Internal Validity
	5.4. Threats to External Validity
	5.5. Future Work

	References
	Appendices
	Appendix A. Privacy Concerns
	Appendix B. Concerns and Corresponding Threats
	Appendix C. Privacy Threats Softgoal Interdependency Graph (SIG)
	Appendix D. General Concerns
	Appendix E. (GDPR) Data Subject Rights [8], [22] SIG
	Appendix F. (GDPR) Data Subject Rights [8], [22] (Consent and to Be Informed) SIG
	Appendix G. Data Subject Privacy Concerns SIG
	Appendix H. Business Concerns SIG
	Appendix I. Legal Concerns SIG
	Appendix J. Trust SIG


